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Abstract

Background: Ethical risks of medical artificial intelligence (AI) are a global concern, but existing understanding remains
fragmented without an integrated framework, and physicians’ awareness of these ethical risks is unclear.

Objective: This study aimed to construct a multidimensional ethical risk framework for medical Al in the Chinese context,
assess physicians’ perceptions of these risks, and provide theoretical support for Al risk governance.

Methods: In the first phase, we conducted semistructured interviews with 36 experts (102,000-word transcript), analyzed
via grounded theory (NVivo 11 [Lumivero]), yielding 5 main risk categories and 15 subcategories. In the second phase, a
21-item questionnaire based on this framework was administered to 600 physicians across 19 Chinese provinces. After the
reliability and validity of the questionnaire, descriptive statistics, and multiple linear regression identified risk perceptions and
influencing factors.

Results: The framework includes physiological risks (eg, diagnostic error and improper treatment), psychological risks
(eg, physicians’ technical anxiety and patient’s psychological anxiety), data and privacy risks (eg, privacy leakage and
data security), social risks (eg, trust crisis, occupational impact, unclear liability, and autonomy erosion), and economic
and sustainability risks (eg, increased financial burden, resource waste, environmental pollution, and energy consumption).
Physicians (n=600) showed the highest concern for data and privacy risks, ambiguous accountability, and a physician-patient
trust crisis. Economic and sustainability risks received the lowest agreement. Multiple linear regression identified significant
predictors for risk perception. Specialized Al training was positively associated with perceptions of misdiagnosis risks
($=0.230, 95% CI 0.031-0.429; P=.02), privacy leaks ($=0.220, 95% CI 0.041-0.399; P=.02), and unclear liability ($=0.285,
95% CI 0.110-0.460; P=.002). The establishment of medical institution Al ethics review procedures was positively associated
with perceptions of diagnostic errors (8=0.355, 95% CI 0.141-0.569; P=.001) and unclear liability (8=0.390, 95% CI 0.200-
0.580; P<.001), while AI unfamiliarity was negatively associated with trust crisis (8=-0.260, 95% CI —-0.450 to —0.070,
P=.000).

Conclusions: This study proposes a contextualized ethical risk framework for medical Al in China to guide targeted gover-
nance. It is recommended that future efforts should focus on enhancing the ethical training of medical professionals, improving
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the ethical review mechanisms for Al in health care institutions, and clarifying the division of liabilities and accountability.
These measures will promote the robust development of medical Al within an ethically compliant framework.

J Med Internet Res 2026,28:e89300; doi: 10.2196/89300
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Introduction

In the current era of in-depth integration of digitalization
and intellectualization, artificial intelligence (AI) technology
is reshaping the health care ecosystem at an unpreceden-
ted speed [1]. From Al-assisted intelligent medical image
interpretation to intelligent auxiliary decision-making for
specific clinical diseases, the application scenarios of Al in
health care are constantly expanding, offering new oppor-
tunities to enhance medical efficiency and improve the
accessibility of health care services [2,3]. However, with
the widespread penetration of Al technology, the potential
ethical risks behind it have gradually emerged, attracting
great attention from the academic community and all sectors
of society. According to the statistics and monitoring of
the Al Incidents Monitor by the Organization for Economic
Co-operation and Development, a total of 6926 Al-related
risk incidents occurred globally in 2024, among which 360
were health care-related [4]. These risk incidents mainly
stem from algorithmic bias, privacy and security breaches,
liability and rights disputes, and technology misuse. Without
ethical constraints, the abuse of Al technology may lead to
severe negative social impacts, deviating from its original
purpose of improving medical services and enhancing the
efficiency of diagnosis and treatment [5,6]. Recognizing
the severity of ethical issues, countries around the world
have successively introduced relevant policies and guiding
documents. For instance, the World Health Organization
(WHO) put forward 6 ethical principles for Al in health
in its Ethics and Governance of Artificial Intelligence for
Health [7]; the European Union’s Artificial Intelligence Act
imposes extremely high requirements on the training datasets
of medical Al systems [8]; and the Canadian Association
of Radiologists has released a white paper, providing a
framework for the study of legal and ethical issues of
Al in the field of medical imaging [9]. Other countries,
including China and the United States, have also released
their own guidance documents on the application of medi-
cal AI [10,11]. In recent years, the academic community
has been continuously deepening the discussion of the core
ethical issues of medical Al, and promoting the extension of
relevant principles to an operable and assessable governance
framework. Research indicates that the transparency and
interpretability of algorithms are not only technical require-
ments but also the cornerstone for maintaining doctor-patient
trust and clinical safety. The lack of an understandable
decision-making logic can undermine doctors’ professional
judgment, increase the uncertainty of the diagnosis and
treatment process, and may compromise patient safety [12].
In terms of liability definition, scholars have called for
the establishment of a systematic accountability framework
to clarify the joint and differentiated responsibilities of
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developers, medical institutions, and clinicians in Al-assis-
ted decision-making errors [13]. In addition, an increasing
number of studies emphasize that the concerns of Al ethics
must go beyond the technical effectiveness itself and should
be deeply integrated with the core values of safeguard-
ing patients’ well-being, dignity, and rights. This includes
building trust by enhancing system transparency, protecting
patients’ data privacy and autonomy, and eliminating biases
originating from data or model design, so as to imple-
ment the people-centered ethical purpose in the application
of technology [14,15]. The introduction of these policies,
guidelines, and academic research has established robust
institutional support for the healthy and orderly development
of AI technology in the global medical field, steering its
application toward a direction that aligns with ethics and
safeguards public interest.

A review of the literature reveals that the ethical risks
in the application of medical Al are primarily manifested in
the following aspects: first, data security and privacy risks:
Al systems rely on massive amounts of sensitive medical
data for training and optimization, including private infor-
mation, such as patient medical history, laboratory reports,
and medical image records. Once vulnerabilities emerge
in data security protections, data breaches can seriously
threaten patient privacy and information security [16,17].
Second, insufficient algorithm transparency and explaina-
bility: the “black box” nature of medical AI algorithms
poses significant challenges; although AI demonstrates high
accuracy and efficiency in tasks, such as disease diagnosis
and treatment recommendation, its decision-making process
remains obscure and difficult to interpret clearly to physi-
cians and patients. In complex and difficult cases, physi-
cians are unable to effectively trace the reasoning behind Al
decisions, which may increase the risk of misdiagnosis or
missed diagnosis, hinder effective physician-patient commu-
nication and trust, and even lead to medical disputes and
legal controversies [18]. Third, ambiguous accountability: this
represents a thorny issue in the development of medical Al;
when Al participates in clinical decision-making and leads
to adverse outcomes, there is currently no clear and consis-
tent legal framework or standard to specify whether primary
responsibility should fall on the model developers, medical
institutions, or the physicians using the AI [19,20]. This
not only complicates the attribution of liability in medi-
cal accidents but may also prevent patients from receiving
effective protection and fair compensation when their rights
are infringed. The nature of ethical risks in medical Al
is multidimensional and cross-level, encompassing issues
such as data security, algorithmic fairness, accountability,
transparency, and humanistic care [21-23].

However, existing research on these ethical risks
often remains confined to single-dimensional analyses or
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fragmented discussions, lacking a systematic framework or
comprehensive integration that fully captures the holistic
landscape and intrinsic connections of ethical risks in medical
Al. Moreover, as core participants in clinical practice,
physicians are not merely users of medical Al tools, but
also the “first line of defense” in identifying ethical risks.
In the current context, where Al is deeply integrated into
the diagnostic and treatment process, from verifying the
rationality of Al-assisted diagnostic results to translating
Al decision-making logic into layman’s terms for patients
and detecting potential risks, such as data privacy breaches
and algorithmic bias, physicians’ proactive identification and
intervention are critical in every key link of clinical appli-
cation. Their competence in Al and sensitivity to ethical
risks directly determine their ability to identify risks. A lack
of systematic understanding of AI may not only delay risk
warnings but also undermine physician-patient trust because
of the inability to explain the logic of AI applications to
patients. Therefore, a deep understanding among physicians
of the ethical risks associated with medical Al is not only a
prerequisite for the sustainable application of Al but also the
foundation of safeguarding patient rights and a core support
for the implementation of industry-wide ethical standards.

Based on this, this study is grounded in the Chinese
medical practice context and aims to systematically answer
the following four core questions: (1) What is the spe-
cific connotation of medical AI ethics in the Chinese
medical practice context? (2) How should the systematic
core dimensions of medical Al ethics be summarized and
defined? (3) From the perspective of physicians, what is
the current state of physicians’ cognition regarding each
specific dimension of medical Al ethics? (4) What key factors
influence physicians’ level of cognition regarding medical Al
ethics? To address these questions, this study first constructs a
multidimensional ethical risk framework for medical Al using
grounded theory analysis of semistructured expert interviews;
subsequently, it assesses physicians’ perceptions of these
ethical risks through a survey and identifies key influencing
factors.

This study will further advance research on medical
Al ethics. Theoretically, it establishes a localized multidi-
mensional ethical risk framework for medical Al, filling
gaps in systematic research, clarifying physicians’ ethical
risk perception characteristics and influencing factors, and
enriching theoretical achievements in this field. Practically,
this study identifies physicians’ concerns regarding Al ethical
risks. It provides empirical evidence for medical institutions
to optimize Al ethical review mechanisms and deliver ethics
training for physicians, so as to promote the sound and
sustainable development of medical Al.

Methods

Overview

This study was conducted in China and consists of 2 parts.
The first part used a grounded theory approach to analyze and
construct an ethical risk framework for the clinical application
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of medical Al [24]. The second part involved the preliminary
design of a questionnaire based on this framework, which
is then revised and refined through focus group discussions
[25], forming the final survey questionnaire to conduct the
subsequent survey [26].

Theoretical Framework

Research Subject

This study adopted a semistructured interview approach to
gather experts’ authentic descriptions and perspectives on the
influencing mechanisms and types of ethical risks associated
with medical AI. We included a total of 36 experts, including
20 clinical experts, 11 ethics experts, 3 digital information
experts, and 2 legal experts. We conducted the interviews
between June and July 2024 and, with participants’ con-
sent, audio-recorded them. The interview questions were as
follows: (1) From an ethical standpoint, what risks do you
believe Al poses in medical applications? (2) What influenc-
ing factors do you think contribute to the occurrence of
these risks? (3) What measures do you consider effective in
mitigating these risks?

Research Process

Overview

We transcribed interviews with 36 experts into electronic text,
forming a systematically categorized raw corpus of 102,000
words. Among the 36 experts included in the analysis,
textual data from 30 experts were used for formal analysis,
while data from the remaining 6 experts were reserved for
testing theoretical saturation. The research strictly followed
the modeling guidelines and procedures of grounded theory.
NVivo 11 software (Lumivero) was used to store, organize,
code, and analyze the textual materials. To ensure trustwor-
thiness, we adhered to the criteria by Braun and Clarke
[27]. Credibility was achieved through 3 independent coders
(AZ, Y], and ZY) from clinical, ethical, and digital health
backgrounds. Dependability was ensured by maintaining a
full audit trail (transcripts, coding logs, NVivo files, and
memos). Confirmability involved peer debriefing with 2
external qualitative methodologists and explicit documenta-
tion of preconceptions. For transferability, we provide a thick
description of the study context and participant character-
istics. In addition to the criteria above, we specifically
addressed coder disagreement and reliability as detailed in the
preceding paragraph, further strengthening the dependability
and confirmability of our qualitative analysis. The specific
steps are further described in the study.

Step 1: Open Coding

Open coding followed a raw data-labeling-conceptualiza-
tion-categorization. From the interviews, we obtained 536
raw data segments reflecting ethical risks of medical Al.
With reference to the 6 ethical principles proposed in
the Ethical Governance of Artificial Intelligence in Health
Care guideline issued by the WHO, initial concepts were
refined iteratively, and ultimately 15 initial concepts were
developed, such as diagnostic errors, improper treatment,
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patients’ psychological anxiety, physicians’ technical anxiety,
data security, privacy leakage, weakened autonomy, unclear
liability, fairness concerns, occupational impact, trust crisis,
increased financial burden, resource waste, energy consump-
tion, and environmental pollution.

Step 2: Axial Coding

Based on open coding, axial coding reintegrates dispersed
concepts into a more structured theoretical framework.
Through axial coding, this study categorizes the interrela-
tionships and logical sequences among different categories
at the conceptual level. A total of 6 main categories were
identified, including physiological risks, psychological risks,
economic risks, data and privacy risks, social risks, and
environmental risks. To ensure transparency in our quali-
tative process, the following measures were adopted: (1)
code merging—after independent open coding, the 3 coders
(AZ, YJ, and ZY) met weekly to group similar concepts
into categories based on semantic and conceptual agreement,
requiring at least 2 coders’ consensus for each grouping; and
(2) disagreement handling—coding disagreements account-
ing for approximately 10% were resolved through group
discussions, and unresolved disputes were finally judged by a
senior researcher (Z2Y).

Step 3: Selective Coding

Based on the results of open coding and axial coding, this
study distilled the core category: “types of ethical risks in
medical AI.” The questionnaire content was systematically
optimized and refined, ultimately forming a medical Al
risk perception framework encompassing physiological risks,
psychological risks, data and privacy risks, social risks, and
economic and sustainability risks.

Step 4: Theoretical Saturation Test

To ensure the reliability of coding, this paper reserved 6
sets of data in advance for the test of theoretical satura-
tion and conducted the same coding analysis procedure.
The analysis was cross-checked with the previously derived
concepts, categories, and relationships between categories.
The examination revealed no new categories or relationships,
and no substantial disagreements were found in the existing
categories and their relationships. Therefore, the theoretical
saturation has passed the test.

Questionnaire Survey

Questionnaire Design

Based on the grounded theory—derived framework of risk
perception in medical Al, this study assembled a focus group
of 11 experts specializing in clinical medicine, Al, and
medical ethics. Using the focus group discussion method,
the preliminary questionnaire framework underwent multiple
rounds of deliberation and revision. To ensure a transparent
and replicable translation of the qualitative framework into a
quantitative instrument, we followed a systematic, multistep
process. First, the research team mapped the 15 subcategories
derived from open coding (eg, B1 “diagnostic errors,” and
B5 “data security”) directly onto preliminary questionnaire
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items. Multifaceted subcategories were split into multiple
items (eg, B3 “physicians’ technical anxiety” was split
into Q3 and Q4), while highly related subcategories were
merged after group discussion. The first round focused on
the completeness of questionnaire dimensions and the clarity
of item wording. Clinical experts supplemented practical
items such as “disease surveillance and early warning,”
while AI experts refined the technical accuracy of terms
like “algorithmic black box,” resulting in a revised version
containing 26 items. The second round involved in-depth
discussions on the scale’s applicability, leading to the deletion
of 2 duplicate items and the merging of 3 redundant items,
ultimately forming a final questionnaire comprising 21 items.
The questionnaire consists of 2 parts: the first collects
demographic information of the experts, including gender,
educational background, professional title, and years of work
experience; and the second investigates physicians’ percep-
tions of ethical risks in the clinical application of medical Al,
using a 5-point Likert scale ranging from “strongly disagree”
to “strongly agree.” The reporting adhered to the COREQ
(Consolidated Criteria for Reporting Qualitative Research)
checklist (Checklist 1). For the quantitative component, we
also followed the STROBE (Strengthening the Reporting
of Observational Studies in Epidemiology) checklist for
cross-sectional studies (Checklist 2). A detailed mapping
table linking qualitative codes, risk dimensions, and final
questionnaire items is provided in Multimedia Appendix 1.

Questionnaire Survey and Implementation

This cross-sectional survey was conducted between June
and August 2024 across 19 provinces in China, encompass-
ing tertiary, secondary, and primary hospitals to ensure
institutional diversity. Eligible participants were practicing
physicians with at least 1 year of clinical experience
who provided informed consent and voluntarily agreed to
complete the questionnaire. No restrictions were placed on
specialty, age, or gender.

A 4-step systematic recruitment strategy was implemen-
ted to maximize reach while minimizing duplication and
selection bias. First, relying on the internal communication
system of cooperative medical institutions, we distributed
an electronic questionnaire link along with a brief study
information sheet to all eligible physicians. Second, to capture
physicians from institutions without formal collaboration, we
posted recruitment information in verified WeChat (Tencent
Holdings Limited) groups of provincial medical associa-
tions (eg, Beijing, Jiangxi, and Chongqing, as representa-
tive examples). Third, we encouraged physicians who had
participated in the survey to invite and share the question-
naire with their eligible peers. Through this method, the
final sample comprised physicians from 19 provinces in
China, including Beijing, Guangdong, Zhejiang, Jiangsu,
Sichuan, Hubei, Shaanxi, and others. To avoid duplicate
responses, each physician was assigned a unique anonymous
ID generated by the survey platform based on their mobile
phone number. Finally, before the formal investigation, 5
representative samples were invited to participate in a pretest
to structurally assess the clarity and logical coherence of the
items. Feedback was used to optimize the scale framework.
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In this round of the survey, a total of 619 questionnaires
were collected. Invalid responses (eg, incomplete answers,
duplicate submissions, or illogical response patterns) were
excluded. After screening, resulting in 600 valid samples
were retained, resulting in an effective response rate of
96.93%. Reliability and validity tests indicated that the
overall Cronbach o of the scale exceeded the acceptable
threshold of 0.7, demonstrating satisfactory internal consis-
tency. To assess structural validity, we conducted confirma-
tory factor analysis rather than exploratory factor analysis,
given that our study had a prespecified theoretical framework
comprising 5 distinct dimensions derived from grounded
theory. The purpose of this confirmatory factor analysis
was to test whether the empirical data fit this hypothe-
sized multidimensional structure. All 21 items demonstra-
ted standardized factor loadings greater than 0.6 on their
respective intended dimensions, confirming strong structural
validity and supporting the construct validity of our 5D
framework.

Statistical Analysis

A multiple linear regression model was used to identify key
predictors of risk perception. Independent variables were
selected based on literature review and clinical relevance,
including years of service, hospital level, familiarity with
Al, training experience, and the establishment of medical
institution Al ethics review procedures. For categorical
predictors, the following reference categories were used:
years of service (>15 y), hospital level (secondary and
primary hospitals), familiarity with Al (familiar), training
experience (none), and establishment of Al ethics review
procedures (no). Significant variables were incorporated into
the model, and results were detailed with 3 coefficients, 95%
CIs, and P values. All analyses were performed using IBM
SPSS Statistics 26.

Ethical Considerations

All participants provided electronic informed consent before
the study began. This study involves an anonymous online
questionnaire approved by the Ethics Committee of China-
Japan Friendship Hospital (approval 2024-KY-254). Instead
of providing physical signatures, participants reviewed an
informed consent statement on the survey’s opening page.
This statement detailed the study’s purpose, its voluntary
nature, confidentiality protocols, and the right to withdraw.
Respondents had to click “I have read and agree to

Table 1. Ethical risk framework for medical artificial intelligence.
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participate” to access the questionnaire. No compensation was
offered to participants, as the survey was voluntary, posed
minimal risk, and placed no financial burden on respond-
ents. Data collected were anonymized, encrypted, and strictly
limited to academic research purposes.

Results

Ethical Risk Identification Framework for
Medical Al

Based on the grounded theory approach, this study ultimately
distilled a theoretical framework with “types of ethical risks
in medical AI” as the core category. This framework covers
5 main categories, namely physiological risks, psychologi-
cal risks, data and privacy risks, social risks, and economic
and sustainability risks, along with their 15 subcategories
(Table 1). Specifically, physiological risks refer to potential
or actual physical harm to patients resulting from misdiagno-
sis or mistreatment due to algorithmic biases, limited data
samples, or technical malfunctions in the process of Al-assis-
ted diagnosis and treatment [28]. Psychological risks involve
patients’ distrust and anxiety toward Al-driven decisions,
as well as technical anxiety among health care providers
caused by overreliance on Al [29,30]. Data and privacy
risks denote security issues such as the leakage, misuse, or
unauthorized secondary use of patient private data during
data collection, storage, transmission, and usage by medical
Al systems [31,32]. Social risks encompass multidimensional
socioethical issues arising from the application of medical Al,
including equity concerns stemming from uneven allocation
of Al resources across regions [33]; the physician-patient
trust crisis caused by the opacity of AI decisions, and
the weakened decision-making autonomy of both physicians
and patients due to the intervention of Al technology [34];
ambiguity in liability attribution among developers, medi-
cal institutions, and users when medical errors occur [35];
and occupational impacts caused by Al-driven substitution
pressure on physicians’ roles [36]. Economic and sustaina-
bility risks mainly refer to the financial burden placed on
medical institutions due to high costs related to the devel-
opment, procurement, and maintenance of medical Al, as
well as sustainability challenges, such as excessive energy
consumption, resource waste, and environmental pollution
resulting from rapid technological iteration [37].

Encoding, main category, and serial number

Concrete category

C1: physiological risks
Bl
B2

C2: psychological risks
B3
B4

C3: data and privacy risks

Diagnostic error

Improper treatment

Physicians’ technical anxiety

Patient’s psychological anxiety
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Encoding, main category, and serial number

Concrete category

B5
B6
C4: social risks
B7
B8
B9
B10
B11
C5: economic and sustainability risks
B12
B13

B14
BI15

Data security

Privacy leak

Fairness concerns
Occupational impact
Trust crisis

Unclear liability

Autonomy erosion

Increased financial burden
Resource waste

Environmental pollution

Energy consumption

Basic Respondent Demographic
Statistics

This study included 600 physicians, and O people refused
to participate. The characteristics of the sample group are
as presented in Table 2. In terms of sex, males accoun-
ted for 46% (n=276) and females accounted for 54%
(n=324); regarding age groups, physicians aged 40 years
and younger accounted for 51% (n=306), those aged 41-50
years accounted for 34.5% (n=207), while physicians aged
51 years and older accounted for only 14.5% (n=87). The
majority worked in tertiary hospitals (n=375, 62.5%), while
37.5% (n=225) were affiliated with secondary and primary
hospitals. Physicians with a bachelor’s degree or below
accounted for 61% (n=366), and those with a postgraduate
degree accounted for 39% (n=234). Regarding professional
titles, resident physicians account for 14.5% (n=87), attending
physicians account for 39.8% (n=239), associate chief

Table 2. Respondent Information.

physicians account for 30.8% (n=185), and chief physicians
account for 14.8% (n=89). In terms of years of practice,
physicians with 15 years or less of practice accounted for
54.3% (n=326), and those with more than 15 years of practice
accounted for 45.7% (n=274). Most physicians reported a
moderate to low level of familiarity with medical Al, 21.7%
(n=130) indicated they were familiar, 47.7% (n=286) were
neutral, and 30.7% (n=184) were unfamiliar. Additionally,
21% (n=126) had received specialized Al training, 33.8%
(n=203) had self-studied topics related to medical AI, and
452% (n=271) had received no training at all. In clinical
practice, 55.2% (n=331) had used Al, while 44.8% (n=269)
had not. Furthermore, the development of ethical governance
systems appears significantly underdeveloped; only 16.8%
(n=101) reported that their hospital had established standard
ethical review procedures for medical Al, 37.5% (n=225)
stated that no such procedures were in place, and 45.7%
(n=274) were unaware of whether such procedures existed.

Characteristic Response, n (%)
Sex

Male 276 (46)

Female 324 (54)
Age group (y)

<40 306 (51)

41-50 207 (34.5)

=51 87 (14.5)
Hospital level

Tertiary hospital 375 (62.5)

Secondary and primary hospital 225 (37.5)
Educational level

Less than a Bachelor of Medicine 32 (5.3)

Bachelor of Medicine 334 (55.7)

Higher than a bachelor’s degree 234 (39)
Professional title

Resident physician 87 (14.5)

Attending physician 239 (39.8)
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Characteristic Response, n (%)
Associate chief physician 185 (30.8)
Chief physician 89 (14.8)

Years of service
<15 326 (54.3)
>15 274 (45.7)

Are you familiar with the application of medical artificial intelligence in clinical work?

Unfamiliar 184 (30.7)
Neutral 286 (47.7)
Familiar 130 (21.7)

Have you received specialized training in AI*?

Specialized training 126 (21)
Self-study 203 (33.8)
None 271 (45.2)

Have you ever used Al in your clinical diagnosis and treatment process?

Yes 331(55.2)
No 269 (44.8)

Has the hospital established an ethical review process for Al technology?

Yes 101 (16.8)
No 225 (37.5)
Unclear 274 (45.7)

4AI artificial intelligence.

Physicians’ Awareness of Ethical Risks in
the Clinical Application of Medical Al

This study used a structured questionnaire

survey to

systematically analyze physicians’ perceptions of risks in

medical Al applications across 5 dimensions—physiological
risks, psychological risks, data and privacy risks, social risks,

and economic and sustainability risks (Figure 1).

Figure 1. Physicians’ perception of ethical risks in medical artificial intelligence (this is a bar chart visually summarizing the agreement percentages
for key items across the five risk dimensions described above). Al: artificial intelligence.

H:I Strongly Disagree [___] Disagree [ | Neutral [___] Agree [___] Strongly Agree|

C1 Physiological Risks B1 Diagnostic Errors Q1 Al diagnostic errors delay treatment 20[ 103 l 169 ‘ 272 | 36 |
B2 Improper Treatment Q2 Al treatment errors endanger lives 18] 110 [ 159 [ 278 [35]
Q3 Al replacing clinical roles causes anxiety 35 ] 216 | 178 I 151 |20|
B3 Clinician Anxiety . .
Q4 Doctors’ confusion over Al logic creates stress 18] 150 [ 167 | 245 [20]
C2 Psychological Risks
S it Q5 Patients’ confusion over Al logic causes concern 9 [ 153 [ 313 [25]
atient Anxie
i Q6 Patients worry about Al result accuracy 108 [ 139 [ 315 25
BS5 Data Security Q7 Al data collection violates privacy g 71 [ 109 [ 363 T
C3 Data and Privacy Risks . Q8 Al data storage risks leakage 4 53 ] 96 [ 373 [ 64 ]
B6 Privacy Leaks i e . E
Q9 Patient data used commercially infringes rights 1343 | 88 [ 381 [ 715 ]
i Q10 Al algorithm flaws cause healthcare bias I 109 I 151 [ 295 33
B7 Fairness Concerns . " . A
Q11 Uneven AI adoption widens digital divide pl 88 [ 120 I 329 TS
B8 Occupational Impact Q12 Al threatens doctors’ job security 19 165 | 170 I 207 39
- . L Q13 Al reduces doctor patient emotional connection ~ [I 93 [ 85 [ 321 I 89 |
C4 Societal Risks BY Trust Crisis
Q14 Al uncertainty raises doubts among patients/families 7| S8 | 101 | 364 | 70 |
B10 Unclear Liability Q15 Al misdiagnosis leads to ambig bility % 49 ] 88 | 361 I 93 |
s Q16 Al diminishes doctors’ decision-making authority {20 162 [ 121 [ 261 36
B11 Autonomy Erosion X . -
Q17 Al reduces patient autonomy in decisions 135 | 120 | 301 I 34 |
B12 Increased Financial Burden Q18 AI adoption raises patient costs 15 166 [ 155 [ 234 [30]
C5 Economic & B13 Resource Waste Q19 Al misuse leads to medical resource waste El 133 [ 119 | 298 [38]
Sustainability Risks  B14 Environmental Pollution Q20 AT medical waste harms the environment 25 190 [ 154 [ 202 [29]
B15 Energy Consumption Q21 Al equipment increases energy demands 16] 145 [ 144 I 258 37
T T T T T 1
0 100 200 300 400 500 600

Regarding the perception of physiological risks (C1), for Q1
“Al diagnostic errors delay treatment,” 51.3% (n=308) of
physicians expressed agreement, while only 20.5% (n=123)
disagreed. For Q2 “Al treatment errors endanger lives,”
52.2% (n=313) of physicians indicated apprehension, 21.3%

Number of responders

(n=128) did not believe that Al would pose such risks, and

nearly one-third remained neutral.

Perceptions of psychological risks (C2) revealed a notable
asymmetry between “patient psychological anxiety” and
“physicians’ technical anxiety.” Regarding Q3 (“Al replacing
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clinical roles causes anxiety”), 28.5% (n=171) of physi-
cians expressed agreement, while 41.8% (n=251) disagreed
and 29.7% (n=178) remained neutral. As for Q4 (“doctors’
confusion over Al logic creates stress”), 44.2% (n=265) of
physicians acknowledged such risk, whereas 55.5% (n=335)
denied it. In contrast, issues related to patient psychologi-
cal anxiety received broader consensus. Specifically, 56.7%
(n=338) of physicians agreed with Q5 (“Patients’ confusion
over Al logic causes concern”), and an equal proportion of
56.7% (n=340) endorsed Q6 (‘“Patients worry about Al result
accuracy”).

Data and privacy risks (C3) emerged as the dimension
with the highest consensus among physicians. A major-
ity expressed agreement with Q7 (“Al data collection
violates privacy”; n=404, 67.3%), Q8 (“Al data storage
risks leakage”; n=437, 72.8%), and Q9 (“Patient data
used commercially infringes rights”; n=456, 76%). Neutral
attitudes were reported by 18.2% (n=109), 16% (n=96), and
14.7% (n=88) of respondents, respectively, while disagree-
ment was less than 14.5% (87/600) across all items. These
results indicate a high level of shared concern regarding such
risks among the physician community.

Regarding social risks (C4), Q15 (“Al misdiagnosis leads
to ambiguous accountability”) received the highest agree-
ment rate at 75.7% (n=454), with only 9.7% (n=58) express-
ing disagreement. Physician-patient trust crisis also drew
significant attention, with agreement rates of 68.3% (n=419)
for Q13 (““Al reduces physicians’ patient emotional connec-
tion”) and 72.3% (n=434) for Q14 (“Al uncertainty rai-
ses doubts among patients/families”). Notable divergence
was observed concerning Q12 (“Al threatens physicians’
job security”), with 41% (n=246) in agreement and 30.7%
(n=184) in disagreement, while 28.3% (n=170) remained
neutral. Perceptions of fairness risks revealed a mix of
concern and skepticism. The agreement rates for Q10 (“Al
algorithm flaws cause healthcare bias”) and Q11 (“uneven
Al adoption widens digital divide”) were 54.7% (n=328) and
63.3% (n=380), respectively. Most physicians agreed with
autonomy erosion (Q16 and Q17), with agreement rates of
49.5% (n=297) and 55.8% (n=335), respectively.

Perceptions of economy and sustainability risks (C5) were
the lowest among all dimensions. Only Q19 “Al misuse leads
to medical resource waste” received agreement from over
half of the respondents (n=336, 56%). The other issues have
not yet garnered widespread attention among physicians; Q18
“Al adoption raises patient costs,” Q20 “Al medical waste
harms the environment,” and Q21 “Al equipment increases
energy demands” received agreement rates of merely 44%
(n=264), 38.5% (n=231), and 49.2% (n=295), respectively.

Analysis of Differences in Physicians’
Perception of Ethical Risks in Medical Al

This study used a multiple regression model to analyze the
effects of years of practice, familiarity with Al, training
experience, hospital level, and the establishment of standard
Al ethics review procedures on physicians’ risk perceptions
across the 5 major dimensions— physiological, psychological,
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data and privacy, social, and economic and sustainability
risks. The key findings reveal a heterogeneous nature of
risk perceptions across different dimensions, with each factor
demonstrating varying associations with such perceptions
(Table 3).

Multiple linear regression analysis revealed that percep-
tions of physiological risks were significantly influenced
by the establishment of standard medical Al ethics review
procedures, years of work experience, familiarity with Al,
and training experience, among which the implementation
of ethics review protocols demonstrated the most substan-
tial effect. Specifically, working in hospitals with estab-
lished ethics review procedures was significantly positively
associated with physicians’ perception of both misdiagnosis
($=0.355, P=.001) and mistreatment risks (3=0.355, P=.001).
Compared with highly experienced physicians, those with
no more than 15 years of practice reported higher percep-
tion of misdiagnosis risks ($=2.712, P=.02). Physicians
unfamiliar with medical Al demonstrated lower perception of
misdiagnosis risks than their familiar counterparts (8=—0.235,
P=.03). Furthermore, Physicians who had received special-
ized training showed a significantly more positive percep-
tion of misdiagnosis risks compared with those without any
training ($=0.230, P=.02).

Regarding the dimension of psychological risk percep-
tion, only familiarity with Al demonstrated a statistically
significant influence. Other factors may affect the per-
ception of psychological risks through indirect pathways,
although their effects are relatively weak and insufficient
to achieve statistical significance. Specifically, compared
with physicians familiar with AI, those who were very
unfamiliar showed a negative correlation in their percep-
tion of both technical anxiety among physicians (f=—
0.300, P=.007) and psychological anxiety among patients
(=-0.295, P=.006). Similarly, physicians with moderate
familiarity also demonstrated a negative correlation in
technical anxiety among physicians ($=-0.230, P=.02) and
psychological anxiety among patients (5=-0.205, P=.04)
compared with those familiar with Al.

In the dimension of data and privacy risk perception,
the establishment of medical Al ethics review procedures
and training experience demonstrated statistically significant
positive effects. Specifically, physicians working in hospitals
with established AI ethics review protocols showed higher
perception of both data security risks (8=0.230, P=.03)
and privacy leakage risks ($=0.245, P=.01) compared with
those in institutions without such procedures. Furthermore,
individuals who had received specialized training displayed
a more acute perception of data and privacy risks than those
without training (5=0.220, P=.02).
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In the dimension of social risk, hospital level, years of
service, familiarity with AI, training experience, and the
establishment of medical Al ethics review procedures
demonstrated significant driving effects on risk perception,
with training experience as the most influential factor.
Specifically, physicians who had received specialized training
showed higher perception than untrained counterparts in the
following dimensions: fairness concerns (=0.220, P=.03),
trust crisis ($=0.265, P=.003), ambiguous accountability
($=0.285, P=.002), and diminished autonomy (5=0.425,
P<.001). Compared with highly experienced physicians, those
with no more than 15 years of service showed significantly
higher perception of trust crisis ($=4.372, P=.008). Physi-
cians unfamiliar with medical Al demonstrated significantly
different perceptions in trust crisis ($=-0.260, P=.006) and
ambiguous accountability ($=0.155, P=.009). The establish-
ment of medical Al ethics review procedures was associated
with significantly higher perception of both trust crisis
(6=0.330, P=.001) and ambiguous accountability (3=0.390,
P<.001) compared with institutions without such protocols.
Notably, physicians in tertiary hospitals showed a negative
effect in their perception of occupational impact compared
with those in primary hospitals (8=—1.743, P=.02).

In the dimension of economic and sustainability risks,
familiarity with Al and training status showed several notable
associations. Specifically, physicians’ familiarity with Al
showed a statistically significant negative correlation with
perceptions of increased financial burden (5=-0.225, P=.04)
and resource waste ($=-0.285, P=.01), and a negative
correlation that did not reach statistical significance with
energy consumption ($=-0.210, P=.06). Physicians who had
received specialized training expressed significantly greater
concern regarding resource waste ($=0.265, P=.01) and
energy consumption ($=0.315, P=.003) compared with those
without training.

Discussion

Principal Findings

This study achieved its two aims: (1) constructing a 5-
dimensional ethical risk framework for medical AI, and
(2) identifying physicians’ perceptions of these risks and
identifying key influencing factors via a cross-sectional
survey of 600 Chinese physicians. The constructed frame-
work comprises 5 main categories and 15 subcategories. The
survey revealed that physicians expressed the highest concern
for data and privacy risks, ambiguous accountability, and
a physician-patient trust crisis, while economic and sustaina-
bility risks received the lowest agreement. Multiple regres-
sion analysis further identified that specialized Al training,
familiarity with AI, and the establishment of hospital Al
ethics review procedures were significant predictors of risk
perception.

https://www jmir.org/2026/1/e89300
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Establishing a Multidimensional Ethical
Risk Framework for Medical Al

First, this study breaks through the limitations of a fragmen-
ted and isolated approach often found in existing research
on medical Al risks, by constructing an ethical risk frame-
work encompassing 5 main categories and 15 subcatego-
ries. While conceptual overlaps with existing international
frameworks are inevitable given the universal nature of core
ethical issues, the distinct contribution of our framework lies
in (1) the explicit inclusion of economic and sustainability
risks as a core ethical dimension; (2) its empirical deriva-
tion from Chinese clinical experts’ lived experiences rather
than solely from normative analysis; and (3) its validation
through physician cognitive surveys, which provides practical
priorities for risk governance. This combined methodological
and contextual novelty enhances the framework’s relevance
for both local and global medical Al ethics discourse.
Compared with current international guidelines, such as the
WHO'’s “Ethics and Governance of Artificial Intelligence for
Health,” which focuses primarily on principled issues like
data security, accountability, and fairness [38]; the Euro-
pean Union’s Artificial Intelligence Act, which emphasizes
data governance, algorithmic transparency, human oversight,
and particularly the explainability of high-risk medical Al
systems and patient informed consent [39]; the US Food
and Drug Administration (FDA) centers its review of Al
medical devices on safety and effectiveness, but systematic
ethical assessment has not yet become a mandatory require-
ment [40]; although relevant white papers in Canada propose
professional ethical frameworks, they are mainly limited to
single scenarios such as medical imaging and lack a holistic
risk perspective across departments and multiple scenarios
[41]. Starting from multiple dimensions including physi-
cal, psychological, data and privacy, social, and economic
and sustainability aspects, this study incorporates numer-
ous specific risks into the framework, such as diagnostic
errors, improper treatment, data security, and privacy leakage.
Furthermore, it innovatively includes economic and sustain-
ability risks in ethical considerations, which aligns with
the goals of “ensuring healthy lives” and “climate action”
outlined in the United Nations Sustainable Development
Goals [42]. This makes the discussion go beyond simple
operations or environmental management. These issues raise
fundamental ethical concerns, including equity in health care
access, affordability for patients, and intergenerational justice,
as rising operational costs may be passed on to users or
exacerbate existing disparities in resource allocation across
regions and institutions. A systemic, ethics-based examina-
tion of such impacts is essential to understand the long-term
consequences of medical Al on the health care ecosystem as a
whole. This systemic, ethics-based examination of long-term
consequences provides a theoretical foundation for the ethical
governance of medical Al in China and offers a Chinese
approach to global governance.
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Physicians’ Awareness of Ethical Risks in
Medical Al Drives Precise Governance of
Al Risks

Our survey revealed that physicians’ ethical concerns are
highly concentrated in 3 interconnected dimensions—data
and privacy risks, ambiguous accountability, and physician-
patient trust crisis. These findings provide evidence-based
priorities for Al risk governance.

First, over 67% of physicians expressed strong con-
cern about data security and privacy leakage, aligning
with WHO guidelines. Both the European Union’s General
Data Protection Regulation (GDPR) and the US HIPAA
(Health Insurance Portability and Accountability Act) have
established stringent frameworks for medical data protec-
tion, highlighting principles such as informed consent, data
minimization, and restrictions on cross-border data trans-
fer, thereby providing a legal foundation for data ethics
in Al applications. However, practical challenges remain,
including the secondary use of data and insufficient algo-
rithmic transparency [43,44]. This high level of concern
is particularly salient in the Chinese context; on the one
hand, the Personal Information Protection Law is still
in its early implementation stage, with 37.5% (225/600)
of hospitals lacking standardized AI ethics review proce-
dures; on the other hand, physician-patient relationships in
China rely heavily on interpersonal trust, and data leakage
risks directly threaten this foundation, thereby amplifying
physicians’ professional anxiety. Since the implementation
of the Personal Information Protection Law of the People’s
Republic of China, significant legislative strengthening has
occurred, although enforcement is still in its early stages. The
fact that 37.5% (225/600) of hospitals have not yet estab-
lished standardized Al ethics review procedures reveals gaps
in the development of data governance mechanisms within
medical institutions. Therefore, there is a practical need to
refine detailed rules on data and patient privacy protection,
prevent disorderly exploitation and misuse of data in sharing
practices, ensure effective informed consent, and translate
privacy principles into actionable operational protocols.

Second, 75.7% (454/600) of respondents identified
ambiguous accountability as an urgent issue. The European
Union’s Artificial Intelligence Act imposes strict regulations
on medical Al systems, supplemented by the Al Liability
Directive, which facilitates the determination of fault and
causation [45]. In 2025, the European Parliament recommen-
ded a strict liability system for high-risk Al systems to
ensure effective compensation for victims. The United States
explores shared responsibility but lacks federal mandatory
legislation. WHO guidelines call for human oversight to
clarify responsibilities. However, China still lacks clear
regulatory documents defining accountability. Moreover, data
show that 45.7% (274/600) of physicians are unaware of
hospital-level Al ethics procedures. This “fragmented ethical
oversight” heightens concerns over uncertain accountability,
especially among physicians with low Al literacy, who may
avoid using Al for fear of assuming liability.
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Third, about 70% (419/600) of physicians agreed that
Al weakens emotional communication and threatens patient
trust, reflecting disruption of the traditional physician-patient
relationship, particularly in China, where interpersonal bonds
are highly valued. WHO guidelines note that Al introduces
a “physician-patient-AI” model, reducing time and opportuni-
ties for face-to-face communication and emotional empa-
thy, which conflicts with China’s communication-centered
medical culture. Additionally, WHO guidelines emphasize
that medical Al is characterized by “technical black boxes”
and “explanation black boxes.” The low transparency of
algorithmic decision-making makes it difficult for patients to
comprehend the logic behind Al-generated recommendations.
This “uncertainty” can amplify patients’ skepticism toward
diagnostic results, triggering a crisis of trust. The high level of
concern among Chinese physicians regarding such risks stems
from their acute awareness of the importance of “interper-
sonal bonds” and the ‘“vulnerability of trust” within local
physician-patient relationships. The trust crisis is influenced
by specialized training, Al familiarity, and institutional ethics
review standards. Therefore, Al ethics training and enhanced
Al literacy are essential to rebuilding trust.

Finally, concerns about fairness and occupational impact
varied significantly by hospital level. In our sample, 62.5%
(375/600) of physicians worked in tertiary hospitals, and
only 21% (126/600) had received specialized Al train-
ing, potentially underestimating the concerns of primary
care physicians who face greater resource constraints. For
instance, agreement rates for fairness (54.7%) and digital
divide (63.3%) may be underestimated due to the limi-
ted representation of primary care physicians, who face
greater resource constraints. Similarly, low concern about
occupational impact likely reflects overrepresentation of
tertiary hospital physicians, who feel less threatened by Al
substitution. Thus, current findings may reflect a technol-
ogy-advantaged perspective; actual risk perception may be
higher, especially in resource-limited settings. Similarly,
the relatively low physician agreement on economic and
sustainability risks likely reflects clinicians’ primary focus
on immediate clinical responsibilities, diagnostic safety,
treatment effectiveness, and patient communication rather
than a lack of ethical sensitivity. Physicians have limited
bandwidth to attend to broader sustainability issues, while
critical from a policy and global governance perspective,
remain peripheral to daily medical decision-making. The
FDA encourages the use of an ‘“algorithmic bias evalua-
tion” framework to identify and mitigate discrimination
based on race, gender, or geographic region [46,47]; while
the United Kingdom’s National Institute for Health and
Care Excellence recommends addressing job replacement
anxiety through role transformation [48]. In China, primary
care institutions lack technology access, training resources,
and institutional support, making fairness and professional
transition issues more pronounced. This study found that over
half of the respondents expressed concerns about diagnostic
and treatment inequities caused by flaws in Al algorithms, as
well as the digital divide resulting from uneven adoption of
Al technologies. Although most physicians were not overly
worried about AI threatening their careers, primary care
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providers reported significantly higher concern than tertiary
hospital peers. This disparity reflects the uneven distribu-
tion of medical resources and career opportunities across
different levels of health care institutions. Therefore, a dual
approach is needed—promoting Al integration into primary
care to reduce the digital divide, while strengthening ethical
governance in tertiary hospitals, clarifying the auxiliary role
of Al, and alleviating anxiety.

Limitations

This study has several limitations. First, the expert sample
was relatively small and predominantly clinical, limiting
the exploration of legal and digital risk dimensions. Sec-
ond, convenience sampling overrepresented physicians from
tertiary hospitals and senior titles, reducing generalizability to
primary care and less-experienced clinicians. Third, the lack
of patient perspectives may overlook key ethical risks, such
as autonomy, informed consent, and trust. Fourth, the low
agreement on economic and sustainability risks may reflect
measurement limitations, as items did not explicitly link these
risks to physicians’ clinical responsibilities. Future research
should diversify expert samples, include patient views, use
stratified sampling, and develop more context-sensitive items
to assess sustainability risks.

Conclusion

This study systematically examines the ethical risks of
medical Al in China and their impact on physicians’
perceptions. The findings carry several broader implications
for policy, governance, and practice. The main conclusions
are as follows:

A multidimensional ethical risk framework for medical
Al was constructed. Using grounded theory, we constructed

Zhang et al

a framework with five main categories: (1) physiological
risks, (2) psychological risks, (3) data and privacy risks,
(4) social risks, as well as (5) economic and sustainability
risks—along with 15 subcategories. Despite low physician
agreement on economic or sustainability risks, its inclusion is
theoretically and ethically justified for sustainable health care.
This framework overcomes fragmented existing research and
provides a foundation for systematic risk governance.

Physicians’ perceptions and primary concerns regarding
the ethical risks of medical Al were revealed. A survey of
600 physicians revealed concentrated concerns, such as data
privacy leakage (over 67% expressed a high level of concern),
ambiguous accountability (75.7% believed it requires urgent
attention), and a physician-patient trust crisis (approximately
70% indicated concern). Thus, data security, accountability,
and preserving physician-patient relationships are foremost
ethical priorities.

Multiple regression showed that physicians’ familiarity
with Al, specialized AI training, and hospital-level Al
ethics review procedures significantly affect risk awareness.
Specialized training increased sensitivity to data privacy risks
and social risks, such as fairness concerns, trust crisis, and
ambiguous accountability. Established ethics review protocols
positively correlated with awareness of physiological risks,
data and privacy risks, and social risks.

In summary, this study enriches the theoretical frame-
work and provides empirical evidence for targeted gover-
nance. Future efforts should strengthen AI ethics training
for physicians, improve institutional ethics review, clarify
accountability systems, and integrate Al into primary care to
reduce the digital divide.
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