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Abstract

Background: The digitization of medical data and advances in interoperability have opened opportunities for research studies
to use more comprehensive, longitudinal patient data from multiple sources. As patients often interact with many providers and
payers over time, collecting data across organizations may have critical implications for accuracy and bias in study results. US
policy has promoted exchanging health information among providers, payers, and patients, but less attention has focused on
facilitating data collection for research, which presents unique challenges.

Objective: This study aimed to identify and evaluate existing and emerging approaches for collecting comprehensive provider
and payer data for research in the United States, with the goals of informing researchers of possible methods and generating
evidence to inform policy initiatives. Our focus was on electronic approaches to data aggregation for studies requiring patient
consent.

Methods: We conducted a landscape analysis through interviews with subject matter experts (SMEs). SMEs were selected
based on expertise. We created a list of evaluation criteria, identified existing and emerging approaches, and described the
benefits and limitations of each approach by applying the evaluation criteria. We interviewed SMEs until saturation was
achieved. Data collection was limited to the United States.

Results: A total of 20 SMEs helped identify 8 distinct approaches: (1) general-purpose smartphone app, (2) commercial app,
(3) research community app, (4) structured data export, (5) Trust Exchange Framework and Common Agreement Individual
Access Service, (6) regional study query, (7) national study query, and (8) aggregated data source. Participant-mediated
exchange approaches (1-5) leveraged patients’ right of access. Three approaches leveraged existing data exchange services
(5-7). To evaluate these approaches, we identified 12 criteria, including perspectives of participants, research teams, and
broader stakeholders. Each approach had benefits and limitations; no single approach emerged as superior for all use
cases. While currently available approaches for participant-mediated exchange bypass the need for complex governance
arrangements, they are limited by participant burden, effort needed by research teams, and data gaps, especially from payers.
Some regional health information exchanges and aggregated data sources address governance challenges and can provide
services such as preparing analytic datasets but are restricted to specific locations and/or data-source coverage. National

https://www.jmir.org/2026/1/e86330 J Med Internet Res 2026 | vol. 28 186330 | p. 1
(page number not for citation purposes)


https://www.jmir.org/2026/1/e86330

JOURNAL OF MEDICAL INTERNET RESEARCH

Rudin et al

networks currently do not allow queries for research and confront challenges in establishing trust and enforcing compliance

with data-sharing requirements among network sites.

Conclusions: Collecting comprehensive health data from multiple providers and payers in the United States is a complex and
evolving process. The suitability of an approach may vary based on the needs of a study. Given the numerous barriers and the
lack of a clear dominant method, further exploration and benchmark comparisons of all identified approaches are necessary.
Ongoing public policy efforts will likely play an important role in progress.

J Med Internet Res 2026,28:¢86330; doi: 10.2196/86330
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Introduction

Overview

The large-scale digitization of medical data and widespread
adoption of electronic health records (EHRs) in the Uni-
ted States provide researchers with the opportunity to use
longitudinal data on participants from across their sites of
care [1,2]. Yet, today, typical health care research efforts in
the United States lack access to complete patient data [3-6].
US policy efforts, such as the 21st Century Cures Act and
related regulations, have promoted approaches for exchanging
health information among providers and payers, and with
patients, including for purposes of facilitating data collection
for research purposes [7-11]. To better understand existing
and emerging approaches, we conducted a landscape analysis
with the aim of informing researchers and policy efforts.

Background

The capacity to conduct studies that extend beyond a single
institution and are not confined to a limited network of
health care providers is crucial. Without access to compre-
hensive data, researchers may overlook important informa-
tion regarding participants’ prior health-related encounters,
potentially resulting in biased outcomes [3-6]. The absence of
complete data can also impede the feasibility of some kinds
of studies, including those aimed at evaluating the long-term
value of health care and those seeking a holistic understand-
ing of participants’ health [12].

Data for most patients are fragmented across multiple
organizations. In the United States, for example, a typi-
cal Medicare beneficiary sees a median of 2 primary care
physicians and 5 specialists working in 4 different practices
[13]. Beneficiaries with multiple chronic conditions have
even greater levels of fragmentation. Studies that recruit
patients of only 1 primary care physician will find that,
on average, every 100 of their Medicare patients receive
care from 53 different practices [14]. The effort required to
access and link these data can be prohibitively large, even
for studies enrolling only a small number of patients. Payer
data also require substantial effort to collect. Patients may
change health plans during a study period—one study found
that 21.5% of members turned over each year [15]—further
adding to the fragmentation and effort needed to assemble
complete data.

The goal of assembling longitudinal patient data has
long been recognized [2,16]. However, previous attempts
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to achieve this goal in the United States have failed.
For example, one effort to create a patient-controlled
“health record bank” closed due to limited enrollment [17].
Some health information exchange (HIE) organizations have
assembled data from multiple health care providers within
geographic regions, but many face challenges with sustaina-
bility [18]. National data exchange networks focus primarily
on clinical care; their potential to facilitate data collection for
research has not been examined.

We interviewed experts to identify the range of possi-
ble approaches that research teams might use to collect
multi-institutional, comprehensive provider and payer data
on patients enrolled in studies and to evaluate their benefits
and limitations. By assessing the current landscape, this work
ultimately aims to help research teams select among the
options available to them for collecting data on their studies’
enrolled patients, help research teams prepare for emerging
options, and inform efforts to further facilitate the complete
collection of patient data for research.

Methods
Objective and Scope

Landscape analyses aim to comprehensively describe and
map the current state of a domain of interest and provide an
overview to inform decision-making [19-21]. This approach
is particularly useful for rapidly evolving domains where
formal literature may not reflect current practice or emerging
innovations. This US landscape analysis had three objectives:
1. Identify evaluation criteria for assessing approaches
that research teams might use to collect comprehensive
provider and payer data on study participants.
2. Identify existing and emerging approaches to the
problem.
3. Evaluate the benefits and limitations of the identified
approaches by applying the evaluation criteria where
applicable.

We focused on approaches that would support research
studies in which patients provide consent for their data to
be collected from multiple sources and used for research. This
would include many kinds of clinical trials, implementation
studies of clinical interventions, and observational studies.
Approaches that do not require patient consent (eg, using data
from a deidentified repository for population-level studies),
involve a single source of data (eg, from one payer or one
provider), or only make a narrow subset of the medical record
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data available (eg, clinical registries) were not included, as
they would involve different research workflows.

We included health care providers and payers as data
sources only because of their prevalent use in health
care research studies; other sources (eg, wearables, social
media, community-based organizations, and direct-to-con-
sumer genetic testing services) were not included. We also
excluded imaging data (eg, magnetic resonance imaging)
because of differences in the technology and workflows
needed to access these data compared with other data derived
from health care encounters. We included approaches that
addressed the following activities:

¢ Identifying the source and location of the data:
determine where the participant previously received
care or may have electronic health data available,
including through patient self-identification, following
chains of records (eg, from a payer to the providers that
billed for care), and query tools that access metadata
describing data sources (eg, name, address, Fast Health
Interoperability Resources [FHIR] endpoint) and match
using demographic characteristics.

* Retrieving the data: collect electronic health data from
the data source through manual or automated download
processes and the use of specific software tools to
facilitate the data collection.

» Sharing the data with research studies: make elec-
tronic health data available to research team members,
including automated approaches and those that require
an extra step on the part of an individual research
participant.

Approaches to identify patients for eligibility or recruitment
into studies required separate research workflows and were
out of scope.

We limited our scope to electronic approaches, particu-
larly those that retrieve data using application programming
interfaces (APIs) such as FHIR, because of their potential
to facilitate data collection; paper- or fax-based approaches
were considered out of scope. Additionally, only approaches
that were considered by the research team or experts to be
reasonably feasible for implementation within the next few
years were included.

Recruitment of Subject Matter Experts
and Interviews

We identified subject matter experts (SMEs) through
publications, recommendations from our professional
network, and recommendations from other SMEs (ie,

snowball sampling). We conducted each interview via
videoconference and recorded all interviews, which lasted
roughly 1 hour. If we had additional questions, we requested
a second interview with the SME or exchanged follow-up
emails. In some cases, 2 SMEs attended the same interview.
Interviews were conducted between February 2024 and July
2025.

To prepare for the interviews, we prepared preliminary
lists of approaches and evaluation criteria, and a table
applying the evaluation criteria to each approach. The
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research team developed these based on its existing knowl-
edge of the landscape. We also prepared an interview guide
that covered our 3 objectives. Specifically, we asked SMEs
to identify and describe in detail all existing and emerging
approaches with which they were familiar for collecting
provider and payer data for research, identify evaluation
criteria for assessing these approaches, and evaluate the
approaches based on the evaluation criteria. As SMEs had
expertise with different approaches, we focused the discus-
sion on approaches with which the SME was most familiar.
For SMEs with broader knowledge of the landscape, we
reviewed our preliminary lists of approaches and evalua-
tion criteria, asked them to identify anything missing, and
asked them about what policy or other health care sys-
tem changes may influence the assessment of approaches.
Finally, we asked the SMEs to identify relevant publica-
tions or other documents that should be reviewed to under-
stand the evolving landscape of approaches. After each
interview, we updated and refined our preliminary lists of
approaches, evaluation criteria, and application of evaluation
criteria to approaches. We continued interviewing SMEs until
we achieved saturation in terms of evaluation criteria and
approaches. We aimed to include at least 1 SME with detailed
knowledge of each identified approach.

Analysis

We used conventional content analysis to analyze the
qualitative data [22,23], inductively identifying approaches,
evaluation criteria, and applications of evaluation criteria
to the approaches. For each interview, one research team
member summarized key points discussed and extracted
relevant quotes, and a second research team member
reviewed each recording and the summaries and notes
(RSR and NC). Both research team members had domain
experience with EHRs and digital health. Differences were
resolved by consensus. To generate overall findings, after
each interview, we updated a working matrix that map-
ped evaluation criteria against approaches, noting areas of
agreement, disagreement, and uncertainty across SMEs. For
evaluation criteria, we compiled all factors mentioned by
SMEs, grouped conceptually similar factors, and refined
descriptions through discussion until we achieved a com-
prehensive list, aiming to exhaustively cover all important
factors for assessing the benefits and limitations of the
various approaches. Evaluation criteria were not required to
be mutually exclusive. For approaches, we created detailed
written descriptions that included technical details, work-
flows, and perspectives from relevant interviews. We then
applied each evaluation criterion to each approach, synthesiz-
ing assessments from SMEs. We noted where SMEs provided
conflicting assessments or expressed a lack of sufficient
evidence or experience to make an assessment.

To ensure rigor and trustworthiness of our findings, we
used the following methods during the analysis: 2 researchers
independently reviewed recordings and summaries, resolv-
ing discrepancies through consensus discussion; SMEs were
selected to include a range of perspectives (eg, technology
developers, policy experts, and researchers); we reviewed our
preliminary findings with SMEs who had broad knowledge of

J Med Internet Res 2026 | vol. 28 186330 | p. 3
(page number not for citation purposes)


https://www.jmir.org/2026/1/e86330

JOURNAL OF MEDICAL INTERNET RESEARCH

the landscape; and we continued sampling until we achieved
saturation. Additionally, all authors have relevant domain
expertise in EHRs, interoperability, and digital health, and
contributed to interpreting technical content and synthesizing
results.

We strengthened the rigor of our findings and supplemen-
ted our interview data by incorporating 3 types of documents
suggested by SMEs into this analysis. First, we reviewed
technical documentation (eg, FHIR implementation guides
and Trust Exchange Framework and Common Agreement
[TEFCA] policies) to verify and elaborate on technical details
described by SMEs. Second, we reviewed gray literature
sources (eg, blog posts and white papers) to understand
emerging perspectives. Third, we reviewed relevant peer-
reviewed publications to contextualize SME assessments.
These documents helped confirm factual claims and provide
supplemental information.

Ethical Considerations

This study was reviewed and approved by both the RAND
Human Subjects Protection Committee and the Mass General

Rudin et al

Brigham Institutional Review Board (IRB) as exempt. All
written and audiovisual data were stored on secure servers
accessible only to the research team. Verbal consent was
obtained before conducting the interviews, which included
permission for identifying the individual in the publication
but not attributing any quote or information to any specific
individual. We chose to identify SMEs to enhance trans-
parency and allow readers to evaluate the credibility and
relevance of our sources [24]. Participants were not compen-
sated.

Results

SME Characteristics

We interviewed 20 SMEs (Table 1). SME expertise covered
a wide range of aspects relevant to this topic, including
smartphone-based approaches, FHIR, and federal and state
policy.

Table 1. Names and characteristics of subject matter experts interviewed in the study.

Subject matter expert Title (at time of interview)

Ricky Bloomfield
Dan Drozd
Andrew Cress
Andrew Goldberg
Ryan Howells
Jocelyn Keegan
Brenden Keeler
David Kendrick
Vik Kheterpal
Mark Knee

Greg Liptak

Joel Montavon
Michele Mottini
Christopher Muir
JP Pollack

Molly Prieto
Marc Rabner
Raheel Sayed

Jeff Smith
Mariann Yeager

Chief Medical Officer at OURA; formerly Clinical and Informatics Lead at Apple

Chief Medical Officer at PicnicHealth

Chief Executive Officer and Cofounder at HealthVerity

Chief Operating Officer and Cofounder at HealthVerity

Lead of CARIN Alliance; Principal at Leavitt Partners; digital health policy and interoperability expert

Program Manager of the HL7 Da Vinci Project; Payer-Practice Lead at Point-of-Care Partners

Head of Product at Flexpa

Chief Executive Officer of MyHealth Access Network, the Oklahoma state-designated entity for health information exchange
Principal at Care Evolution, Inc

Director, Interoperability Division, Office of the National Coordinator for Health Information Technology

Vice President for Research and Innovation at HealthShare Exchange, the regional health information exchange for greater
Philadelphia

Clinical Informaticist at RTI International

FHIR? software developer at Care Evolution, Inc

Director, Network and Scalability Division, Office of the National Coordinator for Health Information Technology
Cocreator of CommonHealth; Cofounder of The Commons Project Foundation

Deputy Director, Standards Division, Office of the National Coordinator for Health Information Technology
Chief Medical Officer of Chesapeake Regional Information System for Our Patients (CRISP) Shared Services
Lead of the People Heart Study, which uses Apple Health

Deputy Director, Certification and Testing Division, Office of the National Coordinator for Health Information Technology
Chief Executive Officer of the Sequoia Project, which supports TEFCAP

4FHIR: Fast Health Interoperability Resources.
PTEFCA: Trust Exchange Framework and Common Agreement.

Evaluation Criteria for Assessing
Approaches

We achieved saturation by identifying 12 evaluation criteria
(Table 2). We took an inclusive approach and included even
those criteria that might be challenging to apply.
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Table 2. Evaluation criteria for assessing approaches to collect comprehensive provider and payer data on study participants.

Evaluation criterion

Description

Reach and accessibility

Data availability and quality

Study team burden
Feasibility
Participant burden

Participant benefit

Volume of participants whose data can be accessed (includes requirements for devices such as smartphones).

Extent to which records and their contents are available and usable for research (includes consideration of whether
variables are in designated fields, completeness due to factors such as geographic coverage and accuracy).

Effort or cost required to implement and operate a fully developed approach (includes required technical support).
Effort or changes required to make the approach widely available (includes technical effort needed by stakeholders).
Effort or cost required of participants to use the approach.

Potential benefits that might motivate use.

Security Risk or perceived risk of breach.

Privacy Nature of patient control over data.
Impact of industry trends
Sensitivity to changes

Alignment and synergies with
policies and policy goals
Configurability and innovation
enablement potential

Potential for technology or other trends to affect the approach (eg, adoption of technical standards).
Potential for stakeholders to make decisions that affect the approach (eg, market changes in service providers).

The extent to which the approach supports or is supported by policies and policy goals and lacks regulatory barriers.

Potential for the approach to foster innovation in research and practice (eg, customizability).

Evaluation of Approaches to Collect
Comprehensive Data for Research

We identified 8 approaches, which achieved saturation within
the scope of the study (Table 3 contains summary assess-
ments; approaches are labeled 1 through 8; Multimedia
Appendix 1 contains full application of all evaluation criteria
to all approaches). Five are participant-mediated approaches
(1-5), in which research participants are directly involved
in retrieving their data. In the remaining approaches, which
included study queries of existing data exchange infrastruc-
ture (6 and 7) and aggregated data sources (8), partici-
pants’ roles were limited to providing consent. Many SMEs
emphasized the benefits of participant-mediated approaches

because they leverage patients’ right of access to their own
data. Four of those approaches required study participants
to manually identify their sources of data and use the
patient or member portals at each site (1-4). In contrast,
the other approaches leveraged existing national qualified
health information networks (QHINSs), regional HIEs (also
called regional health data utilities), or aggregated data
sources to identify sites of care and pull data. For these
latter approaches, SMEs stated that although providers and
payers, as Health Insurance Portability and Accountability
Act (HIPAA)—covered entities, are legally required to release
data with patient consent, rigorous governance processes are
often required because of concerns about liability from errors
and the lack of financial incentives to streamline data sharing.

Table 3. Approaches that research teams might use to collect comprehensive provider and payer data on study participants and summary assessment.

Approach name Description

Summary assessments?

Participant-mediated approaches

General purpose
smartphone app

Participants use Apple .
Health (i0S) or Common
Health (Android) to collect
data and share it manually or
through a purpose-built study

Benefits: widely available as an installed app (Apple Health) or an installable app
(CommonHealth); management of FHIR? endpoints is handled by the app.
¢ Limitations: participant burden for manual data sharing or research team burden to create

and maintain a study app, not all FHIR resources may be supported, gaps in FHIR endpoint

app coverage, potential perceived privacy concerns, limitations in customizability, and potential

sampling bias due to smartphone requirement.

Commercial app ~ Study pays for an app .
allowing participants to

collect and share data

Benefits: management of the FHIR endpoints directory handled by the app, processing of data

can minimize study team burden of analysis, additional features of value offered to patients,

and some apps have the potential to be accessed from a web browser.

* Limitations: cost to the research team, potential perceived privacy concerns, and dependency

on the app company for customizations.

Research
community app

A study or institution uses a .
homegrown or open-source
app allowing participants to

collect and share data browser.

Benefits: potentially lower cost for the research team, reduced perceived privacy concerns,

potential for additional features of value to patients, and potential for access from a web

* Limitations: requires development effort to become widely available and is a burden on the

study team or organization to operate and to manage the FHIR endpoint directory and client

registrations.
Structured data Participants use EHI export .
export or a similar feature to collect
data

terms of data.

Benefits: may become widely available in the near future, likely accessible from any web

browser, potential reduced perceived privacy concerns, and potentially be comprehensive in

https://www jmir.org/2026/1/e86330

J Med Internet Res 2026 | vol. 28 186330 | p. 5
(page number not for citation purposes)


https://www.jmir.org/2026/1/e86330

JOURNAL OF MEDICAL INTERNET RESEARCH

Rudin et al

Approach name Description Summary assessments®
¢ Limitations: not widely available today, burden on the participant to manually download
and share data, burden on the study team to set up a process to receive data shared by the
participant, and lack of data format standardization.
TEFCAY Participants access data * Benefits: participant burden is minimal because they would need to use only one app or portal
Indi\./idual Access directly from a national and is supported by current policies.
Service network (QHIN®)

* Limitations: not usable today, burden on the study team to set up a process to receive data

shared by the participant, and participants may still need to log into sites of care.

Queries of data exchange infrastructure

Regional study
query through a
HIE!

Participants consent for the .
study team to query an HIE

Benefits: minimal or no burden on participants and processing of data can minimize the study
team’s burden of analysis.

¢ Limitations: unavailable today in most regions, gaps in data coverage, especially among payer

claims, and cost to the research team.

National study
query through
QHINs

Participants consent for the .
study team to query a QHIN

Benefits: minimal or no burden on participants.

¢ Limitations: research is not currently an authorized exchange purpose, and the timeline for

adding it is uncertain (although it is aligned with policy goals); there may be gaps in QHIN

coverage of sites,

concerns.
Use of aggregated data sources
Aggregated data
source

Participants consent for the
study team to collect data
from a company or
organization that has already
collected data from multiple
sources

research team.

the burden on the study team is unknown, and potential perceived privacy

¢ Benefits: minimal or no burden on participants, data sources are nationwide, and processing of
data can minimize the study team’s burden of analysis.
¢ Limitations: may not cover all data sources or elements needed for the study and cost to the

4Summary assessment is based on the criteria listed in Table 2 and includes selected key findings.

PEHIR: Fast Health Interoperability Resources.

CEHLI: electronic health information.

dTEFCA: Trust Exchange Framework and Common Agreement.
€QHIN: qualified health information network.

fHIE: health information exchange.

Approaches Using Patient and Member
Portals

Three of the approaches we identified required study
participants to access their patient and members’ portals
to retrieve data using Substitutable Medical Applications
and Reusable Technologies (SMART) on FHIR (Table
3; approaches 1-3). To avoid repetition, we describe the
assessment of this component here. Benefits of this approach
include the high availability of patient and member portals.
Patient portals have become increasingly used since the
COVID-19 pandemic and are required to support patient
access to data via SMART on FHIR, which addresses security
concerns and allows patients some granular control over
their data. Payer member portals are also widely available,
although usage rates are not known. Additionally, these
approaches align with federal policy goals. Facilitating patient
access to their own health data has been a primary policy
objective and a driver of certification programs and function-
ality for many years [25,26] and continues to be a priority
[27]. Some SMEs pointed to more recent plans by Centers
for Medicare & Medicaid Services (CMS) to advance digital
identity solutions in health care and were optimistic that
substantial progress toward the use of single sign-on (SSO) to
patient portals, and potentially member portals, was occurring
as complex issues such as price transparency and antitrust
issues were being addressed [26,28].

https://www jmir.org/2026/1/e86330

There are 2 limitations to relying on patient and member
portals for collecting data for research. First, the burden
on study participants to log in to each portal is substan-
tial. Patients may not remember prior locations of care,
may have trouble finding login information, or lack por-
tal access at some locations, and may be unwilling to
spend time registering. This may result in incomplete data.
However, adoption of SSO technologies could reduce this
barrier substantially and is part of the CMS Interoperability
Framework [29-31]. Additionally, studies may need to rely
on participants for the timing of data retrieval, which may
introduce variability.

Second, approaches that rely on patient and member
portals must register with FHIR endpoints and establish
a searchable directory for participants. The process of
registering varies by EHR vendor or, in many cases, by
individual site. One SME described the challenges: “It’s
kind of a nightmare. We rely on a combination of reaching
out to providers where the data is really messy and com-
municating with the EHR vendors who are only partially
motivated to have that information be correct.” One SME
estimated that “maybe about 10% of providers actually care
about this... make sure that [metadata] is correct.” A recent
FHIR standard called “User-access Brands and Endpoint”
is designed to help users locate their data sources but has
not been widely adopted, although recent regulation requires
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certified EHR vendors to make endpoint lists available in
FHIR format [32,33]. Support from vendors and providers
is also variable: “Sending email into the void is a common
thing.” Some vendors have needed to develop automated
tools and dedicate teams to monitoring endpoints. Recent
CMS commitments to “building a dynamic, interoperable
national provider directory” may help address these barriers
[34].

Payer member portals have their own unique challenge,
such as a lack of compliance with FHIR standards, missing
data fields, delays in making data available, and technical
issues resulting in downtime. SMEs noted that only CMS-
regulated plans are required to support individual access to
payer data, and only a minority of commercial plans have
opted to offer this service voluntarily, though several states
have begun efforts to extend this requirement to all pay-
ers. Some SMEs suggested that, for payers operating both
commercial and CMS-regulated plans, it would be technically
easier to offer all their members access to their data, but
some are investing substantial resources to make this service
available only to members with plans that require it. Even for
those that require it, SMEs suggested that many payers were
not investing sufficiently, resulting in poor service: “They
were more concerned about compliance and getting penal-
ized. And now that they have done a shoddy job for 2 years
and nothing has happened, they have developed comfort to
say ‘whatever.”” SMEs hoped that when payers are required
to share their data with other payers, they will also make
that data available to individuals because the same FHIR
endpoints would be used: “It is one thing when 5 or 6 app
makers call you up and complain that your API is non-con-
formant but when 300 payers call you and complain I think it
will probably be a different story.”

General-Purpose Smartphone App

Description

Study participants can use general-purpose smartphone apps
to pull their data from patient or member portals, store
that data in the apps on their smartphones, and share the
data with research teams. Both major smartphone operating
systems allow for this functionality. On iOS, the Apple
Health app enables users to retrieve their health records and
store them on the device in Apple’s HealthKit [35]. On
Android, a third-party app called CommonHealth enables
users to retrieve their health records and store them in the
app or in the device’s HealthConnect repository [36]. In both
cases, users retrieve their data by logging into patient and
member portals using SMART on FHIR protocols. How-
ever, the FHIR endpoint directory functionality, which allows
users to search for their providers and payers, is different:
in i0S/Apple Health, providers must register with Apple
and provide metadata, including a logo, and payers are not
supported; in Android/CommonHealth, a larger directory of
providers and payers is supported, and sites do not need to
register. To share data with research studies, both i0S/Apple
Health and Android/CommonHealth offer APIs that allow
purpose-built apps to integrate with these tools, and there
are some open-source examples available [37,38]. Absent a
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purpose-built app, users could manually share an export of
their data for iOS/Apple Health by uploading it to a study
server, or create a clinical summary using Android/Common-
Health and allow the research team to access it with a
6-digit passcode [39], but these features were not designed
for the research use case and would be more burdensome for
participants compared with a purpose-built app.

Assessment

Refer to the “Approaches Using Patient and Member Portals”
subheading for the benefits and limitations of that compo-
nent of this approach. We found benefits and limitations in
the way Apple Health and CommonHealth managed FHIR
endpoint directories: Apple Health’s directory excludes all
payers and many providers but may have more accurate and
usable metadata to allow for easier search, whereas Common-
Health’s includes payers and a larger number of providers,
but the metadata is not curated. There are also differences
in available data—for example, only CommonHealth includes
the FHIR Patient or Encounter resources. Both projects’ prior
conformance testing on the FHIR data helped identify issues
that the site could address to make the data more usable for
research and other purposes. One benefit of this approach is
that these data, once collected, have the potential to also be
used by participants for self-care health apps [40].

Limitations of this approach identified by SMEs include
the burden on the research team to establish a mecha-
nism for participants to share their data with the research
team—either a burdensome manual process or the develop-
ment of a custom app; the perception of privacy concerns
among participants regarding having their data accessible
to technology companies without any affiliation with their
health care; dependency on the company for functionality
and customizations (eg, inclusion of payer data); and possible
sampling bias due to the requirement that participants own
and use a smartphone.

Commercial App

Description

SMEs identified several companies that offer products
designed to help facilitate research participants sharing
their electronic health data with research teams [41]. These
products allow users to retrieve their data by logging
into their patient and member portals using SMART on
FHIR protocols. Some use other, less standardized meth-
ods for retrieving the data. The companies that develop
these products curate site metadata for their FHIR endpoint
directories. Some products are browser-based and therefore
not tied to smartphones. We found some products that
targeted specific niches within this area, such as focus-
ing exclusively on payer data or supporting clinical trials
sponsored by pharmaceutical companies.

Assessment

Refer to the “Approaches Using Patient and Member Portals”
subheading for the benefits and limitations of that compo-
nent of this approach. Unlike approach 1, these products
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are not limited to smartphones and therefore have a broader
reach. Because these products are designed specifically for
collecting data for research, they minimize burden on the
study team and provide technical support, but they come with
a financial cost. Some products provide features that may
be helpful depending on the study’s needs, such as convert-
ing a FHIR payload to the Observational Medical Outcomes
Partnership Common Data Model [42] or identifying gaps in
data (eg, data elements that would be expected for a study
of early breast cancer) to inform the need for further data
collection. Participants who use these apps may benefit from
other features offered by them that leverage their aggregated
health data [40].

Limitations include study participants’ potential privacy
concerns with sharing data with a commercial company with
which they have no direct relationship. However, the extent
of this concern is unknown. An SME from one of these
companies said, “We wouldn’t have a business if we weren’t
able to build and maintain that trust with patients.” Commer-
cial apps also may have limitations in their ability to be
customized for specific study needs.

Research Community App

Description

We identified two noncommercial software tools developed
to facilitate data collection for research studies: Sync-for-Sci-
ence Procure [43] (developed by co-author DG and avail-
able as open-source) and Wellmine [44] (developed by
RTI International and available for studies conducted by
that organization). This approach allows users to retrieve
their data by logging into their patient and member portals
using SMART on FHIR protocols. Research studies, or their
institutions, using these products would need to deploy an
instance of the product and create and manage their own
FHIR endpoint directories, registering the instance with each
endpoint. As with several of the commercial apps (approach
2), both of these tools are browser-based.

Assessment

Refer to the “Approaches Using Patient and Member Portals”
subheading for the benefits and limitations of that component
of this approach. Benefits of this approach compared with
approach 2 (commercial apps) include potentially reducing
dependency on an external company, the potential for reduced
privacy concerns if the product is viewed by participants
as affiliated with a trusted organization (eg, their health
care provider), the potential to more easily add customiza-
tions for study-specific needs, and the potential to foster
a community to innovate in this area, which may involve
developing features that provide value to patients from their
aggregated health data. Limitations include the lack of polish
that’s often present in open-source or homegrown software
products, which may necessitate additional development, and
the burden on studies or their institutions to establish and
maintain an instance and FHIR endpoint directory; however,
once established, a single instance of the app may be used
across many studies.
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Structured Data Export
Description

In this approach, the study participant logs into each of their
patient and member portals, downloads their health data onto
their local device, and then shares it using a mechanism set
up by the research team (eg, uploading the data to a study
server). EHR vendors are required by the 21st Century Cures
Act Final Rule to support electronic health information (EHI)
export functionality for patient data [45]. The participant
would need to request these data and then share them through
a method established by the research team. EHI export may
also be requested separately from a patient portal, such as by
submitting a request form or email; such manual approaches
are out of scope for this landscape analysis.

Assessment

As with other approaches that rely on the use of patient
and member portals, there is a burden on study participants
to remember their sites of care and health plans, establish
portals, and log into each one, which may result in incomplete
data. There may also be data completeness issues due to
relying on the participants for the timing of the data sharing.

EHI export has generally not been made directly availa-
ble to patients through portals, but SMEs suggested that it
would become more available if requested by patients, as
providing this capability is required under existing regula-
tions to be supported by EHRs. Although the data may be
more comprehensive compared with data available through
FHIR-based approaches, it may be challenging to work with
[40] because of nonstandardized data formats that vary by
EHR vendor and site of care: “We left it up to develop-
ers to determine for themselves how to export information.
We basically said the EHI export has to come with a data
dictionary so people can figure out how to kind of piece
things back together. But I have no doubt that there are some
developers who do a fairly nice job with it and then other
developers who do not.” Similar to EHI but less standardized,
many portals currently allow patients to download some or all
of their data in PDF format, which may be increasingly usable
for research because they can be processed into structured
data by large language models.

This approach does not involve SMART on FHIR and
therefore no FHIR endpoint directory is required, reducing
related study burden and/or costs. However, the study would
still need to establish a method to allow for secure sharing of
the data, and the manual effort required on the part of study
participants may be challenging for many participants.

TEFCA Individual Access Service

Description

In this approach, participants would use the Individual
Access Service (IAS) required by the TEFCA [7]. TEFCA
is designed to create a “network of networks” to facilitate
the exchange of health information [7]. The IAS allows
apps to register with participating QHINs (a designated
network under TEFCA) and query for and aggregate all of
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an individual’s health data across QHINs. The data would
then be shared with research studies either using functionality
offered by the app or by asking the participant to export
the data and share it using a method established by the
research team (eg, uploading the data to a study server). This
approach would require an app and, therefore, would need to
be bundled with approach 1,2, or 3.

Assessment

Benefits of this approach are that it would leverage TEF-
CA’s mechanism for searching for and retrieving individuals’
health records, obviating the need for research teams and app
companies to establish FHIR endpoint directories; facilitate
identification of data sources by using TEFCA’s record
location and identity matching methods so that research
participants would not have to remember their sites of care;
potentially offer participants additional functionality based on
the aggregated data; provide privacy controls if offered by
the app; and align with existing policy supporting individual
access to health data. Currently, some QHINs require users
to authenticate with and approve an access request within the
patient portal of each potential site of care to ensure correct
patient identity matching and consent when using IAS; while
the QHIN can still serve as a record locator, this greatly limits
the benefits of this approach by adding burden to the patient.
At other QHINSs, patients may only be matched to sites of
care that have a very high level of confidence in the accuracy
of the match, potentially excluding sites of care with patient
data. Active efforts are trying to increase support for shared
login credentials across sites [31]. Apps that use the IAS must
meet HIPAA privacy and security requirements through their
signed participation agreements with QHINs (even though
they are not obligated under HIPAA as covered entities) [7].
Additionally, apps that adhere to the CARIN code of conduct
may increase the security safeguards even further [46].

The major limitation of this approach is that although it is
technically available and required as part of TEFCA today,
sites that receive IAS requests often refuse to respond to
them. SMEs believed this was because sites do not believe
that the data would always be released to the correct patient
and that they would be blamed for HIPAA violations if the
query resulted in an improper disclosure. One SME said
that providers would not share records “until they know
darn good and well that they’re not going to get sued for
giving the wrong person the wrong information.” SMEs
suggested that the adoption of FHIR-based queries would
allow for more individual identity data to be used for record
matching, thereby reducing the odds of improper disclosures.
However, some SMEs believed competitive concerns were
also a factor—sites did not want to share data with entities
that did not also provide data back into the network. SMEs
suggested that some method of enforcement would be needed.
Use of SSO across patient and member portals may help
with matching concerns by standardizing and improving the
quality of identity information [29] as well as automating
portal logins [47]. Other limitations include the lack of some
data sources available on QHINSs (eg, payers and many small
EHRs do not participate), performance issues when trying
to query large geographic areas, imperfect record matching
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resulting in missed data, lack of analytic dataset prepara-
tion (unless supported by the app), and lack of support for
querying directly from an app on an individual’s device,
which would be more privacy preserving.

Regional Study Query Through HIE

Description

HIEs exchange electronic health data for multiple purposes
within a specific geographic region or at a statewide level [48,
49]. There is a high level of interest among HIEs in support-
ing research, but only some currently do so [50,51]. One
barrier is that some HIEs that did not initially include research
use cases are required to update their member participation
agreements, which can be a cumbersome process. In this
approach, the research team works with the HIE staff to
specify their data needs for consented patients under an
agreed-upon scope of work, which may include preparing
the data in a specific format, for a fee. HIEs’ governance
processes address state and federal legal concerns (eg, the
sharing of sensitive health data) as well as issues raised
by HIE members. The processes differ across HIEs. Some
require IRB approval from several member organizations;
others use a single IRB. Some allow access to claims data
from multiple payers; others lack claims data. Some share
clinical notes for research; others do not. Members may have
the option to opt out of sharing their data for specific requests.
There is an interest among at least some HIEs in providing
patients with access to a portal for managing their consents
for research projects. The HIE staff create the datasets and
work with the research team to resolve issues, such as fixing
demographic information if no record matches are found for
specific patients.

Assessment

This approach would be widely accessible to all participants
regardless of their ability to use technology, involve minimal
burden on the participant, allow research teams to control the
timing of the queries to reduce variability in retrieved data,
broadly align with policy goals supporting data exchange,
and may foster innovation in how HIEs can better support
research needs. It leverages years of investment in infrastruc-
ture and governance processes in many communities. Some
HIEs also include social determinants of health data from
community-based organizations, which would be valuable for
many research studies. Another benefit that SMEs pointed
to is that HIEs can ensure compliance with state laws for
data sharing centrally, which may be much more challeng-
ing for national-level queries. The major limitation of this
approach is that it is currently available only in a limited
number of geographic areas, though rigorous data are not
available. Also, not all HIEs include claims data, and very
few have access to Medicare or Medicaid data; their coverage
of providers varies, and some states require patient opt-in,
resulting in less available data.
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National Study Query
Description

In this approach, the participant consents to allowing the
research team to query a national network of health care
providers, such as CareQuality, Common Well Health
Alliance, or other QHINs participating in TEFCA. The
research team then performs the query and assembles the
data. For these networks, queries are required to specify the
“purpose of use” of the data [7]. Most queries today specify
“treatment,” which requires that the querier be a provider of
care and offer data back to the network for others to query (ie,
reciprocity). Currently, participants are not required to accept
requests that specify “research” as a purpose of use under
TEFCA or any national network. SMEs described preliminary
conversations among policymakers about making research
a purpose of use in TEFCA, including plans to conduct a
review of the landscape of laws across states and to gather
other information from stakeholders.

Assessment

This approach would be widely accessible to all participants
regardless of their ability to use technology, involve minimal
burden on the participant or the research team, allow research
teams to control the timing of the queries to reduce variability
in retrieved data, and broadly aligns with policy goals. FHIR
resources subscription standards under development could
allow research teams to receive automatic updates for new
data, which may be useful to some studies [52].

Many limitations are the same as those of approach 5
(TAS) and include the lack of some data sources available on
QHINSs (eg, payers and many small EHRs are not participat-
ing), performance issues when trying to query large geo-
graphic areas, and imperfect record matching resulting in
missed data.

However, the major limitation is that, unlike the queries
in approach 5, support for research queries is not currently a
requirement for TEFCA participants, and the effort required
to make research a purpose of use that is answered relia-
bly by sites is substantial. SMEs described how participat-
ing providers and EHR vendors would require processes to
be in place to ensure that a query is legitimate (eg, partic-
ipants are consented, the study is IRB approved), and an
enforcement mechanism to ensure that the data are used only
for the designated purpose and in compliance with HIPAA
regulations. This will be challenging because rules govern-
ing consent for such queries vary across states. Some have
proposed that QHINs offer digital identity services to patients
and allow them to control and view access to their data—by
putting the patient in charge, this would obviate trust issues
among network participants [53]. Yet, one SME suggested
that research queries “may never happen at scale.”

SMEs described how national queries were being used
for research today. Some existing companies query these
networks for treatment purposes and then use the data
for research as a secondary use. For example, one com-
pany justified its use of the treatment purpose of use by
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establishing itself as a telemedicine provider that helps
patients navigate the health system, and then it uses those data
for research with participant consent. In other cases, some
forms of clinical trials might be considered both treatment
and research. SMEs hoped that a future legal pathway for
research queries would clarify this situation.

Aggregate Data Source

Description

In this approach, the participant consents to allowing the
research team to collect data from a company that has
aggregated datasets from multiple providers (directly or
through EHR vendors or national laboratories) and/or payers
(directly or through claims clearinghouses or pharmacy
aggregators). The company serves as a marketplace connect-
ing research teams with the data sources. The research team
works with the organization to specify the data they need
and pays a fee. The organization handles all the governance,
business, and operational issues, including securing approval
from the data sources, identifying the records associated with
the consented patients, and preparing analytic datasets.

Assessment

This approach is available today, widely accessible to all
participants regardless of their ability to use technology,
involves minimal burden on the participant, and allows
research teams to control the timing of the queries to reduce
variability in retrieved data. Limitations include cost to the
research team, limits in the extent of available data sources,
and lack of patient control over or awareness of the data
available. Many data sources (eg, providers and payers) will
only agree to release data anonymously. Research teams
conducting studies with consented patients could meet this
requirement by bifurcating their team into those with access
to limited identifiable data (eg, for recruiting) and those with
access to deidentified data for analyses. This may add burden
to the study team and may not be feasible for some research
teams.

Discussion

Principal Findings

We identified 8 approaches that would facilitate research
team access to data from multiple providers and payers
for participants in US studies, and 12 evaluation criteria.
There were clear benefits and limitations for each approach.
Participant-mediated approaches have the major advantage
of bypassing the need for complex governance and privacy
management processes, but they burden the participant,
require effort or costs for the study team, and have incomplete
connectivity to data sources, especially payers. Approaches
involving queries of data exchange infrastructure are robust
in some regions but vary substantially in terms of the data
available and their ability to support research, and they may
be challenging to implement at a national scale. Aggregate
data sources allow for queries of national-level data in a way
that addresses privacy management and governance issues
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but have limits in the scope of data sources. The benefits
and limitations of each approach will likely change as the
landscape evolves, driven largely by public policy.

In addition to the three steps of our focus (identifying
the location of the data, retrieving the data, and sharing the
data with research studies), SMEs emphasized the value of
a fourth step: preparing the data for research. Many SMEs
emphasized the value of these services, including normaliza-
tion, conformance testing, and quality checks. As FHIR is
a relatively new format for health data, most researchers
are not accustomed to analyzing it. Many researchers may
benefit from working with organizations familiar with the
data’s idiosyncrasies, and that can produce an analytic dataset
tailored to the needs of the research project. There are active
efforts to make FHIR data easier to validate [54] and analyze
[55], which may mitigate this concern.

The value of synergies between payer and provider data
(eg, leveraging payer data to identify and retrieve data from
providers that a participant has visited previously) is only
beginning to be explored and has the potential to provide a
feedback loop in this process. For example, payer data can
identify gaps in provider data and locations to target for data
collection.

This complex landscape is the result of the fragmented
structure of the US health care system, which produces the
data used in research, wherein patients receive care from
many different providers who use different EHR systems and
are covered by different payers. Within this landscape, each
research study will need to consider the best option to address
its data needs within study budgets. Studies may consider
multiple approaches to obtaining as complete a dataset as
possible. For example, a study might use a participant-medi-
ated approach for Medicare claims data in combination with
working with a local HIE or aggregate data source for EHR
data.

Contribution

To our knowledge, this is the first study attempting to
describe the US landscape of approaches to collect data
from multiple providers and payers for research. Our
results provide a comprehensive comparison of the benefits
and limitations of each approach, allowing research teams
to understand existing and anticipated future options and
policymakers to target areas for improvement.

We found only 1 publication that discusses how a
participant-mediated approach was used to collect data for
a study [41]. Other studies may have used this approach but
have not described or assessed it. Sayeed et al [37] assessed
the potential for using FHIR standards for multiple research
tasks, including collecting EHR data, as part of the People
Heart Study. We did not find any assessments of the use of
TEFCA IAS. HIEs and aggregated data sources have been
used for studies involving consented patients, but we did not
find a systematic examination of these approaches.
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Limitations

This study was limited to a US focus; the landscape in other
countries regarding the collection of comprehensive data for
research will likely differ and would be worth investigating
in future work. Our data relied on SMEs and may not
have included all relevant perspectives. The landscape of
approaches is rapidly evolving, and some of our findings may
become outdated, especially as new policies are implemen-
ted. Additionally, we did not conduct a systematic literature
review, as our primary objective was to gather expert views
to inform our analysis. However, we did review relevant
literature identified by the research team and SMEs, who
likely were aware of influential publications. Our scope was
limited to one use case: the collection of provider and payer
data for consented participants. We excluded other study
workflows (eg, recruitment) and other types of studies (eg,
population-level analyses of deidentified data).

Conclusions

Complex and evolving trade-offs exist among the approaches
we identified for collecting comprehensive electronic health
data for research in the United States. We did not find
a clear “winner”—the optimal approaches will likely vary
considerably based on factors specific to a study. Continued
development, exploration, and evaluation of all approaches
are warranted.

Policies supporting participant-mediated exchange could
greatly improve those approaches by making FHIR endpoints
more findable (eg, through a national public directory),
making it easier for researchers to broadly register an app
(eg, requiring a central location for all of an EHR vendor’s
customers), and ensuring that FHIR APIs are conformant with
standards (eg, automated testing). Conformance requirements
for FHIR APIs and data standards are particularly needed for
private payer endpoints and are more efficient than expect-
ing each research team to deal with the data issues individu-
ally. Advances in digital identity and the use of SSO across
providers and patients may facilitate portal signup and the
ability for study participants to sign in and pull records.
Ongoing conformance evaluation of FHIR endpoints and
assessments of participant ability to find and share data from
prior sites of care would help inform improvement efforts.

Policies may also support queries of the data exchange
infrastructure. Some regional HIEs have demonstrated the
feasibility and value of using their existing infrastructure to
pull data for research [50,56-58]. These HIEs have dis-
tinct advantages, such as coverage of most relevant local
data sources, familiarity with state and local privacy laws,
established governance processes, and knowledge of their
members’ data quality issues. Some are more advanced
in supporting research than others, and there is room for
additional innovation. Policies could support establishing
HIEs in regions that lack them, developing more capabil-
ities to support research, and facilitating the sharing of
best practices and evaluation. National efforts to make data
available for research are still in their infancy, and it is
not clear if or how the trust issues among data holders
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can be resolved, especially considering recent litigation [59, As these approaches evolve, ongoing rigorous evaluation
60]. The IAS may be the most promising approach that and benchmarking of the benefits and limitations of each
uses the national networks, but it will require clarifying the approach would empower research teams to make better
liability rules for data holders when they respond to requests. decisions for study data collection.

Evaluations should assess retrieved data in comparison with

data obtained using a treatment purpose of use.
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