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Abstract
The convergence of artificial intelligence (AI), blockchain technology, and health care represents one of the most transforma-
tive yet technically challenging frontiers in computational medicine. As health care systems adopt data-driven paradigms
for precision medicine and clinical decision support, the need for secure, privacy-preserving, and collaborative learning
frameworks has become critical. This tutorial introduces a comprehensive, clinically oriented, and compliance-aware frame-
work integrating federated learning (FL) and blockchain for secure and privacy-preserving health care analytics. FL enables
collaborative training across distributed institutions without raw data sharing, in alignment with privacy regulations such as the
Health Insurance Portability and Accountability Act (HIPAA) and the General Data Protection Regulation (GDPR). However,
FL remains vulnerable to model poisoning and gradient leakage. To address these risks, we introduce blockchain-based
FL (BCFL), which leverages blockchain’s immutable ledger and decentralized consensus to enhance trust, verifiability,
and auditability. The tutorial’s main contributions include (1) a taxonomy of diverse medical data types and their FL
requirements; (2) three integration architectures (fully coupled, semicoupled, and loosely coupled) analyzed for security,
scalability, and regulatory compliance; (3) a security analysis of health care–specific vulnerabilities and mitigation strategies
using advanced cryptography, such as zero-knowledge proofs, homomorphic encryption, and differential privacy; and (4) a
regulatory compliance framework addressing HIPAA, GDPR, and United States Food and Drug Administration guidelines
for AI-enabled medical devices. We demonstrate BCFL’s relevance across major health care applications, including disease
prediction, medical imaging, patient monitoring, and drug discovery, and highlight emerging research directions such as
quantum-resilient cryptography, scalable interoperability, and automated compliance. This tutorial serves as a foundational
resource for advancing secure, compliant, and collaborative AI in health care; fostering privacy-preserving analytics; and
improving patient outcomes.

J Med Internet Res 2026;28:e80178; doi: 10.2196/80178
Keywords: blockchain technology; health care security; medical data privacy; IoT health care; machine learning; HIPAA
compliance

JOURNAL OF MEDICAL INTERNET RESEARCH Shahsavari et al

https://www.jmir.org/2026/1/e80178 J Med Internet Res 2026 | vol. 28 | e80178 | p. 1
(page number not for citation purposes)

https://doi.org/10.2196/80178
https://www.jmir.org/2026/1/e80178


Introduction
Background
The convergence of artificial intelligence (AI), block-
chain technology, and health care represents one of the
most transformative yet technically challenging frontiers
in computational medicine. As health care systems world-
wide transition toward data-driven paradigms for preci-
sion medicine, clinical decision support, and population
health management, the exponential growth in medical
data generation—from electronic health records (EHRs)
and medical imaging to genomic sequencing and Internet
of Things (IoT)-enabled continuous monitoring—presents
unprecedented opportunities for advancing health care
through machine learning (ML) [1-3].

Federated learning (FL) has emerged as a promising
paradigm for collaborative model training across distributed
health care institutions while maintaining data locality [4,
5]. However, standard FL architectures face challenges,
including model poisoning, gradient leakage, and coordi-
nation failures [6-8]. Blockchain technology offers com-
plementary capabilities through immutable audit trails,
decentralized trust, and automated smart contract execution
[9], yet integration with FL in health care introduces unique
scalability, efficiency, and regulatory compliance challenges.

This tutorial addresses a critical gap by providing
a structured, cross-disciplinary framework that integrates
blockchain with FL in the context of health care, with explicit
coverage of medical data taxonomies, clinical workflows, and
regulatory compliance.

While prior surveys have explored the integration of FL
and blockchain applications in health care and beyond [10-
13], this tutorial differs in scope and emphasis. In particular,
we provide (1) a systematic medical data taxonomy that
classifies diverse health care data types (EHRs, imaging,
genomics, biometrics, Internet of Medical Things [IoMT],
clinical trials, etc) and analyzes their specific FL require-
ments; (2) a set of three integration architectures (fully
coupled, semicoupled, and loosely coupled) with detailed
evaluation of security, scalability, and compliance tradeoffs
tailored to health care deployments; (3) comprehensive
treatment of advanced cryptographic defenses (zero-knowl-
edge proofs [ZKPs], homomorphic encryption [HE], and
differential privacy [DP]) with health care–specific vul-
nerability analysis; and (4) a structured regulatory com-
pliance framework mapping Health Insurance Portability
and Accountability Act (HIPAA), General Data Protection
Regulation (GDPR), and United States Food and Drug
Administration (FDA) guidelines to blockchain-FL system
design. Moreover, while prior surveys have typically focused
on high-level concepts, our tutorial adopts a more compre-
hensive and tutorial-oriented scope by combining block-
chain fundamentals, FL methodologies, health care–specific
applications, security analysis, and forward-looking research
directions. This extensive focus allows us to introduce a
comprehensive, clinically oriented, and compliance-aware
framework that integrates FL and blockchain for health
care, providing actionable insights for both researchers and
practitioners implementing secure, privacy-preserving, and
regulation-compliant collaborative analytics systems. Table
1 contrasts this tutorial with earlier blockchain-based FL
(BCFL) surveys and frameworks to clarify the contributions.

Table 1. Comparison of our tutorial with prior work on the integration of blockchain and federated learning in health care.
Reference Medical data taxonomy Integration architecture Cryptography and privacy Regulatory compliance
Abbas et al [10] General overview No specific architecture Privacy mechanisms Limited overview
Cheng et al [11] Partial coverage No specific architecture Basic techniques GDPRa

Ngoupayou Limbepe et al
[12]

Limited scope No specific architecture Basic techniques HIPAAb and GDPR

Myrzashova et al [13] Not included No specific architecture Security analysis Not addressed
This paper Comprehensive taxonomy Three distinct architectures Security and privacy analysis HIPAA, GDPR, and FDAc

aGDPR: General Data Protection Regulation.
bHIPAA: Health Insurance Portability and Accountability Act.
cFDA: Food and Drug Administration.

Motivation and Problem Statement
Contemporary health care faces a fundamental paradox: the
increasing need for large-scale, collaborative data analytics
to advance medical knowledge is juxtaposed with strin-
gent privacy regulations and the inherent sensitivity of
medical data. Traditional centralized approaches to health
care ML create critical vulnerabilities where patient informa-
tion aggregated in single repositories becomes an attractive
target for sophisticated attacks [14,15]. Recent breaches
affecting millions of patient records underscore the inade-
quacy of current security models, particularly when regula-
tory frameworks, such as HIPAA and GDPR, and emerging

national data protection laws impose severe penalties for data
mishandling [16].

While FL addresses data locality concerns by enabling
distributed model training, it introduces health care–critical
vulnerabilities. Model poisoning attacks could compromise
diagnostic accuracy [6,7], potentially leading to misdiagnosis
or incorrect treatment recommendations. Gradient leakage
exploits can enable patient reidentification from shared
model updates [8,17], violating privacy guarantees that health
care institutions must maintain. Coordination failures in
distributed learning processes could disrupt critical clinical
workflows [18], affecting real-time decision support systems.
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Blockchain technology addresses these vulnerabilities
through immutable audit trails that ensure accountability,
decentralized trust establishment that eliminates single points
of failure, automated smart contract execution for verifi-
able protocol compliance, and comprehensive data prove-
nance tracking [9]. However, health care–specific integration
challenges remain, including scalability constraints when
processing high-frequency medical data updates from
IoMT devices, energy efficiency requirements for sustaina-
ble long-term deployment in resource-constrained clinical
environments, compliance with medical device regulations
for AI/ML systems, and real-time performance requirements
for clinical decision support applications.

Existing BCFL approaches [19-23] are predominantly
designed for generic data types and fail to address health
care–specific requirements. Critical gaps include a lack of
regulatory compliance frameworks for HIPAA and GDPR,
insufficient integration with clinical workflows and existing
health IT systems, inadequate support for multimodal medical
data with heterogeneous privacy requirements, and absence
of explainability mechanisms required for medical decision-
making. This tutorial fills these gaps by providing a com-
prehensive framework tailored specifically for health care
applications.
Contributions and Novelty
This tutorial advances the state-of-the-art at the intersection
of blockchain technology, FL, and health care informatics
through several methodological and theoretical contributions:

1. Comprehensive medical data taxonomy for FL: We
develop a systematic classification of medical data
types (EHRs, imaging, genomics, biometrics, IoT
sensors, clinical trials, etc) and their specific require-
ments for FL implementations, including privacy
sensitivity levels, regulatory considerations, and
technical constraints for distributed processing.

2. Novel integration architecture framework: We
introduce and formally define 3 distinct BCFL
integration architectures (fully coupled, semicoupled,
and loosely coupled) specifically designed for health
care environments, with detailed analysis of their
security guarantees, scalability characteristics, and
regulatory compliance capabilities.

3. Health care–specific security and privacy analysis:
We provide a comprehensive security analysis of
BCFL systems in health care contexts, identifying
unique vulnerabilities related to medical data sensitiv-
ity, regulatory requirements, and clinical workflow
dependencies, along with corresponding mitigation
strategies.

4. Regulatory compliance framework: We systematically
examine how BCFL architectures can satisfy com-
plex health care regulations (HIPAA, GDPR, and
FDA guidelines for AI/ML-based medical devices),

providing practical guidance for implementation in
real-world health care settings.

5. Research roadmap and future directions: We identify
critical research gaps at the intersection of block-
chain, FL, and health care, proposing specific research
directions that could accelerate adoption and address
current technical limitations.

Tutorial Scope and Target Audience
This tutorial is designed for researchers and practitioners
at the intersection of health care informatics, distributed
systems, and ML. Our target audience includes (1) health
care informaticians seeking to implement privacy-preserving
collaborative analytics, (2) computer scientists developing
secure FL systems, (3) blockchain researchers exploring
health care applications, (4) clinical researchers interested
in multi-institutional collaborations, and (5) regulatory and
policy experts working on health care data governance. The
tutorial assumes familiarity with basic ML concepts but
provides a comprehensive background on FL and block-
chain technologies. We emphasize practical implementation
considerations while maintaining rigorous technical depth
appropriate for publication in top-tier venues.

Organization
The remainder of this tutorial is structured as illustrated
in Figure 1. The Medical Data and Applications in ML
section introduces a comprehensive taxonomy of medical
data types, including EHRs, imaging, genomics, and sensor
data, and discusses their relevance to ML. The AI and
FL in Health Care section explores the evolution of AI
in health care, highlighting FL paradigms, their chal-
lenges, and future trends. The Blockchain section reviews
fundamental blockchain concepts, such as consensus, data
structures, and cross-chain communication, with a focus
on health care applicability. The Integration of FL With
Blockchain section presents integration architectures that
combine FL and blockchain, along with their security,
privacy, and regulatory implications in health care. The
Empirical Validation and Performance Evaluation section
synthesizes quantitative evidence from clinical deploy-
ments, benchmarks, and adversarial robustness studies to
provide empirical validation, assess performance tradeoffs,
and establish the framework’s real-world feasibility. The
Related Work section offers a critical review of previous
work on the integration of blockchain and FL to contextu-
alize the contributions of this tutorial. The Future Research
Directions section synthesizes emerging research challenges
and opportunities, grouped under cryptographic resilience,
infrastructure scalability, health care–specific consensus
and incentives, and regulatory compliance in system
integration. Finally, the Conclusion section summarizes the
key findings and reflects on the real-world translation of
BCFL systems into clinical practice.
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Figure 1. Organizational structure of the tutorial.

Medical Data and Applications in ML
Overview
Medical data encompass a diverse array of information
crucial for understanding, diagnosing, and treating various
health conditions. These data, ranging from patient dem-
ographics and medical history to diagnostic images and
genomic sequences, hold immense potential for advancing
health care through ML applications. By harnessing the
power of ML algorithms, medical data can be analyzed to
extract valuable insights, predict patient outcomes, person-
alize treatments, and optimize health care delivery. How-
ever, the utilization of medical data for ML requires careful
consideration of data storage and management practices to
ensure compliance with privacy regulations, maintain data
integrity, and facilitate seamless access for research and
clinical purposes. This section explores the different types of
medical data and their applications in ML.
EHR Data
EHRs are digital patient charts containing medical his-
tory, diagnoses, medications, treatment plans, immunization
dates, allergy information, medical images, and lab results,
providing a comprehensive, up-to-date view for informed
decision-making [24,25]. The key EHR features include the
following: (1) digital format, electronic records replace paper

for easier storage, access, and sharing; (2) interoperability,
designed for sharing among different providers and organ-
izations, facilitating better care coordination; (3) real-time
access, authorized professionals get quick access to critical
information, which is crucial for emergencies; (4) patient
engagement, features allow patients to access data, schedule
appointments, and communicate with providers; (5) decision
support, tools offer alerts for drug interactions, screening
reminders, and clinical guidelines; and (6) data security and
privacy, security measures protect confidentiality, with access
restricted to authorized personnel [26]. EHRs are a rich
source of structured and unstructured data for ML applica-
tions. ML algorithms analyze this comprehensive patient
information to extract insights, predict outcomes, identify
patterns, and improve clinical decision-making [27,28]. In
ML, EHR data are used for tasks, including the following: (1)
predictive analytics, where models forecast medical events
(eg, hospital readmission, disease onset, and mortality) for
proactive, personalized care [29,30]; (2) disease identifica-
tion and diagnosis, where algorithms assist in early detec-
tion by identifying subtle patterns and anomalies, aiding
accurate and timely diagnoses [31,32]; and (3) treatment
recommendations, where models suggest personalized plans
based on history, demographics, genetics, and past responses
to optimize outcomes [33].
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Medical Imaging Data
Medical imaging data encompass diverse visual represen-
tations of internal body structures, acquired via distinct
imaging modalities [34,35] for clinical scrutiny, diagnosis,
and ongoing assessment. The key components of medi-
cal imaging data are (1) patient information, (2) imaging
modalities, (3) image files, and (4) reports. First, patient
information includes basic demographic and identifying
details (eg, name, ID, age, and gender). Second, among
imaging modalities, each modality uses specific physical
principles [36] to generate images adapted to clinical needs.
The imaging modalities include (1) radiography for projection
imaging of osseous structures [37]; (2) computed tomogra-
phy (CT) for high-resolution cross-sectional imaging using
x-ray and computational reconstruction [38]; (3) magnetic
resonance imaging (MRI) for detailed soft tissue visualiza-
tion via magnetic fields and radiofrequency pulses [39]; (4)
ultrasonography for real-time acoustic wave imaging, which
is ideal for soft tissues and dynamic processes [40]; (5)
nuclear medicine imaging for visualizing organ function via
radiopharmaceuticals [41]; (6) positron emission tomography
for quantitative functional imaging, especially in oncol-
ogy, neurology, and cardiology [42]; and (7) fluoroscopic
imaging for dynamic, real-time x-ray visualization during
interventional and functional studies [43]. Third, regard-
ing image files, medical data, including metadata (patient
information, acquisition parameters, and image details) [44],
are stored, shared, and transmitted according to technical
standards [45], notably Digital Imaging and Communications
in Medicine (DICOM) [46]. Fourth, reports include narra-
tive documents generated by radiologists summarizing image
analysis findings for the treatment planning of referring
physicians. Medical imaging data have a wide range of ML
applications in health care [47], including the following: (1)
disease diagnosis and classification, ML algorithms assist in
the diagnosis and classification of diseases like cancer and
neurological, cardiovascular, and musculoskeletal disorders
[48]; (2) computer-aided detection, computer-aided detection
systems use ML to help radiologists detect abnormalities (eg,
tumors, lesions, and fractures), improving diagnostic accuracy
and efficiency [49]; (3) image-based biomarker discovery,
ML identifies imaging biomarkers associated with diseases or
treatment responses, which is valuable for prognosis, efficacy
assessment, and personalized medicine [50,51]; (4) treatment
planning and monitoring, imaging data are used to develop
personalized plans, and ML predicts outcomes, monitors
progression, and optimizes treatment strategies [52]; (5)
image reconstruction and enhancement, ML techniques (eg,
deep learning) improve image quality from various modali-
ties (MRI, CT, and ultrasonography) by reducing artifacts
and enhancing resolution for better interpretation [53]; (6)
image registration and fusion, ML algorithms automatically
align and combine multiple images (from different modalities
or time points) for comprehensive visualization and analy-
sis; and (7) drug discovery and development, ML analyzes
imaging data to evaluate drug effects on disease progression,
identify potential drug targets, and optimize delivery methods
[54].

Genomic Data
Genomic data pertain to information concerning the
organization and operation of the genome within an organ-
ism [55,56]. In health care ML, this refers to comprehen-
sive information from an individual’s genome (entire DNA/
genetic composition), offering profound insights into genetic
predispositions, treatment responses, and overall health [57].
The key components for medical use cases include the
following: (1) genome sequences, the complete set of genetic
material (DNA), consisting of nucleotides (A, T, C, and G)
that encode genetic information; (2) genes, specific DNA
sequences that encode instructions for protein synthesis,
including their location, structure, and function; (3) single
nucleotide polymorphisms, single-nucleotide variations that
can influence traits, disease susceptibility, and drug respon-
ses, along with their associated phenotypic and disease
information [58]; (4) copy number variations, genomic
alterations involving changes in the number of copies of DNA
segments, affecting gene dosage and leading to phenotypic
variations and disease susceptibility [59]; (5) gene expres-
sion profiles, information on the activity levels of different
genes (often generated via microarrays or RNA sequencing
[60]), providing insights into protein synthesis; (6) epige-
netic modifications, heritable changes in gene expression
(eg, DNA methylation and histone modifications) that do
not alter the DNA sequence but influence gene activity
and phenotype [61]; and (7) genetic variation databases,
compilations of genomic data, genetic variants, annotations,
and associated phenotypic information from various sources
(eg, population studies and disease databases) [62]. These
components are essential for understanding the genetic basis
of diseases, identifying risk factors, and developing person-
alized health care approaches. The utilization of genomic
data in health care ML includes the following: (1) disease
prediction and risk stratification, ML algorithms scrutinize
genomic data to discern patterns and variations linked to
specific diseases, assessing associated health risks [63]; (2)
personalized medicine, genomic data form the basis for
personalized treatment plans [64,65], and ML models predict
individual medication responses for tailored strategies [66-
68]; (3) drug discovery and computational genomics, ML
analyzes genomic data to expedite discovery, identifying
drug targets and comprehending genetic underpinnings for
more efficacious therapeutic solutions [69]; (4) genomic
counseling, ML algorithms decipher complex genomic data,
assisting health care professionals in communicating intricate
genetic details, risks, and familial implications [70]; (5) early
detection and diagnostics, integrating genomic data and ML
algorithms facilitates early detection by discerning subtle
genetic variations indicative of specific conditions, enabling
timely intervention [71,72]; (6) research and population
health informatics, aggregated genomic data subjected to ML
can advance the understanding of disease genetic foundations
at the population level, informing public health initiatives
and epidemiological studies [73]; and (7) genomic sequenc-
ing and computational analysis, ML plays a crucial role
in interpreting extensive genomic datasets from sequencing
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technologies, identifying genetic mutations, variations, and
other health-impacting information [74].
Biometric Data
Biometric data in the medical context refer to unique physical
or behavioral characteristics used for individual identifica-
tion and monitoring. These data are crucial in health care
for patient identification, medical record access control,
personalized treatments, and health condition monitoring.
The components of biometric data include the following: (1)
physiological biometrics, data types like fingerprints, facial
recognition, iris/retina scans, DNA, smell recognition, and
hand geometry data [75]; (2) behavioral biometrics, data
types such as voice recognition, gait analysis, and typing
dynamics data [75]; (3) health-related biometrics, data types
such as heart rate, blood pressure, blood oxygen levels,
electrocardiography (ECG) patterns [76], and brain wave
patterns (electroencephalography [EEG] patterns) [77]; and
(4) analytical biometric technologies, advanced modalities
like microbial biometrics, which analyze unique microbiome
compositions for identification and health assessment [78],
and olfactory biometrics, which utilize distinctive body odor
profiles for identification and disease detection [79].

Biometric data integrated into health care ML encompass
quantifiable physiological or behavioral attributes [75,80]
for accurate identification [81,82], secure access [83,84],
and health assessment [85]. The primary applications of
biometric data in health care ML include the following:
(1) biometric identification and access control, biometric
features (eg, fingerprints and facial characteristics) are pivotal
for precise identification and heightened security, governing
access to sensitive areas, EHRs, and medical devices [80,
86]; (2) patient identification and record matching, bio-
metric identifiers (eg, fingerprints and iris scans) ensure
precise linkage of patients to their health records, minimiz-
ing errors, with ML algorithms enhancing matching accuracy
and elevating care quality [87-90]; (3) biometric monitoring
for health assessment, continuous monitoring of biometric
data (eg, heart rate and ECG data) via wearables/sensors
facilitates real-time health assessment, and ML analyzes
dynamic data for the early detection of anomalies, support-
ing timely intervention and personalized management [91-
93]; (4) behavioral biometrics for mental health monitor-
ing, behavioral biometrics (eg, typing and voice modulation)
contribute to assessing mental health and detecting behavioral
changes [94,95], and ML models discern patterns indicative
of conditions, aiding targeted interventions [96]; (5) biometric
data in clinical trials, biometric data are used for participant
identification, monitoring, and data integrity, and ML assists
in efficient management and analysis, ensuring study validity
[97,98]; (6) voice and speech analysis for diagnostics, ML
algorithms process voice patterns to detect potential markers
for conditions like Parkinson disease [99,100] or respiratory
disorders [101,102], contributing to diagnostic capabilities
[103]; and (7) facial recognition for patient monitoring, facial
recognition is used for monitoring patient well-being and
distress, and ML analyzes facial expressions, offering insights
into comfort levels and enhancing care quality [104,105].

Sensor Data
Sensor data in medical contexts represent information
collected from various devices (wearable, implantable, or
environmental devices) to monitor health, detect condition
changes, and assist diagnoses. These data continuously track
physiological parameters, activity levels, and environmental
conditions. The components of medical sensor data include
the following: (1) wearable sensors, data from devices
like heart rate monitors, blood pressure monitors, blood
glucose monitors, activity trackers, and pulse oximeters; (2)
implantable sensors, data from devices like cardiac mon-
itors, glucose monitors, and intraocular pressure sensors;
(3) environmental sensors, data gathered from air quality
monitors (for pollutants and allergens affecting respiratory
conditions) and temperature/humidity sensors; (4) special-
ized medical sensors, data from ECG, EEG, electromyogra-
phy, gait sensors, and sleep monitors; and (5) smart health
homes, data extracted from fall detectors and bed sensors that
monitor sleep patterns, bed occupancy, and vital signs.

Sensor data used in health care ML are collected
from various sources (wearables, medical equipment, and
monitoring tools) [106,107], providing real-time health and
activity insights. ML algorithms analyze these data to
make predictions, identify patterns, and offer personalized
insights. The utilization of sensor data in health care ML
includes the following: (1) vital sign monitoring, (2) wearable
devices for activity tracking, (3) blood glucose monitoring
and continuous glucose monitoring, (4) ECG monitoring,
(5) sleep monitoring, (6) environmental sensors, (7) medi-
cation adherence monitoring, (8) fall detection and activity
recognition, and (9) biometric sensors for stress and emotion
monitoring. First, in vital sign monitoring, ML analyzes
continuous vital sign data (heart rate, blood pressure, etc) to
detect anomalies, predict health deteriorations, and offer early
warnings [108,109]. Second, regarding wearable devices
for activity tracking, ML models analyze data from accel-
erometers and gyroscopes to assess physical health, detect
abnormalities, and provide personalized insights for fitness
and rehabilitation [110]. Third, in blood glucose monitoring
and continuous glucose monitoring, ML algorithms analyze
continuous glucose monitoring data to predict glucose level
trends, recommend insulin dosages, and enhance diabetes
management [111]. Fourth, in ECG monitoring, ML interprets
ECG data to identify cardiac abnormalities, predict car-
diovascular risk, and recommend early interventions [112,
113]. Fifth, in sleep monitoring, ML algorithms analyze
sleep data (from wearables and bed sensors) to identify
disorders, provide insights into sleep hygiene, and recom-
mend personalized interventions [114,115]. Sixth, regarding
environmental sensors, ML correlates environmental data
(air quality and temperature) with health outcomes, aiding
in identifying triggers for respiratory conditions or allergies
[116]. Seventh, in medication adherence monitoring, ML
analyzes adherence patterns tracked by smart sensors, sending
reminders and providing providers with compliance insights
[117,118]. Eighth, regarding fall detection and activity
recognition, ML models use motion sensor data for fall risk
assessment, accident prediction, and adapting care plans for
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individuals with mobility challenges [119]. Ninth, regarding
biometric sensors for stress and emotion monitoring, ML
analyzes biometric signals (eg, skin conductance and heart
rate variability) to provide insights into mental health, stress
management, and emotional well-being [120,121].

Patient-Generated Data
Patient-generated data (PGD) in health care ML refer to
health-related information actively contributed by patients
[122,123], distinct from traditional clinical records. Sourced
directly via wearables, mobile apps, and patient-repor-
ted outcomes (PROs), PGD foster a patient-centric, data-
driven approach, enabling personalized interventions, early
detection, and improved patient-provider communication
[124]. Beyond sensor data, PGD utilization in health care ML
includes the following: (1) mobile health apps and surveys,
patients input health information and feedback via apps,
and ML processes these data to derive insights into treat-
ment effectiveness, medication adherence, and satisfaction,
informing personalized care plans [125]; (2) social media
and online communities, patients share health experiences
and concerns online [126], and ML conducts analyses on
social media data for health-related trends, sentiment, and
public health monitoring, contributing to population health
research and patient perspectives [127,128]; (3) genomic
and genetic data sharing, patients voluntarily contribute
genetic information for research, and ML analyzes aggrega-
ted genomic data to identify genetic factors associated with
diseases, fostering precision medicine advancements [129];
and (4) telehealth and virtual visits, patients offer health
updates during virtual consultations, and ML algorithms
analyze PGD from these visits to support clinical decision-
making, monitor treatment progress, and enhance virtual
health care quality [130].

Clinical Trial Data
Clinical trial data refer to information systematically collected
during trials designed to evaluate the safety, efficacy, or
effectiveness of new medical interventions (drugs, devices,
and procedures) in human participants [131]. These data,
governed by a structured protocol, inform medical deci-
sion-making, regulatory approvals, and medical knowledge
advancements. Integrating these data into ML models enables
the development of predictive algorithms, risk assessment
tools, and decision support systems, contributing to evi-
dence-based medicine, personalized treatments, and enhanced
clinical research efficiency [132]. The key components of
clinical trial data are as follows: (1) demographic informa-
tion, (2) informed consent, (3) medical history, (4) interven-
tion details, (5) clinical assessments, (6) adverse events,
(7) efficacy endpoints, (8) follow-up data, and (9) protocol
deviations. First, demographic information includes details on
study participants (age, gender, race, and ethnicity) incorpora-
ted into ML models to assess intervention response across
groups and develop personalized treatment plans. Second,
informed consent involves documentation confirming that
participants were informed of risks/benefits and voluntarily
agreed to participate, ensuring ethical standards and regu-
latory compliance, with ML incorporating this to restrict

the analysis to consented data [133,134]. Third, medical
history includes information on pre-existing conditions,
relevant history, and concurrent medications, which is used
to identify comorbidities that may impact treatment out-
comes. Fourth, intervention details include specifics about
the product/procedure (dosage, administration, and protocol),
with ML analyzing these details to identify patterns associ-
ated with treatment success or failure, predicting efficacy
in future cases [135]. Fifth, clinical assessments include
physical examinations, lab tests, imaging, and measurements
to assess the health status and intervention response, with ML
processing this information to identify trends, correlations, or
anomalies indicative of treatment responses or adverse events,
aiding early detection and prediction [136]. Sixth, adverse
events involve records of side effects experienced, including
severity and relation to the intervention, with ML learning
from these historical data to predict the likelihood of adverse
events for new interventions, supporting risk assessment
and proactive management [137,138]. Seventh, efficacy
endpoints include measurements (eg, symptom relief and
disease marker improvement) used to determine interven-
tion effectiveness, with ML analyzing these data to develop
predictive models for treatment success/failure and identify
key contributing factors. Eighth, follow-up data include
information on long-term outcomes, adherence, and sustained
effects collected during posttrial visits, which is essential
for longitudinal analyses, with ML using this information
to predict the long-term effects of interventions, including
sustained efficacy or potential relapse [139]. Ninth, proto-
col deviations involve documentation of deviations from the
original plan and their reasons, with ML analyzing the data to
identify how deviations impact study outcomes, allowing for
adjustment or prediction of their potential effects [140].
Prescription and Medication Data
Prescription and medication data in medical records relate
to prescribed drugs, dosage, frequency, and related details.
These data are crucial for patient safety, medication man-
agement, monitoring public health and treatment efficacy,
research, regulatory compliance, and facilitating communi-
cation. Integrated into EHRs, they provide a comprehen-
sive medication history, allowing health care professionals
to make informed decisions and avoid potential adverse
events. Aggregated and anonymized data are used in research
to broadly assess medication safety and effectiveness. The
key components of prescription and medication data are
as follows: (1) patient information; (2) prescriber informa-
tion; (3) prescription date; (4) medication name; (5) dos-
age, frequency, and route of administration; (6) duration of
treatment; (7) instructions for use; (8) refill information; (9)
allergies and contraindications; (10) adverse reactions; (11)
medication changes; (12) medication discontinuation; and
(13) medication administration records (MARs). First, patient
information includes identification details (name, date of
birth, and demographics), which are used in ML for per-
sonalized treatment. Second, prescriber information includes
details about the prescribing provider, with ML models being
trained to recognize prescribing practices associated with
positive patient outcomes [141]. Third, prescription date is the
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date the prescription was issued, and temporal analysis assists
in predicting medication adherence and treatment outcomes,
with ML identifying patterns related to issuance timing and
patient behavior [142]. Fourth, medication name involves
generic and brand names, with ML models categorizing
medications by therapeutic class, aiding in identifying
commonalities in treatment outcomes [143]. Fifth, dosage,
frequency, and route of administration include the prescri-
bed amount/strength, how often it should be taken, and the
administration method, which are crucial details for predict-
ing adherence and adverse events, with ML models identi-
fying optimal regimens [144]. Sixth, duration of treatment
is the prescribed period, with ML models analyzing this
to predict long-term outcomes, including treatment success
and potential drug resistance [145]. Seventh, instructions
for use include additional guidance (eg, taken with food
and specific times), with natural language processing (NLP)
approaches extracting insights from free-text instructions to
identify nuances in patient guidance [146]. Eighth, refill
information includes details on authorized refills, which are
essential for predicting adherence and persistence, with ML
identifying factors influencing refill behavior and predict-
ing discontinuation likelihood [147]. Ninth, allergies and
contraindications involve records of known patient aller-
gies or contraindications, with ML identifying associations
among these records, adverse drug reactions, and specific
medications to predict safety and suitability for individual
patients [148]. Tenth, adverse reactions involve documenta-
tion of experienced side effects, with data being analyzed
to develop predictive models identifying patients at higher
risk for specific side effects, enabling proactive management.
Eleventh, medication changes include information about
dosage adjustments or switches, with ML analyzing historical
changes to predict future treatment modifications, assisting
in personalized planning [129,149]. Twelfth, medication
discontinuation involves the reason and date of stopping
medication, with ML models predicting factors contributing
to discontinuation, helping providers intervene to improve
adherence [150]. Thirteenth, MARs include records of actual
medication administration in a health care setting, with MAR
data being used to train ML models for predicting administra-
tion patterns and identifying deviations from the prescribed
regimen [151].
Laboratory Data
Laboratory data in medical records are the results of tests
and analyses conducted on patient samples, which are
essential for diagnosing, monitoring, and managing various
medical conditions. The types of data collected vary by
patient presentation and provider assessment. ML techniques
(supervised, unsupervised, and deep learning) are applied
depending on the nature of the data and analysis goals.
The common types of laboratory data are the results of the
following tests: (1) blood tests, (2) urinalysis, (3) microbi-
ology tests, (4) pathology tests, (5) hematology tests, (6)
immunology tests, (7) endocrine tests, (8) serology tests,
(9) genetic tests, and (10) radiology and imaging studies.
First, blood tests include assessments of the complete blood
count (cell counts), blood chemistry panel (electrolytes,

glucose, and organ function tests), and lipid profile, with
ML models identifying patterns in complete blood count
results associated with specific diseases (eg, anemia and
infections) [152]. Second, urinalysis involves examination of
the physical/chemical properties of urine, with ML algo-
rithms detecting patterns indicative of kidney disorders,
urinary tract infections, or diabetes [153]. Third, microbi-
ology tests involve identifying microorganisms and their
antibiotic sensitivity, with ML assisting in microorganism
identification from culture data and predicting antibiotic
susceptibility for personalized treatment [154,155]. Fourth,
pathology tests include tissue biopsy and cytology (cell
examination) performed for disease/abnormality diagnosis
(eg, cancer), with image recognition ML models trained
on pathology slides assisting in identifying abnormal tissue
or cancerous cells [50,156]. Fifth, hematology tests include
coagulation studies (blood clotting) and erythrocyte sedimen-
tation rate (an inflammation measure), with ML models
analyzing coagulation data to predict the risk of bleeding
or clotting disorders [157]. Sixth, immunology tests include
antibody tests (detecting immune system antibodies) and viral
load (measuring the virus in blood), with ML algorithms
identifying patterns in antibody levels to diagnose autoim-
mune or infectious conditions [158,159]. Seventh, endocrine
tests include assessments of hormone levels (eg, thyroid and
insulin), with ML models analyzing these levels to predict
and monitor endocrine disorders like thyroid dysfunction or
diabetes [160,161]. Eighth, serology tests include analyses of
serum components (proteins, enzymes, and electrolytes), with
ML identifying markers associated with specific diseases,
aiding early detection and monitoring [158]. Ninth, genetic
tests involve the identification of specific genetic markers
for condition diagnosis, with ML analyzing these data to
identify disease risk, predict treatment response, or diagnose
genetic disorders [70]. Tenth, radiology and imaging studies
include diagnostic tests contributing to medical data, with
image recognition/segmentation ML models being trained
on radiology images to assist in diagnosing conditions like
tumors or fractures.
Telehealth Data
Telehealth data refer to information collected during remote
health care interactions between patients and providers [162].
These data are crucial in modern health care, utilizing
technology (video, phone, and online platforms) to deliver
services remotely and contributing to the overall patient
record [163]. The key components of telehealth data are
as follows: (1) audio and video recordings, (2) text-based
communication, (3) diagnostic and monitoring device data,
(4) EHR integration, (5) appointment and scheduling data,
(6) patient demographics and consent, (7) prescription and
medication data, and (8) PROs. First, audio and video
recordings include recordings of virtual consultations used
for documentation and quality assurance, with ML analyz-
ing these for sentiment or clinical insights, speech recog-
nition transcribing audio for verbal analysis, and facial
recognition/sentiment analysis assessing patient emotions
and engagement [164]. Second, text-based communication
involves chat logs, texts, or emails containing symptom and
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treatment information, with NLP extracting and categoriz-
ing information (symptoms and treatment discussions) and
sentiment analysis gauging patient satisfaction and well-being
[165]. Third, diagnostic and monitoring device data include
data from remote devices (eg, blood pressure monitors,
glucose meters, and wearables) that enable continuous remote
health monitoring, with ML models analyzing trends and
patterns, and time series analysis and predictive model-
ing detecting trends/anomalies in vital signs and predict-
ing exacerbations of chronic conditions [166,167]. Fourth,
EHR integration involves integration into EHRs/electronic
medical records for a comprehensive patient view, with ML
analyzing combined data to identify correlations between
in-person and virtual interactions, improving diagnosis and
treatment planning. Fifth, appointment and scheduling data
include information on scheduling, duration, and attendance,
with analysis optimizing appointment availability and patient
access, and predictive analytics optimizing scheduling and
resource allocation by anticipating demand. Sixth, patient
demographics and consent include details about the patient
and consent for services, ensuring privacy compliance and
personalized care context, with ML analyzing demographic
data for population health trends, targeted interventions, and
service personalization. Seventh, prescription and medica-
tion data include information on prescriptions, management,
and adherence, supporting virtual refills, with predictive
modeling analyzing adherence patterns to inform personal-
ized interventions and identifying medication-related risks
and interactions [168]. Eighth, PROs include patient-repor-
ted data on symptoms, well-being, and effectiveness, with
ML analyzing PROs via text mining and sentiment analysis
to predict treatment responses and assess correlations with
clinical outcomes to inform decisions [169].
Feature Engineering for Medical Data
While raw medical data provide the foundation for down-
stream ML applications, they often require substantial

transformation to become analytically useful. Feature
engineering refers to the process of extracting, selecting, and
constructing meaningful features from raw data to enhance
model accuracy, interpretability, and generalizability [170].
This step is particularly critical in the health care domain due
to the inherent heterogeneity, noise, and sparsity of clinical
data.

The feature engineering process encompasses several
essential techniques tailored to different data modalities.
Normalization and encoding transform categorical variables
and scale numerical values to comparable ranges. Tem-
poral aggregation captures time-dependent patterns from
longitudinal records such as EHR data. NLP embedding
methods convert unstructured clinical notes into dense
vector representations. Signal processing techniques extract
meaningful patterns from physiological sensors and medical
imaging. Dimensionality reduction methods address the curse
of dimensionality while preserving informative variance in
high-dimensional genomic or imaging data.

Effective feature engineering not only improves model
performance but also enhances interpretability and supports
reproducibility across diverse health care settings [171]. In
FL scenarios, harmonizing feature spaces across distributed
clients is crucial to ensure compatible model training and
aggregation [171]. Figure 2 illustrates a high-level pipe-
line that uses systematic preprocessing transformations for
mapping heterogeneous raw medical data (detailed taxon-
omy in Figure 3) to structured feature vectors suitable for
downstream ML and FL modeling.

Figure 2. Feature engineering pipeline for heterogeneous medical data. Raw health care data from 10 diverse sources (detailed taxonomy in Figure 3)
undergo systematic preprocessing and transformation to generate unified feature vectors for downstream machine learning (ML) or federated learning
(FL) applications. NLP: natural language processing.
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Figure 3. Medical data taxonomy for health care machine learning.
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AI and FL in Health Care
Overview
AI is revolutionizing health care, impacting diagnosis,
treatment, and patient care. This section explores the
evolution of AI in health care, from its historical roots to
cutting-edge developments, showcasing its potential across
various health care domains. We will further delve into
FL as a key technology for the future. FL’s collaborative
approach enables privacy-preserving data analysis, making it
a powerful tool for health care research and delivery. We will
discuss its applications, case studies, current challenges, and
future directions.
Potential of AI in Health Care
AI is transforming health care across a wide spectrum,
from disease diagnosis to patient care management, making
significant contributions in several key areas (Figure 4).
The first area is disease diagnosis and imaging. AI has
revolutionized medical imaging, providing more accurate and
faster diagnoses [172]. Deep learning models, trained on
large datasets (eg, x-ray images [173], MRI scan images
[174], and CT scan images [175]), can identify patterns
undetectable to the human eye, aiding in the early detec-
tion of diseases like cancer, cardiovascular abnormalities,
and neurological disorders. The second area is drug devel-
opment and personalized medicine. AI algorithms stream-
line drug development by predicting molecular behavior
[176] and identifying potential drug candidates [177]. In

personalized medicine, AI analyzes patient data, including
genetic information, to tailor treatments, improving efficacy
and reducing side effects [123,178]. The third area is
predictive analytics in patient care. AI’s predictive analyt-
ics are crucial to preventive medicine. EHRs are analyzed
[179] to predict patient risks for diseases [180], hospital
readmission [181], and adverse events, enabling proactive
care [180]. The fourth area is robotics and surgical assis-
tance. AI-integrated robotics improve surgical precision and
outcomes [182]. AI-driven robots assist surgeons in complex
procedures, reducing human error and recovery time, and AI
supports surgeon training through virtual reality simulations
[183]. The fifth area is patient engagement and telemedicine.
AI-powered chatbots and virtual health assistants provide
24/7 support and health monitoring [184], enhancing patient
engagement and adherence. In telemedicine, AI tools assist
in remote diagnosis and consultation, making health care
more accessible [185]. The sixth area is health care adminis-
tration and management. AI streamlines administrative tasks
(scheduling, billing, and claims) [186] and optimizes hospital
operations, resource allocation, and patient flow, improving
overall efficiency and reducing costs [187]. The seventh
area is global health and epidemic response. AI is pivotal
in tracking and predicting the spread of infectious diseases
[188]. During the COVID-19 pandemic, AI models were
instrumental in analyzing virus transmission [189], assess-
ing vaccine development [190], and managing health care
resources [191]. The key application domains of AI in health
care are presented in Figure 5.

Figure 4. Exploring the convergence of artificial intelligence (AI) with health care: trends, applications, and future perspectives. FL: federated
learning.
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Figure 5. Six key application domains of artificial intelligence (AI) in health care. AI technologies enable advances across drug discovery, surgical
precision, diagnostic accuracy, patient rehabilitation, risk assessment, and virtual health assistance.

Fundamentals of ML

ML Background
ML, a pivotal branch of AI, is fundamentally reshaping
our approach to problem-solving across various domains,
including health care. At its core, ML involves the develop-
ment and application of algorithms that enable computers to
learn from and make decisions or predictions based on data.
This capacity for self-improvement and adaptation without
explicit programming is what sets ML apart.

The cornerstone of ML is data. Algorithms learn from
data patterns, and the quality and quantity of these data
significantly influence their performance, as explained in
the previous section. ML algorithms are sets of rules or
instructions given to computers to help them learn from
data. These algorithms can be broadly categorized into
supervised learning [192-197], unsupervised learning [198-
205], semisupervised learning [206-209], and reinforcement
learning (RL) [210-215].

Supervised Learning
Supervised learning, a dominant branch of ML, is crucial
in health care, leveraging labeled datasets to train models
for making predictions or categorizing data [192]. This
approach is powerful where the relationship between the
input and output is known and can be modeled [216]. The
key characteristics include the following: (1) labeled data,
training data have known outcomes, guiding the algorithm to
learn the relationship between input features and the output;
(2) classification and regression, the two primary tasks are
classification (predicting discrete outcomes, eg, diagnosing a
disease) and regression (predicting continuous outcomes, eg,
recovery time); and (3) model training and validation, the
model is trained on one portion of data and validated on a
separate, unseen dataset to ensure good generalization.

Supervised learning has a significant impact on health care
applications, including the following: (1) disease diagnosis
and prognosis, ML models are trained on clinical data
(symptoms, lab results, and imaging) to identify diseases (eg,
models trained on imaging data can detect abnormalities like
tumors in radiographic images with high accuracy) [193,194];
(2) personalized treatment plans, algorithms analyze patient
data to predict individual responses to different treatments,
which is effective in fields like oncology [195] where plans
are tailored based on tumor genetics; (3) risk assessment,
models predict the risk of developing conditions (eg, diabetes
and heart disease) based on lifestyle, genetics, and other
factors [196]; and (4) readmission prediction, supervised
learning predicts a patient’s likelihood of hospital readmis-
sion, which is vital for improving patient care and reducing
costs [197].

ML offers invaluable tools through its classification and
regression tasks. Classification entails categorizing data into
predetermined classes, and this is crucial for the follow-
ing: (1) disease diagnosis, models classify patient data into
disease categories (eg, using convolutional neural networks
to classify dermatological images as benign or malignant
skin lesions) [217]; (2) heart disease prediction, algorithms
analyze patient data (age, blood pressure, and cholesterol
level) to classify individuals into risk categories for heart
disease, aiding early intervention [218]; and (3) patient
triage in emergency rooms, models classify patients based on
condition severity (analyzing symptoms, vitals, and history)
to assist in determining urgency, optimizing patient flow and
resource allocation [219].

Regression tasks deal with predicting continuous outcomes
in health care, and they are applied to the following: (1)
predicting patient outcomes, models predict quantitative
outcomes like length of hospital stay, surgical recovery time,
or disease progression (eg, predicting blood sugar levels in
diabetic patients based on lifestyle/medication) [220]; (2)
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dosage prediction, regression algorithms predict the optimal
drug dosage for individual patients [144], which is particu-
larly important in treatments like chemotherapy to balance
efficacy and toxicity [221]; (3) disease progression modeling,
models forecast the rate of progression for chronic diseases
(eg, Alzheimer disease and Parkinson disease) by analyz-
ing patient data over time, aiding treatment planning [222];
and (4) survival analysis, regression models are crucial in
oncology for predicting patient survival times after diagnosis
or treatment, which is vital for planning and management
[223].

Unsupervised Learning
Unsupervised learning is a fundamental ML category that
analyzes and groups unlabeled data based on similarities
and differences, without predefined labels [198]. Two critical
techniques are clustering and dimensionality reduction [199-
201,203,205,224], and both are vital in genomics and medical
imaging.

Clustering groups objects so that those in the same
cluster are more similar to each other than to those in other
groups. Its health care applications include the following:
(1) genomic data analysis, clustering categorizes genes
with similar expression patterns, aiding in understanding
gene functions, identifying disease markers, and revealing
biological pathways (eg, it identifies co-expressed gene
groups in diseases like cancer, revealing potential therapeutic
targets) [199]; (2) patient stratification, algorithms segment
patients into groups based on similarities in medical records
or genetic information [224], and this stratification identifies
disease subtypes with distinct clinical outcomes or treatment
responses, facilitating personalized medicine; and (3) medical
imaging, clustering is used for image segmentation (partition-
ing images into pixel sets) to identify regions of interest, such
as tumors in MRI or CT scans, which is crucial for accurate
diagnosis and treatment planning [201].

Dimensionality reduction decreases the number of random
variables by obtaining a set of principal variables, which
is important for dealing with high-dimensional data com-
mon in health care as follows: (1) genomic data analysis,
genomic data are inherently high-dimensional, with techni-
ques like principal component analysis [202] and t-distrib-
uted stochastic neighbor embedding [203] reducing their
complexity, and this simplification aids in data visualization,
identifying genetic markers, and understanding the genetic
architecture of diseases; and (2) medical imaging, high-reso-
lution images are computationally intensive, and dimension-
ality reduction techniques reduce the number of features
while retaining essential information [204]. This is crucial for
efficient storage, processing, and analysis of medical images,
facilitating the development of more efficient diagnostic
algorithms [205].

Semisupervised Learning
Semisupervised learning is a fundamental ML category
uniquely positioned in health care because it improves model
performance by leveraging both labeled and unlabeled data
[206,208,225]. This approach is cost-effective, utilizing the

abundance of unlabeled data in health care where labeling
is often expensive or time-consuming. The key features
include the following: (1) utilizing unlabeled data, algo-
rithms exploit the vast amounts of unlabeled data in health
care databases, which, despite lacking explicit annotations,
contain valuable information that complements labeled data
and enhances the model’s understanding of complex medical
phenomena [226]; (2) combining labeled and unlabeled data,
by incorporating both data types during training, semisuper-
vised algorithms learn more robust representations of the
underlying data distribution [227], improving the model’s
generalization capabilities and leading to more accurate
predictions; and (3) semisupervised techniques, methods like
self-training, co-training, and semisupervised support vector
machines iteratively refine predictions using labeled data
while leveraging unlabeled data to enhance overall perform-
ance [207].

In health care, semisupervised learning applies to diverse
areas as follows: (1) medical image analysis, algorithms
analyze large volumes of unlabeled medical images to
identify subtle patterns or anomalies, and combining this
unsupervised analysis with labeled data improves the
accuracy of tasks such as tumor detection, organ segmenta-
tion, and disease classification [209]; (2) clinical diagnosis,
it assists diagnosis and outcome prediction by leveraging
both labeled patient data and unlabeled population health
data [208], and this integrated approach enhances diagnostic
accuracy and reliability, leading to more informed clinical
decisions; and (3) patient monitoring, techniques analyze
large streams of unlabeled patient data (eg, EHRs and
physiological signals) to detect deviations from normal health
patterns [225], and incorporating these data into predictive
models allows providers to proactively identify and intervene
in adverse health events. Overall, semisupervised learning
offers a powerful framework to leverage the wealth of
unlabeled health care data, advancing ML model perform-
ance, medical research, diagnosis, and treatment strategies
[228,229].

Reinforcement Learning
RL is an ML type particularly suited for situations where an
“agent” must make a sequence of decisions to achieve a goal
[230]. Approaches to learning optimal policies include the
following: (1) dynamic programming, breaks down deci-
sion-making into simpler, recursively solved subproblems,
which is effective in environments with a perfect, known
model (states and transitions); and (2) Monte Carlo methods,
model-free approaches relying on repeated random sampling
to approximate the optimal policy, which is useful for
problems with stochastic dynamics and rewards.

In health care, RL offers innovative ways to
approach complex, dynamic decision-making problems [210],
operating on reward and penalty principles to learn optimal
actions through trial and error. The key concepts include
the following: (1) agent and environment, an “agent” (eg,
a health care model) interacts with its “environment” (eg,
patient data/scenarios), taking actions and receiving feedback
in the form of rewards or penalties based on the outcomes;
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(2) policy, the strategy the agent uses to determine the
next action based on the current environment state (eg,
choosing a treatment plan); (3) reward signal, guides the
agent’s actions, with positive rewards encouraging similar
decisions and negative rewards signaling adjustment; (4)
value function, estimates the expected cumulative reward of
taking an action in a given state, helping the agent predict
long-term outcomes; and (5) exploration versus exploitation,
balancing trying new actions (exploration) with using known
high-reward actions (exploitation), which is analogous to
balancing experimental and tried-and-tested treatments.

RL is highly useful in health care applications, includ-
ing the following: (1) treatment optimization, RL adjusts
treatment strategies over time based on patient response
[211], and for chronic diseases like diabetes, models suggest
adaptive insulin dosages, diet, and exercise plans; (2) clinical
trial design, RL helps determine the most effective trial
structures, treatment regimens, and patient selection criteria,
enhancing trial efficiency and success rates [231-233]; (3)
robotic surgery and rehabilitation, used in training robotic
systems to adapt to patient-specific conditions and improve
based on feedback from surgical outcomes or recovery
rates [212]; (4) personalized medicine, RL models analyze
patient data over time to predict the most effective treat-
ment plans, considering the unique health trajectory and
response patterns of each patient [213,214]; and (5) health
care resource management, algorithms assist in managing
resources (hospital bed allocation, staff scheduling, and
equipment usage) by learning optimal allocation strategies
based on demand and resource availability [215].
Case Studies of ML in Health Care
ML has made significant inroads into health care, transform-
ing patient care, diagnostics, treatment planning, and disease
management. Notable real-world examples highlight both
successes and challenges as follows: (1) diagnostic imaging
and radiology, ML (especially deep learning) has revolution-
ized medical image interpretation (eg, Google Health’s ML
model outperformed human radiologists in detecting breast
cancer in mammograms [234]), and the challenges include
integrating these systems into clinical workflows, dealing
with diverse data quality, and ensuring consistent perform-
ance across different populations and equipment; (2) drug
discovery and development, ML accelerates drug discovery,
reducing cost and time (eg, Atomwise used AI to predict
effective molecules, even identifying promising COVID-19
compounds in 2020 [235]), and the primary challenge is the
time-consuming and expensive process of validating AI-
discovered drugs in clinical trials; (3) predictive analytics in
patient care, ML models are increasingly used for predictive
analytics (eg, the Johns Hopkins team used ML to predict
sepsis in hospitalized patients, enabling early intervention
[236]), and the challenges include ensuring data privacy,
overcoming data silos, and dealing with potential biases in
training data; (4) personalized medicine, ML aids in tailoring
treatments to individual genetic profiles (eg, a team at Earle A
Chiles Research Institute used ML to analyze the genetic data
of cancer patient for identifying the most effective treat-
ment plans [237]), and the challenges include managing vast

amounts of genetic data, ensuring accurate interpretations,
and integrating these insights into routine clinical practice;
and (5) mental health applications, ML models monitor and
diagnose mental health conditions (eg, apps like Ginger.io
use ML to analyze user interaction and provide personalized
mental health support [238]), and the challenges include
addressing privacy concerns, ensuring algorithm sensitivity
and specificity across diverse populations, and integrating
these tools with traditional mental health services.
FL Details

FL Background
Within the field of ML, data security and privacy are
paramount concerns. Traditional ML approaches often require
centralized data storage, which can raise privacy issues
and limit participation due to data ownership restrictions.
FL has emerged as a groundbreaking solution, offering a
decentralized paradigm for collaborative ML [239]. In FL,
multiple entities, such as health care institutions or research
centers, collaborate to train a model without sharing their
raw data. Each entity trains a local model on its own data
and shares only model updates, such as gradients or parame-
ters, with a central server. This collaborative approach allows
for distributed learning while preserving data privacy and
security.

FL Types
FL encompasses three prominent implementations tailored to
diverse scenarios and constraints: (1) horizontal FL (HFL);
(2) vertical FL (VFL); and (3) federated transfer learning
(FTL) (Figure 6). The first implementation HFL involves
training models across multiple devices or clients that possess
similar data distributions (same features) but cannot share raw
data due to privacy concerns. Each client trains a local model
and shares only model updates (gradients/parameters) with
a central server [240]. The server aggregates these updates
to refine a global model, which is then redistributed. HFL
is suitable where data are distributed with similar charac-
teristics, such as mobile phones, IoT edge devices [241],
and EEG data [242]. The challenges involve privacy-preserv-
ing techniques, communication efficiency, and aggregation
strategies [243]. The second implementation VFL addresses
scenarios where data are distributed across multiple par-
ties with complementary features (different features) that
cannot be shared due to privacy/proprietary concerns [244].
Each party holds a subset of features. The goal is collabo-
rative model training without sharing raw data, commonly
using secure multiparty computation (SMPC) and HE to
enable computation on encrypted data while preserving
privacy [245]. VFL is applied in health care where different
institutions hold complementary patient data (eg, medical
records and lab results) that are crucial for accurate mod-
els while preserving privacy [246]. The third implementa-
tion FTL extends traditional transfer learning to federated
settings, where knowledge from related tasks or domains
is leveraged across multiple decentralized datasets [247].
Unlike traditional transfer learning, FTL aggregates knowl-
edge from decentralized clients to refine a base model
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(initialized from pretraining or scratch). This accommodates
variations in data distributions and characteristics across
clients [248]. FTL is beneficial where labeled data are

scarce or unevenly distributed, such as electrocardiogram
signal analysis [249], improving performance by leveraging
knowledge from related domains.

Figure 6. Types of federated learning (FL): (A) horizontal FL; (B) vertical FL; (C) federated transfer learning.

Case Studies of FL in Health Care
FL holds promise in health care by facilitating the collab-
orative development of robust ML models across institu-
tions (eg, hospitals and research centers) while safeguarding

patient data privacy [250,251]. This approach trains ML
models on local datasets, sharing only model updates (not
raw data) to a central server for aggregation, thus miti-
gating privacy concerns and reducing data transfer costs
[252]. FL offers enhanced privacy and utilization of diverse
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datasets without centralization. Real-world examples of FL
in health care include the following: (1) multi-institutional
collaboration for disease diagnosis, FL’s most significant
success involves collaborative projects for disease diagnosis,
and an international consortium (including institutions like
Massachusetts General Hospital, University of Cambridge,
Lahey Hospital, Assuta Medical Centers, Dasa S.A., National
Taiwan University, and Seoul National University Hospital)
successfully used FL to develop highly accurate models
for predicting critical care patient outcomes (eg, mortality
and length of stay) by leveraging diverse populations while
maintaining data privacy; (2) enhancing drug discovery and
development, FL has been used in pharmaceutical research
to create predictive models for drug response and toxicity,
and a notable instance is a project where multiple pharma-
ceutical companies shared algorithmic models, rather than
data, to predict the success of drug compounds, expedit-
ing discovery while maintaining confidentiality of propriet-
ary data [253]; and (3) collaborative research, FL enables
institutions to collaborate on cancer research without sharing
sensitive patient data, and a notable example is the collabora-
tion facilitated by Intel and Penn Medicine, utilizing FL to
identify brain tumors [254]. These cases demonstrate how FL
advances medical research while maintaining data confiden-
tiality.

Challenges of FL in Health Care
FL offers a groundbreaking opportunity to collaboratively
develop potent ML models while safeguarding patient data
privacy and minimizing transfer costs. However, realizing
its full potential in health care requires overcoming signifi-
cant challenges, including the following: (1) data heteroge-
neity and model generalizability, variability in medical data
across institutions (different formats and diverse populations)
complicates model convergence and performance, necessitat-
ing models that are generalizable to diverse patient popula-
tions and data types [255]; (2) technical and computational
limitations, successful FL implementation requires substan-
tial computational resources and technical expertise that may
be unequally distributed among institutions, and balancing
these disparities is crucial for success [256]; (3) regula-
tory and ethical compliance, FL must adhere to complex
regulations like HIPAA (United States) and GDPR (Europe)
governing data privacy and security, and ethical considera-
tions require obtaining patient consent and ensuring equi-
table distribution of research benefits, necessitating clear data
governance and ethical frameworks [257]; and (4) scalability
and real-time learning, scaling FL models to accommodate
real-time learning and large datasets poses technical hurdles,
making the efficient management and real-time updating of
models challenging [258].

Possible solutions include establishing standardized data
formats across entities for consistency, implementing
comprehensive data preprocessing pipelines to enhance
quality, and designing FL algorithms adept at handling
diverse data types and operating effectively across varying
computational resources [259].

Future prospects involve integrating FL with emerging
technologies like IoT devices and real-time health monitor-
ing systems. This integration could enable the continuous
improvement of ML models with real-time data from diverse,
distributed sources, leading to more dynamic and respon-
sive health care solutions. Additionally, advancements in
edge computing could further enhance FL’s efficiency and
scalability in health care [260].
Current Trends and Future Directions of
FL in Health Care

Overview
The landscape of FL in health care is rapidly evolving,
driven by technological advancements and the growing need
for collaborative and privacy-preserving data analysis. This
section outlines the current trends shaping FL in health care
and forecasts its future trajectory.

Current Trends of FL in Health Care
The prevailing trends shaping FL in health care reflect
a dynamic evolution toward enhanced analytics, privacy,
collaboration, and ethical considerations as follows: (1)
integration with advanced analytics and AI, FL is being
increasingly integrated with sophisticated AI techniques, such
as deep learning, to enhance its analytical capabilities [261,
262], and this allows for more complex and accurate models
capable of addressing intricate health care challenges like
personalized medicine and predictive analytics [250]; (2)
emphasis on data privacy and security, due to heightened
data privacy concerns, FL is gaining traction as a preferred
method for collaborative health care research [263], and its
inherent design, which allows for model training without
sharing raw data, aligns well with stringent data privacy
regulations like HIPAA and GDPR; (3) cross-institutional
collaborations, there is a growing trend of cross-institutional
collaborations, as explained previously, which is facilitated
by FL, and these collaborations unite hospitals, research
centers, and academic institutions, enabling them to pool
knowledge and data resources for collective model improve-
ment while maintaining data sovereignty; and (4) ethical and
fair AI development, there is an increased focus on ethical AI
development as FL evolves, ensuring that FL models are fair,
unbiased, and representative of all patient demographics, thus
addressing concerns around algorithmic bias [19,264,265].

Future Directions of FL in Health Care
FL in health care is poised for significant expansion, driven
by emerging technological advancements and evolving health
care landscapes. This forthcoming evolution encompasses the
following: (1) expansion into global health initiatives, FL has
the potential to significantly impact global health research,
particularly in areas with stringent privacy laws or limited
data-sharing capabilities, facilitating the analysis of global
health trends and the development of models representative
of diverse populations [250]; (2) automated and dynamic
model updating, the future will likely see more automated and
dynamic updating of FL models [266], enabling health care
systems to respond quickly to new data or changing health
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trends, making the models more adaptive and responsive; (3)
use in remote and real-time monitoring, with the prolifera-
tion of wearable devices and IoT in health care, FL is set
to play a significant role in real-time patient monitoring
and remote health care, providing personalized insights and
treatments based on data from diverse patient populations
[267]; (4) edge computing integration, integrating FL with
edge computing could decentralize computational workload,
allowing for faster and more efficient model training and
updates, especially in real-time applications [265,268,269];
and (5) integration with blockchain for enhanced security, the
integration of FL with blockchain technology is a promising
development that bolsters data security and adds a layer of
transparency and traceability to the FL process, ensuring
immutable record-keeping and verifiable model updates in
FL networks [13]. In summary, FL in health care is at a
dynamic juncture, poised to reshape research and delivery. Its
alignment with current needs for privacy, collaboration, and
advanced analytics, coupled with its adaptability for future
technological trends, positions FL as a key player in the
future landscape of health care technology, paving the way
for more equitable, secure, and efficient use of health care
data globally.

Blockchain
Blockchain Background
Blockchain technology has undergone a remarkable evolution
since its inception in 2009 with the creation of Bitcoin by an
individual or group using the pseudonym Satoshi Nakamoto
[270]. The primary purpose of Bitcoin was to establish
a decentralized digital currency, and the innovation that
made this possible was blockchain—a distributed ledger that
records transactions across a network of computers securely
and transparently.

In the following years, the potential applications of
blockchain technology expanded beyond cryptocurrency.
Vitalik Buterin introduced Ethereum [271] in 2015, introduc-
ing the concept of smart contracts—self-executing contracts
with the terms of the agreement directly written into code.
This development opened up a broader spectrum of decen-
tralized applications (DApps) and laid the foundation for
blockchain’s role in facilitating not only peer-to-peer (P2P)
transactions but also complex programmable interactions.

The years that followed witnessed a surge in blockchain
projects and platforms, each aiming to address specific
challenges across various industries. The technology gained
recognition for its potential to enhance transparency, security,
and efficiency. Consortia and collaborations emerged, with
enterprises exploring how blockchain could optimize supply
chains [272-275], streamline financial transactions, and
enhance data integrity.

Blockchain continues to evolve, with ongoing efforts to
address scalability issues, energy consumption concerns, and
regulatory considerations. From its humble beginnings as the
underlying technology for Bitcoin, blockchain has grown into

a versatile tool with the potential to reshape how industries
manage and verify data. The technology’s journey reflects
an ongoing quest for innovative solutions to long-standing
challenges in the digital realm.

In this section, we provide a concise overview of
fundamental concepts, features, structure, and taxonomy
within the realm of blockchain technology.
Blockchain Technology: An Overview
Blockchain technology is a decentralized and distributed
ledger system designed to facilitate secure and transparent
transactions without the need for a central authority. At its
core, blockchain consists of a chain of blocks, each contain-
ing a list of transactions. These blocks are linked together in
a chronological and immutable manner, forming a continuous
chain. One of the key features of blockchain is its decentrali-
zation, meaning that the ledger is maintained by a network
of nodes rather than a single central entity. This distributed
nature enhances security, reduces the risk of fraud, and
ensures transparency in the transaction process.

Blockchain technology possesses several distinctive
features that contribute to its popularity and versatility across
various industries. The features of blockchain technol-
ogy are as follows: (1) decentralization, (2) immutabil-
ity, (3) transparency, (4) security, (5) distributed ledger,
(6) consensus mechanism, (7) anonymity and privacy, (8)
efficiency and speed, (9) interoperability, and (10) ability
to support smart contracts. First, regarding decentralization,
blockchain operates on a P2P network, eliminating the need
for a central authority or intermediary, and this enhances
security, reduces the risk of a single point of failure, and
promotes trust among mutually untrusted participants [276].
Second, immutability is the capability of a blockchain ledger
to remain unchanged. Once a block is added to the block-
chain, it becomes virtually impossible to alter or delete
the information within it. Immutability ensures the integ-
rity of the transaction history and builds trust in the accu-
racy of recorded data. Third, regarding transparency, the
entire transaction history is visible to all participants in the
network, and this fosters trust and accountability as partici-
pants can independently verify transactions and the state of
the blockchain. Fourth, regarding security, blockchain uses
cryptographic techniques to secure transactions and control
access to the network. Consensus mechanisms, such as proof
of work (PoW) and proof of stake (PoS), enhance security
by preventing unauthorized changes to the blockchain [277-
279]. Fifth, the ledger is distributed among the nodes over the
network, and each node in the network holds a copy of the
blockchain. This distribution ensures redundancy, resilience,
and a shared source of trust among the participants. Sixth,
consensus is a mechanism that gives the network the ability
to agree upon the validity of transactions (and blocks) and the
order in which they can be added to the blockchain. Sev-
enth, regarding anonymity and privacy, while all transac-
tions in the blockchain network are transparent, participants
remain pseudonymous due to the use of public/private key
pairs. Eighth, regarding efficiency and speed, blockchain
reduces the need for intermediaries and manual processes,
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leading to faster and more efficient transactions. In some
cases, however, the speed of transactions may depend on
the specific consensus mechanism used. For instance, PoW
blockchains, like Bitcoin, tend to be slower (ie, with less
throughput) compared to traditional payment systems like
Visa and Mastercard. The primary reasons for this include
the inefficiency of the underlying consensus mechanisms and
the way transactions are processed [280]. Ninth, blockchain
interoperability refers to the capacity of various blockchain
networks to interact seamlessly, facilitating the exchange of
messages, data, and tokens among them [281-285]. Standards
and protocols are evolving to enable such communication
and data exchange between disparate blockchain platforms.
The Inter-Blockchain Communication (IBC) protocol [286]
is designed to facilitate this interoperability by providing
a standardized way for independent blockchains to trans-
fer and communicate with each other. Tenth, regarding
the ability to support smart contracts, smart contracts are
self-executing contracts with the terms directly written into
code. These contracts automate and enforce predefined rules
and agreements, reducing the need for intermediaries and
streamlining processes [287,288].

Consensus Mechanism in Blockchain
Consensus in the context of blockchain refers to the mecha-
nism by which a distributed network of nodes agrees on the
state of the system or the validity of transactions [289-291].
Since blockchain operates in a decentralized and trustless
environment, consensus is crucial to ensure that all partic-
ipants have a consistent view of the blockchain’s history
and current state. The consensus mechanism is responsi-
ble for preventing double-spending (where the same digital
asset is spent more than once) and maintaining the integ-
rity of the blockchain. Different blockchain networks use
various consensus algorithms, each with its own set of rules
and processes. The most prominent and currently existing
consensus protocols are as follows: PoW; PoS; Byzantine
fault tolerance (BFT); direct acyclic graph tangle (DAG); and
hybrid consensus, including PoS and PoW hybrid, proof of
authority (PoA) and PoW hybrid, delegated PoS (DPoS) and
PoA hybrid, PoW and BFT hybrid, and hybrid voting system.

PoW Protocol
This is the original consensus algorithm used by Bitcoin
[270] and many more cryptocurrencies. In PoW, participants
(miners) solve complex mathematical puzzles to validate
transactions and create new blocks. The first miner to solve
the puzzle gets the right to add a new block to the blockchain.
PoW is resource-intensive and requires a significant amount
of computational power [292]. Blockchains that rely on
PoW are more prone to forks. A fork in blockchain technol-
ogy refers to a split in the blockchain’s transaction history,
resulting in two or more separate paths. This can occur for
various reasons, such as changes in protocol rules, disagree-
ments among participants, or software upgrades [293].

PoS Protocol
In PoS [294], validators (ie, block proposer participants) are
chosen to create new blocks and validate transactions based
on the amount of cryptocurrency they hold and are willing
to “stake” as collateral. This eliminates the need for energy-
intensive mining and aims to provide a more energy-effi-
cient alternative to PoW. Examples include Ethereum’s [295]
transition to Ethereum 2.0, Cardano [296], and Algorand
[297]. DPoS is an improvement over traditional PoS in terms
of scalability and efficiency [298].

BFT Protocols
BFT consensus algorithms are a class of protocols designed
to achieve consensus in distributed systems, even in the
presence of faulty or malicious nodes. In a BFT-based
consensus algorithm, a network of nodes collaborates to agree
on the state of the system or the validity of transactions.
The term “Byzantine fault” originates from the Byzantine
generals’ problem [299], a theoretical scenario where a group
of generals must come to a unanimous agreement on a
coordinated action, despite the possibility of some generals
being traitors and sending conflicting messages. Practical
BFT (pBFT) is the most prominent variant of BFT-based
consensus protocols [300]. This algorithm is designed to
tolerate up to one-third of the total number of nodes being
faulty or malicious. This means that as long as no more
than one-third of the nodes in the network exhibit Byzantine
behavior (ie, they may fail arbitrarily or behave maliciously),
pBFT can still reach consensus and continue to operate
correctly. Some variants of BFT (eg, Hotstuff [301], pBFT,
and improved BFT) are supported by Hyperledger Fabric
[302].

DAG Protocols
DAG consensus protocols are a class of distributed consen-
sus algorithms that use a data structure called a directed
acyclic graph to achieve agreement on the order of transac-
tions or events in a decentralized network. Unlike traditional
blockchain-based consensus protocols where transactions are
organized into linear blocks, DAG-based protocols organize
transactions in a more flexible graph structure [303]. One
of the most well-known implementations of DAG consensus
is the tangle [304], which is used in the IOTA cryptocur-
rency network [305]. In the tangle, each transaction directly
references and approves 2 previous transactions, forming
a directed acyclic graph structure. The most prominent
blockchains that run on proof of capacity include Signum,
Chia, and SpaceMint.

Hybrid Consensus Protocols
Overview
Hybrid consensus models in blockchain combine elements
of multiple traditional consensus mechanisms to leverage
their respective strengths and mitigate their weaknesses.
These models aim to achieve a balance among decentraliza-
tion, security, scalability, and energy efficiency [306]. Some
hybrid consensus models in blockchain are described below.
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PoS and PoW Hybrid
Some blockchain networks combine PoS and PoW mech-
anisms to achieve consensus (eg, TwinsCoin [307]). For
example, a PoW component may be used for initial block
creation, while PoS is utilized for subsequent block validation
or as a way to elect validators. This hybrid approach aims to
maintain security through PoW while improving scalability
and energy efficiency with PoS.

PoA and PoW Hybrid
In this hybrid model, a network may utilize PoW for initial
block creation and PoA for block validation. PoW ensures the
initial distribution of tokens and secures the network against
Sybil attacks, while PoA provides fast finality and scalability
by relying on known and trusted validators.

DPoS and PoA Hybrid
DPoS allows token holders to vote for a limited number
of delegates who are responsible for block validation. In a
hybrid approach, DPoS can be combined with PoA, where the
initial set of validators is determined through PoA, and then,
token holders can vote for additional delegates using DPoS.
This hybrid model aims to achieve both decentralization and
scalability.

PoW and BFT Hybrid
This hybrid model combines the energy-intensive PoW with a
BFT-based consensus algorithm such as pBFT or Tendermint
[308]. PoW is used for block creation, while BFT consensus
ensures finality and fault tolerance. This approach aims to
achieve both security and efficiency in blockchain networks
[309].

Hybrid Voting Systems
Some blockchain networks combine different voting
mechanisms, such as direct voting by token holders and
voting by elected delegates [310]. This hybrid voting system
aims to balance the influence of token holders with the
expertise and accountability of elected representatives.
Blockchain Data Structure
In blockchain technology, the data structure plays a pivotal
role in ensuring the integrity, security, and immutability of
the distributed ledger [278,311]. At its core, a blockchain is
composed of a series of blocks, each containing a bundle
of transactions. These blocks are cryptographically linked
together sequentially, forming a continuous chain. The data
structure of a block typically includes several key compo-
nents: a header, a list of transactions, and a cryptographic
hash. The header contains metadata, such as the block’s
unique identifier (block hash), a timestamp, and a reference
to the previous block’s hash, thus establishing the chronolog-
ical order of blocks. The transaction list records the details
of all transactions included in the block, such as sender
and receiver addresses, transaction amounts, and crypto-
graphic signatures for verification. Additionally, each block
is assigned a cryptographic hash, which is computed based

on its contents using a hashing algorithm like SHA-256. This
hash serves as a unique identifier for the block and is crucial
for maintaining the integrity of the blockchain. Any alteration
to the data within a block would result in a change in its
hash, thereby breaking the chain’s continuity and signaling
tampering. The inherent immutability and tamper-resistance
of the data structure in blockchain ensure that once recorded,
transactions cannot be altered or deleted without consensus
from the network participants, establishing a reliable and
transparent system for recording and verifying transactions
[312].
Blockchain Network and Architecture
The network architecture in blockchain is a distributed and
decentralized system that enables the secure and transparent
exchange of data and value across a network of intercon-
nected nodes. At its core, a blockchain operates as a P2P
network where each participant, or node, maintains a copy
of the entire blockchain ledger. This distributed architecture
ensures that there is no single point of failure, as the data
are replicated and synchronized across multiple nodes. Nodes
communicate with each other through a consensus mecha-
nism. Depending on the consensus algorithm used, nodes may
take on different roles, such as miners in the PoW system or
validators in the PoS system. Transactions are broadcast to
the network and validated by consensus, typically requir-
ing confirmation from a majority of nodes before being
added to the blockchain. This network architecture provides
several benefits, including resilience against censorship and
tampering, increased transparency and accountability, and
enhanced security through cryptographic techniques.

Additionally, the decentralized nature of blockchain
networks promotes trust among participants by eliminating
the need for intermediaries and central authorities, thereby
fostering a more inclusive and democratic ecosystem for
conducting transactions and exchanging value [313].

Blockchain technology typically consists of 6 common
layers, each serving a specific purpose in the network’s
function and security (Figure 7). The six layers are as follows:
(1) network layer, the foundation facilitating communica-
tion between nodes using protocols like TCP/IP, HTTP,
and P2P protocols, responsible for transmitting data (trans-
actions and blocks) across the network; (2) data layer,
stores the actual blockchain data, including blocks, transac-
tions, and smart contracts, utilizing structures and storage
mechanisms optimized for secure and efficient retrieval; (3)
consensus layer, ensures all nodes agree on the validity
and order of transactions added to the blockchain using
various mechanisms, such as PoW, PoS, DPoS, and pBFT;
(4) smart contract layer, enables the creation and execution
of programmable, self-executing contracts with terms written
directly into code, powering various DApps; (5) incentive
layer, provides mechanisms (typically block rewards and
transaction fees, eg, Bitcoin’s block rewards and Ethereum’s
gas fees) to incentivize participants (miners or validators)
to contribute resources and maintain the network’s security
and integrity; and (6) application layer, encompasses the
user-facing applications and interfaces (eg, DApps, wallets,
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smart contracts, and other software) that interact with the
blockchain protocol.

Figure 7. Six-layer blockchain architecture illustrating increasing abstraction from the network layer to the application layer.

IBC Protocol
Interoperability is one of the most important features of
next-generation blockchain networks and refers to the ability
of different blockchain platforms to communicate, share data,
and transact with each other seamlessly. It enables interopera-
bility between disparate blockchain networks, allowing them
to interact and exchange information or assets without the
need for intermediaries or centralized exchanges. Interoper-
ability is essential for realizing the full potential of block-
chain technology by facilitating cross-chain transactions,
asset transfers, and data sharing between different blockchain
ecosystems [286].

The IBC protocol is a set of standards and protocols
designed to enable communication and interoperability
between independent blockchain networks. IBC facilitates
the secure and trustless transfer of assets and data across
different blockchains, allowing them to interact and trans-
act with each other directly. The protocol defines a stand-
ardized messaging format and a set of rules for validating
and verifying transactions between participating blockchains.
By implementing the IBC protocol, blockchain networks can
establish interconnectivity, enabling cross-chain transactions,
decentralized exchanges, and interoperable DApps [283,314,
315].

IBC is a pillar of the Internet of Blockchains [311,316], a
vision where blockchain networks are interconnected like the
global internet, creating a decentralized and open ecosystem
where data, assets, and services flow freely between different
blockchains. Examples of interoperability solutions include
the following: (1) Cosmos, a decentralized network utiliz-
ing the IBC protocol to enable communication and intero-
perability between its various blockchain platforms, with
the Cosmos Hub serving as the primary connection point
[317]; (2) Polkadot, a multichain blockchain platform that
enables interoperability between different parachains (parallel

blockchains) within its network via its relay chain, allow-
ing them to share data and assets seamlessly [318]; and
(3) Wanchain, a cross-chain blockchain platform focused
on interoperability, enabling the secure and decentralized
exchange of assets between different blockchain networks,
including Bitcoin and Ethereum [319].
Blockchain Taxonomy

Overview
At a high level, blockchain networks are classified into 3
main categories: private, public, and consortium blockchains.
These are briefly explained in the following subsections.

Private Blockchain
A private blockchain is a permissioned blockchain network
where access and participation are restricted to authorized
entities only. These entities typically have known identi-
ties and are granted permission to join the network by a
central authority or administrator. Private blockchains are
often used by enterprises and organizations to build internal
blockchain solutions for specific use cases such as sup-
ply chain management, document verification, and intercom-
pany transactions. They offer enhanced privacy, control,
and scalability compared to public blockchains [320,321].
For instance, Hyperledger Fabric is a private blockchain
framework developed by the Linux Foundation’s Hyperledger
project [302,322,323]. It is designed for enterprise use cases
and enables organizations to create permissioned blockchain
networks with customizable features and governance models.

Public Blockchain
A public blockchain is a permissionless blockchain network
that is open to anyone to join, participate, and transact without
requiring permission or identification. Public blockchains are
decentralized networks where transactions are transparent,
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immutable, and verifiable by anyone. They offer high levels
of transparency, censorship resistance, and security but may
sacrifice scalability and privacy due to their open nature [324-
327]. Public blockchains are often used for cryptocurrencies,
DApps, and tokenized assets. For instance, Bitcoin operates
as a decentralized P2P network for sending and receiving the
Bitcoin cryptocurrency.

Consortium Blockchain
A consortium blockchain is a semidecentralized blockchain
network governed by a consortium or group of organiza-
tions rather than a single centralized entity. Consortium
blockchains are permissioned networks where the consensus
process and governance are shared among a predefined set of
participants. Consortium blockchains are commonly used in
industries or sectors where multiple organizations collaborate
on shared processes or infrastructure while still maintaining
some level of control and privacy [328-331]. They offer a
balance between the decentralization of public blockchains
and the control of private blockchains. For instance, R3
Corda is a consortium blockchain platform developed by the
enterprise blockchain consortium R3. Corda is designed for
use cases that require privacy, scalability, and interoperability
in multiple organizations from sectors such as finance, health
care, and supply chain.

Integration of FL With Blockchain
Overview
Integrating blockchain technology with FL has emerged as
a novel approach to address inherent data privacy, security,
and trust challenges within distributed ML systems [21,23,
332,333]. FL, characterized by training ML models across
decentralized devices without centrally aggregating raw data,
offers significant advantages in preserving user privacy and
data confidentiality. In other words, in federated ML, the
exchange occurs at the parameter level instead of transmitting
raw data. This approach mitigates the risk associated with
centralized computing architectures, which are susceptible to
targeted attacks and potential denial of service due to their
single-point-of-failure vulnerability. A detailed discussion on
FL is presented in the FL Details section, including its
different types (HFL, VFL, and FTL), applications (par-
ticularly in health care), and potential future directions
(integration with advanced analytics and cross-institutional
collaborations), highlighting FL’s pivotal role in reshaping
health care technology.

However, concerns persist regarding the integrity of FL
systems, particularly regarding data tampering or manipu-
lation by malicious or compromised nodes. Blockchain,
renowned for its immutable and transparent ledger capabili-
ties, presents a compelling solution to these challenges. By
leveraging blockchain’s decentralized consensus mechanisms
and cryptographic primitives, FL systems can ensure data
integrity, traceability, and transparency throughout the ML
model training process [334-336]. Moreover, blockchain’s
smart contract functionality enables the establishment of

auditable and self-executing agreements among participants,
further enhancing the trustworthiness of FL collaborations
[23]. This integration not only addresses privacy and security
concerns but also fosters a more collaborative and inclusive
environment for distributed ML research and applications. As
such, the motivation behind the integration of blockchain and
FL lies in the pursuit of enhancing data privacy, security, and
trust in decentralized ML ecosystems, ultimately advancing
the adoption and efficacy of FL methodologies in various
domains such as health care [13,336,337].

Blockchain technology holds immense potential to
significantly enhance the security, transparency, and
trustworthiness of FL systems by addressing key challenges
like verifying local model updates, aggregating the global
model, and incentivizing participants. The integration of
blockchain into FL is explored as follows: (1) verifying
local model updates, (2) global model aggregation, and (3)
incentivizing participants. First, regarding verifying local
model updates, blockchain offers an immutable and tamper-
proof record for local model updates from participants. These
updates are recorded as transactions, ensuring their valid-
ity and preventing unauthorized modifications. Furthermore,
smart contracts can be used to define specific rules, and they
function as verification mechanisms, executing algorithms to
validate the integrity and accuracy of updates [338]. Second,
regarding global model aggregation, blockchain empowers
FL with decentralized consensus mechanisms (eg, PoW and
PoS) that allow participants to collectively agree on the
process of aggregating the global model. The entire aggre-
gation process is transparently recorded on the blockchain,
allowing participants to verify the fairness and accuracy
of the final model [339]. Third, regarding incentivizing
participants, a key strength of blockchain is its ability to
create tokenized incentives (tokens or cryptocurrencies) to
reward participants who contribute data or computational
resources [340]. Smart contracts automate the distribution
of these incentives based on predefined criteria (eg, qual-
ity of contribution and computational resources provided)
[341]. Crucially, the entire distribution process is transpar-
ently recorded on the blockchain, ensuring accountability and
fairness [342].

By leveraging the unique strengths of blockchain
technology, FL systems can achieve a new level of security,
transparency, and trust, ultimately fostering a more collabora-
tive and efficient environment for AI development.
Integration Architecture
Several research efforts have identified distinct architectures
for integrating blockchain and FL. This paper proposes a
framework similar to that in a previous report [343], with
slight variations in terminology. Based on the level of
interaction between blockchain and FL entities, we categorize
these architectures as fully coupled, semicoupled, and loosely
coupled.

Fully-Coupled Architecture
In the fully-coupled architecture, blockchain nodes (ie, miners
or validators) perform dual roles as FL clients. Within this
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architecture, FL clients engage in computing local model
updates as well as validating these updates as blockchain
nodes. Notably, blockchain nodes not only partake in training
local models but also participate as the global model
aggregator. The aggregator, which may be a selected node,
a designated leader, or a collection of nodes based on the
predefined protocol, is responsible for gathering local model
updates. Every node in this model has the opportunity to

function as a blockchain validator, a local model trainer, and
a global aggregator concurrently. Consequently, both local
model updates and global model updates are contained within
the blockchain. Importantly, the absence of a necessity to
transmit the global model to a central server mitigates the
risk of a single point of failure within this architecture. A
schematic of this architecture is depicted in Figure 8.

Figure 8. Fully-coupled blockchain-based federated learning (FL) architecture: (A) detailed architecture; (B) schematic diagram. All local updates
are committed on-chain via a smart contract that performs aggregation. Clients act as validators within a unified blockchain trust domain.

Semicoupled Architecture
In the semicoupled architecture, blockchain and FL clients
inhabit separate networks, although FL clients retain the
capability to interact with the blockchain and manipulate
the distributed ledger. FL clients gather data from diverse
sources, train local models, and subsequently upload local
model updates to the blockchain. Blockchain nodes (ie,
miners or validators) are tasked to validate the uploaded local

model updates that will be used for training the global model.
Upon the preparation of the global model, blockchain nodes
will store it within the blockchain. Participant rewards are
allocated based on a predefined incentive mechanism. This
architecture also circumvents the potential for a single point
of failure. A schematic of this architecture is depicted in
Figure 9.
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Figure 9. Semicoupled blockchain-based federated learning (FL) architecture: (A) detailed architecture; (B) schematic diagram. Validators perform
aggregation off-chain with an on-chain registry and incentives.

Loosely-Coupled Architecture
In the loosely-coupled architecture, blockchain nodes and FL
clients are in 2 distinct networks. This architecture introdu-
ces reputation as a criterion for measuring the reliability of
the clients. In this architecture, the primary function of the
blockchain is to furnish a coordination mechanism for clients,
manage their reputation, handle authentication, manage
validation of local model updates, and manage incentives
(ie, contributions are managed to ascertain reputation and

incentivize participation). While the blockchain validates
local model updates, it refrains from storing them. In contrast,
it stores data related to the reputation of the participants.
The responsibility of the FL clients is to train local models
and upload updates to the blockchain for validation. After
validation, these updates are sent to an aggregator, which can
be a distinct server or a cloud space. A schematic of this
architecture is depicted in Figure 10.
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Figure 10. Loosely-coupled blockchain-based federated learning (FL) architecture: (A) detailed architecture; (B) schematic diagram. Central
aggregator with blockchain used only for audit logs.

Cross-Architecture Synthesis and Quantitative
Cost Analysis
The 3 BCFL integration patterns examined above represent
distinct points on a design spectrum trading decentralization
for performance and operational simplicity. The fully-cou-
pled design maximizes auditability by executing all opera-
tions on-chain, but incurs significant latency (bounded by the
blockchain finality time tf) and ledger state growth, limiting
scalability to small consortia (≤50 clients). The semicoupled

design achieves a pragmatic balance by performing model
aggregation off-chain while recording verifiable provenance
and incentive information on-chain, supporting medium-scale
health care deployments (≤100 clients). The loosely-coupled
design minimizes blockchain interaction, using it primarily
for coordination and audit, offering high throughput for
large IoMT or regional networks (≥200 clients). Practition-
ers can map deployment size, regulatory constraints, and
trust requirements to these design points to select an optimal
integration pattern, as summarized in Table 2.

Table 2. Comparative characteristics and quantitative cost trends across blockchain-based federated learning integration architectures.a
Characteristic Fully-coupled architecture Semicoupled architecture Loosely-coupled architecture
Trust model Fully decentralized (all clients act as

validators)
Partially decentralized (off-chain
aggregation, on-chain proofs)

Federated trust (central aggregator with
optional audit)

Latency per round High (∼tfb; consensus limited) Medium (off-chain aggregation, on-
chain logging)

Low (minimal blockchain interaction)

Throughput/scale ≤50 clients ≤100 clients ≥200 clients
Compute overhead ∆BC 12%-15% (cryptographic + consensus

tasks)
5%-8% (hashing + verification) 2%-4% (logging + coordination)

Network cost pattern Full model updates transmitted on-chain Partial metadata and incentive records Receipts and coordination only
On-chain storage/round Ccqd|W|e (hundreds of MBs) 10-100 kB C×0.3 to 1 kB
Auditability Very high (complete lifecycle recorded) High (key model lineage and incentives) Moderate (hash receipts only)
Best use High-security, small-scale consortia Balanced health care networks Large-scale IoMTf or regional systems

aTypical health care configuration: clients per round (C) = 50, model size (|W|) = 80 MB (FP32), compression ratio (q) = 0.1, global rounds (R) = 200,
finality time (tf) = 1 to 10 s, client churn rate (λ) ≈ 0.05.
btf: finality time.
cC: clients per round.
dq: compression ratio.
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e|W|: model size.
fIoMT: Internet of Medical Things.

The quantitative cost model formalizes these tradeoffs. The
per-client computational load combines local training and
blockchain overhead as follows: FLOPsclient ≈ E n f (1 +
∆BC), where E represents local training epochs per round, n
represents samples in the local dataset, f represents floating-
point operations per sample, and ∆BC represents blockchain
overhead from cryptographic signing, consensus participa-
tion, and data serialization. Empirical studies report ∆BC
values of approximately 2%-4% for the loosely-coupled
design, 5%-8% for the semicoupled design, and 12%-15%
for the fully-coupled design [339,344].

Network usage grows linearly with communication rounds
as follows: Bytesclient ≈ 2q |W| R(1 + λ), where |W| repre-
sents model parameter size, q represents the compression
ratio (0<q≤1), R represents total rounds, and λ represents the
client churn rate. The factor of 2 accounts for upload and
download traffic. Storage requirements differ sharply for the
loosely-coupled design (C×0.3 to 1 kB/round), semicoupled
design (10 to 100 kB/round), and fully-coupled design (Cq|
W|/round). For typical health care configurations, fully-cou-
pled deployments require approximately 400 MB on-chain
per round and approximately 3.2 GB total transfer per client,
which are considered impractical for most BFT blockchains
[302,345], whereas semicoupled and loosely-coupled designs
reduce bandwidth by 40%-50% with a submegabyte on-
chain state. Round latency is lower-bounded by finality
time tf, which increases with validator set size Nv due to
O(Nv2) message complexity of the BFT consensus [345,346].
Consequently, the fully-coupled design suits small, high-
security networks, while the loosely-coupled design offers
practical scalability for large federations.

Assumptions and Scope
All values are order-of-magnitude estimates derived under
synchronous federated averaging [347] and BFT blockchain
configurations (eg, Hyperledger Fabric [302] and Tendermint
[348]). While real-world performance may vary with model
architecture, bandwidth, or consensus protocol, the relative
scaling behavior and architectural tradeoffs among computa-
tion, communication, and on-chain costs remain consistent
across implementations, including asynchronous or adaptive
variants.
Security and Privacy Considerations

Overview
Integrating FL and blockchain addresses security and privacy
challenges inherent in collaborative health care learning.
While FL enhances privacy by training models on local
datasets, it introduces vulnerabilities like model poisoning,
gradient leakage (potential for patient reidentification), and
coordination failures [349].

Blockchain mitigates these risks via its immutable,
decentralized framework, strengthening FL through the

following: (1) immutable audit trails, every model update,
contribution, and access event is cryptographically recorded
and timestamped on the blockchain, creating a verifiable
and transparent history for forensic investigation [350]; (2)
decentralized trust and consensus, blockchain eliminates
reliance on a central authority, distributing trust across nodes
to enhance resilience against single points of failure; and
(3) cryptographic security, mechanisms ensure data integ-
rity, authenticity, and nonrepudiation for all transactions and
model updates, reinforcing the overall trustworthiness.

To further enhance privacy and compliance in BCFL
systems, the following advanced cryptographic and secur-
ity techniques are used: (1) ZKPs, (2) HE, (3) SMPC,
(4) trusted execution environments (TEEs), and (5) DP.
First, ZKPs enable participants to prove compliance (eg,
data quality and consent) without revealing underlying
sensitive patient data, allowing verifiable protocol adher-
ence while safeguarding privacy [351,352]. However, ZKPs
face substantial computational challenges, limiting practi-
cal applicability in real-time clinical systems [353,354].
Second, HE permits computation on encrypted data, enabling
secure aggregation of model updates [352,355]. Although
improved, HE introduces computational overhead (eg, 3.7
times to 8.2 times in health datasets) that presents scalability
concerns and requires specialized hardware in resource-con-
strained settings [356]. Third, SMPC enables joint compu-
tation of aggregate functions (eg, model averaging) over
private inputs without revealing individual contributions,
offering strong privacy during aggregation [357,358]. SMPC
protocols introduce significant computational and communi-
cation overhead through intensive cryptographic operations,
posing a challenge in bandwidth-constrained health care
networks [359,360]. Fourth, regarding TEEs, hardware-based
secure enclaves provide isolated computation for sensitive
operations (eg, aggregation) with cryptographic attestation
[361,362]. However, TEEs suffer from memory limitations
necessitating layer-wise training (performance overhead) and
remain vulnerable to side-channel attacks (eg, cache timing
and speculative execution) that can compromise confiden-
tiality [363,364]. Fifth, DP introduces controlled noise to
model updates or gradients for quantifiable privacy guaran-
tees [365]. DP introduces critical privacy-utility tradeoffs (eg,
1%‐3% accuracy reduction in COVID-19 models), and the
required privacy budget calibration is challenging, especially
in non-independent and identically distributed health care
data settings where noise and heterogeneity can slow model
convergence [366,367].

Threat Model for BCFL in Health Care
We define a comprehensive threat model for BCFL systems
in health care, identifying adversaries, capabilities, attack
objectives, and mitigation strategies. This model provides a
formal foundation for understanding security guarantees and
tradeoffs, enabling practitioners to select appropriate defenses
for specific deployment scenarios.
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Adversaries and Capabilities
The BCFL ecosystem faces four adversary classes as follows:
(1) malicious clients, these are compromised health care
institutions or IoMT devices executing data poisoning, model
poisoning [6,368], free-riding, or inference attacks with full
access to local training processes; (2) malicious aggrega-
tors, these are present in loosely-coupled or semicoupled
architectures, and they may infer private data from updates,
bias global models through selective exclusion, or manip-
ulate aggregation; (3) Byzantine validators, they comprise
colluding blockchain nodes approving invalid updates,
double-spending incentive tokens, or disrupting consensus;
and (4) external adversaries, they include passive eaves-
droppers intercepting communications, performing traffic
analysis, or executing membership inference attacks.

Attack Objectives
Adversaries pursue distinct objectives through various
attacks as follows: (1) integrity attacks, corrupt model
reliability through model poisoning [6,368,369], backdoor
insertion [370,371], and Sybil attacks, potentially causing
misdiagnosis; (2) privacy attacks, extract patient data via

gradient inversion [372-374], membership inference [375,
376], and model inversion, violating HIPAA and GDPR
guidelines; (3) availability attacks, disrupt services through
denial-of-service on FL coordination, blockchain consensus,
or participants, impacting clinical decision support; and (4)
fairness attacks, introduce demographic biases or exclude
underrepresented populations [377], exacerbating health care
disparities.

Threat Mitigation
Table 3 maps threats to mitigation techniques with quan-
tified performance implications from the Empirical Valida-
tion and Performance Evaluation section. These mitigations
provide complementary protection layers deployable based
on application requirements. Byzantine-robust aggregation
[368,378] maintains integrity with up to 30% compromised
participants but incurs 3%-5% accuracy degradation. HE
provides semantic security with 3.7 to 8.2 times computa-
tional overhead [379]. DP [380] offers formal (ϵ,δ)-privacy
guarantees with 1%-3% accuracy reduction, as observed in
COVID-19 models.

Table 3. Threat mitigation mapping for blockchain-based federated learning in health care.
Threat Mitigation Security guarantee Cost
Model poisoning Byzantine-robust aggregation (Krum,

FLTrust) [368]; Reputation systems
Resilient to ≤30% malicious
clients

3%-5% accuracy drop

Gradient leakage HEa [352]; SMPCb [379] Semantic security for updates HE: 3.7 to 8.2 times overhead
Membership inference DPc [380,381]; Gradient masking (ϵ,δ)-privacy 1%-3% accuracy loss
Free-riding Proof of federated work [382,383]; Tokenized incentives Verifiable contribution On-chain verification overhead
Model inversion ZKPsd [351]; TEEse Verifiable computation ZKPs: 8-15 s proof time
Consensus attacks BFTf protocols (PBFTg, IBFTh) [300,345] Tolerates less than one-third

Byzantine nodes
O(N2)i message complexity

aHE: homomorphic encryption.
bSMPC: secure multiparty computation.
cDP: differential privacy.
dZKPs: zero-knowledge proofs.
eTEEs: trusted execution environments.
fBFT: Byzantine fault tolerance.
gPBFT: practical Byzantine fault tolerance.
hIBFT: improved Byzantine fault tolerance.
iO(N2): quadratic time complexity.

Architectural Security Tradeoffs
The 3 BCFL architectures provide distinct security-per-
formance tradeoffs. Fully-coupled architectures maximize
security through on-chain execution but incur approximately
tf latency per round and 12%-15% overhead, and they
are suitable for high-security consortia with stringent audit
requirements. Semicoupled architectures balance security and
performance through selective on-chain logging, maintaining
strong auditability with 5%-8% overhead and supporting up
to 100 participants. Loosely-coupled architectures optimize
scalability with minimal blockchain interaction, and they
are suitable for large-scale IoMT deployments but require
stronger trust in the central aggregator.

Empirical validation shows that these layered mitigations
maintain accuracy within 2%-3% of nonprivate baselines.
Combining DP (ϵ<0.1) with encrypted updates sustains
utility, with an approximately 2.8 times compute overhead,
while Byzantine robust aggregation maintains less than 5%
degradation with up to 30% compromised clients. Mitiga-
tion selection should be guided by regulatory compliance
(HIPAA/GDPR), data sensitivity, and clinical impact on
patient outcomes.

Practical Deployment Challenges
The integration of privacy-enhancing technologies into
health care involves technical intricacies regarding compat-
ibility, efficiency, and communication overhead [12]. FL
requires uniform infrastructure and capabilities across all
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sites, and unreliable infrastructure can disrupt training [384].
Cross-institutional coordination is amplified by complex
data governance, regulatory requirements (eg, HIPAA and
GDPR), and heterogeneous resource constraints [344].
Methodological flaws (eg, privacy issues, generalization, and
communication costs) have rendered most recent FL health
care studies inappropriate for clinical use [385].

Integration architecture significantly impacts tradeoffs as
follows: (1) the fully-coupled architecture provides maximum
auditability by logging all FL operations on-chain (highest
security) but faces scalability challenges due to blockchain
throughput limitations and consensus inefficiency, particu-
larly with traditional PoW or basic PoS [344,386]; (2)
the semicoupled architecture balances security and perform-
ance by selectively recording critical events (eg, model
updates) on-chain while keeping routine operations off-chain;
and (3) the loosely-coupled architecture offers the greatest
scalability by using blockchain primarily for coordination
and incentives, relying on off-chain security for the learn-
ing process, but it requires additional trust assumptions.
Emerging architectures utilize sidechains to address scala-
bility by enabling parallel processing and faster verifica-
tion [386]. Addressing implementation challenges requires
continued advancement in specialized hardware accelera-
tion (eg, DARPA’s FHE-focused DPRIVE project [387]),

adaptive privacy mechanisms, and standardized protocols for
cross-institutional deployments.

Operational Resilience and Failure Modes
Beyond cryptographic security, BCFL operational resil-
ience requires predefined failure protocols with consortium-
approved, measurable triggers. We define the following
policy parameters: τquorum (minimum client quorum), Θround
(round deadline), τbyz (maximum tolerated Byzantine clients
for robust aggregation [388]), δAUROC (maximum allowed
area under the receiver operating characteristic curve drop),
δECE (maximum allowed expected calibration error increase),
τmajorPSI (population stability index bound for major drift),
τtxfail (transaction failure rate bound), and εpost (postup-
grade error rate threshold). All thresholds are established
during pilot deployments, documented in consortium standard
operating procedures (SOPs), and calibrated to each clinical
task’s criticality and site capabilities. Table 4 summarizes
these operational playbooks, specifying for each failure
mode its trigger condition, automated response procedures,
and monitoring signals, and the associated on-chain audit
events. These playbooks link directly to the verifiability and
auditability layer discussed in the Auditability and Verifiabil-
ity in BCFL section, ensuring that every remediation event is
immutably logged and cryptographically attestable on-chain.

Table 4. Operational failure protocols for blockchain-based federated learning in health care (thresholds set via governance).
Failure mode Trigger condition Response playbook Monitoring signals Audit events
Client dropout Quorum < τquoruma after

Θroundb; Byzantine clients
> τbyzc

Proceed with partial aggregation using
Byzantine-robust methods [388];
checkpoint current state; suspend chronic
offenders; re-enroll upon verification

Participation rate, round
latency, missing sites,
straggler ratio

Round degraded, site
suspended, site reenrolled

Model drift AUROCd drop >δAUROCe; ECEf increase >δECEg; PSIh > τmajorPSIi

Pause promotion; perform shadow
evaluation; rollback if unresolved; initiate
root cause analysis

AUROC by cohort, ECE by
cohort, PSI, drift alerts

Drift alert, model freeze,
model promote, model
rollback

Contract upgrade Security vulnerability,
policy change, or txj failure
rate > τtxfailk

Execute time locked multisig proxy
upgrade; perform staged rollout;
autorevert if postupgrade errors > εpostl

tx failure rate, version
mismatch, event gaps

Upgrade proposed, upgrade
executed, upgrade reverted

Key compromise Unexpected signer behavior,
attestation failure, or CRLm
entry detected

Revoke key; rotate via threshold MPCn
[389]; reattest using HSMo/TEEp;
reaggregate any tainted data

Signature verify fail rate,
unexpected signer count,
anomalous payouts

Key revoked, key rotated,
site re-enrolled

aτquorum: minimum client quorum.
bΘround: round deadline.
cτbyz: maximum tolerated Byzantine clients for robust aggregation.
dAUROC: area under the receiver operating characteristic curve.
eδAUROC: maximum allowed AUROC drop.
fECE: expected calibration error.
gδECE: maximum allowed ECE increase.
hPSI: population stability index.
iτmajorPSI: PSI bound for major drift.
jtx: transaction.
kτtxfail: transaction failure rate bound.
lεpost: postupgrade error rate threshold.
mCRL: certificate revocation list.
nMPC: multiparty computation.
oHSM: hardware security module.
pTEE: trusted execution environment.
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Case Study: Multi-Institutional Brain-Tumor
Segmentation
To concretely illustrate these operational protocols, we
consider BCFL deployment for glioblastoma segmentation
across 3 academic medical centers (hospitals A, B, and C)
utilizing the federated tumor segmentation benchmark [390].
Hospital A serves as the semicoupled aggregator in this
consortium. The workflow encompasses the following: (1)
data types and preparation, where each institution contributes
multimodal DICOM MRI scans (T1, T1Gd, T2, and FLAIR
sequences) accompanied by expert-annotated segmentation
masks for enhancing, necrotic, and edema tumor subregions;
(2) consent and governance, managed through smart contracts
encoding tiered patient permissions that allow model training,
permit secondary research (opt-in), and prohibit commercial
use; (3) training execution, where each hospital trains a local
3D U-Net model on its data, computing gradient hashes
h(∇Wi) submitted to the blockchain via the ModelUpdate
smart contract after each federated round; and (4) opera-
tional resilience, demonstrated when hospital B experien-
ces a network outage mid-round—the system automatically
proceeds using the quorum threshold τquorum = 0.67 (the
quorum threshold τquorum = 0.67 ensures BFT consistent
with standard BFT safety guarantees [n ≥ 3f + 1], allow-
ing global aggregation to proceed only when at least two-
thirds of clients contribute authenticated updates), and after
3 consecutive missed rounds, hospital B is suspended until
manual infrastructure verification. This end-to-end scenario
demonstrates how BCFL protocols maintain continuity in
collaborative clinical research despite real-world operational
challenges.
Regulatory-Compliant Integration

Overview
The integration of blockchain with FL in health care
environments requires strict adherence to comprehensive

regulatory frameworks governing patient data protection,
medical device validation, and cross-jurisdictional data
exchange. This section analyzes architectural approaches for
achieving regulatory compliance while preserving the security
and privacy benefits of BCFL.

Regulatory Framework Overview
Health care data processing operates under multiple reg-
ulatory frameworks with stringent requirements for data
handling, storage, and sharing. In the United States,
HIPAA [391] establishes comprehensive privacy and security
standards for protected health information (PHI), mandat-
ing administrative, physical, and technical safeguards [15].
Similarly, the GDPR [392] in the European Union requires
explicit consent for data processing, adherence to data
minimization principles, and provision of data portability
and erasure rights. These regulatory requirements create
significant challenges for conventional centralized ML
approaches, often requiring detailed audit trails, comprehen-
sive data lineage tracking, and the ability to selectively
remove individual patient contributions from trained models
[393].

The proliferation of AI and ML in medical applications
has introduced additional regulatory considerations. The
FDA framework for AI/ML-based medical devices empha-
sizes transparent model development, continuous perform-
ance monitoring, and the ability to track model behavior
across diverse patient populations [394]. These requirements
align well with BCFL capabilities, where immutable audit
trails and decentralized validation mechanisms provide the
transparency and accountability necessary for regulatory
compliance in distributed settings [394].

Table 5 maps these key regulatory obligations to concrete
FL and blockchain design mechanisms, highlighting how
BCFL architectures can be engineered to support compliance
across HIPAA, GDPR, and FDA requirements.

Table 5. Mapping of HIPAAa, GDPRb, and FDAc requirements to FLd and blockchain design mechanisms.
Guideline and key requirement FL plus blockchain design mechanisms
HIPAA
  Privacy: PHIe confidentiality; Security: electronic PHI,

integrity/availability; Minimum necessary use
FL data locality, encrypted model updates, blockchain stores only hashed metadata (not PHI);
Permissioned blockchain with BFTf consensus, tamper-evident logs, redundant FL storage;
Local feature selection, DPg and gradient clipping, blockchain smart contracts enforce data
policies

  Audit controls Immutable blockchain ledger for access/update logs, fine-grained access control lists,
cryptographic signatures

  Transmission security TLSh for FL channels, authenticated blockchain overlays, health care public key
infrastructure integration

GDPR
  Lawfulness, fairness, transparency; Purpose limitation;

Data accuracy; Right to erasure
Blockchain consent smart contracts, transparent logging, explainable FL models; Task-
specific FL models, local data filtering, blockchain policies restrict model reuse; Cross-
institutional FL validation, blockchain model lineage, rollback capability; Off-chain personal
data, blockchain pseudonymous references, key revocation and model forgetting

  Privacy by design FL with DP/secure aggregation, minimal on-chain data, role-based blockchain permissions
  Data protection impact assessment Blockchain logs as impact assessment evidence, threat modeling, anomaly detection for

poisoning/leakage
FDA
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Guideline and key requirement FL plus blockchain design mechanisms
  Software as a medical device lifecycle control; Good

machine learning practice and validation
Blockchain-anchored model versioning, immutable training/deployment records; Federated
evaluation across sites, blockchain-backed data/model provenance

  Postmarket monitoring Continuous FL updates, blockchain logs for drift/adverse events, auto-rollback triggers
  Change management Blockchain registry for approved versions, on-chain governance for model rollout
  Cybersecurity integrity Signed FL/blockchain nodes, remote attestation, blockchain-based software bill of materials/

model bill of materials tracking
aHIPAA: Health Insurance Portability and Accountability Act.
bGDPR: General Data Protection Regulation.
cFDA: Food and Drug Administration.
dFL: federated learning.
ePHI: protected health information.
fBFT: Byzantine fault tolerance.
gDP: differential privacy.
hTLS: transport layer security.

Compliance Challenges in FL
Traditional FL implementations face several compliance
challenges in health care environments [395]. Data gov-
ernance becomes complex when training spans multiple
institutions with different privacy policies and jurisdic-
tional requirements. Cross-border data sharing restrictions,
exemplified by national data localization laws, can limit
the scope of federated collaborations [396]. The distrib-
uted nature of FL can complicate compliance auditing, as
conventional centralized monitoring approaches are inad-
equate for tracking model updates and validating data
usage across multiple participating nodes. Model explainabil-
ity requirements present another challenge, given increas-
ing regulatory demands for transparent decision-making
processes in clinical AI systems [397]. The aggregated nature
of federated model updates can obscure individual data source
contributions, hindering the provision of detailed explanations
required for regulatory compliance and clinical validation.

Blockchain-Enhanced Compliance
Architecture
Blockchain technology provides fundamental mechanisms
that directly address regulatory compliance requirements in
federated health care systems. The immutable distributed
ledger creates comprehensive audit trails that record all
model updates, participant contributions, and data access
events, satisfying requirements for detailed recordkeeping
and accountability. Smart contracts can automate compliance
verification by embedding regulatory requirements directly
into the blockchain protocol, ensuring that data sharing and
model training activities automatically conform to predefined
privacy and security standards.

The 3 integration architectures offer varying degrees of
compliance capabilities. First, for the fully-coupled archi-
tecture, all FL operations are recorded on the blockchain
ledger, providing maximum transparency and auditability.
Each model update is cryptographically signed and time-
stamped, creating an immutable record of the entire train-
ing process. This architecture suits environments requiring
the highest levels of regulatory oversight but may face
scalability constraints with high-frequency model updates.
Second, the semicoupled architecture is a hybrid approach

that selectively records critical compliance events on the
blockchain while maintaining routine operations off-chain.
Compliance-relevant activities, such as participant authentica-
tion, consent management, and model validation, are tracked
on-chain, while frequent model updates occur off-chain with
periodic on-chain checkpoints. This balance provides robust
compliance capabilities while addressing scalability concerns.
Third, for the loosely-coupled architecture, the blockchain
primarily serves as a coordination and reputation manage-
ment layer, with detailed compliance tracking implemented
through conventional audit mechanisms. This approach offers
maximum flexibility for integration with existing health
care IT infrastructure but requires careful design to ensure
adequate regulatory compliance.

Auditability and Verifiability in BCFL
Beyond confidentiality and integrity guarantees, BCFL
must also provide transparent mechanisms for independ-
ent verification and traceability of all learning activities.
To ensure transparent operations, verifiability and audita-
bility in BCFL are defined as complementary properties
that enable independent validation of all training activities
without compromising privacy. Verifiability denotes the
ability of any authorized entity to cryptographically confirm
the authenticity and integrity of model updates, aggregation
results, and participating institutions through signed digital
evidence recorded on-chain. Auditability extends this notion
by enabling authorized auditors to reconstruct and verify
the entire lifecycle of the learning process (including the
provenance of training rounds, participant consent scope,
and compliance checks) using immutable ledger entries and
corresponding off-chain records.

In the proposed framework, each local model update (∆Wi)
is hashed (eg, SHA-256) and digitally signed by the partici-
pant before being submitted to the blockchain. The on-chain
record contains the following: (1) the participant’s pseudon-
ymous identifier, (2) the signed update hash, (3) the round
number and timestamp, (4) a consent-proof token (linking
to consent metadata stored off-chain), and (5) the result
of automated policy-compliance checks executed via smart
contracts. Full model parameters, gradients, raw medical
data, and detailed computational logs remain off-chain
within secure institutional storage to preserve privacy and
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reduce blockchain overhead. This hybrid design allows
auditors to verify consistency between on-chain commitments
and off-chain artifacts, providing cryptographically verifia-
ble evidence of model provenance, policy adherence, and
regulatory compliance while maintaining confidentiality of
protected health information.

Case Study: Regulatory Verification
Building upon brain-tumor segmentation deployment, a
health care regulator conducts comprehensive compliance
verification through systematic analysis of on-chain evi-
dence across the following four critical dimensions: (1)
consent verification, achieved by querying the ConsentReg-
istry smart contract to cryptographically validate that all
training data possess active consent tokens with appropri-
ate scope limitations and no revocation events during the
model training period; (2) model provenance audit, trac-
ing the complete lineage of the global segmentation model
through immutable, timestamped update records that capture
each hospital’s contribution sequence and aggregation proofs,
thereby creating an auditable chain of custody from raw
gradients to the final model; (3) policy compliance validation,
verifying through smart contract execution logs that every
model update underwent automated HIPAA security rule
validation and Institutional Review Board (IRB) requirement
checks prior to integration into the global model; and (4) data
governance assurance, confirming through ZKP attestation
that all patient data processing remained within institu-
tional boundaries, with only cryptographic commitments—
never raw medical images or sensitive patient informa-
tion— traversing the network. This comprehensive verifica-
tion process, fully reconstructible from blockchain evidence,
demonstrates how the semicoupled BCFL architecture (Figure
9) enables rigorous regulatory oversight. The on-chain audit
trail provides concrete verification artifacts, as follows:

Block #18345: hospitalA → h(∇WA) + timestamp +
consent proof + HIPAA check; Block #18346: hospitalC →
h(∇WC) + timestamp + consent proof + HIPAA check; Block
#18347: aggregator → h(Wglobal) + aggregation proof + ZKP
attestation

This immutable record preserves patient privacy through
cryptographic guarantees while maintaining institutional
autonomy through verifiable local computation.

Cross-Border Compliance Considerations
International health care collaborations must navigate
different regulatory requirements across jurisdictions [398].
BCFL architectures can incorporate jurisdiction-specific
compliance rules through modular smart contract designs.
Participants from different regulatory environments can
implement their local compliance requirements while
engaging in collaborative model training. The blockchain
ledger can maintain separate compliance tracks for differ-
ent jurisdictions [399], ensuring each participant’s regula-
tory obligations are met while enabling global collaboration.
Data localization requirements are addressed through FL’s
inherent data locality principle, where sensitive patient data
remain within its originating jurisdiction. The blockchain

component facilitates cross-border collaboration by manag-
ing model updates and coordination without requiring direct
data sharing, satisfying both privacy regulations and data
sovereignty requirements.

Implementation Guidelines for Regulatory
Compliance
Successful deployment of regulatory-compliant BCFL
requires careful attention to several implementation consider-
ations. Organizations must establish clear data governance
frameworks that define roles, responsibilities, and accounta-
bility measures for all participating entities [400]. Consent
management systems must be integrated into the blockchain
architecture to ensure patient permissions are tracked and
honored throughout the FL process [12]. The technical
infrastructure must support both the scalability demands of
FL and the audit trail requirements of regulatory compli-
ance [401]. This includes implementing robust key man-
agement systems for cryptographic operations, establishing
secure communication channels between participating nodes,
and designing backup and recovery procedures that main-
tain compliance during system failures. Regular compli-
ance auditing must be embedded in the system design,
with automated monitoring capabilities to detect potential
regulatory violations and alert administrators to compliance
issues. The blockchain’s immutable audit trail provides the
foundation for these monitoring systems, enabling continu-
ous compliance verification and rapid response to potential
violations.

Ethical and Patient-Centric Considerations
Beyond regulatory and technical safeguards, ethical consid-
erations are essential for responsible BCFL deployment
in health care. The decentralized nature of FL and block-
chain complicates the acquisition and management of
patient consent across autonomous institutions with diverse
governance frameworks [402,403]. Traditional consent
models, designed for single-institution data use, are inade-
quate when patient data contribute to shared models with
different stakeholders and objectives [402]. To address this,
consent management should leverage verifiable cryptographic
mechanisms, such as consent tokens, ZKPs, and smart
contract–based registries, to enable patients to grant, track,
and revoke permissions without disclosing sensitive data [12,
404]. These mechanisms uphold autonomy and transparency
while aligning with evolving interpretations of HIPAA and
GDPR.

Blockchain immutability also conflicts with the GDPR’s
“right to be forgotten” (Article 17) [405,406]. To reconcile
this, BCFL designs should store personally identifiable data
off-chain while recording only hash-based consent attesta-
tions and model metadata [407,408]. This preserves audit-
ability and enables consent withdrawal without breaching
immutability.

Fairness is equally critical, as institutions with greater
computational capacity or larger datasets may dominate
model updates, biasing outcomes against underrepresented
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groups [409,410]. Mitigation requires fair aggregation [403],
representative datasets [411], and fairness-aware or distribu-
tionally robust optimization ensuring consistent performance
across demographics [412,413].

Ethical governance mechanisms, including IRBs [414,
415] and data ethics councils [416,417], should oversee
consent processes, fairness evaluations, and the protection
of vulnerable populations [414,418]. Clear accountability
across AI developers, health care providers, and blockchain
participants is vital [419]. Finally, explainable AI approaches
[420-422] must ensure that model decisions are interpretable
by clinicians and understandable to patients, reinforcing trust
and autonomy. Ethical BCFL thus requires a shift from a
compliance-driven design to a patient-centric design, where
transparency, fairness, and accountability become founda-
tional principles for building trust and ensuring sustainable
adoption of collaborative health care AI systems [402,423].

Ethics and Patient Voice
Ethical deployment of BCFL in health care requires patient-
centric design, translating consent, autonomy, and trans-
parency into actionable system features. Consent should
evolve from binary opt-in to granular, preference-based
models, allowing patients to specify which data types (eg,
EHRs, genomic data, and imaging data) and purposes are
permitted through layered interfaces [424,425]. A revoca-
tion mechanism records consent withdrawal as an on-chain
event, preventing further participation. While revocation
cannot retroactively remove previously aggregated updates,
federated unlearning protocols mitigate historical influence
by efficiently retraining global models without revoked
participants [426,427]. Meaningful transparency extends
beyond cryptographic verifiability to interpretable communi-
cation, and systems should notify contributors when models
trained on their data are deployed and provide accessi-
ble indicators of model performance, bias, and fairness.
When BCFL outcomes inform clinical decisions, explaina-
ble AI (XAI) techniques (eg, Shapley Additive Explanations
[SHAP] and confidence decomposition) support instance-
level explanations that bridge distributed model complexity
with clinician and patient understanding [422,428,429].

Embedding granular consent, verifiable revocation, and
interpretable transparency within the BCFL architecture
ensures that distributed health care AI respects patient
autonomy; aligns with regulatory obligations under HIPAA,
GDPR, and the FDA’s AI/ML-based SaMD action plan

[430]; and fosters sustained public trust in collaborative
health systems [431].

Future Regulatory Developments
The regulatory landscape for AI in health care continues
to evolve, with new guidelines and requirements emerg-
ing regularly. BCFL architectures must be designed with
flexibility to accommodate changing regulatory requirements
without requiring a complete system redesign. The modular-
ity of smart contract–based compliance frameworks pro-
vides this adaptability, enabling organizations to update their
compliance mechanisms as regulatory requirements evolve.
Emerging regulatory trends, such as algorithmic accounta-
bility requirements and mandatory AI explainability, are
well-suited to blockchain-based approaches that provide
transparent audit trails and verifiable model development
processes. As health care organizations increasingly adopt AI
and ML technologies, the compliance advantages of BCFL
will become increasingly important for regulatory acceptance
and clinical adoption.

Empirical Validation and
Performance Evaluation
Overview
This section grounds our BCFL integration in evidence from
clinical deployments, consortia-scale studies, and control-
led benchmarks. We synthesize outcomes along four axes:
(1) accuracy versus centralized baselines; (2) scalability
and latency/throughput under permissioned consensus; (3)
robustness and privacy under realistic threat models; and (4)
compliance, provenance, and operational constraints. Where
possible, we report representative ranges from cited studies
rather than single-point claims.
Large-Scale Clinical and Multi-
Institutional Evidence
Table 6 summarizes emblematic deployments. Across drug
discovery (MELLODDY [253]), neuro-oncology (federated
tumor segmentation [390]), pandemic diagnostics [432], and
IoMT monitoring [251,433], BCFL consistently delivers
accuracy within approximately 2%-3% of centralized training
while providing auditability and coordination via permis-
sioned chains or distributed ledgers.

Table 6. Representative blockchain-based federated learning deployments in health care.
Setting/cohort Scale Task Blockchain role Accuracy Latency/overhead Source
MELLODDY (10
pharma companies)

>2.6 billion data
points, 21 million
compounds

Drug prediction Distributed ledger for
auditability, consensus,
traceability

Median ∼2%
RIPtoPa gain

Comparable to centralized [253]

FeTSb (71 sites) 71 international sites Brain tumor
segmentation

Coordination and
registry

Within 2%‐
3% of
centralized

Real-world federation [434,435]
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Setting/cohort Scale Task Blockchain role Accuracy Latency/overhead Source
COVID-19 consortium Multinational CTc scan diagnosis Aggregation logging,

verification
94.2% versus
95.1%
centralized

∼3.2 s/round [433]

IoMTd monitoring 50 patients Anomaly detection Consent, notarization 92.7% <5 s for alerts [436,437]
EHRe management Multi-institutional Clinical analytics Model validation, audit

trails
95.2% <150 ms blockchain latency

(10,000 transactions)
[344]

aRIPtoP: relative improvement of proximity to perfection.
bFeTS is primarily a federated learning platform; blockchain integration is demonstrated in other health care applications listed here.
cCT: computed tomography.
dIoMT: Internet of Medical Things.
eEHR: electronic health record.

Performance and Scalability Benchmarks
Controlled experiments report stable training under 50‐
200 participants with permissioned consensus, and recent
empirical studies demonstrate that blockchain-enabled
FL can reduce communication overhead by 40%‐60%
through communication-aware aggregation schemes [339,
344]. Specifically, there was a 43% communication over-
head reduction and a 37% lower computational cost while
maintaining 95.2% model accuracy [344]. Sharded or
committee-based designs sustain 80-120 TPS at the consor-
tium scale while keeping the consensus overhead under 5%
for ≤50 nodes, and at 100 nodes, PBFT-style protocols exhibit
12%-15% overhead [438,439].
Security, Privacy, and Robustness
Against gradient inversion and membership inference,
combining DP (eg, ϵ<0.1) with encrypted or masked updates
sustains utility within 3%‐5% of nonprivate baselines at an
approximately 2.8 times compute overhead, while Byzan-
tine-robust aggregation maintains <5% degradation under
up to 30% compromised clients [19,352]. Recent work has
demonstrated that blockchain-enabled frameworks maintain
robustness against multiple adversarial attack vectors with
accuracy levels above 93% [344]. For verifiable compliance,
ZKPs amortize to proof generation of 8‐15 s and verification
of 2‐4 s per minute-scale update [440].
Compliance, Provenance, and
Operational Considerations
Empirical audits indicate technical adherence to approxi-
mately 93% of HIPAA/GDPR provisions, with 70%‐80%
manual audit effort reduction when provenance is automated
via smart contracts [395]. For FDA transparency obligations
on AI/ML devices, immutable lineage reduces evidence
cycles from an initial 6‐9 months to 2‐3 months in repor-
ted pipelines [397]. Operational deployment of blockchain-
enabled FL systems faces several infrastructure challenges,
including maintaining high system availability, managing
blockchain storage growth as institutions scale, balancing
computational overhead from cryptographic operations, and
ensuring adequate network bandwidth for model parameter
exchange [9,441].

Architectural Tradeoffs
In permissioned health care networks, PoA achieves 200-300
TPS and approximately 95% lower energy than PoW,
whereas PBFT offers stronger Byzantine resilience at
40%‐50% lower throughput [442]. Comparative syntheses
show that BCFL improves privacy metrics by 40%‐60%
over vanilla FL while staying within approximately 3% of
centralized accuracy [344,384]. Recent systematic reviews
covering literature from 2023‐2024 confirm these patterns
across diverse health care applications [12,400]. Fully-cou-
pled blockchain-FL designs minimize latency (reduction
of 30%‐40%) but demand 2‐3 times the resources, while
semicoupled architectures offer a balanced middle ground
[443].
Threats to Validity and Replicability

Information
A crucial aspect of interpreting empirical studies on
BCFL involves recognizing their inherent threats to valid-
ity. Specifically, researchers must account for the impact
of various factors. First, non-independent and identically
distributed data and silo imbalance are important aspects,
where skewed label and cohort distributions across participat-
ing institutions necessitate the reporting of per-site metrics
and federated confusion matrices. Second, WAN effects
must be meticulously reported for wide-area deployments,
including round times, network latency, bandwidth, and
specific block/endorsement parameters, to avoid misleading
claims based on LAN-only results. Third, attack realism
requires results to be reproducible with adaptive rather
than static poisoning, along with full disclosure of clip-
ping rules, aggregation mechanisms, and defense strategies.
Fourth, from a privacy perspective, privacy budgets must
be transparent, demanding the publication of (ϵ,δ) values,
sensitivity assumptions, and composition accounting across
all training rounds. Fifth, achieving determinism is essen-
tial for reproducibility, requiring the release of seeds, exact
model/optimizer configurations, client sampling methods,
and chaincode/smart contract versions. Finally, accurate
compute/power accounting must distinguish between the
computational overhead dedicated to model training versus
the overhead attributed to blockchain operations, detailing the
validator count and hardware thermal design power (TDP).
Recent comprehensive reviews have systematically identified
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these validity concerns across the literature from 2018‐2024
[384,400].

Takeaway
Across clinically meaningful tasks, BCFL achieves near-cen-
tralized utility with measurable but manageable overheads
when engineered with communication-efficient aggregation
and permissioned consensus. Recent empirical evidence from
2024‐2025 confirms consistent patterns: accuracy within
2%‐3% of centralized baselines, communication overhead
reductions of 40%‐50%, and successful deployment across
50‐200 participating institutions. The primary value additions
in health care are auditability, provenance for regulatory
processes, and robustness under adversarial and privacy
constraints, while the primary bottlenecks are large-scale
coordination (≥500 nodes) and legacy-system interoperability.

Related Work
Overview
In this section, we comprehensively explore existing research
endeavors focusing on integrating BCFL frameworks within
health care contexts. Initially, we delve into the corpus
of literature dedicated to elucidating the practical applica-
tions, methodologies, and outcomes of utilizing blockchain
technology in conjunction with FL for health care use cases.
In addition, we aim to provide a taxonomy and categorize the
existing work based on the insights garnered throughout this
paper. To achieve this, we classify the research according to
integration architecture (ie, fully coupled, semicoupled, and
loosely coupled), blockchain platform, FL type, and data type.
Furthermore, we highlight their primary contributions as well
as their limitations. Later, we examine existing surveys and
reviews focusing on blockchain-assisted FL in health care.
This will provide insights into the overall research landscape
and help identify any gaps or areas for further exploration.
Literature Review
Samantray and Reddy [444] proposed a hybrid blockchain
architecture with quantum key encryption for Healthcare
5.0. Bhasker et al [445] presented a Healthcare 5.0 smart
health care system for addressing confidentiality, trust, and
compliance standards for safe health monitoring. Bhardwaj
et al [428] introduced a privacy-preserving Federated

Blockchain Explainable Artificial Intelligence Optimization
(PPFBXAIO) framework for the integration of blockchain
and XAI, and optimization techniques to ensure privacy,
traceability, and robustness in FL-based systems. Ali et al
[446] presented a ZKP and HE approach for EHR secur-
ity. Das et al [447] presented a meta-learning approach for
improved model generalization.

Chen et al [19] proposed a trustworthy and fair block-
chain-based FL framework to address challenges like
malicious attacks (model/data poisoning) and free-rider
behavior. In another study [448], a quality-aware BCFL
with a secure key-sharing mechanism to protect local model
parameters and ensure data security was proposed. Mazid
et al [436] proposed a blockchain-driven FL framework
for secure health care services using IoMT devices. Liang
et al [449] proposed a software architecture integrating
FL and blockchain to mitigate bias and fairness issues in
health care predictive modeling while safeguarding patient
privacy. Om Kumar et al [450] introduced a mechanism
to reward organizations participating in the FL process,
ensuring privacy-preserving model transfer using loosely-
coupled integration with the Ethereum blockchain. Moulahi et
al [437] integrated FL and blockchain to develop a trus-
ted system for predicting diabetes risk while ensuring data
privacy and model integrity.

Ali et al [451] focused on integrating blockchain with FL
for secure and decentralized analysis of electronic medical
records in precision medicine. Chang et al [442] proposed
an integration of adaptive DP and gradient verification-based
consensus protocols in a fully-coupled architecture for health
care analytics. Lian et al [452] presented a blockchain-based
personalized FL system for ensuring security and privacy in
IoMT.

Farooq et al [453] developed an automated system for
analyzing patients’ live data within a fully-coupled architec-
ture, while Zhang et al [454] proposed a blockchain-enabled
FL framework for health care data privacy protection. Aich
et al [336] introduced a blockchain-assisted FL framework
for personal data preservation, and Passerat-Palmbach et
al [335] proposed a novel architecture for FL integrated
with blockchain within health care systems. A taxonomy of
existing research studies, along with additional relevant work,
has been compiled in Table 7.

Table 7. Related work on blockchain-assisted FLa in health care.
Reference Main contribution Architecture Blockchain

platform
FL type Data type Limitations

Chen et al [19] Introduces a trustworthy and fair
blockchain-based FL framework
(FedCFB) to address challenges
like malicious attacks (model/data
poisoning) and free-rider behavior

Semicoupled Custom-
designed

HFLb Unknown
(MNIST)

No discussion on throughput/
latency tradeoffs for large-
scale FL deployments.

Samantray and
Reddy [444]

Hybrid blockchain architecture
with quantum key encryption for
futuristic health care in smart cities

Loosely
coupled

Ethereum HFL Medical images
and documents

Performance and scalability
issues in large-scale
implementations.
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Reference Main contribution Architecture Blockchain

platform
FL type Data type Limitations

Bhasker et al
[445]

A health care 5.0 smart health care
system for addressing
confidentiality, trust, and
compliance standards for safe
health monitoring

Loosely
coupled

Unknown HFL Wearable
devices and
sensors

Lack of real-world deployment
scenarios and practical
validation in actual health care
settings.

Bhardwaj and
Sumangali [428]

Proposes a privacy-preserving
federated blockchain explainable
artificial intelligence optimization
(PPFBX- AIO) framework, which
integrates blockchain, explainable
artificial intelligence, and
optimization techniques to ensure
privacy, traceability, and
robustness in FL-based systems

Fully coupled Unknown HFL EHRsc Real-world deployment gaps
(ie, does not address practical
deployment challenges, such
as regulatory compliance with
health care standards (HIPAAd
or GDPRe) and integration
with existing hospital
information systems.

Ali et al [446] Leverages zero-knowledge proofs
and homomorphic encryption for
EHR security

Semicoupled Unknown HFL EHRs Limited empirical validation or
real-world testing of the
proposed framework.

Das et al [447] Meta-learning approach for
improved model generalization

Semicoupled Hyperledger
Besu

HFL IoMTf data No real-world implementation
(the entire study is simulation-
based with no actual
deployment and no real
medical IoTg devices
involved), incomplete
blockchain implementation,
and FL implementation is
unclear.

Munusamy and
Jothi [344]

Proposes an enhanced privacy-
preserving blockchain-enabled
federated learning (EPP-BCFL)
framework that integrates
blockchain with hybrid privacy
mechanisms and intelligent
aggregation strategies for secure
EHR

Semicoupled Hyperledger
Fabric

HFL Medical imaging
data (CIFAR-10)

Evaluation limited to
CIFAR-10 rather than clinical
datasets.

Lo et al [455] Proposes a BCFLh architecture to
enable accountability in FL
systems.

Loosely
coupled

Ethereum HFL Medical imaging
data (COVID-19
CTi)

Lack of real-world deployment
analysis.

Kumar et al [448] Proposes a quality-aware BCFL
with a secure key-sharing
mechanism to protect local model
parameters and ensure data
security

Loosely
coupled

Unknown HFL Unknown Limited scale and real-world
testing (eg, not tested in actual
hospital environments, no real
health care institutions
involved, etc).

Mazid et al [436] Proposes a blockchain-driven FL
framework for secure health care
services using IoMT devices

Loosely
coupled

Unknown HFL Medical imaging
(colon
pathology,
breast tumor)

Validated only through
simulations, using benchmark
datasets (2D colon pathology,
breast tumor, and CIFAR-10).
There is no real-world hospital
or IoMT deployment, which
limits conclusions.

Liang et al [449] Software architecture integrating
FL and blockchain to tackle bias
and fairness issues in health care
predictive modeling while
safeguarding patient privacy

Semicoupled Rahasak Unknown Unknown Limited real-world validation.
This study was conducted in a
simulated environment with
only 5 simulated medical
centers rather than actual
health care institutions. This
significantly limits the
generalizability of findings to
real-world health care settings.

Om Kumar et al
[450]

Introduces a mechanism to reward
organizations participating in the
FL process, ensuring privacy-
preserving model transfer between
users and organizations using
blockchain

Loosely
coupled

Ethereum HFL Medical imaging
data (COVID-19
CT)

Not explicitly stated.
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Reference Main contribution Architecture Blockchain

platform
FL type Data type Limitations

Moulahi et al
[437]

Integrates FL and blockchain
technology to develop a trusted
system for predicting diabetes risk
while ensuring data privacy and
model integrity

Semicoupled Ethereum HFL Sensor data
(IoT)

Not explicitly stated.

Ali et al [451] Integrates blockchain with FL to
enable secure and decentralized
analysis of EMRs in precision
medicine

Loosely
coupled

Ethereum,
Hyperledger
Fabric
(simulation)

HFL EMR The paper appears to be
primarily theoretical and
simulation-based without
actual deployment in real
health care settings (eg, there
is no evidence of testing with
actual health care institutions
or real EMR) and limited
experimental validation (eg, no
specific dataset characteristics
are provided).

Chang et al [442] Integrates adaptive differential
privacy and gradient verification-
based consensus protocols

Fully coupled Ethereum HFL/VFLj IoMT sensor
data

Scalability challenges,
increased complexity, potential
computational overhead, and
the need for further validation
across diverse medical
conditions and datasets.

Lian et al [452] Blockchain-based personalized FL
system to address security and
privacy concerns in IoMT

Fully coupled Unknown
(consortium
PoSk
blockchain)

VFL IoMT sensor
data (Fashion-
MNIST)

Limited experimental
validation (eg, only simulated
experiments were used rather
than real-world deployment,
tested on Fashion-MNIST and
CIFAR-10 [image
classification datasets]; no
actual medical data, etc).

Farooq et al [453] Develops an automated system for
analyzing patients’ live data

Fully coupled Ethereum HFL IoMT sensor
data

Limited empirical validation or
real-world testing of the
proposed framework.

Zhang et al [454] Proposes a BCFL framework for
health care data privacy protection

Fully coupled Unknown
(conceptual)

HFL EHR (MNIST) Theoretical model only, not
supported via experimental
implementations.

Aich et al [336] Proposes a blockchain-assisted FL
framework for personal data
preserving

Loosely
coupled

Unknown
(conceptual)

—l No data Reliance on conceptual
assumptions without real-
world application.

Passerat-
Palmbach et al
[335]

Proposes a novel architecture for
FL integrated with blockchain
within a health care system

Loosely
coupled

Ethereum — No data Not explicitly stated.

Rahman et al
[438]

Proposes a BCFL framework for
COVID-19 applications to classify
IoHTm data

Loosely
coupled

Ethereum FL type Sensor data
(IoMT)

Not explicitly stated.

Singh et al [456] Integrates blockchain technology
with FL to enhance privacy
preservation and scalability in
health care data management

Fully coupled Unknown Unknown Sensor data
(IoT)

Theoretical model only, not
supported via experimental
implementations.

Nguyen et al
[457]

Proposes a new blockchain-
enabled FL-based generative
adversarial network framework for
secure COVID-19 data analytics

Semicoupled Unknown
(conceptual)

HFL Medical imaging
data (COVID-19
CT)

The blockchain model is
conceptual, and a real-world
implementation was not
reported.

Liu et al [458] Proposes a framework of
blockchain-empowered FL in
health care–based cyber-physical
systems

Fully coupled Ethereum HFL EHR (MNIST
HAM10000)

Not explicitly stated.

Otoum et al [459] Proposes a novel solution for
revolutionizing health care systems
by considering concepts like
distributivity, self-learnability, and
autonomy.

— Unknown
(conceptual)

Unknown No data Only introduces a theoretical
framework without an
empirical validation.
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Reference Main contribution Architecture Blockchain

platform
FL type Data type Limitations

Kumar et al [433] Blockchain-empowered method to
detect patterns of COVID-19 from
lung CT scans

Fully coupled Unknown HFL Medical imaging
data (COVID-19
CT)

The paper does not extensively
discuss the generalization
capabilities of the proposed
model to handle variations in
COVID-19 manifestations
across different patients.

Durga and
Poovammal [460]

A concise review of BCFL in
health care, concepts, and
taxonomy

— Unknown Unknown Unknown The article is very brief and
does not cover all concepts.

Lakhan et al [461] Proposes a FL-based blockchain-
enabled task scheduling (FLBETS)
framework with different dynamic
heuristics for health care
applications

Loosely
coupled

Unknown Unknown Sensor data
(IoMT)

Dynamic and run-time
unknown attacks against IoMT
were not considered in this
work.

Samuel et al [462] Introduces FedMedChain as a
BCFL framework for medical data
privacy preservation

Loosely
coupled

Unknown Unknown Sensor data
(Unknown)

Not explicitly stated.

Yang and Xing
[463]

Introduces a privacy protection
framework for medical data using
blockchain and FL for secure and
auditable data sharing among
medical institutions using a secure
aggregation scheme based on
homomorphic encryption

Loosely
coupled

Ethereum HFL EHR (MNIST
different
datasets)

Not explicitly stated.

aFL: federated learning.
bHFL: horizontal federated learning.
cEHRs: electronic health records.
dHIPAA: Health Insurance Portability and Accountability Act.
eGDPR: General Data Protection Regulation.
fIoMT: Internet of Medical Things.
gIoT: Internet of Things.
hBCFL: blockchain-based federated learning.
iCT: computed tomography.
jVFL: vertical federated learning.
kPoS: proof of stake.
lNot applicable/not available.
mIoHT: Internet of Healthcare Things.

Existing Surveys
To the best of our knowledge, comprehensive surveys or
reviews focusing on the integration of blockchain and FL
for health care use cases are scarce. While individual studies
have explored the potential of each technology independ-
ently within health care settings, there is a notable lack of
resources delving into the synergistic benefits and challenges
of combining blockchain’s immutable ledger capabilities with
FL’s decentralized model training approach.

Ngoupayou Limbepe et al [12] presented a taxonomy
of FL-based privacy mechanisms categorized into privacy-
enhancing technologies and hybrid techniques. This survey
integrates privacy-enhancing technologies with blockchain in
FL frameworks for smart health care systems. Noteworthy
initial explorations, such as those conducted by Myrzashova
et al [13] and Nguyen et al [464], offer valuable insights but
often lack a broader perspective. Myrzashova et al [13], for
instance, analyzed the advantages and disadvantages of BCFL
integration in health care, but they overlooked the importance
of a data type taxonomy. Understanding the diverse medical
data types (eg, genomics and imaging) used in health care ML

is crucial, as different data may have varying security and
privacy requirements. Similarly, Nguyen et al [464] intro-
duced a new conceptual architecture that integrates block-
chain and AI for combating the COVID-19 pandemic. While
offering valuable insights into addressing specific challenges
posed by the pandemic, its scope is limited to COVID-19
and related data, lacking a broader analysis of the integra-
tion’s potential for various health care use cases beyond this
specific context. Hemdan et al [465] examined the conver-
gence of digital twin technology, blockchain, and FL in
the medical field, with a specific focus on their technical
architecture and real-world applications. Orabi et al [400]
presented a literature review of BCFL applications in health
care for protecting sensitive data. This paper investigated
how integrating FL with blockchain can enhance its security,
performance, and reliability.

In contrast to these existing reports, this tutorial offers a
more comprehensive perspective. We present a taxonomy of
medical data used for ML, providing a foundational under-
standing of the diverse data types relevant to this integration.
Furthermore, we unveil an innovative architecture meticu-
lously designed for the seamless integration of blockchain and
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FL within health care systems, addressing the need for secure
and privacy-preserving health care analytics.

Future Research Directions
Overview
The integration of FL and blockchain in health care intro-
duces a transformative paradigm for secure, privacy-pre-
serving, and collaborative medical AI systems. Despite
notable theoretical advances, several research frontiers remain
underexplored. These can be broadly categorized into 4
interrelated areas: cryptographic foundations and quantum-
resilient privacy, scalable and interoperable infrastructure,
health care–specific consensus and incentivization, and
full-stack integration with regulatory automation.
Cryptographic Foundations and
Quantum-Resilient Privacy
A core requirement for the secure deployment of BCFL
systems in health care is the development of advanced
cryptographic mechanisms that ensure long-term privacy,
data integrity, and resilience against quantum adversa-
ries. Postquantum cryptographic primitives (such as lattice-
based schemes like CRYSTALS-Kyber and Dilithium, and
hash-based schemes like SPHINCS+) must be integrated
into the BCFL stack to secure signatures and encryption
layers [466]. In parallel, ZKPs and zero-knowledge virtual
machines offer promising approaches to verifiably audit
FL operations and regulatory compliance without expos-
ing raw medical data. Furthermore, HE schemes, particu-
larly multikey variants of the CKKS (Cheon-KimKim-Song)
cryptosystem [467], enable secure aggregation of encryp-
ted model parameters from multiple health care institutions
without revealing individual contributions. The substantial
computational overhead of such operations can be alle-
viated through specialized hardware accelerators, notably
smart network interface cards, which offload cryptographic
computations to dedicated processing units, thereby improv-
ing efficiency and scalability [468]. Complementarily, DP
mechanisms require refinement to handle medical-specific
feature types, with research needed into adaptive noise
strategies and budget allocation tailored to data sensitivity.
Together, these innovations will enable secure, auditable,
and privacy-preserving collaborative learning in health care
environments.
Scalable and Interoperable BCFL
Infrastructure
As clinical systems generate increasingly voluminous and
heterogeneous data, BCFL infrastructure must address
throughput, latency, and interoperability challenges to support
real-time learning and inference [401,439]. Health care–
specific sharding architectures (such as parallel blockchains
for EHRs, medical imaging, and genomics) can significantly
improve throughput by distributing model updates across
application domains. Complementary to this, layer-2 scaling
solutions, including rollups [469] and state channels, offer
reductions in transaction costs and ledger bloat, making

frequent model updates feasible without congesting the
blockchain [470]. Additionally, cross-chain interoperability
mechanisms, such as those based on the Cosmos IBC protocol
or Polkadot’s relay chain model, are essential for enabling
collaboration among health care institutions operating on
heterogeneous blockchain platforms. Moreover, edge-cen-
tric FL will become increasingly important as IoMT and
wearable devices proliferate. Furthermore, split learning and
energy-efficient blockchain clients will be crucial to bring
BCFL capabilities to constrained edge nodes while preserv-
ing security guarantees. These advancements will enable a
scalable and interoperable ecosystem capable of supporting
global health care collaborations.
Health Care–Specific Consensus and
Incentive Mechanisms
Generic blockchain consensus protocols are ill-suited for
the privacy, latency, and regulatory demands of health
care. There is a growing need to design health care–
oriented consensus protocols, such as medical and prac-
tical BFT [471], which can minimize communication
overhead and incorporate privacy-aware authorization and
medical rule validation into the consensus process. Simi-
larly, reputation-based BFT [472] can ensure the credibility
of participating institutions and practitioners, dynamically
adjusting voting power based on behavior and contribution
history. To sustain active participation in FL processes,
especially among resource-constrained or data-rich stake-
holders, incentive mechanisms must be tailored to health
care environments. The proof-of-federated-work paradigm
introduces an innovative strategy to quantify participant
contributions using metrics like local accuracy, data diversity,
and compliance adherence [473]. These are integrated
into token-based or hybrid compensation schemes, further
reinforced by game-theoretic models that optimize incentives
based on Nash equilibrium to deter free-riding and encourage
high-quality model updates. Such mechanisms are founda-
tional to the long-term viability of decentralized health care
learning networks.
System Integration, Compliance
Automation, and Real-World Translation
For BCFL frameworks to be deployed at scale, they
must integrate seamlessly with health care systems, sat-
isfy regulatory requirements, and maintain usability in
real-time clinical contexts. Smart contracts should evolve
to support automated, upgradeable compliance verification
that is capable of adapting to dynamic legal frameworks
such as HIPAA, GDPR, and FDA AI guidelines [474].
By incorporating ZKP-based attestations, institutions can
demonstrate compliance without revealing sensitive patient-
level operations [440]. Simultaneously, embedding explain-
able AI techniques, such as SHAP values and attention
heatmaps, into the FL pipeline is essential to ensure clinician
trust and support regulatory transparency [475]. Algorithmi-
cally, innovations in personalized FL, multitask learning
(eg, MOCHA [476]), and community-based learning [477]
can help address patient heterogeneity and improve pre-
dictive power in distributed environments. Real-time FL
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capabilities, triggered by event-driven smart contracts (eg,
emergency alerts), are crucial for responsive applications
like ICU triage and chronic condition monitoring [432]. To
ensure long-term sustainability, quantum-resistant blockchain
architectures should be explored using crypto-agile protocols
and hybrid classical/postquantum stacks. These systems must
also support interoperability, modular compliance, and secure
cross-border data flows, forming the backbone of globally
federated, privacy-aware health care AI infrastructure.

Conclusion
This tutorial introduced a comprehensive, clinically orien-
ted, and compliance-aware framework integrating FL and
blockchain for secure and privacy-preserving health care
analytics. We demonstrated how FL enables decentralized
model training across health care institutions while main-
taining data locality and how blockchain enhances trust,
integrity, and auditability through immutable ledgers and
decentralized consensus mechanisms. Our key contributions
include the following: (1) a systematic taxonomy of diverse
medical data types and their FL requirements; (2) three novel

integration architectures (fully coupled, semicoupled, and
loosely coupled) with rigorous analysis of security, scalabil-
ity, and regulatory compliance tradeoffs; (3) comprehensive
security analysis identifying health care–specific vulnerabili-
ties and mitigation strategies using advanced cryptographic
techniques, including ZKPs, HE, and DP; and (4) a prac-
tical regulatory compliance framework addressing HIPAA,
GDPR, and FDA guidelines for AI/ML-based medical
devices. We validated BCFL effectiveness across critical
health care applications, including disease prediction, medical
imaging analysis, patient monitoring, and drug discovery.
Looking ahead, crucial research frontiers involve quantum-
resilient cryptography, scalable interoperable infrastructure,
health care–specific consensus mechanisms, and automated
compliance frameworks. This tutorial provides a foundational
reference for developing trustworthy and patient-centric AI
systems in health care. By integrating blockchain and FL,
these systems can transform health care delivery while
safeguarding privacy, ensuring regulatory compliance, and
ultimately driving improved patient outcomes and accelerat-
ing medical discoveries in an increasingly connected health
care ecosystem.
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DICOM: Digital Imaging and Communications in Medicine
DP: differential privacy
DPoS: delegated proof of stake
ECG: electrocardiography
EEG: electroencephalography
EHR: electronic health record
FDA: Food and Drug Administration
FL: federated learning
FTL: federated transfer learning
GDPR: General Data Protection Regulation
HE: homomorphic encryption
HFL: horizontal federated learning
HIPAA: Health Insurance Portability and Accountability Act
IBC: Inter-Blockchain Communication
IoMT: Internet of Medical Things
IoT: Internet of Things
MAR: medication administration record
ML: machine learning
MRI: magnetic resonance imaging
NLP: natural language processing
P2P: peer-to-peer
pBFT: practical Byzantine fault tolerance
PGD: patient-generated data
PoA: proof of authority
PoS: proof of stake
PoW: proof of work
PRO: patient-reported outcomes
RL: reinforcement learning
SHAP: Shapley Additive Explanations
SMPC: secure multiparty computation
VFL: vertical federated learning
ZKP: zero-knowledge proof
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