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Abstract

Background: Unsafe sexual practices remain a major contributor to global morbidity, premature mortality, and health care
burden. More than 1 million people acquire a sexually transmitted infection (STI) daily, including HIV. Although biomedical
innovations such as pre-exposure prophylaxis have expanded prevention options, consistent condom use and regular HIV and
STI testing remain essential behavioral strategies. Adherence to these behaviors remains uneven, underscoring the need for
complementary digital and behavioral approaches. Digital behavior change interventions (DBCls), technology-based programs
designed to support heath-related behavior change, offer scalable and personalized tools for safer-sex promotion. However,
evidence regarding their behavioral components and effectiveness remains fragmented across systematic reviews (SRs).

Objective: This study aims to synthesize and critically appraise evidence on the effectiveness of DBCIs for preventing STIs
and HIV, and to identify which behavior change techniques (BCTs) and theoretical domains framework (TDF) have been used
to improve safe-sex behaviors.

Methods: A search was conductedin MEDLINE, Cochrane Database of SRs, Epistemonikos, and PsycINFO for al publications
up to November 12, 2025, without language or date restrictions. Eligible SRs examined DBClstargeting ST and HIV prevention
or reduction of risky sexual behaviors. Two reviewers (GDA and DLA) independently screened, extracted data, and appraised
methodological quality using the AMSTAR-2 tool. The reporting followed the PRIOR (Preferred Reporting Itemsfor Overviews
of Reviews) and PRISMA-S (Preferred Reporting Itemsfor SRsand M eta-Analyses Literature Search Extension) recommendations.

Results: Overall, 23 SRs, comprising 514 primary studiesand 129,481 participants, met theinclusion criteria. Most interventions
were SM S-based, mobile app—based, or web-delivered. Digital interventions consistently improved ST1 and HIV testing uptake
and engagement with sexual health services. Evidence for condom use and biological outcomes was mixed. |mprovements in
cognitive determinants, such as HIV-related knowledge, motivation, and self-efficacy, were frequently reported. Only 4 reviews
explicitly applied BCT or TDF taxonomies, identifying goal setting, feedback on behavior, and prompts and cues as commonly
used techniques. Research predominantly originated from high-income settings, with limited evidence from low- and middle-income
countries and minimal reporting of sex- or gender-disaggregated outcomes.

Conclusions: DBCIls show promise for strengthening STI/HIV prevention, particularly by increasing testing behaviors and
supporting cognitive determinants of risk reduction. However, sustained condom use and biological outcomes remain inconsistent,
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and reporting of behavioral mechanismsislimited. Thisoverview isthefirst to integrate effectiveness evidence with a systematic,
mechanism-focused mapping of BCTs and TDF constructs, providing an innovation not present in earlier reviews. Clarifying
which active components of digital interventions are most consistently linked to beneficial outcomes offers concrete guidance
for designing culturally tailored, theory-driven, and equity-focused digital strategies. These insights have direct implications for
researchers, clinicians, and policymakers seeking to devel op digital prevention programs that more effectively address behavioral

determinants of STI and HIV risk.
Trial Registration:
International Registered Report Identifier (IRRID):

(J Med Internet Res 2026;28:€74201) doi: 10.2196/74201

PROSPERO CRD42023485887; https.//www.crd.york.ac.uk/PROSPERO/view/CRD42023485887
RR2-10.5867/medwave.2025.02.3020
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Introduction

Unsafe sexual practices are major contributors to global
morbidity and premature mortality, representing one of the
leading behavioral risk factorsworldwide [1,2]. Among young
people, these practices significantly increase therisk of sexually
transmitted infections (STIs) including syphilis, gonorrhea,
chlamydia, and HIV, as well as human papillomavirus
(HPV)—elated cancers [3,4]. A recent report by the World
Health Organization highlights an alarming decrease in condom
use among adolescents in Europe, leading to higher rates of
unprotected sex and, consequently, an increased risk of STIs,
particularly among adolescents from low-income families [5].
Although biomedical innovations such as pre-exposure
prophylaxis (PrEP) have expanded prevention options, consi stent
condom use and regular HIV and ST testing remain essential
behavioral strategies for reducing infection risk [6]. Together,
these measures form a complementary prevention framework;
yet, adherence remains uneven across populations. HIV and
AIDS continues to be a leading cause of death globally, with
more than 1 million people acquiring an ST daily and nearly
39 million living with HIV [7,8]. Behavioral determinants,
including motivation, self-regulation, risk perception, social
and cultural norms, and structural barriers, shape whether
individuals engage in ST and HIV prevention behaviors, yet
they are often insufficiently addressed or poorly defined in
existing prevention strategies.

Given the scale of these challenges, effective prevention
strategies must emphasi ze sociocultural and behavioral changes,
such as increasing awareness, reducing stigma, and promoting
safe sex practices like consistent condom use and regular STI
and HIV testing [9-11]. Widespread access to the Internet and
mobile phones presents a unique opportunity to leverage digital
interventions as private and effective methods for improving
sexual hedlth, particularly in regions with varying levels of
literacy [11-14].

Recent evidence underscores the growing use of digital
technologies in HIV and STI prevention. A 2024 umbrella
review found that eHealth interventions, ranging from mobile
apps and websites to telemedicine and social media programs,
were generally effectivein supporting HIV prevention, testing,
and clinical management, although the methodological quality
of many reviews was low [15]. However, the Shi et al [15]
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review included both prevention and treatment interventions,
whereasthe present overview focuses exclusively on preventive
strategies and their behavioral mechanisms. Evidence also
suggests that the inclusion of behavior change techniques
(BCTs) in digital tools enhances user engagement and
intervention effectiveness [16]. Additionally, recent work has
highlighted the expanding role of interactive digital tools in
partner notification and sexual health engagement [17].
Together, these findings demonstrate the rapid evolution of
digital health approaches and emphasize the need to
systematically map their behavioral components to guide the
design of effective prevention programs. However, most existing
systematic reviews (SRs) and umbrella reviews describe the
effects of digital interventions without examining their
mechanisms of action, that is, the specific theoretical pathways
and BCTs through which interventions influence prevention
behaviors. Without identifying these mechanisms of action, it
is difficult to understand why some digital programs succeed
while othersdo not, and which components should be replicated
or scaled.

Digital interventions can be broadly defined as health-promoting
programs delivered through digital platforms such as websites,
mobile apps, text messaging, or social media[18]. Within this
broad category, digital behavior change interventions (DBCIs)
arethosethat explicitly incorporate theoretical frameworksand
structured BCTs to influence health-related behaviors [19]. In
other words, while al DBCIs are digital interventions, not all
digital interventions qualify as DBCIs. This conceptual
distinction underpins our search strategy and synthesis approach,
focusing on interventions that use digital delivery to achieve
behavioral outcomes through identifiable active ingredients.
These definitions are provided upfront to reduce conceptual
ambiguity, asemphasized by recent critiquesin digital behavior
change research.

DBCls offer multiple advantages over traditional prevention
approaches: they can deliver tailored, interactive, and adaptive
content; are cost-effective and scalable; and can integrate
technological features such as automated feedback and passive
sensing [20-22]. However, information alone is insufficient to
drive behavior change: integrating BCTs to these digital
platformsisessential for achieving meaningful health outcomes
[23,24].
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In this context, the theoretical domains framework (TDF) is
presented as a widely used proposal to systematically identify
barriers and facilitators to change specific behaviors, helping
design more effective interventionsin health, among other fields.
It isuseful to understand why people do or do not do something,
and highlight factors needing intervention [ 25,26]. It synthesizes
33 behavior change theories into 14 core domains, such as
cognitive (knowledge, skills, beliefs about capabilities and
consequences), affective and emotional (emotions and
reinforcement), socia and environmental (social and
professional role, social influences, environmental context, and
resources), and beliefs and intentions (optimism, intentions,
goals, memory, attention, decision processes, behavioral
regulation) [27].

Given thevolume of SRsassessing digital interventionsfor ST
and HIV prevention, an overview of reviews enables synthesis
and comparison across multiple bodies of evidence rather than
relying on a single set of primary studies. This approach
provides abroader understanding of intervention effectiveness,
identifying patterns, strengths, methodol ogical gaps, and avenues
for future research [28,29]. Despite their promise, many digital
interventionslack clear descriptions of the BCTsand theoretical
domains they use, hindering replicability and practical
trandation [30,31]. ldentifying the most effective BCTS,
especially those that successfully promote safe sex and reduce
STl and HIV transmission, iscrucial for public health initiatives
[32-35]. To date, no overview has systematically integrated
BCTs, theoretical domains, and prevention outcomesto produce
amechanism-focused synthesis of digital interventionsfor STl
and HIV prevention. Existing reviews also provide limited
up-to-date evidence and do not incorporate studies published
through 2025. Addressing this gap is essential for identifying
which behaviora components drive meaningful changes in
prevention behaviors and for informing the development of
digital strategies that are theoretically grounded, culturally
responsive, and scalable.

Accordingly, this overview aimsto synthesize current evidence
ontheuseof BCTsand the TDFindigital interventionsdesigned
to prevent STIs and HIV. By examining how these behavioral
components are implemented and how they influence
prevention-related outcomes, this research seeks to inform the
development of more effective, theory-driven digital
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interventions and strengthen future public health strategies. This
overview therefore provides not only an updated assessment of
the evidence but al so abehavioral mapping that hasbeen largely
absent from previous syntheses. It further advancesthefield by
incorporating SRs published through 2025, which have not yet
been integrated in any prior synthesis.

Methods

Study Design

This study is an overview of SRs and adheres to the Cochrane
Handbook for SRs of Interventions [29] and the PRIOR
(Preferred Reporting Itemsfor Overviews of Reviews) statement
[36]. The PRIOR checklist isreported in Multimedia A ppendix
1 and the Sex and Gender Equity in Research (SAGER)
guidelines [37], in Multimedia Appendix 2 (section 2). In
addition, the search strategy and reporting follow the PRISMA-S
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses Literature Search Extension) [38] to ensure fulll
transparency and reproducibility of search methods (see
Multimedia Appendix 3).

Protocol and Registration

The protocol for this overview was prospectively registered in
PROSPERO (CRD42023485887) on December 5, 2023
(Multimedia Appendix 2 section 3), and later published in full
[39]. The methods adhered to the predefined protocol and
incorporated SAGER guidance where applicable. Reporting
also followed PRISMA 2020 recommendations for SRs and
overviews [40]. The full protocol can be downloaded from the
Open Science Framework [41,42].

Patient and Public I nvolvement

Neither patients nor the public were involved in designing or
conducting this study. Therefore, no ethical approval was
required for thisoverview. The analyzed datawere open access.

Eligibility Criteria
The eligibility criteria were reported in detail in our protocol
[39]. Theinclusion criteriafor this overview were based on the

population, intervention, comparison, outcome, study type
(PICOS) framework (Table 1).
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Table 1. Eligibility criteriafor elements of a comprehensive search strategy.

Inclusion and exclusion criteria

Element

Population .
Intervention .
Comparator .
Outcome .
Study design .

Included: SRs? that have evaluated the effect of digital behavior change interventionsin any population and that have
described BCTS?, mechanisms of action, or any behavioral model or framework that takesinto account how the dig-

ital intervention influencesthe behavior change used to reduce therisk or prevent thetransmission of ST & includi ng
HIV.

Excluded: studiesthat did not focus on prevention or that focused on treatment and adherenceto antiretroviral therapy
and self-care of people living with HIV were excluded, as the focus of the question research isrisk reduction and
prevention of STIsand HIV.

Included: SRs that evaluated digital and mobile health behavior change interventions focusing on modifying unsafe
sexual behaviors or preventing STIsand HIV, that is, interventions carried out using adigital or mobile platform as
adirect interface with the participants.

Excluded: studiesthat did not report the use of digital intervention, that is, did not incorporate digital technology such
as smartphones, computers, tablets, multimedia, and social networks.

Asthiswas an overview of SRs, acomparator or control group was not an inclusion criterion for this study. However,
given our interest in effectiveness of interventions and BCTs, we included reviews where evidence from primary
experimental studies with an appropriate comparator was available.

Included: during the selection process, we do not consider concrete results as an inclusion criterion. All studies that
assessed short- or long-term behavior change concerning the following primary outcomes were included: reduction

inrisky sexua behaviors, such as condom use (last sexual encounter, frequency, consistency) and increased ST1 and
HIV testing; and prevention (vaccination against HPVY and hepatitis A and B, and HIV pre-exposure prophylaxis).

As secondary outcomes, the use of behavior change theories or techniques was analyzed, using standardized classifi-
cations if available, such as the taxonomy of BCTSs.

Excluded: any study that did not include a primary and/or secondary outcome.

Included: SRsonly
Excluded: studies other than SRs (eg, primary studies, commentary articles, and conferences) were excluded.

8SR: systematic review.

BBCT: behavior change technique.
CSTI: sexually transmitted infection.

9HPV: human papillomavirus.

Summary of inclusion and exclusion criteria used to identify
SRsof digital behavior change interventions for the prevention
of STIsand HIV. Criteriawere defined following the Cochrane
Handbook and the PRIOR guideline. All SRswere operationally
defined as secondary research including primary clinical studies
with explicit search strategies in =2 databases [29,43].

I nformation Sources

In this overview, a comprehensive search strategy was used,
leveraging multiple key sources. Primary searches were
conducted on the leading international databases MEDLINE
(via PubMed), the Cochrane Database of SRs, Epistemonikos,
and PsycINFO. Each database was searched independently using
its native platform; no multidatabase platform (eg, EBSCOhost
and Ovid) was used. To enhance the scope of our search, we
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conducted supplementary searches to identify any studies
potentially overlooked by the primary search strategy or absent
from the indexed databases. These supplementary efforts
included (1) meticulous manual reviews of the references cited
in the included studies, (2) examination of related SRs that
shared at | east one study with the reviewsincluded in our study,
and (3) additional records identified through various websites
(n=7), organizations (n=1), citation searching (n=321),
references provided by authors (n=1), and consultations with
experts (n=28; Figure 1). Citation searching involved both
backward citation screening (reference list checking) and
forward citation tracking using Google Scholar. No additional
search methods such as automated alerts, web-scraping tools,
or application programming interface-based search retrieval
were used.
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Figurel. Study selection flow diagram for the overview of systematic reviewson digital behavior changeinterventions (DBCIs) for STI/HIV prevention,
following the PRIOR reporting guideline. PRIOR: Preferred Reporting Items for Overviews of Reviews.
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Since this overview synthesizes published SRs rather than
primary studies, study and trial registries (eg, Clinical Trials.gov,
International Clinical Trials Registry Platform) were not
searched. Each source wasrigorously scrutinized, with the date
of thelast search or consultation carefully documented to ensure
the currency and relevance of the findings. Database-specific
yields were MEDLINE (via PubMed; n=1113), Cochrane
Library (n=148), PsycINFO (n=161), and Epistemonikos
(n=1891), as detailed in Multimedia Appendix 2. Detailed
methodol ogies and search strategies are availablein Multimedia
Appendix 2 (section 4).

Search Strategy

The electronic search strategy (sections 5 and 6 in Multimedia
Appendix 2) was devel oped and conducted under the supervision
of an experienced librarian. The strategy did not undergo formal
PRESS (Peer Review of Electronic Search Strategies) peer
review. The search strategy was newly developed for this
overview and was not adapted from any previous review. The
first author performed the el ectronic search from the databases
inception up to November 12, 2025, with no restrictions on
publication date, language, or country of origin, following
PRISMA-S recommendations to ensure transparent and
reproducible reporting of search methods. No methodological
search filters (eg, SR filters, randomized trial filters, and
human-only filters) were applied beyond the predefined
eligibility criteria. An earlier search completed on August 31,
2024, was rerun and updated in accordance with PRISMA-S
guidance [38], to capture the most recent SRs before
resubmission. Additionally, we manualy searched the
bibliographies of relevant reviews and the articles initially
retrieved. L etterswere al so sent to authors and expertsidentified
in the included and excluded studies during the screening stage
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toidentify additional eligible studies. Thedigibility criteriaare
listed in Table 1. Full search dates for each database, including
the initial search (August 31, 2024) and rerun (November 12,
2025), are reported in Multimedia Appendix 2. Full search
strategies for all databases, copied verbatim as executed, are
provided in Multimedia Appendix 2.

Study Selection Process

Following deduplication and a pilot test of the inclusion and
exclusion criteria, 2 independent reviewers (GDA and DLA)
screened all titles, abstracts, and full-text articles for eligibility
without knowledge of each other's decisions. For the
deduplication process, al records retrieved from database
searches and supplementary sources were imported into
Collaboratron (Epistemonikos). The software’'s automated
similarity-detection algorithm was used to identify duplicate
entries, followed by manual verification by 2 independent
reviewers (GDA and DLA) to ensure accuracy. This hybrid
deduplication approach, combining automated and manual
procedures, aligns with PRISMA-S recommendations for
transparent management of search records. Records from
electronic and bibliographic searches were stored and full text
screening was conducted using Collaboratron by Epistemonikos
[44]. Differences between the 2 reviewers (GDA and DLA)
were resolved through discussion, and a third reviewer (SSC)
was consulted when necessary. Thelist of studies excluded after
thefull text review, along with reasonsfor exclusions, isdetailed
in section 7 in Multimedia Appendix 2.

We reached out to 28 authors (up to 3 email attempts) to request
additional information, particularly on gray literature such as
conference presentations and reports (see the list of expertsin
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the Contacting Experts section of section 4 in Multimedia
Appendix 2).

The interrater reliability was assessed using Cohen kappa
coefficient [45]. Two independent reviewers (GDA and DLA)
evaluated the full-texts (section 8 in Multimedia Appendix 2).

Data Collection Process

We devel oped adata extraction tool in Microsoft Excel to obtain
various study datarecommended by Cochrane[46,47]. Thedata
extracted from the SRs selected for the study was tested and
calibrated by the team (section 9 in Multimedia Appendix 2).

https://www.jmir.org/2026/1/€74201
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For this purpose, 1 author (GDA) created the spreadsheet and
then extracted the data from 1 SR. Subsequently, 2 authors
(GDA and DLA) independently extracted datafrom 3 SRs, and
all authors provided feedback on whether the data elements
were complete, and the extracted data were unambiguous. Once
a consensus was reached through discussion, 1 author (GDA)
created a data extraction manual for the spreadsheet, which can
be found in Multimedia Appendix 2 (section 10).

Data ltems

Data items included SR characteristics, PICOS criteria, and
variables related to DBCI (Textbox 1).
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Textbox 1. Dataitemsin this overview of systematic reviews.

Dataitems

«  Bibliographic information (author, year of publication, title, and aim of the SR).

Population characteristics:

«  Participants (total number of participantsincluded in the studies)

«  Population age

«  Specific population (men who have sex with men, lesbian, gay, bisexual, transgender, queer, and other sexual orientations and gender identities
(LGBTQI+) individuals, people with a diagnosis of sexually transmitted disease [STD] without HIV)

Study characteristics

o Total number of studiesincluded in the review

o Number of randomized controlled trials (RCTSs) included

o Typeof studies (only RCTs, only non-RCTs, including experimental nonrandomized and observational studies-, both RCTs and non-RCTSs)

« Review period (range of publication years of the primary studies included in each systematic review, reflecting the temporal coverage of the
synthesized evidence)

«  Period or specific date range of the literature search (years during which databases were searched by the authors of each SR);

«  Country or geographic location of the studies

I ntervention details

o  Target population

o  Target behavior

«  Explicit mention or extraction of theoretical frameworks used.

. Behaviora outcomes (condom use, frequency of unprotected sexual intercourse, number of sexual partners, STD and HIV testing, uptake of
medical male circumcision, HIV counseling, vaccination)

«  Cognitive outcomes (self-efficacy, STD and HIV-related knowledge, attitudes toward condom use, and pre-exposure prophylaxis avareness)

« Biologica outcomes (acquisition of HIV or sexually transmitted infection)

I ntervention acceptability and feasibility

« Acceptability: participants’ acceptance of the intervention
«  Practicability: ease of implementation in the real world

«  Effectiveness: achievement of the intervention objectives
. Affordability: cost-effectiveness of the intervention

«  Spill-over effects: unintended consequences

«  Equity: impact on health equity

Technology and delivery methods
. Mobile devices, desktop computers, digital billboards, wearable accessories, digital objects, and projection and holograms

« Mode of delivery of digital contents (audio calls and messages, video calls and messages, text and instant messages, emails, audio broadcasts
and podcasts, websites and computer programs and apps, eBooks, virtual or augmented reality, artificial intelligence; for example, use of artificia
intelligence—based chatbots to promote safe sex or other sexual behaviors)

Other characteristics

o Number of primary studiesincluded and overlap, tools used to assess the risk of biasin primary studies, whether a meta-analysis was conducted,
and certainty of evidence (Grading of Recommendations, Assessment, Development, and Evaluation)

. . a SR, such as the preparation process, literature search, study
Quality Appra.u-sal of th.e SRs _ selection, data extraction, and analysis, as well as potential
We performed critical appraisalsof SRsusing AMSTAR-2[48],  biases (eg, risk of hias, publication bias, or funding sources).
asoutlinedin our published protocol [39]. AMSTAR-2 consists  Based on the type and number of weaknesses identified (ie,
of 16 items that assess the thoroughness of various aspects of  unmet items), the reviews were assigned a confidence rating:
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high, moderate, low, or critically low. Two authors (GDA and
DLA) independently assessed al SRs using a spreadsheet
(Microsoft Excel 2010) and reached consensus through
discussion (section 11 in Multimedia Appendix 2).

Overlap in Primary StudiesIncluded in Reviews

To ensure the accuracy of the primary study outcome data and
avoid overlap, we checked whether the included SRs shared
overlapping primary studies. This was done by creating a
citation matrix and calculating the overall corrected covered
area (CCA) using Graphical Representation of Overlap for
Overviews (GROOVE) [49]. The CCA quantifies the degree
of overlap between primary studies included across SRs,
calculated asthe number of repeated primary studies (numerator)
divided by the product of the total number of unique primary
studies and the number of reviews, minus the total number of
unique studies (denominator). The resulting value represents
the proportion of shared evidence between reviews. A CCA of
0% to 5% indicates a slight overlap, 6% to 10% a moderate
overlap, 11% to 15% a high overlap, and greater than 15% a
very high overlap.”

Data Synthesis M ethods

Overview

Across the included SRs, the types of control or comparison
groups varied substantially. In most cases, DBCls were

https://www.jmir.org/2026/1/€74201
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compared against nondigital or usual-care conditions, such as
standard health education, printed materials, or no intervention
controls. A smaller number of reviews included comparators
that werethemselves digital but lacked explicit behavior change
components (eg, informational websites or SMS reminders
without BCTSs). This heterogeneity makes it difficult to
disentangle whether observed effects are attributable to the
digital delivery mode, the behavioral content, or both. Therefore,
comparator conditions reported by each review were
documented, and findings were interpreted with caution,
emphasizing the combined influence of digital and behavioral
mechanisms [50].

Outcome Definitions

Behavioral outcomeswere classified according to the definitions
provided in the included SRs. “STI and HIV prevention
behaviors’ encompassed all behavioral actionsaimed at reducing
infection risk, including but not limited to condom use, STI and
HIV testing, vaccination, and adherence to treatment. “ Safe sex
behaviors’ referred specifically to sexual practices such as
consistent condom use, partner reduction, and negotiation of
safer sex. This hierarchical approach was adopted to maintain
consistency with the terminology used in the original reviews
while avoiding redundancy between overlapping categories. A
clarifying note was also added to Table 2 indicating that “safe
sex behaviors’ represent a subset of “STI and HIV prevention
behaviors.
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Table 2. Main characteristics of systematic reviews published between 2014 and 2015. “ Safe sex behaviors’ are a subset of “sexually transmitted
infection and HIV prevention behaviors. The table summarizes study design, population, intervention features, behavioral and cognitive outcomes, and
country income level based on World Bank classification.

Characteristics (N=23% Results
SRP design
Number of studiesincluded 514
Participants (total) 129,481

Range of years of the studiesincluded
Place (country: geographic location)
High-income countries
Upper-middle-income countries
L ower-middle-income countries
only RCTY (n=23)
Only non-RCT (includes nonrandomized experimental and observational studies) (n=23)
RCT and non-RCT (n=23)
Total RCTs (N=514)

Population type (n=23)

Adolescents (population age 10 to 19 years)
Youth (20 to 29 years)

Adults (>29 years)

Men who have sex with men
LGBTQI+®individuals

People diagnosed with an stDf (without HIV)

I ntervention characteristics (n=23)

Target of behavior (prevention of STI19 and HIV)

Target behavior (safe sex)

Target behavior (STl and HIV testing)

Target behavior (treatment-related, ie, attend the appointment or getting treatment for an STI1)
Environment: schools

Environment: universities (where it was implemented)

Environment: health centers (where it was implemented)

Explicit framework of theoretical domains of behavior change from the studies included in the SR
Description of behavior change techniques according to BCTTv1

Description according to Theoretical Domains Framework (TDF)

Behavioral outcomes (n=23)

Condom use (internal or external)
Frequency in unprotected sexual intercourse
Number of sexual partners

STD and HIV testing

Uptake of medical male circumcision

HIV counseling

Get vaccinated against (VPH- HEP A 'y B)

Cognitive outcomes (mediator s of prevention) (n=23)

(2014-2025)

204
22
17

12
410

14
17
15
14
10

10

19

16
17
10
10

10
10

19
11

18
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Characteristics (N=23% Results
Self-efficacy 10
STD- and HIV-related knowledge 10
Attitudes toward condom use 8
Pre-exposure prophylaxis awareness 4

Biological outcomes
HIV or STI acquisition (n=23) 8

Technology delivered (n=23)

Mobile device 19
Desktop computer 12
Digital billboard 0
Wearable (clothing and accessory) 0
Digital object 0
Projection and hologram 0
Digital content type (n=23)
Audio call and message 10
Video call and message 14
Text and instant message 18
Email 9
Video game 6
Audio broadcast and podcast 1
Website, computer, program and app 18
eBook 1
Virtual or augmented reality 2

Other descriptions
Artificia intelligence-based chatbots for promoting safe sex or other sexual behaviors 0

M eta-analysis and certainty of evidence (n=23)

Meta-analysis 7
Certainty of evidence (GRADE)h 4
APEASE' (n=23)
Acceptability 6
Practicability 0
Effectiveness 19
Affordability 4
Spill-over effects 3
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Characteristics (N=23%

Results

Equity

2

#Total number of SRsincluded in this overview.

bsR: systematic review.

“Total number of primary studies included in the SRs of this overview.
4RCT: randomized controlled trial.

eLGBTQI+: lesbian, gay, bisexual, transgender, queer, intersex, and plus.
fsTD: sextually transmitted disease.

9STI: sexually transmitted infection.

NGRADE: Gradi ng of Recommendations, Assessment, Development, and Evaluation.
' APEASE: Acceptability, Practicability, Effectiveness, Affordability, Spill-over effects, and Equity.

A written description was generated on the results of each SR
ondigital interventionsfor the prevention of STIsand HIV, and
atable detail ed the characteristics and outcomes of each review.
The extracted data were synthesized using a predefined and
team-approved template, identifying common themes and
mapping them according to the stated objectives (section 9in
Multimedia Appendix 2).

Subgroup analyses were done to evaluate various factors,
including the aim of the SR, the target population, behavioral
outcomes, cognitive outcomes, biological outcomes, and the
type of digital content and intervention. The mode of delivery
(MaoD) framework by Marques et al [51] was used to categorize
interventionsinto types such astext and instant messages, video
calls and messages, websites, computer programs and apps,
emails, video games, audio broadcasts and podcasts, e-books,
and virtual or augmented redlity.

The effectiveness of digital interventions for STI and HIV
prevention was assessed based on SRsthat explicitly described
the use of BCTsor the TDF. Subsequently, the impact of BCTs
on each specific outcome was analyzed following the approach
of Michie et a [52,53], alowing for the identification of the
most effective techniques. Findings were synthesized into
structured tablesto visualize theimpact of digital interventions
across behavioral, cognitive, and biological domains.

Finaly, a 5-level classification system was applied: “V¥”
indicated strong evidence of a negative effect; “O,” mixed or
null evidence; “O-" and “O+,” a negative or positive effect
with limited evidence; and “ A, strong evidence of a positive
effect. The strength of evidence was determined according to
threecriteria: (1) the number of SRsreporting consistent results
in the same direction, (2) the methodological quality of these
reviews based on AMSTAR-2, and (3) the presence of
meta-analytic data when available. Strong evidence (“ A" or
“W") required consistent findings across at least 2 high-quality
reviews or meta-analyses, while limited evidence (“O-" or
“O+") was assigned when findings were reported in only one
review or when quality or consistency waslower. Mixed or null
evidence (“O") indicated conflicting or inconclusive findings.
This approach aligns with recent overviews applying the same
evidence-grading framework for BCTs[53,54].

This system aimsto provide clear guidance on which BCTsare
most effective in digital interventions for STI and HIV
prevention. The BCTs were coded according to the BCT

https://www.jmir.org/2026/1/€74201

Taxonomy version 1 (BCTTv1) [31,55], in studiesthat reported
interventions using TDF, while the original descriptions were
retained for studies that explicitly reported BCTs. This
methodological approach ensured that conclusions were
systematic, evidence-based, and aligned with established
behavior change frameworks.

The SAGER [37] guidelines were used to ensure the
consideration of sex and gender variables during the data
extraction. These guidelines aim to prevent bias and improve
the relevance and validity of findings by promoting the clear
distinction between “sex” (biological differences) and “ gender”
(social and cultural factors), and its purpose is for these
distinctions to be accurately reflected in study design, data
analysis, and resultsreporting (sections 2 and 12 in Multimedia
Appendix 2).

Results

Overview

From the 3643 records identified (3313 from electronic
databases and 330 from bibliographic sources), 129 full-text
articles were assessed for eligibility. Of these, 106 were
excluded, leading to the inclusion of 23 SRs in this overview
[56-78] (Figure 1). The interrater reliability for full-text
screening of the initial 122 studies was robust (k=0.88). An
updated search conducted on November 12 yielded 378
additional records, of which 7 were assessed in full-text and 4
met the inclusion criteria. Additional studies were identified
through supplementary methods, including website searches,
citation searching, and expert consultations, ensuring a
comprehensive review (section 4 in in Multimedia Appendix
2).

Characteristics of SRs

The 23 SRsincluded in the overview were published between
2014 and 2025, and covered 514 primary studies, including 410
randomized controlled trials (RCTs). Of these reviews, 9 focused
exclusively on RCTs[56-58,66,69,70,75,77,78], 2onnon-RCTs
[72,73], and 12 included both study types
[59-65,67,68,71,74,76]. These reviews encompassed 129,481
participants, with individual studiesranging from 2662 to 27,704
participants. A detailed appraisal of methodological quality and
overlap across the included SRsiis presented at the end of this
section to contextualize confidencein the synthesized evidence.
The targeted populations included adolescents (n=14), youth
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(n=17), adults (n=15), men who have sex with men (n=14),
LGBTQ+ individuals (n=10), and people diagnosed with
sexually transmitted diseases other than HIV (n=10; sections
13, 143, and 14b in Multimedia Appendix 2).

Most studies were conducted in high-income countries,
including the United States, Portugal, and Chile, followed by
upper-middle-income countries such as Chinaand South Africa,
and lower-middle-income countries such as India and Kenya.
Country income levels were classified according to the World
Bank Country and Lending Groups (FY 2025, Atlas method,
USD), which use Gross National Income per capita as the
defining criterion. Classifications were verified as of November
10, 2025, based on the latest publicly available dataset [ 79]. All
data are reported, and detailed characteristics of the included
SRs are presented in section 13 in in Multimedia Appendix 2.
The synthesis of study characteristics is summarized in Table
2.

SAGER Application

The SAGER guidelines revealed that most studies did not
include sex- or gender-disaggregated data, and significant gender
differences were generally not reported. Only one study,
Kamitani et a [63], mentioned transgender participants, but
without a detailed analysis (section 12 in in Multimedia
Appendix 2).

Characteristics of the Interventions

Overview

Acrosstheincluded SRs, digital interventionstargeted multiple
prevention-related behaviors, including ST1 and HIV prevention,
safer sex practices, and engagement with testing and sexual
health services. Most SRs focused on ST1 and HIV prevention
behaviors (19/23, 82.6%) safe-sex promotion (16/23, 69.6%),
and STI and HIV testing (17/23, 73.9%). Additionally, 10 SRs
(43.5%) incorporated strategiesto enhance treatment adherence,
such as attending medical appointments or completing syphilis
treatment (Table 2 and section 15ain in Multimedia Appendix
2).

The research study settings varied, with health centers being
the most common (10/23, 43.5%), followed by schools (10/23,
43.5%), while universities (4/23, 17.4%) weretheleast frequent.
Regarding the use of theoretical frameworks, 10 SRs (43.5%)
applied a behavior change framework, yet only 2 SRs (8.7%)
explicitly described techniques based on the BCTTv1, and just
one (4.3%) used the TDF (section 15a in in Multimedia
Appendix 2).

In terms of behavioral outcomes, out of 23 SRs analyzed,
condom usewas assessed in 19 reviews (82.6%), while STI and
HIV testing was reported in 18 reviews (78.3%). Other relevant
outcomes included the frequency of unprotected sexual
intercourse (47.8%), the number of sexua partners (30.4%),
and vaccination against HPV or hepatitis (30.4%). Finaly, the
most analyzed cognitive outcomes were self-efficacy (43.5%),
STI and HIV-related knowledge (43.5%), and attitudes toward
condom use (34.8%), whereas PrEP awareness was examined

https://www.jmir.org/2026/1/€74201
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inonly 4 studies (17.4%; section 15b and 15c in in Multimedia
Appendix 2).

MoD

According to the MoD classification by Marques et a [51],
most interventions were delivered via mobile devices (n=19)
and desktop computers (n=12), with text and instant messaging
being the most common digital content type (n=18). Other
content typesincluded video calls and messages (n=14), emails
(n=9), and video games (n=6). Notably, no studies used
emerging delivery methods such asdigital billboards, wearable
accessories, digital objects, or projection and holograms (Table
2; section 15d in in Multimedia Appendix 2).

Theoretical Frameworks and BCTs

Of the 23 SRs analyzed, 10 (43.5%) incorporated behavioral
theories, with the information-motivation-behaviora skills
model (10 of 71 framework mentions, 14.3%), health belief
model, and social cognitive theory being the most common.
However, 13 reviews (56.5%) lacked any theoretical framework,
reflecting inconsistent application of behavior change science.
Only 4 (17.4%) reviews explicitly reported the identification
or coding of BCTs or TDF [56,58,59,78] (section 15e in in
Multimedia Appendix 2).

Overall, there was limited variability in the reporting of
theoretical and behavioral frameworks across the 23 SRs.
Explicit descriptions of BCTs or TDF mapping were rare, with
most reviews indicating “not reported.” This pattern reflects
heterogeneity in reporting practices acrossdigital interventions
for STI and HIV prevention and highlightsthat only aminority
of reviews provided systematic or detailed descriptions of
behavioral frameworks.

Effectiveness and | mplementation of BCTsin Digital
I nterventions. Subset Analysis

This subsection focuses specifically on the subset of SRs (4 out
of 23) that explicitly identified, coded, or analyzed BCTswithin
digital interventionsfor STI and HIV prevention. Thesereviews
(Bailey et a [56]; Burnset a [58]; Clarke et al [59]; and Mo et
a [78]) provided sufficient methodological detail to enable
comparison of BCT use, frequency, and effectiveness. The
remaining reviews, which did not report BCT coding or
implementation frameworks, are synthesized in the previous
sections that address broader behavioral, cognitive, and
biological outcomes. This clarification ensures transparency
and maintains consistency with the overview’s comprehensive
scope.

DBClsfor STl and HIV prevention have incorporated various
BCTs; however, their explicit classification using standardized
frameworks such as the BCTTv1l or TDF remains limited.
Among the studies analyzed, Burns et a [58] and Clarke et a
[59] reported interventions explicitly coded using BCTTv1,
whereas Bailey et a [56] used domains associated with TDF to
describe behaviora determinants. Mo et al [78] expanded the
evidence base by systematically identifying and mapping BCTs
acrossdigital HIV prevention interventionsfor adolescentsand
young people (Table 3).
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Table 3. Summary of behavioral determinants, frequently reported behavioral change techniques (BCTs), and observed effectiveness of digital
interventions for the prevention of sexually transmitted infections (STIs) and HIV based on 4 reviews (Bailey et a [56]; Burns et a [58]; Clarke et &
[59]; and Mo et a [78]). Includes intervention design, target population, mode of delivery, and AMSTAR-2 quality rating. BCT codes correspond to
Behavior Change Technique Taxonomy version 1.

Reference  Review Modeof NPrima Targetpop- Target of Intervention  Determi- Most fre- Statigtical sgnif- AMSTAR 2
and re- period delivery  ry stud- ulationand behavior effectiveness nantsof  quentlyused icanceandef-  Rating
view type iesand  number of and observed  behavior BCTsand fect size (P val-
study participants behavior components  ue, Cohend, r)
designs change
Bailey et  Searches. Web- 31stud- Population: Prevention Increased Goals be- Goal setting  HIV-related High
a [56] from basedpro- ies youngpeo- of HIVand HIV-related havioral  (1.1),com-  knowledge: No critical
SR®and 2014to  grams, RCTY ple,men  other STls, knowledge regula-  mitment SMD®=056 flaws One
meta- June mobile whohave promotion (moderate ef- tion, (1.9), feed- (95%Cl 0.33-  noncritical
andysis  2017Pub- apps, on- sex with of safesex  fect) - small  knowl- back onbe- 0 g0)-HIV pre  weakness
lication  line mod- men behaviors, improvement edge, havior (2.2), vention sdf-effi- (noinformar
of prima-  ules (MSwm), adherence  inbehavioral  emotion,  biofeedback  aey. tion on fund-
ry studies HIV-posi- totesting intention - optimism, (2.6), infor-  g\D=013 ing sources)
included: tivepeople, andtreat-  Positiveeffect beliefs mationabout (9504 C| 0.00-
1991- at-risk ment. Con- onHIV pre-  aboutca antecedents 0.27) - HIV pre-
2017 adults, domuse, ventionbehav- pabilities (4.2),re-atri- \ention inten-
African partner re- iors- No clear bution (4.3),  tion: SMD=0.16
American  duction, impact on information (9504 Cl 0.06-
women. and safe self-efficacy - about health 0.26) - HIV pre-
Total: sexnegotia= No significant conse- vention behav-
11,293 par- tion effect on bio- quences Cod
ticipants - logical out- (5.2, |ors(: OR"1.28
IDI vs. comes (STI salience of (1927/)0 _Céilo'lc? -i-
minimal in- and HIV acqui- conse- - 0utc0m$g
tervention: sition, viral guences (STI and HIV
10,423 par- load) (5.2), verbal acauisition. vi-
ticipants - persuasion ; anI oad): O’R
IDI vs. (15.1), sdf- % (95% a
face-to- talk (15.4) 0' 96-2.28)
venton: P=.08 (not ig-
870 partici- nificant)
pants
Burnset  Searches: Mobile  10stud- Population: Promotion Two trials Goals,in- Goal Setting Clinic atten- ModerateNo
a [58] January  phone- ies Genera of sexual showedsignif- tentions, (1.1),feed- dance: SMSre- critical flaws
SR of 1999and basedin- RCTs  population, heathser- icantincreases behav- back on Be- minderssignifi- Morethan
RCTs July 2014 terven- at-risk vicesup- inclinicatten- iordregu- havior (2.2), cantlyincreased onenoncriti-
Publica-  tions, adults, take, reduc-  dance with lation, information  gtendance (RRE  Cal Weakness
tion of SMSre- young peo- tion of SMSre- knowl- about health 86, 95% ClI (noinforma-
primary  minders, ple, risky sexu- minders. - edge, so-  conse- 0.74-1.00) - tionon fund-
studiesin-  mobile (MSM)To- a behav-  Onetrial im-  cid influ- quences Chlamydia ing sources,
cluded::  apps, tal: 16,773 iors,reduc- proved sexual  ences, en- (5.1), retesting: SMS ~ publication
2006- video participants tionof re-  healthknowl-  vironmen- demonstra  rgmindersin- biasreported
2014 messages cal biasin edge. - Notri- tal con-  tionofbehav- regeed retegt- DUt NOt dis-
self-report-  als showed textand ior (6.1), so- ing (RR 4.5, cussed)
edsexual  significantin-  resources, cial compai- g5o4 | 1.05-
activity creasesincon- reinforce- son (6.2), 19.22) - HIV
dom use. - ment ProMpLS/CUES  teqting uptake:
Onetria (7.2), meteri- o significant
found mobile al incentives  gffect (RR 0.94,
technology ac- (10.2) 95% Cl 0.81-
ceptable for 1.09) - Sexual
sexual health health knowl-
datacollection edge: SMSim-
proved knowl-
edge (RR 1.75,
95% CI 1.11-
2.77) - Condom
use: no signifi-
cant changes
(RR 0.87, 95%
Cl 0.62-1.24)
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Reference Review Modeof NPrima Targetpop- Target of Intervention  Determi- Most fre- Satidtical sgnif- AMSTAR 2
and re- period delivery  ry stud- ulationand behavior effectiveness nantsof  quentlyused icanceandef-  Rating
view type iesand  number of and observed  behavior BCTsand fect size (P val-
study participants behavior components  ue, Cohend, r)
designs change
Clarkeet Searches. Digitadin- 13 stud- Population: Increasing Behaviora in- Beliefs Credible Someinterven-  Criticaly
a [59] 1 January terven- ies Adoles- attendance terventionsin- about source (9.1), tionssgnificant- Low
SR 2000to1 tionsin- (RCTs5 cents, at sched- creased atten-  conse- prompts/cues ly increased &~ n1ore than
Septem-  cluding  Non youth, uledsexual  dance at quences, (7.1),sociad tendancewhile  gne critical
ber 2021. SMS RCTs  adults, heathap- scheduledsex- environ-  support others had flaw (no jus-
Publica-  (textmes- before- MSM, pointments ual healthap-  mental (3.2), socid  mixedresults yification for
tion of sages), after=8) LGBTQI + pointments. context reward excludingin-
primary  socia me- Total: not Textmessages and re- (10.4), self- dividual
studiesin- dia, and reported werethemost sources, incentive studies, no
cluded::  app- frequently emotion, (10.5), re- considera-
2011- based used MoD?9. reinforce-  structuring tion of bias
2018 messag- Someinterven- Ment, so-  of the envi- when inter-
ing tionswereef-  cid influ-  ronment preting re-
fective, while €nceopti- (12.1,12.2), sults) More
others had mism focus on past than one
mixed results Success noncritical
(15.3), vicari- weakness
Oous conse- (study selec-
quences tion not done
(16.3) in duplicate,
no informa-
tiononfund-
ing sources)
Moeta  Searches. Mobile 34 stud- Population: Prevention Narrativesyn- Knowl- Information No pooled ef-  Critically
[78] January  apps, ies adolescents  of HIV; thesisindicat- edge, be- about health fectsizesreport- Low
SR 2008to  SMStext (RCTs, andyoung promotion edconsistent liefs conse- ed. More than
Novem-  messag- quasi-  people(10- of safersex improvements about quences Several primary  one critical
ber 2024. ing, web- experi- 29y). To- practices; incognitive  conse- (5.2), studies demon-  flaw (no jus-
Publica-  based mental, tal:Notre- HIVtes-  determinants QUeNCeS, feedhack on  strated signifi- tification for
tion of modules, and ob-  ported ing;riskre- (v.related  PENAV- behavior cantimprove-  excludingin-
primary  comput- - server ductionbe- nowledge, ~ iord 22), mentsin dividual
dan ches el M i $S popses Avieag 905
2008- game perceiv (7.2), and self-effica-  CONSIdera
risk). o, . tion of bias
Tech), on- Small, incon- ! r;n- (11), couldnotbe ~ Wheninter-
line edu- sistent effects Ment o meta-analyzed ~ Preting re-
- were reported context problem sults) More
cational andre-  solving than one
for condom
platforms USe. sources,  (1.2), noncritical
. motiva- demonstra- weakness
ﬁgr;: ;r;to\eNvg tion tion of behav- (Study sefec-
. . ior (6.1), tion not done
INCreases in . in duplicate
HIV testing social sup- no informar
motivation or port (3.1), tion on fund-
intentions, salf-monitor- |ng S)UI'CGS)
but behavioral ing (2.3)
outcomes
were heteroge-
neously mea-
sured and
rarely pooled

83R: systematic review.

bRCT: randomized controlled trial.
CSMD: standardized mean difference.

40R: odds ratio.
®RR: relative risk.

fLGBTQI+: lesbian, gay, bisexual, transgender, queer, and other sexual orientations and gender identities.

9MoD: mode of delivery.
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In total, 26 BCTs were reported. The most frequently used in
these interventions included goa setting (1.1), feedback on
behavior (2.2), and the use of promptsand cues(7.1), commonly
delivered through mobile apps, text messaging (SMS), online
modules, and digital games. Other approaches included
commitment strategies (1.9), biofeedback (2.6), social support
(3.1, 3.2), and providing information about health consequences
(5.1). These techniques targeted key behavioral determinants
such as knowledge, behavioral regulation, socia influence, and
reinforcement strategies, aiming to enhance self-efficacy,
motivation, and risk awareness (Table 3).

Duarte-Anselmi et al

Table 3 summarizes behavioral determinants, commonly used
BCTs, and intervention effectiveness. Figure 2 synthesizes the
impact of specific BCTs across behavioral, cognitive, and
biological outcomes. Findingson BCT effectivenessweredrawn
from the 3 SRsthat reported effect estimates (Bailey et al [56];
Burns et a [58]; Clarke et al [59]). Mo et a [78] contributed
descriptive evidence on BCT implementation but did not report
guantitative effect estimates. This section also highlights how
BCTs were implemented across SM S-based strategies, mobile
apps, online platforms, and digital learning modules.

Figure2. Summary of the effectiveness of behavior change techniquesin digital interventions for sexually transmitted infection and HIV prevention.
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Behavioral Outcomes

Condom Use

Digital interventions showed mixed effectiveness. Bailey et a
[56] found asignificant increasein condom use (oddsratio [OR]
1.28, 95% CI 1.04-1.57, A evidence), supporting the role of
goa setting (1.1), commitment (1.9), and feedback (2.2).
Conversely, Burns et a [58], reported no significant effect
(relative risk [RR] 0.87, 95% Cl 0.62-1.24, O evidence),

https://www.jmir.org/2026/1/€74201

suggesting that effectiveness varied by population and
intervention design.

Regarding mobile apps for risk awareness [56], digital
interventionsfocusing on health consequences (5.1) significantly
improved HIV-related knowledge (standardized mean difference
[SMD]=0.56, 95% CI 0.33-0.80), reinforcing the role of
interactive digital tools in promoting condom use behaviors.
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Sexual Health Services Uptake

To ensure conceptual clarity, in this overview STI and HIV
testing refers to diagnostic testing behaviors, whereas sexual
health services uptake encompasses broader engagement with
preventiveor clinical services, including retesting when reported
as part of general service use [58].

Mixed results (O+to A) werefound regarding the effectiveness
of goal setting (1.1) and Feedback (2.2) in increasing
engagement with sexual health services. SMS reminders
significantly increased clinic attendance (RR 0.86, 95% CI
0.74-1) and chlamydia retesting rates (RR 4.5, 95% CI
1.05-19.22) [58]. SMS reminders providing health-related
information (5.1) and material incentives (10.1) were effective
in some cases, particularly for STI retesting, though results
varied across populations.

Regarding SMS feedback and goal setting [58], participants
received weekly SMS messages inquiring about risky sexual
behaviors, followed by feedback and goal-setting prompts to
encourage health service use.

STI/HIV Testing

Evidence from Burns et a [58] was mixed (O to A), with
Feedback (2.2) and prompts and cues (7.1) being somewhat
effective in encouraging STI testing. Clarke et a [59] found
that personalized SMS reminders significantly improved ST
retesting rates (56% vs. 33%; P<.01). However, material
incentives (BCT 10.1) yielded mixed effects (O), as financial
rewards increased short-term attendance but did not sustain
engagement.

Regarding personalized SMS reminders and incentives [59],
tailored SM S messages encouraged ST retesting, with financial
incentivesincreasing attendance (29.17% in the incentive group
vs. 0% in the control group).

Cognitive Outcomes

HI1V-Related Knowledge

Digital interventions incorporating Information about Health
Consequences (5.1) and Biofeedback (2.6) significantly
improved HIV-related knowledge (SMD=0.56, 95% ClI
0.33-0.80, A evidence). These interventions relied on mobile
apps to enhance risk awareness through educational modules
and interactive tools [56].

HIV Prevention Sdf-Efficacy

Strong evidence (A) supported Goal Setting (1.1), Commitment
(1.9), and Feedback (2.2) in improving self-efficacy for HIV
prevention. Self-monitoring and digital education moduleswere
key to reinforcing behavior change [56].

HIV Prevention Intentions and Attitudes Toward Condom
Use

For both outcomes, evidence was weaker (O+ to O), indicating
that Goal Setting (1.1) and Feedback (2.2) may contribute to
positive attitudes toward condom use, but their long-term impact
remains uncertain (SMD=0.16, 95% Cl 0.06-0.26). Health
Consequences (5.1) showed inconsistent effects, suggesting
that behavior change may require additional reinforcement.
[56].
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Regarding mobile apps for risk awareness [56]: digital
interventions focusing on HIV prevention knowledge were
designed to improve risk awareness and motivation, though
long-term behavior adoption remained a challenge.

Complementary evidence was provided by Mo et al [78], who
systematically reviewed digital HIV prevention interventions
for adolescents and young adults and identified a broad set of
BCTs mapped across the included programs. Although this
review did not quantify behavioral or biological outcomes
associated with specific BCTs, it reported consistent
improvements in key cognitive determinants—particularly
HIV-related knowledge, prevention self-efficacy, and attitudes
toward condom use. These findings reinforce the role of
information-based strategies (eg, providing information about
health consequences, 5.1), feedback mechanisms (2.2), and
prompts and cues (7.1) as foundational techniques supporting
cognitive readinessfor behavior changein digital sexual health
interventions.

Biological Outcomes: STI/HIV Acquisition

Weak positive evidence (O+ to O) was assigned to goal setting
(1.1), commitment (1.9), and feedback (2.2), with A (strong
evidence) for health consequences (5.1). Despiteimprovements
in knowledge and behavioral determinants, these interventions
did not significantly reduce STI and HIV acquisition rates (OR
1.48, 95% CI 0.96-2.28; P=.08) [56].

In Figure 2, summary of the effectiveness of individual BCTs
reported in the 3 reviews included in the BCT subset analysis.
Outcomes are grouped into behavioral (eg, condom use, STI
and HIV testing), cognitive (eg, knowledge, self-efficacy), and
biological domains. Effect strength was graded using a 5-level
evidence classification system adapted from Michie et al. (2018)
[9] and Mair et al. (2023) [53]: “ A" denotes strong positive.
“O" denotes mixed or null, “O+/O-" denotes limited positive
or negative, and “ ¥ denotes strong negative. AMSTAR-2
quality ratingsareindicated by colored circlesasfollows. Green
=High, Yellow = Moderate, Orange = Low, Red = Critical Low
Classification of effectivenessfrom this systematic reviewsand
meta-analyses. A = Positive effect of BCT based on good
evidence such as subgroup or regression analyses. O+ = Positive
effect of BCT based on low evidence such as frequency of
individual BCTs within effective interventions. O = Mixed
evidence or no effect. O- = Negative effect of BCT based on
low level of evidence such as frequency of individual BCTs
within effective interventions. ¥ = Negative effect of BCT
based on good evidence such as subgroup or regression analyses.

Quality Appraisal of the SRs

Confidencelevel swere determined according to the AMSTAR-2
criteria described in the Methods section, based on the number
and severity of critical and noncritical weaknesses. Overall,
confidence in the results was high in 21.7% (5/23) of the SRs,
moderatein 13% (3/23), low in 17.4% (4/23), and critically low
in 47.8% (11/23). The most common weaknesses identified
werethe absence of reported funding sourcesfor primary studies
(22/23, 95.7%), thelack of afull list of excluded studies (13/23,
56.5%), and the omission of areview protocol (10/23, 43.5%;
section 16 in in Multimedia Appendix 2).
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Overlap in Primary Studies Cited in Reviews

The overlap assessment revealed aminimal overlap in the 321
primary studies, most of which were cited only once in the 23
SRs, with a CCA of 2.70. Comparisons between pairs of SRs
indicated that 82.6% (209 out of 253) had alow overlap (<5%),
8.7% (22 out of 253) had a moderate overlap (5% to <10%),
4% (10 out of 253) had a high overlap (10% to <15%), and
4.7% (12 out of 253) had a very high overlap (=15%).

Giventhat 4 reviews (Bailey et a [56]; Burnset a [58]; Clarke
et a [59]; and Mo et a [78]) provided explicit coding or
mapping of BCTs, these were analyzed as a separate
methodological subset (Table 3). The overlap assessment
indicated consistently slight overlap (<5%) among them,
confirming that this BCT-focused evidence base draws on
distinct sets of primary studies. These findings are illustrated
in sections 17 and 18 in in Multimedia Appendix 2.

Discussion

Principal Results

This overview synthesized evidence from 23 SRs to evaluate
the behavioral determinants, theoretical foundations, and
effectiveness of DBClsfor preventing STIsand HIV. Consistent
with the study aims, the findings indicate that DBCISs,
particularly SMS reminders, mobile apps, and interactive
web-based programs, can enhance engagement with sexual
health services and increase STI and HIV testing. Cognitive
determinants, such as HIV-related knowledge, motivation, and
self-efficacy, also improved across numerousinterventions. The
most frequently identified and effective BCTs included goal
setting, feedback on behavior, and prompts and cues. However,
the high heterogeneity of intervention formats and the
inconsistent reporting of BCTs across reviews limit the ability
to draw definitive conclusions regarding the independent
contribution of specific components. Taken together, these
findings offer aclear synthesis of behavioral mechanismsacross
digital interventions and strengthen confidence in the patterns
observed across reviews.

Only 4 reviews, Bailey et a [56], Burns et a [58], Clarke et al
[59], and Mo et al [78], explicitly coded or mapped BCTsusing
standardized frameworks (BCTTv1 or TDF), alowing for a
focused subset analysis. For the remaining reviews, behavioral
mechanisms could only beinferred from narrative descriptions.
The GROOVE overlap analysis confirmed minimal overlap
across the 321 primary studies, indicating that the synthesized
evidence draws from distinct and independent datasets. This
methodological combination strengthens the validity of the
synthesized findings and responds directly to recent calls for
more mechanism-oriented evidence synthesis in digital health
[80].

Interpretation of Findings

Overal, DBCIs show considerable promise in supporting STI
and HIV prevention, particularly through timely reminders,
personalized feedback, and interactive educational content.
SMS-based interventions consistently improved clinic
attendance and ST retesting, reinforcing the well-established
role of prompts and cues in facilitating preventive behaviors.
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Web-based programs and mobile apps contributed to enhanced
knowledge, motivation, and behavioral skills, aligning with
established behavioral models emphasizing the importance of
cognitive determinants. Thisoverview highlightsthat cognitive
determinants represent the most consistent pathways of change
in DBCls, clarifying how digital components influence
prevention behaviors.

Behavioral outcomes such as condom use demonstrated mixed
effects: Bailey et a [56] reported significant improvements,
whereas Burns et a [58] found no notable impact. These
differenceslikely reflect variationsin populations, intervention
content, MoDs, and follow-up durations, as well as the extent
towhichinterventionsincorporated explicit BCTsor theoretical
frameworks. Findings from Mo et a [78] further highlight the
inconsistency in how interventions implement and report
behavior change strategies, particularly among adolescent
populations. These discrepancies underscore that digital
modalities may be more effective when they target motivational
and sdlf-regulatory determinants rather than complex
interpersonal  behaviors, a distinction that has been
underexplored in prior reviews.

The limited and inconsistent application of behavioral theory
across reviewsisacentral issue. Nearly half of the reviews did
not reference any behavioral framework, despite strong evidence
from broader hedth literature showing that theoretically
grounded digita interventions are more effective and more
interpretable. This gap constrains the field’s ability to identify
mechanisms of action and optimize intervention design. By
systematically examining these gaps, our overview provides
conceptual clarity on how limited theoretical integration
constrainsinterpretability, scalability, and optimization of digital
interventions. Addressing these gapsisessential for moving the
field toward theory-driven digital prevention, where mechanisms
of action are explicitly linked to intervention components and
outcomes.

The updated search added 4 recent SRs [75-78], which expand
the evidence base with up-to-date findings on digital PrEP
adherence support, smartphone-based HIV prevention tools,
and BCT-coded adolescent interventions. However, their
conclusions mirror earlier patterns: digital tools consistently
improve testing and cognitive outcomes, whereas sustained
behavioral and biological impacts remain inconsistent. By
incorporating the most recent evidence available, including 4
SRs published in 2024-2025, this overview offersatimely and
comprehensive picture of current digital prevention strategies
and how they engage (or fail to engage) key behavioral
mechanisms.

Comparison With Prior Work

Our findings align with prior work demonstrating that digital
interventions can effectively promote preventive health
behaviors when grounded in behavioral theory and equipped
with active engagement strategies. Studiesby Simoni et a [23],
Albarracin et a [34], and Thomas Craig et a [24] underscore
the importance of behavioral mechanisms, self-regulation
processes, and contextual tailoring, elements only partially
reflected across the reviews included in this overview. Unlike
previous syntheses, this overview integrates behavioral
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mechanisms, intervention content, and methodological quality
to provide a more coherent understanding of how and why
DBCIs work. This integration allows for a more granular
understanding of intervention pathways than outcome-only
syntheses can provide.

A key divergence from other health domains (eg, mental health
and chronic disease management) is the limited integration of
emerging digital technologies, such as Al-driven personalization,
conversational agents, and virtual or augmented reality, in STI
and HIV prevention. Similarly, sex- and gender-disaggregated
analyses remain rare, with only 1 review explicitly addressing
transgender populations. This raises concerns about equity and
generalizability in digital sexual health research. Thishighlights
a broader limitation in the STI and HIV prevention literature:
the field has been slower than other digital health domains to
adopt advanced technologies and rigorous behavioral
frameworks, reducing its capacity to generate equitable and
generalizable impact. Future digital prevention efforts must
bridge this technological and conceptua gap to ensure that
innovation trandlates into equitable public health impact.
Extending beyond earlier reviews, this overview examines not
only whether digital interventions work but also how and why
they work, through explicit mapping of behavioral mechanisms
across reviews.

Strengths and Limitations

This overview offers the most comprehensive behaviora
synthesis to date of digital interventions for STl and HIV
prevention, following the PRISMA-S (Multimedia Appendix
3). The use of AMSTAR-2 enabled robust appraisal of
methodological quality, while GROOV E allowed quantification
of overlap across primary studies. Together, the minimal overlap
and explicit behavioral coding enhance confidence in the
synthesized evidence.

However, severa limitations should be acknowledged. First,
conclusions depend on the quality and reporting of theincluded
SRs, nearly half of which were rated criticaly low by
AMSTAR-2. Second, BCT coding was absent or insufficient
in most reviews, restricting the depth of mechanistic synthesis.
Third, high intervention heterogeneity precluded meta-analytic
pooling and limits comparability. Finally, reliance on SRs means
that relevant primary studies not captured in those reviews may
have been missed.

Despite these limitations, the overview provides a clear,
methodologically grounded synthesis of how digital tools
contributeto STI and HIV prevention and where future research
should focus. This multilayered approach responds to recent
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callsfor more rigorous, mechanism-oriented evidence synthesis
capable of informing real-world decision-making and aligns
with emerging frameworks such as evidence-based X, which
emphasize the integration of mechanisms, context, and
methodological rigor in digital health research [80].

Conclusions

DBCIs represent a promising and scalable strategy for
strengthening STI and HIV prevention, particularly for
improving testing behaviors and key cognitive determinants.
Interventionsincorporating goal setting, feedback on behavior,
and prompts and cues show the most consi stent positive effects,
whereas outcomes related to condom use and biological
measures remain mixed. The inconsistent application and
reporting of behavioral theory across reviews limits both
interpretability and scalability.

Building on prior work, this overview provides a novel
contribution by integrating effectiveness evidence with a
systematic mapping of BCTs and theoretical mechanisms, a
perspective that has been largely absent from earlier syntheses.
By identifying which active components are most consistently
associated with beneficial outcomesand highlighting persistent
reporting and methodol ogical gaps, this study offers actionable
guidance for designing next-generation digital interventions.
These findings, which incorporate evidence updated through
2025, have pragmatic real-world implications for researchers,
clinicians, and policymakers seeking to develop scalable,
culturally responsive, and equity-focused digital prevention
programs that meaningfully address the behavioral pathways
that drive STI and HIV risk across diverse populations.
Collectively, these insights offer a pathway for accelerating the
development of digital public health tools that are both
evidence-based and behaviorally informed.
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