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Abstract

Background: Generative artificia intelligence (Al) for tabular synthetic data generation (SDG) has significant potentia to
accelerate health care research and innovation. A critical limitation of generative Al, however, is hallucinations. Although this
has been commonly observed in text-generating models, it may also occur in tabular SDG.

Objective: This study aims to investigate the magnitude of hallucinations in tabular synthetic data, whether their frequency
increases with training data complexity, and the extent to which they impact the utility of synthetic datafor downstream prognostic
machine learning (ML) modeling tasks.

Methods: On the basis of 12 large and high-dimensional real-world health care datasets, 6354 training datasets of different
complexity were created by varying the subset of variables included in each dataset. Synthetic data were generated using 7
different SDG models. Hallucinations were defined as synthetic records that did not exist in the population, and the hallucination
rate (HR) was the proportion of hallucinations in a synthetic dataset. Classification was the downstream prognostic modeling
task, conducted via an ML approach (light gradient boosted machine) and an artificial neural network (multilayer perceptron).
Mixed-effects models were fitted to examine the relationship between training data complexity and the HR and the HR and the
predictive performance of Al and ML models when trained on the synthetic data.

Results: The HR ranged from 0.3% to 100% (median 99.1%, QR 98.5%-100.0%) and increased with training data complexity.
However, in most SDG models, the HR did not affect Al and ML prognostic model performance. In the SDG models in which
asignificant association was detected, the estimated effect was very small, with amaximum decreasein the areaunder the receiver
operating characteristic curve of —0.0002 (95% ClI —0.0003 to —0.0002, P<.001) in light gradient boosting machine and —0.0001
(95% CI —0.0002 to —0.0001, P=.002) in multilayer perceptron.

Conclusions: These findings suggest that while hallucinations may be very common in synthetic tabular health data, they do
not necessarily impair its utility for prognostic modeling.
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Introduction

Generative models are aclass of artificial intelligence (Al) and
machine learning (ML) models that create new data from the
input data they were trained on. During the training process,
generative models learn the underlying joint probability
distribution of the training data and sample output data from
that distribution.

Hallucinationsin Gener ativel mageand Text Modeling

Theterm “hallucination” in generative modeling first appeared
in the context of creating high-resolution images from
low-resolution input [1]. It described the ability of a model to
generate output that exceeded the information learned from its
input. Thiswas considered a positive feature as face recognition
or verification applications required high-resolution images;
yet, often only low-resolution images were available. Models
that generated such halucinations were able to output
high-resol ution face images based on alower-quality input and
were built upon convolutional neural networks[2] or generative
adversarial networks [3-11].

With the rise of large language models (LLMs), such as
generative pretrained transformers, the term “hallucination”
became more popular and took on the meaning that we currently
use. It describes a specific form of generated output that can be
seen as implausible, inconsistent, or nonexistent. Ji et al [12]
defineit as “generated content that is nonsensical or unfaithful
to the provided source content.” This means hallucinations
distinguish themselves from other types of output by a certain
degree of unexpectedness and a higher deviation from training
data. Today, 2 different notions of hallucinations are commonly
used. The first one captures violations of the concept of
factuality where thereal world is used asthe benchmark, while
the second one is based on faithfulness, which describes
consistency and truthfulness to the training data [12].

Hallucinations in the context of LLMs are largely seen as
problematic. Multiple authors warn of overreliance on LLMs,
particularly due to potential hallucinations that may be
misleading [13-15]. In eval uation studies across various sectors,
generic LLMs were shown to produce hallucinations [16-18].
For example, nontrivial deviations from the real world have
been detected in generated scientific reports [19], and LLMs
have been found to have limited ability to provide genuine
references [20-22].

The Challenge With Hallucinationsin Health Care

Hallucinations are particularly harmful in fields such as
medicine where there islittle room for error and decisions can
have severe consequences[14,23-25]. The National Academies
of Sciences, Engineering, and Medicine consequently lists
hallucinations as one of the major risks of generative Al in the
health care sector, alongside concerns such as privacy, bias,
output limitations, and algorithmic brittleness [14]. Medical
hallucinationsin the context of LLMs have been broadly defined
as “incorrect or misleading medical information that could
adversely affect clinical decision making and patient outcomes’
[25].
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This definition encompasses the notion of factuality as it
evaluates the generated content against the real world. In
addition, it extends beyond factuality by including any medical
information that is misleading, such as biased conclusions or
reasoning errors, and explicitly considering the potential harm
that may result from such hallucinations. Thisbroader definition
shows that in the heath care sector, LLM-generated
hallucinations are viewed primarily through thelens of potential
harmful consequences. Such consequences can be related to
patient safety but also include the erosion of trustin Al and ML
systems, increased workload or workflow disruptionsin clinical
settings, and unresolved ethical and legal questions about
accountability [14,25].

Hallucinationsin Generative Tabular Modeling

Synthetic data generation (SDG) represents another form of
generative modeling where synthetic tabular data are created
by amodel. Although SDG can be based on distributions known
a priori and informed by background knowledge, published
summary statistics, or established risk calculators [26-30], our
focus hereison synthetic data generated based on areal dataset
that is used to train a generative model, which outputs a fully
synthetic tabular dataset.

Most research in tabular SDG focuses on improving and
evaluating SDG modelsin termsof utility, privacy, and fairness
[31,32]. The goal is to mimic the statistical properties of real
data while maintaining low disclosure risks and avoiding bias
in the generated synthetic data to ultimately ensure that the
synthetic data perform well in downstream tasks. However, the
concept of hallucinations has not been precisely defined or
evaluated in the context of tabular SDG.

Objectives

This study aimed to evaluate (1) the extent to which generated
synthetic health data contain hallucinations, which has not been
previously studied; (2) the impact of dataset complexity on the
occurrence of hallucinated records, the hypothesis being that
datasets with higher complexity will have a higher rate of
hallucinations; and (3) the association between the rate of
hallucinations and the performance of prognostic Al and ML
models, the hypothesis being that the greater the rate of

hallucinations, the less effective the prognostic models would
be.

Methods

Definition of Hallucinationsin Tabular Synthetic Data

Utility in synthetic data has been typically defined in terms of
fidelity and downstream utility. Fidelity meansthat the synthetic
data are similar to the training data, and metrics can be used to
indicate how close the records are [33-35]. For example, the
Hellinger distance measures similarity in  multivariate
distributions; the cluster metric comparesthe clustering structure
[34]. Thetraining dataset serves as a basis for comparison, and
high-fidelity synthetic data are data that resemble the training
data very well. This is similar to the aforementioned concept
of faithfulness. A violation of fidelity can be seen as diversity
(Figure 1). Diverse records are those that are not similar to the
training data but are still quite similar to the population from
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which thetraining dataweredrawn. In SDG, thegoal istypically
not to have complete faithfulness to the training data, as this
could exposeindividuals' personal information. Instead, diverse
recordsthat maintain the statistical properties of the population
can be privacy preserving while supporting, for example, a
prognostic model to generalize better and perform reasonably
well on unseen data from the same population.

Hallucinations in tabular synthetic data can be defined as
synthetic records that are nonexistent in the population (Figure
1). This can be because they are implausible (eg, a female
individual with prostate cancer) or are plausible but just do not
exist in the population (eg, there is no male individual in a
specific population of patients with breast cancer). It thereby
incorporates the concept of factuality rather than faithfulness

Pilgram et a

asthe evaluation is performed with reference to the popul ation
and not the training dataset [36].

It has been argued that hallucinations represent the
low-likelihood outputs of a model [37]. Consequently, as for
any generative model, we can assume that SDG leads to
hallucinated records. However, it is unknown to what extent
this happens in tabular SDG. In addition, one can reasonably
argue that training a prognostic model on datasets with
hallucinated records may degrade the performance of the model
on unseen (ie, holdout) data, as the model would learn patterns
that are not, and cannot be, in unseen data from the same
population. Therefore, in addition to hallucinations eroding trust
in synthetic data, they may have the practical consequence of
reducing the performance of at least prognostic analytic
workloads with the synthetic data.

Figure 1. Hallucinationsin synthetic data. The green circle represents the synthetic data (S). Within S, high-fidelity records are synthetic records that
are similar to the training data (dotted portion); diverse records are the ones that are not similar to the training data (T) but to the population (P, dense
dotted portion); hallucinated records are those that cannot be considered as being representative of the training or the population data (striped portion).

Study Wor kflow
The overall workflow of this study included five major steps:

1 Creation of population variants with varying complexity
from 12 real-world health care populations

2. Sampling a training dataset from each population variant
to train 7 different SDG models, spanning from more
traditional statistical to deep learning models

3. Generating 10 synthetic datasets from each trained SDG
model and identification of hallucinated recordsin each of
the synthetic datasets

4. Assessing thedownstream predictive modeling performance
in each of the synthetic and training datasets via light
gradient boosted decision trees (LGBM) and multilayer
perceptron (MLP)

5. Estimating the effect of complexity on hallucinations as
well asthe effect of hallucinations on downstream modeling

The creation of population variants from real-world health care
populations and subsequent SDG (steps 1 and 2) is demonstrated

https://www.jmir.org/2025/1/€77893
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in Figure 2 and can be summarized as mentioned subsequently.
For each real-world popul ation, diverse population variantswith
the same records but varying numbers and combinations of
variables were created to capture a large space of dataset
complexity. A random sample of 10,000 records was then
defined as a training dataset and a disjoint random sample of
10,000 records as a holdout dataset. From each population
variant, the sametraining and holdout samplewastakentotrain
the 7 SDG models and generate 10 synthetic datasets each to
account for the stochasticity of the generative process.

All stepswere conducted in parallel on containerized execution
environment within the hospital high-performance computing
infrastructure with a total of 13 graphics processing units
(NVIDIA RTX A6000, each with 48 GB of memory) and 256
central processing unit cores (1 TB of available memory).
Runtime varied depending on the complexity of the population
variant and the SDG model, with steps 2 and 4 being the most
computationally demanding steps in the overall workflow. For
1 population variant, the runtime of step 2 (ie, SDG via7 SDG
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models) varied between 180 seconds and 3780 seconds
(depending on the complexity of the population variant) and
the runtime of step 4 (ie, downstream model training) between
46 seconds and 104 secondsfor LGBM and between 62 seconds
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and 139 secondsfor ML P (depending on the downstream task).
Theruntime of step 5 (ie, effect estimation acrossall population
variants and SDG models) took approximately 1800 seconds
in total.

Figure 2. Creation of population (P) variants and synthetic data generation (SDG). For each real-world health care reference population (R), a core
population was defined as PO and included the core variables as defined by the downstream modeling task of R. By varying numbers and combinations
of adjunct variables, z additional population variants with different levels of complexity were created (P1-Pz) so that each variant was a subset of R
(POR). The number of records remained the same. From these population variants, the SDG training dataset (T) was taken (subset TCIP). The holdout
dataset (H) was a digjoint subset from the same population variant, explicitly excluding all records used in the training dataset (HOP\ T). Across al
variants, the same subset of records was selected as training and holdout datasets, respectively. Ten synthetic datasets (eg, G3.1-G3.10) were generated
per SDG model (G1-G7). O: proper subset (subset of randomly drawn or selected records); \: complement; ~: SDG; G: generator (SDG model).

PcR

Creation of Population Variants

For this study, large datasets were needed to simulate areference
population. We used the real-world datasets listed in Table 1.
These datasets cover awide range of typical characteristics (eg,
class imbalance, missing values, and noisy variables) that are
encountered when working with real-world health data[38,39].
Furthermore, the datasets cover multiple domains, including
hospital discharge, adverse events, public health, health surveys,
and population registries.

https://www.jmir.org/2025/1/€77893
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In this study, we use the term reference population to refer to
the real-world dataset with its full set of records and variables.
We hypothesized that the complexity of a dataset would
contributeto the occurrence of hallucinations. To capture various
complexities for one reference population, we derived
population variantsfromit by varying itsdimensionality. These
population variants were built by adding adjunct variablesto a
core set of variables, and we refer to the dataset with the core
variables as the core population. This means that population
variants shared the same (entire) set of records but included
different subsets of variables. The general term population refers
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to their provenance (ie, the reference population) and is used
as a label for grouping rather than to describe any particular
dataset. The core variableswere determined by the downstream
modeling task and are specific to the population. Details on the
datasets, their downstream modeling tasks, and the core

Table 1. Characteristics of real-world populations®

Pilgram et a

variables of each are provided in Multimedia Appendix 1
[23-28,40-99].

Depending on the original dimensionality of the reference
population, the selection of the combinations of adjunct
variables would result in a large combinatorial space, as
discussed subsequently.

Population Brief description CorePvariables, Pool size®, n Variants®, n  Reference Popu-
n lationsize, n
BORNE® Birth registry in the province of Ontario, Canada, 20 101 700 968,435
with information about pregnancy and birth
Californiahospital discharges Discharge dataset from hospitalsin California, 15 387 601 4,017,998
2008 (California) United States, from 2007
ccHs Canadian population survey with headlthinformation 13 121 723 904,813
Canadian COVID-19 Canadian COVID-19 dataset 6 5 32 1,384,881
(CovID-19)
FAERSY Dataset of adverse events submitted to the FDA", 9 27 614 881,204
United States
Florida hospital discharges  Discharge dataset from hospitalsin Florida, United 10 293 601 2,563,370
2007 (Florida) States, from 2007
MIMIC-111 Data from intensive care unit admissions of the 13 4 16 30,662
Beth Israel Deaconess Medical Center, United
States
New York hospital discharges Discharge dataset from hospitalsin New York, 13 317 601 2,608,615
2007 (New York) United States, from 2007
Nexoid COVID-19 survival ~ Web-based survey data concerning COVID-19 19 36 622 968,408
calculator data (Nexoid) provided by acompany in London, United Kingdom
Texasinpatient publicuseda- Discharge dataset from hospitalsin Texas, United 10 65 642 745,999
tafile (Texas) States
Washington state hospital Discharge dataset from hospitalsin Washington, 8 349 601 644,902
discharges 2007 (Washington)  United States, from 2007
Washington state hospital Discharge dataset from hospitalsin Washington, 17 407 601 652,344

discharges 2008 (Washington United States, from 2008

2008)

#The reference popul ations were transformed to be based on individual-level (not event-level) observations. For the Better Outcomes Registry & Network
population, the individual was the newborn. The exception was the US Food and Drug Administration Adverse Event Reporting System, which could
not be transformed due to the absence of a unique identifier; however, given that adverse events are rare in general, it can be expected that there is a

very low number of duplicate individuals.

PCore means the number of variables defined for their downstream task.
®Pool sizeisthe total number of potential adjunct variables.

dy/ariants are subsets derived from the reference population by reducing it to
®BORN: Better Outcomes Registry & Network.

fCCHS: Canadian Community Health Survey.

the core variables and adding varying adjunct variables.

9FAERS: US Food and Drug Administration Adverse Event Reporting System.
PEDA: US Food and Drug Administration.MIMIC-111: Medical Information Mart for Intensive Care 1.

IMIMIC-111: Medical Information Mart for Intensive Care l11.

We define v, as the number of variablesin the core dataset, so

those arethe onesthat are required for a predefined downstream
modeling task. v is the number of adjunct variables that are in
the dataset but not required for the downstream modeling task.
Then, the dimensionality of a dataset is defined by vy+v. The

12 reference popul ations had varying dimensionalities, so that

https://www.jmir.org/2025/1/€77893

the maximum number of potential adjunct variables varied.
Thisis referred to as pool size m. The larger the pool size, the
higher thetotal number of potential combinations. For example,
if wewant to create adataset with 2 adjunct variables (ie, v=2)
from a dataset that has 100 potential adjunct variables (ie,

m=100), we have 2l distinet options to create a population
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variant by adding 2 adjunct variables to the core variables. If
we considered all potential combinationsfor any given number
of adjunct variables, the space of population variants would

grow up to 1.267651x10% distinct population variants in this
example.

Therefore, to reduce the computationa burden, we adopted a
random weighted sampling scheme and analyzed, in total, 6354
variantsderived from 12 health care reference populations. The
sampling process is described in more detail in Multimedia
Appendix 1.

M easuring Complexity

While various complexity metrics for datasets have been
described, many of them are specific to adownstream task, such
asbinary classification tasks [100,101]. Such metrics measure,
for example, the discriminative power of each variable with
respect to an outcome variable. As highlighted in the study by
Cano [100], complexity metrics that include multiple different
structural but also distributional characteristics can become
challenging to interpret because very different datasets yield
similar complexity values.

Pilgram et a

Sparsity measures that incorporate both the dimensionality and
the size of the dataset focus on the structural characteristics of
adataset and offer amore straightforward interpretation [101].
In this study, all training datasets had the same number of
records, making size-related information constant. At the same
time, dimensionality aone seemed insufficient to
comprehensively capture structural complexity.

Therefore, we considered cardinality, in addition to
dimensiondlity, to obtain amore comprehensive but interpretable
proxy for data complexity. The detailed definition, including
the mathematical equation, can be found in Multimedia
Appendix 1.

The population variants created in this study covered a large
range of complexities, as depicted in Figure 3.

Figure 3 showsthat only afew variants were of low complexity
because adjunct variables often included high-cardinality
variables (eg, diagnosis or medication), thereby increasing
dataset complexity.

Figure 3. Complexity of population variants. Variants were created from the reference populations, as described, and complexity across all variants
was cal culated. The boxplots show the median as the central horizontal line, the lower and upper hinges represent the first and third quartiles (ie, IQR),
and the whiskers represent the largest values within 1.5 times IQR from the quartiles. BORN: Better Outcomes Registry & Network; CCHS: Canadian
Community Health Survey; FAERS: US Food and Drug Administration Adverse Event Reporting System; MIMIC-I11: Medica Information Mart for

Intensive Care lll.
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SDG Moddls autoencoder and robust tabular variational autoencoder) [104],

Intotal, 7 different types of SDG modelswere considered when
quantifying and analyzing hallucinations in SDG. In
combination with the 6354 popul ation variants, this gives 44,478
trained SDG models, each of which generated 10 synthetic
datasets.

The 7 SDG models were sequentia decision trees (STs) [102],
Bayesian networks [103], conditional generative adversarial
networks [104], variational autoencoders (tabular variational

https://www.jmir.org/2025/1/€77893
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adversarial random forests[105], and normalizing flows[106].
The details on each of the SDG models are provided in
Multimedia Appendix 1.

Identification of Hallucinations

To assess hallucinations, we focused on the concept of
factfulnessin tabular SDG. Another concept isfaithfulness. The
difference between these concepts is the underlying ground
truth. For instance, we will consider an abstractive
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summarization task, where a section from a travel guide about
Canada should be summarized by an LLM. This section does
not contain the explicit information that Ottawa is the capital
of Canada but lists the biggest cities of Canada. Then, if the
output states that Montreal isthe capital of Canada, this can be
classified asahallucination in terms of faithful ness becausethe
input data had no such information. It would also be considered
a hallucination in terms of factfulness as it is not aligned with
theground truth. If the LLM’s output isthat Ottawaisthe capital
of Canada based on the sameinput, thiswould also be classified
as a hallucination in terms of faithfulness but not in terms of
factfulness. This is because faithfulness is evaluated based on
input data adherence, while factfulness requires an external
ground truth, making its assessment more challenging [12].

In this study, we focus on factful ness because it providesamore
meaningful interpretation in tabular synthetic data where some
degree of diversity from the training data (so a violation of
faithfulness) is both expected and desirable [107]. Factful
synthetic records, in contrast, are records that appear in the
population variant where the training dataare sampled from but
may or may not be in the training data. In this study, we then
define hallucinationsin terms of factfulness as synthetic records
that are nonexistent in the population variant from which the
training data were sampled. This includes records that may be
statistically consistent with the distribution of the training data
but which nonethel ess never appeared in the actual population
variant.

This definition has a clearer interpretation than alternative
definitions that rely on semantic or probabilistic similarity and
require the specification of thresholds. Such thresholds are
difficult to define, particularly in our context where precedents
are lacking, and have a nontrivial impact on interpretability.
Our definition should also, in principle, be more sensitive than
these alternative approaches. However, it is important to note
that alternative definitions may lead to different conclusions,
as discussed in the Strengths and Limitations section.

To operationalize our definition, we singled out synthetic records
that were nonexistent in the corresponding population variant
by matching records between the synthetic and population
variant and isolating those that were uniquely present in the
synthetic data. The set of hallucinated records (HA) isthen the
difference between the synthetic data (S) and the population
variant (P), calculated as follows:

HA=S\P

More precisely, we applied row-wise antijoin between the
synthetic data and the population variant (implemented viathe
dplyr package [108] in R software [R Foundation for Statistical
Computing]), which returned those records from the synthetic
data that did not have an exact match in the corresponding
population variant. This definition is functionally equivalent to
a record-level Hamming distance of more than 0 from the
synthetic to the closest rea record. However, rather than
caculating row-wise distances, we used exact match
comparison, which is computationally simpler and more
efficient. Treatment of missing values and numerical variables
is detailed in Multimedia Appendix 1.

https://www.jmir.org/2025/1/€77893
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The parameter of interest for this study was the hallucination
rate (HR) in a synthetic dataset, defined as follows:

e = 4]
S|
whereby |[HA] was the number of hallucinated records and |
was the size of the synthetic dataset (ie, 10,000 records). The
HR was averaged across the 10 synthetic datasets per trained
SDG model.

Downstream Task Performance

Downstream utility was defined as prognostic Al and ML
modeling  performance  and was  assessed by
train-synthetic-test-real (TSTR) utility [109]. TSTR utility is
when a prediction modéd is trained on the synthetic data and
then tested on unseen real records (ie, holdout dataset) to seeiif
it can make correct predictions [109]. Accurately modeling a
population is the very aim of research, and TSTR is a very
meaningful metric to evaluate the utility of a synthetic dataset.

The holdout dataset was composed of 10,000 random records,
digoint from the training dataset and fixed across all population
variants for each real-world health care population to allow for
comparability across the variants and between synthetic and
real data. This corresponds to a 50:50 split for the training and
holdout datasets. Importantly, to avoid any information |eakage,
the holdout dataset was not only independent from prognostic
model training but also from SDG model training. To investigate
the sensitivity to the single 50:50 split, the downstream
performance of the real data was calculated over 10 additional
splits. Resultsare detailed in Multimedia Appendix 1 and show
that there was little variation across the splits.

All reference populations came with a predefined binary
classification task involving the core variables. A binary
classification model was built using LGBM, which is a
commonly applied ML prediction model [110,111]. Tree-based
models are the most common type of ML prognostic methods
used in clinical research [112]; they perform better than linear
models, such as logistic regression [113-117], and have aso
been found to perform better than deep learning models on
tabular datasets [118,119]. In addition, we trained an MLP to
account for contemporary neural network classification
approaches. Model performance was assessed asthe area under
the receiver operating characteristic curve (AUROC) [120] and
averaged across the 10 synthetic datasets per trained SDG
model.

In LGBM, hyperparameters were chosen based on AUROC in
5-fold cross-validation during model training [121]. Details
with respect to the implementation and hyperparameters to
select from are described in Multimedia Appendix 1.

In MLP, webuilt asequential classification model with aninput
layer with 16 nodes, adropout layer, asecond hidden layer with
16 nodes, and an output layer with 1 node and a sigmoid
activation function for binary classification. Extensive
hyperparameter tuning was not conducted, as exploratory results
already demonstrated that this setup yields comparable results
to LGBM. We focused instead on avoiding overfitting [40].
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Details with respect to the implementation and overfitting
avoidance are described in Multimedia Appendix 1.

In addition, we measured performance when using the real
(training) dataset for prognostic modeling (ie, train real test
real). Thisgave usthe performance that would be possible when
using real datainstead of synthetic dataand served asareference
point.

Intotal, 451,134 LGBM modelsand 451,134 MLP modelswere
trained.

Effect Estimation

We analyzed the association between data complexity and
hallucinations (ie, HR) aswell as hallucinations and downstream
utility (ie, TSTR). We estimated the effect for each SDG model

separately.

Initial modeling results suggested that there was an unobserved
(ie, random) effect beyond complexity contributing to HR and
an effect beyond HR contributing to TSTR. This can be
explained by the unique distribution, unique corevariables, and
the specific downstream tasks of each of the 12 populations.

Random effects can be captured by mixed-effects models. Such
model s assess afixed component while accounting for arandom
component. In this study, the random component was the
provenance of the population variant, which was the 12 health
care populations. We estimated the fixed effect of complexity
on the outcome HR as well as the fixed effect of HR on the
outcome TSTR. When estimating the effect of HR on TSTR,
we only considered those populations with sufficient spread in
the HR across all population variants, more precisely, where
the difference between the 10th and 90th percentiles of HR was
at least 0.25. Details on the models and their implementation
are provided in Multimedia Appendix 1.

The level of significance was chosen to be .05. The odds ratio
(OR) with respective 95% CI is reported as effect size for
generalized linear mixed-effects models and the coefficient (or
effect estimate) with respective 95% Cl for linear mixed-effects
models. We evaluated model fit using marginal and conditional

R? values. These quantify the variance explained by the fixed
effects alone and by both fixed and random effects[122].

Given thelarge scale of our experiments, animportant question
iswhether such alarge number of population variantsis needed
to estimate the effects as described earlier. These secondary (or
sensitivity) analyses confirmed the robustness of effect
estimation but, more importantly, can inform potential design
adjustmentsin terms of scalein future methodological research.
They were conducted by randomly selecting 50% and 25% of
the population variants for each reference population. More
precisely, from the entire set of population variants per
real-world reference population, we chose a random subset of
50% and 25% and used the mixed-effects models as described
earlier to estimate the fixed effects of complexity on the outcome
HR as well as the fixed effects of HR on the outcome TSTR.
The detailed results are presented in Multimedia Appendix 1.
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Ethical Consider ations

This project has been approved by the Children’s Hospital of
Eastern Ontario Research I nstitute Research Ethics Board (REB)
protocol (24/103X).

The Children’'s Hospital of Eastern Ontario REB operates in
compliance with, and is constituted in accordance with, the
requirements of the Tri-Council Policy Statement: Ethical
Conduct of Research Involving Humans[123]; the International
Conference on Harmonization Good Clinical Practice
Consolidated Guideline [124]; part C, division 5 of the Food
and Drug Regulations [125]; part 4 of the Natural Health
Products Regulations [126]; and part 3 of the Medical Devices
Regulations [127] and the provisions of the Ontario Personal
Health Information Protection Act 2004 and its applicable
regulations [128].

Thisresearch involved the secondary use of deidentified health
care datasets originally collected for purposes other than this
study. This made the potential of disclosure risks the primary
ethical consideration of this study. However, all datasets were
deidentified at the source by the respective data custodians and
were assessed as low risk. All analyses were conducted within
asecure server environment with access restricted to authorized
researchers of this study. These researchers have completed
institutional privacy and security training, including instruction
on the appropriate handling of personal health information, and,
where required by data custodians, researchers also agreed to
specific terms of use and completed additional ethics or data
governancetraining. In accordance with the Tri-Council Policy
Statement: Ethical Conduct of Research Involving Humans
[123], individual reconsent was waived by the REB given that
secondary use of deidentified datain this study posed minimal
risk.

Results

Hallucinations During SDG

We analyzed the HR when generating tabular health data. The
minimum HR was 0.3%, and the maximum HR was 100%. We
found that the median (99.1%, IQR 98.5%-100.0%) HR across
al synthetic datasets was very high. This finding remained
consistent when applying an aternative operational
implementation of the HR (Multimedia Appendix 1).

Complexity had afixed effect on the HR via generalized linear
mixed-effects modeling with the population as arandom effect.
More precisely, for each SDG model, there was a significant
positive association between the complexity of the (training)
dataand the HR. The OR ranged from 1.07 (95% CI 1.03-1.11)
in ST to 1.16 (95% CI 1.11-1.22) in normalizing flows. As
shown in Table 2, the contribution of the HR as a fixed effect
to the explained variance varied across the SDG models, and
the random effect was consistently a large part of the total
explained variance.

In Figure 4, the behavior of the SDG model with the lowest HR
(ie, ST) isillustrated across the different populations. Notably,
the effect can add up considerably with increasing complexity.
As shown in Table 2, this effect is similar for the other SDG
models.
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The fixed effect of complexity on the HR was also modeled  sensitivity analyses were very similar to the main analysis,
with fewer population variants (ie, a 50% and 25% subset) as  confirming the robustness of our results in a smaller-scale
asenditivity analysisto the sample size. The effect sizesof these  evaluation setup (Multimedia Appendix 1).

Table 2. Modeling the effect of complexity on the hallucination rate®

SDGP model Fixed effect complexity, P value R (fixed effect) R (overal)
OR° (95% ClI)
7 1.07 (1.03-1.11) <.001 0.26 0.99
BNE 1.03 (1.01-1.05) .001 0.16 0.99
ARF 1.07 (1.03-1.12) <.001 0.29 0.99
CTGANY 1.11 (1.08-1.14) <.001 057 0.99
TVAE 1.11 (1.07-1.15) <.001 0.47 0.99
RTVAE 1.16 (1.10-1.23) <.001 0.45 0.99
NElowl 1.16 (1.11-1.22) <.001 054 0.99

8Generalized linear mixed-effect models were fitted for each synthetic data generation model separately, with the following number of observations:
6354 for sequential decision trees; 6354 for Bayesian network; 6354 for adversarial random forests; 6354 for conditional generative adversaria network;
6354 for tabular variational autoencoder; 6353 for robust tabular variational autoencoder; and 6328 for normalizing flow. The popul ation was considered
as arandom effect, complexity as a fixed effect, and the HR as an outcome. The odds ratios for hallucinations are indicated. We provide the variance

explained (ie, R2) by the fixed effect only and by both fixed and marginal effects together (ie, R overall) for all models.
bspa: synthetic data generation.

®OR: odds ratio.

dsr:! sequential decision tree.

®BN: Bayesian network.

fARF: adversarial random forest.

9CTGAN: conditional generative adversarial network.

MTVAE: tabular variational autoencoder.

IRTVAE: robust tabular variational autoencoder.

INFlow: normalizing flow.
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Figure 4. Mixed-effects model with the population as arandom effect, complexity as a fixed effect, and hallucination rate (HR) as an outcome for the
synthetic data generation (SDG) model sequential decision trees (STs). HR in synthetic datasets was determined as described and averaged across the
10 synthetic datasets per trained SDG model. Complexity for a dataset was calculated as the log sum of its variables' cardinalities. The lines are the
predicted HR by the mixed-effects model, while the points are the observed HR. BORN: Better Outcomes Registry & Network; CCHS: Canadian
Community Health Survey; FAERS: US Food and Drug Administration Adverse Event Reporting System; MIMIC-I11: Medica Information Mart for

Intensive Carelll.
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Downstream Prognostic Al and ML Modeling

Oncethe occurrence of hallucinationsin tabular synthetic health
care data was confirmed, we analyzed the effect of HR on
downstream utility. The downstream task was prognostic Al
and ML modeling, and performance was measured by AUROC
when LGBM and MLP models were trained on synthetic and
tested on rea data (ie, TSTR).

In general, the median deviation of the Al and ML performance
derived from the synthetic data (ie, TSTR) from the one derived
from the real data (ie, train rea test real) was low across all
health care populations (Table 3). Notably, in the Nexoid

https://www.jmir.org/2025/1/€77893

RenderX

population, most prognostic MLP models trained on synthetic
data outperformed the model trained on real data (refer to Table
3 and green vs dashed gray linesin Figure 4).

Train real test real was caculated across 10 additional
training-holdout splits to investigate sensitivity to the
stochasticity of the data partitioning. The variation was very
small for LGBM acrossall populationsand also for MLP, except
in the US Food and Drug Administration Adverse Event
Reporting System (Multimedia Appendix 1). Thisindicatesthat
performance was generally robust and insensitive to the
particular data split used.

JMed Internet Res 2025 | vol. 27 | €77893 | p. 10
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Table 3. Downstream prognostic artificial intelligence and machine learning modeling performance®

Pilgram et a

Population | gBMmP MLP®
TRTRY median TSTR®, median TRTR-TSTR, medi- TRTR, median TSTR, median TRTR-TSTR, medi-
(IQR) (IQR) an (IQR) (IQR) (IQR) an (IQR)

BORN 0.923 (0.922 to 0.906 (0.899 to 0.016 (0.011 to 0.896 (0.896 to 0.864 (0.850 to 0.032 (0.020 to
0.924) 0.911) 0.025) 0.896) 0.876) 0.046)

Cdlifornia 0.810 (0.809 to 0.666 (0.631 to 0.144 (0.089 to 0.854 (0.854 to 0.824 (0.804 to 0.030 (0.015 to
0.812) 0.721) 0.176) 0.854) 0.839) 0.050)

CCHY 0.708 (0.706 to 0.664 (0.639 to 0.043 (0.026 to 0.698 (0.698 to 0.694 (0.688 to 0.004 (0.000 to
0.710) 0.682) 0.068) 0.698) 0.698) 0.010)

COVID-19  0.957 (0.954 to 0.771 (0.609 to 0.187 (0.038 to 0.931(0.931 to 0.740 (0.661 to 0.192 (0.103 to
0.959) 0.917) 0.349) 0.931) 0.829) 0.270)

FAERS 0.663 (0.652 to 0.557 (0.538 to 0.105 (0.086 to 0.928 (0.928 to 0.818 (0.770 to 0.110 (0.064 to
0.675) 0.574) 0.127) 0.928) 0.863) 0.157)

Florida 0.750 (0.748 to 0.622 (0.596 to 0.127 (0.106 to 0.837 (0.837 to 0.811(0.789to 0.026 (0.011 to
0.751) 0.644) 0.154) 0.837) 0.825) 0.048)

MIMIC-1I 0.654 (0.653 to 0.561 (0.547 to 0.094 (0.080 to 0.534 (0.534 to 0.527 (0.522 to 0.008 (0.002 to
0.658) 0.571) 0.108) 0.534) 0.533) 0.013)

New York  0.806 (0.801 to 0.651 (0.626 to 0.153 (0.118 to 0.859 (0.859 to 0.832 (0.811to 0.027 (0.012 to
0.806) 0.686) 0.178) 0.859) 0.8489) 0.049)

Nexoid 0.730 (0.729 to 0.676 (0.662 to 0.054 (0.029 to 0.681 (0.681 to 0.683 (0.671 to -0.002 (-0.011 to
0.731) 0.702) 0.068) 0.681) 0.692) 0.010)

Texas 0.810 (0.808 to 0.747 (0.720 to 0.062 (0.048 to 0.813(0.813to 0.788 (0.778 to 0.025 (0.012 to
0.811) 0.762) 0.090) 0.813) 0.800) 0.035)

Washington ~ 0.784 (0.782 to 0.650 (0.617 to 0.135 (0.105 to 0.870 (0.870 to 0.844 (0.831 to 0.026 (0.017 to
0.788) 0.679) 0.167) 0.870) 0.852) 0.039)

Washington ~ 0.808 (0.806 to 0.684 (0.649 to 0.125 (0.100 to 0.877 (0.877 to 0.843 (0.827 to 0.034 (0.019 to

2008 0.810) 0.709) 0.160) 0.877) 0.857) 0.050)

8The different downstream tasks achieved varying performance in the real data (train real test real). The deviation of the performance derived from the
synthetic data (train synthetic test real) isindicated as TRTR-TSTR. Performance was measured as the area under the receiver operating characteristic

curve. The train synthetic test real is summarized across all synthetic data generation models.
b_GBM: light gradient boosted decision tree.
°MLP: multilayer perceptron.
HTRTR: train real test redl.
®TSTR: train synthetic test real.
'BORN: Better Outcomes Registry & Network.
9CCHS: Canadian Community Health Survey.

PFAERS: US Food and Drug Administration Adverse Event Reporting System.

IMIMIC-I11: Medical Information Mart for Intensive Care l11.

To detect a trend in HR on TSTR, we focused on those
populations where the HR differed across the variants at least
by 0.25 between the 10th and 90th percentiles. While TSTR
was computed for al synthetic datasets, this filtering step
reduced the subset used for effect modeling to 19.71%
(8766/44,478 trained SDG models).

Among these, TSTR from LGBM was not affected by HR in
most SDG models (6/7, 86%). Only the conditional generative
adversarial network showed a significant decreasein prognostic
LGBM modeling performance with increasing HR. The effect
estimate was—0.0002 (95% CI —0.0003 to —0.0002) per percent

https://www.jmir.org/2025/1/€77893

point in HR, which in the most extreme case (ie, 100% HR)
would only result in a decrease in AUROC of 0.02. Similarly,
the TSTR from MLP was not affected by HR in most models
(5/7, 71%). In adversaria random forest and robust tabular
variational autoencoder, there was a significant negative
association with, again, very small effect estimates (OR —0.0001,
95% Cl —0.0002 to —0.0001 and OR —0.0001, 95% CI —0.0001
to 0.0000, respectively). Consistent with these findings, the
variance explained by the fixed effect was negligible across al
SDG models, and in most models, the random effect explained
most of the variance (Table 4).
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Table 4. Modeling the effect of hallucination rate (HR) on the downstream performance®.

SDG model and A1 and MLY model Fixed effect HR, OR® (95% CI) Pvalue R? (fixed effect)  R? (overall)
STf

LGBMY 0.0000 (—0.0001 to 0.0001) 70 0.0000 0.9962

MLP" ~0.0001 (~0.0001 to 0.0000) 18 0.0003 0.9911
BN

LGBM 0.0000 (—0.0001 to 0.0002) 74 0.0000 0.9932

MLP 0.0003 (0.0001 to 0.0005) 10 0.0029 0.9662
ARF

LGBM ~0.0001 (~0.0002 to 0.0000) 15 0.0003 0.9985

MLPX ~0.0001(-0.0002to —0.0001) .002 0.0007 0.9918
CTGAN!

LGBM ~0.0002(-0.0003t0—0.0002) <.001 0.0007 0.9905

MLP ~0.0001 (~0.0003 to 0.0002) 70 0.0001 0.9866
TVAE™

LGBM 0.0004 (—0.0003 to 0.0011) 40 0.0050 0.9778

MLP 0.0000 (~0.0001 to 0.0001) .80 0.0000 0.9784
RTVAE"

LGBM 0.0000 (-0.0002 to 0.0001) 76 0.0000 0.9683

MLP ~0.0001 (~0.0001 to 0.0000) .007 0.0003 0.9730
NFlow®

LGBM ~0.0016 (~0.0038 to 0.0006) 14 0.0675 0.0675

MLP 0.0004 (-0.0015 to 0.0022) .70 0.0049 0.0049

8_inear mixed-effect models were fitted for each synthetic data generation model separately, with the following number of observations: 1962 for light
gradient boosted decision tree and 1964 for multilayer perceptron for sequential decision trees; 1354 (light gradient boosted decision tree and multilayer
perceptron) for Bayesian network; 1354 (light gradient boosted decision tree and multilayer perceptron) for adversarial random forest; 1354 (light
gradient boosted decision tree and multilayer perceptron) for conditional generative adversaria network; 1352 (light gradient boosted decision tree)
and 1354 (multilayer perceptron) for tabular variational autoencoder; 1349 (light gradient boosted decision tree) and 1354 (multilayer perceptron) for
robust tabular variationa autoencoder; and 32 (light gradient boosted decision tree and multilayer perceptron) for normal flow. Health care popul ations
were considered as random effects, HR as fixed effects, and the train synthetic test real as an outcome. Both light gradient boosted decision tree and

multilayer perceptron are considered. The coefficients for the HR in percentages are indicated. We provide the variance explained (ie, RZ) by the fixed
effect only and by both fixed and margina effects together (ie, R overdl) for al models. For normal flow, there was no random effect since only one
health care population met the requirements of HR range; therefore, R? and R% overall are identical.

bspe: synthetic data generation.

CAl: artificial intelligence.

dML: machine learning.

€OR: odds ratio.

fsT: sequential decision tree.

9.GBM: light gradient boosted decision tree.

MLP: multilayer perceptron.

IBN: Bayesian network.

IARF: adversarial random forest.

K|talicized text indicates models with P<.05.

|CTGAN: conditional generative adversarial network.

MTVAE: tabular variational autoencoder.

"RTVAE: robust tabular variational autoencoder.

ONFlow: normal flow.
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InFigure5, the prognostic Al and ML model performancetrend
for the SDG model ST (the example shown in Figure 4) is
illustrated across the different populations. ST generated
synthetic variantsonly for Better Outcomes Registry & Network,

Pilgram et a

Nexoid, and Texas, with sufficient spread in the HR across
variants. Results for the LGBM and the MLP models are
presented. As shown in Table 4, this effect was similar for the
other SDG models.

Figure 5. Mixed-effects model with health care population as a random effect, hallucination rate (HR) as a fixed effect, and train synthetic test real
(TSTR) as an outcome for the synthetic data generation (SDG) model sequential decision trees (STs). HR in synthetic datasets was determined as
described and averaged across the 10 synthetic datasets per trained SDG model. TSTR for adataset was measured asthe areaunder the receiver operating
characteristic curve (AUROC) for light gradient boosted decision tree (LGBM) and multilayer perceptron (MLP) models. The green lineisthe predicted
AUROC by the mixed-effects model, while the points are the observed AUROC. The dashed gray line is the AUROC by train rea test real (TRTR)

when being trained on real data.
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Again, these analyses were repeated with fewer population
variants (ie, a 50% and 25% subset). While the prognostic Al
and ML model performance across al downstream tasks was
similar to the ones shown in Table 3, the estimated effect for
the HR on downstream performance had dlight differences.
More importantly, the smaller-scale evaluations reduced the
number of populations with sufficient spread in HR for
modeling, with aresulting sparse coveragein the random effect.

Discussion

Principal Findings
In this study, we examined hallucinations in synthetic tabular

health data. Intotal, 12 large datasets were used in asimulation
of the relationship between dataset complexity and the HR and

https://www.jmir.org/2025/1/€77893
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the HR and the downstream binary prediction performance of
the generated datasets.

Our findings suggest that hallucinations can be very common
in synthetic tabular health data and, as hypothesized in the
Introduction section, depend on the dataset's complexity.
However, evidence from this study did not support the second
hypothesis that the greater the rate of hallucinations, the less
effective the prognostic models would be. This means that
prognostic Al and ML modeling was not negatively (or
positively) affected by increasing hallucinationsin most cases.
In those cases, where a negative trend was observed, this trend
was negligibly small.
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Comparison to Prior Work

To our knowledge, hallucinationsin tabular synthetic data have
not been systematically studied yet. While previous work on
evaluating tabular synthetic data focused on utility, privacy,
and fairness [31,32] without explicitly investigating
hallucinations, this phenomenon has received considerable
attention in generative text modeling. In this modality,
hallucinations are typically seen asamajor limitation [13-15].

Intuitively, hallucinated tabular data can also pose limitations
with the potential to degrade the performance of a prognostic
Al and ML model because the model would learn patterns that
are nonexistent in the population it is deployed on. However,
our findings suggest that thisis not the case.

One potential explanation isthat hallucinations may be mainly
driven by statistically independent variables that are not
associated with the outcome and thuslessrelevant for prognostic
Al and ML modeling. If synthetic records have an invalid
combination of values for such variables, they are hallucinated
but can still preserve valid combinations of valuesfor variables
that are relevant to prognostic modeling. In addition,
high-cardinality variables may have long-tailed distributions,
meaning that some categories are very rare. Hallucinations that
affect these rare categorieswould contribute little to the overall
predictive performance: If the prediction agorithm does not
learn these rare (hallucinated) values because they are in the
long tail, then the impact on predictions on unseen datawill be
minimal. If it does memorize them, the impact will still be
minimal asthese specific valuesare unlikely to appear in unseen
data

While hallucinations may not impact Al and ML modeling
performance, their negative perception in previous work offers
an important insight; they can still have anontrivial impact on
thetrust in and acceptance of SDG by cliniciansand researchers.
In a sensitive sector such as health care, trust has been shown
to be crucia for technology adoption [129]. In the context of
trust, hallucinated records that violate real-world constraints,
such as, female patients with prostate cancer or a young adult
with aresidency in aretirement home seem more severe than
hallucinated patients that do not exist in a certain population
but are, in theory, plausible patients (eg, a male patient with
breast cancer). Fiddlity metrics based on margina or multivariate
distributions are not designed to detect such violations. This
means, as part of a trust-building exercise, it would be very
valid and important to check synthetic datasets for such obvious
real-world constraints, although they do not necessarily impact
prognostic Al and ML model performance.

Strengths and Limitations

This study explored hallucinationsin synthetic health care data
and their impact on prognostic Al and ML model performance.
To our knowledge, this is the first study investigating
hallucinations in tabular synthetic data in a large-scale
methodological setup, including 6354 SDG training datasets
derived from 12 real-world health care reference populations,
7 state-of-the-art SDG models, and 2 widely used prognostic
Al and ML models as downstream tasks. Secondary analyses
using only 50% and 25% of the popul ation variants suggest that

https://www.jmir.org/2025/1/€77893
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smaller-scale designs may be feasible when the population
variants exhibit sufficient spread in the HR to detect meaningful
trends.

Nevertheless, there are some limitations to highlight.

First, our definition of hallucinations provided one
implementation of the concept of factuality. However, there
may be other approaches for defining hallucinated records in
synthetic data. For example, another option would be to search
for violations of real-world constraints as mentioned previously
(eg, prostate cancer in female patients), which could be
described as hallucinations based on clinical plausibility. We
decided not to rely on such a definition for two reasons: (1) the
definition of real-world constraints requires a high degree of
domain expertise specific to each dataset and (2) such
implausible records would be a subset of nonexistent records.
Our definition was consequently broader, capturing implausible
recordsaswell as other nonexistent records. Another definition
could allow for or focus more on the distribution than on
record-level similarity (ie, hallucination as distribution shift or
based upon probabilistic similarity). Again, thisis very likely
a less sensitive definition in that it does not label nonexistent
records as hallucinated, provided they match the underlying
distribution. Hallucinations may also be defined in terms of
statistical associations or patterns whereby a substantially
different (ie, stronger or weaker) association can be considered
a hallucination. In addition, such definitions typicaly require
the specification of athreshold that would be hard to justify and
further complicate interpretation.

Second, the choice of discretization in the implementation of
our definition of hallucinations is ultimately dataset dependent
and was informed by domain knowledge. In health care data,
divergences in categorical versus numerical variables carry
fundamentally different interpretationsthat should be accounted
for in a distance-based definition of hallucinations. However,
it must be noted that the number of bins can change the
identification of hallucinations, with more bins increasing
sensitivity and fewer bins introducing more tolerance with the
risk of underdetection. In addition, records with values at the
boundary of the discretization bin could be misclassified as
hallucinations. Whilethis effect waslow in our scenario, where
datasets were primarily categorical and the number of datasets
under investigation was large (Multimedia Appendix 1), such
an implementation could inflate the HR.

Third, any definition of hallucination based on violations of
factuality, as the one in this study and those described
previously, requires access to ground truth or population data.
This dependency makes it difficult to evaluate the HR for a
specific synthetic dataset, as the population data are often not
readily available. However, if hallucinations are conceptualized
as substantially different statistical associations, then the
replicability of population parameters may offer an
operationalizable way to quantify hallucinationsand s, in fact,
a utility metric that is used in certain synthetic data use cases
[130].

Fourth, the population variants used in this study were
predominantly of higher complexity, with relatively few
examples of low-complexity data. Therefore, the findings may
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be more representative of scenarios involving high-cardinality
or high-dimensional data. However, these datasets are commonly
used in clinical research, supporting the relevance of our
findings to many real-world health care research scenarios. In
addition, while the sampling of population variants was
necessary to manage the large combinatory space, the sampled
variants may not be representative of the entire combinatory
space.

Fifth, the downstream task under investigation was prognostic
Al and ML modeling measured as AUROC. We applied 5-fold
cross-validation to set hyperparameters for LGBM but did not
perform exhaustive hyperparameter tuning for MLP. The default
MLP settings aready resulted in a performance that was
comparable to and sometimes even outperformed LGBM, so
that a different setup of hyperparameters was unlikely to
relevantly improve performance, and we refrained from
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hyperparameter tuning for MLP. However, it may be valuable
in other datasets.

Finally, wewereinterested in prognostic Al and ML modeling.
However, SDG has also been proposed as a privacy-enhancing
technology in the context of clinical trials [131]. Such a use
case may be more sensitive to hallucinations if, for example,
an external control arm is propensity score matched against the
intervention arm. In contrast, descriptive statistics, particularly
marginal distributions, are very likely not affected by
hallucinations. Ultimately, however, it remains unclear at this
stage which downstream tasks are most sensitiveto hallucinated
records, and their impact on specific use cases is speculative.
Further systematic research is needed to identify which types
of analyses are most vulnerable to hallucinations in synthetic
tabular data.
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