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Abstract

Background: Health apps have the potential to enable people with diabetes to access care more easily, monitor their condition,
and reduce the number of times they need to attend health care appointments. However, the devel opment pipeline for apps may
differ widely before the apps are released for use, due to limited funding, difficulty in obtaining iterative feedback from
patients/users, and varying levels of developer expertise. In response to concerns about the quality and consistency of apps being
released, two guidelines were created: the Digital Technology Assessment Criteria (DTAC) and the National Institute for Health
and Care Excellence (NICE) Evidence Standards Framework. These two frameworks aim to standardize the development and
evaluation of digital health technologies (DHTS). They outline core requirements, such as accessibility, clinical safety, data
protection, interoperability, usability, and safeguarding, which help ensure that digital health apps are accessible, safe, effective,
and suitable for real-world use.

Objective: This systematic review evaluated the performance of diabetes digital health apps, as presented in published studies,
in terms of adherence to DTAC 2021 and NICE 2022 guidelines during devel opment.

Methods: We systematically searched Embase and MEDLINE and identified 43 studies that met the inclusion criteria. Each
study was assessed against 13 binary scoring criteria derived from the two frameworks.

Results: Our findings highlighted that 93% (n=40) of the studies met fewer than 40% of the recommended criteria. Specifically,
88.4% (n=38) studies did not report accurate and reliable measurements, 86% (n=37) omitted app accuracy validation, and 83.7%
(n=36) failed to address inequalities considerations. Only 3 (7%) studies achieved scores between 7 and 9 out of a possible 13,
and none fully adhered to the guideline criteria.

Conclusions: Theseresultssuggest asignificant gap between digital health guidelines and real-world app devel opment practices.
We recommend the adoption of DTAC and NICE guidelines more widely and consistently during design and development.
Additionally, we suggest that journals request that authors submit an adherence checklist alongside their manuscript to improve
standardization and transparency across digital health publications.

Trial Registration: PROSPERO CRD42022322040; https.//www.crd.york.ac.uk/PROSPERO/view/CRD42022322040

(J Med Internet Res 2025;27:€71567) doi: 10.2196/71567
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Introduction

Diabetesisanincreasingly common health problem that affects
537 million adults worldwide [1]. Patients with this chronic
condition are at increased risk of developing diabetic
complications, such asdiabetic nephropathy (DN), diabetic foot
(DF), or diabetic retinopathy (DR). These complications arise
from hyperglycemia and may lead to reduced life expectancy
and disability [2]. For example, it isestimated that 1in 14 people
have diabetesin the United Kingdom, and it is one of theleading
causes of sight loss in working-age adults [3,4]. In addition,
patients with diabetes are known to present late to clinics and
have a high missed appointment rate (>10%), which regularly
results in avoidable deterioration of patients quality of life
[5,6].

Digital health technologies (DHTSs) often target these clinically
complex patientsto prevent the worsening of diabetic conditions
through self-monitoring. Digital health apps, ranging from
mobile apps that track dietary intake and blood glucose levels
to systems that provide reminders for health appointments, are
at theforefront of ashift toward more personalized and proactive
health care [7,8]. Additionally, research suggests that app use
increases the management of diabetes by enabling better
self-care, improving glycemic control, and prompting early
intervention and deterioration to prevent the onset of
diabetes-related complications [9,10]. However, the adoption
of these technologies is hindered by a myriad of factors,
including but not limited to user accessibility challenges, limited
usability, and an insufficient consideration of those with vision
or hearing impairments[8,11]. Appsare designed and developed
differently and may miss crucial aspects of development, due
to alack of clinical expertise, alack of iterative user feedback,
fast development, and limited research funding [12].

Recent research suggests that most diabetes digital health apps
remain largely unregulated [13]. Across the literature, no
universally accepted standard for evaluating app development
currently exists, and multiple systematic and scoping reviews
have called for clearer guidanceto improvethe quality, efficacy,
safety, content, and consistency of digital health apps [14-17].
Several recommendations have emerged to guide future
research, including the devel opment of guidelinesthat integrate
behavior change theory, incorporate iterative user feedback,
improve privacy and data security, and enhance accessibility
and data sharing with health care professionals [13,18].

To address these shortcomings and improve the standardization
of the app development pipeline, the National Health Service
Digital (NHSX) created the Digital Technology Assessment
Criteria(DTAC) [19]. Thisframework aimsto help give patients
and professionals confidence that the apps they adopt meet
minimum standards of interoperability, security, data protection,
safety, accessibility, and usability standards [19]. The criteria
should also act as a standards framework for future devel opers.
The framework appliesto all diabetes digital health apps, from
apps used by the public to those used within hospitals, and
contain criteria relevant to the development of apps
internationally. The criteriaaim to promote the consistent design
and development of digital technology and cover five core areas,
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including the quality and safety of medical devices, and ensure
user agreements and moderation are in place so that users are
protected [19]. In addition, the assessment of interoperability
ensures the data provided are communicated accurately, and
usability and accessibility testing ensure that diverse populations
can use them.

Complementing DTAC, the National Institute for Health and
Care Excellence (NICE) released the Evidence Standards
Framework [20], which contains standards used to develop a
wide variety of DHTs. These standards were created from
iterative input from thought leaders, stakeholders, developers,
and system partners. The guidelines can be used to identify and
evaluate new health apps and to conduct ongoing app
evaluations. The NICE framework [20] provides a set of
standardsthat devel opers can use to understand what compliant
apps look like and how to demonstrate the effectiveness and
value of health apps to investors. There are severa categories
that apps need to adhere to in order to show the apps are
compliant. Theseinclude effectiveness of treatment; monitoring;
calculate or diagnose functions; use of appropriate behavior
change techniques; reliable information content; and ongoing
data to show usage and value, in addition to quality and
safeguarding, acceptability with users, equality considerations,
and accurate and reliable measurements [20]. Together, the
DTAC and NICE digita health guidelines (DHG) form a
comprehensive and structured model for digital health app
design, development, and evaluation.

Although DTAC [19] and the NICE DHG [20] have set forth
standards aimed at ensuring the safety and usability of health
apps, adisconnect remains between these theoretical guidelines
and the practical realities of app development, where rapid
market-driven development cycles often overshadow the
meticulous process of iterative testing and user feedback
integration. Thisgap not only underminesthe potential benefits
of digital health solutions but also raises concerns about user
safety, data privacy, and the exacerbation of existing health
inequalities. A gap also exists in the literature on whether
diabetesdigital health apps consistently adhereto such standards
or any at al. Previous reviews have primarily focused on
individual elements of app development, such as clinical
effectiveness [21,22], usability features [13], and accessibility
challenges [15,18]. However, few have evaluated app
development against established digital health frameworks.

This systematic review aimed to bridge this gap by identifying
relevant diabetes digital health apps and critically evaluating
how their design process performs against the best-practice
evidence standards frameworksfor DHTs[19,20]. By doing so,
it sought to underscore the value of astructured, evidence-based
approach to the development of DHTS, one that goes beyond
mere functionality to ensure comprehensive safety and equity
in diabetes management.

Methods

Study Design
A systematic literature review was undertaken on published
studies reporting the design and devel opment of digital toolsto
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support populations with diabetes. The methodology adopted
for the systematic review followed the University of York Centre
for Reviews and Dissemination [23], the Cochrane Handbook
on Systematic Reviews of Interventions [24], and PRISMA
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) guidelines [25]. The review was registered on
PROSPERO in April 2022 (CRD42022322040) and conducted
according to our pre-established protocol. It was reported using
PRISMA guidelines (Multimedia Appendix 1) [26].

Search Strategy

We conducted a systematic review of studieson diabetesdigital
health appsto report their adherence to design and devel opment
guidelines [19,20]. We anadyzed 6 vyears (January

Watson et al

2017-November 2023) of diabetes digital health app
development papers published in English. We searched the
MEDLINE and Embase databases using the strategy outlined
in Table 1, with acombination of free text and Medical Subject
Headings (MeSH) for the search terms. Embase and MEDLINE
were used as they have the highest two-database recall rate
(92.8%) compared to other databases [27]. The key terms we
identified were combined using the Ovid platform’s operators
“AND/OR." Reference lists of the included papers were aso
searched, authors of key papers were identified, and their
publication lists were checked for other relevant research. The
searcheswere aso rerun just before thefinal analysesto identify
and retrieve any further studies for inclusion.

Table 1. Search strategy used in MEDLINE and Embase to identify eligible studies on diabetes digital health apps for inclusion.

Database Search strategy

Number of references

MEDLINE 1. Smartphone/

2. Mhealth.mp.

3. mobile applications/
4. digital intervention*.mp.
5. exp Diabetes Mellitus/
6. user-centered design/
7. Design.mp.

8. Adherence.mp.
9.1or2o0r3or4
10.60r 70r 8

11.5and 9 and 10

258

12. limit 11 to (English language and humans and yr="2017-Current”)

Embase 1. Smartphone/

2. Mhealth.mp.

3. mobile application/
4. digital intervention*.mp.
5. exp diabetes mellitus/
6. user-centered design/
7. Design/

8. Adherence.mp.
9.1or2o0r3or4
10.60r70r8

11.5and 9 and 10

322

12. limit 11 to (human and English language and yr="2017-Current”)

The citations and abstracts of the search results were imported
into Covidence systematic review software[28], and duplicates
were removed. The records identified in the search strategy
were downloaded and uploaded to Covidence. When screening
the studies, we included those on the design or devel opment of
digital health apps used exclusively by patients with diabetes
that were available on a smartphone or tablet. There were no
restrictions on the type of diabetes or the age of the participants.
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We excluded studies on diabetes health technologies not
available on a smartphone or tablet, papers solely providing
opinions, industry reports, studies on practitioner behaviors,
and reports of individual users or cases. Table 2 lists the
inclusion and exclusion criteriaused. Eligibility was determined
based on paper type, language, population, intervention,
outcomes, and publication date. Studies were included if they
reported on the use, design, or development of mobile apps.
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Table 2. Inclusion and exclusion criteria used to select studies for a systematic review of digital health apps for diabetes.

Criterion Inclusion criteria Exclusion criteria
Paper type Peer-reviewed original research papers Editorials, commentaries, opinion pieces, conference ab-
stracts, reviews
Language English Papers published in languages other than English
Population Adults with diabetes using a mobile health app Studies focusing exclusively on clinicians or populations
without diabetes
Intervention Mobile apps designed specifically for diabetesself-manage- Nondigital interventions, web-only platforms, general
ment or monitoring health apps not specific to diabetes
Outcomes Studiesreporting quality features (eg, usability, accessibil-  Studieslacking user-rel ated outcomes or app quality assess-
ity, validation) ment
Publication date Studies published between 2017 and 2023 Studies published before 2017

Two reviewers (authors SLW and HM) independently screened
the titles and abstracts of the selected studies for inclusion by
applying €ligibility criteria and selecting studies for inclusion
inthe systematic review. Any discrepanciesin thefindingswere
resolved through discussion with the third senior reviewer
(author REH). One reviewer extracted relevant data from the
included studies, and 10% were checked for accuracy by a
second reviewer. Reviewer decisions and the reasons studies
were excluded were recorded. A framework was created based
specifically on theitemsincluded in DTAC [19] and the NICE
DHG [20], where studies were scored on adherence (Table 3);
each category was evaluated using ayes/no scoring system. The
second reviewer checked 10% of the guideline scores against
the full texts. The primary outcome of the systematic review
was framework adherence scoresfor each diabetesdigital health

https://www.jmir.org/2025/1/€71567

app included in the study using DTAC [19] and the NICE DHG
[20]. These scores were presented as summary statistics.

The data extracted from each study included the following:

+ Detals of the study: country of origin, number of
participants, participants baseline characteristics and
demographics, details and features of the DHT, and year
the research was conducted

+ Methodology: details of the app design process, study
design, type of diabetes classification, length of the study,
and duration of user testing

«  Outcomedata: recruitment information from the validation
studies, including the number of userswho did not complete
the research; main outcomes; user feedback; app accuracy;
and usability analysis
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Table 3. Scoring framework developed to assess adherence of studies on diabetes digital health apps to 13 binary criteria derived from DTAC? 2021
and NICEP 2022 devel opment guidelines.

Binary criterion

Adherence assessment

Quiality and safeguarding

Acceptability with users

Equalities considerations

Accurate and reliable measure-
ments

App accuracy

App design process: demonstrat-
ing effectivenessfor preventative
behavior change or self-manage
functions

Demonstrating effectiveness for
treatment, active monitoring, or
calculate or diagnose functions

Use of appropriate behavior
change techniques

Reliable information content

Ongoing data collection to show
usage of the DHT

The paper will score a“yes’ for this category if it demonstrates any safeguarding measures in place to ensure the
safety of vulnerable users and in peer-to-peer communication (eg, through user agreements or moderation). The
devel opers must describe who has access to the platform, what their roles are within the platform, and why these
people or groups are suitable and qualified to have access.

If representatives from intended user groups were involved in the design, development, or testing of the DHTC, the
paper will scorea“yes.” Depending on who isintended to operate the DHT, the intended users may include patient
groups and service users, or health and care professionals. The devel opers must describe how user acceptability
was appraised and provide any available data to show user acceptability with the DHT.

The paper will scorea“yes’ if it demonstrates that health inequality considerations have been factored into the
design of the DHT. The developers must describe how this has been approached and included in the design. They
must a so describe any specific positive impacts and any efforts to reduce negative impacts on health inequalities.
Evidence, if relevant, must al so be provided that the DHT challenges health inequalitiesin the UK health and social
care system; improves access to care among hard-to-reach populations; or promotes equality, eliminates unlawful
discrimination, and fosters good relations between people with protected characteristics.

If thereisavailable evidence that the data generated or recorded by the DHT are accurate, reproducible, and relevant
to the range of values expected in the target population, the paper will score a“yes’. In addition, datawill be ac-
cepted that show that the DHT is able to detect clinically relevant changes or responses.

The paper will only scorea“yes’ if it is appropriately tested and fit for purpose. Some types of accepted accuracy
testing include:

« Vdidation testing: that the product design servesthe intended purpose). This can include end-user testing and
acceptance.

« Verification testing (functional correctness): Checking that the requirements of the product have been appro-
priately implemented.

o Loadtesting: that it performs reliably under continued stress and load.

«  Performance testing: that it maintains responsiveness under various loading conditions.

« Regression testing: to prove that the product still performs as expected following a change or update.

The paper will scorea“yes’ if high-quality observational or quasi-experimental studies demonstrate relevant out-
comes. These studies should present comparative data on relevant outcomesin acontrol group, the use of historical
controls, and routinely collected data. Relevant outcomes may include behavioral or condition-related user outcomes,
such as animprovement in condition management; evidence of positive behavior change; user satisfaction; patient-
reported outcomes (preferably using validated tools), including symptom severity or quality of life or other clinical
mesasures of disease severity or disability.

To score a“yes,” the paper must demonstrate the effectiveness of the DHT's ability to treat, monitor, calculate, or
diagnose a specific condition. One or more high-quality interventional studies (experimental or quasi-experimental
design) to support the claimed benefits of the DHTs in a setting relevant to the UK health and social care system
and showing improvementsin relevant outcomeswould be suitable. Examplesinclude clinically relevant outcomes,
patient-relevant outcomes, diagnostic accuracy, patient-reported outcomes, other clinical measures of disease
severity or disability, healthy behaviors, physiological measures, user satisfaction, and user engagement.

The paper will score a“yes’ if it demonstrates evidence to support key factors, such as the choice of behavior
change techniques used in the DHT. The DHT must provide personalized information or guidance using behavior
change techniques to promote good health and healthy lifestyles. It must be consistent with recognized behavior
change theory and recommended practice (aligned to guidance from NICE or relevant professional organizations)
and appropriate for the target population.

If a paper demonstrates valid health information, text, video, or other educational material for people, patients, or
health care professionals to help them better understand their health and care, it will be scored a“yes.” This could
include information about conditions, tests, or treatments. The devel oper should be able to show that processes are
in place to maintain any health information provided by the DHT, which are valid (aligned to the best-available

sources, such asthe NICE DHGd, relevant professional organizations, or recognized UK patient organizations,
and appropriate for the target population); accurate, reviewed, and updated by relevant experts (eg, health and care
professionalsin the relevant field) at defined intervals, such as every year; and sufficiently comprehensive.

The paper will score a“yes’ if it demonstrates a plan for ongoing data collection to report the ongoing usage of
the DHT in the target population in line with the expected usage profile or anonymized, aggregate data to show
service user outcomes or any other outcomes collected by the DHT.

https://www.jmir.org/2025/1/€71567

JMed Internet Res 2025 | vol. 27 | 71567 | p. 5
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Watson et al

Binary criterion Adherence assessment

Ongoing data collection to show
value of the DHT

If acommitment to ongoing datais collected on user outcomes or user satisfaction to show ongoing value, the paper
will score a“yes.” The evidence should show that using the DHT impacts clinical management of the relevant

condition in a setting relevant to the UK health and social care system or that it provides reliable test results that
can be used to impact clinical management. Outcomes relevant to the intended purpose (value proposition) and
claimed benefits of the DHT should be captured.

User feedback

If the devel opers can demonstrate how they have designed and evaluated their product with users during every

stage of the life cycle, the paper will score a“yes.”

Usability and acceptability

The paper will score a“yes’ if it demonstrates that the technology is easy to use and accessible to all users. It

matters that the technology is not solely for the digitally literate, as this could disadvantage important groups of

people.

8DTAC: Digital Technology Assessment Criteria

BNICE: National Institute for Health and Care Excellence.
°DHT: digital health technology.

4DHG: digital health guidelines.

Ethical Considerations

Ethical approval was not required asthis study was a systematic
review.

Results

Study Selection

The initial search from January 2017 to November 2023
identified 580 studies from MEDLINE and Embase. At this
early stage, 54 (9.3%) duplicates were removed, and of the
remaining 526 (90.7%) papers, 405 (69.8%) were excluded as
they did not meet the inclusion criteria. These studies were
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removed as they lacked user-related outcomes and app quality
assessment (n=202, 49.9%), focused on web-based interventions
(n=38, 9.6%), or were reviews (n=119, 29.4%). Subsequently,
121 (23%) papers were retrieved, of which 7 (5.8%) were
removed as the full text was not available for download. This
left 114 (94.2%) full-text papersto be reviewed for eligibility.
Of these, 43 (37.7%) met theinclusion criteria[29-71], and 71
(62.3%) were excluded due to being conference abstracts (n=16,
22.5%), having inappropriate outcomes (n=29, 40.8%), having
an incorrect study design (n=9, 12.7%), and having an
inappropriate setting (n=10, 14.1%). Figure 1 depicts the
flowchart of study selection.
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Figurel. PRISMA flowchart for study selection, illustrating the identification, screening, and selection process for included studies. The figure shows
thenumber of recordsretrieved from MEDLINE and Embase, the reasonsfor exclusion, and thefinal number of studiesincluded inthereview. PRISMA:

Preferred Reporting Items for Systematic Reviews and Meta-Analyses.
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Conference abstracts (n = 16)
o A
S Studies included in review
2 (n = 43)
=
N’
. medication adherence, lifestyle changes, and diabetes education
Data Analysis [29-71] Y 9 )

Data extracted (Multimedia Appendix 2) showed that the 43
studies [29-71] spanned a range of populations with diabetes,
including type 1 diabetes (n=10, 23.3%), type 2 diabetes (n=22,
51.2%), both type 1 and type 2 diabetes (n=5, 11.6%),
gestational diabetes (n=5, 11.6%), and diabetes and hemoglobin
A4 (HbA)>6.5% (n=1, 2.3%). The studies also explored a

range of diabetes health-related functions (eg, self-management,

The methodology data extracted from the included studies
identified the details of the app design process, study design,
type of diabetes classification, length of the study, duration of
user testing, and items from DTAC [19] and NICE [20]
guidelines. The items used from DTAC [19] and NICE [20]
guidelines are shown in Table 4 and Multimedia Appendix 3.
Results of the review are presented using descriptive statistics.
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Table 4. Adherence results of 43 studies included in a systematic review of diabetes digital health apps, indicating how many studies met the DTAC?

2021 and NICEP 2022 criteria

Criterion Score=no, n (%) Score=yes, n (%)
Quiality and safeguarding 34 (79.1) 9(20.9)
Acceptability with users 23 (53.5) 20 (46.5)
Equality considerations 36 (83.7) 7(16.3)
Accurate and reliable measurements 38(88.4) 5(11.6)
App accuracy 37 (86.0) 6(14.0)
App design process. demonstrating effectiveness for preventative 25 (58.1) 18 (41.9)
behavior change or self-management functions

Demonstrating effectiveness for treatment, active monitoring, or 25 (58.1) 18 (41.9)
calculate or diagnose functions

Use of appropriate behavior change techniques 20 (46.5) 23 (53.5)
Reliable information content 30 (69.8) 13 (30.2)
Ongoing data collection to show usage of the DHT® 29 (69.0) 14(31.0)
Ongoing data collection to show value of the DHT 26 (60.5) 17 (39.5)
User feedback 5(11.6) 38(88.4)
Usability and acceptability 12 (27.9) 31(72.1)

8DTAC: Digital Technology Assessment Criteria
PNICE: National Institute for Health and Care Excellence.
°DHT: digital health technology.

Based on the recommended design and development criteria,
40 (93%) of the 43 studies received 6 “yes’ scores or lower;
only 3 (7%) studies scored between 7 and 9. No studies adhered
to all the DTAC [19] and NICE [20] minimum development
standards. A high percentage of the studies (n=36, 83.7%) did
not adhere to guidelines on equality considerations, provide
sufficient evidence of accurate and reliable measurements (n=38,
88.4%), assess app accuracy (n=37, 86%), or provide appropriate
quality and safeguarding (n=34, 79.1%).

Discussion

Principal Findings

In critically examining the adherence of diabetes DHTs to
DTAC [19] and the NICE DHG [20] frameworks, our review
highlights alarge gap between theoretical idealsand the practical
realities of app design, development, and evaluation. Despite
the well-intentioned criteria of these frameworks to establish
standardsfor safety, usability, and efficacy, there are significant
differences in how developers design and test diabetes health
technology. Not a single study met the selected minimum
development standards, as outlined, and 93% failed to meet
even 40% of these standards, which suggests that researchers
and devel opers focus on app development to the detriment of
comprehensive evaluation and adherence to these quality
standards. This oversight not only raises questions about how
developers perceive quality apps but also queries whether this
isasystemic issue within the diabetes DHT sector.

This lack of alignment may be attributed to the overwhelming
range of frameworks assessing app quality, leading to confusion
among developers about what constitutes a quality app. The

https://www.jmir.org/2025/1/€71567

criteria of frameworks that assess app quaity also vary
substantially, making it difficult for developers to know what
aquality app needs. For example, a systematic review showed
that in 2018, a total of 48 different international frameworks
with different criteriawerein circulation to rate the quality and
usability of digital health apps[72]. A common theme between
theseframeworksistheinclusion of user feedback and usability
in both general health apps [73] and diabetes-specific health
apps[74]. Thisstill seemsto be the case, and it had a knock-on
impact on developers’ focusin this review, with user feedback
(88.4%) and usability and acceptability (72.1%) scoring the
highest. It seems usability has often been foregrounded at the
expense of comprehensive efficacy testing, as developers seem
to interpret a quality app as one that gathers user feedback and
usability over strict adherence to quality, accuracy, and safety
guidelines.

Although usability is undeniably important, the emphasis on
iterative user feedback—a practice not uniformly adopted across
the 43 studies—underscores the need for amore systematic and
inclusive approach to app development. People with diabetes
tend to have other comorbid conditions or impairments, making
the accessibility and usability of DHTsapriority [75]. Ensuring
that the needs of these users are understood and met is central
to the design process, and poorly designed apps create barriers
that increase health inequalities and prevent the uptake and
long-term usage of apps[76]. However, it simply is not enough
to gain user feedback once. Prior to the rapid software
deployment of the apps, user input should take the form of
consultation, testing, and feedback throughout development
[77,78]. Regular iterations and collaborations with userswithin
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populationswith diabetes are needed to pinpoint functionalities
that may be unsuitable [79].

Theamount of iterative user and clinician feedback incorporated
inthe processhighly varied in our included studies[29-71] and,
within existing research, ranged from 0% to 87% [80]. Similar
findings were also present in research by Fu et al [81], whose
analysis of severa usability studies reported poor (38%) to
average (80%) rates of user feedback. This iterative user
feedback goeshand in hand with data on adherence, where users
help create appsthey arewilling to use. Fu et a [81] also found
that appswith design flaws (eg, Manual blood sugar level entry)
increase user error and result in limited adherence and more
varied user input.

If research suggests that poorly developed apps result in less
adherence, it seems clear why devel opers should adhereto these
frameworks but not why they do not [81]. One explanation is
that the role of health care professionals in endorsing apps for
monitoring, diagnosing, treating, and calculating further
complicates things. In the United Kingdom, for example,
research suggests that 77% of National Health Service
(NHS)—recommended high-risk digital health apps do not have
any peer-reviewed evidence [82]. This was the case for many
categories, including app effectiveness, accuracy, usability, and
acceptability. This is particularly striking as health care
professional approval could impact whether apps are
recommended by clinicians and used by patients [83].
Developers are permitted to reference expert opinion without
explicit critical evaluation, or based on physiology, bench
research, or first principles [84]. Additionally, there is no
requirement for the evidence to undergo peer review or to be
accessibleto the public. It seemsthat if devel opers do not need
to provide evidence before their app can be used, they will not
do it, which underscores the need for a more rigorous and
transparent eval uation process. Another explanation for the lack
of adherence may be the complexity and time commitment of
evaluating apps. Funding for these appstendsto come alongside
tight turnaround times and pressure to meet grant and investor
deadlines [85]. Therefore, some start-ups and established
companies may prioritize a working prototype rather than the
accuracy of content provided in their apps [85]. This fast
devel opment time meansthat only asmall number of apps show,
involve, and receive feedback from medical professionalsduring
app development [86].

In addition, user, content, platform, and interface components
are continually evolving. They can be updated, modified,
released, or removed by devel opers, meaning that the collected
feedback may no longer be relevant. Additionally, to keep up
with these continually evolving apps, frameworks are updated,
leaving devel opers* chasing their tail” to keep up with the latest
reguirements.

Ultimately, this lack of adherence has led to a concerning
oversight of equality considerations, accurate measurements,
and user safety. Across our included studies, a high percentage
did not adhere to guidelines on equality considerations (83.7%),
provide sufficient evidence of accurate and reliable
measurements (88.4%), assess app accuracy (86%), or provide
appropriate quality and safeguarding (79.1%). While
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acknowledging the strengths of this review, particularly its
exploration of adherence in diabetes apps to design and
development guidelines, [73] it is also necessary to recognize
its limitations. Moreover, privacy and safeguarding seem to be
a reoccurring concern across the field, where poorly secured
personal health information and inaccurate apps have the
potential to impact patient safety [87-89]. This was also found
by Sharma et al [74] in diabetes management, where equality
considerations and privacy and safeguarding scored 50% and
40%, respectively. Such oversights not only compromise the
safety and efficacy of diabetes digital health apps but also
challenge health care providers and users in identifying
trustworthy apps. Our review suggests a pressing need for a
unified approach toward adherence to quality and safety
guidelines, emphasizing the importance of integrating user
concerns early in the devel opment processto enhance reliability,
security, and inclusivity.

A fundamental way to improve these scores would beto adhere
to the key criteria from DTAC [19] and the NICE DHG [20]
more stringently, while taking user concerns on board during
development or beforeit entirely.

Strengthsand Limitations

The exploration of adherence of diabetes digital health apps to
design and development guidelines [19,20] was a strength of
this review. While acknowledging the strengths of this review,
it is also necessary to recognize its limitations.

None of the apps were downloaded, as some apps required a
unique patient access code or were restricted to clinical trials.
Thereview relied on app descriptionsfor the scoring of studies,
which may not fully capture the nuanced and dynamic nature
of app development and user interaction. This approach was
used to assess apps based on the developers' stated intentions
in the peer-reviewed literature. Although downloading an app
may offer insight into some app features (ie, surface-level
accessibility and usability), it provideslimited information about
the underlying design rationale, validation evidence, and other
criteria assessed in this review (eg, clinical effectiveness,
preventative behavior outcomes, accuracy and reliability of
measurements, safeguarding features, and integration of user
feedback) [90]. Therefore, athough there is some value to
downloading the apps, it would not have meaningfully enhanced
the quality or depth of our assessment, particularly given that
many of the criteria we evaluated were not readily observable
through the app interface alone. For this reason, the absence of
app downloads should not compromise the rigor or relevance
of our review.

Moreover, the use of an unvalidated measurement tool that takes
individual itemsfrom separate frameworksto assess app quality
and usability may have introduced a degree of subjectivity and
potential bias into the analysis. However, it offered greater
flexibility than the frameworks individually for this analysis.
A formal checklist developed through consensus with relevant
stakehol ders and experts that encompasses all theseitems, akin
to the CONSORT (Consolidated Standards of Reporting Trials)
checklist for clinical trials [91], the Evidence DEFINED
(Evidence in Digital Health for Effectiveness of Interventions
With Evaluative Depth) framework for intervention studies
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[92], or the STARD (Standards for Reporting of Diaghostic
Accuracy) statement for diagnostic test accuracy studies [93],
would be an ambition that can be used by regulatory bodies and
journals to assess a new app’'s adherence to best-practice
guidelines.

Recommendations

Currently, the multiplicity of international frameworks creates
additional confusion for developers, particularly those
attempting to adhere to guidelines across multiple countries.
To address this point, we suggest a set of core essential quality
criteriathat appear consistently acrossinternational frameworks
and are particularly critical for diabetes digital health app
development: safety, accurate and reliableinformation, usability,
data privacy, and clinical effectiveness. These domains appear
acrossthe United Kingdom’s Medi cines and Healthcare Products
Regulatory Agency (MHRA) guidelines [94], the European
Union’s Medical Device Regulation (MDR) [95], and digital
health guidelines from the US Food and Drug Administration
(FDA) [96], Brazil’s Agéncia Nacional de Vigilancia Sanitaria
(ANVISA) [97], Health Canada[98], China's National Medical
Products Administration (NMPA) [99], and Japan's
Pharmaceuticals and Medical Devices Agency (PMDA) [100].
By foregrounding these shared principles, devel opers may be
able to design applications with a universal quality baseline
that aligns with global expectations, even if the ambition for
full compliance with every national framework remains
challenging.

Nonetheless, certain country-specific requirements, particularly
those related to device regulations, data security, and privacy,
are unlikely to be harmonized in the future. For example,
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developers targeting the United Kingdom must comply with
the UK Medical Device Regulations (UK MDR) of 2002 and
the Medicines and Medical Devices Act of 2021, the United
States mandates FDA compliance [96], and other jurisdictions
(eg, Brazil’s ANVISA [97], Japan's PMDA [99], or China's
NMPA [100]) impose unique regulatory expectations each. As
such, a fully unified framework is currently impractical,
particularly for developers seeking regulatory clearance in
multiple regions.

To address this, we propose that developers adopt a tiered
compliance strategy: designing digital health appsto align with
shared international principles (eg, usability, safety, and
efficacy), while preparing supplemental documentation and
adjustments to meet specific regulatory requirements of each
target country. Furthermore, ensuring transparency in reporting
the regulatory status of digital health tools and publishing
postmarket surveillance data, where available, may help bridge
current gapsin defining and recognizing quality internationally.

Conclusion

In conclusion, our results demonstrate that most diabetes digital
health apps do not abide by best-practice devel opment standards.
The findings call for a collaborative effort to align app
development more closely with the criteriaidentified in DTAC
[19] and NICE [20] guidelines, ensuring that DHTs not only
meet the needs of users but also do so in a manner that is safe,
effective, and equitable. This endeavor is not just about
improving the technological aspects of health apps but also
about rethinking the entire ecosystem in which they are created,
evaluated, and used to prevent research wastage in the longer
term.

Acknowledgments

Wethank Richard Fallis, who assisted with the devel opment and implementation of the search strategy in Embaseand MEDLINE.
This systematic review is part of the PhD project “Investigating the Feasibility of Home Monitoring of Visual Functionin DR,”
which has been funded by the Department for the Economy Collaborative Award in Science and Technology (DfE) at Queen’s
University Belfast in association with OKKO Health.

Data Availability

The datasets analyzed in this study are not currently publicly available, asthey areintended for inclusion in an upcoming doctoral
thesis submission. The data will be made openly accessible following formal submission and archiving through the Queen’s
University Belfast institutional repository. Until then, data may be made available upon reasonabl e request to the corresponding
author in accordance with institutional data-sharing policies.

Authors Contributions

All authors contributed to the paper’s study design, revision, and editing. SLW was responsible for drafting; all authors have read
and approved the final version of the manuscript.

Conflictsof Interest
None declared.

Multimedia Appendix 1

PRISMA checklist.
[PDFE File (Adobe PDF File), 141 KB-Multimedia Appendix 1]

https://www.jmir.org/2025/1/e€71567 JMed Internet Res 2025 | vol. 27 | €71567 | p. 10

(page number not for citation purposes)


https://jmir.org/api/download?alt_name=jmir_v27i1e71567_app1.pdf&filename=61db198ca8674977dd5f9ae4eaecab87.pdf
https://jmir.org/api/download?alt_name=jmir_v27i1e71567_app1.pdf&filename=61db198ca8674977dd5f9ae4eaecab87.pdf
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Watson et &

Multimedia Appendix 2

Details of the 43 studies.
[DOCX File, 46 KB-Multimedia Appendix 2]

Multimedia Appendix 3

Bar chart showing the percentage of included studies (N=43) that met each of the 13 evaluated devel opment criteria, grouped by
domain (ie, user engagement, behavior change, monitoring), as derived from the DTAC 2021 and NICE 2022 digital health
frameworks. DTAC: Digital Technology Assessment Criteria; NICE: National Institute for Health and Care Excellence.

[PDE File (Adobe PDF File), 96 KB-Multimedia Appendix 3]

References

1. IDF Diabetes Atlas. International Diabetes Federation. URL: https://www.diabetesatlas.org [accessed 2024-04-29]

2. ZhangPR LuJ, JingY, Tang S, Zhu D, Bi Y. Global epidemiology of diabetic foot ulceration: a systematic review and
meta-analysis. Ann Med. Mar 2017;49(2):106-116. [FREE Full text] [doi: 10.1080/07853890.2016.1231932] [Medline:
27585063]

3. WiseJ. Diabetes casesin UK reach all time high, charity warns. BMJ. Apr 13, 2023. URL: https:.//www.bmj.com/content/
381/bmj.p1234 [accessed 2024-04-19]

4.  BourneRRA, JonasJB, Bron AM, Cicinelli MV, Das A, Flaxman SR, et al. Vision L oss Expert Group of the Global Burden
of Disease Study. Prevalence and causes of vision lossin high-income countries and in Eastern and Central Europein 2015:
magnitude, temporal trends and projections. Br J Ophthalmol. May 15, 2018;102(5):575-585. [FREE Full text] [doi:
10.1136/bjophthalmol-2017-311258] [Medline: 29545417]

5. DantasLF, Fleck JL, Cyrino OliveiraFL, Hamacher S. No-showsin appointment scheduling - asystematic literature review.
Health Policy. Apr 2018;122(4):412-421. [doi: 10.1016/j.healthpol.2018.02.002] [Medline: 29482948]

6. McComb S, Tian Z, SandsL, Turkcan A, Zhang L, Frazier S, et al. Cancelled primary care appointments: a prospective
cohort study of diabetic patients. JMed Syst. Apr 18, 2017;41(4):53. [EREE Full text] [doi: 10.1007/s10916-017-0700-0]
[Medline: 28214994]

7. AduMD, Maabu UH, Malau-Aduli AEO, Malau-Aduli BS. Users' preferences and design recommendations to promote
engagements with mobile apps for diabetes self-management: multi-national perspectives. PLoS One. Dec 10,
2018;13(12):e0208942. [FREE Full text] [doi: 10.1371/journal.pone.0208942] [Medline: 30532235]

8. Chomutare T, Fernandez-Luquel, Arsand E, Hartvigsen G. Features of mobile diabetes applications: review of theliterature
and analysis of current applications compared against evidence-based guidelines. JMed Internet Res. Sep 22, 2011;13(3):€65.
[EREE Full text] [doi: 10.2196/jmir.1874] [Medline: 21979293]

9. Goya S, Cafazzo JA. Mobile phone health apps for diabetes management: current evidence and future developments. QJM.
Dec 08, 2013;106(12):1067-1069. [FREE Full text] [doi: 10.1093/gjmed/hct203] [Medline: 24106313]

10. Liang X, Wang Q, Yang X, Cao J, Chen J, Mo X, et al. Effect of mobile phone intervention for diabetes on glycaemic
control: ameta-analysis. Diabet Med. Apr 2011;28(4):455-463. [FREE Full text] [doi: 10.1111/].1464-5491.2010.03180.X]
[Medline: 21392066]

11. Holtz B, Lauckner C. Diabetes management via mobile phones: a systematic review. Telemed J E Health. Apr
2012;18(3):175-184. [EREE Full text] [doi: 10.1089/tmj.2011.0119] [Medline: 22356525]

12. Kharrazi H, Lu AS, Gharghabi F, Coleman W. A scoping review of health game research: past, present, and future. Games
Health J. Apr 18, 2012;1(2):153-164. [FREE Full text] [doi: 10.1089/g4h.2012.0011] [Medline: 24416638]

13. CorsicadA, Kelly MC, Bradley LE, Konsor MM, Wilson EJ, Quinones|C, et al. Mobile appsfor diabetes self-management:
an updated review of app features and effectiveness. J Behav Med. Feb 03, 2025;48(1):137-148. [FREE Full text] [doi:
10.1007/s10865-024-00525-y] [Medline: 39489882]

14. Abdul Latif El Ejel B, Sattar S, Fatima SB, Khan HN, Ali H, Iftikhar A, et al. Digital diabetes management technologies
for type 2 diabetes: a systematic review of home-based care interventions. Cureus. May 2025;17(5):e84177. [doi:
10.7759/cureus.84177] [Medline: 40525059]

15. LeeJL, KimY. Evaluation of mobile applicationsfor patients with diabetes mellitus: ascoping review. Healthcare (Basel).
Jan 31, 2024;12(3):368. [FREE Full text] [doi: 10.3390/healthcare12030368] [Medline: 38338253]

16. Owolabi EO, Boakye MDS, Omololu SO, Smalls BL, Shaibi GQ. Technology-based interventions to promote diabetes
self-management behaviors for persons newly diagnosed with type 2 diabetes: a scoping review. Curr Diab Rep. Dec 01,
2024;24(12):257-272. [doi: 10.1007/s11892-024-01553-3] [Medline: 39352613]

17. Watson SL, Mofty H, Peto T, Fallis R, Hogg R. Systematic review exploring adherence to usability and accessibility
principlesindigital health interventionsfor patientswith diabetes. Invest Ophthalmol Visual Sci. Jun 2023;64:2659. [FREE
Full text]

18. Sulfikar A, Rajab MA. Evaluation of the feasibility of digital health applications based on best practice guidelines for
diabetes management: a scoping review. Inf Med Unlocked. 2024;51:101601. [FREE Full text] [doi:
10.1016/.imu.2024.101601]

https://www.jmir.org/2025/1/e€71567 JMed Internet Res 2025 | vol. 27 | €71567 | p. 11
(page number not for citation purposes)


https://jmir.org/api/download?alt_name=jmir_v27i1e71567_app2.docx&filename=e4832b33ae166ae5ca0252cae4e9196e.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e71567_app2.docx&filename=e4832b33ae166ae5ca0252cae4e9196e.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e71567_app3.pdf&filename=42c7e86a16084009d5324cad61a786af.pdf
https://jmir.org/api/download?alt_name=jmir_v27i1e71567_app3.pdf&filename=42c7e86a16084009d5324cad61a786af.pdf
https://www.diabetesatlas.org
https://doi.org/10.1080/07853890.2016.1231932
http://dx.doi.org/10.1080/07853890.2016.1231932
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27585063&dopt=Abstract
https://www.bmj.com/content/381/bmj.p1234
https://www.bmj.com/content/381/bmj.p1234
http://bjo.bmj.com/lookup/pmidlookup?view=long&pmid=29545417
http://dx.doi.org/10.1136/bjophthalmol-2017-311258
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29545417&dopt=Abstract
http://dx.doi.org/10.1016/j.healthpol.2018.02.002
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29482948&dopt=Abstract
https://link.springer.com/article/10.1007/s10916-017-0700-0#citeas
http://dx.doi.org/10.1007/s10916-017-0700-0
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28214994&dopt=Abstract
https://dx.plos.org/10.1371/journal.pone.0208942
http://dx.doi.org/10.1371/journal.pone.0208942
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30532235&dopt=Abstract
https://www.jmir.org/2011/3/e65/
http://dx.doi.org/10.2196/jmir.1874
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21979293&dopt=Abstract
https://europepmc.org/abstract/MED/24106313
http://dx.doi.org/10.1093/qjmed/hct203
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24106313&dopt=Abstract
https://onlinelibrary.wiley.com/doi/10.1111/j.1464-5491.2010.03180.x?msockid=2dcdf58fde3e69f43b61e63ddfcc6886
http://dx.doi.org/10.1111/j.1464-5491.2010.03180.x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21392066&dopt=Abstract
http://hdl.handle.net/2027.42/98491
http://dx.doi.org/10.1089/tmj.2011.0119
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22356525&dopt=Abstract
https://europepmc.org/abstract/MED/24416638
http://dx.doi.org/10.1089/g4h.2012.0011
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24416638&dopt=Abstract
https://link.springer.com/article/10.1007/s10865-024-00525-y#citeas
http://dx.doi.org/10.1007/s10865-024-00525-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=39489882&dopt=Abstract
http://dx.doi.org/10.7759/cureus.84177
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=40525059&dopt=Abstract
https://www.mdpi.com/resolver?pii=healthcare12030368
http://dx.doi.org/10.3390/healthcare12030368
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=38338253&dopt=Abstract
http://dx.doi.org/10.1007/s11892-024-01553-3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=39352613&dopt=Abstract
https://iovs.arvojournals.org/article.aspx?articleid=2789561#:~:text=We%20investigated%20the%20extent%20to%20which%20diabetes%20apps,how%20their%20design%20process%20performed%20against%20prescribed%20frameworks
https://iovs.arvojournals.org/article.aspx?articleid=2789561#:~:text=We%20investigated%20the%20extent%20to%20which%20diabetes%20apps,how%20their%20design%20process%20performed%20against%20prescribed%20frameworks
https://www.sciencedirect.com/science/article/pii/S2352914824001588
http://dx.doi.org/10.1016/j.imu.2024.101601
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Watson et &

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

35.

36.

37.

38.

39.

40.

Digital technology assessment criteria (DTAC). NHS Transformation Directorate. URL : https://transform.england.nhs.uk/
key-tools-and-info/digital -technol ogy-assessment-criteria-dtac/ [accessed 2024-04-19]

Evidence standards framework for digital health technologies. National Institute for Clinical Excellence (NICE). URL:
https://www.nice.org.uk/corporate/ecd? [accessed 2024-04-19]

Idlam S, MishraV, Siddiqui MU, Moses JC, Adibi S, Nguyen L, et al. Smartphone appsfor diabetes medication adherence:
systematic review. IMIR Diabetes. Jun 21, 2022;7(2):€33264. [FREE Full text] [doi: 10.2196/33264] [Medline: 35727613]
XiaoY,Wang Z, Zhang L, Xie N, Chen F, Song Z, et a. Effectiveness of digital diabetes management technology on blood
glucose in patients with type 2 diabetes at home. JMed Internet Res. Mar 03, 2025;27:e66441. [FREE Full text] [doi:
10.2196/66441] [Medline: 40053775]

Booth AM, Wright KE, Outhwaite H. Centre for reviews and dissemination databases. value, content, and developments.
Int J Technol Assess Health Care. Oct 06, 2010;26(4):470-472. [doi: 10.1017/50266462310000978]

Higgins JPT, Thomas J, Chandler J, Cumpston M, Li T, Page MJ, et al. Cochrane Handbook for Systematic Reviews of
Interventions. 2nd Edition. Chichester, UK. John Wiley & Sons; 2019.

Moher D, Shamseer L, Clarke M, Ghersi D, Liberati A, Petticrew M, et a. Preferred reporting items for systematic review
and meta-analysis protocols (PRISMA-P) 2015 statement. Syst Rev. Jan 01, 2015;4(1):1-9. [FREE Full text] [doi:
10.1186/2046-4053-4-1] [Medline: 25554246]

Page MJ, McKenzie JE, Bossuyt PM, Boutron I, Hoffmann TC, Mulrow CD. The PRISMA 2020 statement: an updated
guideline for reporting systematic reviews. BMJ. 2020:372. [doi: 10.31222/osf.io/jb4dx]

Bramer WM, Rethlefsen ML, Kleijnen J, Franco OH. Optimal database combinations for literature searches in systematic
reviews: a prospective exploratory study. Syst Rev. Dec 06, 2017;6(1):245. [FREE Full text] [doi:
10.1186/s13643-017-0644-y] [Medline: 29208034]

Babineau J. Product review: Covidence (systematic review software). JCan Health Libr Assoc. Aug 01, 2014;35(2):68-71.
[doi: 10.5596/c14-016]

AduMD, Malabu UH, Malau-Aduli AEO, Malau-Aduli BS. The development of My Care Hub mobile-phone app to support
self-management in Australians with type 1 or type 2 diabetes. Sci Rep. Jan 08, 2020;10(1):7. [FREE Full text] [doi:
10.1038/s41598-019-56411-0] [Medline: 31913296]

Alsalman DM, Ali ZB, Alnosaier Z, Alotaibi N, Alanzi TM. Caregiver's opinions on the design of the screens of afuture
gamified mobile application for self-management of type 1 diabetesin children in Saudi Arabia. Int J Telemed Appl.
2021;2021:8822676. [FREE Full text] [doi: 10.1155/2021/8822676] [Medline: 33628230]

AlvesL, MaiaMM, Araljo M, Damasceno MMC, Freitas R. Development and validation of aMHEALTH technology for
the promotion of self-care for adolescents with diabetes. Cien Saude Colet. May 2021;26(5):1691-1700. [FREE Full text]
[doi: 10.1590/1413-81232021265.04602021] [Medline: 34076111]

Balsa J, Félix I, Claudio AP, Carmo MB, SilvaICE, Guerreiro A, et a. Usability of an intelligent virtual assistant for
promoting behavior change and self-care in older people with type 2 diabetes. JMed Syst. Jun 13, 2020;44(7):130. [doi:
10.1007/s10916-020-01583-w] [Medline: 32533367]

Bartlett YK, Farmer A, Rea R, French DP. Use of brief messages based on behavior change techniques to encourage
medication adherencein peoplewith type 2 diabetes: developmental studies. JMed Internet Res. May 13, 2020;22(5):€15989.
[doi: 10.2196/15989] [Medline: 32401214]

Bellei EA, Biduski D, Lishoa HRK, De Marchi ACB. Development and assessment of a mobile health application for
monitoring the linkage among treatment factors of type 1 diabetes mellitus. Telemed J E Health. Feb 2020;26(2):205-217.
[doi: 10.1089/tmj.2018.0329] [Medline: 30724717]

Berg M, Linden K, Adolfsson A, Sparud Lundin C, Ranerup A. Web-based intervention for women with type 1 diabetes
in pregnancy and early motherhood: critical analysis of adherenceto technologica elementsand study design. JMed Internet
Res. May 02, 2018;20(5):€160. [doi: 10.2196/jmir.9665] [Medline: 29720365]

Bradway M, Morris RL, Giordanengo A, Arsand E. How mHealth can facilitate collaboration in diabetes care: qualitative
analysis of co-design workshops. BMC Health Serv Res. Nov 30, 2020;20(1):1104. [doi: 10.1186/s12913-020-05955-3]
[Medline: 33256732]

Burgermaster M, Desai PM, Heitkemper EM, Juul F, Mitchell EG, Turchioe M, et al. Who needs what (features) when?
Personalizing engagement with data-driven self-management to improve health equity. J Biomed Inform. Aug
2023;144:104419. [doi: 10.1016/j.jbi.2023.104419] [Medline: 37301528]

Butler K, Bartlett YK, Newhouse N, Farmer A, French DR, Kenning C, et al. Implementing a text message-based intervention
to support type 2 diabetes medi cation adherencein primary care: aqualitative study with general practice staff. BMC Health
Serv Res. Jun 10, 2023;23(1):614. [doi: 10.1186/s12913-023-09571-9]

Chiang Y-T, Chang C-W, Yu H-Y, Tsay P-K, Lo F-S, Chen C-W, et a. Developing the "Healthcare CEO App" for patients
with type 1 diabetes transitioning from adolescence to young adulthood: a mixed-methods study. Nurs Open. Mar
2023;10(3):1755-1766. [doi: 10.1002/nop2.1432] [Medline: 36289575]

DelucaV, Bozzetto L, Giglio C, Tramontano G, De Simone G, Luciano A, et a. Clinical outcomes of adigitally supported
approach for self-management of type 2 diabetes mellitus. Front Public Health. 2023;11:1219661. [doi:
10.3389/fpubh.2023.1219661] [Medline: 37663860]

https://www.jmir.org/2025/1/e€71567 JMed Internet Res 2025 | vol. 27 | €71567 | p. 12

(page number not for citation purposes)


https://transform.england.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/
https://transform.england.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/
https://www.nice.org.uk/corporate/ecd7
https://diabetes.jmir.org/2022/2/e33264/
http://dx.doi.org/10.2196/33264
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35727613&dopt=Abstract
https://www.jmir.org/2025//e66441/
http://dx.doi.org/10.2196/66441
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=40053775&dopt=Abstract
http://dx.doi.org/10.1017/s0266462310000978
https://systematicreviewsjournal.biomedcentral.com/articles/10.1186/2046-4053-4-1
http://dx.doi.org/10.1186/2046-4053-4-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25554246&dopt=Abstract
http://dx.doi.org/10.31222/osf.io/jb4dx
https://systematicreviewsjournal.biomedcentral.com/articles/10.1186/s13643-017-0644-y
http://dx.doi.org/10.1186/s13643-017-0644-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29208034&dopt=Abstract
http://dx.doi.org/10.5596/c14-016
https://doi.org/10.1038/s41598-019-56411-0
http://dx.doi.org/10.1038/s41598-019-56411-0
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31913296&dopt=Abstract
https://europepmc.org/abstract/MED/33628230
http://dx.doi.org/10.1155/2021/8822676
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33628230&dopt=Abstract
https://www.scielo.br/scielo.php?script=sci_arttext&pid=S1413-81232021000501691&lng=en&nrm=iso&tlng=en
http://dx.doi.org/10.1590/1413-81232021265.04602021
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34076111&dopt=Abstract
http://dx.doi.org/10.1007/s10916-020-01583-w
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32533367&dopt=Abstract
http://dx.doi.org/10.2196/15989
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32401214&dopt=Abstract
http://dx.doi.org/10.1089/tmj.2018.0329
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30724717&dopt=Abstract
http://dx.doi.org/10.2196/jmir.9665
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29720365&dopt=Abstract
http://dx.doi.org/10.1186/s12913-020-05955-3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33256732&dopt=Abstract
http://dx.doi.org/10.1016/j.jbi.2023.104419
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37301528&dopt=Abstract
http://dx.doi.org/10.1186/s12913-023-09571-9
http://dx.doi.org/10.1002/nop2.1432
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36289575&dopt=Abstract
http://dx.doi.org/10.3389/fpubh.2023.1219661
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37663860&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Watson et &

41.

42.

43.

45,

46.

47.

48.

49,

50.

51.

52.

53.

55.

56.

57.

58.

59.

60.

Dening J, George ES, Ball K, Islam SM S. User-centered development of adigitally-delivered dietary intervention for adults
with type 2 diabetes: the T2Diet Study. Internet Interv. Apr 2022;28:100505. [doi: 10.1016/j.invent.2022.100505] [Medline:
35242592]

Ding H, Fatehi F, Russell AW, Karunanithi M, Menon A, Bird D, et al. User experience of an innovative mobile health
program to assist in insulin dose adjustment: outcomes of a proof-of-concept trial. Telemed J E Health. Jul
2018;24(7):536-543. [doi: 10.1089/tmj.2017.0190] [Medline: 29261476]

Duffy S, Norton D, Kelly M, Chavez A, Tun R, Ramirez M, et a. Using community health workers and a smartphone
application to improve diabetes control in rural Guatemala. Glob Health Sci Pract. Dec 23, 2020;8(4):699-720. [doi:
10.9745/GHSP-D-20-00076] [Medline: 33361237]

Fareed N, Swoboda C, Singh P, Boettcher E, Wang Y, Venkatesh K, et al. Developing and testing an integrated patient
mHealth and provider dashboard application system for type 2 diabetes management among Medicaid-enrolled pregnant
individuals based on a user-centered approach: mixed-methods study. Digit Health. 2023;9:20552076221144181. [doi:
10.1177/20552076221144181] [Medline: 36644662]

Fico G, Martinez-Millana A, Leuteritz J-P, Fioravanti A, Beltran-Jaunsards ME, Traver V, et a. User-centered design to
improve information exchange in diabetes care through eHealth: results from a small-scale exploratory study. JMed Syst.
Nov 18, 2019;44(1):2. [FREE Full text] [doi: 10.1007/s10916-019-1472-5] [Medline: 31741069]

Groat D, Soni H, Grando MA, Thompson B, Kaufman D, Cook CB. Design and testing of a smartphone application for
real-time self-tracking diabetes self-management behaviors. Appl Clin Inform. Apr 2018;9(2):440-449. [FREE Full text]
[doi: 10.1055/s-0038-1660438] [Medline: 29925098]

Holtz BE, Murray KM, Hershey DD, Richman J, Dunneback JK, VyasA, et a. The design and devel opment of MyT1DHero:
amobile app for adolescents with type 1 diabetes and their parents. J Telemed Telecare. Apr 2019;25(3):172-180. [doi:
10.1177/1357633X 17745470] [Medline: 29228854]

Joachim S, Forkan ARM, Jayaraman PP, Morshed A, Wickramasinghe N. A nudge-inspired Al-driven health platform for
self-management of diabetes. Sensors (Basel). Jun 19, 2022;22(12):4620. [doi: 10.3390/s22124620] [Medline: 35746402]
Kerfoot BR, Gagnon DR, McMahon GT, Orlander JD, Kurgansky KE, Conlin PR. A team-based online game improves
blood glucose control in veterans with type 2 diabetes: a randomized controlled trial. Diabetes Care. Sep
2017;40(9):1218-1225. [doi: 10.2337/dc17-0310] [Medline: 28790131]

Kilic M, Karadag A. Developing and evaluating a mobile foot care application for persons with diabetes mellitus: a
randomized pilot study. Wound Manag Prev. Oct 10, 2020;66(10):29-40. [doi: 10.25270/wmp.2020.10.2940] [Medline:
33048829]

Krmpotic K, Gallant J, Zufelt K, Zuijdwijk C. User-centred devel opment of an mHealth app for youth with type 1 diabetes:
the challenge of operationalizing desired features and feasibility of offering financial incentives. Health Technol. Mar 15,
2022;12(2):499-513. [doi: 10.1007/s12553-022-00656-9]

Leon N, Namadingo H, Bobrow K, Cooper S, Crampin A, Pauly B, et a. Intervention development of a brief messaging
intervention for arandomised controlled trial to improve diabetes treatment adherence in sub-Saharan Africa. BMC Public
Health. Jan 15, 2021;21(1):147. [doi: 10.1186/s12889-020-10089-6] [Medline: 33451308]

Merino-Barbancho B, BarreraMJ, Vera-Muiioz C, Guirado JC, Arredondo MT, Fico G. Definition and development of a
digital system for the empowerment and activation of type 1 diabetic patient. 2021. Presented at: 2021 43rd Annual
International Conference of the |EEE Engineering in Medicine & Biology Society (EMBC); November 1-5, 2021:2230-2233;
Mexico City, Mexico.

O'Rellly SL, Laws R. Health-e mums:. evaluating a smartphone app design for diabetes prevention in women with previous
gestational diabetes. Nutr Diet. Nov 2019;76(5):507-514. [doi: 10.1111/1747-0080.12461] [Medline: 30109762]

Pais S, PetrovaK, Parry D. Enhancing system acceptance through user-centred design: integrating patient generated wellness
data. Sensors (Basel). Dec 22, 2021;22(1):45. [FREE Full text] [doi: 10.3390/s22010045] [Medline: 35009597]

Goya S, Nunn CA, Rotondi M, Couperthwaite AB, Reiser S, Simone A, et al. A mobile app for the self-management of
type 1 diabetes among adolescents: arandomized controlled trial. IMIR Mhealth Uhealth. Jun 19, 2017;5(6):e82. [doi:
10.2196/mhesalth.7336] [Medline: 28630037]

Petersen M, Hempler NF. Devel opment and testing of a mobile application to support diabetes self-management for people
with newly diagnosed type 2 diabetes: a design thinking case study. BMC Med Inform Decis Mak. Jun 26, 2017;17(1):91.
[doi: 10.1186/s12911-017-0493-6] [Medline: 28651639]

Pillalamarri SS, Huyett LM, Abdel-Malek A. Novel Bluetooth-enabled tubeless insulin pump: a user experience design
approach for a connected digital diabetes management platform. J Diabetes Sci Technol. Nov 2018;12(6):1132-1142. [doi:
10.1177/1932296818804802] [Medline: 30304951]

Ploderer B, Clark D, Brown R, Harman J, Lazzarini PA, Van Netten JJ. Self-monitoring diabetes-related foot ulcers with
the MyFootCare app: amixed methods study. Sensors (Basel). Feb 24, 2023;23(5):2547. [doi: 10.3390/s23052547] [Medline:
36904750]

Rodriguez DV, Lawrence K, Luu S, Yu JL, Feldthouse DM, Gonzalez J, et al. Development of a computer-aided text
message platform for user engagement with adigital diabetes prevention program: a case study. JAm Med Inform Assoc.
Dec 28, 2021;29(1):155-162. [FREE Full text] [doi: 10.1093/jamia/ocab206] [Medline: 34664647]

https://www.jmir.org/2025/1/e€71567 JMed Internet Res 2025 | vol. 27 | €71567 | p. 13

(page number not for citation purposes)


http://dx.doi.org/10.1016/j.invent.2022.100505
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35242592&dopt=Abstract
http://dx.doi.org/10.1089/tmj.2017.0190
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29261476&dopt=Abstract
http://dx.doi.org/10.9745/GHSP-D-20-00076
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33361237&dopt=Abstract
http://dx.doi.org/10.1177/20552076221144181
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36644662&dopt=Abstract
https://riunet.upv.es/handle/10251/170288
http://dx.doi.org/10.1007/s10916-019-1472-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31741069&dopt=Abstract
https://europepmc.org/abstract/MED/29925098
http://dx.doi.org/10.1055/s-0038-1660438
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29925098&dopt=Abstract
http://dx.doi.org/10.1177/1357633X17745470
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29228854&dopt=Abstract
http://dx.doi.org/10.3390/s22124620
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35746402&dopt=Abstract
http://dx.doi.org/10.2337/dc17-0310
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28790131&dopt=Abstract
http://dx.doi.org/10.25270/wmp.2020.10.2940
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33048829&dopt=Abstract
http://dx.doi.org/10.1007/s12553-022-00656-9
http://dx.doi.org/10.1186/s12889-020-10089-6
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33451308&dopt=Abstract
http://dx.doi.org/10.1111/1747-0080.12461
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30109762&dopt=Abstract
https://www.mdpi.com/resolver?pii=s22010045
http://dx.doi.org/10.3390/s22010045
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35009597&dopt=Abstract
http://dx.doi.org/10.2196/mhealth.7336
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28630037&dopt=Abstract
http://dx.doi.org/10.1186/s12911-017-0493-6
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28651639&dopt=Abstract
http://dx.doi.org/10.1177/1932296818804802
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30304951&dopt=Abstract
http://dx.doi.org/10.3390/s23052547
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36904750&dopt=Abstract
https://europepmc.org/abstract/MED/34664647
http://dx.doi.org/10.1093/jamia/ocab206
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34664647&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Watson et &

61.

62.

63.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

Salari R, R Niakan Kalhori S, GhaziSaeedi M, Jeddi M, Nazari M, Fatehi F. Mobile-based and cloud-based system for
self-management of people with type 2 diabetes: development and usability evaluation. JMed Internet Res. Jun 02,
2021;23(6):€18167. [doi: 10.2196/18167] [Medline: 34076579]

Sinha AP, Singhal M, Joshi A, Kumar B, Sethiya NK. User-centered * Swayam Diabetes' m-health application for self-care
management of type 2 diabetesin urban home settings: the usability and utility testing of mobile application and perspectives.
Int JChem Biochem Sci. 2023;24(5):141-146. [doi: 10.35178/ijcbs.2023.024.018]

Smith R, Michalopoulou M, Reid H, Riches SP, Wango Y N, Kenworthy Y, et a. Applying the behaviour change wheel to
develop a smartphone application 'stay-active' to increase physical activity in women with gestational diabetes. BMC
Pregnancy Childbirth. Mar 26, 2022;22(1):253. [doi: 10.1186/s12884-022-04539-9] [Medline: 35346075]

Sobri NHM, Ismail 1Z, Hassan F, Papachristou Nadal |, Forbes A, Ching SM, et al. MY GODDESS Project Team. Protocol
for aqualitative study exploring the perception of need, importance and acceptability of adigital diabetes prevention
intervention for women with gestational diabetes mellitus during and after pregnancy in Malaysia (Explore-MY GODDESS).
BMJ Open. Aug 26, 2021,11(8):€044878. [doi: 10.1136/bmjopen-2020-044878] [Medline: 34446477)

Steinman L, Heang H, van Pelt M, Ide N, Cui H, Rao M, et al. Facilitators and barriers to chronic disease self-management
and mobile health interventions for people living with diabetes and hypertension in Cambodia: qualitative study. IMIR
Mhealth Uhealth. Apr 24, 2020;8(4):e13536. [doi: 10.2196/13536] [Medline: 32329737]

Sze WT, Waki K, Enomoto S, Nagata Y, Nangaku M, Yamauchi T, et al. StepAdd: a personalized mHealth intervention
based on social cognitive theory to increase physical activity among type 2 diabetes patients. J Biomed Inform. Sep
2023;145:104481. [FREE Full text] [doi: 10.1016/j.jbi.2023.104481] [Medline: 37648101]

Tanner AE, Palakshappa D, Morse CG, Mann-Jackson L, Alonzo J, Garcia M, et al. Exploring the consequences of food
insecurity and harnessing the power of peer navigation and mHealth to reduce food insecurity and cardiometabolic
comorbidities among persons with HIV: protocol for devel opment and implementation trial of weCare/Secure. Trials. Dec
12, 2022;23(1):998. [FREE Full text] [doi: 10.1186/s13063-022-06924-3] [Medline: 36510319)]

Tay BSJ, Edney SM, Brinkworth GD, Cox DN, Wiggins B, Davis A, et a. Co-design of adigital dietary intervention for
adults at risk of type 2 diabetes. BMC Public Health. Nov 11, 2021;21(1):2071. [EREE Full text] [doi:
10.1186/s12889-021-12102-y] [Medline: 34763701]

Waaler PN, Bongo LA, Rolandsen C, Lorem GF. Simplifying and personalising health information with mobile apps:
translating complex models into understandabl e visuals. medRxiv. Preprint posted online in 2023. [doi:
10.1101/2023.05.25.23290511]

Yee LM, Leziak K, Jackson J, Strohbach A, Saber R, Niznik CM, et a. Patient and provider perspectives on anovel mobile
health intervention for low-income pregnant women with gestational or type 2 diabetes mellitus. J Diabetes Sci Technol.
Jul 05, 2020;15(5):1121-1133. [doi: 10.1177/1932296820937347]

Zamanillo-CamposR, Fiol-deRoque MA, Serrano-Ripoll MJ, MiraMartinez S, Ricci-Cabello |. Development and evaluation
of DiabeText, a personalized mHealth intervention to support medication adherence and lifestyle change behaviour in
patients with type 2 diabetes in Spain: a mixed-methods phase |1 pragmatic randomized controlled clinical tria. Int JIMed
Inform. Aug 2023;176:105103. [doi: 10.1016/j.ijmedinf.2023.105103] [Medline: 37267809]

Azad-Khaneghah P, Neubauer N, Miguel Cruz A, Liu L. Mobile health app usability and quality rating scales: a systematic
review. Disabil Rehabil Assist Technol. Oct 08, 2021;16(7):712-721. [doi: 10.1080/17483107.2019.1701103] [Medline:
31910687]

Nouri R, R Niakan Kalhori S, Ghazisaeedi M, Marchand G, Yasini M. Criteriafor assessing the quality of mHealth apps:
asystematic review. JAm Med Inform Assoc. Aug 01, 2018;25(8):1089-1098. [FREE Full text] [doi: 10.1093/jamia/ocy050]
[Medline: 29788283]

SharmaS, Gergen Barnett K, Maypole J, Grochow Mishuris R. Evaluation of mHealth appsfor diverse, low-income patient
populations: framework devel opment and application study. IMIR Form Res. Feb 11, 2022;6(2):€29922. [EREE Full text]
[doi: 10.2196/29922] [Medline: 35147502]

Neal D, EngelsmaT, Tan J, Craven MP, Marcilly R, Peute L, et al. Limitations of the new |SO standard for health and
wellness apps. Lancet Digital Health. Feb 2022;4(2):e80-e82. [FREE Full text] [doi: 10.1016/s2589-7500(21)00273-9]
Martin A, Caon M, Adorni F, Andreoni G, Ascolese A, Atkinson S, et al. A mobile phone intervention to improve
obesity-related health behaviors of adolescents across Europe: iterative co-design and feasibility study. IMIR Mhealth
Uhealth. Mar 02, 2020;8(3):€14118. [FREE Full text] [doi: 10.2196/14118] [Medline: 32130179]

Steen M, Manschot M, De KN. Benefits of co-design in service design projects. Int JDesign. 2011;5(2):53-60. [ FREE Full
text]

Roberts MW. Successful public health information system database integration projects: aqualitative study. Online JPublic
Health Inform. Sep 21, 2018;10(2):€207. [FREE Full text] [doi: 10.5210/0jphi.v10i2.9221] [Medline: 30349625]

Fox S, Brown LJE, Antrobus S, Brough D, Drake RJ, Jury F, et a. Co-design of a smartphone app for people living with
dementia by applying agile, iterative co-design principles: development and usability study. IMIR Mhealth Uhealth. Jan
14, 2022;10(1):e24483. [FREE Full text] [doi: 10.2196/24483] [Medline: 35029539]

https://www.jmir.org/2025/1/e€71567 JMed Internet Res 2025 | vol. 27 | €71567 | p. 14

(page number not for citation purposes)


http://dx.doi.org/10.2196/18167
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34076579&dopt=Abstract
http://dx.doi.org/10.35178/ijcbs.2023.024.018
http://dx.doi.org/10.1186/s12884-022-04539-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35346075&dopt=Abstract
http://dx.doi.org/10.1136/bmjopen-2020-044878
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34446477&dopt=Abstract
http://dx.doi.org/10.2196/13536
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32329737&dopt=Abstract
https://linkinghub.elsevier.com/retrieve/pii/S1532-0464(23)00202-2
http://dx.doi.org/10.1016/j.jbi.2023.104481
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37648101&dopt=Abstract
https://trialsjournal.biomedcentral.com/articles/10.1186/s13063-022-06924-3
http://dx.doi.org/10.1186/s13063-022-06924-3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36510319&dopt=Abstract
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-021-12102-y
http://dx.doi.org/10.1186/s12889-021-12102-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34763701&dopt=Abstract
http://dx.doi.org/10.1101/2023.05.25.23290511
http://dx.doi.org/10.1177/1932296820937347
http://dx.doi.org/10.1016/j.ijmedinf.2023.105103
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37267809&dopt=Abstract
http://dx.doi.org/10.1080/17483107.2019.1701103
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31910687&dopt=Abstract
https://europepmc.org/abstract/MED/29788283
http://dx.doi.org/10.1093/jamia/ocy050
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29788283&dopt=Abstract
https://formative.jmir.org/2022/2/e29922/
http://dx.doi.org/10.2196/29922
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35147502&dopt=Abstract
https://www.thelancet.com/journals/landig/article/PIIS2589-7500(21)00273-9/fulltext
http://dx.doi.org/10.1016/s2589-7500(21)00273-9
https://mhealth.jmir.org/2020/3/e14118/
http://dx.doi.org/10.2196/14118
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32130179&dopt=Abstract
http://www.ijdesign.org/index.php/IJDesign/article/view/890/346
http://www.ijdesign.org/index.php/IJDesign/article/view/890/346
https://doi.org/10.5210/ojphi.v10i2.9221
http://dx.doi.org/10.5210/ojphi.v10i2.9221
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30349625&dopt=Abstract
https://mhealth.jmir.org/2022/1/e24483/
http://dx.doi.org/10.2196/24483
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35029539&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Watson et &

80.

81.

82.

83.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

100.

Scott |A, Scuffham P, Gupta D, Harch TM, Borchi J, Richards B. Going digital: a narrative overview of the effects, quality
and utility of mobile appsin chronic disease self-management. Aust Health Rev. 2020;44(1):62-82. [FREE Full text] [doi:
10.1071/ah18064]

Fu H, McMahon SK, Gross CR, Adam TJ, Wyman JF. Usability and clinical efficacy of diabetes mobile applications for
adults with type 2 diabetes: a systematic review. Diabetes Res Clin Pract. Sep 2017;131:70-81. [doi:
10.1016/j.diabres.2017.06.016] [Medline: 28692830]

Wong DC, NweK, Evans R, Nelissen N, Larsen ME. Quantity and type of peer-reviewed evidence for popular free medical
apps:. cross-sectional review. Int JMed Inform. Apr 2021;148:104416. [doi: 10.1016/j.ijmedinf.2021.104416] [Medline:
33601253]

Leigh S, Ashall-Payne L, Andrews T. Barriers, and facilitators to the adoption of mobile health among health care
professional s from the United Kingdom: discrete choice experiment. IMIR Mhealth Uhealth. Jul 06, 2020;8(7):e17704.
[FREE Full text] [doi: 10.2196/17704] [Medline: 32628118]

Digital assessment questionnaire V2.2. NHS Digital. URL: https://digital .nhs.uk/binaries/content/assets/website-assets/
services/nhs-apps-library/dag.pdf [accessed 2024-04-19]

Boulos MNK, Brewer AC, Karimkhani C, Buller DB, Dellavalle RP. Mobile medical and health apps: state of the art,
concerns, regulatory control and certification. Online J Public Health Inform. Feb 05, 2014;5(3):229. [FREE Full text] [doi:
10.5210/0jphi.v5i3.4814] [Medline; 24683442]

Muro-Culebras A, Escriche-Escuder A, Martin-Martin J, Roldan-Jiménez C, De-Torres |, Ruiz-Mufioz M, et al. Tools for
evaluating the content, efficacy, and usability of mobile health apps according to the consensus-based standards for the
selection of health measurement instruments: a systematic review. IMIR Mhealth Uhealth. Dec 01, 2021;9(12):e15433.
[FREE Full text] [doi: 10.2196/15433] [Medline: 34855618]

Lewis TL, Wyatt JC. mHealth and mobile medical apps: aframework to assess risk and promote safer use. JMed Internet
Res. Sep 15, 2014;16(9):€210. [FREE Full text] [doi: 10.2196/jmir.3133] [Medline: 25223398]

Martinez-Pérez B, de la Torre-Diez |, Lopez-Coronado M. Privacy and security in mobile health apps: areview and
recommendations. J Med Syst. Jan 7, 2015;39(1):181. [FREE Full text] [doi: 10.1007/s10916-014-0181-3] [Medline:
25486895]

Pustozerov E, von JU, Albrecht UV. Evaluation of mHealth applications security based on application permissions. Stud
Health Technol Inform. 2016;226:241-244. [FREE Full text] [doi: 10.3233/978-1-61499-664-4-241]

Jake-Schoffman DE, Silfee VJ, Waring ME, Boudreaux ED, Sadasivam RS, Mullen SP, et al. Methods for evaluating the
content, usability, and efficacy of commercial mobile health apps. IMIR Mhealth Uhealth. Dec 18, 2017;5(12):€190. [FREE
Full text] [doi: 10.2196/mhealth.8758] [Medline: 29254914]

Cuschieri S. The CONSORT statement. Saudi JAnaesth. 2019;13(5):S27-S30. [FREE Full text] [doi: 10.4103/5a.5a 559 18]
[Medline: 30930716]

Silberman J, Wicks P, Patel S, Sarlati S, Park S, Korolev 10, Evidence DEFINED Workgroup, et al. Rigorous and rapid
evidence assessment in digital health with the evidence DEFINED framework. NPJ Digit Med. May 31, 2023;6(1):101.
[FREE Full text] [doi: 10.1038/s41746-023-00836-5] [Medline: 37258851]

Bossuyt PM, Reitsma JB, Bruns DE, Gatsonis CA, Glasziou PP, Irwig LM, et a. Standards for Reporting of Diagnostic
Accuracy. The STARD statement for reporting studies of diagnostic accuracy: explanation and elaboration. Ann Intern
Med. Jan 07, 2003;138(1):1-12. [doi: 10.7326/0003-4819-138-1-200301070-00012-w1] [Medline: 12513067]

Guidance on applying human factors and usability engineering to medical devices including drug-device combination
products in Great Britain. Medicines & Healthcare products Regulatory Agency. Jan 2021. URL: https://assets.
publishing.service.gov.uk/media/60521d98d3bf 7f0455a6e61d/Human-Factors Medical-Devices v2.0.pdf [accessed
2025-07-28]

Official Journal of the European Union. Regulation (EU) 2017/745 on medical devices. European Parliament and Council.
2017. URL: https://eur-lex.europa.eu/legal -content/EN/T X T/2uri=CEL EX%3A 32017R0745 [accessed 2025-05-26]
Digital health technologies for remote data acquisition in clinical investigations: guidance for industry, investigators, and
other stakeholders. U.S. Food and Drug Administration. Dec 22, 2023. URL : https://www.fda.gov/regulatory-information/
search-fda-guidance-documents/digital -heal th-technol ogi es-remote-data-acqui sition-clini cal -investigations [accessed
2025-05-26]

Collegiate Board Resolution RDC no. 657, of March 24, 2022: provides for the regulation of software as amedical device
(SaMD). Brazilian National Health Surveillance Agency (ANVISA). 2022. URL: https://www.gov.br/anvisa/pt-br/assuntos/
produtosparasaude/temas-em-destaque/arquivos/2024/rdc-657-2022-en.pdf [accessed 2025-05-26]

Health Canada. Medical Devices Regulations (SOR/98-282). Government of Canada. 1998. URL: https.//laws-lois.
justice.gc.ca/eng/regul ations/ SOR-98-282/ [accessed 2025-05-26]

Guiding principlesfor technical review of human factors design of medical devices (English tranglation). National Medical
Products Administration. 2024. URL : https.//datacc.dimesociety.org/wp-content/upl oads/2023/09/

NM PA -Human-Factors-Guidance-English-Translation-FINAL .pdf [accessed 2025-05-26]

Medical devicereviews. standards and reviews (English trandation). Pharmaceuticalsand Medical Devices Agency (PMDA).
URL: https://www.pmda.go.jp/english/review-services/reviews/0004.html [accessed 2025-05-26]

https://www.jmir.org/2025/1/e€71567 JMed Internet Res 2025 | vol. 27 | €71567 | p. 15

(page number not for citation purposes)


https://www.publish.csiro.au/ah/pdf/AH18064
http://dx.doi.org/10.1071/ah18064
http://dx.doi.org/10.1016/j.diabres.2017.06.016
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28692830&dopt=Abstract
http://dx.doi.org/10.1016/j.ijmedinf.2021.104416
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33601253&dopt=Abstract
https://mhealth.jmir.org/2020/7/e17704/
http://dx.doi.org/10.2196/17704
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32628118&dopt=Abstract
https://digital.nhs.uk/binaries/content/assets/website-assets/services/nhs-apps-library/daq.pdf
https://digital.nhs.uk/binaries/content/assets/website-assets/services/nhs-apps-library/daq.pdf
https://doi.org/10.5210/ojphi.v5i3.4814
http://dx.doi.org/10.5210/ojphi.v5i3.4814
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24683442&dopt=Abstract
https://mhealth.jmir.org/2021/12/e15433/
http://dx.doi.org/10.2196/15433
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34855618&dopt=Abstract
https://www.jmir.org/2014/9/e210/
http://dx.doi.org/10.2196/jmir.3133
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25223398&dopt=Abstract
https://link.springer.com/article/10.1007/s10916-014-0181-3#citeas
http://dx.doi.org/10.1007/s10916-014-0181-3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25486895&dopt=Abstract
https://ebooks.iospress.nl/publication/44209
http://dx.doi.org/10.3233/978-1-61499-664-4-241
https://mhealth.jmir.org/2017/12/e190/
https://mhealth.jmir.org/2017/12/e190/
http://dx.doi.org/10.2196/mhealth.8758
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29254914&dopt=Abstract
https://pubmed.ncbi.nlm.nih.gov/30930716/
http://dx.doi.org/10.4103/sja.sja_559_18
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30930716&dopt=Abstract
https://doi.org/10.1038/s41746-023-00836-5
http://dx.doi.org/10.1038/s41746-023-00836-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37258851&dopt=Abstract
http://dx.doi.org/10.7326/0003-4819-138-1-200301070-00012-w1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=12513067&dopt=Abstract
https://assets.publishing.service.gov.uk/media/60521d98d3bf7f0455a6e61d/Human-Factors_Medical-Devices_v2.0.pdf
https://assets.publishing.service.gov.uk/media/60521d98d3bf7f0455a6e61d/Human-Factors_Medical-Devices_v2.0.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32017R0745
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/digital-health-technologies-remote-data-acquisition-clinical-investigations
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/digital-health-technologies-remote-data-acquisition-clinical-investigations
https://www.gov.br/anvisa/pt-br/assuntos/produtosparasaude/temas-em-destaque/arquivos/2024/rdc-657-2022-en.pdf
https://www.gov.br/anvisa/pt-br/assuntos/produtosparasaude/temas-em-destaque/arquivos/2024/rdc-657-2022-en.pdf
https://laws-lois.justice.gc.ca/eng/regulations/SOR-98-282/
https://laws-lois.justice.gc.ca/eng/regulations/SOR-98-282/
https://datacc.dimesociety.org/wp-content/uploads/2023/09/NMPA-Human-Factors-Guidance-English-Translation-FINAL.pdf
https://datacc.dimesociety.org/wp-content/uploads/2023/09/NMPA-Human-Factors-Guidance-English-Translation-FINAL.pdf
https://www.pmda.go.jp/english/review-services/reviews/0004.html
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Watson et &

Abbreviations
ANVISA: AgénciaNacional de Vigilancia Sanitaria
CONSORT: Consolidated Standards of Reporting Trials
DF: diabetic foot
DHG: digital health guidelines
DHT: digital health technology
DN: diabetic nephropathy
DR: diabetic retinopathy
DTAC: Digital Technology Assessment Criteria
Evidence DEFINED: Evidencein Digital Health for Effectiveness of Interventions With Evaluative Depth
FDA: Food and Drug Administration
HbA1c: hemoglobin Alc
MDR: Medical Device Regulation
MeSH: Medica Subject Headings
MHRA: Medicines and Healthcare Products Regulatory Agency
NHS: National Health Service
NHSX: National Health Service Digital
NICE: National Institute for Health and Care Excellence
NMPA: National Medical Products Administration
PMDA: Pharmaceuticals and Medical Devices Agency
PRISMA: Preferred Reporting Items for Systematic Reviews and Meta-Analyses
STARD: Standards for Reporting of Diagnostic Accuracy
UK MDR: UK Medical Device Regulations

Edited by A Mavragani; submitted 06.Feb.2025; peer-reviewed by C Br, VSK Kancharla, M Kolotylo-Kulkarni; comments to author
18.Mar.2025; revised version received 02.Jun.2025; accepted 24.Jul.2025; published 26.Sep.2025

Please cite as:

Watson S, Mofty HK, Donnelly M, Peto T, Hogg RE

Adherence to Usability and Accessibility Principlesin Digital Health Applications for Patients With Diabetes: Systematic Review
J Med Internet Res 2025;27:€71567

URL: https.//www.jmir.org/2025/1/e71567

doi: 10.2196/71567

PMID:

©Sarah Louise Watson, Hanan Khalid Mofty, Michael Donnelly, Tunde Peto, Ruth Esther Hogg. Originally published in the
Journal of Medical Internet Research (https://www.jmir.org), 26.Sep.2025. This is an open-access article distributed under the
terms of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted
use, distribution, and reproduction in any medium, provided the original work, first published in the Journal of Medical Internet
Research (ISSN 1438-8871), is properly cited. The complete bibliographic information, a link to the origina publication on
https.//www.jmir.org/, as well as this copyright and license information must be included.

https://www.jmir.org/2025/1/e€71567 JMed Internet Res 2025 | vol. 27 | €71567 | p. 16
(page number not for citation purposes)

RenderX


https://www.jmir.org/2025/1/e71567
http://dx.doi.org/10.2196/71567
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

