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Abstract

Tribal governments and Tribal Epidemiology Centers face persistent challenges in obtaining the public health data that are essential
to accomplishing their legal and ethical duties to promote health in American Indian and Alaska Native communities. We assessed
the ethical implications of current impediments to data sharing among federal, state, and Tribal public health partners. Public
health ethics obligates public health data sharing and opposes data collection without dissemination to affected communities.
Privacy practices, like deidentification and data suppression, often obstruct data access, disproportionately affect American Indian
and Alaska Native populations, and exacerbate health disparities. The 2020-2024 syphilis outbreak illustrates how restricted data
access impedes effective public health responses. These practices represent a source of structuralized violence throughout the
US public health system that contributes to the data genocide of American Indian and Alaska Native populations. Good governance
practices like transparent data practices and the establishment of a social license (ie, the informal permission of a community to
collect and use data) is essential to ethically balancing collective well-being with individual privacy in public health.
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Introduction

Advancements in digital technology have transformed the
potential for real-time global data sharing, including in the field
of public health. However, sharing data for public health use
remains a challenge. Legal, relational, and technical barriers
can impede access to the data that enable public health agencies
to act for the benefit of their communities. [1-3] Most of these
barriers are at least indirectly associated with a need to protect
the privacy of data subjects.

Public health data custodians are acutely aware of these risks,
but sometimes zealous overprotection of individuals’ privacy
can harm communities [4]. In the case of American Indian and
Alaska Native communities, a lack of access to public health
data, data they are legally entitled to have, results in unnecessary
deaths in these communities [5,6].

While this paper focuses on the ethical basis for sharing data
with Tribes for public health activities, it is important to
acknowledge the robust legal foundation for such action,
including the treaties between the United States and various
Indian Tribes that help round out the obligations of the federal
government to Indian Tribes and Tribal people [7]. According
to a long line of federal court cases, interpreting the Constitution,
statutes, and treaties, the United States Congress has plenary
and exclusive authority over Indian affairs. Within these cases,
the Supreme Court has consistently held that “federal law
preempts state law in the context of Indian affairs” [8]. Although
Tribes and states coexist as distinct sovereigns, the legal doctrine
of federal preemption requires that “Congressional power over
Indian affairs supersedes conflicting state laws or state
constitutional provisions” [8].

For example, when the Indian Health Care Improvement Act
(IHCIA) and its subsequent amendments were enacted into law,
this was construed as the federal government saying it was now
preempting state action in the areas staked out within the IHCIA.
Among other things, the IHCIA affirmed the trust responsibility
of the federal government “to ensure the highest possible health
status for Indians and urban Indians and to provide all resources
necessary to effect that policy” [9,10]. Currently, the 12 Tribal
Epidemiology Centers (TECs) provide epidemiologic and public
health services to approximately 574 Tribes, 41 urban Indian
organizations, and 9.7 million American Indian and Alaska
Native people, and data are a necessary resource to support
these activities [11]. The federal trust responsibility embedded
in the IHCIA implicitly provides legal support for public health
data sharing with Tribes and TECs as well as the ethical
imperative to do so.

Federal public health law relating to Indian Tribes and federal
services for Indian Tribes firmly supports Tribal governmental
and TEC authority to collect and use data to promote public
health [12]. This includes laws that empower governments to
promote public health (eg, police powers), federal Indian law
(eg, the Indian Self-Determination and Education Assistance
Act of 1975 that established the federal policy of Tribal
self-determination), and Tribal laws (eg, constitutions, codes,
and case law) that support and shape Tribal public health
authority [12].

As O’Connell and Abourezk [10] describe in detail, there is a
strong federal legal foundation supporting the sharing of public
health data with TECs due to their status as legally recognized
public health authorities. Federal statutes that govern the receipt
of identifiable data (ie, protected health information) by public
health authorities from entities covered under the HIPAA
(Health Insurance Portability and Accountability Act) (such as
hospitals and medical clinics) apply to Tribes, TECs, and
non-Tribal public health authorities.

Data access and use by Tribal governments and TECs is,
therefore, legally distinct from the access and use of public
health data by other entities that may work with or represent
minoritized communities such as community nonprofit
organizations. Tribes are sovereign nations that have the inherent
right to govern their own resources, including data (ie, Tribal
data sovereignty) in accordance with their cultural values and
legal frameworks [13]. Restriction of data from Tribal
governments, in particular, represents a failure to honor their
legal status as sovereign entities that have been recognized since
first contact with colonizers.

While federal and Tribal laws overwhelmingly support data
sharing with Tribal public health authorities, Tribal
governments, and TECs have long experienced difficulty in
obtaining data from covered entities and their state and federal
public health partners [10,14]. These data are central to effective
public health practice and necessary for Tribal governments
and TECs to fulfill their legal and ethical duties to promote
health and eliminate disparities in American Indian and Alaska
Native communities [15].

A 2022 US Government Accountability Office (GAO) report
entitled, “Tribal Epidemiology Centers: HHS Actions Needed
to Enhance Data Access,” documents the difficulties experienced
by TEC personnel in accessing essential public health data [15].
The GAO report found that access to and use of data varies by
TEC with many TECs reporting challenges related to accessing
data from the Centers for Disease Control and Prevention
(CDC), Indian Health Service (IHS), and states. The report
found that the work that TECs can perform and the information
they can in turn provide to relevant public health decision
makers is determined by their access to needed data.
Consequently, when data access is limited or inconsistent, so
too is the ability to address the health needs of Tribal
communities. The report found that the US Department of
Health and Human Services (HHS) lacked policies, procedures,
and guidance related to existing data-sharing systems and
agreements that resulted in barriers to Tribal HHS data access.
The GAO report provided 5 recommendations for enhancements
to HHS and IHS policies, procedures, and guidance to improve
TEC access to public health data [15]. While HHS has taken
steps to address some of these recommendations, Tribal
governments and TECs still face barriers to accessing data from
their state public health partners.

The consequences of these long-standing impediments to data
access were tragically highlighted during the COVID-19
pandemic [5]. The failure of state and federal health departments
to share timely and complete public health data during the
COVID-19 response was highlighted in the 2021 Urban Indian
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Health Institute report, “Data Genocide of American Indians
and Alaska Natives in the COVID-19 Data” [5]. A total of 15
states reported no American Indian and Alaska Native cases on
their COVID-19 dashboards, and many lacked complete racial
information on the fraction of cases reported to the CDC, making
accurate monitoring of the COVID-19 pandemic in American
Indian and Alaska Native communities impossible [5].

However, the consequences of these impediments to full data
access predate and extend far beyond the COVID-19 pandemic.
The prolonged dearth of actionable public health data has
hampered the ability of Tribes and TECs to combat other
common and preventable public health challenges and have
contributed to staggering disparities [6,16]. Tribal governments
and TECs encounter systemic policy, bureaucratic, and relational
barriers such as excessive privacy restrictions, data suppression
practices, and paternalistic policies that impede their access to
critically needed public health data.

In this paper we explore how these barriers perpetuate health
inequities, examine the ethical dimensions of data sharing, and
argue for a “share by default” model that aligns with public
health ethics, respects Tribal sovereignty, and ensures the
provision of timely, actionable information for American Indian
and Alaska Native communities. Specifically, we assess the
ethical and real-world implications of the status quo of data
sharing impediments that exist between federal and state public
health authorities and their Tribal public health and
governmental partners. Currently, compared with their other
public health authority counterparts, Tribal governments and
TECs experience inequitable access to public health data, which
severely impairs their ability to ensure the well-being of their
constituent communities, fulfill their legally recognized role
and responsibilities, and implement legal interventions and
policy solutions that are informed by the best available public
health data. While access to needed data is a challenge shared
by nearly all public health authorities, the real, perceived, and
sometimes intentional data-sharing barriers encountered by
Tribal governments and TECs can be fairly described as
structural violence perpetrated on Tribal communities.

To illustrate the deadly consequences of current data-sharing
practices, we highlight the resurgence and prevalence of syphilis,
a preventable and treatable disease, that has devastated American
Indian and Alaska Native communities that do not have access
to critically needed data that are readily available to their state
and federal public health partners to effectively target
preventative interventions and resources. These inequities in
data access and data sharing represent an abdication of ethical
responsibilities across the US public health system.

An Ethical Imperative to Share Data for
Public Health Activities

Public health ethicists have long argued that there is an ethical
duty to share public health data where there is a demonstrated
public health need [17-19]. This ethical duty is essential to
fulfilling the central purpose of public health surveillance;
quickly and efficiently supplying information to decision-makers
for population health.

For example, the 2017 World Health Organization (WHO)
ethical guidelines on public health surveillance state, “[w]ith
appropriate safeguards and justification, those responsible for
public health surveillance have an obligation to share data with
other national and international public health agencies” [17].
Other organizations have similarly spoken on the imperative to
share data. The International Association of National Public
Health Institutes called for sharing “public health surveillance
data by default” and “with as few restrictions as possible” [18].
Lee et al [20] extended this point, arguing that “not using [public
health] data for improving health must be justified” [20]. Both
the American Public Health Association (APHA) Code of Ethics
and the Public Health Leadership Society Principles for the
Ethical Practice of Public Health urge prompt and appropriate
data dissemination to enable public health actions [21,22]. Pisani
and AbouZahr [23] argue that sharing public health data
collected with public resources is important to the maximization
of the public benefit from those costs.

All this underscores that collecting data without dissemination
to affected communities is itself unethical. The APHA Principles
of the Ethical Practice of Public Health states, “Public health
institutions should provide communities with the information
they have that is needed for decisions on policies or programs
and should obtain the consent of the community for
implementation” [22].

Certainly, as Langat et al [19] argue, there are important reasons
for limiting data sharing including considerations of (1) data
property and ownership, (2) just distribution of benefits and
burdens, and (3) the competitive ethos of contemporary science
[19]; however, they also note that these reasons are each
outweighed by ethical considerations that support data sharing.

Moreover, an ethical right to be counted can countervail a right
to privacy in public health contexts [24]. Accordingly, the WHO
Guidelines on Ethical Issues in Public Health Surveillance
recognize that there is an affirmative obligation that
governments “develop appropriate, feasible, sustainable public
health surveillance systems” [17]. Public health data showing
an existing harm or imminent danger can shine a light on these
threats and empower individuals and communities to compel a
governmental response. Therefore, individuals and communities,
from Love Canal, NY to East Palestine, OH, often demand to
be counted [24-26]. Counting (ie, public health surveillance)
informs resource allocations, and inequitable counting results
in inequitable resource distributions [27]. In the context of public
health data sharing, this ethical right to be counted is frustrated
when barriers (or refusals) to share adequate data interfere with
the ability of a government to collect the data necessary to carry
out its obligations to care for its constituents.

Existing data sharing barriers that impede Tribal access to these
data, whether legal, relational, political, bureaucratic, or willful,
are ethically dubious at best. Instead, public health ethics
imposes a default obligation to share data with public health
authorities with as few restrictions as possible when there is a
public health need.

J Med Internet Res 2025 | vol. 27 | e70983 | p. 3https://www.jmir.org/2025/1/e70983
(page number not for citation purposes)

Schmit et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Systemic Ethical Failures: Policies,
Practices, and “Street-Level Bureaucrats”

Broadly, we argue that the US public health system is rife with
deviations from these public health ethical imperatives [4,28,29].
These deviations manifest themselves in a variety of ways
including in laws, policies, organizational practices, and
discretionary decision-making that prohibits, unduly burdens,
or otherwise limits ethical data sharing or access to needed data
[4,30].

Here it is important to distinguish between law and ethics. Laws
relate to what can or must be done, and ethics deals with what
should be done. Importantly, what is ethical is not always legal,
and what is legal is not always ethical [31]. The APHA Code
of Ethics implores public health practitioners to examine and
deliberate such ethical considerations in the policy-making
process [21]. Public health practitioners are silently complicit
to injustice when they do otherwise [21].

In some cases, laws or policies (particularly at the state level)
clearly restrict the authority of a public health data custodian
to share data [30]. For example, Montana Code § 50-16-603,
which strictly restricts disclosures of health information
controlled by the public health authorities within the state,
permits disclosures of protected information for public health
purposes but only lists other state or local public health
authorities. The omission of Tribes and TECs from the
exhaustive list of recipients in the text of the law constitutes a
barrier to ethical data sharing with Tribes. In this instance, the
deviation of law from public health ethical imperatives is
relatively transparent. This means that the ethical obligation to
address the unethical law or policy is also transparent to every
person who cites the law as a barrier to ethical conduct [21].

Beyond these transparent structural barriers, deviations from
ethical imperatives frequently derive from opaque organizational
and individual decisions [32]. The intergovernmental
data-sharing landscape exemplifies this issue, characterized by
“striking legislative minimalism” [32]. Consequently,
data-sharing decisions are often left to the discretion of
“street-level bureaucrats,” with relatively low-level government
agents wielding significant influence over agency actions [32].
The opacity of these decision-making processes arises from a
variety of factors including data-sharing negotiations that may
be shaped by (real or perceived) policies, [30] legal agreements
that are not publicly accessible [33], decisions that may be
hindered by unnecessarily burdensome processes that undermine
public health data-sharing goals or that may be swayed by
individual risk aversion, personal judgments, or interpersonal
dynamics that are sometimes rooted in racism or paternalism.
In each of these situations, the deviation from ethical imperatives
is a product of the (often discretionary) actions of individuals
and organizations within the US public health system.

Regardless of whether the ethical deficiencies are dictated by
express policy provisions or products of individual or
organizational actions, accepting the status quo is untenable.
Such impediments and interference can amount to structural
violence on native communities and are contrary to public health

ethical imperatives [1,17,19,20,34,35]. Unethical policies
provide only a false aegis to culpability for the individuals or
organizations that cite them as justification for insufficient data
sharing. Public health ethical imperatives demand actions to
revise existing policies and practices that impede the sharing
of timely and adequate data to Tribal public health organizations.

Outdated Approaches to Privacy Risks
Impede Community Health Interests and
Public Health Objectives

Privacy considerations are oft cited as a reason to withhold or
redact public health data. These privacy considerations expressly
or implicitly rest on bioethical concerns that have long been
rejected in public health applications [1,17,35,36]. For example,
consent has been the primary tool used to support and protect
privacy interests in research and clinical contexts [37]. But, in
public health contexts, overzealous protection of individual
privacy harms the community. This is one reason why the
HIPAA Privacy Rule includes a generous public health
exception permitting public health use of protected health
information without individual consent.

Misguided “Protections” That Cause
Greater Harm

Tribal government and TEC efforts to access needed public
health data are often frustrated by the misguided efforts of state
and federal public health authorities to mitigate privacy risks
from data sharing including discretionary deidentification, data
suppression, and unnecessarily burdensome administrative
access procedures.

Deidentification Can Contribute to Harm
in Public Health Contexts

Deidentification can be a problematic approach to mitigating
privacy risks in many public health contexts because it can cause
both individual and group harm that offsets its benefits [38-40].
In the absence of informed consent, data controllers frequently
rely on deidentification before sharing data.

There are 2 principal motivations for deidentifying data [27].
First, laws might allow data to be used or shared with fewer
restrictions if deidentified. Second, deidentification is often
used as an ethical precaution (as opposed to a legal requirement)
to reduce the potential risks to data subjects (eg, when HIPAA
covered entities insist on deidentifying data before disclosing
protected health information pursuant to the research exception
that does not legally require deidentification) [38]. But, when
not legally required, the risks of deidentification must be
weighed against the anticipated benefits [27]. This is why public
health ethical guidelines expressly support the collection of
identifiable data even in the absence of express consent under
certain circumstances.

For example, the 2017 WHO [17] ethical guidelines state, “In
some instances, the collection of names or identifiable data is
both technically and ethically imperative.” The guidelines
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expressly mention outbreak investigation, case follow-up, and
preventive response activities as instances where disclosing
names and other identifying information is appropriate [17].
Deidentification directly frustrates these important public health
objectives by removing essential information, reducing the
usefulness of information to provide the basis for action [41].
Moreover, the deidentification process consumes precious time
so that when deidentified information is eventually shared its
value for situational awareness is also diminished. Together,
WHO Guidelines 11 and 14 (ie, the obligation to share data
with other public health agencies, discussed above) state that
there is a firm ethical duty for federal, state, and local public
health agencies to share identifiable public health data with their
Tribal counterparts when there is a public health need [17].

In fact, individual protections, like deidentification, often only
shift the risks posed by data usage, rather than mitigate them
[38,42]. For example, federal, state, and local health department
practices that routinely deidentify public health data before
sharing those data with Tribes or TECs for public health
purposes will almost always suppress data about uncommon
characteristics to reduce the risk of identifying individuals with
those characteristics. This practice disproportionately affects
Tribal communities. For instance, a public health agency that
suppresses “small cell sizes” (a common deidentification
practice) before sharing public health data will
disproportionately suppress data on Tribal members because of
the relatively small population of American Indian and Alaska
Native people in any given area. In this way, deidentification
practices contribute to social structures that systematically
obscure the accurate assessment of health disparities in Tribal
communities, ultimately leading to undercounting and
underallocation of critically needed resources and support.

The assumption that deidentification reduces risks by rendering
a data subject more difficult to identify is increasingly
questionable in big data contexts [43]. For example, often the
objective in big data applications is to gain group insights that
can be both helpful or harmful to groups and the individuals
that comprise them [43]. Deidentification cannot, however,
eliminate all group risks but often will aggregate them. Thus,
deidentification may result in real harm with little community
health benefit.

Deidentification can also cause individual harm. Identifiable
data are vital to helping public health agencies accurately
monitor the spread of disease, identify persons at risk (eg,
contact tracing), and target individual interventions [40]. When
data holders deidentify the data provided to Tribal public health
authorities, Tribes and TECs are unable to perform these basic
public health interventions. The deidentification practices that
are intended to protect individuals can impede the benefits that
individuals can derive from these public health activities.

Data Suppression Hobbles American
Indian and Alaska Native Epidemiology

Some US public health authorities that share data with Tribal
public health partners exclude data on nonnative individuals, a
precaution that is dangerous and problematic.

This practice directly contradicts public health ethical guidance
in several ways. First, excluding nonnative persons from public
health data sharing is bad epidemiological science that
contradicts public health ethical guidance to share public health
data. Excluding nonnative individuals from a dataset biases the
data and denies Tribal epidemiologists comparison groups and
the critical context needed to interpret the statistics. Informed
public health decision-making requires this missing context.
Moreover, excluding nonnative individuals from shared data
effectively makes the identification and quantification of
disparities impossible.

Second, excluding nonnative individuals from data shared with
Tribal public health partners hides the health impacts that result
from the interactions between native and nonnative individuals.
In a world where disease regularly ignores geographic, political,
and cultural boundaries, this type of data suppression simply
makes no public health sense and amounts to a substantial
barrier to understanding present and emerging public health
threats. Excluding nonnative data makes even less sense given
that many nonnative persons live on Tribal lands. Thus,
excluding nonnative data from data shared with Tribal public
health partners has harmful consequences for everyone.

Third, identifying Tribal members within state or local
epidemiological datasets for the purpose of excluding all
nonnative persons from data sharing needlessly complicates
and delays data sharing. Existing electronic health records rarely
record Tribal membership due to inadequate data standards, (ie,
an absence of structured data fields for Tribal affiliation and
inadequate documentation practices). Consequently, health
departments that attempt to filter all nonnative persons from
disclosures to Tribal organizations embark on a complex and
protracted process that will delay timely data sharing. While
we acknowledge that there is a tremendous benefit to developing
data standards and systems that enable better Tribal affiliation
documentation and demographic categorization, such actions
are not prerequisites to better data-sharing practices.

Therefore, where federal, state, or local public health agencies
refuse to share the nonnative data needed for good
epidemiological investigations, they are deviating from public
health ethical guidance to freely and promptly share public
health data [1,17,19,20,34,35].

Administrative “Protections” That Amount
to Data Discrimination

In contrast with the view of ethicists that public health data
should be shared “by default” and “with as few restrictions as
possible,” [18] Tribal governments and TECs encounter
administrative hurdles when they attempt to access public health
data [15]. For example, the GAO report found that IHS required
TECs to submit “Freedom of Information Act” requests, the
same time-consuming process required of the general public,
to access needed public health data [15]. This problem is not
isolated to the federal government, as 3 TECs reported that
restrictive state rules, among other reasons, prevented their
access to any state data [15].
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Unequal access to public health data for Tribal compared to
non-Tribal public health authorities is a discriminatory practice.
Yet, that is the status quo in the United States, despite the
existence of equal federal legal authority to access data and
perform public health functions [10].

As constructed, the current public health data sharing system
de facto excludes Tribes from using public health data and
results in Tribes having to seek these data from non-Tribal
public health entities [5,15]. This system is likely a result of the
historical paternalist and colonialist attitudes of the United States
and state governments that consider Indian Tribes and their
members incapable of being actively involved in their own
governance. These stereotypes and inaccurate assumptions about
Indian Tribes have prevented full Tribal participation in a range
of governmental activities including in public health.

Unfortunately, these attitudes persist today and can impede
non-Tribal public health authorities from providing life-saving
data to Tribes when requested. So, Tribes and TECs face a
double bind as they are excluded from the public health data
collection system used by non-Tribal public health authorities
and attempts to access the public health data system are blocked
by the refusal of non-Tribal public health authorities to share
data.

While some might argue these administrative burdens might be
necessary to protect individual privacy interests, this too is a
false aegis. In truth, these discriminatory administrative policies
and processes result in persistent structural violence that
contributes to systemic health disparities and deaths in American

Indian and Alaska Native communities with little real benefit
to individuals.

Case Study: Syphilis Epidemic
(2020-Current)

The syphilis crisis in American Indian and Alaska Native
communities (2020-2024) is an illuminating example of the
failure of current data-sharing practices. Syphilis is a completely
preventable disease that has been curable for nearly a century,
and yet cases have risen dramatically and disproportionately in
American Indian and Alaska Native populations as compared
to other populations and demographic groups. Inadequate
sharing of health data with Tribes, in stark contrast to ethical
imperatives, is a significant barrier to Tribal government and
TEC efforts to address this crisis [44].

For instance, South Dakota has seen a drastic increase in syphilis
and congenital syphilis cases since 2020 (Figure 1 and
Multimedia Appendix 1) [45,46]. To put these data in context,
an 80% rise in national rates of syphilis between 2018 and 2022
justified the creation of a national task force For comparison,
between 2019 and 2022, syphilis rates among American Indian
and Alaska Native populations in SD surged by 6821%, reaching
over 35 times the 2022 national rate. Yet, both the state
department of health and federal IHS have been reluctant to
provide protected health information to affected Tribes or the
TEC that serves them. Because these agencies refuse to provide
Tribes with needed public health data, Tribes have been unable
to fully assist in the response.

Figure 1. Rates for Early Syphilis (per 100,000), US, South Dakota, and South Dakota American Indian and Alaska Native (2019-2022).

At the direction of the 18 Tribal leaders of the region in March
2023, the Great Plains Tribal Epidemiology Center (GPTEC)
requested a CDC Epidemiological Aid (Epi-Aid) to assist with
the syphilis outbreak. Due to the challenges that GPTEC
encountered in accessing data on syphilis cases, a key objective
of the Epi-Aid was to “[c]haracterize syphilis cases among
Tribal populations in the [GPTEC] catchment area” (CDC,

report to GPTEC, January 22, 2024). Despite CDC involvement
and advocacy, the data required to complete the Epi-Aid was
not provided by all relevant state health departments until
November 2023, months after the CDC team deployment. While
the deidentified data needed to conduct the report was ultimately
provided, the delay in accessing the data contributed to the final
report being published in January 2024, 6 months after the
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deployment. This rapid response action offered by the CDC
took nearly a year to complete due to the data access challenges
encountered by GPTEC. In that time syphilis continued to spread
with 46 infants being diagnosed with congenital syphilis in
South Dakota between March 2023 and January 2024, of whom
41 (89%) were American Indian and Alaska Native [45]. While
syphilis is certainly concerning in the adult population, it can
be deadly in newborns. The tragedy of this outbreak could have
been mitigated if data-sharing practices were aligned with public
health ethics.

Data are often shared with Tribes only after being deidentified.
However, contact tracing, which is critical to managing
outbreaks, is impossible without knowing who is infected. As
a result, the deidentification standards that were intended to
protect individuals effectively denied them essential preventative
and treatment services.

In April 2024, the CDC was again deployed to the region at the
request of GPTEC to assist in contact tracing. Due to a data
sharing agreement signed with the state of South Dakota in
March 2024, GPTEC and South Dakota Tribes had access to
identifiable data on people who had been diagnosed with syphilis
or may have syphilis. In only 8 days of fieldwork teams of
Tribal, TEC, CDC, and IHS staff members in 4 areas of the
state were able to treat 62 people for syphilis, including 6
pregnant people (CDC, letter to GPTEC, May 28, 2024). The
most significant difference between these 2 deployments was
access to identifiable data.

When Tribal health authorities are unable to effectively respond
to preventable infectious disease outbreaks, all people are put
at greater risk. Though the syphilis outbreak spread nationally,
the highest rates continue to be in South Dakota. If GPTEC and
Tribes had access to data before the start of the outbreak
consistent with ethical guidelines, they would have been able
to better address it with contact tracing and other public health
measures. The delay in data access—and continued lack of
access in much of the great plains area—contributed to the high
rates of syphilis in the region and, therefore, the country. Ethical
data access for Tribes and TECs protects the health of all
Americans.

A Better Way to Protect: Good
Governance and Social License

In public health contexts, it is appropriate to take a group-based
approach to the “respect for persons” ethical principles (as
opposed to the individual-based approach of bioethics) [17].
For example, Megan Doerr argues that building or establishing
a “social license” for collecting and using data can be more
appropriate and protective than deidentification [47]. A social
license represents the informal permission of a community to
engage in a specific activity [48,49]. In public health contexts,
a social license can legitimize the collection, use, or sharing of
data about relevant communities. Similarly, WHO ethical
guidelines for public health surveillance highlight the importance
of involving affected communities in the decision-making
process [17]. Developing a social license is essential to ensure

that the trade-off between individual and collective interests is
appropriate and ethically sound [43].

State and federal public health agencies established their social
license to conduct public health surveillance through democratic
processes, robust government accountability measures, and an
understanding that the data collected will be used only to protect
community health. Similarly, Tribal governments and TECs
have a social license to collect and use public health data about
their Tribal members established through their own sovereign
governance and accountability mechanisms.

In fact, Tribes have substantial experience in the practices and
activities that support social license for data collection and use.
Tribal data sovereignty and indigenous data governance have
emerged as widely recognized movements for Indigenous rights,
self-determination, and ethical data management across
academic, governmental, and community-based settings [13].
These movements were impelled, in part, by the unique risks
resulting from the use of native data by nonnative persons or
organizations that might not appropriately consider the harms
or stigma that might result [50]. Yet, these movements are
grounded in fundamental principles and rights inherent in
sovereignty and personhood that likewise give power to social
licenses as protective mechanisms for data collection and use.
In particular, indigenous data governance practices and
frameworks (eg, Collective benefit, authority to control,
responsibility, and ethics Principles for Indigenous Data
Governance) present compelling examples of how to effectively
build and support social license in practice through relational
accountability, stewardship, and respect for community values
[13,51].

However, data on American Indian and Alaska Native
individuals and Tribal members are often spread across
jurisdictional lines, making data collection for Tribal
organizations and TECs inherently more complex legally and
practically than is the case for federal or state public health
organizations. Obtaining the data necessary to fulfill their social
license to use the data to promote population health requires
the cooperation of federal and state public health partners.

Good governance and data stewardship are essential to support
and nurture social license [52]. Public health authorities are
effectively population fiduciaries who make decisions and take
actions based on the best interests of the populations that they
serve [53]. As such, privacy practices that prioritize the rights
of individuals cannot be the only focus of public health agencies.
Confidentiality protections provide an alternative approach to
data governance that can permit public health authorities to use
data more freely as population fiduciaries while still restricting
inappropriate data uses. Similarly, adequate security measures
can reduce risks of inappropriate access to or use of data while
simultaneously permitting appropriate data uses. By shifting
data protection governance strategies toward a population
fiduciary strategy encompassing robust confidentiality and
security practices, public health authorities can better align their
data governance with public health ethics.

Nurturing a social license requires that data collection, its uses,
and its governance are subject to public scrutiny that promotes
data holder transparency and accountability that includes data
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dissemination to affected communities [17]. Above all, good
governance must be grounded in ethical principles that do not
ignore obligations to share public health data.

Discussion

The guidance of public ethicists in making public health data
readily accessible between public health partners where there
is a public health need provides a stark contrast to the status
quo. Often Tribes—sovereign entities with primary public health
responsibility for their constituent communities—are not
consulted on state or federal public health data collection from
Tribal communities and are not provided with the collected data
needed to make crucial decisions and take needed action. This
lack of consultation and provision of collected data results in 3
significant consequences. First, it wrongly subordinates Tribes
to state and federal public health partners. Second, it restricts
the ability of Tribal public health authorities to promote public
health and limits Tribal self-determination. And third, it results
in the misallocation of resources, leaving Tribes guessing to the
nature and magnitude of public health issues and unable to make
data-informed decisions. Data collection wastes time and
physical resources when it is not accompanied by the full
dissemination critically needed by affected communities. For
these reasons, the current default of not sharing data between
federal, state, and local public health authorities and their Tribal
partners cannot be ethically justified.

In some ways, federal Indian law interacts in unconscionable
ways with the state of inadequate public health data availability
experienced by Tribes. For instance, some governmental
officials may conclude that the federal policy of Tribal
self-determination absolves federal, state, and local governments
of responsibility for threats to American Indian and Alaska
Native public health. Yet, depriving Tribes of the public health
data they need to protect themselves only ensures their continued
vulnerability to increasingly existential threats. In this way, the
status quo of inadequate data sharing with Tribes is just one
dimension of a complex system of continued structuralized
violence that contributes to the ongoing data genocide of
American Indian and Alaska Native peoples [54].

There are meaningful steps that US public health agencies can
take to address these systemic failures. Public health agencies
at all governmental levels should:

1. Critically examine their data-sharing laws, policies, and
practices to ensure that they are consistent with the ethical
mandates of public health surveillance and action.

2. Bring any legal impediments to ethical data practices to the
attention of policy makers (e.g., the absence of express language
in laws stating that Tribal governments and TECs are permitted
recipients of identifiable public health data). At a minimum,
data-sharing practices with Tribes and TECs should be
equivalent to other public health agencies [54].

3. Revise policies to align with a “share by default” approach,
consistent with public health ethical guidelines, including
removing data pre-processing practices (eg, de-identification,
small-cell suppression, removal of non-native records) that
delay the sharing of timely public health data and reduce the
usefulness of the data that is shared. Consistent with Lee, Heilig,
and White, decisions not to share timely data with Tribes should
be justified, and justifications should expressly address the
anticipated harms of not sharing data [20].

4. Adopt standard mechanisms for Tribes and TECs to request
identifiable public health data with transparent and pre-defined
terms for data transmission, use, and governance, consistent
with public health ethics.

5. Ensure that public health data collection, sharing, and use
practices respect tribal sovereignty. As Tribes are sovereign
nations, their requests for data should be treated differently than
requests from non-governmental groups. Public health agencies
should create processes that honor Tribes as sovereign entities.

6. Establish and maintain regular communication with Tribes
and TECs. Adopting policies and practices consistent with the
federal guidelines on Tribal consultation can help public health
agencies better understand both Tribal data needs and the
barriers they encounter in achieving adequate data sharing [54].

Conclusion

Without aggressive actions to reverse the status quo, the US
public health system will continue to be complicit in the data
genocide of American Indian and Alaska Native communities.
Public health authorities must adopt policies that expressly
require data sharing with Tribes and TECs to limit the impact
of discrimination and racial bias that leads to inequitable data
access.

Acknowledgments
The authors gratefully acknowledge James G. Izat for his insightful comments and suggestions.

OpenAI’s ChatGPT v4 was used in the revision process to enhance the clarity and conciseness of existing content. Generative
AI was not used to generate wholly original text or other content.

Data Availability
All data generated or analyzed during this project are included in the published article and Multimedia Appendix 1.

J Med Internet Res 2025 | vol. 27 | e70983 | p. 8https://www.jmir.org/2025/1/e70983
(page number not for citation purposes)

Schmit et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Disclaimer
The Great Plains Tribal Leaders’ Health Board is a Tribal organization led by the elected leaders of the 17 federally recognized
Tribes and 1 Tribal community of North Dakota, South Dakota, Nebraska, and Iowa. The Great Plains Tribal Epidemiology
Center performs its work only in consultation with and at the request of these Tribal governments.

Authors' Contributions
CDS and MCO contributed to conceptualization. MCO and SS managed data curation. CDS, FJC, and HCK handled formal
analysis. CDS managed supervision. SS handled visualization. CDS, MCO, SS, CA, and HCK writing–original draft. All authors
performed writing–review and editing.

Conflicts of Interest
None declared.

Multimedia Appendix 1
Rates for Early Syphilis (per 100,000), U.S., South Dakota, and South Dakota AI/AN (2019-2022).
[DOCX File , 16 KB-Multimedia Appendix 1]

References

1. Strengthening data sharing for public health. The royal institute of international affairs. Chatham House. URL: https://www.
chathamhouse.org/about-us/our-departments/global-health-programme/strengthening-data-sharing-public-health [accessed
2021-08-11]

2. Karim MA, Kum HC, Schmit CD. A study of publicly available resources addressing legal data-sharing barriers: systematic
assessment. J Med Internet Res. 2022;24(9):e39333. [FREE Full text] [doi: 10.2196/39333] [Medline: 36066929]

3. Schmit C, Larson BN, Kum HC, Curran C. Health affairs forefront. Public health informatics depends on engagement with
privacy legislation. 2022. URL: https://www.healthaffairs.org/content/forefront/
public-health-informatics-depends-engagement-privacy-legislation [accessed 2022-10-28]

4. Schmit CD, Willis B, McCall H, Altabbaa A, Washburn D. Views on increased federal access to state and local national
syndromic surveillance program data: a nominal group technique study with state and local epidemiologists. BMC Public
Health. 2023;23(1):431. [FREE Full text] [doi: 10.1186/s12889-023-15161-5] [Medline: 36879220]

5. Urban Indian Health Institute. Data Genocide of American Indians and Alaska Natives in COVID-19 Data. Seattle, WA.
Urban Indian Health Institute; 2021.

6. Friedman J, Hansen H, Gone JP. Deaths of despair and indigenous data genocide. Lancet. 2023;401(10379):874-876. [doi:
10.1016/S0140-6736(22)02404-7] [Medline: 36709769]

7. United States, 450 F.Supp.3d 986 (D.S.D. 2020); affirmed by rosebud sioux tribe v. United States, 9 F.4th 1018 (8th Cir.
2021). Rosebud Sioux Tribe v. URL: https://casetext.com/case/rosebud-sioux-tribe-v-united-states-3 [accessed 2020-03-30]

8. Newton NJ, Washburn KK. Cohen's Handbook of Federal Indian Law. San Francisco, Calif. LexisNexis; 2012.
9. 9. 25 USC §1602. Cornell Law School Legal Information Institute. 2010. URL: https://www.law.cornell.edu/uscode/text/

25/1602 [accessed 2025-03-05]
10. O'Connell MC, Abourezk C. Facilitating the urgent public health need to improve data sharing with tribal epidemiology

centers. Public Health Rep. 2023;138(2_suppl):80S-83S. [doi: 10.1177/00333549231152197] [Medline: 36734206]
11. Tribal Epidemiology Centers. Advancing Public Health in Indian Country. URL: https://tribalepicenters.org/ [accessed

2025-02-23]
12. Hoss A. A framework for tribal public health law. Nevada Law Journal. 2019;20:113-114. [doi: 10.2139/ssrn.3428572]
13. Carroll SR, Rodriguez-Lonebear D, Martinez A. Indigenous data governance: strategies from United States native nations.

Data Sci J. 2019;18(1):31. [FREE Full text] [doi: 10.5334/dsj-2019-031] [Medline: 34764990]
14. Hodge JG, Kaufman T, Jaques C. Legal Issues Concerning Identifiable Health Data Sharing Between State/Local Public

Health Authorities and Tribal Epidemiology Centers in Selected U.S. Jurisdictions. 2009. URL: https://citeseerx.ist.psu.edu/
document?repid=rep1&type=pdf&doi=ec71bea6eaf49e9107ea77b18b9d54e01949e2f1 [accessed 2009-03-03]

15. Rosenberg MB. Tribal Epidemiology Centers: HHS Actions Needed to Enhance Data Access. URL: https://www.gao.gov/
products/gao-22-104698 [accessed 2022-03-04]

16. Landman K. Syphilis rates are soaring in South Dakota?s American Indian communities and their infants. URL: https:/
/www.vox.com/science-and-health/23460951/syphilis-south-dakota-american-indian-native-congenital [accessed 2023-04-03]

17. WHO guidelines on ethical issues in public health surveillance. World Health Organization. URL: https://www.who.int/
publications/i/item/who-guidelines-on-ethical-issues-in-public-health-surveillance [accessed 2017-06-19]

18. Public health surveillance: a call to share data. International Association of National Public Health Institutes. 2016. URL:
https://c-path.org/public-health-surveillance-a-call-to-share-data/ [accessed 2025-03-04]

J Med Internet Res 2025 | vol. 27 | e70983 | p. 9https://www.jmir.org/2025/1/e70983
(page number not for citation purposes)

Schmit et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://jmir.org/api/download?alt_name=jmir_v27i1e70983_app1.docx&filename=20448d7d4c0fcb152f239b9c7a87aa4e.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e70983_app1.docx&filename=20448d7d4c0fcb152f239b9c7a87aa4e.docx
https://www.chathamhouse.org/about-us/our-departments/global-health-programme/strengthening-data-sharing-public-health
https://www.chathamhouse.org/about-us/our-departments/global-health-programme/strengthening-data-sharing-public-health
https://www.jmir.org/2022/9/e39333
http://dx.doi.org/10.2196/39333
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36066929&dopt=Abstract
https://www.healthaffairs.org/content/forefront/public-health-informatics-depends-engagement-privacy-legislation
https://www.healthaffairs.org/content/forefront/public-health-informatics-depends-engagement-privacy-legislation
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-023-15161-5
http://dx.doi.org/10.1186/s12889-023-15161-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36879220&dopt=Abstract
http://dx.doi.org/10.1016/S0140-6736(22)02404-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36709769&dopt=Abstract
https://casetext.com/case/rosebud-sioux-tribe-v-united-states-3
https://www.law.cornell.edu/uscode/text/25/1602
https://www.law.cornell.edu/uscode/text/25/1602
http://dx.doi.org/10.1177/00333549231152197
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36734206&dopt=Abstract
https://tribalepicenters.org/
http://dx.doi.org/10.2139/ssrn.3428572
https://europepmc.org/abstract/MED/34764990
http://dx.doi.org/10.5334/dsj-2019-031
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34764990&dopt=Abstract
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=ec71bea6eaf49e9107ea77b18b9d54e01949e2f1
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=ec71bea6eaf49e9107ea77b18b9d54e01949e2f1
https://www.gao.gov/products/gao-22-104698
https://www.gao.gov/products/gao-22-104698
https://www.vox.com/science-and-health/23460951/syphilis-south-dakota-american-indian-native-congenital
https://www.vox.com/science-and-health/23460951/syphilis-south-dakota-american-indian-native-congenital
https://www.who.int/publications/i/item/who-guidelines-on-ethical-issues-in-public-health-surveillance
https://www.who.int/publications/i/item/who-guidelines-on-ethical-issues-in-public-health-surveillance
https://c-path.org/public-health-surveillance-a-call-to-share-data/
http://www.w3.org/Style/XSL
http://www.renderx.com/


19. Langat P, Pisartchik D, Silva D, Bernard C, Olsen K, Smith M, et al. Is there a duty to share? Ethics of sharing research
data in the context of public health emergencies. Public Health Ethics. 2011;4(1):4-11. [doi: 10.1093/phe/phr005]

20. Lee LM, Heilig CM, White A. Ethical justification for conducting public health surveillance without patient consent. Am
J Public Health. 2012;102(1):38-44. [doi: 10.2105/ajph.2011.300297]

21. American Public Health Association. Public Health Code of Ethics Issue Brief. Washington DC. American Public Health
Association; 2019.

22. Public Health Leadership Society. Principles of the Ethical Practice of Public Health; Version 2. 2002. URL: https://www.
apha.org/-/media/files/pdf/membergroups/ethics/ethics_brochure.ashx [accessed 2025-03-04]

23. Pisani E, AbouZahr C. Sharing health data: good intentions are not enough. Bull World Health Organ. 2010;88(6):462-466.
[FREE Full text] [doi: 10.2471/BLT.09.074393] [Medline: 20539861]

24. Fairchild AL. The right to know, the right to be counted, the right to resist: cancer, AIDS, and the politics of privacy and
surveillance in post-war America. Journal of Medical Law and Ethics. 2015;3(1):45-64. [doi:
10.7590/221354015x14319325750034]

25. Kleiman J. Love Canal: A Brief History . SUNY Geneseo. URL: https://www.geneseo.edu/history/love_canal_history
[accessed 2022-04-14]

26. Elverd S. The marietta times. Congressmen press for bill to monitor health impacts of derailment. 2024. URL: https://www.
mariettatimes.com/news/2024/06/congressmen-press-for-bill-to-monitor-health-impacts-of-derailment/ [accessed 2024-06-21]

27. Schmit C. Ongoing and Emerging Issues in Privacy and Security in a Post COVID-19 Era: An Environmental Scan. 2023.
URL: https://oaktrust.library.tamu.edu/items/e28817fb-b8c3-46eb-b309-4a500f2ed19c [accessed 2023-03-22]

28. Rigby RC, Ferdinand AO, Kum HC, Schmit C. Data sharing in a decentralized public health system: lessons from COVID-19
syndromic surveillance. JMIR Public Health Surveill. 2024;10:e52587. [FREE Full text] [doi: 10.2196/52587] [Medline:
38546731]

29. Schmit C, Giannouchos T, Ramezani M, Zheng Q, Morrisey MA, Kum H. US privacy laws go against public preferences
and impede public health and research: survey study. J Med Internet Res. 2021;23(7):e25266. [doi: 10.2196/25266] [Medline:
36260399]

30. Schmit C, Kelly K, Bernstein J. Cross sector data sharing: necessity, challenge, and hope. J Law Med Ethics.
2019;47(2_suppl):83-86. [FREE Full text] [doi: 10.1177/1073110519857325] [Medline: 31298141]

31. Hulkower R, Penn M, Schmit C. Public health informatics and information systems, 3rd Edition. In: Magnuson JA, Dixon
BE, editors. Privacy and Confidentiality of Public Health Information. London. London: Springer London; 2020.

32. Fahey BA. Data Federalism. Harv Law Rev. 2022;135:1007.
33. Cochlin FJ, Curran CD, Schmit CD. Navigating new legal guardrails and emerging AI challenges. J Law Med Ethics.

2024;52(S1):70-74. [doi: 10.1017/jme.2024.40] [Medline: 38995251]
34. Kass NE. An ethics framework for public health. Am J Public Health. 2001;91(11):1776-1782. [doi: 10.2105/ajph.91.11.1776]

[Medline: 11684600]
35. Lee LM. Public health ethics theory: review and path to convergence. J Law Med Ethics. 2012;40(1):85-98. [doi:

10.1111/j.1748-720X.2012.00648.x] [Medline: 22458465]
36. Bayer R, Fairchild AL. The genesis of public health ethics. Bioethics. 2004;18(6):473-492. [doi:

10.1111/j.1467-8519.2004.00412.x] [Medline: 15580720]
37. Schmit C, Larson B, Kum HC. Data privacy in the time of plague. SSRN Journal. 2022;21:157-227. [doi:

10.2139/ssrn.3968130]
38. Francis LP, Francis JG. Data reuse and the problem of group identity. In: Studies in Law, Politics, and Society. Leeds,

England. Emerald Publishing Limited; 2017.
39. Rothstein MA. Is deidentification sufficient to protect health privacy in research? Am J Bioeth. 2010;10(9):3-11. [FREE

Full text] [doi: 10.1080/15265161.2010.494215] [Medline: 20818545]
40. Tesoriero JM, Battles HB, Heavner K, Leung SJ, Nemeth C, Pulver W, et al. The effect of name-based reporting and partner

notification on HIV testing in New York state. Am J Public Health. 2008;98(4):728-735. [doi: 10.2105/ajph.2006.092742]
41. Kum HC, Krishnamurthy A, Machanavajjhala A, Ahalt SC. Social genome: putting big data to work for population

informatics. Computer. 2014;47(1):56-63. [doi: 10.1109/mc.2013.405]
42. Solow-Niederman A. SSRN Electronic Journa. Information Privacy and the Inference Economy. URL: https://papers.

ssrn.com/sol3/papers.cfm?abstract_id=3921003 [accessed 2021-09-10]
43. Doerr M, Meeder S. Big health data research and group harm: the scope of IRB review. Ethics Hum Res. 2022;44(4):34-38.

[doi: 10.1002/eahr.500130] [Medline: 35802789]
44. U.S. Department of Health and Human Services. HHS Announces Department Actions to Slow Surging Syphilis Epidemic.

HHS.gov. URL: https://www.hhs.gov/about/news/2024/01/30/
hhs-announces-department-actions-slow-surging-syphilis-epidemic.html [accessed 2024-07-29]

45. Infectious Disease Surveillance. South Dakota Department of Health. 2024. URL: https://doh.sd.gov/health-data-reports/
infectious-communicative-disease-data-reports/infectious-disease-surveillance/ [accessed 2024-11-25]

J Med Internet Res 2025 | vol. 27 | e70983 | p. 10https://www.jmir.org/2025/1/e70983
(page number not for citation purposes)

Schmit et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://dx.doi.org/10.1093/phe/phr005
http://dx.doi.org/10.2105/ajph.2011.300297
https://www.apha.org/-/media/files/pdf/membergroups/ethics/ethics_brochure.ashx
https://www.apha.org/-/media/files/pdf/membergroups/ethics/ethics_brochure.ashx
https://europepmc.org/abstract/MED/20539861
http://dx.doi.org/10.2471/BLT.09.074393
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20539861&dopt=Abstract
http://dx.doi.org/10.7590/221354015x14319325750034
https://www.geneseo.edu/history/love_canal_history
https://www.mariettatimes.com/news/2024/06/congressmen-press-for-bill-to-monitor-health-impacts-of-derailment/
https://www.mariettatimes.com/news/2024/06/congressmen-press-for-bill-to-monitor-health-impacts-of-derailment/
https://oaktrust.library.tamu.edu/items/e28817fb-b8c3-46eb-b309-4a500f2ed19c
https://publichealth.jmir.org/2024//e52587/
http://dx.doi.org/10.2196/52587
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=38546731&dopt=Abstract
http://dx.doi.org/10.2196/25266
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36260399&dopt=Abstract
https://journals.sagepub.com/doi/abs/10.1177/1073110519857325?url_ver=Z39.88-2003&rfr_id=ori:rid:crossref.org&rfr_dat=cr_pub  0pubmed
http://dx.doi.org/10.1177/1073110519857325
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31298141&dopt=Abstract
http://dx.doi.org/10.1017/jme.2024.40
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=38995251&dopt=Abstract
http://dx.doi.org/10.2105/ajph.91.11.1776
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=11684600&dopt=Abstract
http://dx.doi.org/10.1111/j.1748-720X.2012.00648.x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22458465&dopt=Abstract
http://dx.doi.org/10.1111/j.1467-8519.2004.00412.x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15580720&dopt=Abstract
http://dx.doi.org/10.2139/ssrn.3968130
https://europepmc.org/abstract/MED/20818545
https://europepmc.org/abstract/MED/20818545
http://dx.doi.org/10.1080/15265161.2010.494215
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20818545&dopt=Abstract
http://dx.doi.org/10.2105/ajph.2006.092742
http://dx.doi.org/10.1109/mc.2013.405
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3921003
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3921003
http://dx.doi.org/10.1002/eahr.500130
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35802789&dopt=Abstract
https://www.hhs.gov/about/news/2024/01/30/hhs-announces-department-actions-slow-surging-syphilis-epidemic.html
https://www.hhs.gov/about/news/2024/01/30/hhs-announces-department-actions-slow-surging-syphilis-epidemic.html
https://doh.sd.gov/health-data-reports/infectious-communicative-disease-data-reports/infectious-disease-surveillance/
https://doh.sd.gov/health-data-reports/infectious-communicative-disease-data-reports/infectious-disease-surveillance/
http://www.w3.org/Style/XSL
http://www.renderx.com/


46. Centers for Disease Control and Prevention. Table 12. Total Syphilis ? Reported Cases and Rates of Reported Cases by
State/Territory and Region in Alphabetical Order, United States, 2017?2021. cdc.gov. 2017. URL: https://www.cdc.gov/
std/statistics/2021/tables/12.htm [accessed 2024-01-23]

47. Kendall S, Lobuglio D. Location Data in the Context of Public Health, Research, and Law Enforcement: An Exploration
of Governance Frameworks. Washington, D. C. National Academies Press; 2022.

48. Shaw JA, Sethi N, Cassel CK. Social license for the use of big data in the COVID-19 era. NPJ Digit Med. 2020;3(1):128.
[FREE Full text] [doi: 10.1038/s41746-020-00342-y] [Medline: 33083563]

49. Ruhaak A, Yu JH, Doerr M. Group Licenses to Operate. Sage Bionetworks. URL: https://sagebionetworks.pubpub.org/
pub/x775yqz5/release/1 [accessed 2024-07-29]

50. Sterling RL. Genetic research among the havasupai--a cautionary tale. Virtual Mentor. 2011;13(2):113-117. [FREE Full
text] [doi: 10.1001/virtualmentor.2011.13.2.hlaw1-1102] [Medline: 23121851]

51. Carroll SR, Garba I, Plevel R, Small-Rodriguez D, Hiratsuka VY, Hudson M, et al. Using indigenous standards to implement
the CARE principles: setting expectations through tribal research codes. Front Genet. 2022;13:823309. [FREE Full text]
[doi: 10.3389/fgene.2022.823309] [Medline: 35386282]

52. Lee LA, Iversen BG, Lynes S, Desenclos JC, Bezuidenhoudt JE, Flodgren GM, et al. Integrated disease surveillance project
summary report. 2022. URL: https://ianphi.org/_includes/documents/sections/tools-resources/ids/ianphi-ids-summary-report.
pdf [accessed 2022-03-22]

53. Balkin JM. The fiduciary model of privacy. Harvard Law Review Forum. 2020:134.
54. Council for StateTerritorial Epidemiologists. Enhancing Data Access to Improve American Indian and Alaska Native

Health: A Framework for State and Local Public Health Officials. 2024. URL: https://cdn.ymaws.com/www.cste.org/
resource/resmgr/briefs/24-PB-TE-01_Final.pdf [accessed 2024-08-28]

Abbreviations
APHA: American Public Health Association
CDC: Centers for Disease Control and Prevention
Epi-Aid: CDC Epidemiological Aid
GAO: Government Accountability Office
GPTEC: Great Plains Tribal Epidemiology Center
HHS: Department of Health and Human Services
HIPAA: Health Insurance Portability and Accountability Act
IHCIA: Indian Health Care Improvement Act
IHS: Indian Health Service
TEC: Tribal Epidemiology Center
WHO: World Health Organization

Edited by N Cahill; submitted 07.01.25; peer-reviewed by C Duke, K English, K Pierce Farrier; comments to author 04.02.25; revised
version received 14.02.25; accepted 26.02.25; published 26.03.25

Please cite as:
Schmit CD, O’Connell MC, Shewbrooks S, Abourezk C, Cochlin FJ, Doerr M, Kum H-C
Dying in Darkness: Deviations From Data Sharing Ethics in the US Public Health System and the Data Genocide of American Indian
and Alaska Native Communities
J Med Internet Res 2025;27:e70983
URL: https://www.jmir.org/2025/1/e70983
doi: 10.2196/70983
PMID:

©Cason D Schmit, Meghan Curry O’Connell, Sarah Shewbrooks, Charles Abourezk, Fallon J Cochlin, Megan Doerr, Hye-Chung
Kum. Originally published in the Journal of Medical Internet Research (https://www.jmir.org), 26.03.2025. This is an open-access
article distributed under the terms of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work, first published in the
Journal of Medical Internet Research (ISSN 1438-8871), is properly cited. The complete bibliographic information, a link to the
original publication on https://www.jmir.org/, as well as this copyright and license information must be included.

J Med Internet Res 2025 | vol. 27 | e70983 | p. 11https://www.jmir.org/2025/1/e70983
(page number not for citation purposes)

Schmit et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://www.cdc.gov/std/statistics/2021/tables/12.htm
https://www.cdc.gov/std/statistics/2021/tables/12.htm
https://doi.org/10.1038/s41746-020-00342-y
http://dx.doi.org/10.1038/s41746-020-00342-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33083563&dopt=Abstract
https://sagebionetworks.pubpub.org/pub/x775yqz5/release/1
https://sagebionetworks.pubpub.org/pub/x775yqz5/release/1
https://journalofethics.ama-assn.org/article/genetic-research-among-havasupai-cautionary-tale/2011-02
https://journalofethics.ama-assn.org/article/genetic-research-among-havasupai-cautionary-tale/2011-02
http://dx.doi.org/10.1001/virtualmentor.2011.13.2.hlaw1-1102
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23121851&dopt=Abstract
https://europepmc.org/abstract/MED/35386282
http://dx.doi.org/10.3389/fgene.2022.823309
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35386282&dopt=Abstract
https://ianphi.org/_includes/documents/sections/tools-resources/ids/ianphi-ids-summary-report.pdf
https://ianphi.org/_includes/documents/sections/tools-resources/ids/ianphi-ids-summary-report.pdf
https://cdn.ymaws.com/www.cste.org/resource/resmgr/briefs/24-PB-TE-01_Final.pdf
https://cdn.ymaws.com/www.cste.org/resource/resmgr/briefs/24-PB-TE-01_Final.pdf
https://www.jmir.org/2025/1/e70983
http://dx.doi.org/10.2196/70983
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

