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Abstract

By applying advanced health information technology to the health care fiel d, health informatization hel ps optimize health resource
allocation, improve health care services, and realize universa health coverage. COVID-19 has tested the status quo of China's
health informatization, revealing challengesto the health care system. This viewpoint eval uates the devel opment, status quo, and
practice of China's health informatization, especialy during COVID-19, and makes recommendations to address the health
informatization challenges. We collected, assessed, and evaluated data on the development of China's health informatization
from five perspectives—health information infrastructure, information technology (IT) applications, financial and intellectual
investment, health resource all ocation, and standard system—and discussed the status quo of the internet plus health care service
pattern during COVID-19. The main data sourcesincluded China' s policy documents and national plans on health informatization,
commercia and public welfare sources and websites, public reports, ingtitutional reports, and academic papers. In particular, we
extracted data from the 2019 National Health Informatization Survey released by the National Health Commission in China. We
found that China developed its health information infrastructure and I T applications, made significant financial and intellectual
informatization investments, and improved health resource allocations. Tested during COVID-19, China's current health
informatization system, especially the internet plus health care system, has played a crucial role in monitoring and controlling
the pandemic and allocating medical resources. However, an uneven distribution of health resources and insufficient financial
and intellectual investment continue to chalenge China's health informatization. China's rapid development of health
informatization played a crucia role during COVID-19, providing areference point for global pandemic prevention and control.
To further promote health informatization, China’s health informatization needsto strengthen top-level design, increaseinvestment
and training, upgrade the health infrastructure and IT applications, and improve internet plus health care services.
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Introduction

Background

Building on China's highly developed information-based
society, including big data, cloud computing, mobile internet,
and artificial intelligence, health information technology (HIT)
provides akey impetusfor the Chinese government to maximize
health resource allocation, address the uneven geographical
distribution of medical resources, ensure China's universal
health coverage, and enable health care providers to optimize
health care serviceswith lower medical costs and better quality
[1-6]. China's hedlth informatization has developed through
severa stages, and the policy system at every stage has sought
consistency and coordination. In 2010, the National Health and
Family Planning Commission (NHFPC) issued the “3521

Figurel. The“4631-2 framework” of health informatization.
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framework” for health informatization, which wasthen upgraded
to the “4631-2 framework” in 2013 [7-10]. Figure 1 presents a
structural figure of the “4631-2 framework” based on NHFPC
policy documents. As shown in Figure 1, the “4631-2
framework” referred to 4 levels of national health information
platforms (national, provincial, municipal, and county level), 6
primary applications (public health, medical service, medical
insurance, drug administration, family planning, and integrated
management), 3 major health information databases (the
demographic information database [DI D], the electronic health
record database [EHRD], and the electronic medical record
database [EMRD]), 1 unified network covering all kinds of
health care institutions (including traditional Chinese medical
ingtitutions), and 2 systems (population health information
standard system and information security system) [8,11].

Building on the“4631-2 framework” of health informatization,
the 2016 Plan of Healthy China 2030 committed to expanding
the health information service system. The NHFPC released
the National Population Health Informatization Development
Plan in 2017, emphasizing the essentia role of health
informatization in national IT (information technology)
construction, health reform and the Healthy China initiative
[12]. In 2018, the National Health Commission (NHC) was
established, further emphasizing the role of heath
informatization by targeting comprehensive and lifelong
intelligent health services by utilizing advanced technologies.
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Objective

Surprisingly, the development of China's health informatization
system has not been detailed nor its status quo effectiveness
assessed. The early COVID-19 period, where, for example, the
extensive use of internet plus health care, including internet
hospitals and telemedicine, helped to ensure the normal
operation of the medical system, provides aunique opportunity
to evaluate China's health informatization [13-15]. Our study
amed to map the development of Chinas hedth
informatization; evaluate China's status quo health
informatization experiences and lessons learned during
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COVID-19; identify the challenges to health informatization;
and provide recommendations for the improvement of health
informatization.

Data Sources and Approach

The NHC conducted a 2018 survey on national health
informatization, which was published in the 2019 National
Health Informatization Survey Report [16]. The NHC also held
several expert meetings to assess the survey data, which was
also published in the survey report [16]. The datain the NHC
Survey Report can be divided into two parts: regional health
informatization and hospital informatization. The Regional
Health Informatization Survey covered 1650 health commissions
(HCs), including al 32 provincial HCs, 69.6% (296/425) of
municipal HCs, and 47.1% (1322/2803) of county-level HCs.
The Hospital Informatization Survey covered 5470 hospitals,
including 70.1% (1480/2112) of tertiary hospitals, 62.1%
(3730/6004) of tertiary hospitals, and 6.2% (260/4180) of other
hospitals (at lower levels). As shown in Multimedia Appendix
1, the survey identified key aspects of health informatization,
including infrastructure, I T application, capital investment, and
human resources, providing data for evaluating the status quo
of China's health informatization. Multimedia Appendix 1 also
displays other information we collected, interpreted, and
evaluated from primary sources, academic papers, government
reports, and institutional reports regarding the current status
and challenges of health informatization.

Figure 1 setsout adiagrammatic representation of the conceptual
basis of China's health informatization, while Multimedia
Appendix 1 summarizesthe main primary and secondary sources
used to outline the development, evaluate the status quo, and
identify the challenges to China s health informatization.

Development and Status Quo of China’s
Health Informatization

Health Infor mation I nfrastructure

China's hedlth information platforms form the basis of the
country’sregional health informatization. In 2012, the Ministry
of Health in China proposed a 3-level (national, provincial, and
regional) health information platform[9]. Asdisplayedin Figure
1, the health information platform was extended in 2013 to
consist of 4 administrative level platforms. the nationa,
provincial, municipal, and county-level information platforms
[20]. On each platform, the medical datafrom different regions
were integrated and shared [7]. The platforms were designed
to be unified, authoritative, and interconnected so as to exploit
and statistically analyze hedth information of the whole
population, thus providing support for management and decision
making on a national health level [12,17,18]. The platforms
also provided the basis for an information business system
covering the whole industry chain of health and medical big
data, linking medical care, medical insurance, and medicine.
By 2018, 93.8% (30/32) of provincia health information
platforms, 66.2% (196/296) of municipal health information
platforms, and 48.2% (637/1322) of county-level health
information platforms had been established [16]. During
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COVID-19, by sharing data with internet hospitals and health
care ingtitutions at al levels, regional heath information
platforms connected online and offline services to provide
patients with full process services before, during, and after
diagnosis [19,20]. During the COVID-19 period, the NHC
promoted new infrastructure construction in health
informatization, emphasizing the need to improve health
information platforms and health information databases [19].

National health information databases include three major
databases: the DID, the EHRD, and the EMRD. The DID
contains fundamental population information, family planning
service management information, and the nonresident population
management information. The EMRD stores all information
from electronic medical records while the EHRD holds
residents’ personal health information from the el ectronic health
record (EHR), which is defined as “digitally stored health care
information about an individual’s lifetime with the purpose of
supporting continuity of care, education, and research and
ensuring confidentiality at al times’ [7,21]. In recent years, the
NHC has promoted the EHR to be opened to individuals. In
pilots undertaken in selected areas, residents are able to enter
the EHR system with a password and access their own EHRs
[22,23]. The 2010 “3521 framework” contained only two
databases—the EHRD and the EMRD [24]—with DID added
under the 2013 “4631-2 framework” [25].

The three major databases are relatively independent but
interrelated. Supported by the national heath information
platform, information in the three databases is shared and
dynamically updated to ensure consistency, accuracy, and
integrity of the information [12,26]. According to the 2019
National Health Informatization Survey, the average
construction rate of EHRDs was 79.5% (1312 out of 1650 HCs
had built EHRDS), the highest among the three databases, with
93.8% (30/32) of provincial, 84.8% (251/296) of municipal,
and 78.0% (1031/1322) of county-level EHRDs. The average
construction rate of the DIDs was 77.5% (1278 out of 1650
HCs), with 100% (32/32) of provincial, 80.4% (238/296) of
municipal, and 76.2% (1008/1322) of county-level DIDs.
Lowest among these three databases, the average construction
rate of EMRD was 49.5% (816 out of 1650 HCs), which was
93.8% (30/32) of provincial, 59.5% (176/296) of municipal,
and 46.1% (610/1322) of county-level EMRDs[16].

IT Applications

To illustrate the historical development of technology
applications, we constructed Figure 2, which sets out the four
development stagesin China's health informatization: the early
stage from the 1980s to 2003, the exploratory stage from 2003
to 20009, the rapid development stage from 2009 to 2016, and
the innovation stage since 2016 [27,28]. In the early stage
(1980s-2003), the emphasis was placed on the application of
computer technology in information systems, such as the
financial management system and charging system, in large
medical institutions. Manua operations were replaced by
computer functionsin the management of traditional businesses,
including financial management, fee management, and drug
management. At the exploratory stage (2003-2009), drawing
on the experience of SARS (severe acute respiratory syndrome)

JMed Internet Res 2021 | vol. 23 | iss. 6| €27345 | p. 3
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

in 2003, China strengthened its informatization in health
emergency command, disease prevention and control, and public
health resources and health information management [29].
Importantly, a direct internet reporting system for infectious
diseases and public health emergencies was established, and
regional health informatization emerged. In the context of health
carereform, therapid devel opment stage (2009-2016) completed
the construction of the national health information platform and
database, dealing with the information islandsin health services
as well as realizing the platform connectivity and information
sharing of the medical and health systems. Since 2016, more
advanced information technologies, such as internet plus, big
data, cloud computing and artificial intelligence have been
widely applied to health industries. In the innovation stage, a
people-centered medical service principle was adopted [30],
with advanced I T applicationsimproving the health information
system and providing more diverse health information services
[12].

Currently, advanced technologies commonly used in China's
health informatization include cloud computing, big data,
Internet of Things, mobile internet, and artificial intelligence.
The 2019 National Health Informatization Survey showed that
advanced technol ogies, especially mobileinternet and big data,
were more commonly applied on provincial than municipal and
county platforms. In 2018, on provincial health information
platforms, the application rate of cloud computing was 68.8%
(22 out of 32 provinces), big data was 53.1% (17 out of 32
provinces), Internet of Things was 21.9% (7 out of 32
provinces), mobileinternet was 71.9% (23 out of 32 provinces),
and artificial intelligence was 12.5% (4 out of 32 provinces).
Onmunicipa and county-level platforms, advanced technologies
were less utilized, where 40.2% (119/296) of municipal and
46.1% (609/1322) of county-level platforms had not utilized
any advanced technologies [16]. Higher-level hospitals had

Figure 2. The development history of health informatization in China.
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higher I T application rates, with mobileinternet being the most
commonly used technology (tertiary hospitals: 747/1480, 50.5%;
secondary hospitals: 767/3730, 20.6%; and other hospitals:
63/260, 24.2%) and artificial intelligence being the least used
technology (tertiary hospitals: 137/1480, 9.3%; secondary
hospitals: 62/3730, 1.7%; and other hospitals: 3/260, 1.2%).

COVID-19 tested theinformatization of China's health system.
In COVID-19 prevention and control, advanced information
technologies were effectively utilized in monitoring and
forecasting the pandemic’s trends as well as constraining the
spread of the virus. Based on big data, the intelligent risk
assessment system and automatic early warning system were
utilized to fight the virus. Big datawas used to track the mobility
of the population and locate crowds after the outbreak. With
the help of artificial intelligence, the number of infections was
estimated, and high-risk areas identified, which helped the
government to implement timely control methods and determine
the alocation of resources[31]. Using a series of data statistics
and model analysis, big data popul ation movement information
on Baidu Maps was one of the most popular technologies to
estimate the number and locations of patients with COVID-19
and carriers. The big datamethods al so predicted disease trends
based on real-time reporting of new cases.

In order to improve data utilization, some hospitals promoted
the connection between hospital information systems and
regional health information platforms. Hospital information
departments extracted data from major information systems
such as Hospital Information System, Laboratory Information
System, Picture Archiving and Communication Systems, and
EMRsto build aclinical datacenter [32,33]. Aninduction model
based on artificial intelligence was constructed to help predict
therisk and trend of infectious diseases and enhance prevention
efforts[1].

Computer technology in
medical institution

Regional health

Achievements informatization

National health
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database

Application of advanced
information technologies

»
»

Years

Stages

Early Stage
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Financial and Intellectual | nvestment

As seen in Multimedia Appendix 1, the importance of health
informatization can be assessed by China's increased levels of
investment. During the 2011-2015 12th Five-Year Plan, the
central government invested more than ¥10 billion (US $1.5
billion) into health informatization [7]. In 2017, the first phase
of the National Health Security Informatization Project was
approved by the Nationa Development and Reform
Commission, with ¥340 million (US $52.5 million) invested in
national platform construction and 32 national hospital
informatization projects approved by the NHFPC, and ¥310
million (US $47.9 million) invested by the NHFPC in the
construction of information platforms and clinical data centers
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2009 2016

[34]. In 2018, the Ministry of Finance invested ¥670 million
(US $103.5 million) to equip 832 poor county hospitals and
1664 primary-level medica institutions with telemedicine
equipment. In 2019, the central government allocated ¥180
million (US $27.8 million) to increase technol ogy applications,
including the internet, big data, and artificial intelligencein 9
provinces, with theaim of improving the diagnosis and treatment
capacity of family doctors [35].

Although governmental investment in health informatization
expanded rapidly, it failed to cover China's current financial
informatization needs, reflecting alack of stable and sustainable
capital input. For example, China shealth expenditure accounted
for 7.56% of the financial expenditure, while health
informatization expenditures accounted for only 0.7% of the
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total health expenditure [36]. Second, there were obvious
regional differencesin governmental investment, with Beijing,
Guangzhou, Shanghai, and the eastern coastal provinces
achieving rapid development of health informatization versus
the less developed provinces [37]. The capital input in
informatization was positively associated with the local
economic development level, where informatization tended to
increase regiona health inequality [16]. The 2019 National
Health Informatization Survey showed that hospital
informatization investment was limited. The proportion of
informatization investment in a hospital’s annual revenue was
between 0.1% and 1% in 67.3% (3681/5470) of hospitals and
1% to 5% in 23.7% (1296/5470) of hospitals, with only 3.7%
(202/5470) of hospitals investing over 5% of their annual
revenue in informatization. With the construction of health
informatization requiring multisectoral collaboration, the lack
of social supervision led to alack of initiative and a waste of
resources. In 2017, according to the ChinaHospital Information
Management Association survey, hospital self-raised funds
accounted for 68.8% of the total investment in hospital
informatization, with government financial funds accounting
for 28.4% and other funds accounting for 2.8% of the total
investment [38,39]. Although the Chinese government has
implemented policies to encourage enterprise initiative, an
incentive mechanism to encourage social capital to participate
in health informatization construction has not been set up in
China. Measuresto promote government-enterprise cooperation
in health informatization are till being explored [12,40].

Both the quantity and quality of technical informatization
personnel failed to meet demand [12]. The number of health
informatization personnel was small. In 2019, the average staff
number in provincia information departments was only 20,
while 91.6% (271/296) of municipal information departments
and 93.6% (1238/1322) of county-level information departments
had less than 9 informatization staff. In hospitals, the
information department of tertiary hospitals had on average 10
staff, while 74.1% (2764/3730) of secondary hospitals and
89.5% (233/260) of other hospitals had less than 4
informatization staff. In particular, there was a lack of highly
educated and specialized informatization personnel and an
uneven distribution of high-quality personnel in administration
and hospitals at different levels[41]. High-level administrations
and hospitals tended to have staff with higher education [16],
with the proportion of staff with a bachelor’s degree or above
in provincial information departments (88.9%) and in municipal
information departments (83.8%) significantly higher than that
in county-level information departments (51.6%). In tertiary
hospitals, 67.5% of information department staff had bachelor’'s
degrees, while in secondary and other hospitals, most staff had
degrees below the junior college level. The proportion of staff
with a master’s degree or above in tertiary hospitals (14.3%)
was significantly higher than that in secondary hospitals (2.3%)
and in other hospitals (0.7%). Staff specialized in computer
science accounted for 85.1% of informatization staff in tertiary
hospitals compared to 49.1% in secondary and 26.5% in other
hospitals. In addition, IT staff with senior professional titles
were scarcein al types of hospitals, with only 2.0% in tertiary,
1.9% in secondary, and 0.6% in other hospitals [16].
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Health Resource Allocation

Medical resources distribution and health service capacity were
unevenly distributed regionally and by type of medical
institution [3,4]. The datafrom Multimedia Appendix 1 reveals
that the construction strategies of health informatization varied
according to the health care resource all ocation statusin different
regions[1].

For devel oped regions (mainly the eastern coast) with abundant
medical resources, the local health administration undertook
the major responsibilities for integrating high-quality medical
resources and promoting health informatization. These regions
had stronger abilitiesto independently devel op informatization
and provide stable and sufficient funds for informatization.
Bottom-up building of health information platforms and data
centers were established by the local health administration to
connect theinformation system of health ingtitutionsat al levels
in the administrative region, achieving the sharing and exchange
of medical information. For example, municipa and
county-level health commissionsin each provinceindependently
carried out informatization construction, driving the
devel opment of provincial health informatization and promoting
the devel opment of regional health information infrastructures,
information technologies, and professionals. Municipal and
county-level health resource information was integrated, and
the connectivity of health information within the province was
realized [24].

In developing regions, mainly in western and central China,
where medical resources were scarce, large hospitals generally
connected with several local primary health care ingtitutionsto
realize medical information exchange and sharing [24]. For
instance, the West China Hospital of Sichuan University
cooperated with surrounding secondary hospitalsand community
health service centersto achieve regional medical collaboration.
Shengjing Hospital of ChinaMedical University, in cooperation
with public hospitals at all levels in Liaoning and Shenyang,
constructed the Shengjing Medical Alliance, anonprofit medical
cooperative aliance. In theseless devel oped and health resource
scarce regions, unified management was implemented within
the medical alliancesto integrate medical resources at different
levels. To optimize medical resources, resource-poor regions
utilized telemedicine, or the use of telecommunications
technologies to provide medical information and services,
[1,4,42] for remote consultation and two-way referral, where
primary medical units can get support from large hospitals and
gain access to high-quality medical resources and services.

The COVID-19 pandemic typically led to a surge in demand
for medical care, which overwhelmed local capabilities[43,44].
During the pandemic, telemedicine played an increasingly
important role in medical resource allocation [1,4,42]. As the
worgt-hit areaof COVID-19in China, Hubei Province’'smedical
institutions were overloaded with a severe shortage of medical
resources and services [43]. Due to the implementation of
control measures such as lockdowns, traffic control, and
community closure management, residents’ access to health
careresourceswas severely restricted. Telemedicinewaswidely
used to overcome geographical barriers and expand the supply
of medical resources [45-47]. With the aid of informatization
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technologies, many doctors from other parts of China provided
remote diagnosis and treatment services. For instance, the
medical team from Guangdong Province built an internet
hospital to provide online clinical support for patients in
Jingzhou, Hubel Province. More than 1300 doctors from 15
medical institutions in Guangdong participated, with the total
number of online visitors exceeding 100,000 within 18 days of
itslaunch, making up for local medical service deficitsin Hubei
Province [48].

The Standard System

Asseenin Figure 1 and Multimedia Appendix 1, emphasis has
been placed on the standardization of health information, or the
standard system [12]. In 2006, the Special Committee on Health
Information Standards was approved by the Ministry of Health,
where work on health information norms were standardized.
Started in 2012, the National Medical Hedth Information
System’s Interconnection and Interoperability Standardization
Certification [16] aimed to strengthen the management and
promote the implementation of health information standards,
so as to achieve health information interoperability [11]. The
Regional Hedth Informatization Survey and Hospital
Informatization Survey found that by 2017, 54 regiona
platforms (1 provincial platform, 45 municipa platforms, and
8 county-level platforms), and 90 hospitals (84 tertiary hospitals
and 6 secondary hospitals) had been certified. Between 2018
and 2019, the number certified significantly increased with an
additional 48 regional platformsand 101 hospitals certified [49].

The security system of regional health information platforms
contained 4 levels: physical security, network security, system
security, and application security. Physical security required
hardware security and the geographical |ocation security of the
computer room and key infrastructure. Network security
included link redundancy, firewa | setup, and intrusion detection.
System security included data backup, virus prevention,
operating system security, and vulnerability checks. Application
security included identity authentication and authority
management [8,50]. By 2018, all provincia platforms, 90.9%
(269/296) of municipa platforms, and 78.9% (1043/1322) of
county-level platforms had formulated an information security
system. Meanwhile, 99.2% (1468/1480) of tertiary hospitals,
95.9% (3577/3730) of secondary hospital's, and 81.5% (212/260)
of other hospitals had formulated an information security system.
By August 2020, with 227 effective information standards
approved, the standard system for regiona hedth
informati zation and hospital informatization had been basically
established throughout the health system [26].

During COVID-19, continuing shortcomings in the standard
system were addressed by the 2020 Notice on Strengthening
the National Health Information Standardization System, which
defined four key tasksfor the construction of the national health
information standardization system: (1) to promote the
standardization of the national health information infrastructure,
including the national health information platform, national
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hospital information platform, government servicesintegration
platform, and to standardize the information from grassroots
health institutions, public health systems, and traditional Chinese
medicine hospitals; (2) to strengthen the standardization of the
DID, the EHRD, the EMRD, and the health care resource
database; (3) to promote the standardization of advanced IT
applications, comprising five technologies: internet plus health
care, heath and medical big data, hedth care artificial
intelligence, health care 5G technology, and blockchain
technology for hedth care; and (4) to improve the
standardization of network security, namely industry network
security standard system, data security standard, and industry
application security standard. In order to improve the disease
prevention and control system and enhance the ability to respond
to public health emergencies, the NHC formul ated the National
Public Health Informatization Construction Standard and
Specification on December 11, 2020, to further regul ate national
public health informatization, specifying 21 first-level indicators,
125 second-level indicators, and 421 third-level indicators of
health service management and IT application content in all
types of health institutions [26].

Even with these reforms, shortcomings in China's health
information standard system remain. There was a lack of
standard evaluation, and the consistency and interoperability
of the standard system needed strengthening [1]. The
formulation of China's standard system lagged behind the
development of new technologies. The safety standards, data
standards, functional standards, quality assessment standards
for information technology products, and management standards
for data quality were incomplete. In terms of information
security standards, the ownership and usage rights of patients
health information, as well as the division of rights and
responsibilities among all parties, needed further clarification
in laws and regulations. There was a lack of security standard
evauation. The Regional Hedlth Informatization Survey reported
that in 2018, 75.0% (24/32) of provincial platforms, 30.4%
(90/296) of municipal platforms, and 17.7% (234/1322) of
county-level platforms had implemented the evaluation of
classified information security protection. Only 46.4%
(687/1480) of tertiary hospitals, 18.6% (694/3730) of secondary
hospitals, and 10% (26/260) of other hospitals had participated
in the evaluation. Although China continues to develop health
information standards, due to the large number of departments
involved, many standards and norms were not unified. There
werea so problemsrelated to unclear management responsibility
for the standards and ineffective supervision mechanism [11].

Status Quo of the Internet Plus Health Care Service
Pattern During COVID-19

As shown in Figure 3, the new service pattern of internet plus
health care sought to meet increasing medica demands and
virus prevention and control needs during the COVID-19
pandemic.
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Figure 3. The applications and achievements of internet plus health care in COVID-19. Al: artificia intelligence, CT: computed tomography, CPE:

customer premise equipment, |CU: intensive care unit.
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Internet plus health care has the characteristics of remoteness,
efficiency, intelligence, and convenience, providing online
consultation, remote diagnosis, psychological counseling,
chronic disease follow-up, and drug distribution to meet people's
medical demands [40,48]. During COVID-19, internet plus
health care aimed to break through time and space constraints
to both identify and serviceinfected people, block transmission
routes, and reduce the risk of population infection. The
popularization of internet plus health care has not only improved
the efficiency of health care ingtitutions at all levels [51] but
also stimulated innovation and accelerated the upgrading of
Chind's health care service pattern. We set out below the
contours of internet plus health care during the COVID-19
pandemic.

Internet Hospitals. To Meet the Demands for Basic
Medical Servicesand Alleviate the Shortage of Medical
Resources During COVID-19

Figure 3identifiestherole of internet hospitalsand onlinefever
clinics after the COVID-19 outbreak, which were widely
established to provide follow-up visitsfor common and chronic
diseases, as well as for psychological counseling services. In
an internet hospital, a full set of medical services such as
registration, consultation, diagnosis, and prescription were
completed by means of video, voice, and graphic communication
[52]. Hospitals arranged the delivery of drugs while patients
made online payments [53]. By effectively serving a large
number of patients with COVID-19, internet hospital s reduced
diagnosis and treatment pressurein brick-and-mortar hospitals,
greatly aleviating the shortage of medical resourcesin severely
affected COVID-19 aress.
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Telemedicine: To Break Regional Restrictions and
Improve Treatment During COVID-19

As specified in Figure 3, remote consultation through the
telemedicine platform integrated high-quality medical resources
and provided support from large institutions and well-known
experts to improve treatment. Due to the uneven distribution of
medical resources in different regions, China attached great
importance to constructing atel emedicine system, which played
aparticularly significant role during the pandemic. Asdiscussed
above, atypical case was the establishment of 9 telemedicine
centers in Guangdong Province to support the hard-hit
COVID-19 city of Jingzhou. While on-sitediagnosiswas carried
out, remote medical advice and treatment were provided viathe
telemedicine platform at the same time.

Internet Plus Artificial I ntelligence Diagnosis and
Treatment: To Improve Medical Service Efficiency
During COVID-19

As shown in Figure 3, online artificial intelligence
preconsultation functionswerewidely used to assess COVID-19
risksand provide emotiona care. People made a self-assessment
of their personal health condition with the help of technologies
powered by artificial intelligence, where patients provided their
personal information, past medical history, and current medical
conditions through dialogue before seeing a doctor. This
information wasrecorded by artificia intelligence and integrated
into the health information system, then directly added into the
patient's medical record to facilitate subsequent diagnosis.
Artificial intelligence was also applied to CT (computed
tomography) scansfor COVID-19, improving the accuracy and
efficiency of front-line medical work [31].
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I nternet Telecommuting: To Maintain the Order and
Efficiency of Medical Work During COVID-19

As noted in Figure 3, distance learning and teleconferencing
had become mainstream working modes during the pandemic.
Many hospitals used virtual private network (V PN) technology
to establish secure datalinks, and combined with virtual desktop
infrastructure technology, a remote office environment was
built. By opening the VPN account and private cloud desktop,
the remote office system enabled medica staff to log into
intranet workstations to work remotely [54].

To enhance the service ability of medical staff, distance
education was also used widely during the pandemic. Learning
content was issued on online learning platforms. To check the
effectiveness of these learning platforms, medical staff were
required to take regular online tests, and test results were
recorded in real time. Moreover, I T companies such as Tencent
and Alibaba launched free online meeting systems to support
antipandemic work, enabling the pandemic prevention working
groups to arrange work, and discuss diagnosis methods and
pandemic prevention countermeasures, through video
conferencing. It not only reduced crowd gathering but also
improved hospital management efficiency.

I nternet Plus Convenience Services: To Reduce Offline
Gathering and Avoid Cross | nfectionsDuring COVID-19

During the pandemic, many hospitals provided internet plus
convenience services for the public, as specified in Figure 3.
Through the publication function of WeChat public accounts,
hospitals launched real-time news and science articles about
COVID-19 as part of information campaigns, which prevented
rumors and helped the public acquire accurate pandemic
knowledge [14,43]. In addition, many hospital information
departments opened time-sharing outpatient appointment
services, where the hospital’s WeChat public account allowed
patients to enter the appointment and registration system
according to patients' personal needs. The appointment service
helped separate patients’ arrival time and reduced the number
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of people in the doctor’s waiting room at one time, containing
the spread of the virus [53]. To facilitate communication
between intensive care unit (ICU) patients and their families,
while avoiding staff gathering, some hospitals installed 5G
customer premise equipment and video calling equipment in
ICUs, substituting 5G mobile video for physical visits during
COVID-19.

Chind's internet plus service pattern also played an important
role for overseas Chinese people, providing authoritative and
scientific knowledge of COVID-19 prevention. The platform
was launched on April 7, 2020, bringing together 26 well-known
Chinese medical ingtitutions and third-party serviceingtitutions
to provide freeinternet consulting servicesfor overseas Chinese
individuals. On April 30, a special column aimed at overseas
students was launched to provide free health consultation and
psychological counseling services. By September 2020, the
platform had been visited more than 150 million times, with
morethan 6 million people providing direct consulting services
[48].

Challenges and Recommendations

Challenges Ahead

According to the findings presented above, significant
challenges to China's health informatization remain. Table 1
classifies and summarizes the challenges to hedth
informatization. First, the number of informatization
professionalsis small, and the distribution of human resources
is unbalanced. Second, the investment from government and
medical institutions is insufficient to support the development
of health informatization. An incentive mechanism to encourage
socia capitd to participatein health informatization construction
has not been set up in China [3,28]. Third, the IT application
on health information platforms and in hospitals at al levels
remains low. Fourth, the information standards and security
systems are incompl ete.
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Table 1. Challengesto national health informatization.

Huang et a

Factors Descriptions
Per sonnel
Quantity The number of senior technical personnel and grassroots practical personnel isinsufficient
Structure Human resource allocation as measured by quality, educational background, professional title, and age
is unbalanced
Funds
Financial Financial support is generally insufficient and shows regional differences
Institutional Low proportion of hospitals' annual revenue allotted to informatization investment
Socia A lack of socia capital’s participation and government-enterprise cooperation

IT? applications
Regional health information platform
Hospital information system
Systems
Information standard system

Information security system

Low application rate on municipa and county-level information platforms

Low application rate in secondary hospitals and primary hospitals

A lack of system interoperability and interconnection, standard management, and supervision

A lack of complete and specific systemsfor standard evaluation and health information security protection

& T: information technology.

Recommendations

Below we present recommendations to further promote health
informatization in China.

Strengthen Top-Level Design

Asidentified in Table 1, there is a need to strengthen top-level
design. Legal restrictions on some key aspects of national health
informatization, such as health care big data management,
internet medical information services, privacy protection,
information facilities security, and network security, need to be
enhanced. Theinformation standard and security systems should
be designed in more unified and specific ways, and information
security supervision needsto be strengthened [55]. Anincentive
mechanism should be set up to encourage a diverse range of
organizations and institutions, including health careinstitutions,
research ingtitutes, universities, associations, and enterprises,
to participate in the construction of health informatization.

Increase Financial | nvestment

As specified in Table 1, finance, taxation, and investment
arrangements need to be increased to support health
informatization, especialy from the centra government and
especially in regionswith limited financia resourcesfor health
informatization. To addressinformatization financial constraints,
public-private partnerships should be expanded to strengthen
the cooperation between the government, business enterprises,
and various social institutions [28].

Increase Qualified Personnel

As shown in Table 1, there is an urgent need to increase
qualified personnel specializing in HIT. An integrated and
comprehensive training system should be built to cover junior
college, undergraduate, graduate, and continuing education
students to enlarge the scale of skilled workers. An incentive
mechanism should be established to attract experienced
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professionals and maintain existing personnel in health
information departments. To improve the professional level and
comprehensive quality of health information personnel,
measures should include establishing a national health big data
research ingtitutejointly with universitiesand research institutes,
setting up health information majorsin colleges and universities
and carrying out continuing education to combine teaching
content with practical work.

Promote | T Applications

Addressing the deficits in information platforms and systems
identified in Table 1 requiresthe reall ocation of health resources
and promotion of advanced technologies to support the new
service pattern of internet plus health care. Advanced IT
applications, such as cloud computing, big data, mobileinternet,
and artificia intelligence, need to be popularized in grassroots
health units. It is necessary to construct more internet hospitals,
building an integrated online and offline medical service model
covering prediagnosis, in-treatment, and postdiagnosis to
improve health care service efficiency.

Conclusions

As shown by its crucial role in COVID-19 prevention and
control, health informatization was “fit for purpose” in China.
Developed over the past decade, health information platforms
and health information databases facilitated data sharing between
hedlth careingtitutionsat all levels, connecting online and offline
services. Advanced information technologies, including cloud
computing, big data, and artificial intelligence, effectively
monitored and forecasted the pandemic’s trend that facilitated
health authorities COVID-19 control and prevention ability.
The new service pattern of internet plus health care broke
through time and space constraints, reduced cross infections,
improved medical service quality and efficiency [51], alleviated
the shortage of medical resources, and met the increasing
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medical demands during COVID-19. However, China'shealth  health informatization, we recommend the strengthening of
informatization is a work in progress, informatization is top-level design, increasing investment and training, upgrading
incomplete and the uneven regional distribution of health the health infrastructure and IT applications, and improving
resources continues to persist. To address the challenges to internet plus health care services.
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