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Abstract

Background: The implementation of eHealth in low-resource countries (LRCs) is challenged by limited resources and
infrastructure, lack of focus on eHealth agendas, ethical and legal considerations, lack of common system interoperability standards,
unreliable power, and shortage of trained workers.

Objective: Theaim of this study isto describe and study the current situation of eHealth implementation in a small number of
LRCs from the perspectives of their professional eHealth users.

Methods: We developed a structural equation model that reflects the opinions of professional eHealth users who work on LRC
health care front lines. We recruited country coordinators from 4 LRCs to help recruit survey participants: India, Egypt, Nigeria,
and Kenya. Through a web-based survey that focused on barriers to eHealth implementation, we surveyed 114 participants. We
analyzed the information using a structural equation model to determine the relationships among the constructs in the mode,
including the dependent variable, eHealth utilization.

Results: Although all the model constructs were important to participants, some constructs, such as user characteristics, perceived
privacy, and perceived security, did not play asignificant rolein eHealth utilization. However, the constructsrel ated to technology
infrastructure tended to reduce the impact of concerns and uncertainties (path coefficient=-0.32; P=.001), which had a negative
impact on eHealth utilization (path coefficient=—0.24; P=.01). Constructs that were positively related to eHealth utilization were
implementation effectiveness (path coefficient=0.45; P<.001), the countries where participants worked (path coefficient=0.29;
P=.004), and whether they worked for privately or publicly funded institutions (path coefficient=0.18; P<.001). As exploratory

research, the model had a moderately good fit for eHealth utilization (adjusted R?=0.42).

Conclusions: eHealth successfactors can be categorized into 5 groups; our study focused on frontline eHealth workers' opinions
concerning 2 of these groups: technology and its support infrastructure and user acceptance. We found significant disparities
among the responses from different participant groups. Privately funded organizations tended to be further ahead with eHealth
utilization than those that were publicly funded. Moreover, participant commentsidentified the need for more use of telemedicine
in remote and rural regionsin these countries. An understanding of these differences can help regions or countriesthat are lagging
in the implementation and use of eHealth technologies. Our approach could also be applied to detailed studies of the other 3
categories of success factors: short- and long-term funding, organizational factors, and political or legislative aspects.
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Introduction

Background

eHealth is the cost-effective and secure use of
information communi cation technol ogy in support of
health and health-related fields, including health-care
services, health surveillance, health literature, and
health education, knowledge and research [1].

Properly implemented eHealth has the potential to scale up the
delivery of health care to people in low-resource countries
(LRCs) [2]. Quality of health care has been found to contribute
the most to the success of these eHealth interventions, whereas
cost contributes the most to intervention failures [3]. The
challenges faced when implementing eHealth vary among
countries. For eHealth solutions to succeed in LRCs, an
organized approach must be used to address these challenges.

A 2016 World Health Organization report [1] indicates
significant progress in eHealth planning:

More than half of WHO Member States now have an
eHealth strategy, and 90% of eHealth strategies
reference the objectives of UHC [Universal Health
Coverage] or its key elements. It is becoming
mainstream for countries to have policies for
managing information. When well-articulated,
eHealth strategies should enable the interoperability
needed to support people-centred health services for
everyone, and the move fromdisease silosto resilient
health systems which can deliver UHC.

Although the World Health Organization claims that more than
half of their member states have an eHealth strategy, actual
implementation of their strategiesis not aways followed. This
isclear from published studies and concerns expressed by many
researchers [3-7]. For example, Kiberu et a [4] suggest that
although many sub-Saharan African countries are evaluating
eHealth as a means of improving health care accessibility,
several are engaged in the proof-of-concept stage of
unsustainable pilot projects. There are no national guidelines
in many LRCs for the secure management of individual digital
health information and services, placing persona data at risk.
Implementation issues with standards and interoperability can
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create barriersto the use of eHealth and its spread acrossregions
or nations to support the full realization of potential health
system benefits. The potential for eHealth to reduce health care
costs and enable access to better quality health careis limited,
often due to inadequate funding, inadequate infrastructure
causing power blackouts, poor internet connectivity, and an
unskilled eHealth workforce. However, regardless of having to
work in such difficult circumstances, progressis being madein
implementing eHealth in many LRCs. For example, a few of
the many research papers that have been published by LRC
researchers include critical issues such as eHealth being used
to combat infant mortality in rural and remote regions of India
[8] and Nigeria[9], open-source electronic health record systems
that support interoperable links among them have beeninstalled
in Kenya [10], and telecom policies developed to encourage
optimal digital network implementation to support eHealth in
Egypt [11].

Objective

The objective of this study isto create and validate a model of
the factors that influence the successful implementation of
eHealth in LRCs, based on eHealth challenges identified in a
survey of LRC eHealth end users. A recent categorization [12],
modified by Ahmed et a [13], has synthesized eHealth success
factors into 5 categories: (1) technology and its support
infrastructure, (2) user acceptance, (3) short- and long-term
funding, (4) organizational factors, and (5) political or legidative
aspects. Our study focuses on factors 1 and 2, which are likely
to be of interest and intimately familiar to the end user
participants we surveyed.

Methods

Construct Development for the eHealth
Implementation I ssues M odel

Figure 1 shows the model used in this study. The following
discussion describesthe details of the model’s devel opment and
related hypotheses (shown in small rectangles in the diagram),
including the background of the model constructs. The study
based on this model was implemented through a web-based
guestionnaire detailed in Multimedia Appendix 1.
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Figure 1. Structural equation model of eHealth implementation issues in low-resource countries.
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Task Characteristics

Tasksarethe activitiesthat support the organization. Information
systems facilitate completion of the organization's tasks.
Compatibility with work processes or work styles and task
difficulty are often used to characterize tasks [14]. Research
has shown [15] that if a system is more aligned with the needs
of the users, there is a greater chance of system success. A
fit-variability model [16] (related to the task-technology fit
model by Goodhue [15]) showed that different stakeholders
may perceive eHealth viability and fit of the same eHealth
services very differently and that there can be discrepancies
between organizationa viability and individual fit of specific
eHealth services. Relevant information from the study by
Goodhue and Thompson [15] was used to derive the task
characteristics construct for the questionnaire (Multimedia
Appendix 1). Thisleads to:

« Hypothesis 1la: Task characteristics will positively affect
eHealth usability.

User Characteristics

“User characteristics are attitudes, perceptions, and
demographics that are specific to the individual users of the
information system” [14]. A survey of 465 medical professionas
in northwest Nigerian hospitals[7] showed that the majority of
the participants had a good level of literacy for implementing
and working with new eHealth systems. They found statistically
significant positive correl ations between intention to use eHeal th
and attitude toward eHealth, perceived usefulness toward
eHealth, information technology experience and eHealth, and
technica infrastructure for eHealth. The user characteristics
construct for the questionnaire (Multimedia Appendix 1) was

https://www.jmir.org/2021/6/e23715
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adapted from the study by Zayyad and Toycan [7]. This leads
to:

« Hypothesis 1b: User characteristics will positively affect
eHealth usability.

+ Hypothesis 2a: User characteristics will negatively affect
concerns and uncertainties.

Perceived Technology I nfrastructure

Information communi cations and technology isakey component
of any eHealth program. For an eHealth program to succeed,
technology must be available to support adatabase that isaways
directly and easily accessible to practitioners for health record
input, retrieval, analysis, and sharing within the patient’s circle
of care. The infrastructure must include stable and reliable
digital communications network hardware and software to
support health record access and sharing through point-of-care
devicesused by health care providers. Highly reliable electrical
power must also be available at al timesto drive the components
of the infrastructure [4,6,7,17]. The relevant perceived
technology infrastructure construct for the questionnaire
(Multimedia Appendix 1) was adapted from the study by Zayyad
and Toycan [7] asfollows:

« Hypothesis 1c: Perceived technology infrastructure will
positively affect eHealth usahility.

«  Hypothesis 2b: Perceived technology infrastructure will
negatively affect concerns and uncertainties.

Perceived Privacy

A study of eHealth in Bangladesh found that privacy concerns
by patients [18] did not have a significant impact on provider
concerns about eHealth use. An explanation isthat poor eHealth
privacy and security considerationsresulted in eHealth systems
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being judged by patients as failures [19]. This is the opposite
of thefindings from users of eHealth (clinicians) who may tend
to believe that privacy and security are lessimportant when an
eHealth system provides superior health care. The perceived
privacy construct for the questionnaire (Multimedia Appendix
1) was derived from the study by Wilkowska and Ziefle [20],
asfollows:

« Hypothesis 2c: Perceived privacy will positively affect
concerns and uncertainties.

Perceived Security

Security and privacy issues are related in eHealth systems; it is
not possible to manage privacy without a secure system. A
survey of professionalsworking in Nigerian hospitals addressed
the professionals’ intentions to use eHedlth [7]. A question
related to security concerns showed anonsignificant correlation
of this issue with the intention to use eHealth. The perceived
security construct of the questionnaire (Multimedia Appendix
1) was derived from the study by Wilkowska and Ziefle [20]
asfollows:

« Hypothesis 2d: Perceived security will positively affect
concerns and uncertainties.

eHealth Usability

Usahility represents an important yet often overlooked factor
impacting the implementation and meaningful use of eHealth
systems. Without usable systems, doctors, medical technicians,
nurses, administrative staff, and other users would have great
difficulty in realizing the potential benefits of eHealth systems.
The usability of technical systems has been studied in the
information systems field, beginning with the landmark work
by Davis[21]. Thisis a key measure of an eHealth system and
directly reflects how users may react positively to its use. In
general, if the systemis built to perform specific user tasks, its
usability will be greater. The eHealth usability construct for the
guestionnaire (Multimedia Appendix 1) was adapted from the
study by Davis[21]. The foregoing leads to the following:

« Hypothesis 3a: eHeath usability will positively affect
eHealth utilization.

Concerns and Uncertainties About eHealth

A review of empirica research classifying eHedth
implementations as successes or failures[3] found that quality
of health care was most often mentioned as contributing to the
success of eHealth interventions. This review found that costs
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were most frequently mentioned as contributing to failure,
although workflow issues were also mentioned in most of the
articles reviewed. Workflow issues could lead to disagreement
among the affected clinicians, increasing uncertainties, and the
potential for failure of the eHealth system. The concerns and
uncertainties about eHealth construct of the questionnaire
(Multimedia Appendix 1) adapted ideas expressed by
Aranda-Jan et al [22] in a systematic review of what does not
work in African eHealth projects, leading to the following
hypotheses:

- Hypothesis 1d: Concerns and uncertainties about eHealth
systems will negatively affect eHealth usability.

« Hypothesis 3b: Concerns and uncertainties about eHealth
systems will negatively affect eHealth utilization.

Perceived | mplementation Effectiveness

Underlying factors affect health care professionals’ decisions
to implement eHealth technology applications in LRCs [7].
Theseincludethe perceived usefulness, belief, willingness, and
attitude of health care professionals. Our study implicitly reflects
these factorsin terms of survey feedback from users who have
chosen to implement eHealth in their workplaces. The
technological capability of eHealth systems is one of the key
factors that influence the successful implementation of a
technology [17]. Technological success factors include
functional and nonfunctional requirements, interoperability,
and user interface design. The long-term sustainability of a
system depends on the economic, social, and organizational
sustainability in which the technology is embedded. The
perceived eHealth implementation effectiveness construct of
the questionnaire (Multimedia Appendix 1) was devel oped from
ideas expressed by Rezai-Rad et al [23] and is stated as:

«  Hypothesis 3c: Perceived implementation eff ectiveness will
positively affect eHealth utilization.

eHealth System Utilization

Utilization of an eHealth system is a measure of how popular
the system is with the users and if it will be sustainable and
worth the operating cost in the long run. This was measured in
our study by eHealth system utilization, a one-indicator
formative construct Q10 (Multimedia Appendix 1) that lists
possible eHedth utilization levels by the participant's
organization.

Table 1 summarizes the reference sources mentioned above that
were used to create the eHealth implementation model.

JMed Internet Res 2021 | vol. 23 | iss. 6 | €23715 | p. 4
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Archer et a

Table 1. Summary of sources for eHealth implementation model constructs.

Title Construct Type Study

Perceived task characteristics Validated Reflective Goodhue and Thompson [15]
Individual characteristics New Reflective Zayyad and Toycan [7]
Perceived technology infrastructure New Reflective Zayyad and Toycan [7]
Perceived eHealth privacy Validated Reflective Wilkowska and Ziefle [20]
Perceived eHealth security Validated Reflective Wilkowska and Ziefle [20]
eHealth usability Validated Reflective Davis[21]

Concerns and uncertainties about eHealth  New Reflective Aranda-Jan et a [22]
eHealth implementation effectiveness New Reflective Rezai-Rad et a [23]

eHealth utilization New Formative (1-indicator variable)

N/AZ

3N/A: not applicable (as this construct is developed in this study).

I mplementation

Overview

This study was approved by the McMaster University Research
Ethics Board. In addition to its own approval process, the board
contacted eHealth authorities in each of the 4 LRCs to ensure
that the research proposal was acceptable. The study proceeded
in 2 phases: | and Il. An individual country coordinator with
experience in eHealth implementations was recruited for each
of the 4 countriesinvolved in the study. They received nominal
reimbursement for managing the recruitment of eHealth expert
consultants for phase | and survey participants for phase Il in
their respective countries. eHealth consultants in the phase 1
study also received a nominal sum. Participants were not paid
for completing the survey (phase I1). In the 2 countries where
35 or more participants were recruited, a random draw prize
was awarded to 1 participant in each country.

Phasel

On the basis of a detailed review of the relevant eHealth
literature, we devel oped adraft questionnaire. Our study focused
on eHealth usersand support staff inthe 4 representative L RCs:
Kenya (East Africa), Nigeria(West Africa), India(South Asia),
and Egypt (North Africa). Consultationswith the expertson the
phase | questionnaire informed the design of the final
guestionnaire and highlighted the importance of the factors
identified from the literature. A key finding was that the model
was too broad, including a number of strategic concerns that
individual participants, as clinicians or other end users, were
less likely to be directly concerned with. These strategic
concerns (3 of the 5 categories [12] referenced earlier in this
paper: short- and long-term funding, organizational factors, and
political or legislative aspects) made the questionnaire too long
for busy eHealth usersto bewilling to complete. Therefore, we
reduced the scope of the issues covered to the first 2 categories

https://www.jmir.org/2021/6/e23715

(technology and its support infrastructure and user acceptance).
The final questionnaire was based on the more limited model
shown in Figure 1. Each reflective construct in the model
included at least three indicator variables, which were presented
ona7-point Likert scale. Theresulting questionnaireis provided
in Multimedia Appendix 1, and the information, consent, and
invitation to participate messages to the survey participants are
provided in Multimedia Appendix 2. The web-based version,
developed using Qualtrics software] 24], took about 15 minutes
for the participants to complete.

Phasell

A convenience sampling survey of eHealth usersinthe4 LRCs
wasarranged by the relevant country coordinators, who recruited
suitable participants. Participants were from public and private
institutions in rural and urban areas and had varying levels of
eHealth experience. Details of the survey process are provided
in Multimedia Appendix 3. From 177 invitationsto participate,
114 (64.4% overal response rate) valid responses were
completed from India (39/114, 34.2%), Egypt (52/114, 45.6%),
Kenya(11/114, 9.6%), and Nigeria (12/114, 10.5%). Statistical
datawere analyzed using partial least squareswith Smart PLS3
software [25].

Results

Participant Demographics

Participant demographics are detailed in Table 2, including
country comparisons. In the table, the Total column represents
the number of participants from each country who completed
the survey successfully. All dataare presented as absol ute values
and percentages. Percentages in the total column on the
righthand side sum to 100% for the categories presented in each
of the 5 table divisions that were also used, along with country,
as control variables (occupation, employer, eHealth experience,
urban or rural experience, and employment experience).
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Characteristics

Country, n (%)

Total (N=114), n (%)

India(n=39) Egypt Kenya Nigeria
(n=52) (n=11) (n=12)
Occupation
Physicians 8(20.5) 20 (38.4) 1(9.1) 1(8.3) 81 (71.1)
Nurses 1(2.5) 1(19) 1(9.1) 0(0) 8(7)
Allied health personnel 4(10.2) 3(5.8) 1(9.1) 1(8.3) 25(21.9)
Employer
Work in privately funded health care 10 (25.4) 10 (19.2) 1(9.1) 1(8.3) 61 (53.5)
Work in publicly funded health care 3(7.7) 14 (26.9) 1(9.1) 1(8.3) 53 (46.5)
eHealth experience
No previous experience with eHealth 4(10.2) 7(13.9) 0(0) 0(0) 26 (22.8)
2 or more years of experience with eHealth 6 (15.3) 19 (36.5) 2(18.2) 1(8.3) 88 (77.2)
Urban versusrural experience
eHealth experience only in urban settings 1(2.5) 10 (19.2) 1(9.1) 0(0) 28 (24.6)
eHealth experience only in rural settings 0(0) 0(0) 0(0) 0(0) 2(1.8)
eHealth experience in both rural and urban settings 12 (31.6) 14 (26.9) 1(9.) 1(8.3) 84 (73.6)
Employment experience
Predominant eHealth experiencein clinics 0(0) 6(11.5) 1(9.) 1(8.3) 26 (22.7)
Predominant eHealth experience in education 1(2.5) 8(15.3) 0(0) 1(8.3) 23 (20.6)
Predominant eHealth experience in technology support 3(7.7) 3(5.8) 0(0) 0(0) 16 (13.7)
Predominant eHealth experience in training 0(0) 5(9.6) 0(0) 0(0) 12 (10.5)
Pr_edomi nant eHealth experience in monitoring and evalu- 1 (2.5) 7(13.9) 1(9.1) 0(0) 20 (18)
ation
Predominant eHealth experience in administration 1(2.5) 2(3.8) 1(9.) 0(0) 10(8.6)
Predominant eHealth experience in planning 0(0) 3(5.8) 0(0) 0(0) 7 (5.9)

eHealth Implementation M odel Results

Figure 2 showsthe results cal culated from the structural equation
model, which was run with bootstrapping using 1000
subsamples. The calculated path coefficients for the proposed
hypotheses, shownin Figure 2, arelisted in Table 3. Hypotheses
H1a, H2b, H3b, and H3c were supported, whereasthe remaining
hypotheses (H1b, Hlc, H1d, H2a, H2c, H2d, and H3a) were
not supported (all with P>.05).

Control variables (for the demographic categories in Table 2)
were aso run against the model, and those with significant
results are included in Figure 2. These are (1) participant’'s
country and (2) employer private or public funded. The results
for these control variables are shown in the lower part of Table
3.

The composite reliabilities and average variance extracted
(AVE) for the reflective constructs are shown in Table 4. The
composite reliability of a construct measures the reliability of

https://www.jmir.org/2021/6/e23715

the indicator variables included in the construct. All the
composite reliabilities were above the accepted lower limit of
0.70 [26]. The AVE results measure the fit of the internal
structure of the model. AVE isdlightly bel ow the accepted |ower
limit of 0.50 for concerns and uncertainties, but all the other
values meet the lower limit within the rounding error; therefore,
with this exception, the model has convergent validity. The
heterotrait ratio of correlations[27], shown in Table 5, assesses
the discriminant validity in the model. The resulting maximum
value of 0.79 is below the 0.85 threshold, so discriminant
validity is established. The adjusted R? values for usability,

concerns and uncertainties, and eHealth utilization arelisted in
Table 6.

Participants' responsesto the eHealth utilization construct were
analyzed according to the extent to which the participants
indicated that eHealth was used in their organization. The
results, stratified by country, are shown as absolute values and
percentagesin Table 7.
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Figure2. Model results for eHealth implementation issues.
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Table 3. Calculated path coefficients and significance.

Relationship Path coefficient P value

Hypothesis
H1a: Task characteristics— eHealth usability 0.33 <.001
H1b: User characteristics— eHealth usability -0.03 .87
H1c: Perceived technology infrastructure - eHealth usability 0.10 42
H1d: Concerns and uncertainties about eHealth - eHealth usability  0.01 97
H2a: User characteristics - concerns and uncertainties -0.08 47
H2b: Perceived technol ogy infrastructure - concernsand uncertainties  —0.32 <.001
H2c: Perceived privacy — concerns and uncertainties 0.20 17
H2d: Perceived security — concerns and uncertainties 0.02 .93
H3a: Usability — eHedlth utilization 0.02 .88
H3b: Concerns and uncertainties - eHealth utilization -0.24 .01
H3c: Perceived implementation effectiveness— eHealth utilization ~ 0.45 <.001

Significant control variables
Country of participant — eHealth utilization 0.29 .004
Private or public funding - eHealth utilization 0.18 .009

8Arrows represent the directional relationships of the coefficients.
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Table 4. Composite reliabilities and average variance extracted for reflective constructs.
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Construct Composite reliability AVE?
Concerns and uncertainties 0.74 0.42
Perceived implementation effectiveness 0.89 0.73
Perceived privacy 0.88 0.71
Perceived security 0.72 0.49
Perceived technology infrastructure 0.86 0.68
Perceived usability 0.85 0.59
Task characteristics 0.78 0.48
User characteristics 0.89 0.72

8AVE: average variance extracted.

Table 5. Discriminant analysis via heterotrait-monotrait ratio of correlations.

Constructs Concerns  Percelved im-  Percelved Perceived Perceived Task charac-  Usability User
anduncer- plementation  privacy security  technology  teristics charac-
tainty effective infrastruc- teristics

ture

Perceived implementation effectiveness  0.36 _a — — — — — —

Perceived privacy 0.36 0.16 — — — — — —

Perceived security 0.17 0.14 0.79 — — — — —

Perceived technology infrastructure 0.46 0.54 0.04 0.10 — — — —

Task characteristics 0.33 0.77 0.25 0.23 0.57 — — —

Usability 0.19 0.32 0.27 0.24 0.25 0.48 — —

User characteristics 0.25 0.53 0.14 0.10 0.44 0.48 0.15 —

eHealth utilization 0.35 0.53 0.02 0.18 0.44 0.55 0.33 0.24

3Not applicable.
Table 6. Adjusted R? from model calculations.

Latent variable Adjusted R?

Usahility 0.12

Concerns and uncertainties 0.13

eHealth utilization 0.42

Table 7. Participants' responses to the question “indicate to what extent eHealth is used in your organization.”

Extent of eHealthuseinmy Total (N=114), n (%)

Egypt (n=52), n (%)

India (n=39), n (%)

Nigeria(n=12), n (%) Kenya(n=11), n (%)

organization

Never 3(2.6) 3(5.8) 0(0) 0(0) 0(0)
To avery small extent 22 (19.3) 12 (23.1) 9(23.1) 0(0) 1(9.2)
To asmall extent 24(21.1) 12(23.1) 4(10.2) 5 (41.6) 3(27.3)
To amoderate extent 35(30.7) 14 (26.9) 15 (38.5) 4(33.3) 2(18.2)
To afairly great extent 17 (14.9) 8 (15.4) 6 (15.4) 2(16.7) 1(9.1)
To agreat extent 6 (5.3) 3(5.8) 2(5.1) 0(0) 1(9.2)
To avery great extent 7(6.1) 0(0) 3(7.7) 1(8.3) 3(27.3)
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Discussion

Principal Findings

The focus of our study was on providers and support staff with
applied experience in eHealth and the extent of use they
perceived of eHealth in their organizations. The structural
equation model we developed resulted in an estimate of the
extent of eHealth utilization in their organizations (adjusted

R?=0.42). Thisresult isin the range of amoderately good result
[28] for an exploratory study.

Inthe model, only task characteristics contributed significantly
to usability (Figure 2). When the model was run without control

variables in place, it gave an adjusted R? of 0.310 for eHealth
utilization, with the path coefficient usability - eHealth
utilization significant at 0.18 (P=.01). Other path coefficients
changed very little, but this one became nonsignificant at avalue
of 0.015 (P=.88) when the 2 significant control variables
(country and public or private employment) were included in
the final model. This result tells us that there was variability
among the opinions of the participants about eHealth utilization
that depended upon their home country and their employer
(private or public).

eHealth Utilization

eHealth utilization in participant organizations was dealt with
in question 10 of Multimedia Appendix 1. Its raw data results
were analyzed and are presented in Table 7. These results show
asimilar distribution of engagement level of eHealth in health
care organizations in each of the 4 countries. The median use
of eHeadth by the LRC participant organizations was to a
moderate extent, asindicated by calculations from the raw data
inresponseto the question in Multimedia A ppendix 1the extent
of eHealth use in your organization. This suggests a generally
favorable reaction to the applicability of eHealth to health care
organization work. Although the sample sizes of the Nigerian
and Kenyan responsesweretoo small for statistical comparisons,
there was little difference in their average results from the
Egyptian and Indian responses.

Privacy and Security

Privacy and itsrelated supporting functionality, that is, security,
were not found to be significant to the model construct eHealth
concerns and uncertainties and, thus, to eHealth utilization,
whichisin agreement with similar studies[7,18]. Although this
may be the case for eHealth users such as our participants,
patients themselves in other LRC studies were found to be
concerned about privacy violations through secondary or
unauthorized access [19,29]. However, the lack of significance
in our model did not mean that privacy and security were
unimportant to the participants. From the raw datafor question
4 in Multimedia Appendix 1, the overall result was a median
value of 7 (you strongly agree) and a mean value of 6.3 (you
agree) for the 3 positive statements in the questionnaire about
the relevance of privacy, and similar results for the 3 positive
statements in the questionnaire about the relevance of security
(Multimedia Appendix 1). These are favorable results that did
not have a significant impact on the model results because they
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did not seem to be of concern to most participants in relation
to eHealth utilization.

Relevanceto Previous Literature

The recent history of eHedth implementation and
experimentation in many LRCs has resulted in research and
publication of many relevant results, including those that
touched on sustainable implementation of eHealth in these
countries [3,7,17,18,30,31]. In addition, Mauco et al [32]
developed and validated an eHealth readiness assessment
framework for devel oping countries. It includes acomprehensive
set of readinessfactors, including organizational, technological
or infrastructural, government, societal, health care provider,
engagement, core, and public- or patient-related. Another study
by Ahmed et a [13], adapted from the study by Broens et al
[12], synthesized 5 mobile health and tel ehealth (generalizable
to eHeath) success factors, which we referenced in the
introduction to this paper. Our research focused on 2 of these
success factors (technology and its support infrastructure and
user acceptance) to portray their effects on user perceptions.

The implementation of eHealth systems in LRCs differs from
past activities with the more mature systems in developed
nations. For example, many LRCs have been implementing
pilot eHealth systems, some of which have been successful
whereas others have not. Some of these implementations have
ignored long-term effects, such as nonstandard systems that do
not interoperate with other existing or planned systems [4].
Mistakes of this nature were also made when eHealth systems
were initially being used in developed nations, and it is
important to avoid making the same expensive mistakes in
LRCs.

Other eHealth Implementation Measures

Whether hospitals implement experimental or full eHealth
applications, their operations are a source of data and user
opinions that could be harvested to deduce predictions and
possible causes of successor failurein future installations. The
problem is that almost all related research on LRCs has been
based on single installations or systematic reviews
[3,7,22,23,32], and it is difficult to generalize from these to
validate a theoretical framework. We note that there are
organizationsthat publish hospital rankingsin different regions
and countries, including mosgt, if not all, LRCs (eg, Ranking
Web of Hospitals [33]). These rankings do not specifically
include eHealth considerations. More specific to hospital
implementations of eHealth is the Electronic Medical Record
Adoption Model (EMRAM; HIMSS Analytics) [34]. EMRAM
is an 8-level maturity model, beginning at level 0 (no eHealth
facilities) and improving to level 7 (virtually complete
implementation of eHealth, including el ectronic medical records,
external digital links, privacy, security, disaster recovery, data
analytics, and data governance). Forward-looking hospital
managers aspire to move upward on this scale. Although few
hospitals outside the United States have reached levels 6 or 7,
many hospitalsin the United States have reached levels 6 or 7.
Although the EMRAM approach has been used primarily in
developed nations, its advantage is that it encourages hospitals
to modernize their facilities through eHealth implementation
in a carefully managed manner. It also helps the hospital
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management to look for advice from other hospitals to help
them move more effectively to a higher level of eHealth
implementation. The need for this more organized approach is
similar in LRCs, except that LRC hospitals are often starting at
an introductory, low level of eHealth use, where initial eHealth
system adoption requires extensive changes in hospital
operations and employee training.

Implications for Future Design

Our research takes the first step in the use of local eHealth
experience by combining the opinions of actual eHealth end
users from several LRCs. Regardless of the digital design of
eHealth systems with which participants worked, the results of
this study can be generalized to other proposed installations.
Our findings could ultimately influence the design of eHealth
systems, apps, and interfaces.

We a so believe that we have demonstrated in a small way how
to improve the general theory of eHealth implementations in
LRCs by assessing a simultaneous combination of opinions of
end users about 2 of the main eHealth success factors [13]. By
redesigning the model; extending the survey scope; and
expanding the participant audience to users, planners,
developers, decision makers, and politicians, an evaluation of
all 5 successfactors[13] in multiple eHealth installations could
be undertaken. This would help LRC planners, aided by a
modified maturity model approach, to develop an appreciation
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of the impact of the various factors [35] that may differ among
LRCsor among different installationsin the same LRC, through
the expressed opinions of participants. Thiswould also help to
direct strategic investmentsin eHealth more effectively.

Strengthsand Limitations

Our eHealth research in LRCs was the first time this approach
was used to gather users' perceptions of how eHealth utilization
differed among the countries involved in the study.
Acknowledging somelimitationsin our survey design, itisclear
that studies of this nature with revised survey formats could be
undertaken on an expanded scale, involving participants with
awider range of eHealth backgrounds. The ultimate gain would
be a wider development and understanding of an approach
similar to maturity modeling to help the hospital management
move ahead with eHealth implementation in an organized and
optimal manner.

We received many interesting and useful comments from
participants that we were unable to analyze and include here
because of space limitations.

Limitationsincluded our use of convenience sampling to identify
participants, which was not fully representative of each country’s
health care workforce. The participant response rate was also
considerably lessthan statistically desirable, and we could have
achieved a higher response rate if we had been able to pay
participants a nominal fee.
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