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Abstract

Background: Contact tracing apps are an essential component of an effective COVID-19 testing strategy to counteract the
spread of the pandemic and thereby avoid overburdening the health care system. As the adoption rates in several regions are
undesirable, governments must increase the acceptance of COVID-19 tracing apps in these times of uncertainty.

Objective: Building on the Uncertainty Reduction Theory (URT), this study aims to investigate how uncertainty reduction
measures foster the adoption of COV1D-19 tracing apps and how their use affects the perception of different risks.

Methods: Representative survey datawere gathered at two measurement points (before and after the app’srelease) and analyzed
by performing covariance-based structural equation modeling (n=1003).

Results: We found that uncertainty reduction measures in the form of the transparency dimensions disclosure and accuracy, as
well associal influence and trust in government, foster the adoption process. The use of the COVID-19 tracing app in turn reduced
the perceived privacy and performance risks but did not reduce social risks and health-related COVID-19 concerns.

Conclusions: Thisstudy contributes to the mass adoption of health care technology and URT research by integrating interactive
communication measures and transparency as a multidimensional concept to reduce different types of uncertainty over time.
Furthermore, our results help to derive communication strategies to promote the mass adoption of COVID-19 tracing apps, thus
detecting infection chains and allowing intelligent COVID-19 testing.
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or mandatory face masks) to far-reaching interventionsin civil

Introduction

Background

At the onset of the COVID-19 pandemic, people, organizations,
and governments worl dwide were plunged into uncertainty [1],
leading to changes in everyday behavior [2,3]. To control the
pandemic and protect lives, the authorities have implemented
different policies, which range from recommendations (eg,
enhanced hand and respiratory hygiene or ventilating rooms)
over relatively mild measures (eg, maintaining social distance

https://www.jmir.org/2021/2/e25893

rights (eg, restrictions in human mobility or lockdowns) [4-6].

Fighting the pandemic effectively isacomplex challenge, since
limited resources in the health care system and restrictions in
everyday life need to be considered simultaneously [7,8].
Consequently, measures to control the pandemic have to be
coordinated [9]. Especially when there is no widely available
appropriate vaccine, testing, contact tracing, and isolation are
considered to be the most essential measures against COVID-19
[9,10]. From a health care management perspective, testing is
akey element and provides valuable information regarding the
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spread of the virus over time [9]. However, limited testing
budgets and test resources such as trained personnel, indicator
reagents, polymerase chain reaction devices, or laboratoriesare
the bottlenecksthat limit test capacities[11]. Eamesand Keeling
[12] aready showed during the first severe acute respiratory
syndrome—related coronavirus pandemic in 2003 that contact
tracing, followed by treatment or isolation, is an effective
measure in the fight against infectious diseases when testing
capacities are limited [13]. Nevertheless, the effectiveness of
contact tracing depends primarily on timely and comprehensive
collection and processing of data[14,15]. Manual contact tracing
only meets these requirements to a limited extent, asit istime
and resource intensive, and prone to errors [16]. The resulting
urgent need for action toward digital solutions has become
evident, as health authorities are collapsing under the burden
of manual contact tracing [16].

Contact tracing apps have attracted discussions among
politicians, epidemiologists, and the public. These apps aim to
systematically identify COVID-19 infection chains and allow
atimely and targeted implementation of further measures such
astesting and quarantine [14]. Simulation models indicate that
digital contact tracing is more efficient compared to manual
solutions and has the potential to prevent up to 80% of all
transmissions [14,17]. To realize this potential, a majority of
the population has to use the same or compatible COVID-19
tracing apps [18]. Achieving mass but voluntary acceptance of
thetechnology isasubstantial challengefor several governments
[19]. The first positive effects are already expected at a
penetration rate of about 20% [15]. However, the penetration
rate in several countries as of October 2020 was far below this
value, which illustrates the imperative for action to realize the
potential of contact tracing apps[20]. Although previous studies
have focused on the effectiveness [14,17,19,21] or technical
specifications of COVID-19 tracing apps [22], none have
examined the factorsthat affect arapid and widespread adoption
of aCOVID-19 tracing app after its release.

Thereby, the use of COVID-19 tracing apps may be related to
various uncertainties. These uncertainties can be classified into
genera health-related COVID-19 concerns and app-specific
risks in the form of performance risks and privacy risks that
arise because the apps require the processing of sensitive user
data[22-24]. Inaddition, social risks can occur as people might
fear social pressure or social exclusion from using or not using
the tracing app [25]. According to the Uncertainty Reduction
Theory (URT), these uncertainties can be reduced by appropriate
means such as transparent communication, social influence,
and trust [ 26-29]. Thereby, the uncertainty reduction meanscan
foster the adoption process of technologiesin general [28] and
COVID-19 tracing appsin particular. Since COVID-19 tracing
appsare mainly released by governments or in cooperation with
governmental ingtitutions, trust in the government was examined
in addition to theinitial trust in a COVID-19 tracing app [24].
For adeeper understanding of the factors at play, the following
research questions (RQs) were examined:

« RQI: How do transparency, socia influence, trust in the
government, and initial trust in a COVID-19 tracing app
affect the adoption process of the app?
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«  RQ2: What effect doesthe actual use of COVID-19tracing
apps have on uncertaintiesin the form of perceived privacy,
performance, and social risks, aswell asgeneral COVID-19
concerns?

To address the two RQs, we developed a theoretical model
based on URT. For testing the model, a representative sample
of potential users of aCOVID-19 tracing app were surveyed at
two different times (1 week before and 4 weeks after the launch
of the app) via structured online surveys. Based on this data,
we performed covariance-based structural equation modeling
(CB-SEM; n=1003). In the following sections, we provide
information about COVID-19 tracing apps, explain the
theoretical foundation, and derive the hypotheses.

Contact Tracing Apps as a Counter measure Against
COVID-19

Thisbrief review aimsto outline the characteristics of automated
contact tracing apps for identifying contacts at risk and
controlling disease transmission in humans. So far, several
countries and some regions have developed and introduced
independent COVID-19 tracing apps, which differ in
administrative procedure and technical configuration[21]. Two
major technical approaches exist: (1) GPS data is used to
determine whether individuals, respective to their devices, were
located within ageographical proximity for adefined period of
timeand (2) Bluetooth Low Energy isused to track the concrete
proximity and exchange encrypted tokens with other devices
in the defined proximity [30,31]. In both cases, datais used to
notify people that have been in contact with a person who is
infected. The recorded data is either stored on central servers
(eg, the tracing app of France) or decentralized locations (eg,
thetracing app of Germany) on the particular device[31]. Beside
the technical configuration, tracing apps aso differ in terms of
administrative procedure. Although European tracing apps have
been voluntarily used so far, some countries (eg, China) require
citizens to install the app [24,32]. Moreover, the source code
might be published or withheld by the devel opers (open source
policy). Despite these options, regions need one specific
COVID-19 tracing app or at least a suitable interface linking
the different apps to achieve a sufficient adoption rate and alert
peoplewho are possibly infected [22,33]. A frequently updated
overview of the COVID-19 tracing apps used in different regions
and their characteristicsis provided by MIT Technology Review
[20]. Although Trang et a [22] showed that app design
influences the likelihood of mass acceptance, thereis alack of
evidenceto what extent administrative aspects aff ect the (mass)
adoption of COVID-19 tracing apps.

Uncertainty Reduction Theory

URT [26] originally addressed the initial interactions between
strangers from a communication science perspective. The core
assumption states that individuals face uncertainties in
interactions with unknown partners, and individual s attempt to
reduce these uncertainties. Berger and Calabrese [26] described
uncertainty as a state in which a person is confronted with
several alternatives concerning a stranger’s behavior. More
alternatives make the individuals feel more uncomfortable
because the other person’s behavior is harder to predict [34].
Although URT was initially developed to explain initia
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interactions between individuals, the theory has been applied
to other contexts such as recruiting processes [35],
computer-mediated communication [36], online commerce[37],
or organizational behavior [38]. Hence, URT isnot only limited
to the interaction of individuals but is aso useful in other
settings. For instance, Venkatesh et al [28] demonstrated that
URT is suitable for explaining the technology-supported
communication of individuals and institutions in an
e-governance setting. Beyond, URT is also suitable in crisis
situationsin general and in the current COVID-19 pandemicin
particular [29].

The application of URT is appropriate in times of COVID-19
since the situation is marked by various far-reaching
uncertainties. Looking at COVID-19 tracing apps, different
uncertainties are apparent. First, health care technologies in
genera often bear uncertainties concerning data privacy [39].
These uncertainties are also identified in cases of COVID-19
tracing apps, asthey require the processing of sensitive personal
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data[22,30]. Individualsfear that their privacy will be violated
and cause undesirable outcomes such as governmental
surveillance [30,40]. Moreover, people are concerned that
personal datais used to impose quarantine or restrict access to
public places for people who do not use a COVID-19 tracing
app [24]. Second, uncertainties about the true performance and
functionality of tracing apps are apparent [23]. Using amobile
app to contain a pandemic is new to individuals in most
countries. Hence, they cannot draw on past experiences and
might question its utility (eg, false alerts or only few people
using the app). Third, social risks are recognizable as people
might fear social pressure or social exclusion from using or not
using the tracing app [25]. Beside tracing app—related
uncertainties, general health-related COVID-19 concerns arise
from the pandemic itself. The main aspects of the four
uncertainties considered are summarized in Table 1. In addition,
the four described uncertainties are further reinforced by
unverified information and fake news [41-43].

Table 1. Summary of relevant uncertaintiesin the context of COVID-19 tracing apps.

Relevant uncertainties Related to tracing apps

Description

Privacy risks Yes

Individuals are uncertain about data security (ie, possible dataleaks or misuse by

third parties). Hence, tracing apps are perceived as risky because they bear the
potential loss of control over personal data [22,44].

Performance risks Yes

Individuals are concerned that the product may not work and perform asit was

designed and advertised. Asaresult, people are uncertain whether enough people
will use appsfor contact tracing and whether the technology will work as expected

[23).

Social risks Yes

Individuals might fear potential loss of statusin one’s socia group for using or

not using the app. In addition, forced quarantine might lead to social isolation

[25].
COVID-19 concerns No

Individuals worry about negative impacts arising from the COV1D-19 pandemic.

Fear and anxiety about anew disease, for their own health and their relatives, can
be overwhelming [45].

Uncertainty Reduction M easures

According to URT, individuals reduce uncertainties by passive
(observing), active (target-orientated search), and interactive
(interaction with the stranger) information-seeking approaches
[26,27]. We discuss transparency, socia influence, and (initial)
trust, asthese factorsfacilitate individual’s information-seeking
strategies [28,46-48].

Notably for passive and active strategies, individuals rely on
accessible and valuable information [46]. To enable people to
reduce uncertainty through observation or targeted research,
information must be available. If no information is obtainable,
people cannot reduce uncertainties through observation or
targeted research. Therefore, transparency is examined as an
enabler for passive and active information-seeking strategies.
We defined transparency as “the perceived quality of
intentionally shared information from a sender” [49]. Drawing
on recent transparency research, transparency is best understood
asamultidimensional construct consisting of disclosure, clarity,
and accuracy of information [49-51]. In the context of this study,
disclosure isthe perception that sufficient relevant information
about a COVID-19 tracing app is timely and accessible.
Similarly, clarity isthe perception that the received information

https://www.jmir.org/2021/2/e25893

about a COVID-19 tracing app is comprehensible and lucid.
For instance, the disclosure of a huge amount of information
cannot be considered transparent if the information is not
understandable for individuals (eg, because the information is
cryptic and only consists of thetechnical code of the COVID-19
tracing app). This information would hinder an individua’s
ability to effectively perform active and passive information
seeking. Lastly, accuracy is the perception that the information
about a COVID-19 tracing app is correct [49]. The apparent
incorrectness of information would not lower uncertainty but
might lead to concerns about hidden governmental intentions.
Notably in the context of a pandemic, each transparency
dimension contributes to the reduction of uncertainty, as
individuals rely on sufficient, relevant, timely, clear, and
accurate information to observe the unknown technology and
to actively search for information [29].

Furthermore, interactive information-seeking approaches have
been shown to be more efficient than passive or active strategies
in reducing uncertainty [46]. As it is not possible to interact
with COVID-19 tracing apps before they are released or to
directly communicate with the people responsible for the app,
people seek alternatives for interactive information gathering.
Therefore, individuals may communicate with their peers who
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are a so affected by the decision whether to use the app or not.
This, in turn, has to be regarded as another active
information-seeking approach rather than an interactional
strategy. Although communication with the social environment
isinteractive, the social environment is not the publisher of the
app, and therefore, referring to URT, social influenceisan active
information-seeking approach. Socia influence is expected to
reduce peopl€’s uncertainty about COV1D-19 tracing apps, and
it isdefined “ asthe degreeto which an individual perceivesthat
important others believe he or she should use the new system”
[52]. By knowing the preferences of their social environment,
individuals attitudes toward using the app might be affected.

Lastly, trust is shown to reduce uncertainties and risks in
different settings [53,54], and it is defined as “a psychological
state comprising the intention to accept vulnerability based upon
positive expectations of the intentions or behaviors of another”
[55]. We distinguish between initial trust in COVID-19 tracing
appsandindividuals trust intheir government. Several positive
links to uncertainty reduction exist for initial trust in new
technologies. For example, in e-commerce, trust lowers
customers uncertainties about vendor behavior [56,57].
Additionally, initial trust reduces citizens' uncertainties in the
wake of e-governance[25]. However, initial trust might change
in the actual use of the app and become strengthened or
weakened according to the specific experiences encountered
[58]. In addition to initial trust, individuals trust in their
government is another means to reduce uncertainties. As most
COVID-19 tracing apps are published by governments, trust in
the administration might reduce fears related to app use [59].
People’s trust in the government is expected to be relatively
stable and not fundamentally changeable in the short term
[60,61].

Transparency and Initial Trust

Based on the transparency and trust literature, it is widely
believed that transparency perceptions are positively related to
trust [62]. This is shown by Schnackenberg et a [63] who
explored the positive role of employees transparency
perceptions (disclosure, clarity, accuracy) in the context of
employees’ trust in their manager in organizational settings.
Rawlins [51] also showed a positive link between transparency
and employeetrust, and highlighted the mutual relation between
transparency and trust. Regarding the consequences of corporate
scandals, transparency can be used as a strategic tool to restore
stakeholder trust in firms[64]. In financia markets, transparency
isshown to influencecitizens' trust in central banks[65]. Inthe
case of COVID-19 tracing apps, acertain degree of transparency
must be achieved for people to trust the app and use the
technology [24]. The formation of peoples initia trust in
COVID-19 tracing apps relies on the quality of available
information as long as there are no prior interactions between
citizensand the app [53,57]. Fulfilling certain information needs
(eg, by providing sufficient clear and accurate information)
enables peopleto initially trust a COVID-19 tracing app.

« Hypothesis (H)1: (&) Disclosure, (b) clarity, and (c)
accuracy are positively related to individuals' initial trust
ina COVID-19 tracing app.

https://www.jmir.org/2021/2/e25893
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Trust in the Government and I nitial Trust

Trust transfer theory states that individuals' trust in a specific
areacaninfluenceinitial trust in other domainsthat are believed
to have certain links to the known and trusted domain [66]. For
instance, Lu et al [67] demonstrated that customers' trust in
internet payment in general influences trust in mobile payment
services. As the mgjority of COVID-19 tracing apps are
published by government institutions, trust in the government
might affect initial trust in a COVID-19 tracing app. Peoples
trust in the government is defined asthe “ perceptions regarding
the integrity and ability of the agency providing [a] service”
[53]. When people believe that the government is generally
acting in citizens' best interest and when citizens perceive the
government agencies as capableto appropriately offer services,
theinitial trustinaCOVID-19 tracing app is strengthened [53].
Recent studies on COVID-19 tracing apps noted that trust in
the government influences peoples’ attitude toward the specific
app [59,68]. In addition, a main reason for general negative
attitudes against COVID-19 tracing appsisalack of trustinthe
government [68]. Therefore, based on trust transfer theory, trust
in the government fosters peoples’ initia trust in a COVID-19
tracing app [28].

«  H2: Trustinthe government is positively related to peoples
initial trust in a COVID-19 tracing app.

Social Influence, Initial Trust, and Intention to Use

As previoudly stated, socia influence can aso aid the
understanding of uncertainty reduction, asit might function as
a substitute for interaction with the unknown and not yet
available technology. Therefore, socia interaction servesas an
active means to gather information. The presumed reactions of
the social environment will influence an individual’s attitude
and behavior in a technology adoption context [52]. In terms
of URT, people access their social environment as an active
information-seeking means by interacting with their peers to
exclude possible consequences of using or not using the specific
technology. In this sense, social interaction, just like
transparency, isameans of obtaining information and excluding
alternatives and, hence, serves to reduce uncertainties. Li et a
[69] showed that socia influence is an important factor for the
formation of initial trust and is therefore contributing to the
exclusion of expectable negative outcomes such as perceived
risks. Against this background, we argue that initial trust in a
COVID-19 tracing app is not only influenced by transparency
and trust in government, but is al so affected by social influence.

« H3a Socia influence is positively related to individuas
initial trust in a COVID-19 tracing app.

Inaddition, itiswell known that social influenceisan important
antecedent of intention to use new technologies[70-72]. Being
part of social groups (eg, family or colleagues) creates pressure
on individual behavior, as people try to behave in accordance
to established standards[73]. In health care settings, it has been
shown that social influenceis, for example, leading to smoking
cessation [ 74] or supporting to maintain adiet [73,75]. Besides
positive effects, the peer group might also foster negative
behaviors such as drug abuse [76]. Therefore, social influence
isamajor factor to consider in the adoption process of health

JMed Internet Res 2021 | vol. 23 | iss. 2| €25893 | p. 4
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

care technologies. Thisis particularly reinforced in the case of
preventive behaviors like using tracing apps whose positive
effect is not directly evident [73]. Therefore, we expect that
social influence is not only influencing on€’s initial trust in
COVID-19 tracing apps but also impacts one's intention to use
the technol ogy.

« H3b: Socia influence is positively related to individuas
intention to use a COVID-19 tracing app.

Initial Trust and Intention to Use

In the technology acceptance literature, trust has been shown
to be positively correlated with the intention to use technology
[69]. For instance, Nicolaou and McKnight [77] demonstrated
that individuals' trusting beliefsincrease the intention to engage
in interorganizational information exchange. Furthermore,
(initial) trust is identified to be an antecedent of citizens
intention to use e-governance services[28,53]. Parker et al [24]
argued that the successful launch of mobile apps to fight the
COVID-19 pandemic in democratic countries relies on the
ability to ensure peoples’ trust in the technology. Based on URT,
we argue that initial trust is a means to exclude potential
negative behavior of the technology provider. Citizens who
trust a COVID-19 tracing app estimate the probability of
deceitful intentions as low.

« H4: Initia trust in a COVID-19 tracing app is positively
related to individuals' intention to use it.

Intention to Use and Actual Use

According to the theory of planned behavior [78], established
technology acceptance theories (eg, technology acceptance

Figure 1. Proposed research model. H: hypothesis.

Social Influence

Oldeweme et al

model [TAM] or unified theory of acceptance and use of
technology [UTAUT]) [52,79], and the application of URT in
the technology context [28], explains that individuals' actual
use of new technology is influenced by individuals' intention
to use the technology [80]. This relationship is also expected
to be applicable in the context of COVID-19 tracing apps.

« H5: Intention to use is positively related to individuas
actual use of a COVID-19 tracing app.

Actual Use and Uncertainty Reduction

Referring to URT, uncertainties concerning data privacy, app
performance, social consequences, and general COVID-19
concerns are decreased by the aforementioned means during
the adoption process. The actual use of a COVID-19 tracing
app is the only available interactive information-seeking
possibility for individuas. Therefore, it iseffective asit involves
a direct interaction with the unknown technology [27]. This
interaction enables individual s to discard uncertainties such as
performance uncertainties (eg, functionality and handling) of
COVID-19tracing apps[29]. However thismean can obviously
only be used after the app has been released. The investigation
of the relationship between actual use and the reduction of
different forms of uncertainty further addressesthe applicability
of URT for technology acceptance in uncertain environments.

« H6: Theactual use of aCOVID-19tracing app ispositively
related to the reduction of (a) privacy risks, (b) performance
risks, (c) social risks, and (d) COVID-19 concerns.

The proposed research model is summarized in Figure 1.

Transparency Uncertainty Reduction
16 Reduction of
Discl H— Hla — o rivacy Risk
1sclosure a H3a H3b Privacy Risks
“larit M b — l l , Reduction of
Clarity H4 HS Hob Performance Risks
—* Initial Trust — Intentionto Use —» Actual Use —
Aceuracy H— Hlec — 16 Reduction of
© Social Risks
Trust in Reduction of
7 — .
Government H2 Hed COVID-19 Concerns
| | { | |
r i ' ‘ r
first wave (t=1) l June 15, 2020 ll second wave after ~ 4 weeks (1=2)
Corona-Warn-App
release
Methods the data for both waves, we did not have direct contact with

Data and Procedure

To investigate the adoption process of COVID-19 tracing apps
and test the theoreticdl model, data on the German
“Corona-Warn-App” were collected via the panel platform
respondi intwo waves using structured online surveys. Members
of thispanel voluntarily agreeto receiveinvitationsto scientific
surveys and may unsubscribe or delete their personal
information at any time. Participants were assigned arandomly
generated identifier, allowing us to match the results of both
surveys. Nevertheless, since a third party (respondi) collected

https://www.jmir.org/2021/2/e25893
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participants or access to identifying participant information. In
addition, the survey did not collect any personal identifying
information. Consequently, we were able to guarantee the
anonymity and privacy of the participantsat all times and acted
in accordance with the ethical principlesof the German Research
Foundation.

The data collection of the first wave (t1) lasted 1 week and was
completed 1 day before the app was released on June 15, 2020.
Prior to the survey, the participants received the officia
information from the Federal German Government about the
app [81]. For detailed information, see Multimedia Appendix

JMed Internet Res 2021 | vol. 23 | iss. 2| €25893 | p. 5
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

1[81]. The app was developed on Android and iOS platforms
by Robert Koch-Institut in conjunction with the private
companies SAP, Deutsche Telekom, and other partners on behal f
of the German government [81]. For the administrative
conditions, the source code is publicly available on GitHub
[82,83]. Furthermore, no registration is required to run the app,
and the use is voluntary. The app uses Bluetooth Low Energy
technology to record contact between people. Considering data
privacy and security concerns, the devices exchange temporary
encrypted random codes (Bluetooth 1D) with each other [84].
The use of random codes prevents conclusionsfrom being drawn
about individual users or their specific locations. These codes
are stored decentralized on the mobile devices, and the tracing
data collected are automatically deleted after 14 days[85].

Subsequently, the participants received a quantitative
guestionnaire concerning their evaluations and perceptions of

Table 2. Representativeness description.

Oldeweme et al

the app as well as demographica information. In the second
survey wave (t2), the same participants were surveyed again 4
weeks after the app was released. The actual use of the app was
gueried in addition to their evaluations and perceptions.

To maintain data quality and ensure scale validity, we included
three attention checks and screened out participants that failed
thesetests. Finally, 1373 individual s completed thefirst survey,
and 1050 participated in the second wave, yielding acompletion
rate of 76.47% (1050/1373). Owing to four “knock-out” criteria
regarding low response times, missing data, suspicious response
patterns, and outliers, 47 participants were excluded from the
analysisto ensure dataquality [86]. A final sample size of 1003
was then obtained. This sample is representative of Germany
in terms of gender, age, and education (see Table 2).

Characteristic Germany, % Sample, n (%)
Gender
Male 50 490 (48.85)
Female 50 512 (51.05)
Divers 0 1(0.10)
Age (years)
14-29 22 190 (18.94)
30-39 16 138 (13.76)
40-49 16 168 (16.75)
50-59 20 214 (21.34)
=60 25 291 (29.01)
Education
Low 36 368 (36.69)
Middle 31 315 (31.41)
High 33 320 (31.90)
Adoption rate of Corona-Warn-App (August 2020)2 27 379 (37.80)

8Calculation of adoption ratein Germany: 16.6 million downloads/ approximately 62 million smartphone users (source: Statistisches Bundesamt [87,88],

and Robert Koch-Institut [83]).

M easures

To test the proposed research model, we used established scales
that have been validated in previous studies. Except for
demographics, use behavior (binary), and control variables
(gender, age, education), the participants rated al items on
5-point Likert scales. Intention to use was measured by a 3-item
scale [52]. For initial trust in the Corona-Warn-App, we built
on a 5-item scale developed by Koufaris and Hampton-Sosa
[58]. Trust in government was examined through a4-item scale
adapted from Bélanger and Carter [53]. Transparency (reflecting
individuals' perceptions of information quality) was adopted
from Schnackenberg et al [63], and each dimension was based

https://www.jmir.org/2021/2/e25893

on 4 items. Privacy risks was measured on a 5-item scale
developed by Rauschnabel et a [44], and a5-item measure was
adopted from Featherman and Pavlou [89] to assess performance
and socia risks. Finaly, genera COVID-19 concerns were
measured through a 6-item scale by Conway et al [45].

We calculated differences for the four dimensions of risk
perceptions between the two survey waves to measure the
change in the perceived risk assessments. The differenceswere
calculated using the following formula: difference variables =
risk perception;y — risk perception;,. The means, SDs, and
correlations for al constructs are reported in Table 3. Age,
gender, and education were used as controls.
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Table 3. Mean, SD, and correlations.
Variables Mean (SD) 1 2 3 4 5 6 7 8 9 10 11
1. Disclosure 3.158 (0.909)
Correlation _a
P value —
2. Clarity 3.647 (0.834)
Correlation 0645 —
P value <001 —
3. Accuracy 3.566 (0.898)
Correlation 0587 0.705 —
P value <001 <001 —
4. Social influence 2.841(1.12)
Correlation 0.440 0427 058 —
P value <001 <001 <001 —
5. Trust in government ~ 3.13(0.979)
Correlation 0332 0334 0505 0454 —
P value <001 <001 <.001 <001 —
6. Initial trust 3.147 (1.081)
Correlation 0551 0545 0742 071 0.59 —
P value <001 <001 <.001 <001 <001 —
7. Intention to use 3.022 (1.444)
Correlation 0434 0429 0619 068 0466 0803 —
P value <001 <001 <.001 <001 <.001 <.001 —
8. Actual use 1.378 (0.485)
Correlation 0288 0307 0377 0419 0355 0512 059 —
P vaue <001 <001 <.001 <001 <001 <.001 <001 —
9. Privacy risk —
Correlation -0.074 0.037 -0033 -0.100 -0.047 -0106 -0.070 0224 —
P value .02 24 .30 .002 14 <001 .03 <001 —
10. Performancerisk —
Correlation -0.063 -0.001 -0055 -0.148 -0.008 -0109 -0.091 0.169 059 —
P vaue .045 .97 .08 <.001 .80 <001 .004 <.001 <001 —
11. Social risk —
Correlation 0.031 -0.044 -0020 0.064 -0.023 -0.001 0.025 0.008 0.007 0.086 —
P value .32 .16 54 A7 .98 43 .81 .83 .006 —
12. COVID-19 concerns  —
Correlation 0.070 0.081 0.038 0.057 0.042 0.04 0.033 0.011 -0.023 0.027 0.041
P vaue .03 .01 .23 19 21 .30 72 48 .39 19
3N ot applicable.

Before conducting the structural equation modeling (SEM)
analysis, we tested the reliability and validity of the
measurement model. One item displayed poor factor loadings
and was dropped (TR_5). All other factor loadings exceeded
the threshold of 0.6. Internal consistency and composite
reliability were assumed, asthe Cronbach alphamet the quality
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criteriaof >.7, and the average variance extracted exceeded 0.5
[90,91]. Compositereliability of all items exceeded the cut-off
value of 0.6 [92]. The final questionnaire with all constructs,
related survey items, their sources, and the aforementioned
indexes is presented in Multimedia Appendix 2
[44,45,52,53,58,63,89,93].

JMed Internet Res 2021 | vol. 23 | iss. 2| €25893 | p. 7
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Data Analysis

We used the R-based JA SP software (University of Amsterdam)
environment to evaluate our proposed research model [94] and
the lavaan code to conduct CB-SEM [95] analysis. Before
performing the SEM analyses, we tested thefit, reliability, and
vaidity of the applied model. The comparativefitindex (>0.95),
Tucker-Lewis index (>0.95), root mean square error of
approximation (<0.08), and standardized root mean square

https://www.jmir.org/2021/2/e25893
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residuals (<0.08) complied with the conventional cut-off criteria
[96,97]. Based on Kline [98], the x? / df ratios indicated a
sufficient model fit across models (<3). Common method bias
was not a problem, as the Harman single factor test indicated
that only avariance of 27.6% were explained by asingle factor
consisting of all model items[99]. In summary, all fit indexes
revealed a very good overall model fit (see Table 4), with all
indicators reaching their respective thresholds.
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Table 4. Covariance-based structural equation modelling results.

Items B (SE)? P value Assessment of hypotheses Index values
Hypotheses N/AP
Hla .140 (.030) <.001 Supported
Hib —.028 (.041) 45 Rejected
Hilc .375 (.035) <.001 Supported
H2 .201 (.022) <.001 Supported
H3a 377 (.025) <.001 Supported
H3b .207 (.033) <.001 Supported
H4 .670 (.035) <.001 Supported
H5 .599 (.013) <.001 Supported
H6a .222 (.048) <.001 Supported
Héb .169 (.049) <.001 Supported
Héc .005 (.064) 88 Rejected
Héd 012 (.031) 72 Rejected
Controls N/A N/A
Age - PRPP —.090 (.002) .005
Age - PR —.062 (.002) 06
Age - SR —004 (.002) 91
Age . CCY —.064 (.000) 06
Gender — PRPP —.001 (.047) 96
Gender - PR .000 (.048) .99
Gender - SR .015 (.062) 63
Gender - CC —.017 (.030) 59
Education — PRPP —.006 (.020) 85
Education — PR .000 (.021) .99
Education — SR .020 (.027) 54
Education - CC —.007 (.013) .84
Indexes N/A N/A N/A
Comparative fit index 0.975
Tucker-Lewisindex 0.972
RSMEAN 0.040
SRMR! 0.057
Chi-square (df) 1270.187 (491)
Chi-square/ df 2.587

8standardized path coefficients; standard error of the estimatorsin parentheses.
BN/A: not applicable.

®H: hypothesis.

9PRPP: reduction of privacy risks.

€PR: reduction on performance risks.

fSR: reduction of social risks.

9CC: reduction of COVID-19 concerns.

PRSMEA: root mean square error of approximation.

ISRMR: standardized root mean sguare residuals.

https://www.jmir.org/2021/2/e25893 JMed Internet Res 2021 | vol. 23 | iss. 2| €25893 | p. 9
(page number not for citation purposes)

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Results

The standardized path coefficients, significance levels, and fit
indexes are summarized in Table 4. Asillustrated in Figure 2,
information disclosure and accuracy are positively related to
initial trust, supporting Hla(3=.140; P<.001) and H1c (3=.375;
P<.001). In contrast, H1b was rejected (f=—028; P=.45), as
information clarity shows no relation to initial trust. H2 was
supported (3=.201; P<.001) as trust in governance and initial
trust were positively related. Furthermore, there was support
for H3a (p=.377; P<.001) and H3b (3=.207; P<.001), as the
results showed a positive relation between socia influence
toward initial trust and intention to use. The observed

Figure 2. Results of structural equation model. H: hypothesis. ***P<.001.

Social Influence
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relationship between initial trust and intention to use was
positive, supporting H4 (B=.670; P<.001). We also found
support for H5 (B=.599; P<.001), as intention to use was
positively related to the actual use of a COVID-19 tracing app.
Finally, we found a positive relationship between actual use
and privacy and performance risks, thus supporting H6a
(B=.222; P<.001) and H6b (3=.169; P<.001). In contrast, H6C
(B=.005; P=.88) and H6d (=.012; P=.72) were rejected as
actual usewas not related to social risksor COVID-19 concerns,
respectively. The control variables gender and education were
not related to the reduction of the four dimensions of uncertainty
reduction, while age was negatively related to privacy risk
reduction.

In addition to the hypothesized direct relationships between
social influence and the intention to use the COVID-19 tracing
app, we conducted a post hoc anaysisto investigate the potential
indirect effects of socia influence on the intention to use the
COVID-19tracing app mediated by initial trust. The mediation
effectswere examined with the hel p of the procedure according

Table5. Mediating effect.

Transparency Uncertainty Reduction
Discl ‘ 6 Reduction of
1sclosure i Hla a o -
140 H3a H3b ERyELE P[l\acy Risks
s 207 aducti
Clarity H— Hlb — l i L Hob N Reduction O.f
-.028 — H4 H5 169**= Performance Risks
> Initial Trust —*  Intentionto Use  — Actual Use -
Accuracy + Hle H6 N Reduction of
375%x 670w 599 e Social Risks
Trust in n Reduction of
Government '2%1*,, * VIO_ILGEG COVID-19 Concems

to Baron and Kenny [100] and are depicted in Table 5. We found
evidence that the indirect effect was significant ([3=.253;
P<.001). As the direct effect of socia influence toward the
intention to use has been shown to be significant before (H5),
we postulated that the relationship of socia influence and
intention to use is partially mediated by initial trust.

Effect B (SE)? P value Mediation
Indirect effect: social influence - initia trust — intention to use .253(.022) <.001 partial mediation
Total effect: socia influence - intention to use .460 (.029) <.001 -

standardized path coefficients; standard error of the estimatorsin parentheses.

Discussion

General Discussion

In this study, we investigated how uncertainty reduction
measures can foster the adoption of COVID-19 tracing apps
and, consequently, the reduction of uncertainty perception. In
this section, we discussthe antecedents of initia trust, intention,
and actual use of the app, as well as the reduction of specific
uncertainties. Based on URT, transparency and social influence
are antecedents of initial trust. In terms of transparency, we
found that initial trust in COVID-19 tracing apps is positively
influenced by the disclosure and accuracy of information.
However, accuracy had a considerably higher effect on initial
trust than the disclosure dimension. This shows that, although
it is important to receive sufficient information, the perceived
validity of the information is crucial. Unexpectedly, we found
no effect between information clarity and initia trust in the
Corona-Warn-App. This may be due to the peculiarities of the
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COVID-19 pandemic, as people likely became used to
constantly encountering new complex information and thus
accepted a lower level of information lucidity. Despite the
missing effect between clarity and initial trust, our findings are
consistent with the existing transparency-trust literature
[51,62,63].

As proposed, socia influence positively affects individuals
initial trust. The integration of socia influence in the URT
context reveals that socia influence serves as an active
information-seeking strategy, thus meeting the demand of
Venkatesh et a [28] to integrate UTAUT variables into URT.
Especialy in situations where direct interaction with the
unknown technology is not possible, the communication with
peers becomes important. In addition, we identified a positive
relation between socia influence and intention to use. Thisis
in line with technology acceptance and hedlth care literature
[52,70,73]. In addition, we were able to show that initial trust
partially mediates the rel ationship between social influence and

JMed Internet Res 2021 | vol. 23 | iss. 2 | €25893 | p. 10
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

intention to use COVID-19 tracing apps. Furthermore, we
examined the effect of trust in the government on initial trust
in COVID-19 tracing apps and found a positive relationship
between these concepts. Thisisconsistent with the trust transfer
theory and current studies on COVID-19 tracing apps [59,68].
It is important to note that trust in government has a smaller
effect onindividuals initial trust compared to transparency and
socia influence. Therefore, people who are critical of the
government can still develop initia trust in the app through
other short-term influenceable means such as transparent
communication.

Additionally, we observed a positive relation between initial
trust and intention to use. This result is consistent with URT
[27,28] and confirms the common understanding of trust in the
context of technology acceptance (for ameta-analysis, see Wu
et a [101]). As expected, people who have a high intention to
use a COVID-19 tracing app are more likely to use it.
Nevertheless, our results also revealed, as most studies have,
that an intention-behavior gap exists[102].

Considering uncertainty reduction specifically, we found that
the actual app use increases COVID-19 tracing app—related
uncertainty reduction. Individuals uncertainty reduction of
perceived privacy and performance risks was significantly
increased by using the app. Thus, we found support for Trang
et a [22], who stated that data privacy and app performance
(benefits) need to be considered in the development of tracing
apps. In addition, our results did not indicate a reduction of
social risks nor areduction of general COVID-19 concerns. As
COVID-19 concerns span broader health-related fears, they
cannot be solely linked to the functionality of the app or
interaction withit. Tracing appsdo not provide direct protection
but are mainly intended to identify infection chainsto implement
further appropriate actions such as intelligent testing and
guarantine[9]. Thisexplainswhy the use of aCOVID-19tracing
app has no impact on the reduction of these general
health-related fears. Further, it indicates that people using tracing
apps are not getting more reckless but still recognizethevirus's
threat. Regarding social risks, the use and nonuse of the app is
less visible to nearby people than wearing a face mask or
complying with social distance regulations. Therefore,
individuals' actual use behaviors might be unrelated to social
consequences aslong asthe use of such an app isnot mandatory,
for example, to use public transportation or enter restaurants or
other places. For the controls, we found that age was negatively
correlated to the reduction of privacy risks. This effect israther
small and in line with research emphasizing that privacy
concerns are more pronounced and stable among older people
than among younger individuals [103].

Theoretical Implications

Our study design and findings contribute to the literature in
several ways. First, we demonstrated with our study design how
mass adoption problems can be investigated over time in the
health care management context using the example of a
COVID-19 tracing app. By applying URT, we contributed to
its empirical validation in general and introduced it to the field
of health care management. The application is particularly
valuable in the health care context, asthis areais characterized
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by uncertainties that may lead to serious and far-reaching
consequences, as is apparent in times of the COVID-19
pandemic [104]. Second, it was shown that interactive
information-seeking strategies, such asapp use, are appropriate
for reducing related uncertainties (eg, privacy and performance
risks). By collecting the data in two measurement periods
(before and after the release of the app) and calculating
difference variables to quantify the uncertainty reduction, we
validated the impact of the use of a technology on uncertainty
reduction. The use of specific uncertainty reductions as outcome
variables is theoretically stronger for URT than the use of
outcome variables such as satisfaction proposed by Venkatesh
et al [28]. Third, further theoretical contributionswere made by
integrating recent transparency research [49] into URT. Thereby,
our results highlighted the importance of considering
transparency asamultidimensional construct [49]. Transparency
perceptions are essential as they form the basis for active and
passive information-seeking strategies. By using the recent
DCA-transparency scale[63], we further elaborated on therole
of transparency (ie, information quality) in URT as proposed
by Venkatesh et al [28]. Finally, it was shown that trust transfer
theory holds true in the investigated setting. Although trust in
the government is not a major antecedent for initial trust in
COVID-19 tracing apps, individuals' trust in the government
should still be considered in governmental technology
publishing.

Implications for Practice

The adoption rates of voluntary COVID-19 tracing apps differ
largely among countries and are mostly below the critical
thresholds, which hinders their effectiveness [14,20]. To
improve acceptance, governments can adopt the following
implications in their communication strategies. First,
governments that introduce a voluntary COV1D-19 tracing app
(or other technologies) should engage in a transparent
communication process. A supply of sufficient information,
which must be perceived as accurate, isthusrequired. However,
transparent communication only works if the service itself
exceeds certain standards such asdata privacy and security [22].
Second, interactive information-seeking strategies of individuals
must be managed. These strategies (eg, app use) are shown to
be efficient in terms of uncertainty reduction. Hence,
governments should provide appropriate formats to enable
interactive information seeking before release. Such formats
can be demo versions, redistic previews, question and answer
sessions, or even hackathons. Finally, our findings are
extendable to other technologies and settings. For example, if
thereare other digital trendsin the health care system (eg, digital
health record or video doctor), our results can be applied to
achieve (voluntary) technology (mass) acceptance. Whenever
governments or organi zations devel op and publish new services
(eg, disaster alarm app), other uncertainties such as financial
risk, time risk, or psychological risk may arise and should be
considered. The conscious management of the (transparent)
publication process can promote a successful launch of a
technology. By understanding the multidimensional nature of
perceived information quality, both organizations and
governments can reflect and develop their own technology
implementation strategy. Hence, many of the implications
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outlined here may also be relevant to future pandemics and
public health crises.

Limitations and Future Research

Although the results of this study provide important insights,
the study has some limitations. Astheresults are based on data
related to the German COVID-19 tracing app, the
generalizability of our findings for other regions may be
restrained due to cultura differences. Thus, future research
should expand this study by including other countries. Further,
actual app use was self-reported by the participants and might
be untrue in some cases. However, the app adoption rate in our
sample was comparable with the adoption rate in the German
population during the second survey wave (see Table 2). To
advance URT, researchers can examine the communication
channel sthat are most suitableto ensuretransparency and reduce
different uncertainties. After some studies have dealt with the
design [105], the technical configuration [22], and the ethical
guidelines[106], we studied the requirements for adequate app
implementation and communication. Therefore, future research
should investigate means to ensure mid- and long-term app
acceptance and use.

For most of the population, the Corona-Warn-App was a new
concept at the time of its release. Since then, the app and its
functionality have become relatively well known and
widespread. For this reason, follow-up research should
investigate the role of descriptive norms (ie, how othersactually
behave) besides subjective norms, which we have investigated
in the form of socia influence (ie, how important others think
one should behave), for the adoption process [107].

Moreover, the data underlying this study originated afew days
(t1) before and 4 weeks (t2) after the launch of the COVID-19
tracing app in Germany and, thus, between the first and second
waves of infection. In the meantime, various measures against
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the pandemic have been implemented, and more information
about the virus, its spread, and mortality are available. These
insights should be considered in follow-up studies. For example,
the distribution and adoption of new SARS-CoV-2 vaccines
represent a milestone in the fight against the pandemic.
Therefore, follow-up studies should examine whether these
insights influence the use of the COVID-19 tracing app and
uncertainty perceptions.

Conclusion

A key strategy infighting the COVID-19 pandemicisthetesting
and subsequent isolation of individuals who are potentialy
infected. The automatic contact tracing via mobile apps offers
an important contribution to the decision of which people need
to be tested with regard to limited testing capacities. Our study
offers original insights on the factors driving the mass
acceptance of COVID-19 tracing apps to identify infection
chains and control the pandemic. Building on URT and through
a longitudina empirical study on the adoption process, we
investigated how uncertainty reduction measures affect the
adoption of COVID-19 tracing apps and how their use affects
the perception of different risks. We analyzed representative
datathrough CB-SEM. Theresultsreveal ed that the transparency
dimensions of disclosure and accuracy, as well as social
influence, trust in government, and initial trust positively affect
the adaptation process, whereas no effect was observed for the
transparency dimension clarity. Further, we showed that the
actual use of COVID-19 tracing apps reduces the perceived
uncertainty regarding performance and privacy risks, but no
effect on the reduction of socia risks and COVID-19 concerns
was identified. Finally, we derived theoretica and practical
implications concerning the communication strategy of contact
tracing apps in particular and for health care technologies in
general.
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