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Abstract

Patient health information is increasingly collected through multiple modalities, including electronic health records, wearables,
and connected devices. Computer-assisted history taking could provide an additional channel to collect highly relevant,
comprehensive, and accurate patient information while reducing the burden on clinicians and face-to-face consultation time.
Considering restrictions to consultation time and the associated negative health outcomes, patient-provided health data outside
of consultation can prove invaluable in health care delivery. Over the years, research has highlighted the numerous benefits of
computer-assisted history taking; however, the limitations have proved an obstacle to adoption. In this viewpoint, we review
these limitations under 4 main categories (accessibility, affordability, accuracy, and acceptability) and discuss how advancesin

technology, computing power, and ubiquity of persona devices offer solutions to overcoming these.
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Introduction

Background

Computer-assisted history taking (CAHT) was first explored
in medicine in the 1960s as atool to aid cliniciansin gathering
data from patientsin order to support diagnostic and treatment
decisions. Over theyears, research has highlighted the numerous
benefits of CAHT; however, the limitations have proved an
obstacle to adoption. We explore how advances and innovation
in digital technology today may offer new solutions to
overcoming these barriers.

The Importance of History Taking in Clinical Care

Caollecting an appropriate and comprehensive medical history
from patients is a fundamental process in clinical medicine.
Research has shown that history taking alone is sufficient to
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make a diagnosis in 75% of patient encounters, before further
reducing the number of clinical differentials through physical
examination and additional tests [1]. However, the amount of
time available to acquire an appropriate patient history is
decreasing. The increasing demand and administrative burden
on healthcare services have resulted in physician-patient contact
time becoming shorter. A study in the United States highlighted
that physicians spent 27% of their total time on direct clinical
facetime with patients and 49.2% of their time on the electronic
health record (EHR) and deskwork [2]. During in-person
consultation, on average, only 52.9% of physicians' time was
spent on direct clinical face time and 37.0% on EHR and
deskwork [2]. The consultation length is directly associated
with better health outcomes, fewer prescriptions, and better
recognition of long-term and psychosocial problems[3,4]. On
the other hand, a shorter consultation time has been associated
with overuse of antibiotics, polypharmacy, and poor
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communication with patients[5,6]. Whether thisis attributable
to diagnostic uncertainty or fear of medicolegal repercussions
remains to be evaluated.

CAHT vsIn-Person I nterviews

Considering restrictionsto consultation time and the associated
negative consequences, patient-provided health data outside of
consultation can proveinvaluablein health care delivery. Severa
health bodies, including the Centers for Disease Control and
Prevention, advocate for the serial collection of health surveys
in routine clinical care [7]. These have traditionally been
completed with pen and paper and are commonly not collected
due to numerous barriers including difficulties in logistics of
acquisition, distribution, and collection of paper forms;
difficultiesin understanding and completing surveys by patients;
the potential disruption of clinic workflow; difficulties in
interpreting results; lack of perceived clinical relevance; and
cost (materials, manpower, and distribution) [8].

Spinazze et al

A CAHT system (CAHTY) isadigital tool that aids clinicians
in gathering data from patientsthrough health surveysto inform
adiagnosis or treatment plan [9]. The benefits of CAHTS are
evident in the potential time saving in terms of acquiring the
patient history outside of consultation, reducing the
administrative burden of entering this information, increasing
patient face-to-face time, and leveraging these data through
medical records using machinelearning algorithmsfor decision
support. Patients have reported high satisfaction from helping
their physician through the completion of interactive
computerized interviews[10]. CAHT isan effective strategy to
empower patients to be active in their own care (ie, patient
engagement) [11]. Increased patient involvement results in
improved participation in personal care, compliance with
medication, adherence to recommended trestment, and
monitoring of prescriptions and doses (for acompl ete overview
of potential advantages, see Textbox 1).

Textbox 1. Potential advantages of computer-assisted history taking (CAHT) [9,12-16].

Enables history taking prior to or post consultation

«  Enablescompletion at the patient’s pace without feeling rushed
«  High compliance rate (for patients)

Time efficient (for both patient and clinician)

Collects complete and accurate patient data

Provides legible summaries

Lesslikely to have fasified data

Patients reveal more sensitive “private” and social information
Patients are better prepared for the medical interview

Reduces staff labor costs

Reduces diagnostic error

Enables remote completion

Allows health care professionals to make additional entries or changes

Can incorporate artificia intelligence and decision support systems

Can prompt educational messages or modules

Allows for seamless integration into the patient electronic health record (EHR)

CAHT can be done remotely through mobile devices at atime
and place convenient to the patient. Furthermore, CAHT can
improve the comprehensiveness of history taking by
standardizing algorithms and extending the level of questioning
through branching logic based on participant responses.
Research has shown that clinicians are ineffective at acquiring
comprehensive patient histories; they tend to miss 50% of
psychosocial and psychiatric problems and do not elicit 54%
of patient health problems [9].

Perhaps one of the greatest advantages of CAHTS s providing
ashared knowledge base of clinical presentations and outcomes
that is readily accessible to al providers. Decision making,
especiadly in medicine, is complex and multifaceted. The
accuracy of decisionsisdirectly linked to whether the relevant
information isreadily available from memory [17]. Onedoctor’'s
decision process is directly linked to persona experience and
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whether that knowledgeisreadily retrievable (ie, comesto mind
or is accessible at the time from sources such as textbooks,
online libraries). In contrast, a digitized database allows for
combined case histories, including multiple different variables
(eg, lab results, imaging) to be stored, processed, and rapidly
accessed to support decision making. Thiscould greatly facilitate
diagnostic accuracy, especialy in rarer diagnostic cases.

Overcoming Limitationsto CAHT

It is clear that there are many advantages to CAHT; however,
its limitations could explain the slow rates of adoption of
patient-provided health information in general [18]. We have
grouped these limitations under 4 themes identified through
literature reviews: accessibility, affordability, accuracy, and
acceptability. We subsequently discuss how technological
advances offer solutions to overcoming these (see Figure 1).
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Figure 1. Overview of barriers to implementation of computer-assisted history taking systems (CAHTS) and changing landscape and technological

solutions.
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During theinception of CAHT in 1960, technology represented
a potential barrier to implementation due to accessibility to
computers. However, since then, innovation in mobile
computing devices has seen a proliferation in personal devices
from PDAs, followed by smartphones and tablets. Mobile
devices have become ubi quitous accessories with more mobile
devices on the planet now than people [19]. The digita divide
between low- and middle-income countries and high-income
countries is progressively narrowing, as mobile phone
penetration rates and mobile broadband and internet access
continue to expand [20]. The number of smartphone users
globally hasjust surpassed 3 billion [21], with penetration rates
that range from around 24% in India to 90% in high-income
countries[20]. Hence, with computing power, communications,
and internet now being untethered to physical, on-premise
computers, access is no longer a limiting factor but rather
facilitates the ability to deliver CAHT.

The early adopters of technology, including mobile phones, are
commonly the young, tech-savvy, and able-bodied persons,
previously limiting those who are older, digitaly naive, and
disabled (hearing or visually disabled) from utilizing them.
However, the elderly are increasingly becoming avid adopters
of technology. In the United States, the fastest growing segment
of smartphone adopters are aged 44-75 years old with a
compound annual growth rate of close to 8% from 2015-2017
[22]. Mobile devices are being designed with assistive
technology to further facilitate use. In mobile phones, for
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example, there are now a variety of accessibility options
available, including text-to-speech output, screen magnification,
audio amplifiers, hearing aid compatibility, and hands-free
operation [23], facilitating use by those with visual or hearing
disabilities. Assistive technology is aso leveraging embedded
systems and wearables. A “smart glove” is one such example,
which recognizes basic hand gestures and converts them into
speech or text [24]. Wearables allow for the passive collection
of patient data, both physiological and pathological information,
continuously and inreal time, directly into EHRs. Thisreduces
the barrier to acquiring data actively and can be used in health
and safety monitoring, chronic disease management, disease
diagnosis and treatment, and rehabilitation [25]. These data
points could further augment CAHT; however, further research
would need to be done to evaluate this benefit.

Beyond assistivetechnology, CAHT can bedeliveredin multiple
formats including visually rich media, audible questionnaires,
and multiple languages, tailoring the content to the targeted
participant group. In terms of user accessibility, therefore, itis
increasingly becoming ubiquitous and accessible by all.

Thegreat stridestaken to digitize health dataand integrate EHRs
have resulted in a highly fragmented system wherein health
data are distributed in silos across the continuum of care with
limited accessibility between providers and systems. Lack of
interoperability and access to data therefore limit the potential
benefits of CAHT. As in other industries, the barriers to
interoperability are generally not technological but cultural and
require the close coordination and collaboration of various
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stakeholders, including patients, providers, software vendors,
legidators, and information technol ogy professionals[26]. Over
the last few years, there have been a number of improvements
in policy, alignment of incentives, and the wider adoption of
data-sharing protocols and infrastructure to help mitigate these
accessibility issues. A number of health information technology
solutions, such as health information exchanges, have
propagated the collaboration of health systems to integrate
across many different digital silos[27].

Affordability

Although CAHTS are viewed as cost-effective compared to
regular standard of care, few studies have rigorously assessed
the cost-benefit. Of those that have, most of the data available
arerelated to changesin utilization of health care services due
to health information technology [28]. There is a number of
cost factorsthat can be taken into account, including equipment,
time, manpower, and other costs. In practice, a CAHTS can be
integrated into an EHR to allow for adatarecord and to leverage
datainsights accumulated from multiple sources, including lab
results, imaging, and doctors’ records. In isolation, the benefits
of aCAHT could not be fully realized. Hence, equipment costs
when considering deploying a health information system or
EHR can be significantly high. These costs can be categorized
as system costs and induced costs [29]. System costs include
the costs of software and hardware, training, implementation,
ongoing maintenance, and support. Induced costs arerelated to
the temporary productivity loss during EHR implementation.
Several studies estimate the cost of purchasing and installing
an EHR ranging from US $15,000 to US $70,000 per provider
[30] with subsequent yearly maintenance costs. Previoudly,
these costs may have presented a strong financial barrier to
implementing CAHTS; however, EHR adoption rates have
vastly increased. From 2008 till 2017, office-based physician
adoption of EHRsin the United States has more than doubled,
from 42% to 86% [31], with nearly universal adoption in the
United Kingdom, Netherlands, Australia, and New Zealand
[32]. Hence, considering the widespread prevalence of EHRs
and initia sunk costs, the additional cost of implementing
CAHTS isvery low. Three of the largest EHR vendors (Epic,
Allscripts, and Cerner) [33] al offer the capability to send
guestionnairesto patients and to receive structured data directly
into the medica record. Although cost barriers to
implementation have been greatly reduced over the past decades,
a comprehensive analysis would need to be done to evaluate
actua costs.

The cost of accessing CAHTS and health care systems outside
of premises is also borne by the patients. The biggest factor
limiting online access is cost, with the internet and mobile
phones still not affordable for many around the world. Two and
half billion people live in countries where the cost of the
cheapest available smartphone is >25% of the average monthly
income[34]. A number of organizations are seeking toimprove
these numbers, including the Web Foundation, the United
Nations, and other national governments, which has been further
necessitated by the COVID-19 pandemic. A part of the United
Nation's Sustai nable Devel opment Goal sisto achieve“ universal
access’ intheleast devel oped countries by the end of 2020. The
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Web Foundation defines “universal access’ as 85% of a
country's population [35].

Accuracy

Previously, there was some skepticism regarding the accuracy
of CAHT in the sense that patients may not provide accurate
information through a digital survey as opposed to in-person
consultation with a physician. Postulated reasoning for this
includes patient’sfailure to read questions and answers carefully,
misunderstood questions, mistaken selection of answers, failure
to comprehend prior diagnoses, and intentional entry of false
information [36]. The accuracy of patient’s answersin terms of
mistaken entries, not deliberate falsification of inputs, is a
significant issue for both computerized and physician history
taking [36]. Provider errors beyond communication barriers can
occur in patient notetaking, including incompl ete patient notes
and illegible handwriting, as well as errors in data input or
transcription into EHRs. An analysis of medical malpractice
cases found that incorrect information (eg, faulty data entry)
was the top EHR-related contributing factor, contributing to
20% of reviewed cases[37]. Essentially, human entry error will
always be a factor, both on the patient and provider side;
however, false information can potentially be reduced through
CAHTS. There is substantial evidence to support that direct
reporting of symptoms by patients through CAHTS more
accurately reflects their health status than through clinician
elicitation [38]. Face-to-faceinterview methodstypically result
in reporting of lower rates of socialy sensitive risk behaviors
compared to self-administered questionnaires, attributable to
socia desirability bias [39]. For example, patients are more
likely to report sensitive information including intimate partner
violence, elective abortions, and high-risk behavior such as
smoking status in computer interviews [40]. The nature of the
doctor-patient relationship and demographic (eg, different
cultural norms, age, and gender) may also influence patient
reporting [41]. Another source of error includes unintentional
reporting error dueto poor recall and situational or time pressure
to respond (ie, the patient feel sthey are on the spot or the doctor
isrushing them). The benefit to CAHT isthat it is not confined
to consultation time, therefore is not time restricted, and the
guestions may be agorithm-based allowing for a structured,
comprehensive collection of datarather than ad hoc questioning
dependent on the provider’'s thought process.

CAHTS are inherently limited by the inability to record
nonverbal communication. Computers are “unable to detect
nonverbal behavior, for example, sense apatient’s mood which
might easily be picked up in a consultation” [4]. However,
technology has since evolved to be able to capture various
nonverbal behavioral cueslikefacia expressions, vocalizations,
postures, gestures, and appearance. There have been significant
advancesin thefield of affective computing, which isthe study
and development of systems and devices that can recognize,
interpret, process, and simulate human affects [42]. It is an
interdisciplinary field that leverages the crosspollination of
artificial intelligence (including speech processing, computer
vision, and machinelearning) and human sciences (psychology,
anthropology, and sociology). By utilizing digital sensor data
such as video or sound recordings, behavioral patterns can be
evaluated. For example, microexpressions (involuntary, brief
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facial movements) play an essential part in understanding
nonverbal communication and deceit detection [43]. Dueto the
nature of microexpressions being extremely brief and subtle, it
isdifficult to perceive with the naked eye. Advancesin computer
algorithms and video acquisition technology are rendering
machine analysis of facial microexpressions an increasing
possibility [44]. Facial expressions can be used in combination
with other modalities including head and hand movements to
detect deception [45].

Although there is till a long road to go towards accurate
real-time assessment, we can now leverage severa modalities
to detect nonverbal cues while completing CAHT. Natura
language processing (NLP) may offer amore readily available
solution to deceit detection through text analysis. In recent years,
with the explosive popularity of social media and subsequent
exposure of fake news, increasing attention has been put onlie
detection using artificial intelligence and deep learning
techniques. Beyond falsification of information, NLP can
analyze sentiment, which includes the words and symbol s used
intext to indicate positive and negative opinions, and emotions.
Sentiment analysis has been well studied in health care,
including itsrelation to outcomes (eg, greater positive sentiment
within discharge summaries) associated with significantly
decreased risk of readmission [46]. Through technology, we
may therefore be able to predict mental state or falsification of
information with potentially greater accuracy than by clinicians.

Acceptability

Despitethe benefits of CAHTS, akey barrier to adoption could
be acceptability to both patients and providers. Previous
challenges included acceptability in terms of technology and
associated challengeswith itsuse[47]. This may have been the
case in the past with unreliable platforms and outdated devices
(eg, PDAS). However, studies have shown that patients report
ahigh level of satisfactionwith CAHT, with the mgjority (69%)
believing that their medical care is enhanced by CAHTS[36].
Youth find computerized questionnaires “equally or more
acceptable than the usual clinical interview or a written
questionnaire” [9].

Other identified barriers to acceptability include cognition,
motivation, and perception [48]. For example, one 2003 study
of elderly persons with cognitive disabilities found that people
did not use 15% of the devices they owned mostly because they
did not fit their needs [49]. In order for CAHTs to be adopted,
all stakeholders need to be involved in the design and
development process. Research suggests that involving users
in the design and development of a new system will improve
the system’'s quality and result in a higher level of user
acceptance [50]. To this point, there have been an increasing
number of initiatives focused on this approach to engage el derly.
The Dutch National Care for the Elderly Programme was one
such initiative that put the needs of elderly people at the heart
of the program, ensuring their active participation to provide
person-centered and integrated care better suited to their needs
[51]. The European Commission has also set up a group of
measures to improve e-accessibility for older people as part of
thee-Inclusion palicies[52]. Through user-centered design and
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educational training programs, accessibility and adoption can
be greatly increased.

Considerations and barriersto use from aprovider’s perspective
include (1) availability of practice workflows and protocols
related to patient-generated health data and (2) data storage,
accessibility, and ease of use at the point of care [53].

Privacy and Data Security

Acceptability is also largely attributable to fears regarding
privacy and data security. The concerns are often related towho
has access to sensitive personal health information and to
breaches from external malicious counterparts. To address data
privacy concerns, there have been updates to globa data
protection |legidation. The General Data Protection Regulation,
enforced from 2018, is one such exampl e that strengthens data
protection for al individuals within the European Union. The
Health Insurance Portability and Accountability Act, enacted
in 1996, safeguards the collection, storage, and disclosure of
identifiable health datain the United States [54]. Despite these
regulatory changes, health care is one of the most data-rich
industries globally, with approximately 30% of the world’s
electronic datastorage occupied by health careinformation [55].
A person is estimated to accrue more than 1 million gigabytes
of health-related datain their lifetime through EHRs, digitized
diagnostics, and wearable medical devices[55]. This deluge of
health data and the potential value attributable to ransom or
sales on the black market makes health data one of the most
targeted sources to cyber threats. In 2018, health care data
breaches accounted for 24% of al investigated breaches across
all industries [56]. In response to this increasing cybercrime,
theglobal cybersecurity market, estimated to be US $100 billion
in 2017, is expected to grow to US $173 hillion in 2022 at a
compound annual growth rate of 11.6%[57]. New technologies
are emerging to market to address these security concerns
including cryptography (trandating data into code, only
accessible with an access key), tokenization (sensitive data are
substituted with a randomly generated value or token), and
distributed ledgers or blockchain (a distributed list of records
or blocks that are linked using cryptography). Estonia is an
example of an early adopter of this technology utilizing
blockchain technology to secure health care data and process
transactions [58]. This puts patientsin control of their dataand
allows them to grant or restrict access to different groups
including their health care provider, family members, or research
teams. With greater control of personal data, there is a greater
sense of security.

Although advances in technology are fortifying against data
breaches, no systemisinfallible. The question should be whether
the potential risk outweighs the perceived benefit. Logically,
people are not willing to share personal information digitally,
risking confidentiality, if thereis no perceived benefit to them.
Historically, thismay have beentrue, asdigital health datawere
largely collected, but underutilized. However, with advances
in computing power and artificial intelligence, these volumes
of data can be analyzed using predictive models, to provide
more accurate and personalized health care. Artificia
intelligence has been shown to effectively diagnose and predict
multiple conditions by leveraging machine learning, NLP, and
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image recognition [59]. It has been shown to predict Conclusion
hospitalization due to heart disease roughly a year in advance
with an accuracy of 82% [60]. The pervasive use and
continuously improving algorithms employed by artificial
intelligence in health care will result in greater realized benefit,
largely outweighing the potential risks. The benefits of
personalization over data privacy are evident in the consumer
industry, where 57% of consumersarewilling to share personal
data in exchange for personalized offers or discounts [61].
Therefore, how much greater would the benefit of longevity
and good health be?

Patient health information is increasingly collected through
multiple modalities, including EHRS, wearabl es, and connected
devices. CAHT could provide an additional channel to collect
highly relevant, comprehensive, and accurate patient information
while reducing the burden on clinicians and face-to-face
consultation time. Barriers to implementation and use in
practice, such as accessibility, affordability, accuracy, and
acceptability, may be addressed by advances in technology,
computing power, and ubiquity of personal devices. Thus,
perhaps there is no better time than now to adopt CAHT in
standard care.
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