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Abstract

Background: Thisstudy aimsto identify anovel potentia use for web portalsin health care and health research: their adoption
for the purposes of rapidly sharing health research findings with clinicians, scientists, and patients. In the era of precision medicine
and learning health systems, the trandation of research findings into targeted therapies depends on the availability of big data
and emerging research results. Web portals may work to promote the availability of novel research, working in tandem with
traditional scientific publications and conference proceedings.

Objective: This study aims to assess the potential use of web portals, which facilitate the sharing of health research findings
among researchers, clinicians, patients, and the public. It also summarizes the potential legal, ethical, and policy implications
associated with such tools for public use and in the management of patient care for complex diseases.

Methods: This study broadly adopts the methods for scoping literature reviews outlined by Arskey and O’ Malley in 2005.
Raised by the integration of web portalsinto patient care for complex diseases, we systematically searched 3 databases, PubMed,
Scopus, and WestL aw Next, for sources describing web portalsfor sharing health research findings among clinicians, researchers,
and patients and their associated legal, ethical, and policy challenges. Of the 719 candidate source citations, 22 were retained for
the review.

Results:  We found varied and inconsistent treatment of web portals for sharing health research findings among clinicians,
researchers, and patients. Although the literature supports the view that portals of thiskind are potentially highly promising, they
remain novel and are not yet widely adopted. We also found a wide range of discussions on the legal, ethical, and policy issues
related to the use of web portals to share research data.

Conclusions: Weidentified 5 important legal and ethical challenges: privacy and confidentiality, patient health literacy, equity,
training, and decision-making. We contend that each of these has meaningful implications for the increased integration of web
portalsinto clinical care.

(J Med Internet Res 2021;23(11):€26450) doi: 10.2196/26450
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Introduction

Background

Medical care and hedlth research are jointly undergoing
significant changes brought about by the internet [1-3]. New
web portals, apps, and programs are helping to facilitate
unprecedented levels of data sharing and collaboration,
potentially enabling more precise targeted treatment and rapid
research trandation [4-6]. Web portals have been a significant
part of this emerging web-based health ecosystem, providing
patients with a mechanism for accessing electronic health
records, managing appointments and prescriptions, and
communicating directly with care providers[7]. Much has been
written about the technical and ethical challenges associated
with the devel opment and integration of web portalsinto clinical
settings [8,9]. However, portal technology might also be used
to connect health researchers to clinicians, patients, and the
public. Web portals, for example, could be a useful platform
for broad and rapid dissemination of research results. Although
the most prevalent and widely discussed types of web portals
are those used to manage patient interactions with the health
care system (so-called patient portals), other potential usesare
being increasingly identified.

Objective

This study aims to identify one such novel potential use: the
adoption of web portalsto rapidly share health research findings
with clinicians, scientists, and patients. In the era of precision
medicine and learning health systems, the trandlation of research
findings into targeted therapies depends on the availability of
big data and emerging research results. Web portals may work
to promote the availability of novel research, working in tandem
with traditional scientific publications and conference
proceedings. Web portals raise the possibility that important
research findings will be shared efficiently not only with
scientists and clinicians but also with patients and members of
the public. This study aims to examine how web portals can be
used to facilitate such sharing. We seek to preliminarily outline
how web portals can be used to advance research sharing
objectives and to identify legal and ethical barriers that might
challenge these functions. We will distinguish between web
portalsasagenera category, by which we mean web resources
that aggregate health information for a specific purpose, and
therapeutic portals, by which we mean web portals designed
to aggregate health research findings and make them available
to a diverse array of researchers, clinicians, and the genera
public. Therapeutic portals may be contrasted with one
prominent type of web portal, the patient portal. Thisisasystem
typically used to shareindividual patient data, facilitate clinical
interaction, and record specific health outcomes [10]. For the
purposes of this study, we propose the concept of atherapeutic
portal in an attempt to capture nuances that are not fully
expressed in discussions on the use of web portalsfor managing
and sharing health research findings. In the era of precision
medicine and learning health systems, as interactions between
clinicians, researchers, and the public take on a unique and
pressing character, we are of the view that the language of
therapeutic portals better fitsthe potential emerging use of portal
technology in these contexts. Although the distinction between
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these kinds of web portalsis subtle, it has potentially important
implications for the provision of care and for the legal and
ethical obligations of clinicians in health care systems
increasingly modulated by the internet.

Our interest in studying the feasibility of therapeutic portalsis
motivated by an ongoing multidisciplinary molecular genetics
research project to better characterize and categorize the
incidences of acute myeloid leukemia (AML) [11]. The
Leucegene project is a biobank-based study adopting
next-generation  sequencing,  chemotherapeutics, and
precision-medicine approaches for identifying prognostic
markers and therapeutic targetsfor AML [12]. Researchin this
area, which bringstogether the efforts of researchers, clinicians
who apply novel prognostic testing regimes, and patients who
ultimately benefit from AML treatments derived from novel
precision-medicinetherapies, isfertile ground for exploring the
use of internet-mediated toolsfor widely sharing advancements
inthetreatment and study of AML. Although using such systems
promises to maximize the potential exploitation of new
knowledge by making it accessible to as wide an audience as
possible, it also raises difficult practical and ethical difficulties.

In this regard, this review aims to explore the potential use of
web portals that work to share research resultsin the context of
complex diseases with the research community, clinicians, and
patients. In particular, we set out to understand whether such
tools are presently in use, how they may be implemented, and
how we might account for the pressing policy challenges they
raise. This study will help contextualize and support the
development of web portals intended to promote information
sharing in health care systems by increasingly applying
precision-medicine approaches to combat complex diseases.
Thisreview examinesthe potentially expanding scope and utility
of web portals and highlights the policy challenges associated
with this expansion. This will be achieved by outlining the
results of ascoping literature review attempting to ascertain the
extent to which web portals have been considered to facilitate
communication between researchers and clinicians. Therapeutic
portals are internet-enabled tools for sharing information
between health researchers conducting basic science research
and cliniciansimplementing best health practices. Tools of this
kind expand on the increasing reach of patient portals by
broadening their scope of application and inflating their rolein
patient care. Although there is a sense in which the use of web
portals for sharing health research and disease data among
clinicians and investigators is a logical extension of the form
and function of existing tools that bring together patients and
care providers, little direct consideration of such platforms
appears to be present in the literature. This review poses 2
guestions: (1) Aretherapeutic portal s being developed and used
in health systems? (2) What legal and ethical issues might be
raised by the use of therapeutic portals for sharing health
research and disease data with researchers, clinicians, and the
genera public? This study will address these questions in 3
sections. First, we outline the methods used to preliminarily
survey the literature in consideration of the questions above.
Second, we summarize our results and describe how they apply
to the development and use of therapeutic portals. Third, we
discuss our findings with a broader literature on web portals
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and health research dissemination. We al so note the limitations
of our research and suggest that more work on this topic is
needed.

Methods

We designed this scoping literature review following the
theoretical model set out by Arskey and O’ Malley [13]. Scoping
reviews are a social research methodology that aim to rapidly
map the key concepts underpinning a research area and the
main sources and types of evidence available [14]. Scoping
reviewsaretypically contrasted with more extensive systematic
reviews. Thisstudy, following Arskey and O’ Malley, isintended
to identify the broad contours of existing literature and note the
gaps requiring further attention [13]. We adopted an iterative
search process comprising 5 stages. First, we developed the
following 2 research questions: (1) Aretherapeutic portalsbeing
developed and used in health systems? (2) What legal and ethical
issues might be raised by the use of therapeutic portals for
sharing health research and disease data with researchers,
clinicians, and the general public? Second, weidentified rel evant
studies by searching web databases. Specifically, we consulted
Scopus, PubMed/MEDLINE, and WestLaw Next using fixed
Boolean keywords including online portal AND health AND
communication AND research* AND clinic*. Our search
strategy initially focused on web portals as a general category,
noting that scholarly sources describing portals used primarily
for communicating research findings to a wide audience were
not organized using discretely identifiable terminologies. We
refined search terms iteratively and scanned source references
to broaden the scope of the review. A primary search was
conducted in April 2019, and a final search was conducted in
March 2020. We did not time limit our search to obtain the
widest possible array of sources. Initialy, we identified 719
articlesand papersfrom each source. Third, we selected studies
for inclusion according to the criteria developed post hoc, as
we became increasingly familiar with the literature. Owing to
the nature of the research questions, as well as inconsistent
language in the literature for explaining the function of web
portals, determining which sources to include in our analysis
sample proved to require a delicate balance. We worked with
aset of flexibleinclusion criteria. Weincluded sourcesthat met
any one of thefollowing broad criteria: (1) description of aweb
portal in actual use for the purpose of sharing research findings
or non—patient-specific data; (2) description of a potential use
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case for web portals that share research findings or
non—patient-specific data among researchers, clinicians, and
the public; (3) description of apotential use casefor web portals
that permit accessto health research findings or lay explanations
of health research findings for patients or the general public;
and (4) descriptions of legal and ethical issues associated with
any of the above criteria. We excluded (1) duplicate sources,
(2) sources not available in English, and (3) sources that
primarily discussthe use of web portalsfor purposes other than
the sharing of health research. Exclusion criterion 3 resulted in
a large number of sources being screened out. In particular,
numerous sources focused narrowly on the development and
implementation of patient portals were generally not included
in the review. Of the 719 sources initially collected, 22 (3%)
sources were retained for the final review. Fourth, we charted
source data for each retained resource, including the author,
year of publication, and conclusions. These data are outlined
in Table 1. Fifth, we summarized and reported the results of the
review in this study.

Results

Initial Screening

We selected 22 sources for the final review. Of the 719 sources
initially obtained, 25 (3%) were eliminated as duplicates and 2
(0.2%) were unavailable in English. Thisleft 96.2% (692/719)
of papers for which we conducted a title and abstract review.
Of these, we found that a high number primarily outlined work
on the adoption of patient portals. Following exclusion criteria
3 above, those sourcesthat did not include discussion about the
potential communication of research findings, in addition to
patient data such as testing results and treatment plans, were
generaly determined to fall outside the ambit of this review.
We eliminated 93% (671/719) of sources that were determined
not to meet the inclusion criteria described above. Operating
on arelatively narrow conception of therapeutic portals, we did
not expect to find a large number of sources that would meet
the inclusion criteria outlined above. Nevertheless, we
determined that the 3% (22/719) included sources provide an
overview of this emerging field and suggest that the adoption
of web portals for sharing research findings will become
increasingly prominent in the coming years. This limited
overview of theearly literaturein this space may work to ground
subsequent discussions. Figure 1 outlines the steps taken to
conduct this review.
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Figure 1. Scoping review flowchart.

Langet a

Scopus: 127 citations

PubMed: 43 citations

WestLaw Next: 539 citations

Records after duplicates and sources not
available in English removed: 692

Records screened (title and
abstract review): 692

Records excluded: 670

Primary reason for exclusion: no discussion
of research finding communication

review: 22

Records included in

Study Selection

The sources retained for the final review wererelatively varied
in their theoretical and methodological orientations. Several
studies, for example, described patient portals enhanced by the
inclusion of health data that would not be included in patient
charts. One such approach is exhibited in awork by Nordqvist
et a [15], who outlined the attitudes of health professionalson
apatient portal supplemented with disease-specific information
intended to promote adolescent diabetes care. Other articles
documented the creation of anovel web portal for safely sharing
participant-level data with researchers [16,17] or an open web
portal designed to facilitate the sharing of gene association data
for lung cancer [18]. Other recordsincluded in our final sample
mentioned issues surrounding research data sharing somewhat
less directly [19]. Following the abstract and title review, we
determined that these sources warranted inclusion in the final
analysis. Where the precise contours of a proposed or existing
portal were not clearly delineated, we erred on the side of the
inclusion. This led to the analysis of a number of articles that

https://www.jmir.org/2021/11/e26450

do not directly contemplate what we have described as
therapeutic portals, but that do contemplate use casesto facilitate
access to health research findings. We believe that these sources
fall under inclusion criteria 2, describing a potential use case
for web portals that share research findings or
non—patient-specific data among researchers, clinicians, and
the public. We explore these themes in greater detail in the
Discussion section.

Results Charting

We charted our overarching results in Table 1, which
summarizes findings derived from sourcesreviewed at thisfinal
stage and conveys our determination on whether these sources
describe tools that could reasonably be considered therapeutic
portals. Of the 22 references, we established that 8 (36%)
contemplated a web resource to facilitate some form of
communication among researchers, patients or the public, and
clinicians. The manner in which these resources describe
therapeutic portals varies considerably.
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Table 1. Methodological and theoretical orientations of reviewed articles.
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Study and articletitle Article objective Article conclusions Therapeutic portal
Baldwin et a [19], Patient portalsand  Limitations and potential of 2 kinds of Combining features of mHealth appsand No
health apps: Pitfalls, promises, andwhat  patient-facing information technology: portals could increase patient engagement
onemight learn fromthe other symptoms  portals and applications
Bartonova[20], How can scientistsbring Describes HENVINET, aportal for shar-  Portal highlights the need for liaison be-  Yes
research to use: TheHENVINET experi- ing research findings among scientists, tween researchers, policy makers, and the
ence policy makers, and the public public
Bostromet d [21], Srategicand integrat-  Describesaweb portal combining location  Portal determined accessto park space.  No
ed planning for healthy, connected cities:  and health datato identify areasfor poten-  Promotes integrating community and so-
Chattanooga case study tial greenspace development cial metrics to equitably address public
health challenges
Bowler et al [22], Thevisibility of health Assessesteen health websitesfor accessi- Websiteshad alow level of visibility rela-  Yes
web portalsfor teens: A hyperlink anal- ble and reliable health information tive to resources intended for other audi-
ysis ences. Information for teens present on
resources that lack health expertise
Ling Cai et al [18], LCE: Anopenweb  Discussesalung cancer databasewithex- The Lung Cancer Explorer ispublicly ac-  Yes
portal to explore gene expressionand  pression and clinical datafrom 6700 pa-  cessible and provides genomic and tissue
clinical associationsin lung cancer tientsin 56 studies image data for lung cancer
Christensen et al [23], Beacon: Aweb  Describes the Beacon web portal, which ~ There are many high-quality web re- Yes
portal to high-quality mental health aggregates lists of high-quality health sources available for mental health. The
websites for use by health professionals websites sharing information on mental  Beacon portal attempts to identify and
and the public health gather them in asingle resource
Daset al [24], Theimpact of an eHealth Discussesimplementation of aweb portal  Implemented eHealth portal wasavalu- No
portal on health care professionals' in-  intended to help weight loss surgery pa-  able source of information and a gateway
teraction with patients: qualitativestudy tients achieve healthy outcomes for facilitating positive patient interactions
Kaiser [16], A new portal for patient Presentsthe Vivli portal, whichisintended The portal makes available theresultsof  No
data to support the sharing of anonymized morethan 4000 clinical tria datasetsfrom
clinical study data 8 companies and nonprofits
Kirkpatrick et al [25], GenomeConnect: Presents the GenomeConnect portal, GenomeConnect portal alows members  Yes
matchmaking between patients, clinical  which provides a space for patientsand  of the public to participate in genetics re-
|aboratoriesand researcherstoimprove membersof the public to share health his-  search and to contribute to the validation
genomic knowledge tory and genetic test results of novel clinical tests
Kohler [26], Can internet accessgrowth  Describesan open accessportal for linking  Web portals of the kind described have  No
help reduce the global burden of noncom-  disparate source health information for the potential to improvethe global burden
municable diseases? reducing preventablelifestyle-related risk  of noncommunicable diseaseif implement-
factorsassociated with noncommunicable ed at scale
disease
Kuijperset al [27], Aninteractive portal  Studies the perspectives of cancer sur- Participants interested in portal features  No
to empower cancer survivors: aqualita-  vivorson the possiblefeaturesof aninter-  that fulfill information needs, such as ac-
tive study on user expectations active web portal cessto their eHealth record
Li eta [17], Moving data sharing for-  Presents the Vivli portal for supporting Data sharing portals have an important No
ward: the launch of the Vivii platform  anonymized clinical study data sharing roleto play in addressing issues around
reidentification and anonymization
Maggio et a [28], Qualitative study of  Perspectives of physicians on interaction  Physicians reported a high level of re- No
physicians’ varied uses of biomedical with biomedical research presented ona  search adoption and appealed to their
research in the USA web portal multi-faceted rolesasclinicians, educators,
and researchers
Marrie et a [29], Use of eHealth and Describes use of eHealth and mHealth Internet-enabled toolshelp to facilitatethe  No
mHealth technology by persons with systems by patientswith multiplesclerosis - sharing of health information between
multiple sclerosis clinicians and patients with multiple scle-
rosis
McKemmish et a [30], Consumer em-  Describes development of the BCK-Web BCK-Web portal communicates high- Yes

power ment through metadata-based in-
formation quality reporting: the breast
cancer knowledge web portal

portal, aweb resource for sharing health
information with patients with breast can-
cer

quality medical and experiential knowl-
edge
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Study and articletitle

Article objective

Article conclusions

Therapeutic portal

Melchart et a [31], Introduction of a web
portal for anindividual health manage-
ment and observational health data sci-
ences

Melholt et al [32], Cardiac patients’ ex-
periences with a telerehabilitation web
portal: implicationsfor eHealth literacy

Nordfeldt et al [33], To use or not to use
— practitioners’ perceptions of an open
web portal for young patients with dia-
betes

Nordqvist et al [15], Health profession-
als' attitudes towards using a web 2.0
Portal for child and adolescent diabetes
care: qualitative study

Rocker [34], Use of aweb portal to facil-
itate clinical trial recruitment: prelimi-
nary analysis of fox trial finder

Sutherland et a [35], A novel open ac-
cessweb portal for integrating mechanis-
tic and toxicogenomic study results

Tomlinson et a [36], MiMiR — an inte-
grated platformfor microarray data
sharing, mining and analysis

Establishes a set of core objectives and
processes implementing a web portal for
lifestyle changes and individual health
management

Explores use of aweb portal cardiac pa-
tient rehabilitation. Outlineshedlth literacy
effects

Documents clinician perspectives on the
use of an open access web portal for pa-
tients with juvenile diabetes

Describes clinician perspectives on the
use of aWeb 2.0 portal for juvenile pa-
tients with diabetes

Characterizes research volunteersregis-
tered on aweb portal for clinical tria par-
ticipation recruitment for the study of
Parkinson’s disease

Describes collaborative toxicogeomics, a
web portal for sharing best practice
methods in computational biology

Presents MiMiR, aweb portal supporting
the management and sharing of microarray
data

Web tools help to facilitate individual
health management in concert with health
coaching

A web portal for rehabilitation among
cardiac patients may increase health liter-

acy

Cliniciansfelt comfortable recommending
web resources for which available infor-
mation was verifiably reliable

Clinicians exhibited positive attitudes to-
ward the portal. Support close collabora-
tion between stakehol dersin the devel op-
ment of future portals

Persons affected by Parkinson’s disease
willing to participate in health research
and share personal data on the web

The devel oped open-source portal helps
toincrease accessibility, transparency, and
collaboration between researchersin the
field

MiMiR portal contains morethan 150 data
points and over 3000 hybridizations sup-
porting the microarray user community

No

No

Yes

Yes

No

No

No

Table 2 outlinesthe general thematic orientations of each of the
8 papers that we determined to have directly contemplated
therapeutic portals. Beyond thematic diversity, we also found
that reviewed sources considered awide array of potential policy
issuesraised by the adoption of web portalsin health care, both
in the case of therapeutic portals and that of similarly disposed
web portals. In particular, we found that 5 legal, ethical, and
social issues were raised in the 22 resources we reviewed: (1)

Table 2. Thematic orientation of reviewed therapeutic portals (n=8).

privacy and confidentiality, (2) patient health literacy, (3) equity,
(4) training, and (5) decision-making. Overall, we determined
that out of the 22 resources, 9 (41%) discussed privacy and
confidentiality issues, 9 (41%) discussed patients health
literacy, 4 (18%) discussed equity, 9 (41%) discussed training,
and 10 (45%) discussed decision-making. Table 3 outlines the
distribution of these dominant policy issuesamong thereviewed
SOUrces.

Theme Resources, n (%) Study

Genomics 2(25) Cai et al [18]; Kirkpatrick et a [25]
Cancer 2(25) Cai et a [18]; McKemmish et a [30]
Diabetes 2(25) Nordfeldt et a [33]; Nordgvist et a [15]
Mental health 1(12.5) Christensen et al [23]

Teenage health 1(125) Bowler et a [22]

Health and the environment 1(12.5) Bartonova [20]
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Table 3. Distribution of legal, ethical, and social issues (n=22).
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Baldwin et a [19]; Bowler et al [22]; Das et a [24]; Kaiser [16]; Kirkpatrick et a [25]; Kuijpers

eta [27]; Li et dl [17]; McKemmish et al [30]; Melchart et al [31]

Baldwin et a [19]; Daset al [24]; Kirkpatrick et a [25]; Kohler [26]; Kuijperset a [27]; McKem-

mish et al [30]; Melchart et al [31]; Melholt et al [31]; Nordgvist et a [15]

Bostrom et al [21]; Marrie et a [29]; McKemmish et al [30]; Melchart et al [31]
Baldwin et a [19]; Bartonova [20]; Christensen et al [23]; Das et al [24]; Kuijperset a [27];

Maggio et a [28]; Melchart et a [31]; Nordfeldt et al [33]; Nordqvist et al [15]

Theme Resources, n (%) Citations
Privacy and confidentiality 9 (41)

Peatient health literacy 9(41)

Equity 4(18)

Training 9(41)

Decision-making 10 (45)

Bartonova[20]; Bowler et al [22]; Cai et a [18]; Christensen et al [23]; Daset a [24]; Kirkpatrick

et a [25]; Kohler [26]; Kuijpers et al [27]; Maggio et a [28]; Melchart et a [31]

Discussion

Principal Findings

Overview

This review demonstrates that web portals are presently being
used for a wide range of functions and in a variety of clinical
and research settings. Ling Cai et al [18], for example, described
the Lung Cancer Explorer, adatabase developed by researchers
at the Southwestern Medical Center, University of Texas. The
resource houses genomic expression and clinical data on lung
cancer and is accessible to the public. Although information
included on the Lung Cancer Explorer portal is a highly
sophisticated technical data, it is openly accessible and can be
used by apublic audience attempting to learn about the genomic
dimensions of lung cancer. Asthethird-party processing of raw
consumer genetic data becomes more common [37], there may
be an increase in the use of portalsin the form of Lung Cancer
Explorer by members of the public. Research conducted by
Leanne Bowler et a [22] investigated an entirely different kind
of portal, though one that combinesclinical information, health
research, and engages members of the public. Thiswork details
6 web portals that provide health information to teenagers,
finding that much of the information offered is of dubious
quality. Two of the studies described portalsfor sharing genomic
data, two described portalsfor cancer, and two for diabetes. The
remaining themes included mental health, teenage health, and
the intersection of health and the environment. We found that
therapeutic portal sweb tool sthat facilitate the sharing of research
findingswith clinicians, researchers, and pati entsare an emerging
trend in health care, athough they have not yet received
widespread attention in the literature.

Notably, we have also found that therapeutic portals have
generaly not received attention as a phenomenon that is
conceptually distinct from the emergence of the patient portal.
An extensive literature has been published on the devel opment
and use of patient portalsin recent years[38], aswell ason their
capacity to promote patient empowerment and self-care [39].
A growing consensus suggests that the use of a patient portal
tends to positively influence health outcomes for patients with
chronic disease, despite ongoing concerns about the willingness
of such patientsto engage with web portals[40]. Patient portals
aregenerally thought to reflect apositive development in health
care[41], even as they are accompanied by arange of pressing
challenges. The popularization of patient portals has been

https://www.jmir.org/2021/11/e26450

associated, for example, with an increasing concern about the
protection of sensitive or confidential patient data [42]. Our
review indicates that web portals are being used for functions
that generally fall outside of the scope of patient portals, asthey
aretraditionally conceived. In particular, the increased sharing
of basic research results and the expansion of portal audiences
to include the general public may raise unique and unforeseen
challenges. We believe that these changes may warrant a
conceptual distinction between patient and therapeutic portals.
Asthe latter becomes more prominent, it isimportant that they
be subjected to increased scrutiny on their own terms.

Our findings suggest that therapeutic portals are likely to raise
a number of important legal, ethical, and socia issues. In
particular, our review highlights 5 particularly prominent issues:
(1) privacy and confidentiality, (2) patient health literacy, (3)
equity, (4) training, and (5) decision-making. In this section,
we outline how each of these issues is contemplated in our
review and suggest policy and regulatory approaches that may
be considered to address them.

Privacy and Confidentiality

Thetreatment of privacy and confidentiality issuesin the sources
identified in this review focused largely on the necessity of
ensuring that personal data stored on aweb portal is protected,
and that data made available to third parties through a web
resource cannot be used to identify individua research
participants or patients [25]. One source discussed the
importance of accounting for privacy regulationsin the design
of web portals that connect to personal health records [19].
Although therapeutic portals are unlikely to connect directly to
personal health records, it is conceivable that they may display
individualized or improperly anonymized data. A particular
challenge may be determining whether a therapeutic portal is
subject to local privacy regulations or is primarily governed by
an internal privacy policy. Portals developed in jurisdictions
with less privacy protection and made available in others may
raise additional privacy considerations. Das et a [24] pointed
out that certain web portals may require secure log-in
procedures, including specific credentials and passwords, to
protect patient information. Not surprisingly, some sources
communicated empirical findings that a number of web portal
usersare concerned about data security and privacy [27]. Issues
of privacy and confidentiality are likely to be important
considerations wherever sensitive health data are processed or
shared [17], including the case of therapeutic portals. With this
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in view, Melchart et al [31] stress the important role project
governance and strong privacy protection principles can play
in advancing health research. The overall treatment of privacy
and confidentiality issues in the reviewed sources helps to
underscore the consensus in the literature that personal
information must be carefully safeguarded, especially when
such information interacts with internet-enabled tools.

Patient Health Literacy

Several articles assessed in this review described the potential
health literacy and patient health literacy functions of publicly
available web portals for managing and interacting with health
data. Indeed, 2 of the 9 papers we found to have discussed
patient health literacy, those by McKemmish et a [30] and
Kuijpers et a [27], engaged explicitly with empowerment as
the orienting theme of their respective contributions.
McKemmish et a [30] described a web portal for sharing
resources on breast cancer, writing that the ability to access
timely, relevant, and reliable information is a vital component
in patient empowerment. Access to high-quality health
information can improve patient outcomes by facilitating
decision-making and better treatment compliance [30].
Similarly, Kuijpers et a [27] outlined the high informational
needs of cancer patients and survivors, writing that “it seems
imperative to provide cancer survivors with the knowledge,
skills, and motivation to positively influence their health status,
which is commonly referred to as patient empowerment.”
Importantly, Kuijpers et a [27] noted that informational web
programs can maximize their empowering potential if
accompanied with face-to-face support, suggesting that web
portals should not be expected to promote empowerment on
their own. Other authors have identified the empowering
potential of web portals in passing [15], whereas others focus
on the related concept of health literacy. For example, Melholt
et a [32] focused on the capacity of web portals to increase
health literacy [32]. On theterms of this paper, eHealth literacy
is conceived as “the ability to seek, find, understand, and
appraise health information from electronic sources and apply
the knowledge gained to address or solve a health problem”
[32]. In this way, the relationship between health literacy and
patient empowerment can easily be discerned. Tools that
improve a user's understanding of their health, for example,
can be expected to improve outcomes [31,32]. Sources
contemplating health literacy and empowerment in this review
coalesce with the view that web portal s, properly implemented,
may positively contribute to both of these outcomes. Critically,
however, the authors note that web portals must exist within a
supportive health infrastructure, offering reliable and accessible
information to achieve these empowering objectives.

Equity

One possible effect of increased health literacy facilitated by
web resources is the generation of greater equity in access to
care. Several studies alluded to this point, although we did not
find extensive discussion of health equity promotion in the
sample of resources we reviewed. Melchart et a [31], for
example, mentioned the importance of designing web systems
that are attentive to equality of access concerns, noting that
users of a service should be able to depend on receiving
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high-quality and equitable treatment. Similarly, Bostrom et al
[21] described the development of a portal for enhancing
greenspace and improving public health specifically to ensure
more equitable access to recreational opportunities for
underserved populations. Although this study describes aweb
portal significantly different from those with which we are
primarily interested here, it reveal stheimportant role that health
information, collected and processed with the help of web
systems, can play in advancing health equality. However, the
promotion of health equity using web resources is not
straightforward. Marrie et a [29] pointed out that web resource
use is likely to vary substantially across sociodemographic
cohorts. Technology adopters tend to be younger, more highly
educated, wedlthier, and have higher comorbidities. This
generates a serious problem if resource developers intend for
web portals to contribute to the advancements in health equity.
Ensuring that such portals are accessible to everyone is almost
certain to be a perennia challenge, one that is, however,
necessary for achieving overarching objectives in this space,
including patient empowerment and broader access to leading
health research.

Training

Further challenging the implementation of novel web health
resources is the issue of training. Several of the sources we
reviewed detailed the particular training challenges associated
with the devel opment of toolsintended to be used by clinicians,
researchers, patients, and the public. For example, Daset a [24]
emphasi zed the need to ensure that health system personnel feel
adequately prepared to effectively use any new web system.
Maggio et al [28] made a related point, arguing that little is
known about how clinicians access and apply research findings
intheir practice, which hasimportant implicationsfor educators
designing physician training and policymakers considering
public access mandates for research. Moreover, empirical work
suggeststhat training may be asignificant barrier for clinicians
to more broadly pursue the use of novel web resourcesin their
practice. Nordfeldt et al [33] wrote that “lack of access, lack of
time, and lack of opportunities for training [are] examples of
causal factors preventing practitioners from adopting new
technologies” Similarly, researchers accessing web systems
may also require contextualizing resources that contribute to
the effective use of novel tools. Bartonova et a [20], for
example, stressed the importance of training regimes aimed at
facilitating the work of research scientists, especialy when they
are encountering tools that promote interdisciplinary
collaboration. In addition, web resources that bring together
multiple kinds of stakeholders might also require approaches
totraining that include patients or the public. Kuijperset al [27]
noted that the use of web health management resources by
patients or the public ought to be accompanied by sufficient
training and guidanceto ensurethat such systemsare used safely
and as intended by their developers. According to Christensen
et a [23], the development of web portals for certain serious
medical conditions, such asin the mental health context, access
to web resources might sometimes need to be accompanied by
the ability to consult with trained medical professionals who
are able to offer follow-up support and care [23]. Our findings
in this review on training considerations are relatively
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straightforward. Nevertheless, they may have important policy
implications. The literature exhibits a strong consensus on the
view that training systems should be commensurate with the
establishment of novel web portals for health. Such training
will ensure that clinicians, patients, and researchers are able to
use web portals as effectively as possible, thereby maximizing
potential health benefits. As portals continue to be pursued as
ameans to communicate research findings and general health
information among stakeholders, it is critical to develop
adequate strategies for training intended users.
Decision-making

Our review found that of the 22 sources, 10 (45%) discussed
issues related to decision-making. Although this is somewhat
an imprecise consideration, in need of greater specificity, it has
potentially far-reaching legal, ethical, and policy implications
for the use of web portals for heath. We discovered that a
number of studies gave varying degrees of attention to the ways
novel web systems affect clinica and other health-related
decision-making. Web resources may affect patient and public
decision-making about health simply by influencing the
information to which such persons have ready access. Kohler
[26] madethispoint, stating that “informati on accessed through
the internet enables people to make informed decisions about
their lifeand health.” Such resources may al so influence medical
professionals decisions during the course of treatment [27].
Thefact that web resources may affect theway health decisions
are madeis not, by itself, revelatory. It is, indeed, the intended
function of such systems to modulate decision-making,
hopefully for the more effective and efficient allocation of care
resources and for improvementsin individual health. However,
the precise manner in which such decision-making effects are
realized may be critically important. Maggio et a [28] discussed
the possibility, for example, that web portals may be used to
enabl e shared decision-making, in which therapeutic decisions
are reached through dialog between the clinicians and their
(informed) patients. Christensen et a [23] noted that certain
kinds of persons may be morelikely to make medical decisions
based on information found on the web than others. They wrote
that “consumers living with a disability or chronic disease are
more frequent internet users, and more likely to state that they
made health decisions based on information found on the web.”
Bowler et a [22] similarly found that decisions made by teenage
health portal users are often based on socially constructed
content rather content provided by expertsin thefield. Although
portals have important implications for the manner in which
medical decisions are made, they might raise questions about
who makes decisionsin complex health contexts. According to
Das et a [24], portals accessed by clinicians should consider
whether systems are established to ensure adequate decisional
support and interdisciplinary interaction. Where web portals
areused inthe course of clinical decision-making, it isimportant
to ensure that the provided information is supported by
appropriate expertise in the circumstance. Health portal
developers may also be attentive to maintaining a balance
between the aim of empowering individual patients to make
decisionsabout their own health while protecting their capacity
to access high-quality clinical support and expertise. Our
findings suggest that web portas may make medica

https://www.jmir.org/2021/11/e26450

Langet a

decision-making significantly more efficient for numerous
stakeholders, but it is critical to ensure that such decisional
resources are well calibrated to the needs and capacities of the
individuals using them.

Strengthsand Limitations

This review attempts to collect preliminary data concerning
proposals to implement therapeutic portals. This research
encountered 3 important limitations that should be addressed
in future work. First, the search terms employed in this review
may not have been maximally targeted to the phenomenon under
consideration. The reason for this is that the precise area of
research with which we were interested remains relatively
gestational and the terminology surrounding web portals that
incorporate health research and patient perspectives has not yet
been settled. It may also be that anumber of therapeutic portals
under devel opment have not been described in published articles.
This being the case, we hope that it will become increasingly
commonplace for scholars and researchers to publish their
experiences and perspectives on web portal design and
implementation. Second, we did not specifically seek toinclude
gray literature sources in this review. It is highly likely that
some sources on therapeutic portals have been communicated
outside of traditional academic settings. Asour review focused
on articles published in peer-reviewed periodicals, we did not
assess any potentially pertinent gray literature sources. Future
research on this topic should be expanded to include
consideration of published works outside of traditional academic
settings. Third, this review was limited by language and
jurisdiction. Each of the 22 sources we reviewed was published
in English and obtained from the English search databases.
Moreover, most sources were written by scholars working in
North America. These factors likely limited the scope of our
search. Future research should explicitly engage with research
published in languages other than English and by scholarsin a
more diverse set of jurisdictions. Despite these limitations, we
believe that this study provides a useful overview of the
landscape for therapeutic portals, including their specific
potential objectives and legal, ethical, and policy challenges
they arelikely to face.

Conclusions

This paper communicates the findings of a scoping literature
review on the potential development and implementation of
what we have called therapeutic portals, web systems that
facilitate the sharing of health information among researchers,
clinicians, patients, and the public. Such portals differ from
patient portals in several important respects. First, the role of
researchers directly communicating novel findings with
clinicians and the public could be significantly enhanced. This
approach could help promote the growth of precision medicine
as aresponse to complex diseases. The main aim of this study
was to assess the primary legal, ethical, and policy issues
associated with the development and use of web portals that
facilitate information sharing between researchers, clinicians,
patients, and the general public. Our findings indicate that
therapeutic portals are a potentially promising but largely
underexplored area of study. Of the 22 studies reviewed, 8
(36%) contemplated therapeutic portals were defined. The
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portalswe reviewed took avariety of formsand covered arange
of medical issues. The absence of extensive literature on portals
that specifically integrate usesfrom clinical, research, and public
settings indicate that such systems have not been implemented
on alarge scale. We found that developing therapeutic portals
would raise a number of important legal, ethical, and socia
issues, including those surrounding privacy and confidentiality,
patient health literacy, equity, training, and decision-making.
Each of these considerations should be given careful attention
through the implementation of robust policy frameworks for
managing the functions of novel portals, especially those that
are of a form that has not yet been widely adopted. Further
research is critical to better understand the perspectives of
clinicians, researchers, patients, and members of the public on
the contours of possible therapeutic portals. Although web
portals that interface the numerous vital constituents in health
research are, in principle, highly promising, any novel system
must account for the variouslegal, ethical, and social challenges
that they will present.

It is noteworthy that, although several of the papers included
in the final review are several years post publication, those that
more recently entered the literature express concern for the same
kinds of issues and potential concerns. This indicates that the
policy considerations identified here have not yet been fully
addressed in policy development over the last decade. This
underscores the responsibility for developers of the next
generation of web portals to rededicate themselves to the
challenge of implementing web tool s that account for the serious
legal, ethical, and social issuesidentified in this study.
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findings suggest that web portals are already being used to
disseminate research results among clinicians, patients, and the
public. However, much of the ethical and conceptual debate is
framed in terms of the patient portal, a concept that does not
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