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Abstract

Background: In the era of big data, artificial intelligence (AI), and the Internet of Things (IoT), digital data have become
essential for our everyday functioning and in health care services. The sensitive nature of health care data presents several crucial
issues such as privacy, security, interoperability, and reliability that must be addressed in any health care data management system.
However, most of the current health care systems are still facing major obstacles and are lacking in some of these areas. This is
where decentralized, secure, and scalable databases, most notably blockchains, play critical roles in addressing these requirements
without compromising security, thereby attracting considerable interest within the health care community. A blockchain can be
maintained and widely distributed using a large network of nodes, mostly computers, each of which stores a full replica of the
data. A blockchain protocol is a set of predefined rules or procedures that govern how the nodes interact with the network, view,
verify, and add data to the ledger.

Objective: In this article, we aim to explore blockchain technology, its framework, current applications, and integration with
other innovations, as well as opportunities in diverse areas of health care and clinical research, in addition to clarifying its future
impact on the health care ecosystem. We also elucidate 2 case studies to instantiate the potential role of blockchains in health
care.

Methods: To identify related existing work, terms based on Medical Subject Headings were used. We included studies focusing
mainly on health care and clinical research and developed a functional framework for implementation and testing with data. The
literature sources for this systematic review were PubMed, Medline, and the Cochrane library, in addition to a preliminary search
of IEEE Xplore.

Results: The included studies demonstrated multiple framework designs and various implementations in health care including
chronic disease diagnosis, management, monitoring, and evaluation. We found that blockchains exhibit many promising applications
in clinical trial management such as smart-contract application, participant-controlled data access, trustless protocols, and data
validity. Electronic health records (EHRs), patient-centered interoperability, remote patient monitoring, and clinical trial data
management were found to be major areas for blockchain usage, which can become a key catalyst for health care innovations.

Conclusions: The potential benefits of blockchains are limitless; however, concrete data on long-term clinical outcomes based
on blockchains powered and supplemented by AI and IoT are yet to be obtained. Nonetheless, implementing blockchains as a
novel way to integrate EHRs nationwide and manage common clinical problems in an algorithmic fashion has the potential for
improving patient outcomes, health care experiences, as well as the overall health and well-being of individuals.
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Introduction

The blockchain concept was first described 3 decades ago and
was meant to be used as a digital timestamp for documents to
prevent tampering, functioning somewhat like a notary.
However, it did not develop significantly and went largely
unnoticed until the global financial crisis. In 2008, the
blockchain revolution began when Nakamoto pioneered and
crystallized it by releasing his whitepaper [1] followed by his
cryptocurrency called Bitcoin, offered as an open-access
protocol to the public.

Blockchain is considered one of today’s important
ground-breaking technologies. The question is what makes
blockchain so unique and useful.

In simple words, it provides digital trust and transparency,
something that has not only been seriously lacking in the digital
world but is also posing major challenges in an era of increased
dependence on electronic data, along with viewing the shift
toward digitization and substituting other traditional methods
of data storage as a glorified goal. A caveat that needs to be
considered is that many digital health start-ups have failed,
given their inability to convince the investors and users or
because of using older technologies that become outdated by
the time a completely digital health system is established.

The security of digital data, and the fact that it can be
manipulated, tampered with, and purposefully hidden to suit
the parties of interest, can be quite an alarming thought. Security
concerns have led to resistance toward the use of electronic
cloud-based data. However, using blockchain technology can
potentially provide a breakthrough.

We will evaluate cases involving 2 patients in typical yet
different clinical scenarios and then analyze the role of
blockchains in the management of these patients.

Chenoa is an 8-year-old girl from Cheyenne, Wyoming, who
was recently diagnosed with acute lymphoblastic leukemia. Her
parents were farmers and there was no large tertiary care center
in town that could provide treatment for life-threatening cancers
with aggressive chemotherapy. They traveled to Colorado to
obtain specialized care as recommended by their local
hematologist. She received all her initial treatments in Denver,
followed by a stem cell transplant from her elder brother as the
donor after receiving massive radiation and chemotherapy for
the transplant. Moreover, 4 months posttransplant, there was
no evidence of leukemia or rejection (graft-versus-host disease),
and they return to Cheyenne to celebrate their cancer conquest
with the rest of the Cherokee tribe. A month after returning,
Chenoa develops high-grade fever and is diagnosed with an
extremely low white blood cell count along with a relapse of
her leukemia at the local hospital. Immediate transfer to the
transplant center in Colorado is recommended.

Khaled is a 58-year-old retired banker and an ex-smoker who
lives in Dearborn, Michigan, with hypertension, coronary heart
disease, and chronic kidney disease for which he undergoes
hemodialysis thrice a week and is on the renal transplant list
for a transplant. He is divorced and single; however, his
daughter, who lives in Cleveland (Ohio), frequently visits him.
He was recently diagnosed with heart failure; given the
precarious health system and lack of caretakers in Dearborn, he
is temporarily planning to move to his daughter’s house.

The above 2 examples characterize the real-world scenarios
within the United States, a developed country; despite incurring
some of the highest health care costs, the United States has a
disjointed health care system as far as digital health is concerned.
Given the impediments and complexities in the US health care
system, errors and wastage within the health ecosystem can
directly affect patient outcomes like those of Chenoa and
Khaled.

Chenoa’s transfer was delayed given that she became
increasingly unstable, as her infection led to septic shock.
Though intensive care unit (ICU) management was optimum,
and she was receiving multiple antibiotics and vasopressors,
hopes for her stabilization and transfer to Denver were
diminishing. A couple of days prior to hospital admission,
Chenoa was taken to another local hospital because of fever
and flu-like symptoms, where she was given an outpatient
prescription of antihistamines. Though her transplant team had
instructed the parents to telephone them for any issues, this was
a very minor issue, and not entirely unexpectedly, the local
physician in the community did not realize the depth of the
immunosuppressive state that Chenoa exhibited. A week after
highly aggressive treatment in the ICU, Chenoa died of multiple
organ failure due to sepsis.

Khaled’s story had a different twist; his daughter made a hasty
decision to take him to Ohio, but he deteriorated quickly. She
had to take him directly to a large tertiary care center in
Cleveland where the emergency room doctors evaluated and
triaged him appropriately and were relentlessly trying to obtain
medical records from Detroit where Khaled’s doctors were
located. He went into cardiac arrest twice within a few hours
of arrival and cardiopulmonary resuscitation was stopped after
a prolonged effort following discussions with his daughter, as
it seemed futile.

Fortunately, most of the patients in the United States do not
exemplify the above cases; however, similar issues routinely
occur given the lack of trustworthy and secure digital
infrastructure for health care. Many questions arise after the
death of Chenoa and Khaled, the most essential of which is
whether there was a medical error on the side of the individuals
or the health care ecosystem, which led to their fatal demise (
eg, were these deaths preventable?).
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We provide a systematic review of literature on the novel health
care ecosystem focusing on blockchains and then consider the
cases of Chenoa and Khaled based on the current data.

Methods

Literature Search
The authors searched through the literature using the terms
“blockchain” and “healthcare” based on Medical Subject

Headings to identify related existing work. The inclusion criteria
were focused on studies related to health care and clinical
research; a working framework was proposed as well as
implementation and testing with data. Exclusion criteria are
presented in Figure 1.

Figure 1. Systematic review outcome. MeSH: Medical Subject Headings, IEEE: Institute of Electrical and Electronics Engineers.

The literature sources for this systematic review were PubMed,
Medline, and the Cochrane library in addition to a preliminary
search of IEEE Xplore, which had works with a technical focus
rather than a health care outcome focus.

Reviewers created a data extraction sheet and identified the
required data, and 31 full-text studies were critically evaluated;
among these, 9 studies were finally selected, and they are
summarized in Table 1.

First, we provide an overview of the essential elements of
blockchains for readers and then explain the specific
methodology in detail.

Overview of Blockchain Technology
The 3 pillars of blockchain technology that make it a
revolutionary technology are decentralization, transparency,
and immutability. A block is a virtual data storage unit that
holds records, transactions, or other means of data. Each block
is chronologically linked to the previous blocks using
cryptography; once a block is created, it is permanently stored
on the blockchain and cannot be modified or removed, thus
becoming immutable. If one wishes to update a network node,
make another transaction, or add new data, a new block must
be added to the chain; all the previous blocks will still be

unchanged and visible. Another aspect of a blockchain is that
it is a decentralized database using the distributed ledger
technology, which simultaneously stores a full replica of the
data on multiple nodes, unlike most other data management
technologies where data storage is centralized, meaning that it
is stored at a single location, mostly on a single server or
mainframe computer [2].

The immutability of a blockchain is attributed to different
factors; each block has an autogenerated header, which has a
unique identification and a timestamp. The block also has a
hash key, which is the header of the previous block. Therefore,
all blocks are interlocked within their respective blockchains.

Once a verified permissioned node (node C) wants to add new
data or make a transaction, a request is sent to all associated
blockchain nodes to verify that the content of node C’s
blockchain matches the content of all the other nodes (nodes
A, B, etc). In addition to ensuring a complete match of all the
block headers, a unique signature header will be generated for
the new block. The new block is added to the blockchain only
after the approval of the node.

Blockchains may be permissionless (public), permissioned
(private), or sometimes hybrid, as described below. Public
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blockchains allow any user to join, view, and add data to the
ledger, which offers maximal transparency. However, private
blockchains allow only those with access to interact with the
network and are usually controlled and maintained by a single
organization offering superior privacy and scalability compared
to public blockchains. Finally, in consortium-based blockchains,
which are hybrids of the other 2 types, the configuration for
viewing and writing access is determined by a group of
organizations or entities.

Based on this general overview of blockchain technology, we
present the salient features of blockchains, which include
cybersecurity, applications, and various domains associated
with them.

Results

The results of this systematic review alluded to a wide variety
of applications for blockchains and various technical differences
in the methods used to establish a blockchain [3-10]; a summary
is provided in Table 1.

All the studies pertained to electronic health records (EHRs),
clinical trials [6-8], or device integration using Internet of Things
(IoT) [3,5,9,10].

Researchers at the Chinese Institute of Physical Science have
proposed a model called Med-PPPHIS, which combines
permissionless and permissioned blockchains, aiming at a
closed-loop method for chronic disease management; the authors
used Med-PPPHIS for national physique monitoring and
scientific exercise guidance using various self-invented IoT
medical devices such as health parameter assessment tools,
athletic and functional performance assessment devices,
wearable heart rate monitors, and intelligent fitness equipment.
The blockchain was tested by 25 virtual machine simulations
over 500 nodes, with results revealing superior security, higher
data transmission rates, and low latency [3]. Another method
was used by Hylock and Zeng et al, in which they used a
proof-of-concept tool to extensively test all the 16 configurations
of their proposed framework in a variety of scenarios, and they
demonstrated results similar to the above study [4].

The blockchain was integrated with IoT devices for evaluating
and monitoring essential tremor disease; herein, patients were
able to use their smartphones to report their location and activity,
self-evaluate their disease activity, and log aggravating and
relieving factors, in addition to the data from their smartwatches
and multiple air systems, providing a holistic view of their
disease status. The authors concluded that blockchains resulted
in increased efficiency, scalability, decreased cost, and flexibility
in data access management [5]. Other studies have employed

IoT devices and blockchains for patient monitoring [9,10]. They
have created systems that can analyze and manage medical
sensor data as well as send alerts based on patient-customized
threshold values and abnormal patterns using smart contracts
while simultaneously integrating the data into the patients’
EHRs.

The last 3 studies [6-8] focused more on the application of
blockchains in biomedical research and clinical trials providing
proof-of-concept frameworks featuring customized smart
contracts, which allowed for more control over data access
depending on researcher privilege levels and patient-controlled
authorization. Researchers have also incorporated additional
security measures such as biometric verification for physician
access. Additionally, blockchains have been used as a solution
for continuous trial monitoring by clinics, financial sponsors,
and participants.

Blockchains are instrumental in many clinical and research
domains. Therefore, some governments are exploring the option
of having a nationwide blockchain for the EHRs of all their
citizens. Estonia is the first country in the world with a digital
health care ecosystem for EHRs based on blockchain technology
and has provided the world with a model for data integrity and
efficiency. Some other countries are in the process of adopting
blockchains at the macroscopic level to reduce health care waste,
increase efficiency, and ultimately improve outcomes. However,
besides the conventional risks of technological failure,
scalability remains a challenge; for instance, conducting 800
transactions per second for hyperledgers using blockchains to
store continuous telemetry data is not yet practical. Nonetheless,
researchers hope that with the current advances in technology,
specific solutions for storage optimization and redesigning of
blockchain will be available soon [11]. One additional study
[12] evaluated the performance of a blockchain-based online
machine learning tool available on the internet called
ExplorerChain, which uses 3 separate and different data sets
(myocardial infarction, cancer biomarkers, and length of
hospitalization). The study concluded that the performance of
ExplorerChain was as good as the central server–based
algorithm while providing the benefits of a distributed model.
Nevertheless, the tradeoff with some of those benefits was the
cost of efficiency. However, with the rise of supercomputers,
the costs associated with running a blockchain are likely to
decrease over time.

Let us return to the unfortunate cases of Khaled and Chenoa.
Imagine that they lived in a digitalized nation (ie, a smart
country as opposed to a smart city), where all the EHRs were
on a private or a consortium-based blockchain.
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Table 1. Summary of data extraction results.

Method (blockchain

interface and IoTa de-
vice)

FeaturesImplementationPlatform or modelTitleReference

Web portal and most-
ly self-developed
medical IoT devices
such as health sign
monitoring equip-
ment, heart rate moni-
tor, and intelligent fit-
ness equipment

Chronic disease manage-
ment target; scientific and
personalized exercise pre-
scriptions (electronic pre-
scriptions), providing users
with safe, effective, and
private scientific health
guidance for the manage-
ment of chronic diseases

Chronic disease
management:
physique monitoring

Med-PPPHIS and Med-
DLattice blockchain

Med-PPPHIS: blockchain-
based personal healthcare in-
formation system for national
physique monitoring and sci-
entific exercise guiding

Zhou et al [3]

Web portalSmart contracts, proxy re-
encryption, revocable ac-
cess, and patient-centered
framework

Patient-centered
blockchain frame-
work

HealthChainA blockchain framework for
patient-centered health
records and exchange
(HealthChain): evaluation and
proof-of-concept study

Hylock and
Zeng [4]

App; wearable de-
vices (Pebble smart-
watch) and stationary
air quality sensors

App allowing users to re-
port their location, activity,
and tremor level; self-
evaluation of the disease
and other factors related to
the disease, such as medi-
cation and alcohol con-
sumption

Remote diagnosis of
essential tremor dis-
ease

IOTA tangleAccelerating health data shar-
ing: a solution based on the
Internet of Things and dis-
tributed ledger technologies

Zheng et al [5]

Web portalPrivate blockchain, smart
contracts, biometric verifi-
cation of physicians, and
patient-controlled data ac-
cess

Patient-reported out-
comes for trials;

EHRb sharing

Applying blockchain technol-
ogy for health information
exchange and persistent mon-
itoring for clinical trials

Zhuang et al
[6]

iPhone (iOS) appSmart contracts, public
code for app recreation,
and geolocation sharing

Biomedical researchOasis Devnet/EthereumBuilding a secure biomedical
data sharing decentralized app
(DApp): tutorial

Johnson et al
[7]

Web appSmart contracts and medi-
ated data access based on
patient-granted permis-
sions

Clinical trialsBlockTrial/ Ethereum
protocol

Using blockchain technology
to manage clinical trials data:
a proof-of-concept study

Maslove et al
[8]

App; pulse oximetry
device, body tempera-
ture sensor, and room
temperature sensor

Smart contracts, off-chain
storage, and Ethereum-
based system users includ-
ing patients, doctors, phar-
macists, and insurance
companies

Remote patient
monitoring

DApp/Ethereum protocolProof of concept of scalable
integration of Internet of
Things and blockchain in
healthcare

Satamraju and
Malarkodi [9]

App; medical IoT de-
vices

Smart contracts, custom
threshold values for alerts,
Oracle (master device to
control smart contacts),
and integration with EHRs

Automated patient
monitoring

DApp /Ethereum proto-
col

Healthcare blockchain system
using smart contracts for se-
cure automated remote patient
monitoring

Griggs et al
[10]

Distributed servers
using internet-based
machine learning

iDASH private

HIPAAc-compliant com-
puting environment net-
work; applied on 3 differ-
ent data sets including my-
ocardial infarction, cancer
biomarkers, and length of
hospitalization

Blockchain com-
bined with artificial
intelligence for
health care and ge-
nomics; predictive
model training

ExplorerChainExpectation propagation logis-
tic regression on permissioned
blockchain (ExplorerChain):
decentralized online health-
care/genomics predictive
model learning

Kuo et al [11]

aIoT: Internet of Things.
bEHR: electronic health record.
cHIPAA: The Health Insurance Portability and Accountability Act of 1996.
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Discussion

Cybersecurity
EHRs play a vital role in providing smooth, safe, and efficient
health care delivery. As many countries do not currently possess
a unified health care system, data sharing and interoperability
(in a secure manner) become essential for providing patients
with the best care. However, this has been a major issue in
current health care management systems. Data are one of the
most valuable commodities; since the increased reliance on
digital systems, cybercriminals have adjusted their methods
owing to huge financial incentives, especially through selling
the identifying data of people. Thus, medical records are
currently worth more than social security numbers on the black
market, as they include the date of birth, home addresses, contact
data, health data, and other sensitive data. EHR data can be
employed for various criminal activities like identity frauds,
insurance frauds, phishing, and ransomware, leaving the patients
compromised and susceptible to harm [13]. Cyberattacks on
hospital systems have increased worldwide in the past decade;
such attacks not only impede health care delivery and cause
financial losses but also affect patients' trust in medical providers
[13,14].

In 2018, a cyberattack on SingHealth (Singapore Health
Services) compromised the records of 1.5 million patients [15];
it is considered one of the biggest data breaches in Singapore
and worldwide. It has stirred considerable controversy about
the security of patients’ data and the reasons behind not
implementing any significant measures for changing the EHR
data systems. Compared to the conventional methods of EHR
storage, a blockchain is a potentially secure and an immutable
method for data storage and management owing to its
decentralized nature. This means that the latest version of the
chain is replicated, sent, and widely distributed in a huge
network of nodes; there are no weak links for hackers to breach.
Each block has a key of its own, in addition to having the hash
key of the previous block. Once a transaction request has been
made by a user, the blockchain protocol requests the network
nodes to verify the validity of the entire blockchain content.
This in turn means that unless the networks nodes verify that
the current version of the chain is identical to theirs and approve
the transaction, it cannot be added to the chain [16,17].

Furthermore, the transaction validation uses cryptominers, which
are nodes that possess specialized hardware and software
capable of solving energy-intensive cryptographic puzzles. It
would be extremely difficult for someone to gather enough
computing power to hack the blockchain database by altering
the ledgers. The larger the blockchain, the more distributed it
is, the more enormous is the computing power required for
hacking, and the more secure it becomes [16,17].

Finally, digital signatures are employed to verify the identity
of those who wish to access or add data to the blockchain.
Additional features such as hardware security modules (HSMs)
can be added as an additional layer to further enhance the
protection of the patients’data. HSMs are specialized hardware
devices that are used to guard highly sensitive data. An HSM
acts as a trusted network node that performs several
cryptographic processes such as key generation and
management, as well as encryption and decryption of digital
signatures. HSMs are usually placed in a secure physical
location and cannot be accessed, thereby making them highly
tamper-resistant systems [18].

Applications and Domains of Use in Health Care
Blockchain technology has thrived in many industries ranging
from banking to supply chain management. It is predicted to
have a major impact on the health care industry. According to
the forecast report for 2018 to 2023 provided by Market
Research Future, the global blockchain market is predicted to
expand exponentially.

Fundamentally, from a patient’s perspective, the potential role
of a blockchain in developing a patient’s personal health record
could be significant. The patient-facing applications of this
technology would benefit from one window and one operating
system for the personal health records, out-of-pocket costs,
covered versus uncovered services, clinical trial searches,
consenting for clinical trials, and “omics” data interpretation.

The review focuses on 5 main areas in which most health
care–related implementations fall under remote patient
monitoring (including IoT devices), EHRs, patient-centered
interoperability, clinical trial data management, and
monetization, as shown in Table 2 and Figure 2. The potential
application areas of blockchain technology in health care are
depicted in Figure 3.
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Table 2. Areas of blockchain implementation.

Blockchain technology featuresApplication area

Electronic health record management • Patient-reported outcomes
• Consent

Patient-centered interoperability • DNRa orders
• Instantaneous data access and interoperability

Remote patient monitoring • Patient-mediated and controlled record access
• IOTb-enabled monitoring of vital signs, glucose, and other parameters
• Disease surveillance and outbreak management

Clinical trial data management • Increased RCTc data transparency and quality
• IOT-generated clinical research data
• Smart contracts applying data specifications and incentives

Monetization • Revenue cycle management
• Clinical trial budgets

aDNR: do not resuscitate.
bIoT: Internet of Things.
cRCT: randomized control trial.

Figure 2. Illustration of blockchain usage in health care.
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Figure 3. Areas of Blockchain utilization in healthcare.

The IoT Concept, Blockchain, and Clinical Trials
The integration of blockchains with other technologies such as
artificial intelligence (AI), IoT, and big data management can
be highly effective and act as a catalyst for innovation and
increased efficiency, which is invaluable for the interpretation
and management of data.

IoT refers to a world where people, things, and devices are all
connected through the internet, allowing them to collect and
exchange data seamlessly over the network. From coffee
machines, wearable devices, and sensors to home security
systems, IoT will likely change the way people live because 5G
wireless technology (with high bandwidth and low latency) is
becoming readily available. All the data streamed over the
network can interlock without the need for human interactions.
Future smart cities are based on IoT devices and applications.
Additionally, it has been gaining considerable attention from
stakeholders, investors, and various organizations owing to its
unlimited application possibilities [19-21].

Data from sensors and wearable devices can revolutionize the
way health care is viewed and delivered, especially in an era of
patient-centered care, precision medicine, and individualized
health care delivery. IoT can transform the approach to health
care and take patient-centered care to a new level, where people
can take charge of their health, providing patients and physicians
with invaluable continuous real-time data about the
physiological state and well-being of patients, ranging from
data such as the heart rate, temperature, or sleeping habits to

biochemical marker measurements in biofluids through various
biosensor technologies, as well as sending alerts when certain
thresholds are crossed or abnormal patterns are detected [22-27].

Using IoT technology in conjunction with blockchain technology
can maximize its efficacy and potential uses. The massive
amounts of various data streamed through different IoT devices
can be used to collect large amounts of invaluable data for
researchers to analyze and interpret. It could also be useful for
data-hungry AI technology companies, public health
surveillance, monitoring of disease outbreaks (eg, for monitoring
COVID-19), epidemiology, and patient-oriented outcomes
[28-33].

AI has been one of the key catalysts in health care innovation;
for instance, researchers at the Massachusetts Institute of
Technology made a ground-breaking discovery of a new
antibiotic using AI technology through a trained deep learning
model that was able to produce a powerful wide-spectrum
antibiotic called Halicin [34]. However, one of the most critical
shortcomings of AI and a crucial component for achieving
revolutionary benefits is the requirement of tons of data for
training its models to produce accurate and useful outputs. The
combination of AI, IoT, and blockchain technologies can be
powerful, where IoT devices provide the data (input),
blockchains facilitate their transmission to various machine
learning, and deep learning models can translate these data into
extremely useful outputs. Some of the newer developments in
machine learning are significantly driving blockchains to be
better integrated with AI in the health care field. This enables
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improvements in the security, privacy, functionality, and
operational aspects of blockchain technology for health care
applications [12,35,36].

Clinical Scenarios, Potential Applications, and
Conclusions
If Chenoa had IoT devices that could monitor her vital signs
(particularly temperature) 24/7 and the information was
transmitted live via a blockchain to live monitors powered by
machine learning algorithms, then her temperature fluctuations
and trends would have prompted a return to the transplant center
much sooner. Although research on nanotechnology and
IoT-based sensors for detecting cancers (or relapses) is in its
infancy, IoT devices for monitoring vital signs have already
proved their effectiveness in monitoring patient physiology.
Moreover, if Chenoa’s EHR was available to all the treating
clinicians across the country via a blockchain, it may have
triggered a sense of urgency in the local physician treating her.

For Khaled, having his EHR not readily available to a treating
emergency room physician is perhaps a classic example of a

disjointed medical ecosystem. If there are IoT devices detecting
potassium, oxygen, and vital signs in a heart failure patient,
they could be instrumental in saving the lives of many patients
with heart and kidney diseases. Moreover, having a living will
and information on the power of attorney on a blockchain could
be very helpful in certain end-of-life cases as well. Finally, for
the hundreds of thousands of patients participating in clinical
trials, informed consent on a blockchain could be very beneficial
for the trial sponsors, ethics boards (eg, institutional review
boards), and patient care providers.

Thus, the potential benefits of blockchains are limitless;
however, concrete data on long-term clinical outcomes based
on blockchains powered and supplemented by AI and IoT are
yet to be achieved. Nonetheless, the implementation of
blockchains as a novel way to integrate EHRs nationwide and
manage common clinical problems in an algorithmic fashion
has the potential of saving thousands of lives like those of
Chenoa and Khaled.

Conflicts of Interest
None declared.

References

1. Nakamoto S. Bitcoin: a peer-to-peer electronic cash system. Decentralized Business Review. 2008. URL: http://bitcoin.
org/bitcoin.pdf [accessed 2020-03-03]

2. Hoy MB. An introduction to the blockchain and its implications for libraries and medicine. Med Ref Serv Q 2017
Jul;36(3):273-279. [doi: 10.1080/02763869.2017.1332261] [Medline: 28714815]

3. Zhou T, Li X, Zhao H. Med-PPPHIS: blockchain-based personal healthcare information system for national physique
monitoring and Scientific Exercise Guiding. J Med Syst 2019 Aug;43(9):305. [doi: 10.1007/s10916-019-1430-2] [Medline:
31410583]

4. Hylock RH, Zeng X. A blockchain framework for patient-centered health records and exchange (HealthChain): evaluation
and proof-of-concept study. J Med Internet Res 2019 Aug;21(8):e13592 [FREE Full text] [doi: 10.2196/13592] [Medline:
31471959]

5. Zheng X, Sun S, Mukkamala RR, Vatrapu R, Ordieres-Meré J. Accelerating health Data sharing: a solution based on the
Internet of Things and distributed ledger technologies. J Med Internet Res 2019 Jun;21(6):e13583 [FREE Full text] [doi:
10.2196/13583] [Medline: 31172963]

6. Zhuang Y, Sheets L, Shae Z, Tsai JJP, Shyu C. Applying blockchain technology for health information exchange and
persistent monitoring for clinical trials. In: AMIA Annu Symp Proc. 2018 Presented at: AMIA Annual Symposium;
November 3-7, 2018; San Jose, CA, United States p. 1167-1175.

7. Johnson M, Jones M, Shervey M, Dudley JT, Zimmerman N. Building a secure biomedical data sharing decentralized app
(DApp): tutorial. J Med Internet Res 2019 Oct;21(10):e13601 [FREE Full text] [doi: 10.2196/13601] [Medline: 31647475]

8. Maslove DM, Klein J, Brohman K, Martin P. Using blockchain technology to manage clinical trials data: a proof-of-concept
study. JMIR Med Inform 2018 Dec;6(4):e11949 [FREE Full text] [doi: 10.2196/11949] [Medline: 30578196]

9. Satamraju KP, Malarkodi B. Proof of concept of scalable integration of Internet of Things and blockchain in healthcare.
Sensors (Basel) 2020 Mar;20(5):1389 [FREE Full text] [doi: 10.3390/s20051389] [Medline: 32138380]

10. Griggs KN, Ossipova O, Kohlios CP, Baccarini AN, Howson EA, Hayajneh T. Healthcare blockchain system using smart
contracts for secure automated remote patient monitoring. J Med Syst 2018 Jun;42(7):130. [doi: 10.1007/s10916-018-0982-x]
[Medline: 29876661]

11. Kuo T, Kim H, Ohno-Machado L. Blockchain distributed ledger technologies for biomedical and health care applications.
J Am Med Inform Assoc 2017 Nov;24(6):1211-1220 [FREE Full text] [doi: 10.1093/jamia/ocx068] [Medline: 29016974]

12. Kuo T, Gabriel R, Cidambi K, Ohno-Machado L. Expectation propagation logistic regression on permissioned blockchain
(ExplorerChain): decentralized online healthcare/genomics predictive model learning. J Am Med Inform Assoc 2020
May;27(5):747-756 [FREE Full text] [doi: 10.1093/jamia/ocaa023] [Medline: 32364235]

13. Luna R, Rhine E, Myhra M, Sullivan R, Kruse CS. Cyber threats to health information systems: a systematic review.
Technol Health Care 2016 Jan;24(1):1-9 [FREE Full text] [doi: 10.3233/THC-151102] [Medline: 26578272]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e19846 | p. 9https://www.jmir.org/2021/11/e19846
(page number not for citation purposes)

Fatoum et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://bitcoin.org/bitcoin.pdf
http://bitcoin.org/bitcoin.pdf
http://dx.doi.org/10.1080/02763869.2017.1332261
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28714815&dopt=Abstract
http://dx.doi.org/10.1007/s10916-019-1430-2
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31410583&dopt=Abstract
https://www.jmir.org/2019/8/e13592/
http://dx.doi.org/10.2196/13592
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31471959&dopt=Abstract
https://www.jmir.org/2019/6/e13583/
http://dx.doi.org/10.2196/13583
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31172963&dopt=Abstract
https://www.jmir.org/2019/10/e13601/
http://dx.doi.org/10.2196/13601
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31647475&dopt=Abstract
https://medinform.jmir.org/2018/4/e11949/
http://dx.doi.org/10.2196/11949
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30578196&dopt=Abstract
https://www.mdpi.com/resolver?pii=s20051389
http://dx.doi.org/10.3390/s20051389
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32138380&dopt=Abstract
http://dx.doi.org/10.1007/s10916-018-0982-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29876661&dopt=Abstract
http://europepmc.org/abstract/MED/29016974
http://dx.doi.org/10.1093/jamia/ocx068
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29016974&dopt=Abstract
http://europepmc.org/abstract/MED/32364235
http://dx.doi.org/10.1093/jamia/ocaa023
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32364235&dopt=Abstract
http://libproxy.txstate.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=edswsc&AN=000370177500001&site=eds-live&scope=site
http://dx.doi.org/10.3233/THC-151102
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26578272&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


14. Argaw ST, Bempong N, Eshaya-Chauvin B, Flahault A. The state of research on cyberattacks against hospitals and available
best practice recommendations: a scoping review. BMC Med Inform Decis Mak 2019 Jan 11;19(1):10 [FREE Full text]
[doi: 10.1186/s12911-018-0724-5] [Medline: 30634962]

15. Tham I. Personal info of 1.5m SingHealth patients, including PM Lee, stolen in Singapore's worst cyber attack. The Straits
Times. 2018. URL: https://www.straitstimes.com/singapore/
personal-info-of-15m-singhealth-patients-including-pm-lee-stolen-in-singapores-most [accessed 2018-07-20]

16. Alam Khan F, Asif M, Ahmad A, Alharbi M, Aljuaid H. Blockchain technology, improvement suggestions, security
challenges on smart grid and its application in healthcare for sustainable development. Sustain Cities Soc 2020 Apr;55:102018.
[doi: 10.1016/j.scs.2020.102018]

17. Sultana M, Hossain A, Laila F, Taher KA, Islam MN. Towards developing a secure medical image sharing system based
on zero trust principles and blockchain technology. BMC Med Inform Decis Mak 2020 Oct;20(1):256 [FREE Full text]
[doi: 10.1186/s12911-020-01275-y] [Medline: 33028318]

18. Boireau O. Securing the blockchain against hackers. Network Security 2018 Jan;2018(1):8-11. [doi:
10.1016/s1353-4858(18)30006-0]

19. Kamel BMN, Al-Shorbaji NM. On the Internet of Things, smart cities and the WHO healthy cities. Int J Health Geogr 2014
Mar;13:10 [FREE Full text] [doi: 10.1186/1476-072X-13-10] [Medline: 24669838]

20. Lynggaard P, Skouby KE. Complex IoT systems as enablers for smart homes in a smart city vision. Sensors (Basel) 2016
Nov;16(11):1840 [FREE Full text] [doi: 10.3390/s16111840] [Medline: 27827851]

21. Cirillo F, Wu F, Solmaz G, Kovacs E. Embracing the future Internet of Things. Sensors (Basel) 2019 Jan;19(2):351 [FREE
Full text] [doi: 10.3390/s19020351] [Medline: 30654571]

22. Dimitrov DV. Medical Internet of Things and big data in healthcare. Healthc Inform Res 2016 Jul;22(3):156-163 [FREE
Full text] [doi: 10.4258/hir.2016.22.3.156] [Medline: 27525156]

23. Chen HS, Jarrell JT, Carpenter KA, Cohen DS, Huang X. Blockchain in healthcare: a patient-centered model. Biomed J
Sci Tech Res 2019 Aug;20(3):15017-15022 [FREE Full text] [Medline: 31565696]

24. Kamel Boulos MN, Wilson JT, Clauson KA. Geospatial blockchain: promises, challenges, and scenarios in health and
healthcare. Int J Health Geogr 2018 Jul;17(1):25 [FREE Full text] [doi: 10.1186/s12942-018-0144-x] [Medline: 29973196]

25. Kang M, Park E, Cho BH, Lee K. Recent patient health monitoring platforms incorporating Internet of Things-enabled
smart devices. Int Neurourol J 2018 Jul;22(Suppl 2):S76-S82 [FREE Full text] [doi: 10.5213/inj.1836144.072] [Medline:
30068069]

26. Yang Z, Zhou Q, Lei L, Zheng K, Xiang W. An IoT-cloud based wearable ECG monitoring system for smart healthcare.
J Med Syst 2016 Dec;40(12):286. [doi: 10.1007/s10916-016-0644-9] [Medline: 27796840]

27. Coulby G, Clear A, Jones O, Young F, Stuart S, Godfrey A. Towards remote healthcare monitoring using accessible IoT
technology: state-of-the-art, insights and experimental design. Biomed Eng Online 2020 Oct;19(1):80 [FREE Full text]
[doi: 10.1186/s12938-020-00825-9] [Medline: 33126878]

28. Bhattacharya S, Singh A, Hossain MM. Strengthening public health surveillance through blockchain technology. AIMS
Public Health 2019 Sep;6(3):326-333 [FREE Full text] [doi: 10.3934/publichealth.2019.3.326] [Medline: 31637281]

29. Singh RP, Javaid M, Haleem A, Suman R. Internet of things (IoT) applications to fight against COVID-19 pandemic.
Diabetes Metab Syndr 2020 Jul;14(4):521-524 [FREE Full text] [doi: 10.1016/j.dsx.2020.04.041] [Medline: 32388333]

30. Panarello A, Tapas N, Merlino G, Longo F, Puliafito A. Blockchain and IoT integration: a systematic survey. Sensors
(Basel) 2018 Aug;18(8):2575 [FREE Full text] [doi: 10.3390/s18082575] [Medline: 30082633]

31. Dwivedi AD, Srivastava G, Dhar S, Singh R. A decentralized privacy-preserving healthcare blockchain for IoT. Sensors
(Basel) 2019 Jan;19(2):326 [FREE Full text] [doi: 10.3390/s19020326] [Medline: 30650612]

32. Madanian S, Parry D. IoT, cloud computing and big data: integrated framework for healthcare in disasters. Stud Health
Technol Inform 2019 Aug;264:998-1002. [doi: 10.3233/SHTI190374] [Medline: 31438074]

33. Catherwood PA, Steele D, Little M, Mccomb S, Mclaughlin J. A community-based IoT personalized wireless healthcare
solution trial. IEEE J Transl Eng Health Med 2018 May;6:1-13 [FREE Full text] [doi: 10.1109/JTEHM.2018.2822302]
[Medline: 29888145]

34. Stokes J, Yang K, Swanson K, Jin W, Cubillos-Ruiz A, Donghia NM, et al. A deep Learning approach to antibiotic discovery.
Cell 2020 Feb;180(4):688-702.e13 [FREE Full text] [doi: 10.1016/j.cell.2020.01.021] [Medline: 32084340]

35. Chen X, Ji J, Luo C, Liao W, Li P. When machine learning meets blockchain: decentralized, privacy-preserving secure
design. United States: IEEE; 2018 Presented at: IEEE International Conference on Big Data (Big Data); Decembe 10-13,
2018; Seattle, WA, United States p. 1178-1187. [doi: 10.1109/bigdata.2018.8622598]

36. Li Z, Liu J, Hao J, Wang H, Xian M. CrowdSFL: a secure crowd computing framework based on blockchain and federated
learning. Electronics 2020 May;9(5):773. [doi: 10.3390/electronics9050773]

Abbreviations
AI: artificial intelligence
EHR: electronic health record

J Med Internet Res 2021 | vol. 23 | iss. 11 | e19846 | p. 10https://www.jmir.org/2021/11/e19846
(page number not for citation purposes)

Fatoum et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-018-0724-5
http://dx.doi.org/10.1186/s12911-018-0724-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30634962&dopt=Abstract
https://www.straitstimes.com/singapore/personal-info-of-15m-singhealth-patients-including-pm-lee-stolen-in-singapores-most
https://www.straitstimes.com/singapore/personal-info-of-15m-singhealth-patients-including-pm-lee-stolen-in-singapores-most
http://dx.doi.org/10.1016/j.scs.2020.102018
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-020-01275-y
http://dx.doi.org/10.1186/s12911-020-01275-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33028318&dopt=Abstract
http://dx.doi.org/10.1016/s1353-4858(18)30006-0
http://www.ij-healthgeographics.com/content/13/1/0
http://dx.doi.org/10.1186/1476-072X-13-10
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24669838&dopt=Abstract
https://www.mdpi.com/resolver?pii=s16111840
http://dx.doi.org/10.3390/s16111840
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27827851&dopt=Abstract
https://www.mdpi.com/resolver?pii=s19020351
https://www.mdpi.com/resolver?pii=s19020351
http://dx.doi.org/10.3390/s19020351
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30654571&dopt=Abstract
https://www.e-hir.org/DOIx.php?id=10.4258/hir.2016.22.3.156
https://www.e-hir.org/DOIx.php?id=10.4258/hir.2016.22.3.156
http://dx.doi.org/10.4258/hir.2016.22.3.156
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27525156&dopt=Abstract
http://europepmc.org/abstract/MED/31565696
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31565696&dopt=Abstract
https://ij-healthgeographics.biomedcentral.com/articles/10.1186/s12942-018-0144-x
http://dx.doi.org/10.1186/s12942-018-0144-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29973196&dopt=Abstract
https://dx.doi.org/10.5213/inj.1836144.072
http://dx.doi.org/10.5213/inj.1836144.072
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30068069&dopt=Abstract
http://dx.doi.org/10.1007/s10916-016-0644-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27796840&dopt=Abstract
https://biomedical-engineering-online.biomedcentral.com/articles/10.1186/s12938-020-00825-9
http://dx.doi.org/10.1186/s12938-020-00825-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33126878&dopt=Abstract
http://europepmc.org/abstract/MED/31637281
http://dx.doi.org/10.3934/publichealth.2019.3.326
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31637281&dopt=Abstract
http://europepmc.org/abstract/MED/32388333
http://dx.doi.org/10.1016/j.dsx.2020.04.041
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32388333&dopt=Abstract
http://www.mdpi.com/resolver?pii=s18082575
http://dx.doi.org/10.3390/s18082575
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30082633&dopt=Abstract
http://www.mdpi.com/resolver?pii=s19020326
http://dx.doi.org/10.3390/s19020326
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30650612&dopt=Abstract
http://dx.doi.org/10.3233/SHTI190374
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31438074&dopt=Abstract
http://europepmc.org/abstract/MED/29888145
http://dx.doi.org/10.1109/JTEHM.2018.2822302
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29888145&dopt=Abstract
https://linkinghub.elsevier.com/retrieve/pii/S0092-8674(20)30102-1
http://dx.doi.org/10.1016/j.cell.2020.01.021
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32084340&dopt=Abstract
http://dx.doi.org/10.1109/bigdata.2018.8622598
http://dx.doi.org/10.3390/electronics9050773
http://www.w3.org/Style/XSL
http://www.renderx.com/


HSMs: hardware security modules
IoT: Internet of Things

Edited by G Eysenbach; submitted 04.05.20; peer-reviewed by M Beg, C Reis, TT Kuo; comments to author 26.10.20; revised version
received 20.01.21; accepted 03.04.21; published 02.11.21

Please cite as:
Fatoum H, Hanna S, Halamka JD, Sicker DC, Spangenberg P, Hashmi SK
Blockchain Integration With Digital Technology and the Future of Health Care Ecosystems: Systematic Review
J Med Internet Res 2021;23(11):e19846
URL: https://www.jmir.org/2021/11/e19846
doi: 10.2196/19846
PMID:

©Hanaa Fatoum, Sam Hanna, John D Halamka, Douglas C Sicker, Peter Spangenberg, Shahrukh K Hashmi. Originally published
in the Journal of Medical Internet Research (https://www.jmir.org), 02.11.2021. This is an open-access article distributed under
the terms of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted
use, distribution, and reproduction in any medium, provided the original work, first published in the Journal of Medical Internet
Research, is properly cited. The complete bibliographic information, a link to the original publication on https://www.jmir.org/,
as well as this copyright and license information must be included.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e19846 | p. 11https://www.jmir.org/2021/11/e19846
(page number not for citation purposes)

Fatoum et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://www.jmir.org/2021/11/e19846
http://dx.doi.org/10.2196/19846
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

