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Abstract

Background: In the era of big data, artificial intelligence (Al), and the Internet of Things (10T), digital data have become
essential for our everyday functioning and in health care services. The sensitive nature of health care data presents several crucial
issues such as privacy, security, interoperability, and reliability that must be addressed in any health care data management system.
However, most of the current health care systems are still facing major obstacles and are lacking in some of these areas. Thisis
where decentralized, secure, and scal able databases, most notably blockchains, play critical rolesin addressing these requirements
without compromising security, thereby attracting considerable interest within the health care community. A blockchain can be
maintained and widely distributed using a large network of nodes, mostly computers, each of which stores afull replica of the
data. A blockchain protocol is aset of predefined rules or procedures that govern how the nodes interact with the network, view,
verify, and add data to the ledger.

Objective: Inthisarticle, we aim to explore blockchain technology, its framework, current applications, and integration with
other innovations, aswell as opportunitiesin diverse areas of health care and clinical research, in addition to clarifying its future
impact on the health care ecosystem. We also elucidate 2 case studies to instantiate the potentia role of blockchainsin health
care.

Methods: To identify related existing work, terms based on Medical Subject Headings were used. We included studies focusing
mainly on health care and clinical research and developed a functional framework for implementation and testing with data. The
literature sources for this systematic review were PubMed, Medline, and the Cochranelibrary, in addition to apreliminary search
of IEEE Xplore.

Results:  Theincluded studies demonstrated multiple framework designs and various implementations in health care including
chronic disease diagnosi s, management, monitoring, and eval uation. We found that blockchai ns exhibit many promising applications
in clinical trial management such as smart-contract application, participant-controlled data access, trustless protocols, and data
validity. Electronic health records (EHRS), patient-centered interoperability, remote patient monitoring, and clinical trial data
management were found to be mgjor areas for blockchain usage, which can become a key catalyst for health care innovations.

Conclusions: The potential benefits of blockchains are limitless; however, concrete data on long-term clinical outcomes based
on blockchains powered and supplemented by Al and |oT are yet to be obtained. Nonetheless, implementing blockchains as a
novel way to integrate EHRS nationwide and manage common clinical problems in an algorithmic fashion has the potential for
improving patient outcomes, health care experiences, as well as the overall health and well-being of individuals.
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Introduction

The blockchain concept was first described 3 decades ago and
was meant to be used as a digital timestamp for documents to
prevent tampering, functioning somewhat like a notary.
However, it did not develop significantly and went largely
unnoticed until the global financial crisis. In 2008, the
blockchain revolution began when Nakamoto pioneered and
crystallized it by releasing his whitepaper [1] followed by his
cryptocurrency called Bitcoin, offered as an open-access
protocol to the public.

Blockchain is considered one of today’s important
ground-breaking technologies. The question is what makes
blockchain so unique and useful.

In simple words, it provides digital trust and transparency,
something that has not only been seriously lacking inthedigital
world but is also posing major challengesin an era of increased
dependence on electronic data, along with viewing the shift
toward digitization and substituting other traditional methods
of data storage as a glorified goal. A cavesat that needs to be
considered is that many digital health start-ups have failed,
given their inability to convince the investors and users or
because of using older technologies that become outdated by
the time a compl etely digital health system is established.

The security of digital data, and the fact that it can be
manipulated, tampered with, and purposefully hidden to suit
the parties of interest, can be quite an alarming thought. Security
concerns have led to resistance toward the use of electronic
cloud-based data. However, using blockchain technology can
potentially provide a breakthrough.

We will evaluate cases involving 2 patients in typical yet
different clinical scenarios and then analyze the role of
blockchains in the management of these patients.

Chenoa is an 8-year-old girl from Cheyenne, Wyoming, who
was recently diagnosed with acute lymphoblastic leukemia. Her
parents were farmers and there was no large tertiary care center
intown that could providetreatment for life-threatening cancers
with aggressive chemotherapy. They traveled to Colorado to
obtain specialized care as recommended by their local
hematologist. She received all her initial treatmentsin Denver,
followed by a stem cell transplant from her elder brother asthe
donor after receiving massive radiation and chemotherapy for
the transplant. Moreover, 4 months posttransplant, there was
no evidence of leukemiaor rejection (graft-versus-host disease),
and they return to Cheyenne to celebrate their cancer conquest
with the rest of the Cherokee tribe. A month after returning,
Chenoa develops high-grade fever and is diagnosed with an
extremely low white blood cell count along with a relapse of
her leukemia at the local hospital. Immediate transfer to the
transplant center in Colorado is recommended.

https://www.jmir.org/2021/11/e19846

Khaled is a 58-year-old retired banker and an ex-smoker who
livesin Dearborn, Michigan, with hypertension, coronary heart
disease, and chronic kidney disease for which he undergoes
hemodialysis thrice a week and is on the renal transplant list
for a transplant. He is divorced and single; however, his
daughter, who livesin Cleveland (Ohio), frequently visits him.
He was recently diagnosed with heart failure; given the
precarious health system and lack of caretakersin Dearborn, he
is temporarily planning to move to his daughter’s house.

The above 2 examples characterize the real-world scenarios
within the United States, a devel oped country; despite incurring
some of the highest health care costs, the United States has a
digointed health care system asfar asdigital healthis concerned.
Given the impediments and complexitiesin the US health care
system, errors and wastage within the health ecosystem can
directly affect patient outcomes like those of Chenoa and
Khaled.

Chenoa's transfer was delayed given that she became
increasingly unstable, as her infection led to septic shock.
Though intensive care unit (ICU) management was optimum,
and she was receiving multiple antibiotics and vasopressors,
hopes for her stabilization and transfer to Denver were
diminishing. A couple of days prior to hospital admission,
Chenoa was taken to another local hospital because of fever
and flu-like symptoms, where she was given an outpatient
prescription of antihistamines. Though her transplant team had
instructed the parentsto telephone them for any issues, thiswas
a very minor issue, and not entirely unexpectedly, the local
physician in the community did not realize the depth of the
immunosuppressive state that Chenoa exhibited. A week after
highly aggressive treatment in the |CU, Chenoadied of multiple
organ failure due to sepsis.

Khaled's story had a different twist; his daughter made a hasty
decision to take him to Ohio, but he deteriorated quickly. She
had to take him directly to a large tertiary care center in
Cleveland where the emergency room doctors evaluated and
triaged him appropriately and were relentlessly trying to obtain
medical records from Detroit where Khaled's doctors were
located. He went into cardiac arrest twice within a few hours
of arrival and cardiopulmonary resuscitation was stopped after
aprolonged effort following discussions with his daughter, as
it seemed futile.

Fortunately, most of the patients in the United States do not
exemplify the above cases; however, similar issues routinely
occur given the lack of trustworthy and secure digital
infrastructure for health care. Many questions arise after the
death of Chenoa and Khaled, the most essential of which is
whether therewasamedical error on the side of theindividuals
or the health care ecosystem, which led to their fatal demise (
eg, were these deaths preventable?).
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We provide asystematic review of literature on the novel health
care ecosystem focusing on blockchains and then consider the
cases of Chenoa and Khaled based on the current data.

Methods

Literature Search

The authors searched through the literature using the terms
“blockchain” and “healthcare” based on Medical Subject

Fatoum et al

Headingsto identify related existing work. Theinclusion criteria
were focused on studies related to health care and clinical
research; a working framework was proposed as well as
implementation and testing with data. Exclusion criteria are
presented in Figure 1.

Figurel. Systematic review outcome. MeSH: Medica Subject Headings, |EEE: Institute of Electrical and Electronics Engineers.

Potentially relevant work Identified in database search using MeSH terms
“Blockchain” AND “Healthcare”

n =308

PubMed: n=105
Cochrane library n=7
Preliminary IEEE Xplore Library n=196

Titles and abstracts screened

n= 150

Full-text articles assessed for eligibility

n=31

Studies excluded:

No framework or
application of blockchain
on real data
Technical focus mainly
Non-English text
No available text
Duplicates
n=158

Studies included in the systematic review

n=8

Theliterature sourcesfor this systematic review were PubMed,
Medline, and the Cochrane library in addition to a preliminary
search of |EEE Xplore, which had workswith atechnical focus
rather than a health care outcome focus.

Reviewers created a data extraction sheet and identified the
required data, and 31 full-text studies were critically eval uated;
among these, 9 studies were finaly selected, and they are
summarized in Table 1.

First, we provide an overview of the essentia elements of
blockchains for readers and then explain the specific
methodology in detail.

Overview of Blockchain Technology

The 3 pillars of blockchain technology that make it a
revolutionary technology are decentralization, transparency,
and immutability. A block is a virtua data storage unit that
holds records, transactions, or other means of data. Each block
is chronologically linked to the previous blocks using
cryptography; once ablock is created, it is permanently stored
on the blockchain and cannot be modified or removed, thus
becoming immutable. If one wishes to update a network node,
make another transaction, or add new data, a new block must
be added to the chain; al the previous blocks will still be
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unchanged and visible. Another aspect of a blockchain is that
it is a decentralized database using the distributed ledger
technology, which simultaneously stores a full replica of the
data on multiple nodes, unlike most other data management
technologies where data storage is centralized, meaning that it
is stored at a single location, mostly on a single server or
mainframe computer [2].

The immutability of a blockchain is attributed to different
factors; each block has an autogenerated header, which has a
unique identification and a timestamp. The block also has a
hash key, which isthe header of the previous block. Therefore,
all blocks are interlocked within their respective blockchains.

Once a verified permissioned node (node C) wants to add new
data or make a transaction, a request is sent to all associated
blockchain nodes to verify that the content of node C's
blockchain matches the content of all the other nodes (nodes
A, B, €etc). In addition to ensuring a complete match of all the
block headers, a unique signature header will be generated for
the new block. The new block is added to the blockchain only
after the approval of the node.

Blockchains may be permissionless (public), permissioned
(private), or sometimes hybrid, as described below. Public
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blockchains allow any user to join, view, and add data to the
ledger, which offers maximal transparency. However, private
blockchains allow only those with access to interact with the
network and are usually controlled and maintained by asingle
organization offering superior privacy and scalability compared
to public blockchains. Finally, in consortium-based blockchains,
which are hybrids of the other 2 types, the configuration for
viewing and writing access is determined by a group of
organizations or entities.

Based on this general overview of blockchain technology, we
present the salient features of blockchains, which include

cybersecurity, applications, and various domains associated
with them.

Results

The results of this systematic review alluded to a wide variety
of applicationsfor blockchainsand varioustechnical differences
in the methods used to establish ablockchain [3-10]; asummary
isprovided in Table 1.

All the studies pertained to electronic health records (EHRS),
clinical trials[6-8], or deviceintegration using Internet of Things
(1oT) [3,5,9,10].

Researchers at the Chinese Institute of Physical Science have
proposed a model called Med-PPPHIS, which combines
permissionless and permissioned blockchains, aiming at a
closed-loop method for chronic disease management; the authors
used Med-PPPHIS for national physique monitoring and
scientific exercise guidance using various self-invented 10T
medical devices such as health parameter assessment tools,
athletic and functional performance assessment devices,
wearabl e heart rate monitors, and intelligent fitness equi pment.
The blockchain was tested by 25 virtual machine simulations
over 500 nodes, with results revealing superior security, higher
data transmission rates, and low latency [3]. Another method
was used by Hylock and Zeng et a, in which they used a
proof-of-concept tool to extensively test all the 16 configurations
of their proposed framework in avariety of scenarios, and they
demonstrated results similar to the above study [4].

The blockchain was integrated with 10T devices for evaluating
and monitoring essential tremor disease; herein, patients were
ableto usetheir smartphonesto report their location and activity,
self-evaluate their disease activity, and log aggravating and
relieving factors, in addition to the datafrom their smartwatches
and multiple air systems, providing a holistic view of their
disease status. The authors concluded that blockchains resulted
inincreased efficiency, scalability, decreased cost, and flexibility
in data access management [5]. Other studies have employed
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loT devicesand blockchainsfor patient monitoring [9,10]. They
have created systems that can analyze and manage medical
sensor data as well as send alerts based on patient-customized
threshold values and abnormal patterns using smart contracts
while simultaneously integrating the data into the patients
EHRs.

The last 3 studies [6-8] focused more on the application of
blockchainsin biomedical research and clinical trialsproviding
proof-of-concept frameworks featuring customized smart
contracts, which alowed for more control over data access
depending on researcher privilege levels and patient-controlled
authorization. Researchers have also incorporated additional
security measures such as biometric verification for physician
access. Additionally, blockchains have been used as a solution
for continuous trial monitoring by clinics, financial sponsors,
and participants.

Blockchains are instrumental in many clinical and research
domains. Therefore, some governments are exploring the option
of having a nationwide blockchain for the EHRs of all their
citizens. Estoniais the first country in the world with a digital
health care ecosystem for EHRs based on blockchain technology
and has provided the world with amodel for dataintegrity and
efficiency. Some other countries are in the process of adopting
blockchains at the macroscopic level to reduce health care waste,
increase efficiency, and ultimately improve outcomes. However,
besides the conventional risks of technological failure,
scalability remains a challenge; for instance, conducting 800
transactions per second for hyperledgers using blockchains to
store continuous telemetry datais not yet practical. Nonethel ess,
researchers hope that with the current advances in technology,
specific solutions for storage optimization and redesigning of
blockchain will be available soon [11]. One additional study
[12] evaluated the performance of a blockchain-based online
machine learning tool available on the internet called
ExplorerChain, which uses 3 separate and different data sets
(myocardial infarction, cancer biomarkers, and length of
hospitalization). The study concluded that the performance of
ExplorerChain was as good as the central server—based
algorithm while providing the benefits of a distributed model.
Nevertheless, the tradeoff with some of those benefits was the
cost of efficiency. However, with the rise of supercomputers,
the costs associated with running a blockchain are likely to
decrease over time.

Let us return to the unfortunate cases of Khaled and Chenoa.
Imagine that they lived in a digitalized nation (ie, a smart
country as opposed to a smart city), where al the EHRs were
on a private or a consortium-based blockchain.
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Table 1. Summary of data extraction results.

Reference Title Platform or model Implementation Features Method (blockchain
interface and 10T2 de-
vice)

Zhouetd [3] Med-PPPHIS: blockchain- Med-PPPHIS and Med-  Chronic disease Chronic disease manage-  Web portal and most-
based personal healthcarein- DL attice blockchain management: ment target; scientificand ly self-developed
formation system for national physiquemonitoring personalized exercise pre- medical 10T devices
physique monitoring and sci- scriptions (electronic pre-  such as health sign
entific exercise guiding scriptions), providing users - monitoring equip-

with safe, effective, and ment, heart rate moni-
private scientific health tor, and intelligent fit-
guidance for the manage-  ness equipment

ment of chronic diseases

Hylock and A blockchain framework for  HealthChain Patient-centered Smart contracts, proxy re- Web portal

Zeng [4] patient-centered health blockchain frame-  encryption, revocable ac-
records and exchange work cess, and patient-centered
(HealthChain): evaluation and framework
proof-of-concept study

Zhengeta [5] Acceerating health datashar- |OTA tangle Remotediagnosisof App alowing userstore-  App; wearable de-
ing: a solution based on the essential tremor dis-  port their location, activity, vices (Pebble smart-
Internet of Things and dis- ease and tremor level; self- watch) and stationary
tributed ledger technologies evaluation of thedisease  air quality sensors

and other factorsrelated to
the disease, such as medi-
cation and alcohol con-
sumption

Zhuangeta  Applying blockchain technol- Petient-reported out-  Private blockchain, smart  Web portal

[6] ogy for health information comes for trials; contracts, biometric verifi-
exchange and persistent mon- EHRP sharing cation of physicians, and
itoring for clinical trials patient-controlled data ac-

cess
Johnsoneta  Building asecure biomedical Oasis Devnet/Ethereum  Biomedical research  Smart contracts, public iPhone (iOS) app
[7 datasharing decentralized app code for app recreation,
(DApp): tutoria and geolocation sharing

Masloveetad  Using blockchain technology BlockTrial/ Ethereum Clinicdl trias Smart contracts and medi- Web app

[8] tomanageclinical trialsdata:  protocol ated data access based on
a proof-of-concept study patient-granted permis-

sions

Satamrgjuand  Proof of concept of scalable  DApp/Ethereum protocol  Remote patient Smart contracts, off-chain ~ App; pulse oximetry

Malarkodi [9] integration of Internet of monitoring storage, and Ethereum- device, body tempera-
Things and blockchainin based system usersinclud-  ture sensor, and room
healthcare ing patients, doctors, phar-  temperature sensor

meacists, and insurance
companies

Griggs et a Healthcareblockchain system DApp /Ethereum proto-  Automated patient ~ Smart contracts, custom  App; medical 10T de-

[10] using smart contracts for se-  col monitoring threshold valuesfor alerts, vices
cure automated remote patient Oracle (master deviceto
monitoring control smart contacts),

and integration with EHRs
Kuoetal [11] Expectation propagationlogiss ExplorerChain Blockchain com- iDASH private Distributed servers

tic regression on permissioned
blockchain (ExplorerChain):
decentralized online health-
care/genomics predictive
model learning

bined with artificial
intelligence for
health care and ge-
nomics; predictive
model training

HIPAAS-compliant com-
puting environment net-
work; applied on 3 differ-
ent data setsincluding my-
ocardial infarction, cancer
biomarkers, and length of
hospitalization

using internet-based
machine learning

40T Internet of Things.
PEHR: dlectronic health record.

CHIPAA: The Health Insurance Portability and Accountability Act of 1996.
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Discussion

Cyber security

EHRs play avital role in providing smooth, safe, and efficient
health care delivery. Asmany countriesdo not currently possess
a unified health care system, data sharing and interoperability
(in a secure manner) become essential for providing patients
with the best care. However, this has been a major issue in
current health care management systems. Data are one of the
most valuable commodities; since the increased reliance on
digital systems, cybercriminals have adjusted their methods
owing to huge financial incentives, especially through selling
the identifying data of people. Thus, medica records are
currently worth more than social security numbers on the black
market, asthey include the date of birth, home addresses, contact
data, hedlth data, and other sensitive data. EHR data can be
employed for various criminal activities like identity frauds,
insurance frauds, phishing, and ransomware, leaving the patients
compromised and susceptible to harm [13]. Cyberattacks on
hospital systems have increased worldwide in the past decade;
such attacks not only impede health care delivery and cause
financial losses but also affect patients' trust in medical providers
[13,14].

In 2018, a cyberattack on SingHeath (Singapore Health
Services) compromised therecordsof 1.5 million patients[15];
it is considered one of the biggest data breaches in Singapore
and worldwide. It has stirred considerable controversy about
the security of patients data and the reasons behind not
implementing any significant measures for changing the EHR
data systems. Compared to the conventional methods of EHR
storage, ablockchain is a potentially secure and an immutable
method for data storage and management owing to its
decentralized nature. This means that the latest version of the
chain is replicated, sent, and widely distributed in a huge
network of nodes; there are no weak linksfor hackersto breach.
Each block has a key of its own, in addition to having the hash
key of the previous block. Once a transaction request has been
made by a user, the blockchain protocol requests the network
nodes to verify the validity of the entire blockchain content.
This in turn means that unless the networks nodes verify that
the current version of the chainisidentical to theirsand approve
the transaction, it cannot be added to the chain [16,17].

https://www.jmir.org/2021/11/e19846
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Furthermore, the transaction validation uses cryptominers, which
are nodes that possess specialized hardware and software
capable of solving energy-intensive cryptographic puzzles. It
would be extremely difficult for someone to gather enough
computing power to hack the blockchain database by altering
the ledgers. The larger the blockchain, the more distributed it
is, the more enormous is the computing power required for
hacking, and the more secure it becomes[16,17].

Finally, digital signatures are employed to verify the identity
of those who wish to access or add data to the blockchain.
Additional features such as hardware security modules (HSMs)
can be added as an additional layer to further enhance the
protection of the patients' data. HSM s are specialized hardware
devices that are used to guard highly sensitive data. An HSM
acts as a trusted network node that performs several
cryptographic processes such as key generation and
management, as well as encryption and decryption of digital
signatures. HSMs are usually placed in a secure physica
location and cannot be accessed, thereby making them highly
tamper-resistant systems [18].

Applications and Domains of Usein Health Care

Blockchain technology has thrived in many industries ranging
from banking to supply chain management. It is predicted to
have a major impact on the health care industry. According to
the forecast report for 2018 to 2023 provided by Market
Research Future, the global blockchain market is predicted to
expand exponentially.

Fundamentally, from a patient’s perspective, the potential role
of ablockchain in developing a patient’s personal health record
could be significant. The patient-facing applications of this
technology would benefit from one window and one operating
system for the persona health records, out-of-pocket costs,
covered versus uncovered services, clinical trial searches,
consenting for clinical trials, and “omics’ datainterpretation.

The review focuses on 5 main areas in which most health
care—related implementations fall under remote patient
monitoring (including 10T devices), EHRs, patient-centered
interoperability, clinical trial data management, and
monetization, as shown in Table 2 and Figure 2. The potential
application areas of blockchain technology in health care are
depicted in Figure 3.
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Table 2. Areas of blockchain implementation.

Fatoum et al

Application area

Blockchain technology features

Electronic health record management

Patient-centered interoperability

Remote patient monitoring

Clinical trial data management

Monetization

«  Patient-reported outcomes
«  Consent

*  DNR?orders
« Instantaneous data access and interoperability

. Patient-mediated and controlled record access

*  10TP-enabled monitori ng of vital signs, glucose, and other parameters
o  Disease surveillance and outbreak management

*  Increased RCT® datatransparency and quality
« |OT-generated clinical research data
«  Smart contracts applying data specifications and incentives

«  Revenue cycle management
o  Clinicd tria budgets

3DNR: do not resuscitate.
B10T: Internet of Things.
®RCT: randomized control trial.

Figure 2. Illustration of blockchain usage in health care.
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Figure 3. Areas of Blockchain utilization in healthcare.

Fatoum et al

TheloT Concept, Blockchain, and Clinical Trials

Theintegration of blockchains with other technologies such as
artificial intelligence (Al), 10T, and big data management can
be highly effective and act as a catalyst for innovation and
increased efficiency, which is invaluable for the interpretation
and management of data.

loT refersto aworld where people, things, and devices are all
connected through the internet, allowing them to collect and
exchange data seamlessdy over the network. From coffee
machines, wearable devices, and sensors to home security
systems, 10T will likely change the way people live because 5G
wireless technology (with high bandwidth and low latency) is
becoming readily available. All the data streamed over the
network can interlock without the need for human interactions.
Future smart cities are based on |oT devices and applications.
Additionally, it has been gaining considerable attention from
stakeholders, investors, and various organizations owing to its
unlimited application possibilities [19-21].

Data from sensors and wearable devices can revolutionize the
way health careisviewed and delivered, especially in an era of
patient-centered care, precision medicine, and individualized
health care delivery. 10T can transform the approach to health
care and take patient-centered careto anew level, where people
can take charge of their health, providing patients and physicians
with invaluable continuous rea-time data about the
physiological state and well-being of patients, ranging from
data such as the heart rate, temperature, or sleeping habits to

https://www.jmir.org/2021/11/e19846
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biochemical marker measurementsin biofluidsthrough various
biosensor technologies, as well as sending alerts when certain
thresholds are crossed or abnormal patterns are detected [22-27].

Using loT technology in conjunction with blockchain technol ogy
can maximize its efficacy and potential uses. The massive
amounts of various data streamed through different |oT devices
can be used to collect large amounts of invaluable data for
researchers to analyze and interpret. It could also be useful for
data-hungry Al technology companies, public health
surveillance, monitoring of disease outbresaks (eg, for monitoring
COVID-19), epidemiology, and patient-oriented outcomes
[28-33].

Al has been one of the key catalysts in health care innovation;
for instance, researchers at the Massachusetts Institute of
Technology made a ground-bresking discovery of a new
antibiotic using Al technology through atrained deep learning
model that was able to produce a powerful wide-spectrum
antibiotic called Halicin [34]. However, one of the most critical
shortcomings of Al and a crucial component for achieving
revolutionary benefits is the requirement of tons of data for
training its model s to produce accurate and useful outputs. The
combination of Al, 10T, and blockchain technologies can be
powerful, where loT devices provide the data (input),
blockchains facilitate their transmission to various machine
learning, and deep learning model s can trand ate these data into
extremely useful outputs. Some of the newer developmentsin
machine learning are significantly driving blockchains to be
better integrated with Al in the health care field. This enables
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improvements in the security, privacy, functionality, and
operational aspects of blockchain technology for health care
applications [12,35,36].

Clinical Scenarios, Potential Applications, and
Conclusions

If Chenoa had loT devices that could monitor her vital signs
(particularly temperature) 24/7 and the information was
transmitted live via a blockchain to live monitors powered by
machine learning algorithms, then her temperature fluctuations
and trends would have prompted areturn to the transplant center
much sooner. Although research on nanotechnology and
loT-based sensors for detecting cancers (or relapses) isin its
infancy, 10T devices for monitoring vital signs have aready
proved their effectiveness in monitoring patient physiology.
Moreover, if Chenoa's EHR was available to al the treating
clinicians across the country via a blockchain, it may have
triggered a sense of urgency in the local physician treating her.

For Khaled, having his EHR not readily available to a treating
emergency room physician is perhaps a classic example of a

Fatoum et al

digointed medical ecosystem. If thereareloT devicesdetecting
potassium, oxygen, and vital signs in a heart failure patient,
they could be instrumental in saving the lives of many patients
with heart and kidney diseases. Moreover, having a living will
and information on the power of attorney on ablockchain could
be very helpful in certain end-of-life cases as well. Finally, for
the hundreds of thousands of patients participating in clinical
trials, informed consent on ablockchain could be very beneficial
for the trial sponsors, ethics boards (eg, institutional review
boards), and patient care providers.

Thus, the potential benefits of blockchains are limitless;
however, concrete data on long-term clinical outcomes based
on blockchains powered and supplemented by Al and 10T are
yet to be achieved. Nonetheless, the implementation of
blockchains as a novel way to integrate EHRs nationwide and
manage common clinical problems in an algorithmic fashion
has the potential of saving thousands of lives like those of
Chenoa and Khaled.
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