
Journal of Medical Internet Research

Impact Factor (2018): 4.945 - ranked #1 medical informatics journal by Impact Factor
Volume 23 (2021), Issue 11    ISSN: 1438-8871    Editor in Chief:  Gunther Eysenbach, MD, MPH

Contents

Reviews

Electronic Monitoring Systems for Hand Hygiene: Systematic Review of Technology (e27880)
Chaofan Wang, Weiwei Jiang, Kangning Yang, Difeng Yu, Joshua Newn, Zhanna Sarsenbayeva, Jorge Goncalves, Vassilis Kostakos. . . . . . . . . . . . . . 8

Efficacy of Interventions That Incorporate Mobile Apps in Facilitating Weight Loss and Health Behavior
Change in the Asian Population: Systematic Review and Meta-analysis (e28185)
Siew Ang, Juliana Chen, Jia Liew, Jolyn Johal, Yock Dan, Margaret Allman-Farinelli, Su Lim. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

Digital Interventions on Healthy Lifestyle Management: Systematic Review (e26931)
Ayan Chatterjee, Andreas Prinz, Martin Gerdes, Santiago Martinez. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

Effectiveness of Information and Communication Technology on Obesity in Childhood and Adolescence:
Systematic Review and Meta-analysis (e29003)
Jihyun Park, Mi-Jeong Park, Young-Gyun Seo. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 154

Mechanisms of Change in Digital Health Interventions for Mental Disorders in Youth: Systematic Review
(e29742)
Matthias Domhardt, Sophie Engler, Hannah Nowak, Arne Lutsch, Amit Baumel, Harald Baumeister. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 221

Conceptualizations of Cyberchondria and Relations to the Anxiety Spectrum: Systematic Review and
Meta-analysis (e27835)
Sandra Schenkel, Stefanie Jungmann, Maria Gropalis, Michael Witthöft. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 341

Telemedicine in Intensive Care Units: Scoping Review (e32264)
Camille Guinemer, Martin Boeker, Daniel Fürstenau, Akira-Sebastian Poncette, Björn Weiss, Rudolf Mörgeli, Felix Balzer. . . . . . . . . . . . . . . . . . . . 402

Effectiveness of Telehealth in Rural and Remote Emergency Departments: Systematic Review (e30632)
Christina Tsou, Suzanne Robinson, James Boyd, Andrew Jamieson, Robert Blakeman, Justin Yeung, Josephine McDonnell, Stephanie Waters,
Kylie Bosich, Delia Hendrie. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 414

Effects of Digital Technologies on Older People’s Access to Health and Social Care: Umbrella Review
(e25887)
Tafadzwa Kunonga, Gemma Spiers, Fiona Beyer, Barbara Hanratty, Elisabeth Boulton, Alex Hall, Peter Bower, Chris Todd, Dawn Craig. . . . 
4 4 3

Security Engineering of Patient-Centered Health Care Information Systems in Peer-to-Peer Environments:
Systematic Review (e24460)
Imrana Abdullahi Yari, Tobias Dehling, Felix Kluge, Juergen Geck, Ali Sunyaev, Bjoern Eskofier. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 509

Journal of Medical Internet Research 2021 | vol. 23 | iss. 11 | p.1

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Dangers and Benefits of Social Media on E-Professionalism of Health Care Professionals: Scoping Review
(e25770)
Tea Vukuši  Rukavina, Joško Viski , Lovela Machala Poplašen, Danko Reli , Marko Mareli , Drazen Jokic, Kristijan Sedak. . . . . . . . . . . . . . . . . . . . . 540

The Role of Machine Learning in Diagnosing Bipolar Disorder: Scoping Review (e29749)
Zainab Jan, Noor AI-Ansari, Osama Mousa, Alaa Abd-alrazaq, Arfan Ahmed, Tanvir Alam, Mowafa Househ. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 629

Legal and Ethical Considerations for the Design and Use of Web Portals for Researchers, Clinicians, and
Patients: Scoping Literature Review (e26450)
Michael Lang, Sébastien Lemieux, Josée Hébert, Guy Sauvageau, Ma'n Zawati. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 683

Impact of Virtual Reality-Based Therapies on Cognition and Mental Health of Stroke Patients: Systematic
Review and Meta-analysis (e31007)
Qi Zhang, Yu Fu, Yanhui Lu, Yating Zhang, Qifang Huang, Yajie Yang, Ke Zhang, Mingzi Li. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 802

eHealth Literacy Instruments: Systematic Review of Measurement Properties (e30644)
Jiyeon Lee, Eun-Hyun Lee, Duckhee Chae. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 816

Use of Patient-Reported Outcome Measures and Patient-Reported Experience Measures Within Evaluation
Studies of Telemedicine Applications: Systematic Review (e30042)
Andreas Knapp, Lorenz Harst, Stefan Hager, Jochen Schmitt, Madlen Scheibe. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 903

Artificial Intelligence in Rehabilitation Targeting the Participation of Children and Youth With Disabilities:
Scoping Review (e25745)
Vera Kaelin, Mina Valizadeh, Zurisadai Salgado, Natalie Parde, Mary Khetani. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 928

Application Scenarios for Artificial Intelligence in Nursing Care: Rapid Review (e26522)
Kathrin Seibert, Dominik Domhoff, Dominik Bruch, Matthias Schulte-Althoff, Daniel Fürstenau, Felix Biessmann, Karin Wolf-Ostermann. . . . . . . . 1014

Blockchain Integration With Digital Technology and the Future of Health Care Ecosystems: Systematic
Review (e19846)
Hanaa Fatoum, Sam Hanna, John Halamka, Douglas Sicker, Peter Spangenberg, Shahrukh Hashmi. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1119

Viewpoint

Sensor Data Integration: A New Cross-Industry Collaboration to Articulate Value, Define Needs, and
Advance a Framework for Best Practices (e34493)
Ieuan Clay, Christian Angelopoulos, Anne Bailey, Aaron Blocker, Simona Carini, Rodrigo Carvajal, David Drummond, Kimberly McManus, Ingrid
Oakley-Girvan, Krupal Patel, Phillip Szepietowski, Jennifer Goldsack. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

Original Papers

Exploratory Data Mining Techniques (Decision Tree Models) for Examining the Impact of Internet-Based
Cognitive Behavioral Therapy for Tinnitus: Machine Learning Approach (e28999)
Hansapani Rodrigo, Eldré Beukes, Gerhard Andersson, Vinaya Manchaiah. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

Journal of Medical Internet Research 2021 | vol. 23 | iss. 11 | p.2

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Adaptation of a Theory-Based Social Networking and Gamified App-Based Intervention to Improve
Pre-Exposure Prophylaxis Adherence Among Young Men Who Have Sex With Men in Bangkok, Thailand:
Qualitative Study (e23852)
Wipaporn Songtaweesin, Sara LeGrand, Shashika Bandara, Caitlin Piccone, Prissana Wongharn, Juthamanee Moonwong, Thidarat Jupimai,
Chutima Saisaengjan, Tuangtip Theerawit, Kathryn Muessig, Lisa Hightow-Weidman, Thanyawee Puthanakit, Nittaya Phanuphak, Arunrat
Tangmunkongvorakul. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

A Digital Self-management Program (Help to Overcome Problems Effectively) for People Living With
Cancer: Feasibility Randomized Controlled Trial (e28322)
Hayley Wright, Faith Martin, Wendy Clyne, Cain Clark, Gabriela Matouskova, Michael McGillion, Andrew Turner. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

A Smartphone Intervention for People With Serious Mental Illness: Fully Remote Randomized Controlled
Trial of CORE (e29201)
Dror Ben-Zeev, Ayesha Chander, Justin Tauscher, Benjamin Buck, Subigya Nepal, Andrew Campbell, Guy Doron. . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

Clinical Effectiveness and Cost-effectiveness of Videoconference-Based Integrated Cognitive Behavioral
Therapy for Chronic Pain: Randomized Controlled Trial (e30690)
Kayoko Taguchi, Noriko Numata, Rieko Takanashi, Ryo Takemura, Tokiko Yoshida, Kana Kutsuzawa, Kensuke Yoshimura, Natsuko Nozaki-Taguchi,
Seiji Ohtori, Eiji Shimizu. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

Effects of Internet-Based Cognitive Behavioral Therapy for Harmful Alcohol Use and Alcohol Dependence
as Self-help or With Therapist Guidance: Three-Armed Randomized Trial (e29666)
Magnus Johansson, Anne Berman, Kristina Sinadinovic, Philip Lindner, Ulric Hermansson, Sven Andréasson. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185

Electrophysiological Brain Changes Associated With Cognitive Improvement in a Pediatric Attention Deficit
Hyperactivity Disorder Digital Artificial Intelligence-Driven Intervention: Randomized Controlled Trial (e25466)
Rafael Medina, Jaime Bouhaben, Ignacio de Ramón, Pablo Cuesta, Luis Antón-Toro, Javier Pacios, Javier Quintero, Josep Ramos-Quiroga,
Fernando Maestú. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203

The Baby Steps Web Program for the Well-Being of New Parents: Randomized Controlled Trial (e23659)
David Kavanagh, Jennifer Connolly, Jane Fisher, W Halford, Kyra Hamilton, Leanne Hides, Jeannette Milgrom, Heather Rowe, Paul Scuffham,
Katherine White, Anja Wittkowski, Shelley Appleton, Davina Sanders. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 242

Effectiveness of a Mobile Device–Based Resilience Training Program in Reducing Depressive Symptoms
and Enhancing Resilience and Quality of Life in Parents of Children With Cancer: Randomized Controlled
Trial (e27639)
Yuanhui Luo, Wei Xia, Ankie Cheung, Laurie Ho, Jingping Zhang, Jianhui Xie, Pin Xiao, Ho Li. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 258

Identifying App-Based Meditation Habits and the Associated Mental Health Benefits: Longitudinal
Observational Study (e27282)
Chad Stecher, Vincent Berardi, Rylan Fowers, Jaclyn Christ, Yunro Chung, Jennifer Huberty. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 272

Mediating Effects of Stigma and Depressive Symptoms in a Social Media–Based Intervention to Improve
Long-term Quality of Life Among People Living With HIV: Secondary Analysis of a Randomized Controlled
Trial (e27897)
Yiran Li, Yan Guo, Y Hong, Chengbo Zeng, Yu Zeng, Hanxi Zhang, Mengting Zhu, Jiaying Qiao, Weiping Cai, Linghua Li, Cong Liu. . . . . . . . . . . . . 290

Remote Digital Psychiatry for Mobile Mental Health Assessment and Therapy: MindLogger Platform
Development Study (e22369)
Arno Klein, Jon Clucas, Anirudh Krishnakumar, Satrajit Ghosh, Wilhelm Van Auken, Benjamin Thonet, Ihor Sabram, Nino Acuna, Anisha Keshavan,
Henry Rossiter, Yao Xiao, Sergey Semenuta, Alessandra Badioli, Kseniia Konishcheva, Sanu Abraham, Lindsay Alexander, Kathleen Merikangas,
Joel Swendsen, Ariel Lindner, Michael Milham. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 305

Practice Effects of Mobile Tests of Cognition, Dexterity, and Mobility on Patients With Multiple Sclerosis:
Data Analysis of a Smartphone-Based Observational Study (e30394)
Tim Woelfle, Silvan Pless, Andrea Wiencierz, Ludwig Kappos, Yvonne Naegelin, Johannes Lorscheider. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 325

Journal of Medical Internet Research 2021 | vol. 23 | iss. 11 | p.3

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Patients’ and Health Care Workers’ Perception of Migraine Images on the Internet: Cross-sectional Survey
Study (e32707)
Bianca Raffaelli, Pia Kull, Jasper Mecklenburg, Lucas Overeem, Elisabeth Storch, Maria Terhart, Lars Neeb, Uwe Reuter. . . . . . . . . . . . . . . . . . . . . 364

Understanding the Relationship Between Official and Social Information About Infectious Disease:
Experimental Analysis (e25287)
Elias Assaf, Robert Bond, Skyler Cranmer, Eloise Kaizar, Lauren Ratliff Santoro, Susumu Shikano, David Sivakoff. . . . . . . . . . . . . . . . . . . . . . . . . . 374

Mild Adverse Events of Sputnik V Vaccine in Russia: Social Media Content Analysis of Telegram via Deep
Learning (e30529)
Andrzej Jarynowski, Alexander Semenov, Mikołaj Kami ski, Vitaly Belik. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 388

Data Quality of Longitudinally Collected Patient-Reported Outcomes After Thoracic Surgery: Comparison
of Paper- and Web-Based Assessments (e28915)
Hongfan Yu, Qingsong Yu, Yuxian Nie, Wei Xu, Yang Pu, Wei Dai, Xing Wei, Qiuling Shi. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 429

Prediction of Smoking Risk From Repeated Sampling of Environmental Images: Model Validation (e27875)
Matthew Engelhard, Joshua D'Arcy, Jason Oliver, Rachel Kozink, F McClernon. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 453

Benefits, Problems, and Potential Improvements in a Nationwide Patient Portal: Cross-sectional Survey
of Pharmacy Customers’ Experiences (e31483)
Maria Sääskilahti, Anna Ojanen, Riitta Ahonen, Johanna Timonen. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 469

Patients Contributing to Visit Notes: Mixed Methods Evaluation of OurNotes (e29951)
Jan Walker, Suzanne Leveille, Gila Kriegel, Chen-Tan Lin, Stephen Liu, Thomas Payne, Kendall Harcourt, Zhiyong Dong, Patricia Fitzgerald,
Matthew Germak, Lawrence Markson, Sara Jackson, Hannah Shucard, Joann Elmore, Tom Delbanco. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 484

Determinants of Use of the Care Information Exchange Portal: Cross-sectional Study (e23481)
Ana Neves, Katelyn Smalley, Lisa Freise, Paul Harrison, Ara Darzi, Erik Mayer. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 497

Cancer Communication and User Engagement on Chinese Social Media: Content Analysis and Topic
Modeling Study (e26310)
Liang Chen, Pianpian Wang, Xin Ma, Xiaohui Wang. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 565

Causal Effects of Alcohol-Related Facebook Posts on Drinking Behavior: Longitudinal Experimental Study
(e28237)
Hanneke Hendriks, Wouter de Nooy, Winifred Gebhardt, Bas van den Putte. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 574

Pragmatics to Reveal Intent in Social Media Peer Interactions: Mixed Methods Study (e32167)
Tavleen Singh, Sofia Olivares, Trevor Cohen, Nathan Cobb, Jing Wang, Amy Franklin, Sahiti Myneni. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 588

Noncontact Sleep Monitoring With Infrared Video Data to Estimate Sleep Apnea Severity and Distinguish
Between Positional and Nonpositional Sleep Apnea: Model Development and Experimental Validation
(e26524)
Sina Akbarian, Nasim Ghahjaverestan, Azadeh Yadollahi, Babak Taati. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 605

Developing and Demonstrating the Viability and Availability of the Multilevel Implementation Strategy for
Syncope Optimal Care Through Engagement (MISSION) Syncope App: Evidence-Based Clinical Decision
Support Tool (e25192)
Shiraz Amin, Vedant Gupta, Gaixin Du, Colleen McMullen, Matthew Sirrine, Mark Williams, Susan Smyth, Romil Chadha, Seth Stearley, Jing
Li. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 617

Journal of Medical Internet Research 2021 | vol. 23 | iss. 11 | p.4

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Recruiting Participants for Population Health Intervention Research: Effectiveness and Costs of Recruitment
Methods for a Cohort Study (e21142)
Rania Wasfi, Zoe Poirier Stephens, Meridith Sones, Karen Laberee, Caitlin Pugh, Daniel Fuller, Meghan Winters, Yan Kestens. . . . . . . . . . . . . . . . . 648

The Impact of Explanations on Layperson Trust in Artificial Intelligence–Driven Symptom Checker Apps:
Experimental Study (e29386)
Claire Woodcock, Brent Mittelstadt, Dan Busbridge, Grant Blank. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 663

Fitness Tracker Information and Privacy Management: Empirical Study (e23059)
Mohamed Abdelhamid. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 696

Social Media Sharing of Articles About Measles in a European Context: Text Analysis Study (e30150)
Dominik Wawrzuta, Mariusz Jaworski, Joanna Gotlib, Mariusz Panczyk. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 706

Reactance to Social Authority in a Sugar Reduction Informational Video:Web-Based Randomized Controlled
Trial of 4013 Participants (e29664)
Violetta Hachaturyan, Maya Adam, Caterina Favaretti, Merlin Greuel, Jennifer Gates, Till Bärnighausen, Alain Vandormael. . . . . . . . . . . . . . . . . . . 717

Predictive Modeling of Vaccination Uptake in US Counties: A Machine Learning–Based Approach (e33231)
Queena Cheong, Martin Au-yeung, Stephanie Quon, Katsy Concepcion, Jude Kong. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 734

Using Ecological Momentary Assessment to Study the Development of COVID-19 Worries in Sweden:
Longitudinal Study (e26743)
Peter Schulz, Elin Andersson, Nicole Bizzotto, Margareta Norberg. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 744

Examination of a Canada-Wide Collaboration Platform for Order Sets: Retrospective Analysis (e26123)
Arshia Javidan, Allan Brand, Andrew Cameron, Tommaso D'Ovidio, Martin Persaud, Kirsten Lewis, Chris O'Connor. . . . . . . . . . . . . . . . . . . . . . . . . 756

Adherence With Online Therapy vs Face-to-Face Therapy and With Online Therapy vs Care as Usual:
Secondary Analysis of Two Randomized Controlled Trials (e31274)
Sonia Lippke, Lingling Gao, Franziska Keller, Petra Becker, Alina Dahmen. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 767

Examining the Effectiveness of 3D Virtual Reality Training on Problem-solving, Self-efficacy, and Teamwork
Among Inexperienced Volunteers Helping With Drug Use Prevention: Randomized Controlled Trial (e29862)
Chih-Huei Chiang, Chiu-Mieh Huang, Jiunn-Jye Sheu, Jung-Yu Liao, Hsiao-Pei Hsu, Shih-Wen Wang, Jong-Long Guo. . . . . . . . . . . . . . . . . . . . . . . 786

Analysis of a Web-Based Dashboard to Support the Use of National Audit Data in Quality Improvement:
Realist Evaluation (e28854)
Natasha Alvarado, Lynn McVey, Mai Elshehaly, Joanne Greenhalgh, Dawn Dowding, Roy Ruddle, Chris Gale, Mamas Mamas, Patrick Doherty,
Robert West, Richard Feltbower, Rebecca Randell. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 832

Developing the Total Health Profile, a Generalizable Unified Set of Multimorbidity Risk Scores Derived
From Machine Learning for Broad Patient Populations: Retrospective Cohort Study (e32900)
Abhishaike Mahajan, Andrew Deonarine, Axel Bernal, Genevieve Lyons, Beau Norgeot. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 847

Mobile Diary App Versus Paper-Based Diary Cards for Patients With Borderline Personality Disorder:
Economic Evaluation (e28874)
Sidsel Laursen, Stig Helweg-Jørgensen, Astrid Langergaard, Jesper Søndergaard, Sabrina Sørensen, Kim Mathiasen, Mia Lichtenstein, Lars
Ehlers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 861

The Sociological Perspective of Users’ Invisible Work: A Qualitative Research Framework for Studying
Digital Health Innovations Integration (e25159)
Dilara Trupia, Alexandre Mathieu-Fritz, Tu Duong. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 873

Journal of Medical Internet Research 2021 | vol. 23 | iss. 11 | p.5

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Natural Language Processing and Machine Learning Methods to Characterize Unstructured Patient-Reported
Outcomes: Validation Study (e26777)
Zhaohua Lu, Jin-ah Sim, Jade Wang, Christopher Forrest, Kevin Krull, Deokumar Srivastava, Melissa Hudson, Leslie Robison, Justin Baker,
I-Chan Huang. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 887

Using Artificial Intelligence With Natural Language Processing to Combine Electronic Health Record’s
Structured and Free Text Data to Identify Nonvalvular Atrial Fibrillation to Decrease Strokes and Death:
Evaluation and Case-Control Study (e28946)
Peter Elkin, Sarah Mullin, Jack Mardekian, Christopher Crowner, Sylvester Sakilay, Shyamashree Sinha, Gary Brady, Marcia Wright, Kimberly
Nolen, JoAnn Trainer, Ross Koppel, Daniel Schlegel, Sashank Kaushik, Jane Zhao, Buer Song, Edwin Anand. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 945

Predicting COVID-19–Related Health Care Resource Utilization Across a Statewide Patient Population:
Model Development Study (e31337)
Suranga Kasturi, Jeremy Park, David Wild, Babar Khan, David Haggstrom, Shaun Grannis. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 955

A Markerless 2D Video, Facial Feature Recognition–Based, Artificial Intelligence Model to Assist With
Screening for Parkinson Disease: Development and Usability Study (e29554)
Xinyao Hou, Yu Zhang, Yanping Wang, Xinyi Wang, Jiahao Zhao, Xiaobo Zhu, Jianbo Su. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 965

Artificial Intelligence for Skin Cancer Detection: Scoping Review (e22934)
Abdulrahman Takiddin, Jens Schneider, Yin Yang, Alaa Abd-Alrazaq, Mowafa Househ. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 976

Patients’ Perceptions Toward Human–Artificial Intelligence Interaction in Health Care: Experimental Study
(e25856)
Pouyan Esmaeilzadeh, Tala Mirzaei, Spurthy Dharanikota. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 993

Mitigating Patient and Consumer Safety Risks When Using Conversational Assistants for Medical
Information: Exploratory Mixed Methods Experiment (e30704)
Timothy Bickmore, Stefán Ólafsson, Teresa O'Leary. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1046

Patient Interactions With an Automated Conversational Agent Delivering Pretest Genetics Education:
Descriptive Study (e29447)
Daniel Chavez-Yenter, Kadyn Kimball, Wendy Kohlmann, Rachelle Lorenz Chambers, Richard Bradshaw, Whitney Espinel, Michael Flynn, Amanda
Gammon, Eric Goldberg, Kelsi Hagerty, Rachel Hess, Cecilia Kessler, Rachel Monahan, Danielle Temares, Katie Tobik, Devin Mann, Kensaku
Kawamoto, Guilherme Del Fiol, Saundra Buys, Ophira Ginsburg, Kimberly Kaphingst. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1061

Effects of Emotional Expressiveness of a Female Digital Human on Loneliness, Stress, Perceived Support,
and Closeness Across Genders: Randomized Controlled Trial (e30624)
Kate Loveys, Mark Sagar, Xueyuan Zhang, Gregory Fricchione, Elizabeth Broadbent. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1073

Long-term Effectiveness of a Multistrategy Behavioral Intervention to Increase the Nutritional Quality of
Primary School Students’ Online Lunch Orders: 18-Month Follow-up of the Click & Crunch Cluster
Randomized Controlled Trial (e31734)
Rebecca Wyse, Tessa Delaney, Fiona Stacey, Christophe Lecathelinais, Kylie Ball, Rachel Zoetemeyer, Hannah Lamont, Rachel Sutherland,
Nicole Nathan, John Wiggers, Luke Wolfenden. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1096

Views on Using Social Robots in Professional Caregiving: Content Analysis of a Scenario Method Workshop
(e20046)
Theresa Busse, Sven Kernebeck, Larissa Nef, Patrick Rebacz, Ilona Kickbusch, Jan Ehlers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1108

Mapping Information Needs of Patients With Sexually Transmitted Infections Using Web-Based Data
Sources: Grounded Theory Investigation (e30125)
Pavankumar Mulgund, Raj Sharman, Sandeep Purao, Sagarika Thimmanayakanapalya, Peter Winkelstein. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1130

Journal of Medical Internet Research 2021 | vol. 23 | iss. 11 | p.6

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Willingness of Chinese Men Who Have Sex With Men to Use Smartphone-Based Electronic Readers for
HIV Self-testing: Web-Based Cross-sectional Study (e26480)
Gifty Marley, Gengfeng Fu, Ye Zhang, Jianjun Li, Joseph Tucker, Weiming Tang, Rongbin Yu. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1141

Successes of and Lessons From the First Joint eHealth Program of the Dutch University Hospitals:
Evaluation Study (e25170)
Anneloek Rauwerdink, Marise Kasteleyn, Niels Chavannes, Marlies Schijven. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1158

Information and Scientific Impact of Advanced Therapies in the Age of Mass Media: Altmetrics-Based
Analysis of Tissue Engineering (e25394)
Antonio Santisteban-Espejo, Miguel Martin-Piedra, Antonio Campos, Julia Moran-Sanchez, Manuel Cobo, Ana Pacheco-Serrano, Jose
Moral-Munoz. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1173

Utility of a Telephone Triage Hotline in Response to the COVID-19 Pandemic: Longitudinal Observational
Study (e28105)
Benjamin Cher, Eric Wilson, Alexa Pinsky, Ryan Townshend, Ann Wolski, Michael Broderick, Allison Milen, Audrey Lau, Amrit Singh, Sandro
Cinti, Carl Engelke, Anjan Saha. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1190

Corrigenda and Addenda

Authorship Correction: International Changes in COVID-19 Clinical Trajectories Across 315 Hospitals and
6 Countries: Retrospective Cohort Study (e34625)
Griffin Weber, Harrison Zhang, Sehi L'Yi, Clara-Lea Bonzel, Chuan Hong, Paul Avillach, Alba Gutiérrez-Sacristán, Nathan Palmer, Amelia Tan,
Xuan Wang, William Yuan, Nils Gehlenborg, Anna Alloni, Danilo Amendola, Antonio Bellasi, Riccardo Bellazzi, Michele Beraghi, Mauro Bucalo,
Luca Chiovato, Kelly Cho, Arianna Dagliati, Hossein Estiri, Robert Follett, Noelia García Barrio, David Hanauer, Darren Henderson, Yuk-Lam Ho,
John Holmes, Meghan Hutch, Ramakanth Kavuluru, Katie Kirchoff, Jeffrey Klann, Ashok Krishnamurthy, Trang Le, Molei Liu, Ne Loh, Sara
Lozano-Zahonero, Yuan Luo, Sarah Maidlow, Adeline Makoudjou, Alberto Malovini, Marcelo Martins, Bertrand Moal, Michele Morris, Danielle
Mowery, Shawn Murphy, Antoine Neuraz, Kee Ngiam, Marina Okoshi, Gilbert Omenn, Lav Patel, Miguel Pedrera Jiménez, Robson Prudente,
Malarkodi Samayamuthu, Fernando Sanz Vidorreta, Emily Schriver, Petra Schubert, Pablo Serrano Balazote, Byorn Tan, Suzana Tanni, Valentina
Tibollo, Shyam Visweswaran, Kavishwar Wagholikar, Zongqi Xia, Daniela Zöller, The Consortium for Clinical Characterization of COVID-19 by
EHR (4CE), Isaac Kohane, Tianxi Cai, Andrew South, Gabriel Brat. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1187

Journal of Medical Internet Research 2021 | vol. 23 | iss. 11 | p.7

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Review

Electronic Monitoring Systems for Hand Hygiene: Systematic
Review of Technology

Chaofan Wang1, BSc, MSc; Weiwei Jiang1, BSc, MSc; Kangning Yang1, BSc, MSc; Difeng Yu1, BSc; Joshua Newn1,

BSc, MSc, PhD; Zhanna Sarsenbayeva1, BSc, MSc, PhD; Jorge Goncalves1, BSc, MSc, PhD; Vassilis Kostakos1,
BSc, PhD
School of Computing and Information Systems, The University of Melbourne, Carlton, Australia

Corresponding Author:
Chaofan Wang, BSc, MSc
School of Computing and Information Systems
The University of Melbourne
700 Swanston Street
Carlton, 3053
Australia
Phone: 61 390358966
Email: chaofanw@student.unimelb.edu.au

Abstract

Background: Hand hygiene is one of the most effective ways of preventing health care–associated infections and reducing
their transmission. Owing to recent advances in sensing technologies, electronic hand hygiene monitoring systems have been
integrated into the daily routines of health care workers to measure their hand hygiene compliance and quality.

Objective: This review aims to summarize the latest technologies adopted in electronic hand hygiene monitoring systems and
discuss the capabilities and limitations of these systems.

Methods: A systematic search of PubMed, ACM Digital Library, and IEEE Xplore Digital Library was performed following
the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines. Studies were initially screened
and assessed independently by the 2 authors, and disagreements between them were further summarized and resolved by discussion
with the senior author.

Results: In total, 1035 publications were retrieved by the search queries; of the 1035 papers, 89 (8.60%) fulfilled the eligibility
criteria and were retained for review. In summary, 73 studies used electronic monitoring systems to monitor hand hygiene
compliance, including application-assisted direct observation (5/73, 7%), camera-assisted observation (10/73, 14%), sensor-assisted
observation (29/73, 40%), and real-time locating system (32/73, 44%). A total of 21 studies evaluated hand hygiene quality,
consisting of compliance with the World Health Organization 6-step hand hygiene techniques (14/21, 67%) and surface coverage
or illumination reduction of fluorescent substances (7/21, 33%).

Conclusions: Electronic hand hygiene monitoring systems face issues of accuracy, data integration, privacy and confidentiality,
usability, associated costs, and infrastructure improvements. Moreover, this review found that standardized measurement tools
to evaluate system performance are lacking; thus, future research is needed to establish standardized metrics to measure system
performance differences among electronic hand hygiene monitoring systems. Furthermore, with sensing technologies and
algorithms continually advancing, more research is needed on their implementation to improve system performance and address
other hand hygiene–related issues.

(J Med Internet Res 2021;23(11):e27880)   doi:10.2196/27880
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Introduction

Background
Hand hygiene is one of the most effective ways of reducing the
transmission of pathogens that cause health care–associated
infections (HAIs) [1-3]. HAIs are infections that people acquire
in health care settings [4] and are the most crucial challenge to
patient safety in health care [5]. HAIs dramatically increase
patients’ length of stay, costs, mortality, and morbidity
worldwide [6,7]. Moreover, HAIs also impose a heavy financial
burden on health care systems. Solely in the United States, the
estimated annual costs range from US $28 billion to US $45
billion [8]. The hands of health care workers (HCWs) represent
the main pathway of pathogen transmission during health care

[2], and Stone et al [9] estimated that at least one-third of HAIs
can be prevented by achieving better hand hygiene in health
care settings.

In 2009, the World Health Organization (WHO) issued the first
WHO guidelines on hand hygiene in health care to provide a
thorough review of evidence on hand hygiene in health care
and specific recommendations to improve practices in health
care settings [2]. In the guidelines, the WHO summarizes the
five key moments when HCWs should ensure hand hygiene [2],
as shown in Figure 1. The guidelines also recommend two
standard hand hygiene techniques, handwash with soap and
water for visibly soiled hands and hand rub with alcohol-based
formulation for routine decontamination of hands [2], as shown
in Figure 2.

Figure 1. The key moments when health care workers should perform hand hygiene. Source: World Health Organization: “My 5 Moments for Hand
Hygiene” (with permission) [2].
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Figure 2. Standard World Health Organization procedures of alcohol-based hand rub and handwash with soap and water. Source: World Health
Organization. How to Hand rub?/How to Handwash? (with permission) [10].

However, research has found that hand hygiene compliance is
often poor [11,12]. By summarizing 96 empirical studies,
Erasmus et al [12] reported that the median compliance rate
was only 40% among HCWs. Meanwhile, research also found
that hand hygiene quality was unsatisfactory [13-15]. Szilágyi
et al [15] reported that only 72% of HCWs could adequately
clean all hand surfaces immediately after hand hygiene training.
Owing to the importance of hand hygiene, these findings suggest
that monitoring hand hygiene practices and providing HCWs
with feedback regarding their performance are essential to
promote hand hygiene compliance and quality in health care
settings [16].

Direct observation by trained auditors is considered the gold
standard for monitoring hand hygiene compliance in health care

settings [2,17]. Self-reporting by HCWs and the measurement
of hand hygiene product consumption are also widely used to
monitor hand hygiene compliance [18]. However, Boyce et al
[18,19] argued that the disadvantages of direct observation
include time and resource consumption, insufficient sample
size, lack of standardized observational practices, and the
Hawthorne effect. Furthermore, self-reporting is not
recommended by experts, as HCWs tend to overestimate their
level of compliance, and the measurement of hand hygiene
consumption cannot assess the appropriateness of HCWs’hand
hygiene timing and quality [18].

To assess hand hygiene quality, previous studies have used
direct observation by trained auditors to observe HCWs’
compliance with the WHO 6-step hand hygiene technique
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[13,14,20]. Another common technique is using UV fluorescent
substances to detect the surface coverage of hand hygiene
products after hand hygiene [21,22]. Moreover, microbiological
tests measure bacteria reduction count to evaluate hand hygiene
quality [21,23,24]. However, using direct observation to monitor
hand hygiene quality suffers from the same disadvantages as
using direct observation to monitor hand hygiene compliance.
Visual inspection of fluorescence is restricted to small sample
sizes and a lack of standardized observational practices [25].
Furthermore, microbiological tests require time-consuming
procedures and often overestimate the reduction of bacteria
[21].

Given the above trade-offs, there has been increased interest in
developing electronic monitoring systems to serve as an
alternative or supplemental monitoring approach [19]. These
electronic hand hygiene monitoring systems can be further
categorized into electronic hand hygiene compliance monitoring
systems and electronic hand hygiene quality monitoring systems.

Although previous reviews have described electronic hand
hygiene compliance monitoring systems in detail, this is not the
case for electronic hand hygiene quality monitoring systems
[19,26,27]. Recent advances in sensor technologies and
algorithms have also contributed to the development of new
electronic hand hygiene monitoring systems. Furthermore,
electronic hand hygiene monitoring systems have limitations
that need to be identified and highlighted.

Objectives
This paper aims to (1) review the literature regarding the latest
technological developments in electronic hand hygiene systems
for monitoring compliance and quality and (2) summarize the
limitations and challenges when developing and deploying such
systems in health care settings.

Methods

Search Strategy and Selection Criteria
We conducted a bibliographic search of the following web-based
databases: PubMed, ACM Digital Library, and IEEE Xplore
Digital Library. This systematic review followed the PRISMA
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) [28] guidelines to reduce the risk of bias and
increase its transparency and replicability. This systematic
review is not registered on the network, and its review protocol
is described below.

We derived the search query using a combination of key terms
from previously published literature and expert advice. For the
health-related database (PubMed), we specified search terms
regarding hand hygiene, technological innovation, and
observation to target electronic hand hygiene monitoring
systems. For the technological databases (ACM Digital Library
and IEEE Xplore Digital Library), we specified terms related
to hand hygiene to include relevant technical innovations. The
search queries for each database are given in Multimedia
Appendix 1. Papers published between January 1, 2000, and
June 30, 2020, were included in this study. As older literature
is less relevant to today’s electronic hand hygiene monitoring
systems, we decided to exclude it.

Studies were included if they (1) developed an electronic method
or system to monitor hand hygiene compliance or hand hygiene
quality, (2) used an existing electronic device or application to
support hand hygiene monitoring, or (3) adopted an existing
electronic hand hygiene monitoring system and provided
sufficient technical details. Meanwhile, studies were excluded
if they (1) did not explicitly target electronic hand hygiene
monitoring, (2) did not provide adequate technical details (eg,
communication protocol and sensor specification), (3) were not
published in English, or (4) were not original research papers
(eg, abstracts, review papers, and editorials).

To identify the relevant studies, we first imported the search
results into a spreadsheet for duplicate removal. Then, the titles
were screened based on the selection criteria. If a publication
passed the title screening, its abstract was assessed. Finally, the
decision for inclusion was made according to the full text of
the study. A total of 2 authors, CW and WJ, independently
performed the study selection procedure for the retrieved
publications. Disagreements between the 2 authors were further
summarized and resolved by discussion with the senior author,
VK, whenever necessary.

Data Extraction and Data Analysis
To collect information from the included studies in a consistent
manner, we created a data extraction table (Multimedia
Appendix 2). A total of 2 authors, CW and WJ, independently
performed the data extraction procedure, whereas disagreements
were resolved by discussion with the senior author, VK.

As we aimed to summarize the different technologies used in
electronic hand hygiene monitoring systems, we adopted a
narrative approach to synthesize the extracted data. All studies
were first grouped by their study aims (monitoring either hand
hygiene compliance or quality). After that, the categorized
studies were further divided into several categories according
to their technical details. Specifically, electronic hand hygiene
compliance monitoring systems include (1) application-assisted
direct observation, (2) camera-assisted observation, (3)
sensor-assisted observation, and (4) real-time locating systems
(RTLSs). Meanwhile, electronic hand hygiene quality
monitoring systems include (1) measure compliance with the
WHO 6-step hand hygiene techniques and (2) detect surface
coverage or illumination reduction of fluorescent substances.

Owing to the high level of heterogeneity of the included studies,
this study could not provide meta-analyses of the system
performance and relevant HCWs’ behavior changes. The
significant heterogeneity also resulted in missing standardized
automation tools to evaluate the risk of bias and assess the
certainty for each included study.

Results

Inclusion of Studies and Study Characteristics
In total, 1035 publications were retrieved by the initial search
queries (777/1035, 75.07% from PubMed; 190/1035, 18.36%
from the IEEE Xplore Digital Library, and; 68/1035, 6.57%
from the ACM Digital Library). None of the retrieved studies
were removed based on duplication. After screening the titles
and abstracts, 79.42% (822/1035) of studies were excluded for
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not meeting the eligibility criteria. Thus, 20.58% (213/1035) of
studies were reviewed for the full text. Of these 213 studies,
124 (58.2%) studies were excluded. The main reasons for
exclusion were the irrelevance of electronic hand hygiene
monitoring systems (59/124, 47.6%) and insufficient technical

details (35/124, 28.2%). No study was excluded if they met the
inclusion criteria. Therefore, of the 213 studies, 89 (41.8%)
fulfilled the eligibility criteria and were retained for review
[25,29-116]. Figure 3 shows the process of searching for and
selecting the studies included in the review.

Figure 3. Flowchart of the selection process for the systematic review.

All the 89 reviewed studies were published between 2009 and
2020, with 9 (10%) dated in or before 2010
[42,46,56,60,81,83,86,92,113], 38 (43%) dated between 2011
and 2015 [32,33,36,38,39,45,48,49,51,52,54,59,61,63-65,67,
68,72,73,78-80,82,84,87-89,93-97,99-101,108,116], and 42
(47%) dated in or after 2016 [25,29-31,34,35,37,40,41,
43,44,47,50,53,55,57,58,62,66,69-71,74-77,85,90,91,
98,102-107,109-112,114,115]. Regarding the countries where
the studies were conducted, 6 countries had ≥5 studies: United
States (31/89, 35%) [25,30,31,36,38,39,41,46-48,51,52,59,
61,63,68, 69,71,74,76,80-84,92,95,96,101,107,111], Canada
(8/89, 9%) [42,72,86-89,98,100], Japan (7/89, 8%)
[44,45,55,58,62,114,115], Brazil (6/89, 7%) [32,33,49,56,67,78],
Germany (6/89, 7%) [37,40,50,66,108,109], and India (5/89,

6%) [64,65,94,99,102]. The demographic information of
participants was provided in only 70% (62/89) of studies. Most
studies (50/89, 56%) recruited HCWs from hospitals or clinics
[29 ,30 ,32 -40 ,44 ,46 -57 ,59 ,61 ,66 -68 ,73 -75 ,77 -80 ,
82,84,86,87,89-91,95,96,98-100,103,106], and few (2/89, 2%)
studies also involved patients from hospitals [66,94]. The
remaining studies recruited the general public (7/89, 8%)
[45,60,64,65,109-111] or students (4/89, 4%) [76,104,114,115]
from communities or educational settings.

Compliance Monitoring Systems
We identified 73 studies that either implemented or adopted an
electronic monitoring system for hand hygiene compliance and
grouped them into 4 categories based on their enabling

J Med Internet Res 2021 | vol. 23 | iss. 11 | e27880 | p.12https://www.jmir.org/2021/11/e27880
(page number not for citation purposes)

Wang et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


technology [19,26]: application-assisted direct observation (5/73,
7%), camera-assisted observation (10/73, 14%), sensor-assisted
observation (29/73, 40%), and RTLS (32/73, 44%).

Application-Assisted Direct Observation
Approximately 7% (5/73) of studies used applications to assist
trained auditors in observing hand hygiene compliance (details
are included in Table 1) [29-33]. With these applications, human
observers could record their observations using smartphones or
tablets. Unlike manual observation with paper forms,
application-assisted observation avoids the need for
transcription, which could cause delays in analysis, increase the

associated cost, and introduce errors [117]. In addition, the
prevalence of smartphones and tablets in health care settings
makes data collection more unobtrusive and reduces the
Hawthorne effect [26]. Both in-house and commercial
applications have been used for application-assisted direct
observations.

The monitored hand hygiene opportunities may vary in different
studies. Most studies followed the instructions given by the
WHO 5 moments for hand hygiene [29,31-33]. Conversely,
Sickbert-Bennett et al [30] simplified the observation process
to patient room entry or exit events (as proxies for moments 1,
4, and 5).

Table 1. Description of application-assisted direct observation studies.

System metrics (hand hy-
giene opportunities)

System typeRequired devicePaper and system description

Kariyawasam et al [29]

WHOa 5 momentsResearchAndroid tabletSelf-developed application

Magnus et al [32] and Sodré da Costa et al [33]

WHO 5 momentsCommercialiOS devicesiScrub

Sickbert-Bennett et al [30]

Patient room entry/exit
events

CommercialiOS devicesiScrub

Patient room entry/exit
events

CommercialWeb browserSelectSurvey

Wiemken et al [31]

WHO 5 momentsCommercialWeb browserGoogle forms

aWHO: World Health Organization.

Camera-Assisted Observation
In contrast with application-assisted direct observation, which
solely relies on human auditors, studies with camera-assisted
observation could rely on either human auditors [34-40] or
algorithms [41-43] for analysis (details included in Table 2).
Approximately 30% (3/10) of studies installed cameras inside
and outside patient rooms to capture all five hand hygiene
moments [34-36]. Researchers manually coded the streaming
and recorded videos. Armellino et al [38,39] recruited a remote
video auditing company (Arrowsight, Inc) to conduct
compliance observations only when HCWs entered or exited
the patient room (as proxies for moments 1, 4, and 5). Rather
than installing cameras in the environment, Diefenbacher et al
[37,40] proposed mounting a camera on the chest of HCWs that
aimed at their hands, and researchers further analyzed these

first-person view video recordings according to the WHO 5
moments for hand hygiene.

In terms of automated analyses, Zhong et al [41] attached a red
green blue (RGB) camera to the chest of HCWs to collect
egocentric videos. By feeding RGB images and optical flow
images inside a two-stream convolutional neural network, they
identified hand hygiene events in HCWs’ daily routines [41].
Snoek et al [42] used an RGB camera with a microphone to
observe handwash events in older adults with Alzheimer disease.
Awwad et al [43] used an RGB-depth camera, Kinect (Microsoft
Corporation), to achieve automatic detection of moment 1
(before touching a patient). Depth cameras generate pictures
with stereo information, and these pictures have pixels with a
value being the distance from the camera or depth. Hand hygiene
compliance of moment 1 was then estimated by measuring the
proximity between the subjects’ hands and patient/bed with the
presence of hand rub events [43].
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Table 2. Description of camera-assisted observation studies.

System metrics (hand hy-
giene opportunities)

System typeVideo typeDevice locationPaper and system description

Auditor (human)

Brotfain et al [34]

WHOb 5 momentsResearchStreamingPatient roomRGBa camera

Sánchez-Carrillo et al [35]

WHO 5 momentsResearchRecordedPatient roomRGB camera

Diller et al [36]

WHO 5 momentsResearchRecordedPatient roomRGB camera (with infrared lens)

Armellino et al [38,39]

Patient room entry/exit
events

Commercial (Ar-
rowsight)

RecordedSink and sanitizer
dispenser

RGB camera

Patient room entry/exit
events

Commercial (Ar-
rowsight)

RecordedPatient room en-
trance

Motion sensor

Diefenbacher et al [37,40]

WHO 5 momentsResearchRecordedHCWsc (chest)RGB camera

Auditor (algorithm)

Zhong et al [41]

Hand hygiene eventsResearchRecordedHCWs (chest)RGB camera

Snoek et al [42]

Hand hygiene events (5
states related to faucet in-
teraction)

ResearchRecordedSinkRGB camera

Hand hygiene events (5
states related to faucet in-
teraction)

ResearchRecordedSinkMicrophone

Awwad et al [43]

Moment 1 (before touch-
ing a patient)

ResearchRecordedPatient bedRGB depth camera

aRGB: red green blue.
bWHO: World Health Organization.
cHCW: health care worker.

Sensor-Assisted Observation
Of the 73 studies, 29 (40%) observed hand hygiene compliance
using sensors (details are included in Table 3) [32,33,44-70].
These studies were grouped into 3 categories on the basis of
sensor type: electronic dispenser, electronic dispenser assisted
by other sensors, and inertial measurement unit (IMU) and
microphone.

Of these 29 studies, 15 (52%) used electronic dispensers to
record the frequency of hand hygiene events and estimate the
volume of hand hygiene products dispensed
[32,33,44-50,54-57,59,67]. A range of sensors was used to
trigger the electronic dispenser counter, including pressure
resistors [45,53], magnetic sensors [66], and photosensors [58].
These records were then manually collected by researchers or
wirelessly transmitted to the associated servers for further
analysis. Compared with direct observation, electronic
dispensers can capture hand hygiene events with substantially

fewer personnel resources and are unaffected by the Hawthorne
effect [19]. However, electronic dispensers cannot detect the
hand hygiene opportunities specified by the WHO 5 moments
for hand hygiene [19]. Thus, several studies supplemented hand
hygiene events with further information to estimate hand
hygiene compliance, including outpatient visit records, the
expected number of hand hygiene events, ward-specific
conversion factors, the number of patients in the unit, nurse
visit records, and documented activities [44,48-50,55,57,59].

As electronic dispensers cannot detect hand hygiene
opportunities according to the WHO guidelines, other sensors
were used to capture these opportunities [51-53,61,62,66,68].
A common practice was to use motion sensors to record patient
room entry or exit events (as proxies for moments 1, 4, and 5)
[51,61,66]. Here, the dispensers and motion sensors uploaded
the time stamp of dispense and room entry/exit events to a
server. Once a motion sensor was activated, the server measured
the occurrence of a hand hygiene event within a predefined
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period and thus estimated the hand hygiene compliance rate.
Conversely, Geilleit et al [53] placed a motion sensor around
HCWs’ working area and pressure plates on patient couches
and chairs. Hand hygiene opportunities were defined as the
movement of HCWs into a patient zone when the pressure plates
were activated. Furthermore, studies used electronic dispensers
with other sensors, including IMUs and microphones, to
recognize different types of hand hygiene events from HCWs’
daily routines [52,62,68].

Of the 29 studies, 7 (24%) used an IMU and microphone to
distinguish hand hygiene events from daily activities
[58,60,63-65,69,70]. An IMU is an electronic sensor that
measures a body’s specific force, angular rate, and orientation.

Of the 7 studies, 2 (29%) attached an IMU wristband to users’
wrists to collect physical signals and utilize these signals to
recognize hand hygiene events [63,69]. By using acceleration,
gyration, and audio signals from participants’ wrists,
Wijayasingha et al [70] applied the naive Bayes algorithm to
identify both hand hygiene and oral hygiene events from people
with developmental disabilities. Instead of placing sensors on
users’ wrists, 43% (3/7) of studies embedded IMU sensors with
or without microphones inside soap bars [60,64,65]. These
augmented soap bars were then distributed to low-income
households to monitor their soap use associated with hand and
body wash. Furthermore, Miyazaki et al [58] attached a
microphone to a sink to distinguish hand hygiene events from
other daily activities.
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Table 3. Description of sensor-assisted observation studies.

System metrics (hand hygiene oppor-
tunities)

System typeDevice locationPaper and system description

Electronic dispenser

Arai et al [44]

Outpatient visit recordsCommercial (Compleo-IO)Outpatient areaDispenser

Asai et al [45]

Hand hygiene eventsResearchHospital entranceDispenser

Boyce et al [46]

Hand hygiene eventsCommercial (iSIGNOL)Patient room and
hallway

Dispenser

Cohen et al [47]

Hand hygiene eventsCommercial (DebMed
GMS)

Throughout entire
facility

Dispenser

Conway et al [48]

Expected hand hygiene eventsN/AaThroughout entire
facility

Dispenser

Diefenbacher et al [50]

Hand hygiene events (conversion
factor)

Commercial (Ingo-man We-
co)

Patient roomDispenser

Helder et al [54]

Hand hygiene eventsCommercial (ComSens
NewCompliance)

Patient roomDispenser

Kato et al [55]

Outpatient visit recordsCommercial (CARECOM
Co, Ltd)

Outpatient areaDispenser

Morgan et al [59]

Patients numberN/APatient roomDispenser

De MacEdo et al [49]

Nurse visits (nurse call system)Commercial (NXT 1-L
model)

Patient roomDispenser

Marra et al [56,67], Magnus et al [32], and Sodré da Costa et al [33]

Hand hygiene eventsCommercial (NXT 1-L
model)

Patient roomDispenser

Scheithauer et al [57]

Documented activitiesCommercial (Ingo-man We-
co)

Throughout entire
facility

Dispenser

Electronic dispenser assisted by other sensors

Ellison et al [51]

Patient room entry/exit eventsN/AThroughout inten-
sive care units

Dispenser

Patient room entry/exit eventsN/APatient room en-
trance

Motion sensor

Sharma et al [61]

Patient room entry/exit eventsResearchHallwayDispenser

Patient room entry/exit eventsResearchExamination room
entrance

Motion sensor

Gaube et al [66]
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System metrics (hand hygiene oppor-
tunities)

System typeDevice locationPaper and system description

Patient room entry/exit eventsResearchPatient room and
hallway

Dispenser

Patient room entry/exit eventsResearchDispenserMotion sensor

Geilleit et al [53]

Patient room entry/exit eventsResearchExamination roomDispenser

Patient room entry/exit eventsResearchHCWs’b work areaMotion sensor

Patient room entry/exit eventsResearchExamination couch,
Chair

Pressure plate

Galluzzi et al [52,68]

Hand hygiene eventsResearchN/ADispenser

Hand hygiene eventsResearchHCWs (wristwatch)IMUc

Tobita et al [62]

Hand hygiene eventsResearchSinkDispenser

Hand hygiene eventsResearchSinkMicrophone

IMU and microphone

Uddin et al [63]

Hand hygiene eventsResearchHCWs (wristband)IMU

Li et al [69]

Hand hygiene eventsResearchHCWs (wristband)IMU

Ram et al [60]

Hand hygiene eventsResearchSoap barIMU

Wright et al [64] and Zillmer et al [65]

Hand hygiene eventsResearchSoap barIMU

Hand hygiene eventsResearchSoap barMicrophone

Wijayasingha et al [70]

Hand hygiene eventsResearchHCWs (wristwatch)IMU

Hand hygiene eventsResearchHCWs (wristwatch)Microphone

Miyazaki et al [58]

Hand hygiene eventsResearchSinkMicrophone

aN/A: not applicable.
bHCW: health care worker.
cIMU: inertial measurement unit.

Real-time Locating Systems
Of the 73 studies, 32 (44%) studies deployed RTLSs to track
hand hygiene compliance (details included in Table 4)
[67,71-101]. The RTLS was originally used to identify and track
the location of objects or people in real time within a specified
area. By sensing dispenser actuation and HCWs’ movements,
servers from an RTLS can measure HCWs’ hand hygiene
compliance rates as the ratio of dispenser actuation to the patient
room or area entry or exit events (as proxies for moments 1, 4,
and 5) [19]. On the basis of the underlying technology, we
divided these systems into 6 categories: radio-frequency
identification (RFID), infrared, ultrasound, Bluetooth low energy
(BLE), IEEE 802.15.4/ZigBee, and Wi-Fi.

Of the 32 studies, 10 (31%) developed or deployed an
RFID-based RTLS [71,73,75,76,83,84,90,93,97,99]. RFID uses
radio waves to identify and track tags attached to objects. RFID
tags can come in a variety of shapes and can be embedded into
HCWs’name tags, wristbands, bracelets, and even shoes. When
HCWs with RFID tags pass RFID readers, the readers detect
the HCWs’tags and then communicate the collected information
to a central server. To record HCWs’ hand hygiene events, 30%
(3/10) of studies placed RFID readers either next to dispensers
or embedded RFID readers into dispensers [71,76,93], and these
RFID readers were activated by dispensing events. By installing
RFID readers next to dispensers and at the entrance of patient
rooms or around patient beds, RFID-based RTLS could
recognize both hand hygiene events and the entry and exit of
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individuals into a patient room or a patient area
[73,75,83,84,90,99]. Furthermore, several other sensors were
used to assist in the observation of RFID-based RTLS, including
motion sensors (recording movements around patient beds),
IMUs (recording duration of hand hygiene events), and ethanol
sensors (recognizing alcohol-based hand rub events) [90,97,99].

Of the 32 studies, 8 (25%) studies adopted infrared-based RTLSs
to monitor hand hygiene compliance [72,74,77,86-89,98]. An
infrared transmitter uses infrared light pulses to transmit a
unique infrared code to its receiver, and the receiver can then
estimate their relative position inside a building. For all 8
studies, infrared transmitters were installed across health care
settings and continuously emitted their relative location
information (eg, patient room, patient bed, and hallway). In
addition, the transmitters were embedded in dispensers and
activated for a short period after dispenser actuation. The
infrared receivers were carried by HCWs and continuously
received location information from the transmitter and counted
HCWs’ hand hygiene events. In addition, 63% (5/8) of studies

used a wearable dispenser to facilitate HCWs’ hand hygiene
practices. Furthermore, an ethanol sensor was deployed in an
infrared-based RTLS to recognize hand rub events rather than
relying on a wall-mount dispenser [77].

Of the 32 studies, 2 (6%) studies deployed ultrasound-based
RTLSs [79,100]. Similar to other RTLS, ultrasound-based
RTLSs comprise transmitters, receivers, and dispensers.
Transmitters emit sound in the ultrasonic range, and receivers
detect these sounds and thus locate the transmitters. Unlike
infrared-based RTLSs, ultrasonic transmitters were typically
either placed in health care settings or carried by HCWs, and
thus the sound contained either location information or HCWs’
identity. Through the collected signals, the receivers could locate
the HCWs’ real-time location and recognize patient room
entry/exit events. When dispensers were used in
ultrasound-based RTLSs, transmitters or receivers were also
embedded in these dispensers and transmitted dispensing events
to the receivers.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e27880 | p.18https://www.jmir.org/2021/11/e27880
(page number not for citation purposes)

Wang et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 4. Description of real-time locating system studies.

System metrics (hand hygiene
opportunities)

System typeDevice locationPaper and system description

Radio-frequency identification (RFID)

Decker et al [76]

Class schedulesResearchHCWsa (tag)RFID tag

Class schedulesResearchDispenserRFID reader

Bal et al [71]

Hand hygiene eventsResearchHCWs (tag)RFID tag

Hand hygiene eventsResearchDispenser and faucetRFID reader

Hand hygiene eventsResearchPatient room entrance and patient bedDispenser/faucet

Meydanci et al [93]

Hand hygiene eventsResearchHCWs (wristband)RFID tag

Hand hygiene eventsResearchDispenserRFID reader

Hand hygiene eventsResearchPatient room and hallwayDispenser

Boudjema et al [73] and Brouqui et al [75]

Patient area entry/exit eventsCommercial (MediHandTrace)HCWs (shoes)RFID tag

Patient area entry/exit eventsCommercial (MediHandTrace)Floor (embedded under the dispenser, patient
room, and area entrance)

RFID reader

Patient area entry/exit eventsCommercial (MediHandTrace)Patient room and hallwayDispenser

Jain et al [83]

Patient room entry/exit eventsResearchHCWs (tag)RFID tag

Patient room entry/exit eventsResearchDispenser and patient room entranceRFID reader

Patient room entry/exit eventsResearchPatient room and hallwayDispenser

Johnson et al [84]

Patient room entry/exit eventsResearchHCWs (tag)RFID tag

Patient room entry/exit eventsResearchPatient room entranceRFID reader

Patient room entry/exit eventsResearchPatient room entranceDispenser

Radhakrishna et al [99]

Patient area entry/exit eventsResearchHCWs (tag)RFID tag

Patient area entry/exit eventsResearchPatient trolley (around patient bed)RFID reader

Patient area entry/exit eventsResearchPatient trolley (around patient bed)Dispenser

Patient area entry/exit eventsResearchPatient trolley (around patient bed)Motion sensor

Levin et al [90]

Patient area entry/exit eventsResearchHCWs (bracelet)RFID tag

Patient area entry/exit eventsResearchPatient bed, DispenserRFID reader

Patient area entry/exit eventsResearchN/AbDispenser

Patient area entry/exit eventsResearchHCWs (bracelet)IMUc

Pleteršek et al [97]

Hand hygiene eventsResearchHCWs (tag)RFID tag

Hand hygiene eventsResearchHCWs (tag), Patient room entranceEthanol sensor

Infrared

Baslyman et al [72]
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System metrics (hand hygiene
opportunities)

System typeDevice locationPaper and system description

Patient area entry/exit eventsCommercial (Ekahau)Patient bed, patient room entrance, dispenser,
and hallway

Infrared transmitter

Patient area entry/exit eventsCommercial (Ekahau)HCWs (tag)Infrared receiver

Patient area entry/exit eventsCommercial (Ekahau)Patient roomDispenser

Boyce et al [74]

Patient area entry/exit eventsResearchPatient bed, dispenser, hallway, and nurse stationInfrared transmitter

Patient area entry/exit eventsResearchHCWs (tag)Infrared receiver

Patient area entry/exit eventsResearchN/ADispenser

Levchenko et al [86-89] and Pong et al [98]

Patient room entry/exit eventsResearchIndividual patient environments, room entrances,
shared bathrooms, dirty utility rooms (ceiling),
and dispenser

Infrared transmitter

Patient room entry/exit eventsResearchHCWs (tag)Infrared receiver

Patient room entry/exit eventsResearchN/AWall-mount dispenser

Patient room entry/exit eventsResearchHCWsWearable gel dispenser

Dyson et al [77]

Patient area entry/exit eventsN/APatient room and area entrance and sink (ceiling)Infrared transmitter

Patient area entry/exit eventsN/AHCWs (tag)Infrared receiver

Patient area entry/exit eventsN/AHCWs (tag)Ethanol sensor

Ultrasound

Fisher et al [79]

Patient area entry/exit eventsN/APatient bed and dispenserUltrasound transmitter

Patient area entry/exit eventsN/AHCWs (tag)Ultrasound receiver

Patient area entry/exit eventsN/APatient roomDispenser

Srigley et al [100]

Hand hygiene eventsN/AHCWs (tag)Ultrasound transmitter

Hand hygiene eventsN/APatient room, hallway, and dispenserUltrasound receiver

Hand hygiene eventsN/AN/ADispenser

Bluetooth low energy (BLE)

Karimpour et al [85]

Patient area entry/exit eventsResearchRoomBLE transmitter

Patient area entry/exit eventsResearchHCWs (smartphone)BLE receiver

Misra et al [94]

Patient area entry/exit eventsResearchPatient bed and dispenserBLE transmitter

Patient area entry/exit eventsResearchHCWs (smartphone)BLE receiver

Patient area entry/exit eventsResearchPatient bedDispenser

Marques et al [91]

Patient area entry/exit eventsResearchPatient room and area entrance, sink, and dis-
penser

BLE transmitter

Patient area entry/exit eventsResearchHCWs (smartphone)BLE receiver

Patient area entry/exit eventsResearchPatient room and area entranceDispenser

IEEE 802.15.4/ZigBee

Marra et al [67] and Filho et al [78]
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System metrics (hand hygiene
opportunities)

System typeDevice locationPaper and system description

Patient area entry/exit eventsCommercial (Infectrack Sys-
tem)

HCWs (tag)ZigBee transmitter

Patient area entry/exit eventsCommercial (Infectrack Sys-
tem)

Patient bed and dispenserZigBee receiver

Patient area entry/exit eventsCommercial (Infectrack Sys-
tem)

Patient roomDispenser

Fries et al [80], Herman et al [81], Hornbeck et al [82], Polgreen et al [92], and Monsalve et al [95,96]

Patient area entry/exit eventsResearchPatient bed and dispenserIEEE 802.15.4 transmit-
ter

Patient area entry/exit eventsResearchHCWs (tag)IEEE 802.15.4 receiver

Patient area entry/exit eventsResearchPatient roomDispenser

Wi-Fi

Wan et al [101]

Hand hygiene eventsResearchRoom and sinkWi-Fi transmitter

Hand hygiene eventsResearchHCWs (tag)Wi-Fi receiver

Hand hygiene eventsResearchRoomSink

aHCW: health care worker.
bN/A: not applicable.

Of the 32 studies, 3 (9%) studies developed RTLSs based on
BLE technology [85,91,94]. BLE or Bluetooth is a wireless
technology standard used for exchanging data between devices
through ultra–high-frequency radio waves. These BLE-based
RTLSs also contained transmitters (or beacons), BLE receivers,
and dispensers. These transmitters were used as location
reference points by placing BLE transmitters in health care
settings. BLE receivers brought by HCWs could detect HCWs’
real-time location to infer patient room entry/exit events. Unlike
the aforementioned RTLSs, BLE receivers could be HCWs’
own smartphones instead of carrying additional equipment. To
measure hand hygiene events, dispensers triggered the embedded
BLE transmitters once they were actuated.

Of the 32 studies, 8 (25%) studies used IEEE 802.15.4 or
ZigBee-based RTLSs [67,78,80-82,92,95,96]. IEEE 802.15.4
is a wireless standard capable of low-power, low-cost wireless
communication between devices with lower power consumption.
ZigBee is a wireless mesh network specification based on the
IEEE 802.15.4 standard [118]. Similar to other RTLSs, they
comprise transmitters, receivers, and dispensers. Transmitters
were either carried by HCWs or placed in a health care
environment. Two individual systems were used in the studies,
including one commercial system (Infectrack System,
i-HealthSys) based on ZigBee and one in-house system based
on IEEE 802.15.4. After collecting the relative distance and/or
HCWs’ identity from transmitters, receivers could identify
HCWs’ movement when HCWs entered or exited patient areas.
The transmitters or receivers were also embedded inside
dispensers to recognize hand hygiene events.

The last technology used in RTLSs was Wi-Fi [101]. Wi-Fi is
a family of wireless network protocols for building wireless

network connections between devices through radio waves.
Wi-Fi transmitters were deployed across a room and above a
sink, and when HCWs triggered the dispenser next to the sink,
the dispenser transmitted the dispensing event to a server
through the sink transmitter. The receivers were carried by
HCWs, scanned for transmitters in the environment, and
periodically uploaded their location to a server.

Quality Monitoring Systems
Of the 89 studies, 21 (24%) studies evaluated hand hygiene
quality as performed by HCWs, grouped into 2 categories based
on their measurement methods: (1) compliance with the WHO
6-step hand hygiene techniques (14/21, 67%) and (2) surface
coverage or illumination reduction of fluorescent substances
(7/21, 33%).

Compliance With WHO 6-Step Hand Hygiene
Techniques
Of the 21 studies, 14 (67%) studies used a variety of sensors to
monitor hand hygiene quality based on compliance with the
WHO 6-step hand hygiene techniques (Figure 2). A common
practice was to detect the duration of hand hygiene, which is
considered a key indicator of quality [13,119]. Furthermore,
these systems could recognize HCWs’ hand motions as
belonging to the individual steps from the WHO 6-step hand
hygiene techniques. As such, these systems provided more
details regarding HCWs’ hand hygiene performance, including
missed steps and out-of-order sequences, as noncompliance
with all steps of hand hygiene procedures fails to cover all skin
surfaces [14,20]. In these studies, sensors were either placed in
the environment or attached to HCWs to monitor their hand
hygiene performance (details are included in Table 5).
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Table 5. Description of studies monitoring compliance with the WHOa 6-step hand hygiene techniques.

System metrics (compliance with hand hygiene tech-
niques)

System typeDevice locationPaper and system description

Environmental sensor

Khan et al [106]

Hand hygiene durationResearchSinkRGBb camera

Hand hygiene durationResearchSinkMotion sensor

Lacey et al [103]

An unknown number of individual steps (WHO 6-step
hand hygiene technique)

Commercial (Sure-
Wash)

SinkRGB camera

Camilus et al [102]

6 individual steps (WHO 6-step hand hygiene technique)
and 1 wild hand hygiene technique

ResearchSinkDepth camera

Zhong et al [104]

9 individual steps (WHO 6-step hand hygiene technique)ResearchSinkDepth camera

Khamis et al [105]

9 individual steps (WHO 6-step hand hygiene technique)ResearchSinkmmWave radar

Wearable sensor

Galluzzi et al [52,68]

12 individual steps (WHO 6-step hand hygiene tech-
nique), 1 wild hand hygiene technique

ResearchHCWsd (wristwatch)IMUc

Li et al [69]

13 individual steps (WHO 6-step hand hygiene tech-
nique)

ResearchHCWs (wristwatch)IMU

Wijayasingha et al [70]

9 individual steps (WHO 6-step hand hygiene technique)ResearchHCWs (wristwatch)IMU

9 individual steps (WHO 6-step hand hygiene technique)ResearchHCWs (wristwatch)Microphone

Banerjee et al [107]

6 individual steps (self-defined hand hygiene technique)ResearchHCWs (armband)IMU

Kutafina et al [108,109]

9 individual steps (WHO 6-step hand hygiene technique)ResearchHCWs (armband)IMU

9 individual steps (WHO 6-step hand hygiene technique)ResearchHCWs (armband)sEMGe

Wang et al [110]

14 individual steps (WHO 6-step hand hygiene tech-
nique)

ResearchHCWs (armband)IMU

14 individual steps (WHO 6-step hand hygiene tech-
nique)

ResearchHCWs (armband)sEMG

Zhong et al [41]

7 individual steps (self-defined hand hygiene technique)ResearchHCWs (chest)RGB camera

aWHO: World Health Organization.
bRGB: red green blue.
cIMU: inertial measurement unit.
dHCW: health care worker.
esEMG: surface electromyography.

Of the 14 studies, 5 (36%) studies measured compliance with
the WHO 6-step hand hygiene techniques by placing sensors
in the environment [102-106]. Khan et al [106] placed an RGB

camera and a motion sensor above the sink in operation rooms
to monitor HCWs’ hand hygiene duration. Lacey et al [103]
used a commercial automatic video auditing system (SureWash,
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GLANTA Ltd) to monitor HCWs’ compliance with the WHO
6-step techniques. Camilus et al [102] and Zhong et al [104]
installed an RGB-depth camera (Kinect) above a sink to record
hand hygiene events. Hand hygiene videos with stereo
information were then analyzed by classifying each frame as
an individual step from the 6-step hand hygiene techniques.
Instead of using optical sensors, Khanmis et al [105] installed
an mmWave sensor above a sink to measure hand hygiene
performance. The mmWave is a sensing technology for detecting
objects and provides the range, velocity, and angle of these
objects. By using the generated frames from mmWave signals,
they could classify each frame as one of the nine individual
steps in line with the 6-step hand hygiene techniques.

Of the 14 studies, 9 (64%) studies monitored compliance with
hand hygiene guidelines by attaching wearable sensors to HCWs
[41,52,68-70,107-110]. Of these, the IMU was the most popular
sensor and was used in 89% (8/9) of studies with several
supplementary sensors. As mentioned above, the IMU can
measure a body’s specific force, angular rate, and orientation.
Approximately 44% (4/9) of studies used the IMU of
wristwatches to collect physical signals during hand hygiene
events and classified hand motion within a certain time frame
as one of the several individual steps of the 6-step hand hygiene
techniques [52,68-70]. In addition, microphones have been
combined with IMUs to evaluate hand hygiene performance,
as the additional audio data could further improve the system
accuracy [70]. Owing to hygiene reasons, 44% (4/9) of studies
used sensor armbands (Myo armband, North Inc) with IMU to
detect HCWs’ compliance with hand hygiene techniques
[107-110]. Of these 4 studies, 3 (75%) studies used both IMU
and surface electromyography (sEMG) sensors from Myo
armbands to recognize individual steps in line with 6-step hand
hygiene techniques [108-110]. The sEMG sensor is an
electrochemical sensor that detects biopotentials using electrodes
placed on the skin. In contrast to the aforementioned studies,
Zhong et al [41] attached an RGB camera to HCWs’ chests.
The camera recorded HCWs’ hand hygiene practices, and then
the collected RGB videos were processed by a deep learning
algorithm (two-stream convolutional neural network) to classify
hand motions into 7 self-defined hand hygiene steps.

Surface Coverage or Illumination Reduction of
Fluorescent Substances
Of the 21 studies, 7 (33%) studies used fluorescent substances
to automatically examine hand hygiene quality by computer

vision algorithms. However, the means of detecting the quality
of handwash and hand rub were distinct. For handwash,
participants first applied fluorescent dye on their entire hands
and then washed their hands with soap and tap water thoroughly.
For hand rub, a hand disinfectant was mixed with a fluorescent
dye, and participants used the disinfectant to perform an episode
of hand rub. Then, their hands were checked under a UV light
lamp and photographed using RGB cameras for further analysis.
By comparing the disinfected areas that glowed under UV light
and were free from pathogens, Lehotsky et al [120] stated that
fluorescent substances could highlight the areas of the hand
surface that were adequately disinfected with acceptable
accuracy (95% sensitivity and 98% specificity). UV tests have
been widely used to assess hand hygiene quality in medical
education because of their easy application, low associated
costs, and well-visible results [22].

There were two main ways to automatically analyze the
collected RGB images: detecting illumination reduction before
and after an episode of handwash or measuring the surface
coverage of fluorescent substances (details included in Table
6). Approximately 29% (2/7) of studies calculated the
illumination difference of fluorescent substances before and
after an episode of handwash using Adobe Photoshop (Adobe
Inc) and MATLAB (The Math Works, Inc) [25,111]. Hand
hygiene quality was then measured by the value of illumination
difference, where a bigger difference indicates better hand
hygiene performance and vice versa.

Of the 7 studies, 5 (71%) studies analyzed the collected images
from both handwash and hand rub by measuring the surface
coverage of fluorescent substances [112-116]. For hand rub,
the hand rub quality was acceptable if all areas were bright
without dark spots, therefore suggesting that all parts of the
hand were covered homogeneously with disinfectant [22].
Approximately 40% (2/5) of studies focused on measuring the
surface coverage of fluorescent substances after hand rub by
applying clustering algorithms [112,113]. For handwash, as
fluorescent substances contaminated hands in advance, the
handwash quality was measured by the range of cleaned hand
areas (dark areas). Approximately 60% (3/5) of studies applied
specific threshold values or deep learning algorithms to measure
handwash quality [114-116].
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Table 6. Description of studies monitoring surface coverage or illumination reduction of fluorescent substances.

System metrics (illumination reduction or surface coverage)System typeDevice locationPaper and system description

Illumination reduction

Deochand et al [25]

Illumination reduction (whole hand)ResearchHCWsa (hand)Fluorescent substance

Illumination reduction (whole hand)ResearchOpaque boxUV lamp

Illumination reduction (whole hand)ResearchOpaque boxRGBb camera

Pellegrino et al [111]

Illumination reduction (whole hand)ResearchHCWs (hand)Fluorescent substance

Illumination reduction (whole hand)ResearchDark roomUV lamp

Illumination reduction (whole hand)ResearchDark roomRGB camera

Surface coverage

Srisomboon et al [112]

Surface coverage (pixel)ResearchHCWs (hand)Fluorescent substance

Surface coverage (pixel)ResearchOpaque boxUV lamp

Surface coverage (pixel)ResearchOpaque boxRGB camera

Szilágyi et al [113]

Surface coverage (pixel)ResearchHCWs (hand)Fluorescent substance

Surface coverage (pixel)ResearchOpaque boxUV lamp

Surface coverage (pixel)ResearchOpaque boxRGB camera

Yamamoto et al [114,115]

Surface coverage (segment)ResearchHCWs (hand)Fluorescent substance

Surface coverage (segment)ResearchOpaque boxUV lamp

Surface coverage (segment)ResearchOpaque boxRGB camera

Naim et al [116]

Surface coverage (pixel)ResearchHCWs (hand)Fluorescent substance

Surface coverage (pixel)ResearchOpaque boxUV lamp

Surface coverage (pixel)ResearchOpaque boxRGB camera

aHCW: health care worker.
bRGB: red green blue.

Discussion

Recently, there has been increased interest in developing
electronic monitoring systems to serve as an alternative or
supplementary hand hygiene monitoring approach [19].
However, electronic hand hygiene monitoring systems do have
limitations. The following sections discuss the limitations related
to accuracy, data integration, privacy and confidentiality,
potential risks, usability, associated costs, and infrastructure
improvements [19,121].

System Accuracy
The system accuracy of electronic hand hygiene monitoring
systems is the top concern for HCWs [121,122]. However,
systems come with different metrics without standardized
measurement tools. System accuracy is also affected by technical
issues and geometric constraints.

The metrics often vary substantially in different types of
electronic hand hygiene monitoring systems. For electronic
hand hygiene compliance monitoring systems, the metrics are
based on the number of detectable moments for hand hygiene
described by the WHO (Figure 1). A total of 4 different metrics
were mentioned in the included studies: (1) hand hygiene events,
(2) patient room entry/exit events, (3) patient area entry/exit
events, and (4) the WHO 5 moments for hand hygiene.
Similarly, the metrics for electronic hand hygiene quality
monitoring systems are also disparate. One way to measure
HCWs’ hand hygiene quality is through detecting their
compliance with the WHO 6-step hand hygiene techniques
(Figure 2). However, different systems often recognize different
sets of individual steps of standardized techniques, which can
vary between 6 and 14 individual steps. Detecting illumination
reduction or surface coverage of fluorescent substances is
another way to measure hand hygiene quality; however, different
studies come with different metrics. Several systems can detect
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pixel or segment levels of fluorescent areas from the collected
RGB images; however, others measure the illumination
reduction of the entire hand. Therefore, system results may not
accurately reflect HCWs’hand hygiene compliance and quality,
and results cannot be compared between different studies
without further processing.

Technical issues dramatically affect system accuracy. One of
the major concerns is hardware limitations, which result in
systems not functioning well under certain situations. For
instance, infrared-based RTLS could fail to work if an infrared
transmitter or receiver taken by a person is obscured by objects
or cloths as the infrared wave cannot penetrate opaque materials
[123]. Systems using ethanol sensors to track alcohol-based
hand rubs cannot sense HCWs’ handwash events [77]. Systems
solely relying on motion sensors (ie, without user identity)
cannot provide information on who enters or exits patient rooms.
Other systems also suffer from reflected signals, signal noise,
and interference. Moreover, the algorithms used in these systems
may introduce a variety of errors. An example is that machine
learning algorithms used to recognize HCWs’ compliance with
WHO 6-step hand hygiene techniques can generate incorrect
classifications [110]. In some extreme cases, these algorithms
may not correctly recognize any individual steps and provide
an entire sequence of erroneous predictions. Thus, both hardware
and algorithm limitations need to be considered when
implementing hand hygiene monitoring systems, and effective
validation of an electronic hand hygiene monitoring system is
required to identify associated technical issues.

System accuracy is also influenced by geometric constraints.
To protect patient privacy, studies may attach a curtain in front
of cameras [36] or point them toward nonsensitive regions only
(handwashing sinks and sanitizer dispensers) [38], which may
not allow observation of all hand hygiene opportunities and
events and further affect system accuracy. Furthermore, systems
based on wearable devices are restricted by device position. For
example, recent studies have relied on sensor armbands to detect
hand hygiene quality; however, their system accuracy is greatly
affected by the actual armband position on the arm [110].

Data Integration
The use of multiple types of sensor data and system records
raises new challenges for data integration. Systems use multiple
sensors to collect more reliable, accurate, and useful information
required for hand hygiene monitoring; however, sensor data
fusion comes with problems and issues. One of the most
common issues is sensor registration and calibration, as
individual sensors have their own local reference frames [124].
Studies applied varying technologies to convert different data
from multiple sensors (eg, IMU and sEMG) into one reference
frame and starting time, including network time protocols,
event-based synchronization methods, and their combination
[125,126]. During data fusion and calibration, diverse formats
of sensor data could also generate noise and ambiguity, resulting
in competitive and conflicting errors, and adding redundancy
of sensor data is one of the solutions to increase system
reliability [124]. Other issues with multiple sensor data include
granularity, timescale, and frequency [124].

Integrating hand hygiene data observed by different systems is
another challenge. To increase result accuracy and credibility,
studies might use multiple complementary systems to monitor
hand hygiene compliance or quality among the same group of
HCWs. However, the metric for each observation method was
different, and a lack of correlation with their results raised
concerns regarding data validity [32]. In addition, different data
and result formats raise issues of data integration and require
conversion. Moreover, systems could simultaneously observe
hand hygiene compliance and quality; however, the means to
store and retrieve the records of compliance rate and quality are
unclear [41,52,68-70].

Privacy and Confidentiality
Privacy and confidentiality are two other major concerns
associated with electronic hand hygiene monitoring systems.
Privacy concerns are known to influence HCWs’ attitudes
toward electronic hand hygiene monitoring systems [19]. Some
HCWs perceive these systems as an invasion of their privacy
and a pretext for constant surveillance of their daily activities,
which makes HCWs distrust these systems and refuse to change
their hand hygiene behaviors [121]. Electronic hand hygiene
monitoring systems also create special challenges regarding
patient privacy [127]. Studies using video cameras to monitor
all 5 moments of hand hygiene would require constant video
surveillance of patients and patient rooms, resulting in violation
of patient privacy [26]. However, limited studies have mentioned
patient privacy protection before implementing electronic hand
hygiene systems. Moreover, constant surveillance through
electronic hand hygiene monitoring systems might raise legal
issues, resulting in systems that are unpractical in health care
settings, especially when involving cameras and microphones.

The continuous collection of personal data in unprecedented
volumes also raises data security concerns [128]. During data
collection and storage, users’ personal information can be
exposed to unauthorized third parties, and the collected data
can also be modified or altered through communication
protocols (eg, Wi-Fi and Bluetooth) [128]. Furthermore, use
scenarios of the collected data are another noticeable concern
in hand hygiene monitoring systems for HCWs. Ellingson et al
[122] noted that HCWs were worried about the potential use of
adherence data for punitive purposes. Thus, an efficient
communication mechanism should be established to provide
information to HCWs on what data will be collected and stored
and how data will be used [121].

Potential Risks
HCWs may face some potential risks caused by electronic hand
hygiene monitoring systems. One potential risk is UV-related
skin and eye damage caused by UV lamps, which are used to
detect HCWs’ hand hygiene quality [129,130]. Efficient
preventive measures should be placed to protect HCWs’ safety
and control their daily exposure under a threshold limit of 3.0

mJ/cm2 [129]. Wearable sensors have gained popularity to assess
HCWs’hand hygiene quality, especially wristwatches. However,
wearing rings, wristwatches, and bracelets could cause hand
contamination [131]; therefore, it is challenging to use
wristwatches to monitor hand hygiene procedure compliance,
as it can possibly defeat the purpose. Moreover, Ward et al [26]
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noted that during the demolition and installation of monitoring
systems in health care, the released particulates such as mold
or fungus might increase the risk of infection.

Another risk of deploying electronic hand hygiene systems is
radio-frequency interference (RFI) with medical devices. RFI,
known as a subset of electromagnetic interference, has been
reported to cause medical device failure because of interference
from various emitters of radio-frequency energy [132].
Badizadegan et al [133] reported that RFI could also result in
erroneous laboratory results. Specifically, van der Togt et al
[134] noted that RFID might induce potentially hazardous
incidents in medical devices. To prevent RFI-associated medical
device failures, system designers and device manufacturers
should ensure conformance with current RFI standards, and
on-site electromagnetic interference tests are required during
implementation [132].

Usability
Another challenge for implementing electronic hand hygiene
monitoring systems in health care is usability, as the technology
may interrupt HCWs’ daily workflow to ensure the proper
functioning of systems. These usability problems consist of
hardware and information delivery. Conway et al [121]
summarized hardware-associated usability problems of
compliance monitoring systems, including wearable tags (1) as
heavy, bulky, and difficult to use; (2) requiring battery power,
but batteries are not durable with frequent battery failures; and
(3) requiring HCWs to wear them in certain positions. Other
usability problems, such as limited sensing range and angles,
require HCWs to change their behavior to ensure that systems
work properly [77].

Similarly, usability issues also exist when delivering HCWs’
hand hygiene performance information. For hand hygiene
compliance monitoring, systems use different types of instant
prompts (eg, visual reminders, auditory reminders, vibrations,
face-to-face feedback, and olfactory stimulus) to remind HCWs
regarding missed hand hygiene opportunities; however, these
prompts are associated with several usability problems. For
example, Dyson et al [77] noted that systems using visual
prompts with a red light could cause patient anxiety. Regarding
instant prompts for inadequate hand hygiene quality, most
systems are designed for medical training purposes, and thus,
efficient delivery of instant feedback to HCWs about hand
hygiene quality and integrating these systems into their daily
routines are still open challenges.

Associated Costs and Infrastructure Improvements
Implementing an electronic hand hygiene monitoring system
in health care facilities comes with high costs and infrastructure
improvements [19,26,121]. Using electronic systems first
requires expenditure on equipment and installation costs, which
vary with the selected systems [19,26,121]. Morgan et al [59]
estimated that the installation of electronic dispenser–assisted
systems in a 15-bed intensive care unit requires a cost between
US $30,000 and US $40,000. Another study installed 21 video
cameras in the hallways and patient rooms of a 17-bed intensive
care unit, costing US $50,000 [38]. For community settings,
installing a complete set of electronic hand hygiene monitoring

systems is not realistic. Instead of fixing sensors in the
environment, studies attached wearable sensors to HCWs or
embedded sensors into soap bars to track HCWs’ hand hygiene
events from their daily routines, which are more scalable and
economical.

Except for expenditures on equipment and installation costs,
maintenance and personnel costs represent a larger part of
system-associated costs. Maintenance costs include system
updates, hand rub and soap supplies, an increase in monitored
HCWs, and replacement of batteries and defective devices [19].
For in-house systems, technology does not guarantee accurate
measurements and requires continuous iteration developments,
resulting in maintenance costs and increased personnel needs.
Application-assisted direct observation and camera-assisted
observation with human auditors are associated with high
personnel costs, as these systems require in-house or remote
auditors to continually observe hand hygiene opportunities and
events.

The installation of electronic hand hygiene systems may disrupt
physical infrastructure and require infrastructure improvements.
Conway et al [121] noted that infrastructure improvements
comprise existing dispenser replacement and fixed hard wiring.
As wireless network infrastructure also dramatically affects the
system performance, it should be arranged and updated when
deploying such systems in health care facilities with outdated
network infrastructure.

Performance Feedback
An important but sometimes overlooked aim of deploying
electronic hand hygiene monitoring systems in health care
settings is to provide educational interventions to HCWs and
improve their practices. The intervention methods used in the
included studies comprised instant prompts and periodic
summaries.

To remind HCWs about missed hand hygiene opportunities,
systems may provide instant prompts when noncompliance is
detected. Instant prompts comprise visual reminders, auditory
reminders, vibrations, face-to-face feedback, olfactory stimuli,
and their combinations. To improve HCWs’ hand hygiene
quality, systems also provide instant prompts when detecting
hand hygiene events with inadequate quality. Instant prompts
include reminding HCWs about missed steps and disordered
sequences of the WHO 6-step hand hygiene techniques and
visualizing unclean areas from recorded UV test images.
Periodic summaries are also widely adopted to improve HCWs’
hand hygiene compliance and quality. Systems deliver periodic
summaries to HCWs through reports, dashboards, games, notice
boards/monitors, face-to-face feedback, and their combinations.

The included studies also delivered hand hygiene feedback by
combining both instant prompts and periodic summaries. For
example, Ellison et al [51] adopted auditory reminders as instant
prompts and delivered periodic summaries through specific
monitor screen savers to remind HCWs of hand hygiene
compliance.

Nevertheless, each instant prompt type is associated with
specific drawbacks. For visual reminders, Dyson et al [77] noted
that red light light-emitting diodes (LEDs) on badges might
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cause patient anxiety, so the color of badge LEDs should be
adjustable and provide an option to disable the LEDs when
necessary. Regarding auditory reminders, Baslyman et al [72]
noted that sending audible alerts during the night is not
acceptable as most patients are sleeping. Face-to-face feedback
is associated with the Hawthorne effect, which causes different
hand hygiene behaviors from their daily routines [30]. Using
unpleasant odors is also not suitable for most health care
facilities as they may cause physical discomfort.

Regarding periodic summaries, designing understandable
periodic summaries for HCWs with different educational
backgrounds is a challenge [121]. Conway et al [48] noted that
HCWs or managers might have difficulty reading and
interpreting periodic reports with charts. Efficiently
disseminating collected information to HCWs and keeping them
informed is challenging as well, as many HCWs have reported
never or inconsistently receiving their performance information
[48]. Moreover, ensuring that periodic summaries are used to
drive hand hygiene improvement instead of punishment is
another challenge. Hand hygiene improvement might be
short-lived and moderate without HCWs’engagement, constant
feedback delivery, detailed action plans, and leadership support
[121].

By constantly delivering feedback to HCWs and educating
HCWs and medical students on the importance of hand hygiene
and the correct procedures, HCWs are likely to improve their
hand hygiene techniques and habits. In Multimedia Appendices
3 [53,66,67,77,79,89,98,111], 4 [35,38,39,44,48,51,79,106],
and 5 [30,51,88,89], we summarize the performance
improvements of HCWs in studies that implemented instant
prompts, periodic summaries, or their combinations. However,
HCWs have diverse feedback needs. For example, Conway et
al [121] and Levchenko et al [89] noted that most HCWs prefer
instant prompts rather than periodic summaries, and their
compliance rates increased immediately after receiving instant
prompts. Nevertheless, Levchenko et al [89] also mentioned
that a few HCWs improved their compliance only after they
reviewed their individual results.

Implications
Owing to the high level of heterogeneity of the included studies,
it is difficult to compare and analyze data across studies. A
noticeable difference across the included studies was the variety
of system metrics. To generate quantitative analyses, a high
degree of standardization is required. Thus, standardized metrics
across different hand hygiene monitoring systems need to be
established based on system hardware limitations and WHO
recommendations. For instance, the number of individual steps
of the WHO 6-step hand hygiene techniques can be set to 9 in
line with the WHO guideline as steps 3, 6, and 7 (shown in
Figure 2) require repeats for both hands.

Given the recent advancements in sensing technologies, hand
hygiene monitoring systems can adopt previously unused
technology infrastructure or sensors to monitor HCWs’ hand
hygiene performance. For example, the aforementioned systems
require a dedicated device being carried by HCWs to trace their
indoor locations. Li et al [135] achieved device-free indoor
location tracking by using commodity Wi-Fi, which has been

installed in most health care facilities. Conversely, hand hygiene
monitoring systems can apply new algorithms to improve their
system accuracy. For example, previous studies adopted a
hidden Markov model to classify the individual steps of 6-step
techniques or smooth classification results, which assumes that
HCWs will perform hand hygiene procedures according to
predefined orders. However, once this assumption is relaxed,
the performance of these systems dramatically drops [69].
Instead, classification results smoothed by change point
detection algorithms (eg, E.Divisive [136]) might ease the
performance decrease.

Hand hygiene monitoring systems and collected data can also
be used to solve other hand hygiene–related issues. For example,
systems detecting surface coverage of fluorescent substances
could be considered as an alternative method to validate the
efficacy of newly proposed hand hygiene techniques instead of
microbiological tests, as fluorescent substances could highlight
the hand surface areas that are adequately disinfected with
acceptable accuracy [120]. Similarly, studies have used hand
hygiene behavior data to monitor participants’ levels of
dementia, Alzheimer disease, and obsessive-compulsive disorder
[137,138]. Furthermore, hand hygiene compliance history has
been used to simulate the transmission of HAIs in health care
settings [139].

Limitations
This study has several limitations. Some relevant studies may
have been missed because of the keywords and databases chosen
for the search query. Furthermore, some relevant studies may
not have been included if they were not published in English,
were outside the specified time frame, or did not provide
adequate technical information.

Specifically, we included all types of studies regardless of their
maturity, as it helps summarize the latest technological
developments in electronic hand hygiene monitoring systems.
However, early-stage or preliminary studies or methodology
studies may present incomplete data or a lack of results. Owing
to the heterogeneity of the studies and sparse metrics, we could
not conduct a meta-analysis for the study population, system
accuracy, and intervention effectiveness. In addition, because
of the significant heterogeneity, we could not evaluate the risk
of bias for each study using standardized automation tools and
assess the certainty of the included studies.

This review describes different technologies for hand hygiene
monitoring. Nevertheless, since we adopted the narrative
approach to synthesize the outcomes rather than a meta-analysis,
we did not assess the risk of bias because of missing results.

Conclusions
Our review provides an overview of the latest technological
developments in electronic hand hygiene monitoring systems
that measure compliance or quality. Systems utilize
application-assisted direct observation, camera-assisted
observation, sensor-assisted observation, and RTLS to monitor
HCWs’compliance rates. For quality monitoring, systems either
measure compliance with the WHO 6-step hand hygiene
techniques or detect surface coverage or illumination reduction
of fluorescent substances. Despite the technologies used in these
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systems, we identify system-associated issues and challenges,
including system accuracy, data integration, privacy and
confidentiality, potential risks, usability, and associated costs
and infrastructure improvements. Owing to the narrative
approach adopted in these studies, more research is required to
establish standardized metrics to measure system performance

differences among electronic hand hygiene monitoring systems.
With sensing technologies and algorithms continually advancing,
more research is needed on their implementation to improve
system performance and address other hand hygiene–related
issues.
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Abstract

Data integration, the processes by which data are aggregated, combined, and made available for use, has been key to the development
and growth of many technological solutions. In health care, we are experiencing a revolution in the use of sensors to collect data
on patient behaviors and experiences. Yet, the potential of this data to transform health outcomes is being held back. Deficits in
standards, lexicons, data rights, permissioning, and security have been well documented, less so the cultural adoption of sensor
data integration as a priority for large-scale deployment and impact on patient lives. The use and reuse of trustworthy data to
make better and faster decisions across drug development and care delivery will require an understanding of all stakeholder needs
and best practices to ensure these needs are met. The Digital Medicine Society is launching a new multistakeholder Sensor Data
Integration Tour of Duty to address these challenges and more, providing a clear direction on how sensor data can fulfill its
potential to enhance patient lives.

(J Med Internet Res 2021;23(11):e34493)   doi:10.2196/34493
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Introduction

Data integration has been defined as “...the technical and
business processes used to (aggregate and) combine data from
multiple sources to provide a unified, single view of the data”
[1]. In practice, this means building bridges across different
sources of data, to create an integrated data set that enables you

to ask bigger questions or new questions (ie, integration
followed by utilization) [2].

Data integration has been a force for innovation and scaling in
many technological fields, helping new products become part
of our everyday lives. Why do your new headphones work with
your phone? Cross-industry collaboration on standards fueled
the growth of Bluetooth from its initial invention at Ericsson in
the late 1990s to one of the most prevalent current-day
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technologies [3], incorporated into an estimated 5 billion new
devices in 2021 [4]. Love that your credit card works practically
everywhere, including internationally? This would not be
possible without the Payment Card Industry Data Security
Standard (and associated Security Council), which has been a
globally accepted standard since 2004 [5]. Trying to get home
the fastest way? The apps and services that help us plan and
navigate our journeys rely on the General Transit Feed
Specification [6], which began in 2005 as a collaboration
between Google and the TriMet transport agency and is now a
global standard driving the utilization of transit data [7]. All of
these examples underline not only the practical impact of
successful data integration, but also the critical role of
multisector collaboration in achieving success.

Where is the new field of digital health, and sensor data in
particular, in its data integration journey and what needs to be
done to move it forward?

The Digital Medicine Society (DiMe), a nonprofit organization
dedicated to advancing the safe, effective, ethical, and equitable
use of digital medicine to optimize health [8], will examine
these questions and more as part of a new Sensor Data
Integration Tour of Duty. The tour will convene
multistakeholder experts from Amazon Web Services, Evidation
Health, the Food and Drug Administration (FDA) Center for
Drug Evaluation and Research (CDER) and the Center for
Devices and Radiological Health (CDRH), Human First, the
Institute of Electrical and Electronics Engineers, Medable, the
Moffitt Cancer Center, Oracle, Open mHealth, Savvy
Cooperative, Takeda, and the United States Department of
Veterans Affairs. The Sensor Data Integration Tour of Duty
will build off other initiatives like The Playbook [9] in
advancing the adoption and utility of digital medicine tools. In
this paper, we will describe the current state of sensor data
integration in health care, examine the importance of sensor
data integration in achieving the promise of digital health to
improve clinical research and patient care at scale, and offer a
vision of what overcoming these challenges and continuing
progress will enable.

Why Is Sensor Data Integration
Important?

In the world of health care, examples of data integration can be
found across the drug development and care delivery continuum:

• Modeling and understanding complex disease systems is
typically only possible by considering and integrating a
wide range of relevant data sources [10,11];

• Data integration supports translating observations from
preclinical models to studies with human subjects and is
common in early phase drug discovery [12,13];

• Similar data sources combined across different studies
create meta-studies to increase statistical power to detect
differences and improve the generalizability of results
[14,15];

• Bridging clinical to real-world evidence studies aids the
translation of observations from clinical development to
the market. Examples include converting an outcome used

in a clinical trial to deployment to support reimbursement
[16] or treatment [17], or comparing error from research or
clinical-grade and consumer-grade sensors to better validate
large-scale observations [18].

Data integration is ubiquitous in digital health, but the definition
above highlights three critical considerations pertaining to sensor
data from digital health products:

• Solutions to sensor data integration challenges will be found
in both “technical and business processes”;

• “Aggregating and combining data from multiple sources”
will provide the critical context for sensor data to drive a
learning health care system [19];

• Creating a “unified, single view of the data” will allow the
use and reuse of trustworthy data to make better and faster
decisions.

Sensor data (ie, data collected by wearable devices, smartphones,
and other sensor-equipped connected digital medicine products
[20]) is not a silver bullet. We cannot develop new sensor-based
measures without combining data from different data sources
[21,22], and we cannot deploy those measures without
contextualization [23,24].

When we develop a sensor-based digital measure, establishing
that it is fit for purpose in a given population involves
cross-referencing with clinical and behavioral anchor data to
demonstrate accuracy and validity [20,25]. As a therapy moves
from clinical development into the hands of patients, it is also
critical that clinical outcomes are integrated with real-world
data, and that researcher stakeholders and other decision-makers
such as payers and clinical policy makers can access and assess
those data.

To support utilization and full patient value, health care
providers and hospital administrators making treatment decisions
all need access to the sensor data and digital measures captured
during care and need to be able to digest and infer the same
conclusions. Similarly, participants, investigators, statisticians,
heads of medical affairs, or regulators need those data to be
contextualized and appropriately presented to them, such that
they are able to draw insights and value.

Currently, we are far from achieving this potential to improve
lives, and it has been claimed that limitations in data integration
and utilization are the primary rate limiter [26,27]. Improving
lives is always at the front of our minds, making it worthwhile
to think about how these tools and applications “look” from the
patient’s perspective. Data integration should minimize
additional burden caused by management and assessment tools
to patients already burdened by their condition(s). Widespread
adoption will require interfaces that provide immediate value
and are simple, interactive, and intuitive. No longer should
patients ask: why does my health care provider not have access
to all relevant information? Why should I have to perform the
same test in multiple trials, and why do they all have separate
apps? I think this data is important; how do I share it with my
doctor? Achieving truly integrated continuous care is not
possible without effective data integration [28].
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What Are the Key Issues?

There are several specific technical hurdles that get in the way
of effective data integration, including the plethora of formats
[29,30] and the corresponding lack of consensus around common
metadata standards [14,26], although progress is being made
[31]. Perhaps more worrisome is the fact that permissioning
and consent often exclude integration and exploration [32], and
massive gaps in digital health research remain regarding data
rights and governance [33,34].

Yet, perhaps the biggest hurdles are cultural adoption, that is,
effective incentivization to share data (within and across
organizations) and make it easier to integrate [35-37];
recognition that data integration, while perhaps not a glorious
pursuit, is central to scaling any digital health tool [38]; and
lack of a unified signal from clinical (and other) stakeholders
that would enable vendors to address needs around data
integration [39,40].

Data integration for digital health, and for sensor data
specifically, is in the early phases, and we have yet to see the
kind of progress that has been made in other data-heavy health
fields (eg, genomics) [41-44]. Currently, no widely adopted
data standards or repositories exist, and while progress is being
made on the integration of other data types (eg, electronic health
records [EHRs], molecular data, patient reported outcomes),
we see limited progress around sensor data specifically. This
presents an opportunity to provide an early framework for
sensor-based data integration and future success of this
technology and avoid barriers in integrating other health care
data (eg, EHRs). Moreover, understanding the legal and ethical
consequences of sharing and integrating sensor data is at a
nascent stage [45]. Recent work has shown that “the three most
underrepresented areas of research into digital clinical measures
were ethics, security, and data rights and governance” [33].

Where Has Progress Been Made?

Data integration has been recognized as a key driver of value
creation in the private sector. In the past few years, we have
seen companies invest to improve their data integration abilities
through smaller venture capital deals [46], larger acquisitions
[47], or internal initiatives like data42 from Novartis [48].

The public space has also been very active, perhaps helped by
the inherently precompetitive nature of such work (ie, progress
in data integration helps all parties, without any individual party
needing to share proprietary data). Across research, clinical
development, and in real-world practice, we are starting to see
encouraging progress.

Research has been boosted by a number of initiatives, often
focused on improving the awareness and availability of digital
health data sets. Examples include meta-reviews of publicly
available data sets in specific fields to accelerate integration
and use of these data, as well as highlighting potential issues
and shortcomings like demographic and ethnic
underrepresentation [14]. Similarly, new repositories and portals
are helping researchers connect and make their data available,
such as Synapse and their Digital Health portal [49] or Zenodo

[50]. Zenodo is a robust example as it grew out of OpenAIRE
[51], a public project focused on enabling open science,
demonstrating the concrete progress that specific projects can
drive. The COVID-19 Evidence Accelerator [52] has also
contributed to integration across the colossal volumes of data
being developed as part of the pandemic response.

Clinical development and care delivery are also benefiting from
public initiatives around data standards like Substitutable
Medical Applications, Reusable Technologies on Fast
Healthcare Interoperability Resources (SMART on FHIR) [53],
which focuses on EHRs, or the Clinical Data Interchange
Standards Consortium, which has had a substantial impact on
the submission of evidence to regulatory bodies [54].
RADAR-base (Remote Assessment of Disease and Relapse)
[55] grew out of the Innovative Medicine Initiative’s
RADAR-CNS (RADAR in Central Nervous System Disorders)
[56] and aims to generalize data integration tools and best
practices. These initiatives focus both on the integration of a
range of devices and data sources, including mobile apps, and
the utilization of the data through standardized visualization
and analysis tools. Additional examples are the data integration
centers in German medical universities, which have been set
up to enable use of data across research and care [57].
Establishing these centers is a “meta-collaboration” of 4
consortia funded by the German Ministry of Education and
Research. The recently formed Graphite Health is a nonprofit
creating solutions for better health system interoperability [58].

Subsequent data utilization efforts bring data rights to the
forefront. Who should be able to use the integrated data sets,
and for what purpose? How can consenting and integration be
structured such that innovation is not hindered and we remain
within the ethical boundaries protecting patient rights? The FDA
Sentinel Initiative combines claims data from multiple insurers,
data from EHRs and patient reports provided by multiple health
systems, and even some sensor technologies to evaluate the
safety of medical products in the real world [59]. It combines
a common data model with a distributed data architecture.
Approved users are given secure, structured access to digital
health data while respecting privacy and proprietary concerns.
The Sentinel Initiative thus protects the data rights of
organizations and individuals by keeping data with the holder
while still allowing that data to be used for beneficial (eg,
research) purposes. Similarly, the SELFIE Horizon 2020
consortium [60] also puts data rights at the forefront, recognizing
that data integration is a key pillar of patient-centric, integrated,
continuous care, while attempting to balance “preservation of
individual privacy and the need for health data sharing” [28].

What does all this mean for sensor data? To achieve real impact
on patient lives, sensor data needs to be integrated and
contextualized with many other data types. Concerted progress
must therefore be made across digital health, and sensor data
must keep up with other sources of data like EHRs and break
out of condition-specific efforts.
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A Vision for the Future

Sensor data that is accessible, trustworthy, and
relevant
Overcoming data integration challenges is immeasurably
worthwhile. If we are to realize the potential of these new data
flows to improve patient lives, then we will move toward
integrated, holistic, and continuous care [28]. We will provide
a smoother, less burdensome, and more valuable experience for
patients. We will accelerate research and innovation, and enable
the incorporation of data collected from everyday experiences
to be included in decision-making. We will dovetail with more
mature efforts across health care and do this using a
collaborative, ethical, and multisector approach that will ensure
that the potential of this data is realized for all stakeholders.

Imagine a situation where a diabetes patient is diagnosed with
chronic obstructive pulmonary disease (COPD). The patient
can log medication use via an app, and securely and privately
funnel activity and sleep data from their user-friendly
smartwatch into their doctor’s health care systems. This data is
of sufficient quality and accompanied by enough contextual
information to facilitate the conversation between patient and
doctor (“how have you been feeling?” becomes “I see you have
been sleeping better; do you also feel better?’’), and enable
better shared decision-making. Exacerbations are tracked and
alerts are shared with the patient’s caregivers, which gives the
patient peace of mind, and positive reinforcement to further
improve this tool. The patient consents that researchers can
access their data to improve the detection algorithm, and this
data is later reused by a cross-industry consortium to drive
qualification of a new COPD outcome.

In oncology settings, the potential is equally appealing. Passive
biometric data provides additional data points on a patient’s
physical well-being, complementing patient reported outcomes
and other data. Worrisome symptoms and activities can be
triaged and brought to the clinical care team’s attention. With

just-in-time interventions, treatment toxicities can be mitigated
or managed early, reducing the downstream costs of
readmissions or emergency room visits. Simple interfaces that
help patients track their data and symptoms would provide
positive reinforcement to support behavior changes. Properly
integrated, this data can also help industry partners such as
pharmaceutical companies track outcomes and treatment
toxicities in clinical trials.

A future where real-world data helps drive the health care
system ultimately for preventive actions versus reactive care is
a bright one. It is an environment where clinical research and
care are not siloed and the data we generate can be referenced
again and again, with appropriate consent, to reimagine a system
informed by our physiology and how we feel, function, and
survive.

Outlook
Integration and utilization of sensor data as part of the wider
landscape of health-relevant data is still in its infancy, but
progress is being made. Resolving current shortcomings will
reduce burden to, and better serve, all stakeholders: patients,
caregivers, clinicians, health care administrators, payers,
industry partners, technology manufacturers, analytics
companies, and researchers. The Sensor Data Integration Tour
of Duty from DiMe includes experts from Amazon Web
Services, Evidation Health, the FDA CDER and CDRH, Human
First, the Institute of Electrical and Electronics Engineers,
Medable, the Moffitt Cancer Center, Oracle, Open mHealth,
Savvy Cooperative, Takeda, and the United States Department
of Veterans Affairs. Our focus will be to examine stakeholder
needs and define a framework for integrating sensor data and
making it more useful for decision-making within the wider
health care landscape.

Sign up as a DiMe member to stay up to date on findings and
resources from this and other projects [8], and check the DiMe
e-collection of articles for relevant papers at https://jmir.org/
themes/1160-digital-medicine-society-dime.
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Abstract

Background: There is huge variability in the way that individuals with tinnitus respond to interventions. These experiential
variations, together with a range of associated etiologies, contribute to tinnitus being a highly heterogeneous condition. Despite
this heterogeneity, a “one size fits all” approach is taken when making management recommendations. Although there are various
management approaches, not all are equally effective. Psychological approaches such as cognitive behavioral therapy have the
most evidence base. Managing tinnitus is challenging due to the significant variations in tinnitus experiences and treatment
successes. Tailored interventions based on individual tinnitus profiles may improve outcomes. Predictive models of treatment
success are, however, lacking.

Objective: This study aimed to use exploratory data mining techniques (ie, decision tree models) to identify the variables
associated with the treatment success of internet-based cognitive behavioral therapy (ICBT) for tinnitus.

Methods: Individuals (N=228) who underwent ICBT in 3 separate clinical trials were included in this analysis. The primary
outcome variable was a reduction of 13 points in tinnitus severity, which was measured by using the Tinnitus Functional Index
following the intervention. The predictor variables included demographic characteristics, tinnitus and hearing-related variables,
and clinical factors (ie, anxiety, depression, insomnia, hyperacusis, hearing disability, cognitive function, and life satisfaction).
Analyses were undertaken by using various exploratory machine learning algorithms to identify the most influencing variables.
In total, 6 decision tree models were implemented, namely the classification and regression tree (CART), C5.0, GB, XGBoost,
AdaBoost algorithm and random forest models. The Shapley additive explanations framework was applied to the two optimal
decision tree models to determine relative predictor importance.

Results: Among the six decision tree models, the CART (accuracy: mean 70.7%, SD 2.4%; sensitivity: mean 74%, SD 5.5%;
specificity: mean 64%, SD 3.7%; area under the receiver operating characteristic curve [AUC]: mean 0.69, SD 0.001) and gradient
boosting (accuracy: mean 71.8%, SD 1.5%; sensitivity: mean 78.3%, SD 2.8%; specificity: 58.7%, SD 4.2%; AUC: mean 0.68,
SD 0.02) models were found to be the best predictive models. Although the other models had acceptable accuracy (range
56.3%-66.7%) and sensitivity (range 68.6%-77.9%), they all had relatively weak specificity (range 31.1%-50%) and AUCs (range
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0.52-0.62). A higher education level was the most influencing factor for ICBT outcomes. The CART decision tree model identified
3 participant groups who had at least an 85% success probability following the undertaking of ICBT.

Conclusions: Decision tree models, especially the CART and gradient boosting models, appeared to be promising in predicting
ICBT outcomes. Their predictive power may be improved by using larger sample sizes and including a wider range of predictive
factors in future studies.

(J Med Internet Res 2021;23(11):e28999)   doi:10.2196/28999

KEYWORDS

tinnitus; internet interventions; digital therapeutics; cognitive behavioral therapy; artificial intelligence; machine learning; data
mining; decision tree; random forest

Introduction

Background
Tinnitus is the perception of a sound in the ears or head in the
absence of a corresponding external sound source. It is very
prevalent; it has been estimated that 10% to 15% of the adult
population experiences tinnitus [1]. Various conditions are
associated with developing tinnitus, such as ear disorders [2],
exposure to loud noise, the presence of hearing loss, and
increasing age [3]. Tinnitus experiences are highly
heterogeneous in terms of how it manifests (eg, the types of
sounds experienced, how individuals react to their sounds, the
associated comorbidities, etc) and how individuals with tinnitus
respond to treatment [4]. Although a majority of those with
tinnitus are not bothered by their tinnitus, a significant number
of people with tinnitus experience distressing tinnitus that affects
their quality of life [5]. Nevertheless, tinnitus can affect people
in different ways; the most common complaints include
annoyance, irritability, fatigue, stress, sleep problems, and
trouble concentrating [6]. Moreover, distressing tinnitus is often
associated with an increased risk of anxiety and depression
[7,8]. Various management strategies are used to help persons
with tinnitus, including sound therapy (eg, hearing aids and
masking); informational counseling for aiding people’s
understanding of tinnitus; and psychological approaches that
address unhelpful thought patterns and reactions to tinnitus,
such as cognitive behavioral therapy (CBT). Of these, CBT has
the highest level of research evidence on reducing tinnitus
distress [9,10].

Although the use of CBT is recommended in many tinnitus
practice guidelines [11], it is seldomly provided. This is partly
due to a lack of trained professionals who can offer CBT for
tinnitus in an in-person format. To overcome this barrier,
internet-based CBT (ICBT) was developed in the late 1990s
[12]. In ICBT, the treatment strategies are offered to individuals
with tinnitus as self-help materials that are provided over the
internet together with professional guidance [13]. The feasibility
and efficacy of such an approach have been demonstrated among
several populations in Sweden, Germany, Australia, the United
Kingdom [14], and, more recently, the United States [15,16].
In general, studies have shown that nearly 50% to 60% of those
who undergo ICBT will experience a clinically significant
reduction in tinnitus distress [17,18]. To date, no strong
predictors of ICBT outcomes have been identified to indicate
who is likely to benefit from ICBT interventions. The predictors
of outcomes that were identified when examining the long-term

(1 year) outcomes of ICBT in the United Kingdom were higher
baseline tinnitus severity, more engagement with the ICBT
program (ie, more modules opened), and higher self-reported
satisfaction with the intervention [18]. To further explore
predictors of outcomes, various univariate and multivariate (ie,
logistic and linear) regression models were applied to a
combined data set of multiple ICBT studies [19]. These linear
and logistic regression models identified education level (linear
regression: P=.01; logistic regression: P<.001) and baseline
tinnitus severity (linear regression: P<.001; logistic regression:
P<.001) to be significant predictor variables that contribute to
reductions in tinnitus severity following an ICBT intervention.
As per the linear regression model, participants who had
received disability allowance showed a 25.30-point less (95%
CI −46.35 to −4.24) Tinnitus Functional Index (TFI) score
reduction when compared to those who did not have to work
less due to tinnitus after adjusting for baseline tinnitus severity
and participants’ education levels.Although many other
predictors, including age and tinnitus duration [19], were not
identified to be significant under these linear models, these
variables might have a nonlinear association with the response.

In the last 2 decades, various artificial intelligence and machine
learning techniques have been developed and applied to hearing
health data. Such approaches have mainly been used for disease
profiling, although some studies have focused on the prediction
of treatment outcomes [20-24]. It is noteworthy that the
intervention trials in audiology and tinnitus research usually
involve a few hundred participants and the collection of
generally extensive data regarding demographic characteristics
and clinical variables. Such a data set with many predictor
variables may be best handled by exploratory data mining
techniques, such as the use of tree-based models (eg, the random
forest [RF] model). Such models tend to perform well even in
the presence of multicollinearity among a large number of
predictor variables, as these models decorrelate the variables
[25]. For example, a recent study that examined various machine
learning algorithms for predicting CBT treatment outcomes in
the tinnitus population suggested that gradient boosted trees
(area under the receiver operating characteristic curve
[AUC]=0.89) have the best predictive power [21]. This study
found that subjectively perceived tinnitus-related impairment,
depression, sleep problems, physical health–related impairments
in quality of life, the time spent on completing questionnaires,
and educational level highly contributed to the model’s
predictions. However, no previous studies have examined the
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application of artificial intelligence and machine learning
techniques to ICBT outcomes in tinnitus research.

Objectives
To further explore outcome predictors for ICBT, this study
aimed to examine the applications of various exploratory data
mining techniques based on decision tree models. In particular,
we wanted to (1) investigate which types of decision tree models
were the most applicable to ICBT outcome prediction (ie,
models with the best accuracy and predictive power) and (2)
identify the most relevant predictive factors of ICBT outcomes
by using the most appropriate decision tree models.

Methods

Study Design and Ethical Considerations
We included 228 participants who previously underwent ICBT
for tinnitus and whose data were collected as a part of 3 separate
ICBT trials [17,18,26] that were conducted from 2016 to 2018.
This study was a secondary analysis of these ICBT intervention
studies. Ethical clearance was obtained from the Faculty of
Science and Technology Research Ethics Panel of Anglia Ruskin
University (reference numbers: FST/FREP/14/478 and
FST/FREP/14/478) and the East of England–Cambridge South
Research Ethics Committee (reference number: 16/EE/0148)
and Health Research Authority (Integrated Research Application
System project ID: 195565).

Participant Characteristics
A heterogenous sample of individuals with tinnitus was
obtained; thus, the sample represented typical tinnitus
populations, as seen in Multimedia Appendix 1. The average
age was 55.14 years (SD 12.92 years), and 98 out of the 228
(43%) participants were females. The majority of participants
(154/228, 67.5%) had long-standing tinnitus with a mean
duration of 17.68 years (SD 19.42 years). Of the 228
participants, 59 (25.9%) had completed high school education,
61 (26.8%) had an undergraduate degree, and only 30 (13.2%)
had a postgraduate degree. Approximately 48% (109/228,
47.8%) of the participants experienced tinnitus in both ears,
26.8% (61/228) of them experienced tinnitus in 1 ear, and the
others reported experiencing tinnitus in their head or in other
locations. The majority (159/228, 69.7%) of participants did
not wear hearing aids, and 25.4% (58/228) of them had sought
tinnitus treatment previously.

Intervention
The study participants completed an 8-week ICBT intervention
that was presented in a self-help format [13,27]. The intervention
was administered by using a secure e-platform [28,29]. During
this 8-week period, participants were presented with 2 to 3
learning modules that contained various elements of CBT that
were specifically adapted for tinnitus, including applied
relaxation, cognitive restructuring, and imagery. The digital
materials were presented by using text, images, and videos. In
addition, various exercises were presented in these learning
modules to improve engagement.

Data Collection
The baseline data collection included an extensive questionnaire
that focused on demographics and tinnitus-related and
treatment-related information. Outcome data were gathered by
using standardized primary and secondary self-reported
questionnaires, which were administered before (baseline),
during (weekly), and after the intervention. The primary
outcome was a change in tinnitus severity, as measured by the
TFI [30]. The secondary outcome measures included the
Insomnia Severity Index [31] (a measure of insomnia), the
Generalized Anxiety Disorder-7 [32] (a measure of anxiety);
the Patient Health Questionnaire-9 [33] (a measure of depressive
symptoms); the Hearing Handicap Inventory for Adults
Screening version [34] (a measure of self-reported hearing
disability); the Hyperacusis Questionnaire [35], which was used
to assess the presence hyperacusis (ie, reduced tolerance to
everyday sounds); the Cognitive Failures Questionnaire [36],
which was used to assess cognitive functions; and the
Satisfaction with Life Scales [37], which were used to assess
global life satisfaction.

Data Analyses

Variables
The primary outcome variable (the dependent variable) in this
study was a change in tinnitus severity. A 13-point reduction
in TFI scores following the ICBT intervention was regarded as
a clinically significant (successful) treatment outcome [30].
Significant differences in scores were assessed by using paired
sample t tests. All tests were two-tailed, and significance was
set to P=.05. There were 33 predictor variables selected, as
outlined in Multimedia Appendix 2. These included the
following:

• 7 demographic variables (ie, age, gender, education level,
employment type, noise exposure, the presence of
psychological conditions, and tinnitus that affects the ability
to work)

• 15 tinnitus and hearing-related variables (ie, baseline
tinnitus severity, tinnitus duration, how often tinnitus is
heard, tinnitus location, 9 different types of tinnitus, tinnitus
in which multiple tones are heard, and the presence of
hearing loss)

• 4 treatment-related variables (ie, past treatment sought,
tinnitus maskability, hearing aid use, and medication use)

• 7 clinical factors (ie, anxiety, depression, insomnia,
hyperacusis, hearing disability, cognitive functions, and
life satisfaction).

Decision Tree Models (Classifiers)
The data analysis focused on decision tree–based models, as
they play an essential role in exploratory data mining and
facilitate human decision-making by providing decision rules
[38]. Despite their simplicity, decision trees usually exhibit high
variance in their predictions and are not consistently robust.
Given these issues, their powerful counterparts, such as the RF
[39], gradient boosting (GB) [40], and extreme GB (XGBoost)
[41], models were selected. For comparison, 6 decision tree
models were used, namely the classification and regression tree
(CART) [42], C5.0 [43], GB, XGBoost, AdaBoost algorithm
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[44], and RF models. As the CART, C5.0, and RF decision tree
models involve stratifying or segmenting the predictor space
into a number of nonoverlapping regions [38], recursive binary
splitting for classification via the Gini index was performed
[45]. Many of these decision tree types have been applied to
audiological data, and they were found to provide good results
in previous studies [20-24].

Data Analysis Steps

Summary of Data Analysis Steps

The analyses were performed in 4 stages. First, the data were
split into training and testing data, and the classifier models
were trained on a data set before testing. Second, the six
classifiers were applied to the test data to identify the most
suitable models based on their performance evaluation. Third,
the two best models were used to determine the predictors of
ICBT outcomes. Fourth, the optimal CART decision tree model
was used to identify the participants who were more (or less)
likely to benefit from ICBT treatment. The steps are described
in more detail below.

Step 1: Classifier Training

Prior to applying the decision tree classifiers, the entire data set
was divided into the training (183/228, 80.3%) and testing
(45/228, 19.7%) data sets. The training data set was used to
develop the corresponding data mining model, while the testing
data set was used to evaluate the model predictions. As the
training data set was relatively small (n=183), a repeated 3-fold
cross-validation was performed. This was not done for the
CART model, for which the full training data set was used for
model training. With this approach, each fold was given a
chance to act as their own validation set to minimize the
propensity of model overfitting. In total, 10 different models
were created with several random initializations for each data
mining method. Hyperparameter tuning for each of these
decision models was performed, as required. For instance, when
training the RF models, we explored a range of different
numbers of predictors for the splitting at each tree node and
their impact on the models’ performance.

Step 2: Classifier Performance Evaluation

The trained models were evaluated (ie, by using the testing data
set) in terms of their mean predictive accuracy, sensitivity (true
positive rate), specificity (true negative rate), and AUCs. These
were presented as means and SDs and based on the 10 replicated
models for each data mining technique. The AUC is used as a
measurement of model discrimination power. The optimal
decision tree models were selected based on having the highest
AUC value. In general, models with an AUC of 0.5 have no
discriminatory power, models with an AUC of 0.7 to 0.8
are considered acceptable, models with an AUC of 0.8 to
0.9 are considered excellent, and models with an AUC of
>0.9 are deemed to have outstanding discriminatory power (ie,

the ability to identify patients with and without a disease or
condition based on a new set of data).

Step 3: Predictors of ICBT Outcomes

Decision tree–based classifiers provide insights on different
participant groups who show promising results following ICBT.
After identifying the two most optimal models, the
model-agnostic posthoc framework Shapley additive
explanations (SHAP) was used for analyzing ICBT outcome
predictors [46,47]. This framework facilitates model
interpretations and identifies the most influential factors that
result in successful ICBT outcomes (ie, a reduction in TFI scores
following the ICBT intervention). SHAP measure the impact
of variables and take into account variables’ interactions with
other variables. SHAP values indicate the importance of a
feature and are calculated by comparing model predictions that
account and do not account for a given feature. However, since
the order in which a model sees features can affect its
predictions, this comparison is done in every possible order, so
that the features are compared in a fair manner.

Step 4: Identification of Participants Who Are Most Likely
to Benefit From ICBT

The CART decision tree model was used to identify the
participants who were the most (or least) likely to benefit from
ICBT. In training, a minimum split of 20 and a max depth of
10 were used as the control parameters for the CART decision
tree models. Tree pruning was conducted to reduce the
overfitting in the CART decision tree models, although the best
decision tree model remains the same even after pruning.

The data analysis was performed with R version 4.0.3 (R
Foundation for Statistical Computing) software. The code is
available in the GitHub repository for this study [48]. The data
can be made available upon reasonable request.

Results

ICBT Effects
Undertaking ICBT significantly reduced tinnitus severity scores
(t227=16.37; P<.001) from a mean baseline severity score of
57.93 (SD 19.17) to a mean post-ICBT severity score of 34.22
(SD 22.78), as measured by the TFI. A clinically significant
13-point change in TFI scores was achieved by 150 of the 228
participants (65.8%) after the intervention.

Decision Tree Model Performance Evaluations
Table 1 contains the model evaluation information of all 6
decision tree classifiers that were based on the test data.
Following training via the 3-fold cross-validation method, the
mean accuracies of the six decision tree classifiers ranged
between a minimum of 56.3% (the C5.0 model) to a maximum
of 71.8% (the GB model). Model predictions showed variations
in their sensitivity (range 68.6%-78.3%), specificity (range
31.1%-64%), and AUC values (range 0.52-0.69).
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Table 1. Decision tree model evaluations.

AUCa, mean
(SD)

Specificity (%; true negative
rate), mean (SD)

Sensitivity (%; true positive
rate), mean (SD)

Accuracy (%), mean (SD)Classification model

0.69 (0.001)64 (3.7)74 (5.5)70.7 (2.4)Classification and regression decision tree

0.52 (0.001)31.1 (6.3)68.6 (1.9)56.3 (1.1)C5.0

0.68 (0.02)58.7 (4.2)78.3 (2.8)71.8 (1.5)Gradient boosting

0.62 (0.08)39.2 (6.6)77.9 (8.7)65 (4.1)Extreme gradient boosting

0.58 (0.05)44 (7.8)73.3 (5.2)63.6 (3.2)AdaBoost algorithm

0.60 (0.01)50 (7.2)75 (6.1)66.7 (3)Random forest

aAUC: area under the receiver operating characteristic curve.

None of the six models were considered robust, as their AUC
values were below 0.80. As the CART and GB classifiers were
found to be superior compared to the other four models when
considering all evaluation measurements as a whole (accuracy,
sensitivity, specificity, and the AUC), these two models were
further examined.

Feature Importance
The SHAP framework was applied to the CART and GB
classifiers to estimate each predictor variable's importance in
predicting ICBT outcomes (Figure 1). Variables with larger
SHAP values are relatively more important in terms of their
contributions (ie, feature contribution) to a model prediction.
Education level (average SHAP values: GB model=0.053;
CART model=0.079) was identified as the most important
influencing factor in both models. Although they were not

ranked in the same order, the other features that ranked within
the top 10 features for both models were employment type
(average SHAP values: GB model=0.019; CART model=0.051),
hearing aid usage (average SHAP values: GB model=0.019;
CART model=0.040), and tinnitus maskability (average SHAP
value: GB model=0.015; CART model=0.040). The differences
between these models were that the GB model ranked baseline
tinnitus severity (average SHAP value=0.041), how often
tinnitus is heard (average SHAP value=0.022), insomnia
(average SHAP value=0.021), the use of medication for tinnitus
(average SHAP value=0.024), and the presence of a
psychological condition (average SHAP value=0.015) among
the top 10 features, whereas the CART model ranked the
presence of multiple sounds (average SHAP value=0.049), loud
noise exposure (average SHAP value=0.042), and tinnitus
location (average SHAP value=0.023) as key features.
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Figure 1. Feature importance based on the mean absolute SHAP values from (A) the best gradient model and (B) from the best classification and
regression tree decision tree model. These SHAP values represent the absolute change in log odds. Relatively higher importance is indicated with larger
SHAP values. CFQ: Cognitive Failures Questionnaire; HHIA: Hearing Handicap Inventory for Adults; SHAP: Shapley additive explanations; SWLS:
Satisfaction with Life Scales; TFI: Tinnitus Functional Index.

Figures 2 and 3 present the effect that each feature category had
on the outcome variable, as decided by the best GB and CART
decision tree models. Features’ impacts on the two classes are
presented in 2 separate plots for each feature (“1” indicates the
effect on the successful treatment class and “0” indicates the
effect on the unsuccessful treatment class). Positive SHAP
values in each successful treatment group indicate a higher log
odd of achieving a 13-point or more tinnitus severity score
reduction (ie, on the TFI for a given category) for a feature and
vice versa. This log odd is relative to the training set average.

Figures 2 and 3 both depict positive SHAP values for the
participants who had a vocational training degree or a master’s
degree (or above), those with higher levels of education
(postgraduate degrees), and those who were using a hearing aid
in only 1 ear. As per the GB model, this reduction was more
likely to occur for participants with insomnia (scores of 14 or
less on the Insomnia Severity Index), a psychological condition,
and tinnitus that can be described as a buzzing sound and for
participants who had median baseline tinnitus severity scores
(ie, pre-TFI assessment) of >55.2.
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Figure 2. The best gradient boosting model–based feature effects. Each graph represents a feature and their corresponding SHAP values. Plots labeled
with “1” illustrate the impact that each feature has on achieving a successful treatment outcome (a 13-point or more reduction in TFI score). CFQ:
Cognitive Failures Questionnaire; HHIA: Hearing Handicap Inventory for Adults; SHAP: Shapley additive explanations; SWLS: Satisfaction with Life
Scales; TFI: Tinnitus Functional Index.
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Figure 3. The best classification and regression tree decision tree model feature effects. Each graph represents a feature vs. corresponding SHAP value.
Plots with “1” represent the effect that each feature has on achieving a successful treatment outcome. CFQ: Cognitive Failures Questionnaire; HHIA:
Hearing Handicap Inventory for Adults; SHAP: Shapley additive explanations; SWLS: Satisfaction with Life Scales; TFI: Tinnitus Functional Index.

Identification of Participants Who Are Likely to
Benefit From ICBT
Figure 4 presents the final decision tree model, which has 10
nodes. A detailed explanation is provided in Multimedia
Appendix 3. In this model, homogenous groups were formed
by creating binary splits at each node. The decision nodes
represent the treatment groups (either 0 or 1) that were the most
likely to achieve tinnitus severity reduction, and the decisions
in the tree were based on the characteristics of each group. These
characteristics were represented by each branch (based on their
corresponding feature values) of the tree. This model showed
that higher education level, tinnitus maskability, hearing aid
usage, the presence of multiple tinnitus sounds, loud noise
exposure, employment type, the presence of hearing loss, and
tinnitus location were important factors for determining

treatment outcomes. The following participant groups had at
least an 85% chance of achieving a TFI score reduction of 13
points or more:

• Participants with postgraduate education (master’s degree
or higher)

• Participants with an education level other than a master’s
level of education and poor tinnitus maskability (or only
partial tinnitus maskability) and those who wore a hearing
aid in 1 ear

• Participants with no tinnitus maskability or only partial
tinnitus maskability; those who did not wear a hearing aid
or used hearing aids bilaterally; those who did not hear
multiple tinnitus sounds; and those with an occupation that
could described as professional, technical, skills based (ie,
skilled tradesman), service related, or medical
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Figure 4. The best classification and regression tree decision tree model. The fitted tree has 10 terminal nodes (denote the decision criteria). The variable
categories (please refer to Multimedia Appendix 2 for variable category labels) corresponding to each split are given at the top of each branch. Each
terminal node contains the predicted treatment class ("1" indicates the successful treatment class and "0" indicates the unsuccessful treatment class),
the percentage of subjects with successful treatment outcomes, and the percentage of participants with the given characteristics in the training set.

Discussion

The aim of this study was to explore predictors of outcomes in
ICBT for tinnitus by applying 6 types of decision tree models
to a combined data set of participants from 3 clinical trials. The
key findings are discussed below.

Best Decision Tree Models
In this study, we applied 6 different decision tree models to
ICBT data. Although none of the six models attained an
excellent or outstanding status, the CART and GB models’
discriminative power can be considered to be satisfactory, given
the moderate sample size with just 33 predictive factors
(features). This is consistent with a recent study that used 10
decision tree models to predict the outcomes of CBT for patients
with tinnitus (N=1416) and found that the GB model with 26
predictive factors had the best predictive power; it had an AUC
value of 0.89 [21].

Further work however is needed in this area to determine which
models and how many vital factors may result in an optimal
predictive model. A larger sample size would likely improve
the results. However, we are not sure if just adding factors would
be helpful. This is because Niemann et al [21] included 205

factors in their analysis, and of these, only 26 were helpful in
achieving optimal results. Moreover, of the 26 factors, only a
handful had the most considerable effect. For instance, only 1
factor (ie, tinnitus impairment in terms of loudness, frequency,
and distress) resulted in an AUC of 0.79, only 3 features resulted
in an AUC of 0.85, and only 8 factors resulted in an AUC of
0.85. These results indicate that including key factors with high
predictive power may be a better approach than just adding all
of the possible factors.

Predictors of ICBT Outcomes
Among the best decision tree models (ie, the CART and GB
models), various factors were found to be critical predictors of
ICBT outcomes. These included demographics (ie, education
level, employment type, and the presence of a psychological
condition), tinnitus and hearing-related factors (ie, baseline
tinnitus severity, tinnitus location, how often tinnitus is heard,
a buzzing type of tinnitus, tinnitus maskability, and hearing loss
type), treatment-related factors (ie, hearing aid usage), and
clinical factors (ie, insomnia). However, education level was
the most notable predictor among these.

Participants who had a master’s degree or above had an 88%
chance of achieving a successful outcome. This is
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understandable, as the ability to read, understand, and follow
instructions is key for undergoing self-help interventions.
However, it is likely that the way in which the materials were
written may also have played a role. For instance, UK ICBT
materials are written at a ninth-grade reading level [49], which
may require higher literacy skills. However, these materials
have been rewritten at a sixth-grade reading level and below
[49] to ensure accessibility for those with lower education levels.
More and more people, including those with lower education,
are using the internet and participating in internet-based
treatments, particularly due to the constraints that have been
placed on health care during the COVID-19 pandemic [50-52].
In our sample, over 85% (198/228, 86.8%) of the participants
had a below–master-level education. This highlights the need
for making ICBT more accessible to increase the chances of
achieving improved outcomes for those with lower education
levels.

Baseline tinnitus severity was found to be another critical factor
for predicting ICBT outcomes in the GB model. Our previous
studies on 1-year outcomes [53] and our previous application
of univariate and multivariate analyses to this study’s sample
[19] identified baseline tinnitus severity as a critical predictive
variable. In the Niemann et al [21] study, tinnitus loudness,
frequency, and distress, which were measured by using a visual
analog scale, were found to be key predictive factors. Further,
tinnitus distress, which was measured by using the German
version of the Tinnitus Questionnaire (a tool that is comparable
to the TFI in this study), was not found to be the key predictive
factor. However, based on both clinical experiences and findings
from many previous studies, baseline tinnitus severity is an
important factor for determining treatment outcomes. The
clinical factors depression and anxiety were among the key
predictive factors in the GB model. A recent clinical trial
conducted by Beukes et al [54], as well as the Niemann et al
[21] study, determined that those with high levels of depression
had a better chance of achieving success.

Although various other tinnitus and hearing-related variables
could have played a role in determining the outcomes of ICBT,
the predictive power of our models was relatively low based on
the AUC values. Nevertheless, it would be useful for hearing
health care professionals to examine these factors when deciding
on the candidacy of self-help psychological interventions such
as ICBT. Moreover, it would be useful for future studies to
examine any additional factors (eg, health literacy) that may
have a bearing on ICBT outcomes.

Study Limitations and Future Directions
Although this study is among the first to apply data mining
models to ICBT data, it has several limitations. The sample size
was limited, and this may have contributed to the low predictive
accuracies of the models. The exploratory decision tree models
worked better when including a large number of predictive
factors. In this study, we only included 33 predictive factors in
our models, and this may have limited the performance of our
models. Further, we may have missed some important factors
(eg, health literacy) that have a bearing on ICBT outcomes.

The inclusion and exclusion criteria that were used in the three
trials from which our data were generated may have resulted in
a sample with high tinnitus severity levels that may not be
representative of the general tinnitus population. This may have
also contributed to our limited key findings. Future studies could
include more extensive samples of heterogeneous patients with
tinnitus as well as all of the possible predictive factors that could
help with improving our models’ predictive power. Moreover,
developing nonlinear classifiers with artificial neural networks
and support vector machines could help with achieving higher
prediction accuracies and should be examined in future studies.

In conclusion, tree models, especially the CART and GB
models, appear to be promising in predicting ICBT outcomes.
Future studies should be undertaken with larger sample sizes
and include a more comprehensive range of predictive factors
to improve their models’ predictive power.
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Abstract

Background: HIV disproportionately affects young Thai men who have sex with men (YMSM). Recent studies report a high
incidence and prevalence of HIV among Thai YMSM. The Thai national guidelines have recommended pre-exposure prophylaxis
(PrEP) since 2014 for key populations; free PrEP has been piloted since 2019. Smartphone-based mobile health (mHealth)
interventions provide an optimal platform for innovative PrEP adherence interventions for Thai YMSM.

Objective: This study aims to adapt the P3 (Prepared, Protected, emPowered) app, developed with YMSM and transwomen in
the United States to improve PrEP adherence and persistence for YMSM in Thailand. The app aims to provide daily adherence
support and addresses gaps in staff available for large-scale PrEP rollout needed to see population-level effects of HIV prevention.

Methods: We conducted focus group discussions (FGDs) with YMSM and key informant interviews (KIIs) with PrEP care
providers in Bangkok, Thailand, to investigate PrEP adherence facilitators and barriers, preferences for functions and features in
mHealth apps among YMSM, and how to best adapt the P3 app to the Thai context. We conducted four FGDs with 4-8 participants
per group and 15 KIIs.

Results: For FGDs, 23 YMSM participated with a mean age of 20 years (range 18-21), 96% (22/23) enrolled in full-time
education, and all owned smartphones. The mean age of KII participants was 40 (range 26-60) years; most were state health
service providers, with the majority being counselors (6/15, 40%) and physicians (6/15, 40%). Overall, the facilitators and barriers
for PrEP adherence identified were similar to those of MSM and YMSM globally including the United States. Key themes included
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general recommendations for improving mHealth apps in Thailand, such as presenting reliable information in an appealing format,
minimizing privacy risks, and addressing connectivity challenges. Additional themes focused on P3 Thailand adaptations and
were related to cultural and stylistic preferences, engagement strategies, and recommendations for new functions. To develop the
adapted app, P3 Thailand, these findings were balanced with resource limitations resulting in the prioritization of minor
modifications: changes in app esthetics (color scheme, iconography, and imagery) and changes in the presentation of information
in two of the app’s features. FGDs identified similar PrEP adherence facilitators and barriers to those already addressed within
the app.

Conclusions: The core elements of the P3 app address major PrEP facilitators and barriers for Thai YMSM; however, changes
to the app features, including stylistic presentation, were needed to appropriately customize the app to the Thai context. Given
the similarities of facilitators and barriers for PrEP adherence globally, adapting existing PrEP mHealth solutions based on input
from end users and key informants provides a promising approach. However, partnerships with local app designers and developers
can improve the adaptation process and final product.

Trial Registration: ClinicalTrials.gov NCT04413708; http://clinicaltrials.gov/ct2/show/NCT04413708

(J Med Internet Res 2021;23(11):e23852)   doi:10.2196/23852

KEYWORDS

mobile health; young men who have sex with men; pre-exposure prophylaxis; adherence; mobile phone

Introduction

In Thailand, gay, bisexual, and other men who have sex with
men (MSM) are disproportionately affected by HIV [1]. Studies
conducted in Bangkok have identified a high HIV incidence
and prevalence among MSM, with young MSM (YMSM) at a
significantly greater risk of HIV infection than older MSM
[2-4]. Examinations of data from YMSM aged 18-24 years
enrolled in the Bangkok MSM Cohort Study (40.8%; n=712)
between 2006 and 2014 found a baseline HIV prevalence of
21.2% and an overall HIV incidence of 7.4 per 100 person-years,
a rate much higher than that for MSM of all ages (5.3 per 100
person-years) [3,4]. To address disparities in HIV infection
among YMSM in Thailand, the implementation of novel
behavioral and biomedical interventions that are culturally and
developmentally appropriate, useful, and scalable are urgently
needed [4,5].

Pre-exposure prophylaxis (PrEP), a combination drug containing
tenofovir and emtricitabine taken once daily, is a safe and
effective method for preventing transmission of HIV among
MSM [6-8]. Owing to the high levels of efficacy found in PrEP
trials, the Thai National Guidelines on HIV/AIDS Treatment
and Prevention in 2014 were revised to recommend PrEP for
key populations, including YMSM [9,10]. Since October 2019,
a coverage scheme providing free PrEP for key populations,
including YMSM, has been piloted in Thailand’s National
Health Security Office, with a view for future scale up [11,12].
Although PrEP availability is expanding rapidly for Thai
YMSM, PrEP effectiveness is highly correlated with adherence,
and evidence suggests poorer adherence among YMSM,
including those in Thailand [7,13-16]. For example, two studies
evaluating the Princess PrEP program, the first key
population-led PrEP initiative in Thailand, found lower levels
of PrEP adherence among MSM participants aged <25 years
compared with those aged >25 years [13,14].

Smartphones provide an optimal platform for the delivery of
an innovative PrEP adherence intervention in addition to other
chronic medical conditions in adolescents because they are an

integral part of their lives, including Thai YMSM [14,17-21].
There is growing evidence to support the improvement in
self-management related outcomes in adolescents using
electronic health interventions, in addition to user feasibility,
acceptability, and satisfaction of such interventions [20,22,23].
Data collected by the Thai Red Cross AIDS Research Center
(TRCARC) from 2015 to 2017 on the use of social networking
sites by MSM aged >18 years and at risk of HIV (n=465)
showed that users were satisfied with web-based service delivery
primarily delivered through smartphones [24]. In addition,
app-based HIV prevention interventions have shown high rates
of acceptance among MSM, including YMSM, in high-income
countries and have potential use in low-middle income countries
[25-29]. On the basis of high smartphone use and findings from
other study teams in Thailand and globally, app interventions
are likely to be acceptable, help to overcome barriers to
engagement with in-person interventions such as inconvenience,
transportation, and stigma; and address challenges associated
with medication, including PrEP adherence and other HIV
prevention behaviors among adolescents, including YMSM in
Thailand [13,14,17,22-24,30].

Rather than building de novo smartphone HIV prevention apps,
there is growing support for adapting and building on existing
evidenced-based platforms that share common behavior change
goals, theoretical underpinnings, and features to maximize the
potential for intervention sustainability, affordability, and
scalability [31-33]. As such, this study adapted the theory-based
P3 (Prepared, Protected, emPowered) app designed by
researchers at the University of North Carolina at Chapel Hill
and Ayogo Health, Inc [33]. The P3 app aims to improve PrEP
adherence, retention in PrEP clinical care, and PrEP persistence
among YMSM and young transgender women who have sex
with men in the United States. To achieve its aims, P3 uses
social networking and game-based elements along with
numerous evidenced-based features, including social cognitive
theory, narrative communication, and principles of the Fogg
behavioral model of persuasive technology to promote
behavioral change through triggers, ability, and motivation [34].
The purpose of this study is to conduct formative research to
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guide adaptations to P3 that will optimize app relevance, user
engagement, and utility of the adapted app for Thai YMSM,
henceforth known as P3 Thailand (P3T). We hypothesize that
stylistic and cultural preferences will be different from US
YMSM preferences, particularly with app esthetics and
preference for more visual content and less text.

Methods

Overview
To adapt the P3 app to the Thai context, we collected qualitative
data through focus group discussions (FGDs) with YMSM and
key informant interviews (KIIs) in Bangkok, Thailand, between
January and March 2019. Participants in both the FGDs and
KIIs (1) described facilitators and barriers to PrEP adherence
among Thai YMSM, (2) discussed mobile health (mHealth)
app features and functions preferred by YMSM; and (3)
provided specific feedback about P3 and offered suggestions
for adapting it to create P3T.

Institutional review board approval was granted for this study
by the Faculty of Medicine, Chulalongkorn University, with a
waiver for parental consent granted. This study was registered
with ClinicalTrials.gov (NCT04413708).

All study participants completed a brief computer-assisted
self-interviewing survey on patient demographics, technology

use, and previous experience using or providing PrEP before
their session. All FGDs and KIIs were facilitated by a study
staff member using a semistructured interview guide. After
exploring PrEP adherence facilitators and barriers and mHealth
app preferences among Thai YMSM, the facilitator gave a
presentation of key features of P3 and elicited feedback and
suggested changes from study participants.

The presentation of P3 features included screenshots and
descriptions translated into Thai by the facilitator or interviewer
starting with screenshots of onboarding activities (eg, review
of community guidelines, app terms and conditions, setting up
an account, option to lock screen with a PIN, brief introductory
screens describing key P3 features, and profile setup). Next,
participants were shown a screenshot of the user dashboard, or
home screen, with an explanation of each icon. Five key features
of P3 (Textbox 1) were demonstrated using screenshots and
explained in detail by the facilitator, including the social wall,
daily quests, medication tracking and adherence support,
knowledge center, and collections. An additional key feature,
adherence counseling, was not presented via screenshots but
was explained during the presentation of the user dashboard
screenshot. A brief description of these key features is provided
in Textbox 1. Detailed information on all P3 features has been
described elsewhere [34].
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Textbox 1. P3 features discussed in focus group discussions and key informant interviews to adapt for Prepared, Protected, emPowered Thailand.

Key Prepared, Protected, emPowered (P3) features discussed in detail in focus group discussions and key informant interviews:

Social wall:

• Daily prompts (eg, “Share tips for being safe if you are having a lot of sex!”) provide a safe space for discussions on topics related to pre-exposure
prophylaxis (PrEP) adherence and sexual health such as mental health and positive sexual health habits

• Peer sharing, support, and reinforcement are intended to foster behavior change and build a sense of community among users

• Users are sent push notifications when someone has commented on or liked a post

Daily quests:

• Routine tasks that help users change behaviors by building knowledge and skills and setting goals (eg, “Why did you decide to start taking PrEP?
Consider your reasons for starting PrEP and write them down. Knowing your reasons for taking PrEP can help motivate you!”)

Medication tracking and adherence support:

• To promote medication-taking habits, users personalize adherence strategies based on the time or circumstances in which they plan to take their
medication (eg, “I take PrEP when I brush my teeth”)

• The medication (med) reminder system provides discreet and focused reminders based on user-selected time and adherence strategies. Reminders
are linked to a med check prompt that allows users to track adherence or nonadherence for the past 3 days; data entered are used to update the
in-app calendar, which shows adherence history. Users can also access the med check prompts and adherence history feature from the home
screen

• Adherence support: The study team can monitor users’ PrEP adherence and app use. Encouraging messages can be sent to the user to provide
support and encouragement

Knowledge center:

• A multimedia library with information on PrEP use, frequently asked questions about PrEP, PrEP side effects, and sexual health–related topics.
A progression bar shows completion of each section

• Users can read articles to build their knowledge, respond with one of three responses indicating the usefulness of the article, and answer questions
that encourage personal reflections about the content (not visible to other app users)

Collections:

• A choose-your-own-adventure style story for the user that closely mirrors choices and circumstances they may face in their daily lives

• Playing through these storylines allows users to build problem-solving skills when faced with difficult choices

• The collections feature also acts as an incentive for users to engage with other features of the app to gain points to unlock stories

Adherence counseling:

• Personalized adherence counseling is provided via secure in-app messaging; addresses adherence challenges faced by young men who have sex
with men

• Key features include reviewing sexual risk experiences of the participants, exploring PrEP adherence facilitators and barriers, identifying adherence
needs and strategies to meet needs, discussing mental health and relationship issues, and developing an adherence action plan [35,36]

Recruitment for FGDs
FGD participants were recruited from (1) HIV prevention clinics
at the Center for Excellence for Pediatric Infectious Diseases
at the Chulalongkorn University, a major teaching hospital in
Bangkok; (2) TRCARC, Thailand’s largest HIV voluntary
counseling and testing (VCT) center, which serves over 2000
adolescents per year; and (3) Two community-based
organization branches of TRCARC, Service Workers IN Group
and Rainbow Sky Association Thailand. Potential participants
were approached at HIV VCT visits to assess their interest in
study participation. In addition, study advertisements were
posted in clinics, social media, and via the TRCARC website.
The inclusion criteria were as follows: (1) age 16-24 years, (2)
male sex at birth, (3) self-identification as MSM, (4) ability to
speak and read Thai, (5) familiarity with smartphones, and (6)

current or previous PrEP use. Those unable to provide consent
due to substance use or psychological conditions were excluded.

FGDs lasting 60-120 minutes were conducted in private
conference rooms either at offices in clinics or reserved private
conference rooms in cafes in groups of 4-8. All participants
were identified using a pseudonym to protect their
confidentiality. At the conclusion of the FGDs, participants
were provided THB 500 (US $16) to compensate them for their
time.

Recruitment for KIIs
Key informants who had collaborated with the Center for
Excellence for Pediatric Infectious Diseases or participated in
academic conferences on adolescent health in Bangkok were
recruited for KIIs via in-person contact, phone calls, text
messages, and email invitations. To participate in a KII,
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individuals were required to be a current PrEP provider for
YMSM in Bangkok. KIIs, which lasted between 40 and 60
minutes were conducted face-to-face at PrEP clinics. The KII
participants were not compensated.

Data Analysis
Pre-FGD and KII survey data were summarized using Adobe
Acrobat. FGDs and KIIs were audio-recorded and transcribed
in Thai. A directed content analysis approach, defined as
categorization derived directly from text data and transcribed
interviews, was used [37]. An initial codebook was developed
collaboratively between the US and Thai study teams based on
semistructured interview guides that reflected the study research
themes and subthemes. An iterative approach was used when
new codes arose, as interviews were conducted. New codes
emerging were added, and any transcribed code that had already
been coded was recoded. Two members of the Thai study team
coded the FGD and KII transcripts using NVivo (version 12.5.0)
[38]; statistical interrater reliability for coding was not
calculated. Instead, divergence among coders was discussed
among the analysis groups to reach consensus, resolved by the
Thai site principal investigator. Data were then deductively
analyzed using thematic analysis by the same Thai study team
members to identify key themes and subthemes relevant to the
adaptation of P3 for YMSM in Thailand. Quotes illustrative of
key themes were identified and translated into English by
bilingual Thai English speakers.

Results

Participant Characteristics

Characteristics of FGDs
A total of 23 YMSM participated in four FGDs. Participants
were aged 18-21 years, with a mean age of 20 years. The
majority were enrolled in full-time education 96% (22/23), with
70% (16/23) enrolled in university. All participants owned a
smartphone and used it to access the internet; 74% (17/23) were
on self-paid monthly internet plans. Over half of the participants
(13/23, 57%) had phones that used an iOS (Apple iPhone
operating system) and 35% (8/23) used an Android operating
system. Most (22/23, 96%) were current PrEP users and 4%
(1/23) were previous PrEP users.

Characteristics of KIIs
A total of 15 KIIs were conducted; participants were aged 26-60
years with a mean age of 40 years. Most were counselors (6/15,
40%) and physicians (6/15, 40%); the remaining 20% included
2 nurses and 1 social worker. All patients were employed at
publicly accessible HIV VCT clinics. The majority of key
informant interviewees had completed university level education
(11/15, 73%), and 60% (9/15) had been providing PrEP to
adolescents for 3-4 years.

Overview of FGD and KII Findings

General Overview
Key findings from the FGDs and KIIs were grouped into two
main categories. The first focuses on the facilitators and barriers
to PrEP adherence among YMSM in Bangkok. The second

focuses on general and specific recommendations for ensuring
P3T app relevance, user engagement, and utility for Thai
YMSM. We present these themes and subthemes along with
English translations of illustrative excerpted participant quotes.

PrEP Adherence Facilitators and Barriers

FGD Findings: Adherence Facilitators

Key subthemes that emerged regarding facilitators of PrEP
adherence discussed by participants included risk perception,
PrEP cost, and social support.

Risk Perception

FGD participants who felt they were at risk of HIV infection
were more motivated to take PrEP:

I had a pretty risky history before. I use my history
to determine my risk so now take it (regularly). I also
take it because there were people that recommended
it to me. [FGD1, Participant 3]

PrEP Cost

PrEP being available free of charge was also important in
supporting PrEP adherence:

It really helps with us being students [that PrEP is
free] as it helps us save...if we had to pay for it, I
would have to think a lot more whether or not to take
it. [FGD4, Participant 6]

Social Support

Social support from staff was another subtheme that FGD
participants gave importance to in their willingness to adhere
to PrEP:

For me what’s important is staff that are constantly
available for counseling. If we had providers that just
gave us our meds and that was the end of it—no
questions about how we were, I wouldn’t want to
come for PrEP services. [FGD4, Participant 3]

KII Findings: Adherence Facilitators
The key facilitators of PrEP adherence discussed by key
informants were similar and included social support as illustrated
in the quote below.

For some couples who both take PrEP and are open
to each other about this and have an open
relationship, taking PrEP in front of each other does
not need to be hidden for fear of being accused of
being unfaithful. [KII, Participant 14]

FGD Findings: Adherence Barriers
Subthemes that arose on the issue of major barriers for YMSM
in PrEP adherence included stigma, logistical issues, and PrEP
side effects.

Stigma

YMSM felt that taking PrEP was associated with stigma, risky
sexual behavior, being gay, and also being seen to be infected
with HIV:

J Med Internet Res 2021 | vol. 23 | iss. 11 | e23852 | p.61https://www.jmir.org/2021/11/e23852
(page number not for citation purposes)

Songtaweesin et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


People will feel that [PrEP] clinics are for gay men
with risky behaviors. It’s well known in Bangkok that
a lot of gay men are infected with HIV...people look
at gay men negatively as it is...that we’re
promiscuous. [FGD4, Participant 5]

Logistical Issues

Logistical issues, including being busy with other activities,
also featured prominently in reasons YMSM felt it was difficult
to always adhere to PrEP:

We have a lot of classes and have to study for exams,
there isn’t always time to come for appointments.
[FGD2, Participant 3]

PrEP Side Effects

PrEP side effects were another issue adolescents felt made PrEP
adherence challenging, particularly when it interfered with other
activities in their daily lives:

I had a lot of side effects with PrEP, and I have to
study everyday—it makes it impossible to study.
[FGD3, Participant 1]

KII Findings: Adherence Barriers
Findings of major barriers from the point of view of KIIs were
very similar to those of YMSM as already discussed above,
including logistical issues, risk perception, and peer influence.

KIIs experienced difficulties arranging logistics to come for
appointments and low HIV risk perception, in addition to a
number who initiate PrEP because of peer influence and
discontinue it because of lack of intrinsic motivation or sense
of self-risk perception for HIV:

Many kids who don’t turn up to appointments will
say its inconvenient for them to come in, they don’t
have time to come, or they are no longer at risk. Some
say they want to come but borrow PrEP from
friends...confess they don’t have time for appointments
but initially came because they saw their friends
taking PrEP and wanted to join in, we see this a lot.
[KII, Participant 2]

Adaptations Made Based on PrEP Adherence
Facilitators and Barriers
As the facilitators and barriers found in this study were
essentially the same as those seen in the US P3 app, no changes
were made to the app regarding this [34].

General and Specific Recommendations for Ensuring
P3T App Relevance, User Engagement, and Utility for
Thai YMSM
Six main themes emerged under this category: (1) information
provided in mHealth apps, (2) stylistic preferences, (3)
engagement strategies, (4) privacy risks, (5) connectivity
challenges, and (6) recommendations for new functions. The
first 3 themes focused on general recommendations for mHealth
apps in Thailand based on discussions before the review of P3
features. The next 3 themes specifically focused on feedback
and suggested adaptations to make the app more relevant to
Thai users based on the review of P3 features.

Information Provided in the App
Three main subthemes related to app information emerged: (1)
access to reliable information, (2) presentation of information,
and (3) space for peer influence and information sharing.

Access to Reliable Information
In FGD findings, Several FGD participants discussed the ways
in which Thai societal norms can be restricted to YMSM seeking
information related to sexual health. However, they felt that
access to such information was vital to self-care:

I think an app will help us feel less afraid to
ask...sometimes society leads [us] to believe certain
things are not okay [to ask] but it is actually
beneficial. We want more freedom to be able to get
hold of simple information to be able to look after
ourselves. A lot of us worry looking after ourselves
is too difficult and complicated. [FGD1, Participant
5]

Despite the vast amount of information about PrEP available
in Thai on the internet and social media sites, FGD participants
were concerned that many sources lack reliability:

...it’s better to have accurate information, for
example, answers to questions from doctors, [but]
it’s so difficult to find official medical websites. Most
of what I find is opinion sharing of the general public
[on social media]...this is a problem. [FGD3,
Participant 2]

Presentation of Information

FGD Findings

Most FGD participants commented on the importance of the
presentation of information in increasing app interest and
engagement. They indicated a strong preference for information
that was presented concisely and was visually oriented:

I think [information] should be [presented as] small
nuggets of information, and when you click on it, it
takes you to...an infographic, like a poster with
concise information. [FGD1, Participant 1]

Most teenagers will stop to read if there are graphics,
but they will not read it if there is just text. [FGD2,
Participant 6]

In addition, participants highly recommended including video
content and links to useful content outside the app.

When I open anything in Facebook, I see some
interesting clips on pages for gay people—they will
provide information about this stuff. If they have a
collection of links of places to chill out, or links to
You Tube videos, it just makes it more interesting.
[FGD1, Participant 2]

KII Findings

Another presentation style suggested was the use of social media
influencers who use diverse methods to communicate
information that is more appealing to YMSM:
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I think having influencers on there with different
messages. I’ve seen pictures on Instagram and
Facebook and I think going there and being able to
see their favorite movie star or whoever influences
the community. [KII, Participant 11]

Peer Influence and Information Sharing

FGD Findings

Participants noted the strong influence peers have on their
decision-making; therefore, peers were viewed as key facilitators
for app uptake and sustained engagement:

Thai teenagers listen much more to the opinion of
their friends than making decisions on their own.
[FGD3, Participant 4]

I think if teens can see what other people think [is]
worth reading, it would make me like, oh that looks
like something I want to read, why are there so many
people reading this?...like getting recommendations
from others about it. [FGD 1, Participant 4]

Sometimes teenagers may just want to talk to their
friends or want information from them,-for example,
who is taking PrEP and how they found it. People
with previous experience will flood in to answer these
queries, like on how they manage side effects. They
tend to want experiential information from real-life
users, which they find more convincing than
information from doctors. [KII, Participant 2]

KII Findings

Key informants also discussed the powerful nature of platforms
for youth to connect with one another. They have the potential
to provide a safe space for youth to discuss and share
information about health-related topics that may be difficult to
talk about in other settings while also creating opportunities to
discuss similar life experiences with others:

I once had a closed online group for teenagers—this
group were constantly talking. They would talk about

health, then they would talk about something else,
then back to health and medicines...an app could be
potentially great for teens supporting each other
towards a shared goal. [KII, Participant 1]

Stylistic Preferences

FGD Findings

The presentation of key P3 features in the FGDs led to rich
discussions about the look and feel of the app and its features.
The app screenshots presented to study participants showed the
P3 superhero theme, which included sleek, abstract superhero
avatars, and a darker background color scheme. These features
were found to be highly acceptable in formative research
conducted in the United States [34,39]. FGD participants nearly
unanimously agreed that the theme and design elements were
not aligned with app preferences among Thai youth.

I think the color scheme is a little too dark, it should
be more colorful and cute...there should be a wider
choice of color schemes. [FGD1, Participant 7]

The avatars look really mysterious...strange...I want
the avatars to look more like us, like ones that can
wave...cartoons...that we can choose...or use emojis
that look more normal. [FGD1, Participant 5]

YMSM also expressed the need for cartoon-style stickers,
similar to other mainstream platforms used in Thailand, such
as LINE, the most frequently used instant messaging service in
Thailand [39]. They noted that they are a prominent part of
contemporary communication in Thai culture; hence, they
should be featured in a PrEP adherence app.

Furthermore, participants indicated a preference for the social
wall feature of P3T to have a more attractive look and feel,
similar to current popular social networking sites such as
YelloTalk (Figure 1):

I want the Social Wall to look like YelloTalk. [FGD
3, Participant 4]

Figure 1. Yellotalk screenshots as displayed in the Apple App Store.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e23852 | p.63https://www.jmir.org/2021/11/e23852
(page number not for citation purposes)

Songtaweesin et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


KII Findings

KII participants commented in a similar way to FGD
participants, expressing that youth would likely enjoy a lighter
color scheme and a cuter style of graphics:

This looks too depressing and dark...a lighter color
theme would be better...the avatars need to be cute
cartoons for the kids to pick... [KII, Participant 3]

KII participants noted that electronic stickers are a prominent
part of contemporary communication in Thai culture; hence,
they should be featured in a PrEP adherence app:

Here, everybody is about LINE and stickers. I even
engage with senior ministry staff by line stickers. So,
it’s not only kids, it’s everybody. [Participant 11]

Engagement Strategies

FGD Findings

FGD participants provided several important recommendations
for improving their engagement with the P3T app. First, the app
content should be highly dynamic; suggestions include regularly
adding new articles, posts about upcoming social events,
tailoring to special dates, and current news tailored to individual
users and adolescents. Notifications should be sent to alert users
to the availability of new content, including contributions from
other app users:

If there is an event somewhere it should notify us or
notify us about interesting news that will make us
want to click in to see. If there is nothing going on in
the app and it’s just a boring app, I have several apps
on my phone, I would just scroll past. [FGD1,
Participant 2]

I look at what updates there are, whether they are
interesting. There needs to be exchange of knowledge
and notifications to make it more interesting, like
notifying us a new post has been made on something
that interests us, tailoring it to our interests to make
us want to use it more. [FGD3, Participant 4]

The importance of fun was emphasized by FGD participants,
as they highlighted the need for more entertaining features than
those found in the reviewed P3 features to optimize engagement:

Something that has a changeable theme, has fun
gimmicks, like stress busting games...like the games
you can get in Facebook will make the app more
appealing. [FGD1, Participant 8]

Study participants had varying opinions about rewards that may
best incentivize user engagement with the app. Several felt that
Thai YMSM would be most interested in earning points for
completing app activities that could be redeemed for external
rewards such as cash, tickets, or discounts for services.

Apps that I usually use have daily
questionnaires...they give point rewards...we get gift
vouchers...[we like to exchange points for]...bubble
tea, cash, movie tickets, discounts for spas and botox,
fastfood, cafes, shoes, buying games. [FGD2,
Participant 1]

Some FGD participants expressed interest in the
choose-your-own-adventure style storytelling collections feature
and suggested increasing the adventure and excitement of the
storylines. However, to be effective as an incentive for app use,
storylines would need to be more exciting and adventurous.

We enjoy reading stories about unique experiences
of others...oral sex, group sex... [FGD 1, Participant
2]

KII Findings

When asked about factors that should be taken into account to
maximize engagement in a PrEP adherence app for Thai YMSM,
a key informant provided critical insight into the importance of
fun in Thai culture:

There is a strong need in the Thai context of
interaction for fun. It has to all be about carrots not
sticks. About fun. The Thai culture is about—what’s
the point if you’re not going to have fun along the
way. [KII, Participant 11]

A key informant commented specifically about users being
limited to redeeming their earned points in P3T to buy
choose-your-own-adventure stories in the collections feature.
The participant was not optimistic that this approach would
incentivize app engagement among Thai YMSM:

Our teenagers don’t have a lot of persistence to do
things. If they have to go in to read something, it
won’t really motivate them to want to know more,
unless it comes in the form of a game, and they get
points for doing it...point exchange needs to be for
something they want...using points to buy something
to read [referring to Collections], I don’t know, that’s
not really in the nature of Thai teenagers to do
something like that. [KII, Participant 9]

Privacy Risks
Many FGD participants expressed concerns about sharing their
private information on the web and emphasized their preference
for personal interactions with health care providers:

I would rather talk to doctors and counselors than
tell my personal things to friends that I don’t know.
[FGD4, Participant 6]

On the basis of the fear of private information being
compromised, some FGD participants expressed the need for
advanced methods of user authentication:

I want a highly secure system, maybe use a finger or
face scan...to access the app...because our medication
tracking information and blood results are sensitive
information. [FGD1, Participant 4]

Connectivity Challenges
A main challenge specific to the use of mHealth apps in
Thailand is reliable internet access. Many apps, including P3T,
require a continuous active internet connection to function.
However, internet connectivity is not readily available or
affordable for many Thai adolescents. The FGD participants
noted the importance of offline app functionality:
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For me, like if I don’t have internet this week, or I
haven’t bought internet time or haven’t gone home
this week, I can fill in my questionnaire
responses...and when I’m back online, my survey
responses are sent. [FGD 4, Participant 8]

Recommendations for New App Functions

FGD Findings

In FGDs, two additional app functions were discussed most
frequently and recommended for inclusion in the P3T. The first
recommendation was to add a search function that allowed users
to search all of the app’s content:

When I do an internet search [for information] there
are so many websites, and sometimes they are focused
on selling you things...it takes ages to find the
information I actually want...information in an app
will get this to information I want directly. [FGD3,
Participant 4]

The second recommendation was to include a function that
allows users to monitor and plan a healthy lifestyle. For
example, FGD participants wanted the ability to track HIV risk
behaviors in the app and receive customized information about
their HIV risk level based on their tracked data:

I want it [the app] to help determine [my risk] based
on data I have inputted...if I had a risk event
today...how should I deal with it...and use it to go
through events with my doctor when I next visit them.
[FGD1, Participant 5]

KII Findings

Key informants pointed out that Thai YMSM appreciate
health-related feedback from adolescent-friendly providers, and
offering individually tailored information through P3T could
be valuable:

One of the things we hear back from some of our
participants in research is that they like having health
information. We noticed that they’re interested in
coming back to their visits so they can get health
information and feedback on how they’re doing health
wise. I think that can potentially be interesting to
people. “Your kidney health is great” and “you don’t
have any evidence of STI that’s awesome” or “keep
up the good work” or whatever it is. [KII, Participant
11]

Adaptations Made for P3T Based on Formative Research
Findings
On the basis of formative research findings and the limited
resources available for adaptations, we prioritized changes to
app features while keeping the same content to address the
presentation of information provided in P3T and some identified
stylistic preferences. These included (1) changing the
information presentation style in the knowledge center, (2)
adapting stories and images in the collections feature, and (3)
changing avatar options. Longer-term structural changes that
were not immediately feasible because of resource constraints
should be considered in future updates to the app.

Presentation Style Changes in the Knowledge Center
On the basis of feedback, we changed our information
presentation style by creating chapter images more relevant to
the Thai context (Figure 2), changing the text-based presentation
of information to include less text and more infographics (Figure
3), and added links to outside video content, including those
featuring social influencers (Figure 4). All of these videos were
locally produced by the Thai HIV prevention NGO, Love
Foundation, and reflected popular Thai presentation styles.

Figure 2. Comparison of knowledge center chapter images before (left) and after (right) adaptation for the Thai context.
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Figure 3. Comparison of knowledge center article on pre-exposure prophylaxis adherence before (left) and after (right) adaptation for the Thai context,
including infographics.

Figure 4. Postadaptation knowledge center page (left) with link to external video content (right).

Adaptation of Stories and Images in the Collections
Feature
The collections feature was adapted by giving story characters
Thai names and locations and changing some story lines to

increase relevance for Thai YMSM. In addition, image icons
for the collection titles were changed to Thai characters (Figure
5).
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Figure 5. Comparison of Collection titles before (left) and after (right) adaptation for the Thai context.

Avatar Adaptations
As indicated by many FGD participants, the original avatars
presented did not appeal to Thai YMSM and were considered

a major detraction of the app. We partnered with Thai graphic
designers to design a new set of avatars to replace the original
avatars. Figure 6 compares the older version and the new version
of avatars.

Figure 6. Comparison of avatars before (left) and after (right) adaptation to the Thai context.

Existing P3 Features That Foster PrEP Adherence
Facilitators, Address Adherence Barriers, and Align
With Key Recommendations
In addition to the specific changes made as indicated in the
previous section, many P3 features already address PrEP
adherence facilitators and barriers and general app
recommendations identified in FGDs and KIIs. For example,
P3 seeks to increase PrEP adherence facilitators by providing

content that promotes accurate self-assessment of HIV risk via
knowledge center content, promoting the exchange of support
and information on topics related to PrEP adherence via the
social wall, and offer personalized adherence support from a
trained adolescent-friendly adherence counselor through the
in-app counseling feature.

The knowledge center and social wall also already address some
of the general app recommendations related to the reliability of
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information, access to information, and peer information sharing.
The knowledge center is designed to provide reliable
information in an easy-to-understand manner. The social wall
provides a space for users to discuss topics related to health
anonymously. In addition, in terms of security and privacy
concerns, the P3 app provides an in-app log-in option for the
user to secure the app either by using a personalized PIN number

for all platforms or using face recognition technology for iOS
platform users when launched. The app helps to protect personal
identity by asking users to set their own pseudonyms that do
not contain any identifying information about them rather than
using their real names in the app. A summary of key study
findings and adaptations made is made in Table 1.

Table 1. Summary of key study findings and adaptations made.

Adaptations madeRelevant quotesFindings

Presentation style preferences

Knowledge center•• “I want the avatars to look more like us.”

[FGDb1, Pc7]
Images more reflective of Thai YMSMa

settings • Graphics incorporated more photos tak-
en in the Thai YMSM context•• “I think [information] should be [presented

as] small nuggets of information...an infoo-
graphic, like a poster with concise infograph-
ic.” [FGD1, P1]

Preference for more visually based infor-
mation and less text

• More infographics and less text used• Preference for information from social
influencers • Links added to outside video content

containing messages from social influ-
encers

•• “I think having influencers on there with dif-

ferent messages.” [KIId, P11]

Preference for a cuter style and lighter
color theme

Collections• Content needs to reflect their local cul-
tural context

• “A lighter color would be better...the avatars
need to be cute cartoons.” [KII, P3] • Image icons changed to Thai characters

• “I want the Social Wall to look like Yel-
loTalk.” [FGD3, P4]

• Story characters given Thai names and
locations

Avatars

• Created by Thai graphics designer with
cute theme and lighter color scheme

Facilitators

••• No adaptations made as same facilitators
and barriers as found in P3 US study
results

“I used my [risky] history to determine my
risk.” [FGD1, P3]

High HIV risk perception, PrEP cost
support, social support

• “It really helps with us being students [that
PrEP is free.” [FGD4, P6]

• “Some couples who both take PrEP are open
to teach other.” [KII, P14]

Barriers

••• No adaptations made to current version
because of budgetary restrictions

“People look at gay men negatively as it is.”
[FGD4, P5]

Stigma, logistical issues, PrEP side ef-
fects, low risk perception, and peer influ-
ence • “We have a lot of classes...there isn’t always

time to come for appointments.” [FGD2, P3]
• “I had a lot of side effects...makes it impossi-

ble to study.” [FGD3, P1]
• “Some came because they saw their friends

taking PrEP...but confess they don’t have time
for appointments.” [KII, P2]

New app function recommendations

••• No adaptations made to current version
because of budgetary restrictions

“Information in an app to get information I
want directly.” [FGD3, P4]

Search function and risk behavior
tracker

• “I want it to help determine [my risk].”
[FGD1, P5]

aYMSM: young men who have sex with men.
bFGD: focus group discussions.
cP: participant.
dKII: key informant interview.
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Discussion

Overview
This study explored facilitators and barriers related to PrEP
adherence and elicited general and specific recommendations
from Thai YMSM and key informants to ensure that adaptations
of a PrEP adherence app originally developed for YMSM in
the United States were relevant, engaging, and useful for the
Thai context. To our knowledge, this is one of the few studies
conducted outside high-income settings that address the
adaptation of an mHealth approach to support PrEP adherence
among YMSM [40].

The individual, societal, and systemic level facilitators and
barriers to PrEP adherence among Thai YMSM identified in
this study have also been reported in other studies of MSM and
YMSM in the United States, Thailand, and other countries.
Consistent with other studies [7,41-45], adherence facilitators
included awareness of HIV risk and desire to protect themselves,
concerns related to sexual partners, support from friends, sexual
partners, family members, and adolescent-friendly providers,
and PrEP affordability (PrEP is provided free of charge through
universal health coverage for key populations in Thailand). Key
barriers, also identified in other studies [41-44,46-49], included
sexuality, HIV and PrEP stigma, attending regular PrEP medical
appointments, forgetting to take PrEP daily or while intoxicated,
not having PrEP with them at certain times, running out of PrEP,
side effects, and low HIV risk perception. Because the PrEP
facilitators and barriers identified in this study had been
identified in prior research and were already addressed by the
original P3 app, its content was already designed to foster these
facilitators and address the barriers and consequently no content
was changed; only app feature changes were made in adaptations
in this trial.

In general, the main features, such as the social wall, daily
quests, and collections of the P3 app were found to be acceptable
among the study participants. It is likely that this is in part
because of the ways in which the key app features address the
factors identified by participants in this study as the most
important PrEP adherence facilitators and barriers among
YMSM in Thailand. For example, most participants expressed
sexuality, PrEP, and HIV stigma as barriers to PrEP adherence
and social wall of P3T provides an opportunity for positive
social interaction and support related to these issues to take
place, which has been shown in previous studies to be associated
with reduced stigma [50,51].

However, the study participants provided critical
recommendations for P3T app adaptations in the way the core
features were presented that address cultural and contextual
factors specifically relevant to Thai YMSM, which are expected
to substantially enhance app acceptability, relevance, user
engagement, and utility. For example, Thai YMSM voiced a
strong preference for more visual content, such as infographics
and video content, as opposed to text, similar to findings from
formative work to develop P3 [34]. This may be because of the
interest in consuming information via different mediums
[35,36,52-54]. Therefore, these factors highlight the importance
of understanding the reading ability and reading norms of the

target population when developing app interventions [55]. The
desire to keep the app fun and light through the use of stickers,
a lighter color scheme, and ongoing seasonal promotions and
games also featured prominently in both FGDs and KIIs. These
suggestions reflect Thai culture and thus emphasize the
importance of understanding cultural preferences and popular
marketing practices when adapting mHealth interventions for
use in different countries [56-58].

Both YMSM and key informants noted the strong influence
peers have on the health beliefs, decision-making processes,
and behaviors of Thai YMSM. This phenomenon has been
identified in research in other cultures [59,60], and a study of
Thai YMSM found that health beliefs and self-efficacy were
associated with HIV prevention behaviors [52]—factors known
to be influenced by peer groups [61]—were associated with
HIV prevention behaviors [52]. App interventions focused on
HIV prevention for Thai YMSM should assess whether
functions that acknowledge the importance of peer relationships
increase the likelihood of achieving the desired behavior. In
P3T, peer interactions are possible via the social wall, and
positive peer norms are presented in the videos added to the
knowledge center that feature peer influencers. Future
development of P3T will include the ability to visually represent
the popularity of content among users via functions such as
number of likes on comments and most popular topics, which
could further capitalize on the influence of peers to promote
behavior change.

There have been a small number of mobile apps that have tested
YMSM at risk for HIV to support PrEP adherence and HIV
prevention, mostly based in the United States. The availability
of having reliable information on HIV and sexual health,
reminder features for users to access relevant health care such
as drug adherence and medical appointments, esthetically
pleasing features for target users, and ease of use are common
findings with what was found in this study from multiple studies
previously conducted, including the LYNX and MyChoices
apps [62-64]. Similar needs for medication reminders and
education on their condition have been found in adolescents
with other chronic health conditions, such as sickle cell disease
[65]. No striking contrasts in YMSM needs using PrEP
adherence apps in other studies compared with findings from
those found in our study are apparent so far; however, many
studies are underway that may produce differing outcomes to
what has been seen so far [62,63,66]. Given the future potential
scalability of the use of mobile phone apps in supporting PrEP
adherence, understanding differences in feature preferences in
different contexts, such as with age, gender identity, urban
versus rural dwellers, and specific user profiles are valuable in
adjusting mobile health technologies to maximize their benefits
to specific populations [67]. Given the time limitations with
data collection in adapting mobile technologies to user needs,
future studies may benefit from sequential adaptive research
trial designs to address this challenge.

Future Directions
We identified the benefits and challenges of adapting P3 for
YMSM in Thailand. First, the remarkable similarities in PrEP
adherence facilitators and barriers among YMSM in our study,
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and in other studies, along with the general acceptability of the
key features of P3 among our study participants support the
growing trend of adapting evidenced-based apps, such as P3,
for different cultures and contexts rather than developing new
apps from scratch [31]. However, extensive formative research
is critical to ensure that an app is appropriately adapted to meet
the unique needs and population preferences in different settings
[67,68]. Adapting an existing app with a common behavior
change goal can increase the speed of app development, reduce
costs, and ultimately expedite scalability [31-33].

However, even minor app changes or the addition of a few new
features can require significant time and budgetary resources.
Planning for a budget that is sufficient for formative research
and app adaptations may ensure that the adapted app is culturally
and contextually relevant and may shorten the time between
adaptation, pilot study, and, if feasible and acceptable, a larger
trial. Owing to the limited time and funding of a pilot grant and
working with a commercial app developer based in North
America, we were unable to implement all design changes that
would better align the app with cultural preferences identified
in the FGDs and KIIs. These changes focused on stylistic
preferences and the inclusion of additional functions within the
existing features. The main changes suggested included making
the app color scheme lighter, offering customizable skins, adding
stickers to enhance communication in the social wall, adding
an app search function, adding engagement statistics to visualize
content popularity among peers (eg, number of times a
knowledge center article or social wall post has been read),
adding health behavior tracking features that would allow for
determination of HIV risk level based on data entered into the
app, and regular content updates to make the app more dynamic.
An additional need identified in using an app such as P3T in
Thailand is the ability of the more features of the app to function
offline. According to the study participants, most Thai YMSM
are unable to afford data plans that would allow for consistent
and reliable internet access. To maximize access of users to
P3T, more extensive offline functionality is critically important
in the Thai context. If justified by the findings from the pilot
study, the remaining adaptations, along with additional findings
anticipated from the pilot study, are planned for a subsequent
development phase that could also inform the adaptation of
other apps.

Including local designers and developers on the team may help
stretch limited resources and ensure that local expertise leads
to the cultural adaptation process [68]. For example, through
the support of a Thai collaborator skilled in graphic design, we
were able to make important design changes to the app that
reflected a rich understanding of the esthetic preferences of Thai
YMSM. The local designer rapidly developed avatars that were
highly responsive to study participant preferences. We also
faced unforeseen formatting challenges translating the content
of the app from English to Thai, which substantially increased
the amount of time required for this stage. Having a fluent Thai
speaker on the development team could help address these and
similar barriers in the adaptation process. Local app designers
and developers also provide a capacity-building opportunity for
local collaborators, which can then reduce cost and time during
both adaptation and scale-up phases. Given that, particularly in

the context of limited resources such as where this study was
performed, it must be acknowledged that there are limited data
to support the cost-effectiveness of digital health interventions
[69]. Such considerations are important when considering future
scalability and sustainability to inform policies on investments
in this area of health care interventions [70].

In the COVID-19 era, it must also be noted that with its
considerable challenges, there are opportunities to optimize
digital approaches as well as psychosocial intervention health
care delivery in adolescents. Multiple areas regarding this with
relevance to future studies related to the P3T app could be
explored, including the impact of the app on preventive
behaviors, medication adherence, self-management, and
cost-effectiveness [71,72].

Strengths
A major strength of this study was that it addressed a knowledge
gap in the feasibility and acceptability of mHealth in low-middle
income settings [29] and also in adolescent populations [28].
In addition, it provided practical guidance for adaptation of an
existing mHealth platform in low-middle income settings rather
than starting from scratch, a practical solution in the context of
limited financial and staff resources as well as difficult-to-reach
populations. It also highlighted the importance of using local
expertise and capacity building in producing well-suited and
sustainable interventions where mHealth interventions are
adapted to very different settings for which they were originally
intended. Finally, this study involved target user input from the
start of its adaptation to the Thai context, an approach known
to improve target user short- and long-term engagement
[65,73-75].

Limitations
This study was conducted only in Bangkok; therefore, data
collected from study participants may not reflect the perspectives
of YMSM and PrEP providers nationwide. In addition, the
majority of FGD participants were enrolled in full-time
education, which in the context of Thailand signifies a higher
socioeconomic status. Therefore, these findings may not be
generalizable to the Thai YMSM of all socioeconomic groups.
As parental consent was required for FGD participants under
the age of 18 years, we were unable to enroll participants in this
age group because of the unwillingness of potential participants
to reveal their sexual orientation or risk behaviors to their
parents. This may have led to findings biased toward the views,
needs, and developmental requirements of older adolescents.
In most countries, formidable challenges remain in conducting
research with those under the age of 18 years, despite the need
to gather information to inform interventions that address the
current global HIV epidemic, which disproportionately affects
young people [5,76]. In Thailand, parental consent is exempted
for individuals under 18 years of age to receive sexually
transmitted infection care, HIV testing, or PrEP initiation.
However, the decision to allow those under 18 years to
participate in HIV prevention research without parental consent
is at the discretion of the ethical review boards. On the basis of
our experience, some review boards in Thailand are willing to
allow exemption of parental consent for adolescents in HIV
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prevention trials where study involvement is a direct benefit to
participants from this key population.

Despite these limitations, the adapted P3T app represents a
significant step toward expansion and scale up of an app-based
intervention to support PrEP adherence in Thailand, where PrEP
has recently become available free of charge for YMSM through
a national health coverage [5,77]. Additional studies in different
geographical areas of Thailand with a high YMSM population
density and studies focusing on young transgender women who
have sex with men and other key populations would help further
the adaptation processes of mHealth apps for those
disproportionately affected by HIV in Thailand.

Conclusions
As observed in this study, most facilitators and barriers for PrEP
adherence in the Thai context are similar to those observed in

other global settings. The core features of the P3T app address
the main facilitators and barriers related to PrEP adherence in
Thailand for YMSM. The majority of the improvements
suggested in this study focus on customizing the app to suit the
stylistic presentation preferences of Thai YMSM and tailoring
the app content to suit the cultural context of Thailand and the
cultural nuances of the YMSM demography. Given that many
of the facilitators and barriers are similar globally, adapting
existing successful mHealth solutions will be the most effective
and cost-efficient way forward as opposed to developing new
apps. However, to obtain optimal results, it is vital that local
app developers are included as partners in the adaptation
process.
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Abstract

Background: We present the results of a feasibility, randomized waitlist control group (CG) parallel design study with a 1:1
allocation ratio. Participants were randomized into an intervention group (IG) or a waitlist CG. The intervention was a 6-week
digital self-management program, Help to Overcome Problems Effectively (HOPE), for people with cancer.

Objective: This study aims to test the feasibility of a digitally delivered self-management program for people with cancer. This
will inform the design of a definitive randomized controlled trial. In addition, a preliminary assessment of the impact of the HOPE
program via secondary outcomes will be used to assess signals of efficacy in a trial context.

Methods: Participants were drawn from an opportunity sample, referred by Macmillan Cancer Support, and were invited via
email to participate in the study (N=61). Primary outcomes were rates of recruitment, retention, follow-up, completion and
adherence, sample size and effect size estimation, and assessment of progression criteria for a definitive trial. Secondary outcomes
were self-report measures of participants’ positive mental well-being, depression, anxiety, and patient activation (ie, confidence
in managing their cancer). The intervention and data collection took place on the web.

Results: The recruitment rate was 77% (47/61). A total of 41 participants completed the baseline questionnaires and were
randomized to either the IG (n=21) or the waitlist CG (n=20). The retention rate (attending all program sessions) was greater than
50% (all: 21/41, 51%, IG: 10/21, 48%; and CG: 11/20, 55%). The follow-up rate (completing all questionnaires) was greater than
80% (all: 33/41, 80%; IG: 16/21, 76%; and CG: 17/20, 85%). The completion rate (attending ≥3 sessions and completing all
questionnaires) was greater than 60% (all: 25/41, 61%; IG: 13/21, 62%; and CG: 12/20, 60%). Engagement data showed that
participants viewed between half (5.1/10, 51%) and three-quarters (12.2/16, 76%) of the pages in each session.

Conclusions: All progression criteria for a definitive trial were met, as supported by the primary outcome data. The IG showed
improved postprogram scores on measures of positive mental well-being, depression, anxiety, and patient activation. A full-scale
trial of the digital HOPE program for people with cancer will allow us to fully evaluate the efficacy of the intervention relative
to a CG.

Trial Registration: ISRCTN Registry ISRCTN79623250; http://www.isrctn.com/ISRCTN79623250

International Registered Report Identifier (IRRID): RR2-10.2196/24264
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Introduction

Background and Rationale
As of May 2021, the United Kingdom has seen 3 periods of
national lockdown and widespread social and physical distancing
measures implemented by the government in an attempt to
curtail the spread of SARS-CoV-2. Such measures have resulted
in significant reductions in the delivery of cancer services in
the United Kingdom, as pressures on health services, lockdown
demands, and the need to reduce face-to-face interactions have
taken precedence [1]. Remote emotional support for these
patients has recently been recommended by researchers [2] and
cancer support specialists [3]. People with cancer are now
experiencing increased health anxiety [4] owing to the risk of
serious complications from the virus for people with cancer
[5,6]. The need to implement alternative models of care during
COVID-19, including more self-management support, has been
noted by leading cancer care experts [7]. Moreover, before the
COVID-19 pandemic, the UK National Health Service (NHS)
had already called for greater emphasis on the delivery of digital,
holistic, person-centered care for people with cancer [8].
Effective digital interventions have never been a more important
aspect of care.

People with cancer are already known to face multiple
challenges in terms of mental and physical health following
primary treatment, including fatigue, pain, sexual problems,
cognitive functioning, depression, anxiety, social isolation, and
financial issues [9-13]. Furthermore, in the longer term, many
patients with cancer experience negative impacts on their
psychological well-being and mental health, including
hypervigilance, anxiety, posttraumatic stress, and depression
[14-20]. Research shows that 2 years after diagnosis, up to 20%
of cancer survivors met the criteria for major depression and
up to 40% met the criteria for an anxiety disorder [18-20]. As
a result of the COVID-19 pandemic, people with cancer have
reported a further decline in their mental and physical health
[3].

Before the COVID-19 pandemic, there was a shortage of
accessible self-management interventions, and there was an
even greater need for digital interventions to comply with social
distancing guidelines. Around a decade ago, we co-designed a
face-to-face self-management program for survivors of all types
of cancer [21,22]. People with cancer, oncologists, specialist
cancer nurses, and representatives from a leading UK cancer
charity (Macmillan Cancer Support; MCS) were involved in
the co-design process. This led to the development of the Help
to Overcome Problems Effectively (HOPE) program, which has
been described in detail elsewhere [23,24]. The HOPE program
aims to enhance well-being by fostering positive emotions and
stimulating positive functioning. A parallel goal is to reduce
depressive symptoms. The HOPE program is based on principles
derived from positive psychology and focuses on positive
experiences, strengths, and personal competencies rather than

mental health problems such as anxiety and depression. It
incorporates evidence-based exercises based on positive
psychology, in addition to elements stemming from mindfulness,
cognitive behavioral therapy, and problem-solving therapy. The
HOPE program recognizes the common challenges and unmet
needs across all types of cancer, including fatigue, fear of
recurrence, and psychological distress [9-20]. The HOPE
program was designed to provide support for these most
common, typically overlapping needs in people living with most
types of cancer. We regularly consult with MCS on their eHealth
Needs Assessment data and review the most common needs
indicated by people living with all types of cancer. The HOPE
program provides general psychological and well-being support
based on these needs and is open to all adult cancer survivors.
The HOPE program differs from many other cancer
self-management programs due to the focus on (1) positive
psychology [25-27], (2) hope and gratitude [28] to improve
well-being and coping, (3) co-created content, and (4)
peer-facilitated delivery. The HOPE program is moderated by
trained peer facilitators who are affected by cancer in some way.
The facilitators received training from MCS and followed a
delivery protocol. The facilitator’s role is to offer encouragement
to participants and stimulate discussion in social networking
forums by inviting participants to respond with comments to
specific questions or respond to questions or comments posted
by participants. Facilitators also monitor daily social networking
posts for safety and report technical problems to the research
team. The facilitators spent approximately 2 hours per session,
supporting the participants. The in-person program was adapted
for digital delivery (see [24] for full details of adaptation), using
a user-centered, iterative approach [29]. A set of design
requirements and a design brief were drawn up in consultation
with end users and stakeholders. The initial digital version of
HOPE went through a number of iterative testing sessions, with
improvements made to usability after each iteration. These
iterations were intended to develop a system that was usable
and accepted by the intended user group to increase the
likelihood of uptake and continued use and to ensure that the
technology did not prove a barrier to engagement and
participation. Initial evaluation has suggested positive effects
on anxiety, depression, and positive well-being in people with
cancer, with positive user feedback [23]. This suggests that a
trial of the digital HOPE program might be viable and
meaningful. A feasibility randomized controlled trial (RCT)
study of the digital intervention was required to assess whether
participants consent to be randomized and to test the feasibility
of running a wait-list control study design of the HOPE program.

Objectives
This study aims to test the feasibility of a digitally delivered
self-management program for people with cancer. This will
inform the design of a definitive RCT. In addition, a preliminary
assessment of the impact of the HOPE program via secondary
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outcomes will be used to assess signals of efficacy in a trial
context.

The planned primary outcomes (trial feasibility objectives) of
the study were as follows: (1) recruitment rates for participation
and for randomization; (2) retention and follow-up rates as the
participants move through the trial; (3) adherence rates to study
procedures, intervention attendance, and engagement; (4) sample
size and effect size estimation for a definitive trial; and (5)
progression criteria for a definitive trial.

The secondary outcomes related to participant well-being are
measures of positive mental well-being, depression, anxiety,
and confidence in self-managing cancer (patient activation), as
indicated by scores on validated measures.

Methods

The following sections were written in accordance with the
2016 CONSORT (Consolidated Standards of Reporting Trials)
extension for pilot and feasibility trials [30].

Trial Design
This study used a feasibility, randomized waitlist control group
(CG) parallel design, with a 1:1 allocation ratio. Participants
were randomized into an intervention group (IG) or a waitlist
CG. The IG received access to the digital 6-week HOPE
program immediately. The CG was placed on a waiting list for
approximately 6 weeks, after which time they also received
access to the same digital 6-week HOPE program. Key outcome
measures were collected via web-based questionnaires at time
0 (T0; baseline) and time 1 (T1; 6 weeks postrandomization
and postprogram for IG). We also sent the questionnaires to the
CG only again after they had received the intervention (time 2;
T2; postprogram for CG).

Participants
The participants were referred by MCS, a leading UK cancer
charity. They advertise the HOPE program through their social
media networks, MCS websites, and word-of-mouth through
specialist nurses.

Eligibility criteria for participants were as follows: (1) any
cancer diagnosis, at any treatment stage; (2) adult (18 years or
older), (3) located in the United Kingdom; (4) access to the
internet and a device that allows them to engage with the
intervention; and (5) fluent in English to be able to engage with
all the material in the intervention.

All study data were collected on the web via questionnaires
administered through the Qualtrics Survey Software (Qualtrics
2019; [31]).

Intervention
All participants had access to the same digital HOPE program.
The IG received access immediately, and the CG was granted
access approximately 6 weeks later.

The HOPE program was delivered on the web. Full details of
the digital HOPE program development, content, and weekly
topics have been described elsewhere (see [23,24]), but we
provide a brief overview here. All the HOPE program modules
have the same structure and format, with a variety of
components each week, focusing on a particular issue or a set
of techniques, and ending with goal setting activity. The HOPE
program is asynchronous, and content is released on a weekly
basis at set times (eg, at midday every Monday) over the 6 weeks
of the intervention. Forums and messaging facilities acted as a
conduit for communication between participants and facilitators,
and the program was moderated by trained peer facilitators.
Table 1 provides an overview of the content and activities within
each weekly module of the HOPE program.
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Table 1. Examples of content, exercises, and activities within each weekly module of the Help to Overcome Problems Effectively program.

Examples of exercises and activities (self-
management tools)

Examples of contentSession

Week 1 (Introduction or instilling hope) • Interactive gratitude diary• Aims of the program
• User guide to navigating the platform and setting up a

profile • SMARTERa goal-setting
• Assessment: positivity ratio test and posi-

tive and negative emotions test
• Introduction to self-management
• The benefits of positive emotions
• Video (Positive emotions for a flourishing life)
• The power of gratitude
• Personalized goal-setting
• Video (How to set achievable goals)
• Forum topic (Reasons for joining the program)
• Further resources and links (eg, videos, podcasts, and

websites) to gratitude, positivity, and goal-setting

Week 2 (Stress management) • Interactive gratitude diary• Understanding stress
• Managing stress • SMARTER goal-setting and goal feed-

back• Videos (How to manage stress and how to make stress
your friend) • Guided relaxation and meditation exercise

(podcasts)• Coping with unhelpful thinking patterns
• How to cope with unhelpful thoughts

(worksheet)
• Mindfulness for stress management and meditation
• Self-compassion and acceptance
• Video (How to be kind to yourself)
• Forum topic (How do you deal with cancer-related

stress?)
• Further resources and links (eg, videos, podcasts, and

websites) to self-compassion, mindfulness, and stress
management

Week 3 (Managing fatigue) • Interactive gratitude diary• Understanding the boom and bust cycle
• Using the 3 Ps (prioritizing, planning, and pacing) for

managing fatigue
• SMARTER goal-setting and goal feed-

back
• Fatigue and pacing diaries (worksheets)• Video (Tips for managing fatigue)
• Quiz (What are the main challenges faced

by cancer survivors?)
• Sleeping better; podcast: Tips to improve sleep
• Forum topic (Coping with fatigue)
• Further resources and links (eg, videos, podcasts, and

websites) to sleeping better

Week 4 (Body image and communica-
tion)

• Interactive gratitude diary• Body image
• •Video (Body image and cancer) SMARTER goal-setting and goal feed-

back• Sexuality and intimacy
• Video (Cancer as a passport to emotional intimacy)
• Communication skills and tips for talking with the

health care team and family
• Forum topic: experiences of coping with body changes

and experiences of communicating with the health care
team

• Further resources and links (eg, videos, podcasts, and
websites) to sexuality, intimacy, and relationships

Week 5 (Physical activity and fear of
recurrence)

• Interactive gratitude diary• Coping with fear of recurrence
• •Videos (Moving forward while being worried about

cancer returning and the regrets of those who are dying)
SMARTER goal-setting and goal feed-
back

• Hopes and dreams for the future
• Video: Before I die project
• The benefits of physical activity
• Video (Tips for becoming and staying active)
• Forum topic (Concerns about cancer coming back)
• Further resources and links (eg, videos, podcasts, and

websites) to managing concerns about cancer coming
back and getting more active
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Examples of exercises and activities (self-
management tools)

Examples of contentSession

• Interactive gratitude diary
• SMARTER goal-setting and goal feed-

back
• Assessment (positivity ratio test and pos-

itive and negative emotions test and
character strengths)

• Quiz (What contributes to happiness?)

• Understanding how using your strengths can lead to a
more fulfilling life

• Video (The science of character strengths)
• Tips for authentic happiness; managing setbacks and

keeping going
• Forum topic (Learning from the program)
• Further resources and links (eg, videos, podcasts, and

websites) to MCSb web-based communities and happi-
ness resources

Week 6 (Character strengths and happi-
ness)

aSMARTER: SMARTER is an acronym used by many organizations for goal-setting, and stands for specific, measurable, achievable, relevant, time-bound,
enjoyable, and reward.
bMCS: Macmillan Cancer Support.

Primary Outcomes
The primary outcome measures for this feasibility RCT were
as follows:

Recruitment Rates
Recruitment rates for participation and randomization were
collected primarily through Qualtrics at the start of the trial. All
eligible participants identified by MCS were sent a link to the
Qualtrics study survey. Recruitment rates were then calculated
from the following: (1) providing consent and (2) completing
baseline questionnaires. Direct email from participants indicating
refusal or declining to participate in the study indicated a refusal.
These participants were still offered access to the HOPE
program but did not participate in any further data collection.

Retention, Follow-up, and Completion Rates
The participant retention rate was calculated as the percentage
of participants attending all 6 program sessions. Studies show
that a median of 56% of participants complete the full program
in digital interventions for mental well-being [32,33]. As high
rates of nonuse attrition [34] are common and of concern in
digitally delivered interventions, and because of uncertainties
relating to the COVID-19 pandemic, we set a more conservative
target of 50% of participants completing all 6 sessions of the
intervention.

Follow-up was calculated as the percentage of participants who
completed all web-based study questionnaires. Participants who
were lost to follow-up were identified through Qualtrics as those
who did not complete the postprogram questionnaires at the
end of the intervention period. It is possible that these
participants may still have attended some portions or the entire
HOPE program, despite not completing questionnaires.

If participants attended at least half of the intervention (3
sessions) [32] and completed the study questionnaires, they
were classified as intervention completers. Studies show a
nonlinear relationship between the time spent on an intervention,
the number of sessions completed, and outcomes [32]. The
amount of use needed to obtain desired outcomes varies across
groups, and individuals may stop using the intervention once
personal goals are achieved [35]. Therefore, we set a more
pragmatic target for our primary outcome measure of completion

rate of at least 3 sessions attended, and completion of all study
questionnaires.

Adherence and Engagement Measures
The intervention platform collects user engagement data, such
as the number of pages viewed in each session and the number
of goals set that assists the moderators with participant
engagement and experience. We measured the mean percentage
of pages viewed per session, and the number of posts or
comments a participant made for key activities (gratitude, setting
goals, goal feedback, liking posts, and comments posted).

Sample Size and Effect Size Estimation for Future
Definitive Trial
To inform the sample size estimation for a future definitive trial,
we calculated the SDs of key continuous secondary outcomes
at baseline. To estimate potential effect sizes for a primary
outcome in a future definitive trial from pre- to postprogram,
we calculated the difference between the mean difference pre-
and postprogram for the IG and CG and divided by the pooled
SD at baseline [36].

Progression Criteria
There is little guidance available for determining progression
criteria for exploratory studies, including feasibility trials [37].
Following good practice, our progression criteria were discussed
with Patient and Public Involvement representatives [38] and
within the trial project group. Our 3 progression criteria reflect
specific uncertainties regarding the feasibility of a larger
definitive trial. The web-based HOPE program has not
previously been delivered in an RCT study context, so two of
our progression criteria tested the willingness of people to
participate in a trial (recruitment and questionnaire completion
rate). Full intervention completion (now labeled as “retention”
within the manuscript) is the most frequently reported metric
for adherence to web-based interventions [39], which, through
discussion, was set as our third progression criteria.

To inform the progression to a definitive trial, we compared
our results to the progression criteria set a priori as follows: (1)
recruitment rate >70% of eligible participants consented, (2)
questionnaire completion rate >70% of participants completing
T1 questionnaires, and (3) retention rate >50% of participants
attending all 6 HOPE program sessions.
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Secondary Outcomes
Sociodemographic and health data were collected at T0.
Participants were asked to provide the following information
via a web-based questionnaire: gender, age, ethnicity, marital
status, highest level of education, employment and occupation,
and details about their cancer diagnosis and other medical
conditions.

Participants completed a set of validated questionnaires at T0
(baseline), T1 (6 weeks postrandomization), and T2
(postprogram for CG only). Postprogram (T1 and T2)
questionnaires were made available to participants the week
after the intervention ended and remained available for a further
4 weeks. The positive mental well-being, depression, anxiety,
and patient activation measures are detailed below.

The Warwick Edinburgh Mental Well-being Scale (WEMWBS)
[40] is a validated scale of 14 positively worded feelings and
thoughts used to assess mental well-being within the adult
population. The scale includes measures of positive affect,
satisfying interpersonal relationships and positive functioning,
for example, Below are some statements about feelings and
thoughts. Please tick the box that best describes your experience
of each over the last 2 weeks...(1) “I have been feeling optimistic
about the future,” (2) “I have been thinking clearly,” and (3) “I
have been feeling loved.” Participants rated each of the 14 items
on a scale of 1 to 5 (1=none of the time, 2=rarely, 3=some of
the time, 4=often, 5=all of the time), providing a total positive
mental well-being score ranging from 14 to 70, with higher
scores representing greater positive mental well-being. The
WEMWBS had good internal consistency (Cronbach α=.91).
A change of 3 or more was seen as clinically meaningful change
[41].

The 9-item Patient Health Questionnaire (PHQ-9) [42] is a
validated 9-item measure, which assesses the frequency of
experience of the symptoms of depression. For example, Over
the past 2 weeks, how often have you been bothered by any of
the following problems...(1) little interest or pleasure in doing
things; (2) feeling down, depressed, or hopeless; and (3) poor
appetite or overeating.

Responses to each of the 9 items ranged from 0 to 3 (0=not at
all, 1=several days, 2=more than half the days, 3=nearly every
day), leading to a summed score between 0 and 27, with higher
scores indicating greater severity of depression. The PHQ-9 has
good internal consistency (α=.89). Scores of 10 or more are
presumed to be above the clinical range; thus, participants
scoring 10 are categorized as depressed for the purpose of this
study.

The 7-item Generalized Anxiety Disorder scale (GAD-7) [43]
is a validated 7-item scale measuring symptoms of generalized
anxiety disorder, for example, Over the past 2 weeks, how often
have you been bothered by the following problems...(1) feeling
nervous, anxious or on edge; (2) trouble relaxing; and (3)
becoming easily annoyed or irritable. Responses to all 7 items
ranged from 0 to 3 (0=not at all, 1=several days, 2=more than
half the days, 3=nearly every day), providing a total score of 0
to 21, with higher scores indicating greater anxiety. GAD-7 has
good internal consistency (Cronbach =.92). Scores of 8 or more

are presumed to be above the clinical range; therefore,
participants scoring 8 are categorized as having anxiety for the
purpose of this study.

The Patient Activation Measure [44] is a validated, licensed
tool with good internal consistency (Cronbach =.81), which has
been extensively tested with reviewed findings from a large
number of studies. It helps to measure the spectrum of
knowledge, skills, and confidence in patients and captures the
extent to which people feel engaged and confident in taking
care of their condition. Individuals are asked to complete a short
survey, and based on their responses, they receive a Patient
Activation Measure score (between 0 and 100). The resulting
score places the individual at 1 of 4 levels of activation, each
of which reveals insight into a range of health-related
characteristics, including behaviors and outcomes. The 4 levels
of activation are as follows:

1. Level 1 (scores ≤47.0): Individuals tend to be passive and
feel overwhelmed by managing their own health. They may
not understand their roles in the care process.

2. Level 2 (scores 47.1-55.1): Individuals may lack the
knowledge and confidence to manage their health.

3. Level 3 (scores 55.2-67.0): Individuals appear to be taking
action but may still lack the confidence and skill to support
their behaviors.

4. Level 4 (scores 67.1): Individuals have adopted many of
the behaviors needed to support their health but may not
be able to maintain them in the face of life stressors.

Sample Size for This Study
All study participants were drawn from an opportunity sample
(N=61), provided by MCS, of eligible candidates who expressed
an interest in taking part in the HOPE program. An arbitrary
sample size of n=40 was deemed adequate for this feasibility
study, informed by similar studies in this area, with sample sizes
ranging from 10 to 20 in each arm [45]. All potential study
participants were emailed a link to the study website hosted by
Qualtrics, where they were asked to read the digital Participant
Information Sheet, read and agree to the statements on the digital
consent form, and complete the digital T0 questionnaire before
randomization.

Randomization

Sequence Generation
All participants who provided informed consent and completed
the T0 questionnaires were randomized into the IG or CG using
a 1:1 ratio via the randomization function within the Qualtrics
Survey Software.

Allocation Concealment Mechanism
Participants were informed on completion of the T0
questionnaires, via a notification in Qualtrics, whether they had
been randomized to the IG (in this case, starting in May 2020),
or the CG (in this case, starting in June 2020). The research
team remained unaware of participant allocation until group
contact lists were created at the next data collection point (ie,
T1).
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Implementation
Participants were allocated to the IG or CG via the
randomization function in Qualtrics. Participants were then
emailed with a link to the HOPE program starting in the
following week (IG), or a message to say that they would be
emailed a link to the HOPE program (CG) in approximately 6
weeks’ time.

Blinding
Owing to the nature of the study design, it was not possible to
blind the participants to their group allocation. However,
statistical analyses of study data were conducted blind to
participant allocation where possible (eg, IG and CG were
labeled A and B arbitrarily).

Analytical Methods
Quantitative data were analyzed descriptively using IBM SPSS
26 (IBM Corporation, released 2019). Initial analyses involved
tabulated and graphical summaries of primary and secondary
outcomes for each randomized group using means and variance,
including CIs and SDs, and number and percentages for
categorical variables to describe the full range of data at baseline

and postprogram. An intention-to-treat (ITT) analysis was
carried out, where missing data were rectified using the last
observation carried forward (LOCF) [46]. In line with
CONSORT (Consolidated Standards of Reporting Trials)
guidelines [47], a per-protocol (PP) analysis was also performed
on secondary outcome data from intervention completers and
is reported in the AncillaryAnalyses section.

The study was not powered to perform inferential statistical
analyses, and so to signal efficacy, we report pre- and
postprogram mean differences and CIs for scores on key
secondary outcome measures for the IG and CG.

Protocol
The feasibility trial protocol has been registered and published
(International Registered Report Identifier IRRID:
DERR1-10.2196/24264) [24].

Results

Participant Flow
Figure 1 provides the details of the participant flow through the
study.

Figure 1. Participant flow through the study. HOPE: Help to Overcome Problems Effectively.
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Recruitment
Recruitment started on April 30, 2020, and ended on May 5,
2020. Data collection started on April 30, 2020, for T0 baseline
questionnaires and finished on September 2, 2020, for T2
follow-up questionnaires (CG only), which was 4 weeks after
the end of the intervention for the CG as specified in the trial
protocol.

Baseline Data
Sociodemographic and health information collected at baseline
(T0) for the whole group and by treatment group are presented
in Table 2. The sample consisted mostly of White participants
(36/41, 87%), women (32/41, 78%) with an average age of 54.3

years. More than half of the sample (24/41, 58%) had postschool
qualifications. Most participants were married or living with
their partner (30/41, 73%), and more than half were employed
(21/41, 51%), with just under half reporting that they had to
reduce their working hours because of their cancer diagnosis
(20/41, 49%). This variable was the most disproportionate across
the trial arms, with more than twice as many reports of cutting
work hours in the IG (14/21, 67%) than in the CG (6/20, 30%)
The most commonly reported type of cancer was breast cancer
(17/41, 41%), with less than half of participants still undergoing
treatment (17/41, 41%). Participants may have reported more
than one type of cancer; therefore, the sum of the group
percentages may be >100%.

Table 2. Baseline characteristics for the whole sample and by trial arm.

CGb (n=20)IGa (n=21)All (N=41)Variable

56.2 (12)52.6 (11)54.3 (11)Age, mean (SD)

15 (75)17 (81)32 (78)Female, n (%)

17 (85)19 (90)36 (88)White ethnicity, n (%)

13 (65)17 (81)30 (73)Married or living with partner, n (%)

10 (50)11 (52)21 (51)Employed, n (%)

6 (30)14 (67)20 (49)Cut work hours due to cancer, n (%)

12 (60)12 (57)24 (58)Possessed postschool qualifications, n (%)

8 (40)9 (43)17 (41)Still undergoing treatment for cancer, n (%)

Cancer type, n (%)

9 (45)8 (38)17 (41)Breast

4 (20)0 (0)4 (10)Gynecological

2 (10)0 (0)2 (5)Prostate

1 (5)2 (9)3 (7)Lung

0 (0)3 (14)3 (7)Colorectal

2 (10)0 (0)2 (5)Gastrointestinal

1 (5)0 (0)1 (2)Bladder or kidney

2 (5)2 (9)4 (19)Head or neck

1 (5)8 (38)9 (22)Other

aIG: intervention group.
bCG: control group.

Numbers Analyzed
The total number of participants enrolled in the study was 41,
with 21 in the IG and 20 in the CG. All participants completed
baseline (T0) questionnaires, and missing data in T1 and T2
questionnaires were populated with the LOCF method for ITT
analysis. Therefore, the entire sample was included in the ITT
analysis (ITT, N=41; IG, n=21; CG, n=20). The numbers for
the PP analysis are detailed in the AncillaryAnalyses section.

Outcomes and Estimation
We describe the results for each primary and secondary
outcome. Primary outcome measures pertaining to recruitment,
questionnaire, and intervention completion rates are presented
in Figure 1, Table 3, and Table 4. Secondary outcome measures
are presented in Table 5 for the whole group (n=41) and each
trial arm (IG, n=21; CG, n=20).
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Table 3. Number of participants who attended none, some, or all of the Help to Overcome Problems Effectively Program sessions, for the whole group
and each trial arm.

CGb (n=20), n (%)IGa (n=21), n (%)All (N=41), n (%)Number of sessions attended

3 (15)2 (9)5 (12)0

2 (10)3 (14)5 (12)1

2 (10)3 (14)5 (12)2

1 (5)1 (5)2 (5)3

1 (5)0 (0)1 (2)4

0 (0)2 (9)2 (5)5

11 (55)10 (47)21 (51)6

aIG: intervention group.
bCG: control group.

Table 4. An overview of engagement and adherence with the Help to Overcome Problems Effectively Program, for the whole group and by trial arm.

CG (n=20),

mean (SD)
CGb (n=20),

n (%)

IG (n=21),

mean (SD)
IGa (n=21),

n (%)

All (n=41),

mean (SD)

All (N=41),

n (%)

Engagement measure

12.2 (6.7)12.2 (76)12.2 (6.2)12.2 (76)12.2 (6.4)12.2 (76)Mean pages viewed in session 1

(range 0-16)

9.1 (6.0)9.1 (70)8.0 (6.1)8.0 (61)8.5 (6.0)8.5 (65)Mean pages viewed in session 2

(range 0-13)

10.9 (8.2)10.9 (64)9.7 (8.0)9.7 (57)10.3 (8.0)10.3 (60)Mean pages viewed in session 3

(range 0-17)

8.1 (6.9)8.1 (58)7.0 (7.0)7.0 (50)7.5 (6.8)7.5 (53)Mean pages viewed in session 4

(range 0-14)

8.8 (8.2)8.8 (55)7.7 (8.0)7.7 (48)8.2 (8.0)8.2 (51)Mean pages viewed in session 5

(range 0-16)

5.3 (4.9)5.3 (53)5.0 (4.4)5.0 (50)5.1 (4.6)5.1 (51)Mean pages viewed in session 6

(range 0-10)

1.7 (2.4)N/A1.3 (1.3)N/A1.5 (1.9)N/AcGratitude entries across whole program

(range 0-9)

2.4 (2.4)N/A1.8 (1.8)N/A2.1 (2.1)N/AGoals set across whole program

(range 0-8)

0.7 (1.2)N/A0.4 (1.0)N/A0.5 (1.1)N/AGoal feedback given across whole

program (range 0-5)

10.0 (15.8)N/A3.8 (6.6)N/A6.8 (12.2)N/ALikes given across whole program

(range 0-56)

7.9 (10.7)N/A5.8 (9.2)N/A6.8 (9.9)N/AComments posted across whole

program (range 0-35)

aIG: intervention group.
bCG: control group.
cN/A: not applicable.
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Table 5. All scores, intention-to-treat, on secondary outcome measures for intervention control (IG) and control group (CG), and change in scores
(T1-T0), and mean difference in changes scores (IG-CG).

Difference in change
scores Δ IG-CG, mean
difference (95% CI)

CG (n=20)IG (n=21)Secondary out-
come measure

Control change Δ
 (T1-T0), mean differ-
ence (95% CI)

T1b, mean
(SD)

T0, mean
(SD)

Postprogram change Δ
 (T1-T0), mean difference
(95% CI)

T1a, mean
(SD)

T0, mean
(SD)

1.3 (−3.1 to 5.7)1.7 (−1.6 to 5.0)45.1 (11.8)43.4 (12.4)3.0 (−0.2 to 6.2)46.3 (11.7)43.3 (9.6)WEMWBSc

−1.9 (−4.4 to 0.6)0.1 (−2.0 to 2.2)9.3 (6.5)9.2 (6.3)−1.8 (−3.3 to −0.4)8.1 (5.7)10.0 (5.4)PHQ-9d

0.4 (−2.2 to 3.1)−1.6 (−3.7 to 0.5)7.4 (4.8)9.0 (6.6)−1.2 (−3.0 to 0.6)7.6 (5.6)8.8 (5.6)GAD-7e

4.2 (−0.3 to 8.7)−2.2 (−6.6 to 2.2)59.1 (14.2)61.3 (15.3)2.0 (0.1 to 3.9)60.8 (17.2)58.8 (17.2)PAMf

aLOCF: last observation carried forward, n=5.
bLOCF: last observation carried forward, n=3.
cWEMWBS: Warwick-Edinburgh Mental Well-being Scale.
dPHQ-9: 9-item Patient Health Questionnaire.
eGAD-7: 7-item Generalized Anxiety Disorder scale.
fPAM: Patient Activation Measure.

Primary Outcomes

Recruitment rates

The recruitment rate for this feasibility study was 77% (47/61).
MCS referred to 61 participants for the study, and 77% of
participants (47/61) provided digital informed consent. Only
participants who (1) consented, (2) completed baseline
questionnaires, and (3) were randomized, were included in this
feasibility study (n=41). Six participants provided informed
consent but did not complete the T0 questionnaire; therefore,
they were not randomized (6/47, 13%). The study participants
who completed the baseline questionnaires (n=41) were
randomized to either the IG (n=21) or the CG (n=20) groups.

Retention, Follow-up, and Completion Rates

The retention rate across the sample was 51%, with more than
half of the participants attending all 6 program sessions (whole
group: 21/41, 51%; IG: 10/21, 47%; CG: 11/20, 55%).

Across the whole group, there was a follow-up rate of 80%
(33/41 participants completed T1 questionnaires). Across the
trial arms, the follow-up rate was 76% (16/21) in the IG and
85% (17/20) in the CG.

The completion rates (3 sessions and T1 questionnaire) for the
whole group were 61% (25/41), 62% (13/21) in the IG, and
60% (12/20) in the CG.

Adherence and engagement measures

Table 4 shows the selection of the engagement data collected
by the intervention platform. The mean number of pages viewed
per session generally decreased as the program progressed and
ranged from 12.2/16 (76%) in session 1 to 5.1/10 (51%) in
session 6, across the whole group. The mean pages viewed in
each session were consistent across the entire group and both
trial arms for sessions 1 and 6. The mean number of pages
viewed was slightly higher for the CG than for sessions 2 to 5.
Furthermore, the CG tended to set slightly more goals, give

more likes, and post more comments than the IG, on average,
across the course of intervention. There was a negligible
difference in the mean gratitude entries and goal feedback
between the 2 trial arms.

Sample Size and Effect Size Estimation for Future Definitive
Trial

To guide the sample size estimation for a future definitive trial,
we used the results of this study. Accordingly, we calculated
the expected minimum effect sizes using the primary outcome
variable, WEMWBS, and based on the present data, considering
the mean change scores for IG and CG and a moderate
between-group effect size. Given an a priori α of .05, 87
participants were required per group to minimally detect
moderate effect sizes (ie, Cohen f ≥0.25; Cohen d ≥0.5), or 42
participants per group to minimally detect large effect sizes
(Cohen f ≥0.4; Cohen d ≥0.8), both with a power of 0.95 [36].
Indeed, we must caveat this guide with acknowledgment that
the inherent imprecision in between treatment group effect size
estimates from studies with small samples can be high and thus
must be considered pragmatically in future trials [48].

Progression Criteria

All predetermined progression criteria for a definitive trial were
met, as described in the sections above.

Secondary Outcomes
An ITT analysis was carried out, with missing data rectified by
LOCF. The mean scores and SDs for the secondary outcome
measures for both trial arms are presented in Table 5. On
average, participants in the IG made small improvements from
T0 to T1. Participants in the CG showed little to no improvement
during the same period. However, after attending the HOPE
program (ie, T2), the CG made greater improvements in all
secondary measures than the IG.

Table 6 shows the number and proportion of participants
exceeding the cutoff scores for probable clinical depression and
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anxiety at each time point across the trial. In the IG, the number
of participants reporting probable clinical levels of depression
decreased by 1 from preprogram (8/21, 38%) to postprogram
(7/21, 33%), and cases of depression remained the same pre-
and postprogram (10/21, 47%). In the CG, at the point of entry

into the trial (T0), the proportion of participants reporting
probable clinical levels of depression and anxiety was the same
(10/20, 50%). From pre- to postprogram in the CG, there was
a 15% decrease in cases of probable depression (T1, 7/20, 35%;
T2, 4/20, 20%) and anxiety (T1, 8/20, 40%; T2, 5/20, 25%).

Table 6. Proportion of participants reporting probable clinical levels of depression and anxiety at each time point across the trial.

CGb, n (%); n=20IGa, n (%); n=21Secondary outcome measure

T2eT1dT0T1cT0

4 (20)7 (35)10 (50)7 (33)8 (38)Cases of probable depression

5 (25)8 (40)10 (50)10 (47)10 (47)Cases of probable clinical anxiety

aIG: intervention group.
bCG: control group.
cLOCF: last observation carried forward, n=5.
dLOCF: last observation carried forward, n=3.
eLOCF: last observation carried forward, n=6.

Ancillary Analyses
We conducted a PP analysis, which included only those
participants who completed all study questionnaires and attended
at least 3 intervention sessions (PP whole sample n=25; IG
n=13, CG n=12). Table 7 shows the secondary outcome
measures for the participants. The data in Table 7 show patterns

similar to those of the ITT in Table 5. On average, participants
in the IG showed modest improvements from T0 to T1.
Participants in the CG showed little to no improvement during
the same period. The PP analysis shows a difference in the
change scores (final column) of greater magnitude compared
with the ITT analysis.

Table 7. Scores on secondary outcome measures for intervention group (IG; n=13) and control group (CG; n=12) intervention completers (PP), including
mean difference in change scores (IG-CG).

Difference in
change scores Δ
IG-CG, mean dif-
ference (95% CI)

CG (n=12)IG (n=13)Secondary outcome
measure

Control change Δ
 (T1-T0), mean
difference

(95% CI)

T1, mean (SD)T0, mean
(SD)

Postprogram change Δ
(T1-T0), mean difference
(95% CI)

T1, mean
(SD)

T0, mean
(SD)

5.7 (−0.3 to 11.7)−1.1 (−4.7 to 2.5)42.7 (11.7)43.8

(12.0)

4.6 (−0.5 to 9.7)49.5

(12.7)

44.9

(10.1)
WEMWBSa

−3.9 (−6.2 to −1.6)1.7 (0.4 to 2.9)10.8 (6.7)9.1

(6.6)

−2.2 (−4.3 to −0.2)6.8

(6.5)

9.1

(6.1)
PHQ-9b

−1.9 (−5.2 to 1.5)0.3 (−1.8 to 2.3)8.8 (4.8)8.5

(5.7)

−1.6 (−4.4 to 1.2)7.0

(6.6)

8.6

(6.4)
GAD-7c

8.5 (2.2 to 14.8)−5.5 (−11.7 to
0.7)

56.1 (11.2)61.6

(12.8)

3.0 (0 to 6.0)66.2

(14.6)

63.2

(15.2)
PAMd

aWEMWBS: Warwick-Edinburgh Mental Well-being Scale.
bPHQ-9: 9-item Patient Health Questionnaire.
cGAD-7: 7-item Generalized Anxiety Disorder scale.
dPAM: Patient Activation Measure.

Harms
In line with the trial protocol [24], participants who indicated
self-harm or suicidal thoughts on the PHQ-9 measure were
contacted, along with the MCS administrator, by Hope for the
Community (H4C) and were provided with the contact details
of local mental health agencies and Samaritans and encouraged
to visit their general practitioner. This was the case for 22%

(9/41) of participants’preprogram, and 9% (4/41) of participants
postprogram (data not shown in tables). At postprogram, there
were no participants who indicated self-harm or suicidal
thoughts where they had not already indicated this at the
preprogram.

As detailed in the Methods section, participants scoring 10 on
the PHQ-9 or 8 on the GAD-7 were categorized as having
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reached a probable clinical level of depression or anxiety,
respectively. Depression was indicated in 44% (18/41) of
participants at preprogram and 34% (14/41) at T1. Anxiety was
indicated in 49% (20/41) of participants at preprogram and 44%
(18/41) at T1. In line with the trial protocol [24], all of these
participants were contacted by H4C and encouraged to visit
their general practitioner and were signposted to further sources
of support as listed above.

At postprogram, there were no participants who reported a
probable clinical level of depression where they had not already
reported this at the preprogram. However, at postprogram, 5%
(2/41) of participants reached a probable clinical level of anxiety
but were not previously at this level in the preprogram. Both
participants scored 7 on the GAD-7 measure at preprogram,
increasing to scores of 8 (n=1) and 9 (n=1) at postprogram. Both
participants were contacted by H4C, as outlined above, and in
the trial protocol [24]. To provide further context, both
participants were in the IG, and only attended 1 (n=1) or 2 (n=1)
sessions of the intervention. Both participants were still
undergoing treatment for cancer, and one described significant
personal stress unrelated to their cancer. Although we cannot
rule out the possibility that the intervention may have caused
increased anxiety in these 2 participants, they did not engage
in more than 2 sessions of the intervention, and the context of
the COVID-19 pandemic is linked to increased anxiety among
patients with cancer [1,3,5,6]. Furthermore, other participants
showed positive changes in their pre- and postprogram mental
well-being scores.

Discussion

Principal Findings
The feasibility RCT of the digital HOPE program aimed to
assess primary outcomes measuring trial feasibility and
secondary outcomes relating to measures of participant
well-being. The trial yielded encouraging data on the primary
outcome measures of recruitment, retention, follow-up,
adherence, and engagement rates. More than three-quarters of
the participants invited (47/61, 77%) were willing to provide
consent and be randomized to either the HOPE program starting
the following week, or to a 6-week waiting list. Just over half
of the sample (ie, IG and CG combined; 21/41, 51%) completed
all 6 sessions of the intervention, and almost two-thirds of the
sample (26/41, 63%) completed at least 3 sessions (note that
n=1 did not complete the T1 questionnaire, so it was not
categorized as an intervention completer. The follow-up rate
was encouraging, with a large proportion of participants
completing the study questionnaires at T1 (33/41, 80%). Of the
participants who completed the T1 questionnaires, 25 also
attended 3 intervention sessions, meeting the criteria for
intervention completion (25/41, 61%). In terms of engagement,
within the sessions, participants viewed between half and
three-quarters of the content, on average (range 76%-51%). All
of the predetermined progression criteria were met, confirming
that a full-scale, fully powered RCT of the digital HOPE
program for people with cancer would be feasible.

On average, participants showed increased scores on positive
mental well-being and patient activation and decreased scores

on anxiety and depression at postprogram relative to baseline.
We did not ask participants specific questions relating to their
well-being during the COVID-19 pandemic. However, we can
tentatively compare data from this study with a previous cohort
of people with cancer in the digital HOPE program, collected
before the COVID-19 pandemic [23]. The proportion of
participants reporting probable clinical levels of depression at
baseline was slightly higher in the prepandemic cohort [23] than
in the current trial (24/51, 47%, and 18/41, 44%, respectively).
However, at baseline, probable clinical levels of anxiety were
lower in the prepandemic cohort (22/51, 43%) than in the current
trial (20/41, 49%). Indeed, in the current trial, baseline GAD-7
scores for anxiety 8.9 (SD 6.0; pooled data not shown in Results)
were higher than those in our prepandemic study 6.8 (SD 4.9)
[23]. Given the widespread reports of the negative effect of the
COVID-19 pandemic on the mental health of people with cancer
[3], the baseline scores in the current trial may represent elevated
COVID-19–related anxiety.

Exploration of the secondary outcome data highlights the safety
of the HOPE program as a digital self-management intervention
for people with cancer. There were no cases of participants
reporting increased symptoms of depression, and only 2
participants reported increased postprogram anxiety. There were
no cases where participants reported thoughts of suicide or
harming themselves at postprogram, where they had not already
reported this at baseline.

Limitations
This study found that overall engagement, measured by the
percentage of pages viewed, seemed to decline as participants
progressed through the sessions. This may be due to fatigue or
redundant content. Qualitative investigation into what content
participants engaged with, and elements they found more or
less relevant or helpful would be a useful supplement to improve
the intervention.

This feasibility RCT was not powered to detect statistically
significant differences in pre- and postscores on secondary
outcomes. However, the results indicate that the HOPE program
has the potential to have a positive effect on mental well-being,
depression, and anxiety in people with cancer. These have been
identified as important outcomes for people with cancer [9-11]
and echo the results of a previous pre- and poststudy of the
HOPE program [23], giving further confidence in the potential
efficacy of the intervention. Data from a fully powered trial will
allow us, for the first time, to report statistically significant
differences in pre- and postprogram scores for both IG and CG.
However, unless we account for expectancy effects, we cannot
be sure about the efficacy of the intervention [49]. Therefore,
future trials will need to use an appropriate active control
program, which equates expectations to those of the IG, to allow
a causal conclusion about the effectiveness of the intervention
effectiveness. There are a number of ways to address this issue
in future work. First, empirical measures of expectancy could
be collected before and after the program to assess for any
correlation between expectancy and improvement in either
group. Although this would not reduce any expectancy effects,
it would allow us to account for these in statistical analyses,
interpretation of the data, and evaluation of the intervention.
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Second, in a future trial, we could use an active control program,
such as an alternative digital self-management intervention, or
a modified version of the HOPE program (eg, without the
goal-setting feature; self-directed course). Active control needs
to be carefully matched to the intervention in terms of
expectancy, content, and interaction [49]. Researchers suggest
that if participants’ well-being is improved postintervention,
then the mechanisms by which this benefit occurs are irrelevant.
However, it becomes a problem if the improvement is only
detectable in the laboratory, or in this case, at the time of the
postprogram data collection. A third way to address expectancy
in future trials would be to implement further follow-up time
points (eg, 3, 6, and 12 months postrandomization) to assess
whether improvements to participant well-being persist in the
longer term. Ideally, in future trials, we would use all 3 methods
to reduce placebo effects and increase confidence in the
treatment effect of the HOPE program.

Generalizability
The recruitment for this feasibility RCT was from an opportunity
sample of self-selecting participants referred by MCS. The
self-selecting nature of the recruitment strategy may yield
participants who are generally more motivated to seek help
and/or help themselves. However, this recruitment strategy
facilitated the rapid attainment of trial recruitment targets in
this study [50]. Research has shown that recruitment via social
media is more effective if advertised by a collaborative cancer
charity [51]. In this respect, in the current climate of increased
need for digital research and provision of self-management
support, we optimized our recruitment strategy in this feasibility
trial and will adopt this again in the definitive trial.

Most participants were White (36/41, 88%), female (32/41,
78.0%), married (30/41, 73%), and educated (24/41, 58%), and
the most commonly reported type of cancer was breast cancer
(17/41, 41%). This likely relates to the demographics of people
who engage with the MCS charity. Although this may limit the
generalizability of the results to other demographic groups,
some aspects are in line with wider population statistics and
research findings. The 2011 Census [52] reported that 86% of
the population in England and Wales was White, and therefore,
the sample in this study is representative of the wider population
in this respect. Breast cancer is the most common type of cancer
in the United Kingdom, accounting for 15.1% of malignant
cancer registrations in England in 2017 [53]; however, 41.5%
of participants in this study reported breast cancer. The data
presented in this study may not be representative of other cancer
populations. As such, the efficacy signal and feasibility findings
of this study may not be generalizable to other types of cancer,
or to non-White men, for example. We will seek advice from
our partners and trial experts before proceeding to a definitive
trial. It may be more appropriate to run a definitive RCT of the
HOPE program for breast cancer survivors only, as (1) breast
cancer is the most commonly diagnosed cancer in the United
Kingdom, and (2) our own data, for example, 23 and
unpublished studies, show that it is mainly women with breast
cancer who participate in the HOPE program. However, the
HOPE program was designed to help people living with all
types of cancer; thus, the community HOPE program run by
MCS will continue to be open to all cancer survivors.

A low attendance rate for men is common in self-management
and is linked to their reluctance to seek help [54]. In terms of
recruitment, men are more likely to respond to marketing and
recruitment messages that emphasize stoicism, independence,
and control [54] and where the materials contain images of men
[55]. Once recruited, there are also qualitative differences in
how men and women engage with their peers in the same- or
mixed-sex web-based cancer support groups [56]. A recent
systematic review confirmed that men are more oriented toward
informational support and women toward emotional support
[57]. In terms of the current intervention, further intervention
development is required to ensure the relevance and
acceptability of the intervention and potentially to co-design
tailored versions for more diverse groups and communities.
This may require (1) further consultation with MCS to co-design
specific programs for gendered cancers (eg, a HOPE program
for testicular, prostrate, or breast cancer); (2) co-development
of course content and recruitment materials to increase the
engagement of men in a general cancer intervention; and (3)
partnering with different charities to enhance engagement with
people with cancer from different ethnic groups, socioeconomic
status, and educational attainment. A future trial could examine
the feasibility of recruitment through the NHS, from clinics,
consultation rooms, or waiting rooms, to broaden the recruitment
strategy to wider communities. For future cohorts, we will
encourage MCS to review their recruitment materials to ensure
that they contain images and messages that appeal to multiple
audiences and are advertised in (largely web-based) areas and
locations frequented by people of all ages, ethnicities, genders,
and income groups [54-57].

Interpretation
The digital HOPE program is a feasible self-management
intervention for people with cancer, although almost half of our
sample comprised people with breast cancer. All progression
criteria were met, providing support for a full-scale definitive
trial. However, caution must be taken when interpreting the
generalizability of our feasibility estimates, and a further
discussion with our research trial group will be undertaken to
determine the appropriate action for progression. Generally, at
postprogram, all participants showed increased scores on
positive mental well-being and patient activation and decreased
scores on anxiety and depression relative to baseline, signaling
intervention efficacy. Minimal harm was indicated, and no
participants reported postprogram symptoms of anxiety or
depression that were not present at baseline, and similarly for
thoughts of suicide and self-harm.

The asynchronous nature of the course and the autonomy
afforded to participants means that they can broadly tailor the
course to accommodate personal needs. Participants can attend
sessions that are interesting or relevant to them, essentially
creating their own person-centered support by self-selecting the
content. Rather than interpreting attrition as a negative trial
outcome, we concur with the view that participants can be
eAttainers [35,58]. That is, participants take what they need
from the course and then may appear to drop out but are
nonetheless satisfied and fulfilled by the content they received.
Participants do not need to engage with all available components
of the intervention, or all use the same components, as goals
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differ across individuals [35]. For example, some participants
obtain reassurance from sharing their challenges and concerns
with others, a common group curative factor described as
“universality” by Yalom [59]. This approach aligns with the
tailored nature of the HOPE program, enabling users to
self-select the most relevant intervention tools, features, or
content for themselves. This is supported by the overwhelmingly
positive user evaluations collected postprogram in this feasibility
trial (data not shown) and in a previous HOPE program study
[23]. As the focus of this paper was to assess the feasibility of
an RCT, and not to evaluate the efficacy and acceptability of
the HOPE program [48], we did not present participant feedback
data here.

Conclusions
The advent of the digital HOPE program has coincided with
requests from academics, leading cancer charities, and the NHS,

for more person-centered cancer self-management, especially
during the recent global pandemic [2,3,8]. As such, there has
been rapid and essential growth in the provision of health care
digitally to allow remote care [60,61], and these advances in
digital health care will still be viable in the postpandemic era.
This feasibility RCT suggests that the digital HOPE program
could supplement in-person emotional and psychological support
for people with cancer, offering greater choice and flexibility
in accessing support. Although digital cancer self-management
interventions, such as the HOPE program, have boomed during
COVID-19 [60-62], more data are needed to suggest whether
digital could be considered an alternative, as well as
complementary, format to in-person intervention programs. As
the HOPE program content can be delivered on the web or
in-person, it offers flexibility and a choice of formats for
participants when social distancing measures are eased after the
pandemic.
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Abstract

Background: People with serious mental illness (SMI) have significant unmet mental health needs. Development and testing
of digital interventions that can alleviate the suffering of people with SMI is a public health priority.

Objective: The aim of this study is to conduct a fully remote randomized waitlist-controlled trial of CORE, a smartphone
intervention that comprises daily exercises designed to promote reassessment of dysfunctional beliefs in multiple domains.

Methods: Individuals were recruited via the web using Google and Facebook advertisements. Enrolled participants were
randomized into either active intervention or waitlist control groups. Participants completed the Beck Depression Inventory-Second
Edition (BDI-II), Generalized Anxiety Disorder-7 (GAD-7), Hamilton Program for Schizophrenia Voices, Green Paranoid Thought
Scale, Recovery Assessment Scale (RAS), Rosenberg Self-Esteem Scale (RSES), Friendship Scale, and Sheehan Disability Scale
(SDS) at baseline (T1), 30-day (T2), and 60-day (T3) assessment points. Participants in the active group used CORE from T1 to
T2, and participants in the waitlist group used CORE from T2 to T3. Both groups completed usability and accessibility measures
after they concluded their intervention periods.

Results: Overall, 315 individuals from 45 states participated in this study. The sample comprised individuals with self-reported
bipolar disorder (111/315, 35.2%), major depressive disorder (136/315, 43.2%), and schizophrenia or schizoaffective disorder
(68/315, 21.6%) who displayed moderate to severe symptoms and disability levels at baseline. Participants rated CORE as highly
usable and acceptable. Intent-to-treat analyses showed significant treatment×time interactions for the BDI-II (F1,313=13.38;
P<.001), GAD-7 (F1,313=5.87; P=.01), RAS (F1,313=23.42; P<.001), RSES (F1,313=19.28; P<.001), and SDS (F1,313=10.73;
P=.001). Large effects were observed for the BDI-II (d=0.58), RAS (d=0.61), and RSES (d=0.64); a moderate effect size was
observed for the SDS (d=0.44), and a small effect size was observed for the GAD-7 (d=0.20). Similar changes in outcome
measures were later observed in the waitlist control group participants following crossover after they received CORE (T2 to T3).
Approximately 41.5% (64/154) of participants in the active group and 60.2% (97/161) of participants in the waitlist group were
retained at T2, and 33.1% (51/154) of participants in the active group and 40.3% (65/161) of participants in the waitlist group
were retained at T3.

Conclusions: We successfully recruited, screened, randomized, treated, and assessed a geographically dispersed sample of
participants with SMI entirely via the web, demonstrating that fully remote clinical trials are feasible in this population; however,
study retention remains challenging. CORE showed promise as a usable, acceptable, and effective tool for reducing the severity
of psychiatric symptoms and disability while improving recovery and self-esteem. Rapid adoption and real-world dissemination
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of evidence-based mobile health interventions such as CORE are needed if we are to shorten the science-to-service gap and
address the significant unmet mental health needs of people with SMI during the COVID-19 pandemic and beyond.

Trial Registration: ClinicalTrials.gov NCT04068467; https://clinicaltrials.gov/ct2/show/NCT04068467

(J Med Internet Res 2021;23(11):e29201)   doi:10.2196/29201

KEYWORDS

mobile health; schizophrenia; bipolar disorder; depression; mobile phone

Introduction

Background
People with serious mental illnesses (SMIs), including
schizophrenia-spectrum disorders, bipolar disorder, and severe
and persistent depression, experience significant psychiatric
symptoms such as hallucinations, delusions, and severe mood
episodes. SMI is often accompanied by functional and
psychosocial impairments, housing and employment challenges,
and poverty [1-3]. Treatment of people with SMI typically takes
place in publicly funded clinics and community mental health
centers that are chronically underresourced, understaffed, and
overextended [4,5]. These public sector agencies are rarely able
to meet the demand for services [6]. Barriers in the capacity to
provide high-quality care on the provider’s side may be
compounded by hesitancy around treatment seeking on the
patient’s side [7]. People with SMI are often exposed to
pervasive societal stigma about their conditions and therefore
can be reluctant to openly seek services at a clinic if it risks
them being labeled mentally ill [8,9]. The consequence of these
intersecting challenges is a vicious cycle in which those who
are most impaired receive the least amount of support, thus
deteriorating even more over time.

People with SMI are not dramatically different from the general
population in their use of mobile technologies [10,11]. Owing
to subsidy programs that offer people with disabilities access
to mobile phones and data plans (eg, Federal Communications
Commission Lifeline Program) and the dropping prices of
mobile phones worldwide, people with SMI now have
unprecedented opportunities to access information, stay
connected to others, and potentially receive services remotely
via personal mobile devices [12]. Survey studies conducted in
recent years have shown that approximately two-thirds of people
with SMI in the United States already own smartphones and
that most are interested in leveraging them to support their health
care [13-16]. Academic research groups and commercial
companies are responding to the opportunity and have begun
to develop and test a range of smartphone-supported digital
health technologies for people with SMI, including illness
self-management apps, virtual peer support platforms, and
sensor-enabled remote patient monitoring systems [17-19].

Conducting the research necessary to demonstrate the safety
and clinical utility of novel smartphone interventions for people
with SMI is challenging and costly. Recruitment of participants
for clinical trials is the most salient cause of study delays and
a major obstacle in expeditiously moving novel and potentially
helpful interventions to real-world practice [20]. Traditional
participant recruitment strategies are dependent on collaborative

partnerships with study sites and clinician referrals [21]. This
creates potential biases in clinical trial samples, as the enrolled
individuals already need to be known by health care providers
and be actively receiving care to be offered the opportunity to
engage in research. Therefore, the participant samples used in
standard clinical trials may be particularly unrepresentative of
hard-to-reach populations, such as people with SMI, who are
known to disengage from clinic-based services for extended
periods [22,23].

To overcome these obstacles, a growing number of studies have
used web-based participant recruitment strategies, including
social media advertisements, virtual outreach through web-based
interest groups, search engine advertisements, and various other
website campaigns. Across clinical populations, these efforts
have yielded impressive results in terms of cost-effectiveness,
time efficiency, and reach [24]. In clinical trials where the
experimental intervention is digital and behavioral in nature (ie,
does not require direct contact between a patient and a provider)
and the comparator condition does not require in-person contact
with the research team (eg, no intervention control, waitlist
control, or digital attention–control alternative), recruitment,
treatment, and assessment of outcomes can all be conducted
fully remotely and potentially on a single device [25-30]. To
our knowledge, fully remote randomized controlled trials have
not been conducted with people with SMI [24].

Objective
Here, we report the first fully remote randomized controlled
clinical trial of a mobile health (mHealth) intervention for people
with SMI. The first objective of this study is to evaluate whether
individuals with SMI can be successfully recruited, assessed,
and engaged in a digital intervention in a fully remote clinical
trial. The second objective of the study is to evaluate the clinical
effectiveness of the CORE intervention, a smartphone app
designed to challenge dysfunctional thoughts that underlie
common symptoms of SMI, self-stigmatizing attitudes, and
maladaptive beliefs that impede treatment seeking and recovery.

Methods

Study Design
This study involved a fully remote randomized controlled
crossover waitlist trial design. All participants were given the
opportunity to receive the study intervention. Following
enrollment, participants were randomized to either receiving
the CORE intervention (indicated as 1) or being in the waitlist
control group (indicated as 0) in blocks of 4. The group
allocation for each block was selected randomly from a list of
6 possible sequences (ie, 1100, 1010, 1001, 0110, 0101, and
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0011). In the active intervention group, participants completed
the baseline assessment and were then immediately given access
to the CORE app for 30 days of use. After a month, they
concluded the intervention, uninstalled the app, and completed
a second assessment. After an additional month (at 60 days),
they completed a third assessment to measure the stability of
symptom change post intervention. In the control arm,
participants waited 30 days to receive the CORE app. After a
month, they completed a second assessment and were provided
access to the CORE app. After an additional month (at 60 days),
they completed a third assessment to measure within-subject
changes.

Procedures
All study procedures were reviewed and approved by the
institutional review board of the University of Washington (ID
number 00006898). We put a detailed and institutional review
board–approved plan in place to respond to cases of increased
risk. Web-based recruitment was conducted through
advertisements on Google and Facebook. Google advertisements
are presented depending on the user’s search terms. For this
study, we selected a range of terms associated with severe
mental illness (eg, schizophrenia, bipolar, seeing things, and
am I crazy) and related keywords generated by the Google broad
match algorithm. Facebook advertisements use a similar
methodology to target individual interests. For this study, we
targeted interests such as mental health and schizophrenia.
Individuals who clicked on the advertisements were directed to
the study website. The study website provided written and video
descriptions of the project, a downloadable version of the study
consent form, and an option to complete a screening
questionnaire via a see if I am eligible button. If eligible,
participants were again presented with the consent form and
were required to answer questions demonstrating their
understanding of the study details. If they answered these
questions correctly within 3 attempts, they could proceed to the
baseline assessments. Participants were excluded if they were
unable to complete this step successfully, as they were deemed
unable to provide informed consent. Participants completed a
battery of self-report questionnaires on the web at baseline. If
participants’ responses to questionnaires indicated the presence
of suicidal ideation, they were immediately provided with
resources for emergency support. Upon completion of baseline
questionnaires, participants were randomized to either an active
intervention or waitlist control group. Those randomized to the
active intervention arm were given instructions on how to
download and install the CORE mobile app.

At the start of the study period, staff contacted participants via
email or SMS text messaging to welcome them to the study and
remind them to complete the follow-up assessments at 30 and
60 days. After this welcome message, participants interacted
with the study team only if they reached out to the study staff
for technical support. When participants were due for an
assessment, they were sent an automated SMS text message to
alert them to complete the battery through a weblink.
Participants were incentivized by being entered into lotteries to
win US $500 and US $1000 after completing the 30- and 60-day
assessments, respectively.

A member (JT) of our research team who was blinded to
participant allocation completed all study analyses, and these
analyses were determined beforehand. All outcome measures
were preselected by the study team and examined in this study.
The sample size was calculated to fit analytic requirements, and
study recruitment was discontinued once the required sample
size was met.

Participants
Participants were eligible if they could speak English; were
aged >18 years; lived in the United States; self-reported a
diagnosis of schizophrenia or schizoaffective disorder, bipolar
disorder, or major depressive disorder; and owned a smartphone
with a data plan. They were excluded if they had previously
participated in the study or were unavailable for 60 days of
participation.

Assessments
At all assessments, we administered measures of depression
(Beck Depression Inventory–II [BDI-II] [31]), anxiety
(Generalized Anxiety Disorder–7 [GAD-7] [32]), auditory
hallucinations (Hamilton Program for Schizophrenia Voices
Questionnaire [HPSVQ] [33]), paranoid thinking (Green
Paranoid Thoughts Scale [GPTS] [34]), recovery (Recovery
Assessment Scale [RAS] [35,36]), self-esteem (Rosenberg
Self-Esteem Scale [RSES] [37]), social isolation (The Friendship
Scale [38]), and functional disability (Sheehan Disability Scale
[SDS] [39]). At baseline, we collected information from
participants regarding demographics and technology use. After
the intervention period, participants also completed a 26-item
self-report usability and acceptability measure comprising
adapted items from the System Usability Scale [40], Post Study
System Usability Questionnaire [40], Technology Assessment
Model Measurement Scales [41], and Usefulness, Satisfaction,
and Ease questionnaire [42]. Participants were asked to rate
their agreement with a series of statements about the
intervention. A similar measure was used in previous studies
conducted by our group [43].

Intervention Description
The CORE intervention is a smartphone app that uses the
GGtude platform, a system designed to increase the cognitive
flexibility of individuals struggling with a range of mental health
problems through brief daily training [44-47]. CORE was
specifically designed to help counteract dysfunctional thoughts
in multiple domains that are relevant to the subjective experience
of having SMI. The intervention comprises daily brief game-like
exercises designed to produce changes in the relative activation
of adaptive and maladaptive beliefs about the self, others, and
the world such that adaptive beliefs would be more easily
retrieved than maladaptive ones.

CORE users were trained to respond to multiple statements in
a sequence of modules that progress through the following
domains: self-talk, belief in change, self-stigma, self-care,
self-worth, illness and identity, personal strength, social
avoidance, feelings versus facts, catastrophization, thoughts of
reference, paranoid ideation (ie, people are against me),
treatment seeking, and recovery. The modules begin with brief
psychoeducation about the target domain and how maladaptive
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beliefs can hamper recovery. Thoughts appear as statements on
the smartphone screen, and users are required to either endorse
(ie, drag the statement down toward them on the touchscreen)
or discard them (ie, push the statement upwards away from
them). Users learn to embrace self-statements reflecting more
nuanced adaptive thoughts (eg, belief in change, importance of
self-care, alternative explanations to threat perceptions, and
value of treatment seeking). The module content was organized

into 53 levels, and participants were recommended to not
complete more than 3 levels a day for a period of 30 days. Push
notifications reminded users to complete their daily training.
After each level, participants had the option of adding to their
personal toolbox 1 of 3 positive statements that they most related
to. Participants could access their toolbox at any time. Figure
1 depicts screenshots of the targeted beliefs menu, an example
of a maladaptive statement, and a psychoeducational element.

Figure 1. Screenshots of the (a) targeted beliefs menu, (b) an example of a maladaptive statement, and (c) a psychoeducational element.

Data Analysis
Means, SDs, and frequencies were reported using descriptive
statistics for all participant demographics, symptom measures,
and acceptability and usability scale items. A series of t tests
and chi-square tests were used to test for group differences in
demographic variables and symptom measures at baseline (T1)
before examining intervention effects at 30 days (T2) and 60
days (T3). Pre- and postscores for both groups were explored
using a series of repeated-measures analysis of variance
(ANOVA). The intervention effect between groups at T2 was
initially tested using a 2×2 mixed-design repeated-measures
ANOVA, controlling for participant diagnosis and baseline
assessment scores. A 1×3 repeated measures ANOVA tested
the performance of the active group across T1, T2, and T3, with
post hoc Bonferroni pairwise comparisons used to explore
outcomes when significant differences occurred. Finally, a series
of 1×3 repeated measures ANOVAs tested the intervention
effect after crossover (T2 and T3) for the waitlist control group
participants to see if intervention effects were replicated. A
series of equivalence tests were conducted using independent
sample 2-tailed t tests to determine whether the magnitude of
intervention effects differed for the active group participants
between T1 and T2 as compared with the intervention effect
for waitlist control participants between T2 and T3. Spaghetti
plots were provided to visualize changes over time across
symptom measures in both groups. To minimize bias during
analysis, we used an intent-to-treat approach and implemented
a multiple imputation strategy to replace missing values [48].
Multiple imputation is considered the most appropriate method

of handling missing data for a study of this size, has been used
successfully in repeated measure designs, and has been shown
to have utility with levels of missing data greater than that
observed in this study [49,50]. Sensitivity analyses using
pattern-mixture models were used to establish data that were
missing at random before imputation [51]. Our imputation model
was specified using data from participants in each condition
and included participant demographic variables (ie, diagnosis,
gender, age, and race) and all baseline assessment scores.

Results

Recruitment and Enrollment
Web-based recruitment advertisements were placed between
January 2020 and September 2020, using a total budget of US
$2984.26. We recruited a total of 1123 people from these
advertisements; of these 1123 people, 315 (28.04%) were
randomized for the trial, and 808 (71.95%) were excluded. Of
the 315 participants, 154 (48.9%) dropped out of the study
before T2 and 45 (14.3%) dropped out between T2 and T3.
Approximately 41.5% (64/154) of participants in the active
group and 60.2% (97/161) of participants in the waitlist group
were retained at T2, and 33.1% (51/154) of participants in the
active group and 40.3% (65/161) of individuals in the waitlist
group were retained at T3. Those who dropped out of the study
were not found to differ significantly from those who were
retained in terms of demographic characteristics or baseline
scores on outcome measures (Figure 2). Most participants were
recruited from Google advertisements (226/315, 71.7%).
Overall, Google advertisements were viewed 557,700 times
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and were ultimately clicked on 5100 times. The states with the
most clicks on the Google advertisement were California
(540/5100, 10.59%), Texas (393/5100, 7.71%), Florida
(295/5100, 5.78%), and New York (294/5100, 5.77%). The
most successful Google advertisement keywords for increasing
engagement from potential participants were mental health,
mental illness, depression, illuminati, and bipolar. Most
individuals (4734/5100, 92.82%) clicked on the advertisement
through mobile phones, whereas few used desktop computers

(256/5100, 5.02%) or tablets (110/5100, 2.16%). Participants
that enrolled in the study were recruited from 45 states (Figure
3), with the most participants coming from California (24/315,
7.6%), Texas (21/315, 6.7%), Florida (17/315, 5.4%), New
York (16/315, 5.1%), Pennsylvania (16/315, 5.1%), and
Washington (16/315, 5.1%). We successfully enrolled
participants from 80% (12/15) of the most rural states in the
country.

Figure 2. CONSORT (Consolidated Standards of Reporting Trials) diagram.

Figure 3. Map of participants enrolled based on location.

Demographics
Full demographics of the study participants are reported in Table
1. The final study participants were mostly female (264/315,
83.8%), White (241/315, 76.5%), heterosexual (218/315,

69.2%), living independently (150/315, 47.6%) or with family
(136/315, 43.2%), unemployed (210/315, 66.7%), and aged
between 18-78 years. No demographic differences were
observed following randomization between the 2 study groups.
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Table 1. Participant demographics and clinical history at baseline (N=315).

Active (n=154)Waitlist (n=161)Characteristics

38.98 (12.30)36.85 (10.91)Age (years), mean (SD)

Gender, n (%)

132 (85.7)132 (82)Female

18 (11.7)19 (11.8)Male

06 (3.7)Transgender

02 (1.2)MTFa

0 (0)4 (2.5)FTMb

2 (1.3)4 (2.5)Nonbinary

2 (1.3)0Other

Diagnosis, n (%)

50 (32.5)61 (37.9)Bipolar disorder

69 (44.8)67 (41.6)Major depressive disorder

35 (22.7)33 (20.5)Schizophrenia or schizoaffective disorder

Race, n (%)

123 (79.9)118 (73.3)White

12 (7.8)20 (12.4)Black or African American

4 (2.6)6 (3.7)Asian

1 (0.6)1 (0.6)Alaskan Native or American Indian

1 (0.6)0Declined to answer

13 (8.4)16 (9.9)More than one race

Ethnicity, n (%)

13 (8.4)17 (10.6)Spanish, Hispanic, or Latino

139 (91.4)143 (89.4)Not Spanish, Hispanic, or Latino

Education, n (%)

1 (0.7)3 (1.9)Finished eighth grade

5 (3.3)10 (6.2)Some high school

22 (14.4)31 (19.3)High school diploma

62 (40.5)47 (41.6)Some college or technical school

21 (13.7)15 (9.3)Associate’s degree

22 (14.4)26 (16.1)Bachelor’s degree

6 (3.9)1 (0.6)Some graduate school

13 (8.5)7 (4.3)Master’s degree

1 (0.7)1 (0.6)Doctorate

Employment status, n (%)

29 (19)23 (14.3)Full-time

17 (11.1)27 (16.8)Part-time

105 (68.6)105 (65.2)Unemployed

Living situation, n (%)

72 (47.1)78 (48.4)Independent

65 (42.5)71 (44.1)Living with family

10 (6.5)6 (3.7)Homeless
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Active (n=154)Waitlist (n=161)Characteristics

1 (0.7)0Substance use treatment

5 (3.3)6 (3.7)Assisted or supported living

Lifetime psychiatric hospitalizations, n (%)

44 (28.8)49 (30.4)0

72 (47.1)69 (42.9)1-5

18 (11.8)20 (12.4)6-10

5 (3.3)11 (6.8)11-15

3 (2)3 (1.9)16-20

11 (7.2)9 (5.6)>20

Past-year psychiatric hospitalizations, n (%)

114 (74.5)127 (78.9)0

37 (24.2)33 (20.5)1-5

2 (1.3)1 (0.6)6-10

Frequency of auditory hallucinations, n (%)

75 (49)82 (51.9)Never

23 (15)24 (15.2)A few times a year

15 (9.8)17 (10.8)Once or twice a month

9 (5.9)5 (3.2)Once a week

31 (20.3)30 (19)≥2 times a week

33.46 (13.75)34.57 (13.34)Beck Depression Inventory-II, mean (SD)

86.79 (36.01)88.24 (35.63)Green Paranoid Thought Scale, mean (SD)

18.42 (8.81)19.86 (9.03)Hamilton Program for Schizophrenia Voices, mean (SD)

14.42 (5.16)13.89 (5.77)Generalized Anxiety Disorder–7, mean (SD)

24.11 (7.02)24.11 (7.21)Sheehan Disability Scale, mean (SD)

aMTF: male-to-female.
bFTM: female-to-male.

Clinical Characteristics
The sample comprised individuals with bipolar disorder
(111/315, 35.2%), major depressive disorder (136/315, 43.2%),
and schizophrenia or schizoaffective disorder (68/315, 21.6%).
Approximately a quarter (75/315, 23.8%) of the participants
reported experiencing auditory hallucinations on a weekly or
more frequent basis at baseline. Approximately 23.2% (73/315)
of participants reported experiencing a psychiatric
hospitalization in the past year, and 25.4% (80/315) of
participants reported having ≥6 psychiatric hospitalizations in
their lifetime. Baseline scores on clinical outcome measures
were in the severe range on both the BDI-II (mean 33.95, SD
13.61) and the GPTS (mean 87.51, SD 35.79) and in the
moderate range on the GAD-7 (mean 14.12, SD 5.48) and
HPSVQ (mean 19.08, SD 8.89). Participants had a moderate
level of disability SDS (mean 24.07, SD 7.12). Significant
correlations existed between scores on the BDI-II and GAD-7
(r=0.69; P<.001), BDI-II and GPTS (r=0.38; P<.001), and
GAD-7 and GPTS (r=0.40; P<.001), indicating a high degree
of comorbidity within the sample. No differences were found
between groups on any clinical characteristics or baseline

outcome measures after randomization. Diagnosis was not found
to be a significant predictor of completion at T2 or T3, with the
distribution of completion resembling the distribution of
participants at baseline. At T2, 20.5% (33/161) of completers
had a diagnosis of schizophrenia or schizoaffective disorder,
44.1% (71/161) had a diagnosis of major depressive disorder,
and 35.4% (57/161) had a diagnosis of bipolar disorder. At T3,
23.3% (27/116) of completers had a diagnosis of schizophrenia
or schizoaffective disorder, 46.6% (54/116) had a diagnosis of
major depressive disorder, and 30.2% (35/116) had a diagnosis
of bipolar disorder.

Engagement Metrics
We were able to collect the CORE app use data from 51.4%
(162/315) of participants. Of the 162 participants, 82 (50.6%)
completed all 53 intervention levels, whereas participants, on
average, completed 35 levels. Most participants reported that
they would like to use CORE more often; that if they had access
to CORE, they would use it; that the app was easy to use and
sufficiently interactive; and that they did not need technical
support to use CORE. Participants rated that they were satisfied
with the CORE intervention and that they would recommend
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it to a friend. The distribution of participants’ responses to all usability and acceptability questions is displayed in Table 2.

Table 2. Participant usability and acceptability ratings (N=119).

Agree, n (%)Neutral, n (%)Disagree, n (%)Item

85 (71.4)26 (21.8)8 (6.7)I think that I would like to use CORE often.

113 (95.0)5 (4.2)1 (0.8)I thought CORE was easy to use.

95 (79.8)23 (19.3)1 (0.8)I found that the different parts of CORE work well together.

113 (95.0)6 (5.0)0 (0.0)I would imagine that most people would learn to use CORE very quickly.

94 (79.0)24 (20.2)1 (0.8)I felt very confident using CORE.

110 (92.4)8 (6.7)1 (0.8)Overall, I am satisfied with how easy it is to use CORE.

108 (90.8)8 (6.7)3 (2.5)I was able to use the modules quickly in CORE.

110 (92.4)9 (7.6)0 (0.0)I felt comfortable using CORE.

111 (94.1)7 (5.9)0 (0.0)It was easy to learn to use CORE.

100 (84.0)17 (14.3)2 (1.7)Whenever I made a mistake using CORE, I could recover easily and quickly.

97 (82.2)16 (13.6)5 (4.2)It was easy to find the information I needed.

105 (89.7)10 (8.5)2 (1.7)The information provided for CORE was easy to understand.

108 (91.5)9 (7.6)1 (0.8)How things appeared on the screen was clear.

96 (80.7)17 (14.3)6 (5.0)If I have access to CORE, I will use it.

101 (84.9)11 (9.2)7 (5.9)I am satisfied with CORE.

90 (75.6)23 (19.3)6 (5.0)I would recommend CORE to a friend.

68 (57.1)44 (37.0)7 (5.9)CORE is fun to use.

81 (68.1)28 (23.5)10 (8.4)CORE works the way I want it to work.

41 (34.5)58 (48.7)20 (16.8)I feel I need to have CORE.

66 (55.5)41 (34.5)12 (10.1)CORE helped me manage my symptoms.

87 (73.1)26 (21.8)6 (5.0)CORE was interactive enough.

4 (3.4)7 (5.9)108 (90.8)I found CORE to be very complicated

9 (7.6)7 (5.9)103 (86.6)I think that I would need the support of a technical person to be able to use CORE.

7 (5.9)13 (10.9)99 (83.2)I thought there was too much inconsistency in CORE.

5 (4.2)11 (9.2)103 (86.6)I found CORE very awkward to use.

6 (5.0)8 (6.7)105 (88.2)I needed to learn a lot of things before I could get going with CORE.

Between-Group Differences: Active Group Versus
Waitlist Control Group
Analyses of differences between the active group and the waitlist
control group from T1 to T2 revealed a significant
treatment×time interaction effect for the BDI-II (F1,313=13.38;
P<.001), GAD-7 (F1,313=5.87; P=.02), RAS (F1,313=23.42;
P<.001), RSES (F1,313=19.28; P<.001), and SDS (F1,313=10.73;
P=.001). Large effects were observed at T2 for the BDI-II
(d=0.58), RAS (d=0.61), and RSES (d=0.64). A moderate effect
was observed for the SDS (d=0.44) and a small effect for the
GAD-7 (d=0.20).

This indicates that participants engaging in the active condition
showed improvements on these outcome measures after 30 days
of using the app compared with participants in the waitlist
control group who did not have access to the app over the same
period (Figure 4). A significant main effect of time was found
for the BDI-II (F1,313=44.33; P<.001), GAD-7 (F1,313=66.77;
P<.001), GPTS (F1,313=39.85; P<.001), RAS (F1,313=46.15;
P<.001), RSES (F1,313=28.89; P<.001), Friendship Scale
(F1,313=21.05; P<.001), and SDS (F1,313=51.644; P<.001). Table
3 displays the means and SDs for all measures at each time
point for the active group participants and the waitlist control
group participants.
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Figure 4. Outcome measures (y-axis) at baseline (T1), 30 days (T2), and 60 days (T3) assessments points (x-axis) for active group and waitlist control
group. BDI-II: Beck Depression Inventory-Second Edition; GAD-7: Generalized Anxiety Disorder-7; GPTS: Green Paranoid Thought Scale; HPSVQ:
Hamilton Program for Schizophrenia Voices; RAS: Recovery Assessment Scale; RSES: Rosenberg Self-esteem Scale; SDS: Sheehan Disability Scale.
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Table 3. Comparison of outcome measures across periods for each group.

60 days, mean (SD)30 days, mean (SD)Baseline, mean (SD)Measure

Beck Depression Inventory–II

24.94 (8.71)26.33 (10.43)a,b33.46 (13.75)Active

24.93 (10.59)b32.52 (11.12)34.57 (13.34)Waitlist

Generalized Anxiety Disorder-7

10.75 (3.69)10.93 (4.17)b,c14.42 (5.16)Active

9.72 (4.53)b12.23 (5.00)d13.89 (5.77)Waitlist

Hamilton Program for Schizophrenia Voices Questionnaire

18.08 (6.07)16.56 (8.54)18.42 (8.81)Active

18.00 (11.99)17.71 (10.20)19.86 (9.03)Waitlist

Green Paranoid Thoughts Scale

68.84 (20.41)b76.66 (23.97)b86.79 (36.01)Active

65.84 (24.11)b78.59 (27.54)b88.24 (35.63)Waitlist

Recovery Assessment Scale

83.64 (9.44)b81.02 (11.01)a,b70.42 (16.62)Active

80.06 (13.08)b73.38 (12.44)71.61 (17.18)Waitlist

Rosenberg Self-Esteem Scale

14.89 (4.28)14.47 (4.28)a,d11.45 (6.39)Active

14.21 (5.01)b11.77 (4.96)11.43 (5.83)Waitlist

Friendship scale

12.03 (3.00)11.63 (3.19)b10.02 (3.84)Active

12.27 (3.28)b10.96 (3.39)10.19 (3.56)Waitlist

Sheehan Disability Scale

18.35 (6.38)d19.85 (6.26)b,e24.12 (7.03)Active

18.61 (6.54)b22.70 (5.83)d24.14 (7.21)Waitlist

aSignificance of between-group change within period (active vs waitlist control) <.001.
bSignificance of within-group change from the previous period <.001.
cSignificance of between-group change within period (active vs waitlist control) <.05.
dSignificance of within-group change from the previous period <.01.
eSignificance of between-group change within period (active vs waitlist control) <.01.

Within-Group Change: Active Intervention Group at
T2 and Maintenance at T3
A series of 1×3 repeated-measures ANOVA was used to
examine intervention effects within the active group between
T1 and T2 and whether these effects were maintained 30 days
after discontinuation of app use (Table 3). Results of the
ANOVAs showed significant within-group differences for the
BDI-II (F2,306=43.59; P<.001), GAD-7 (F2, 306=43.71; P<.001),
GPTS (F2, 306=34.39; P<.001), RAS (F2, 306=65.22; P<.001),
RSES (F2, 306=32.85; P<.001), Friendship Scale (F2, 306=17.94;
P<.001), and SDS (F2, 306=56.21; P<.001). Large effect sizes
were observed between T1 and T2 for the active intervention
group on the BDI-II (d=0.60), GAD-7 (d=0.69), RAS (d=0.70),

and SDS (d=0.63). Moderate to small effect sizes occurred
during this period on the RSES (d=0.47), GPTS (d=0.35), and
Friendship Scale (d=0.39). No significant change was found at
any time point for the active group for the HPSVQ (F2,

306=0.704; P=.51). Bonferroni post hoc comparisons revealed
significant improvements in each outcome measure at T2 except
for the HPSVQ. All improvements were maintained between
T2 and T3, with an additional small effect noted on the GPTS
(d=0.33), RAS (d=0.27), and SDS (d=0.24), suggesting a
prolonged intervention effect.
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Within-Group Change: Waitlist Control Group at T2
and Following Crossover at T-3
Results from the active group were replicated following
crossover in the waitlist control group between T2 and T3.
Participants in the waitlist control group were found to have
significant differences on the BDI-II (F2, 322=60.79; P<.001),
GAD-7 (F2, 322=50.41; P<.001), GPTS (F2, 322=55.15; P<.001),
RAS (F2, 322=32.03; P<.001), RSES (F2, 322=34.35; P<.001),
Friendship Scale (F2, 322=26.28; P<.001), and SDS (F2,

322=50.93; P<.001). The lack of change in the HPSVQ scores
after 30 days of CORE use was also replicated (F2, 322=1.14;
P=.34). Post hoc analysis revealed that significant improvements
took place for the waitlist control group between T2 and T3 for
all outcome measures except HPSVQ. Effect size magnitudes
were similar to those seen in the active group during the previous
period, with large to moderate effects on the BDI-II (d=0.73),
GAD-7 (d=0.46), GPTS (d=0.48), RAS (d=0.55), RSES
(d=0.52), Friendship Scale (d=0.43), and SDS (d=0.67).
Improvements in the waitlist control group were also found
between T1 and T2 for GAD-7, GPTS, and SDS. These
improvements as a result of time were sufficient to negate a
between-subject effect for the GPTS but not for the BDI-II or
the GAD-7. The magnitude of change observed after 30 days
of CORE use between groups was equivalent across all outcome
metrics except for the RAS (t105=2.28; P=.03), with the active
group showing a slightly larger improvement than the waitlist
control group.

Discussion

Principal Findings
Recent studies have demonstrated the feasibility of conducting
remote trials of digital health apps for common mental health
problems, including stress, anxiety, and depression [27-29].
This paper reports on the first fully remote randomized
controlled trial of a smartphone intervention involving people
with more severe forms of psychopathology, including
schizophrenia and bipolar disorder. Building on and expanding
web-based enrollment strategies used in previous works [52,53],
we were able to reach, recruit, randomize, treat, and assess a
sociodemographically diverse sample of participants from 45
states, far exceeding the reach of traditional localized study
recruitment approaches and at a fraction of the cost. A key
advantage of remote research strategies leveraging web-based
recruitment advertisements lies in the flexibility they afford the
investigative team to determine the geographical regions and
roll out of study recruitment materials. Similar to what has been
shown with other clinical populations [24], this proved to be a
remarkably efficient methodology of reaching people with SMI
who are more impaired and often considered more complex to
engage in research [54].

This study found that a novel smartphone app, CORE, proved
to be usable, acceptable, and effective in improving recovery
and reducing the severity of psychiatric symptoms among
individuals with SMI. Our findings align with an ample body
of digital mental health research suggesting that mHealth
smartphone apps can be of clinical value to people with SMI

[17,55,56]. Integration of technology with human support can
bolster the engagement and clinical potency of technology-based
treatments for SMI [57,58]. The CORE intervention was entirely
self-navigated by users in the study who received minimal or
no remote technical support from our study staff. We are not
advocating for a shift toward fully automated approaches as the
preferred model. However, what this study did demonstrate is
that when technology is designed with the characteristics of the
intended users in mind (ie, in terms of functionality,
accessibility, navigability, and content), deployment of specialty
digital mental health tools that do not involve humans in the
loop of care can also produce significant clinical benefits.

The CORE intervention builds on a digital cognitive training
strategy that has been previously demonstrated to reduce
dysfunctional self-talk and increase resilience in
community-based subclinical groups [44-46]. The app included
modules focused on countering maladaptive beliefs in common
mental health domains (eg, self-esteem, distinguishing thoughts
from feelings, social anxiety, and catastrophizing) as well as
modules specifically designed for people with SMI (eg, stigma
related to mental illness, threat perception and persecutory
ideation, hopelessness, strengths-based recovery, self-care, and
treatment seeking). Thus, it is meant to be used
transdiagnostically [59].

Although this study was a fully remote trial that relied entirely
on participants’ self-reports, we are confident that we were able
to reach our intended target audience; most of our study sample
reported having a psychiatric diagnosis of schizophrenia,
schizoaffective disorder, or bipolar disorder; a history of
multiple psychiatric hospitalizations; and being unemployed.
Approximately one-tenth reported being currently homeless or
residing in an assisted-living facility. Combined with the
sample’s average baseline ratings showing moderate to severe
psychiatric symptom severity and moderate to high levels of
disability, our data suggest that the sample comprised people
with significant functional impairment.

The waitlist-controlled study design enabled the evaluation of
both between-group effects during the intervention period and
within-group changes in both groups over time. The results
demonstrated a link between the timing of participants’exposure
to the treatment app and when they experienced significant
changes in key clinical and functional measures. A combination
of factors such as simplicity, brevity, daily use, and game-like
interactions may have encouraged the use of the CORE app.
Daily practice comprising identification and categorization of
self-statements, repeated exposure to adaptive self-statements,
and psychoeducation may have facilitated retrieval of adaptive
beliefs over maladaptive ones, thereby reducing the severity of
symptoms [60]

This study has several limitations. The opportunity to participate
was available only to individuals who used the internet (ie, to
receive study recruitment advertisements) and who owned
smartphones (ie, to download the CORE app) and therefore
may not be representative of the full range of people with SMI.
Similar to fully remote digital mental health trials involving
participants with less severe psychopathology [61], our study
sample was overrepresented by female participants (264/315,
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83.8%), and study dropout rates were high, requiring significant
data imputation. All screening and assessment questions relied
on individuals’ self-reports but were not corroborated by a
trained clinician or additional documentation (eg, EHR data).
Replication of our findings in samples that were screened,
diagnosed, and assessed by trained clinical assessors could
bolster confidence in the nature of our results. Using a waitlist
control is often considered a more ethical study design than
offering no treatment at all or sham interventions. However, it
may also have artificially inflated estimates of the intervention
effects; asking participants who are ready for treatment to wait
to receive CORE may have frustrated them, stalled their attempts
to make independent changes, or artificially delayed their
seeking other treatment options. Finally, although our measure
of recovery taps willingness to ask for help [35,36], we did not
formally evaluate changes in treatment-seeking behavior, which
is an area of focus in the CORE training program and the key
variable of interest.

Conclusions
Mental health researchers, funders, industry leaders, patients,
and their caregivers have been advocating for the development
and deployment of effective digital health tools to improve the
outcomes of people with psychiatric conditions [62,63]. The
global COVID-19 pandemic has led to major disruptions in the
delivery of standard mental health services and has shed light
on the vulnerabilities intrinsic to complete reliance on
clinic-based treatment models [64,65]. In the context of this
ongoing public health crisis, new scientific evidence showing
that remotely-accessed mHealth technologies such as CORE
can be navigable and beneficial to people with SMI is very
encouraging. Regulatory bodies have taken active steps to
remove barriers to the use of digital health technologies for
psychiatric disorders [66]. Currently, rapid adoption and
real-world dissemination of evidence-based digital health
interventions are needed if we are to shorten the
science-to-service gap and help address the significant unmet
mental health needs of people with SMI during the pandemic
and beyond.
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Abstract

Background: Smartphone apps have shown potential in enhancing weight management in Western populations in the short to
medium term. With a rapidly growing obesity burden in Asian populations, researchers are turning to apps as a service delivery
platform to reach a larger target audience to efficiently address the problem.

Objective: This systematic review and meta-analysis aims to determine the efficacy of interventions that incorporate apps in
facilitating weight loss and health behavior change in the Asian population.

Methods: A total of 6 databases were searched in June 2020. The eligible studies included controlled trials in which an app
was used in the intervention. The participants were aged 18 years or older and were of Asian ethnicity. A meta-analysis to test
intervention efficacy, subgroup analyses, and post hoc analyses was conducted to determine the effects of adding an app to usual
care and study duration. The primary outcome was absolute or percentage weight change, whereas the secondary outcomes were
changes to lifestyle behaviors.

Results: A total of 21 studies were included in this review, and 17 (81%) were selected for the meta-analysis. The pooled effect
size across 82% (14/17) of the randomized controlled trials for weight change was small to moderate (Hedges g=–0.26; 95% CI
–0.41 to –0.11), indicating slightly greater weight loss achieved in the intervention group; however, this may not be representative
of long-term studies (lasting for more than a year). Supplementing multicomponent usual care with an app led to greater weight
loss (Hedges g=–0.28; 95% CI –0.47 to –0.09). Asian apps were largely culturally adapted and multifunctional, with the most
common app features being communication with health professionals and self-monitoring of behaviors and outcomes.

Conclusions: More evidence is required to determine the efficacy of apps in the long term and address the low uptake of apps
to maximize the potential of the intervention. Future research should determine the efficacy of each component of the
multicomponent intervention to facilitate the designing of studies that are most effective and cost-efficient for weight management.

Trial Registration: PROSPERO CRD42020165240; https://tinyurl.com/2db4tvn6

(J Med Internet Res 2021;23(11):e28185)   doi:10.2196/28185
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Introduction

Background
Asian countries typically have lower rates of obesity than
Western countries [1,2]. However, globalization has contributed
to rapid increases in Asian obesity rates over the last 10-15
years such that between 20% and 35% of Asian adults are
overweight or obese [2,3]. Higher body fat percentage,
prominent central adiposity, and possible genetic factors
predispose Asians to insulin resistance, type 2 diabetes, and
cardiovascular diseases that further aggravate the health care
burden [4,5], with direct health care costs estimated to be US
$100 billion in Asian countries alone [3]. As part of the global
action plan for the prevention and control of noncommunicable
diseases, the World Health Organization has recommended a
focus on improving lifestyle behaviors, including adopting a
healthy diet and increasing physical activity to modify the risk
factors for obesity and noncommunicable diseases [6].

With the exponential growth of mobile technology in the past
decade, researchers have explored the potential of digital health
interventions using mobile apps as a service delivery platform
to reach a larger target audience [7,8]. This is particularly
promising in Asian countries where smartphone adoption is
estimated to reach 84% by 2025 [9,10]. The ubiquity,
accessibility, multifunctionality, and scalability of apps for
health intervention provide health care professionals and
researchers an unprecedented avenue for treating, monitoring,
and interacting with patients en masse remotely [11,12]. With
technological advancement, the number of health- and
fitness-related apps targeted at behavioral change has burgeoned,
with at least 325,000 apps available on the commercial market
in 2017 [13].

To date, several systematic reviews on smartphone efficacy to
improve weight and health have concluded that interventions
that incorporate apps show potential in weight management as
well as in improving diet, physical activity, and chronic disease
outcomes and are acceptable in the short to medium term
[7,8,14-17]. However, most of the studies included in these
systematic reviews have been focused on Western populations.
Given the differences in genetics, culture, lifestyle, health
beliefs, and health-seeking behaviors between Asian and White
populations [5,18,19], it is important to assess if interventions
that incorporate apps are efficacious in achieving weight loss
in Asians before considering them as part of a national strategy
to combat obesity.

Objective
The aim of this review is to systematically synthesize evidence
to address this gap in the literature and provide recommendations
for future studies. The primary outcome of this review was
absolute or percentage weight loss or other surrogate measures
of body fat composition such as BMI or waist circumference.
The secondary outcomes included dietary intake, physical
activity, self-efficacy with regard to implementing healthy
lifestyle behaviors, and user engagement with apps.

Methods

Literature Search
The review protocol was prospectively registered (PROSPERO
ID: CRD42020165240), with modifications made over the
course of the review (Multimedia Appendix 1), and conducted
according to the PRISMA (Preferred Reporting Items for
Systematic Reviews and Meta-Analyses) guidelines (Multimedia
Appendix 2) [20]. Systematic searches were conducted in June
2020 across 6 databases: MEDLINE, CINAHL, Embase,
PsycINFO, Global Health, and the Cochrane Central Register
of Controlled Trials. The search strategy incorporated Medical
Subject Headings, keywords, and free-text search terms. The
search terms included app*, application*, mobile app*,
smartphone, mHealth, weight loss, weight change, body mass
index change, and Asian*. A sample search for MEDLINE is
detailed in Multimedia Appendix 3. BMC Proceedings, ProQuest
Dissertations & Theses, and Google Scholar were searched for
conference proceedings, dissertations, and any unpublished gray
literature, whereas the ISRCTN registry, ClinicalTrials.gov,
and the World Health Organization International Clinical Trials
Registry Platform were queried for eligible clinical trials and
research. Reference lists of the eligible studies and review
articles were also manually searched for additional papers that
warranted inclusion. In addition, a filtered search of the Journal
of Medical Internet Research and JMIR mHealth and uHealth
was conducted to locate papers that were published before the
respective journals were indexed in MEDLINE.

Inclusion Criteria and Study Selection
Studies were included if they were randomized controlled trials
(RCTs), quasi-randomized trials, or nonrandomized controlled
trials (non-RCTs). Interventions with no control group,
before-and-after interventions, and observational studies (cohort,
case-control, cross-sectional, and ecological) were excluded.
To be included in this review, studies needed to use a mobile
app either in a single-component (ie, standalone use of apps)
or multicomponent (ie, apps as part of an intervention with other
components, eg, face-to-face consultation, phone calls, or email
reviews) intervention. Given that app engagement typically
declines rapidly by the second month [21], this was chosen as
the minimum study duration to ensure that the intervention
effects of app use and longer-term outcomes could be assessed.
Participants had to be aged 18 years or older and of Asian
ethnicity. Studies were excluded if participants were reported
to have eating disorders or mental health conditions, bariatric
surgery, or were within the pregnancy or postpartum period.
This review was limited to research published in the English
language and from 2008 to date because 2008 was the year in
which smartphone apps emerged [22].

Data Extraction
All titles and abstracts of the retrieved records were
independently screened by 2 reviewers (SMA and JC) to identify
the records that potentially met the inclusion criteria. Relevant
full-text articles were retrieved and independently assessed by
both reviewers using the complete inclusion and exclusion
criteria. Both reviewers independently extracted data from the
articles based on a standardized data extraction form, including
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study characteristics (author, year, country, study design, study
aims, sample number, attrition rate, disease group, conflict of
interest, and funding), intervention characteristics (intervention
type, duration, app type, app features, and cultural adaptations),
and predefined outcomes. The level of agreement between the
reviewers for the main stages of screening were assessed using
the Cohen κ coefficient. Discrepancies were discussed and
resolved between the reviewers. Any missing data or further
information required was requested by email from the
corresponding authors, with a follow-up reminder sent after 2
months.

Study Quality Assessment
The Cochrane Collaboration Risk-of-Bias Tool [23] and the
Risk of Bias in Non-Randomized Studies of Interventions Tool
[24] were implemented independently by 2 reviewers (SMA
and JC) to assess the risk of bias in the RCTs and non-RCTs,
respectively. Discrepancies were discussed and resolved through
a third reviewer (JJ). Each domain of the RCTs received an
evaluation of low, moderate, or high risk, whereas the non-RCTs
were judged as having low, moderate, serious, or critical risk.

Outcomes
The primary outcome of this review was absolute (kg) or
percentage weight change. Other surrogate measures of body

weight, such as BMI (kg/m2) and waist circumference (cm),
were also included. The secondary outcomes included app use
and changes to lifestyle behaviors, including diet, physical
activity, and self-efficacy for implementing healthy behaviors.

Data Analysis
The effect sizes used in the meta-analysis were Hedges g values
calculated from the mean differences in outcomes (ie, changes
in absolute or percentage weight, BMI, or waist circumference
before and after treatment) between the treatment arms. Separate
analyses were conducted for the RCTs and non-RCTs; studies
without a standardized mean and SD were excluded from the
meta-analysis. A unique study identifier was assigned to each
intervention-control pair included in the meta-analysis
(Multimedia Appendix 4 [25-41]).

Random effects models, which control for heterogeneity
between studies, were used to fit the Hedges g scores. To
account for within-study dependencies, comparisons were made
separately for each outcome, namely, changes in absolute or

percentage weight, BMI, and waist circumference. For studies
with multiple time points reported, only the final outcome within
the active intervention was included to avoid pseudoreplication.
Furthermore, the overall data were also divided into 2 subsets
comprising single-component (ie, standalone use of apps) and
multicomponent (ie, apps as a part of an intervention with other
components) studies, respectively, and analyzed separately.
Subsequently, subgroup analyses were conducted to analyze
the effects of adding an app to usual care (intervention group)
compared with usual care alone (control group).

The possible moderating effect of study duration was also tested
using moderation analysis, after which the possible differences
in intervention outcomes in studies conducted over 3 months
or less versus studies lasting for longer than 3 months were
assessed post hoc. These were done as a preliminary assessment
of the importance of app engagement levels on study outcomes
because adherence to app use generally tails off after 2 to 3
months [8,11,42,43]. The post hoc analyses were conducted in
lieu of a more robust meta-regression approach given the dearth
of quantifiable app engagement data.

Heterogeneity among the studies for each comparison was

assessed using the I2 statistic, with values of 30% to 60%, 50%
to 90%, and 75% to 100% considered to indicate moderate,
substantial, and considerable levels of heterogeneity,
respectively [44]. Publication bias was also assessed using a
funnel plot. All analyses were conducted using the metafor
package (2.4.0) in the R statistical environment (R Foundation
for Statistical Computing) [45,46].

Results

Study and Sample Characteristics
A total of 3027 electronic records were identified through the
search strategy and, after removal of duplicates, 2018 (66.67%)
titles were screened. From these 2018 records, 127 (6.29%)
full-text articles were retrieved (Figure 1). Of the 127 papers,
21 (16.5%) met all inclusion criteria for the systematic literature
review [25-41,47-50]. Of these 21 papers, 17 (81%) were
included in the meta-analysis [25-41]. The Cohen κ coefficients
for the initial screening stage of titles and abstracts and the
full-text screening stage were 0.72 (substantial agreement) and
0.92 (almost perfect agreement), respectively, with 97% level
of agreement for each screening stage.
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-analyses) flow diagram. CENTRAL: Cochrane Central Register of
Controlled Trials. CINAHL: Cumulative Index to Nursing and Allied Health Literature.

Intervention characteristics and descriptions of the studies
included in this review are summarized in Table 1 and Table 2,
respectively. Of the 21 papers, 17 (81%) were RCTs and 4
(19%) were non-RCTs, with study locations in China
[25,37-39,48], Hong Kong [34], India [26,31], Japan [35],
Singapore [30], South Korea [27-29,32,33,36,40,50], Taiwan
[41,49], and the United States [47]. The total number of
participants across the 21 studies was 21,173 (RCTs: 4090 and
non-RCTs: 17,083), with a mean age of 45.9 (SD 9.84, range
25.8-60.5) years; on average, 45.1% (SD 20.1) of the

participants were women. The mean BMI of the population was

27.1 (SD 2.47, range 23.0-30.5) kg/m2. Of the 21 studies, 9
(43%) were conducted among patients who were overweight
or obese [28,30-35,47,49], 6 (29%) involved mainly patients
with diabetes mellitus—4 (67%) [27,36,40,48] on type 2,
whereas 2 (33%) [37,38] included a mix of type 1 and 2—and
3 (14%) included participants from the general population
[26,39,41], whereas the remaining 3 (14%) individually targeted
patients with metabolic abnormalities [50], coronary heart
disease [25], or colorectal polyps [29].
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Table 1. Characteristics of the interventions incorporating apps included in the review (N=21).

Attrition
rate (%)

Measured outcomesApp characteristic (name),
cultural adaptation within
app

Participant characteristicsStudy characteristics, sam-
ple size (included in analy-
sis)

Author (year),
country, ethnicity

5; Ie: 6;

Cf: 3

Weight, BMI, waist circum-

ference, FPGc, and HbA1c
d

level

Multicomponent, commer-
cial (Fitbit), English, no

Mean age, years (SD): 41.7

(12.0), mean BMI, kg/m2

(SD): 30.5 (4.4), women
(%): 52.2

Pilot RCTa, Filipino Ameri-
cans who were overweight
or obese and aged ≥18 years

at risk of T2DMb or predia-
betes, 3 months, n=67

Bender et al [47]
(2018), United
States, Filipino
American

0FPG, 2-hour PGg, HbA1c

level, total self-efficacy

Multicomponent, commer-
cial (WeChat), Chinese, yes

Mean age, years (SD): 42.7

(6.7), BMI ≥25 kg/m2: I
(%): 48.3, C (%): 42.4,
women (%): 47.9

RCT, patients with T2DM
aged 18-60 years, 12
months, n=120 (119)

Dong et al [48]
(2018), China,
Chinese score, diet score, exercise

score, medication-taking
score, blood glucose–mon-
itoring score, foot-care
score, and smoking score

15; I: 14;
C: 16

Weight, BMI, waist-to-hip
ratio, 6-minute walk test,
knowledge and awareness

Multicomponent, commer-
cial (WeChat), Chinese, yes

Mean age, years (SD): 60.5

(9.2), mean BMI, kg/m2

(SD): I: 25.5 (3.0), C: 25.4
(3.5), women (%): 19

RCT, patients with coronary
heart disease aged ≥18
years, 2 months interven-
tion+4 months step-down
phase, n=312

Dorje et al [25]
(2019), China,
Chinese

of coronary heart disease,
PG, lipids, psychosocial
well-being, quality of life,
smoking status, dietary
habits, and physical activi-
ty

9; I: 8; C:
10

Weight, BMI, dietary in-

take changes, ASEh score,

BPi, FPG, and lipids

Multicomponent, commer-
cial (WhatsApp), English,
Hindi, and Punjabi, emails
in English, yes

Mean age, years (SD not re-
ported): 52.7, mean BMI,

kg/m2 (SD): I: 27.03 (4.2),
C: 27.45 (4.8), women (%):
76.1

Cluster RCT, adults aged
35-70 years, 6 months,
n=732

Kaur et al [26]
(2020), India, In-
dian

21Weight, body composition,
score of the summary of

Multicomponent, researcher
design (mDiabetes), Korean,
yes

Mean age, years (SD): I:
60.0 (8.4), C: 56.7 (9.1),

mean BMI, kg/m2 (SD): I:

Multicenter RCT, stable pa-
tients with T2DM aged 19-
80 years with HbA1c level
between 7% and 10%, 24
weeks, n=191 (172)

Kim et al [27]
(2019), South
Korea, Korean diabetes self-care activi-

ties, World Health Organi-
zation quality-of-life scale,
HbA1c level, lipids, and
BP

25.5 (3.2), C: 25.8 (4.1),
women (%): I: 44, C: 52

23; I: 17;
C: 30

Weight, BMI, waist circum-
ference, body composition,
BP, FPG, HbA1c level, and
lipids

Multicomponent, researcher
design (SmartCare), Korean,
app is in English, yes

Age: ≥20 years, mean BMI,

kg/m2 (SD): inactive I: 28.8
(2.72), C: 29.1 (3.10), mod-
erately active I: 29.8 (4.39),
C: 29.0 (2.46), health-en-

Multicenter pilot RCT, uni-
versity medical school stu-
dents who were overweight
or obese with metabolic
syndrome, 24 weeks, n=422
(324)

Lee et al [28]
(2018), South
Korea, Korean

hancing physically active I:
29.3 (2.90), C: 29.8 (7.12),
women (%): I: 52, C: 48

3; I: 0; C:
6

Weight, changes in dietary
intake through food fre-
quency questionnaire, and

Multicomponent, commer-
cial (Noom), English or Ko-

rean (NFSj), no

Mean age, years (SD): I:
49.1 (8.3), C: 50.7 (8.1),

mean BMI, kg/m2 (SD): I:
26.9 (3.4), C: 24.5 (3.9),
women (%): I: 34.4, C: 45.5

Pilot RCT, patients aged 20-
65 years with colorectal
polyps diagnosis within the
last 2 years of the study, 3
months, n=65

Lee et al [29]
(2019), South
Korea, Korean

Godin leisure-time exer-
cise questionnaire

6; I: 9; C:
4

Weight, BMI, waist circum-
ference, BP, and liver en-
zymes

Multicomponent, researcher
design (nBuddy), English,
yes

Mean age, years (SD): I:
46.8 (11.1), C: 46.2 (10.1),

mean BMI, kg/m2 (SD): I:

RCT, patients who were
overweight or obese with
nonalcoholic fatty liver dis-
ease and were aged 21-70
years, 6 months, n=108

Lim et al [30]
(2020), Singa-
pore, multiracial

30.1 (4.0), C: 30.8 (4.8),
women (%): I: 42, C: 32

24; I: 28;
C: 21

Weight, target 5% weight
loss

Multicomponent, researcher
design (mDiab), English,
yes

Mean age, years (SD): I:
37.8 (9.2), C: 37.8 (9.6),
mean BMI not reported, on-
ly baseline weight was re-

Multicenter RCT, adults
who were overweight or
obese aged 20-65 years with
prediabetes, 12 weeks,
n=741 (561)

Muralidharan et
al [31] (2019),
India, Indian

ported, women (%): I: 43.9,
C: 42.1
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Attrition
rate (%)

Measured outcomesApp characteristic (name),
cultural adaptation within
app

Participant characteristicsStudy characteristics, sam-
ple size (included in analy-
sis)

Author (year),
country, ethnicity

21; I: 15;
C: 27

Weight, BMI, waist circum-
ference, body composition,
change in diet habit,
change in physical activity

(IPAQk), and patient satis-
faction

Multicomponent, researcher
design (SmartCare), Korean,
app is in English, yes

Mean age, years (SD): I:
46.78 (13.11), C: 50.35

(14.24), mean BMI, kg/m2

(SD): I: 29.42 (3.53), C:
29.40 (3.39), women (%): I:
46.7, C: 51.4

Multicenter RCT, adults
who were obese aged 20-70

years with BMI≥25 kg/m2

and metabolic syndrome di-
agnosis, 24 weeks, n=422
(334)

Oh et al [32]
(2015), South
Korea, Korean

7; C: 9;
I1: 3; I2:
9

Weight, BMI, body compo-
sition, physical activity
changes (IPAQ), calorie
intake changes, BP, FPG,
lipids, and liver enzymes

Multicomponent, researcher
design (Fit.Life), Korean,
app is in English, yes

Mean age, years (SD): 27.8

(5.0), mean BMI, kg/m2

(SD): 29.8 (2.7), women: 0

Pilot RCT, men who were
overweight or obese aged
19-45 years with BMI≥27

kg/m2, 12 weeks, n=105
(98)

Shin et al [33]
(2017), South
Korea, Korean

10; C: 5;
I: 11

Weight, BMI, body compo-
sition, waist and hip cir-
cumference, blood leptin
and adiponectin, fullness
rating, and patient satisfac-
tion

Multicomponent, researcher
Design (Auricular Acupres-
sure for Weight Reduction
version 1), Chinese, yes

Mean age, years (SD): 49.15

(10.54), mean BMI, kg/m2

(SD): 30.35 (4.53), women
(%): 85

Feasibility RCT, healthy
adults who were overweight
or obese aged ≥18 years

with BMI≥25 kg/m2 without
ear injuries, 8 weeks, n=59

Suen et al [34]
(2019), Hong
Kong, Chinese

28; I: 32;
C:18

Weight, waist circumfer-
ence, BP, lipids, HbA1c

level, and obesogenic eat-
ing behaviors

Single-component, commer-
cial (FiNC), Japanese yes

Mean age, years (SD): I:
45.6 (10.2), C: 47.8 (9.3),

mean BMI, kg/m2 (SD): I:
28.0 (3.3), C: 28.2 (3.0),
women (%): 0.9

RCT, adults who were over-
weight, obese, or abdominal-
ly obese aged 20-64 years
with cardiometabolic risk
factors or metabolic syn-
drome, 8 weeks interven-
tion+4 weeks postinterven-
tion follow-up, n=112

Tanaka et al [35]
(2018), Japan,
Japanese

13; I: 19;
C: 7

Weight, BMI, waist circum-
ference, change in physical
activity, FPG, BP, and
lipids

Multicomponent, researcher
design (self-monitoring
app), NFS (Line, social
communication app), NFS
on app, Chinese and English
noted on website, yes

Mean age, years (SD): 33.2

(9.6), mean BMI, kg/m2

(SD): I: 27.2 (3.4), C: 30.3
(4.9), women (%): I: 61.5,
C: 59.2

Crossover RCT, patients
who were overweight or

obese with BMI≥24 kg/m2

and metabolic abnormalities,
3 months interven-
tion+crossover 3 months
usual care, n=53 (46)

Yang et al [49]
(2017), Taiwan,
Chinese

3; I: 3; C:
3

Weight (not mandatory),
BMI, waist circumference,
BP, lipids, HbA1c level,
FPG, Diabetes Treatment
Satisfaction Questionnaire,
and medication adherence
scale

Multicomponent, researcher
design (HiCare smart K),
Korean, yes

Mean age, years (SD): I:
54.1 (10.1), C: 60.6 (10.2),

mean BMI, kg/m2 (SD): I:
26.3 (3.7), C: 25.7 (3.9),
women (%): I: 46.6, C: 53.6

Cluster RCT, adults aged
≥18 years with T2DM for
≥1 year and HbA1c level
7%-10%, 12 weeks, n=247
(239)

Yang et al [36]
(2020), South
Korea, Korean

17; C: 19;
I1: 14; I2:
18

Weight, BMI, BP, waist
circumference, FPG,
HbA1c level, lipids, and
liver enzymes

Multicomponent, commer-
cial (Welltang), Chinese, yes

Mean age, years (SD): 53

(11), mean BMI, kg/m2

(SD): 25.03 (3.36), women
(%): 38

RCT, adults aged 18-65
years, diagnosed with dia-
betes for more than 6
months and with HbA1c

level ≥8%, 6 months, n=234
(194)

Zhang et al [37]
(2019), China,
Chinese

Not re-
ported

Weight, BMI, waist and
hip circumference, dia-
betes knowledge and self-
care behavior score,
HbA1c level, FPG, 2-hour
PG, BP, and low-density
lipoprotein-c

Multicomponent, commer-
cial (Welltang), Chinese, yes

Mean age, years (SD): I:
55.0 (13.1), C: 53.5 (12.4),

mean BMI, kg/m2 (SD): I:
23.04 (4.09), C: 23.01
(4.04), women (%): I: 46, C:
40

Pilot RCT, adults aged 18-
74 years with diagnosed dia-
betes without severe compli-
cations, 3 months, n=100

Zhou et al [38]
(2016), China,
Chinese

3; I: 4; C:
2

Weight and waist circum-
ference

Single-component, commer-
cial (WeChat), Chinese, yes

Mean age, years (SD): I:
35.1 (8.5), C: 39.0 (9.5),
mean BMI not reported,
women (%): I: 66.5, C: 40.5

Cohort-based non-RCT,
general population aged ≥18
years who were keen on
weight loss, 6 months,
n=15,818 (15,310)

He et al [39]
(2017), China,
Chinese
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Attrition
rate (%)

Measured outcomesApp characteristic (name),
cultural adaptation within
app

Participant characteristicsStudy characteristics, sam-
ple size (included in analy-
sis)

Author (year),
country, ethnicity

4; I: 8; C:
0

BMI, BP, HbA1c level,
lipids, and patient satisfac-
tion

Multicomponent, NFS, like-
ly researcher design (Mobile
SmartCare, version 1.0.7),
Korean, yes

Mean age, years (SD): I:
51.8 (10.3), C: 53.8 (9.0),

mean BMI, kg/m2 (SD): I:
25.0 (3.3), C: 24.9 (3.4),
women (%): 49.2

Matched controlled non-
RCT, adults aged 20-70
years with T2DM for more
than 1 year with HbA1c lev-
el 7%-10% at baseline, 3
months, n=73 (70)

Kim et al [40]
(2014), South
Korea, Korean

Not re-
ported

Health behavior scores,
mini–dietary assessment
scores, BP, FPG, triglyc-
erides, high density
lipoprotein-c, and waist
circumference

Multicomponent, researcher
design (Public Health Center
mHealth app), Korean, yes

Mean age, years (SD): I:
44.68 (8.22), C: 44.69

(8.22), mean BMI, kg/m2

(SD): I: 25.71 (3.34), C:
25.18 (3.48), women (%): I:
50.8, C: 65.5

Cohort-based non-RCT,
control: individuals with
metabolic abnormalities ac-
cording to the Adult Treat-
ment Panel III criteria, inter-
vention: individuals recruit-
ed from among those who
had previously completed a
24-week mobile service
program as part of the First
Year Public Health Center
Mobile Healthcare pilot
project, 24 weeks, n=1117

Kim et al [50]
(2019), South
Korea, Korean

7; I: 8; C:
5

Body weight, BMI, BP,
physical fitness, physical
activity measures (step
count, distance covered,
caloric expenditure, and
time spent on activity),
self-efficacy, social sup-
port, and outcome expecta-
tion

Multicomponent, researcher
Design (iNCKU smartphone
app) English, yes

Mean age, years (SD): 25.86

(4.33), mean BMI, kg/m2

(SD): 23.25 (3.05), women
(%): 45.7

Pretest-posttest design, In-
donesian international stu-
dents aged ≥20 years who
owned a smartphone with
internet access, not partici-
pating in other training pro-
gram, and literate in English,
10 weeks, n=75 (70)

Wijaya and Wid-
iantoro [41]
(2018), Taiwan,
Indonesian

aRCT: randomized controlled trial.
bT2DM: type 2 diabetes mellitus.
cFPG: fasting plasma glucose.
dHbA1c: glycated hemoglobin.
eI: intervention.
fC: control.
gPG: plasma glucose.
hASE: attitude, social influence, and self-efficacy.
iBP: blood pressure.
jNFS: not further specified.
kIPAQ: International Physical Activity Questionnaire.
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Table 2. Description and primary outcome of the interventions included in the review (N=21).

Change in weight or weight-
related outcomes

Control treatmentHealth staff involvementInterventionAuthor (year), country,
ethnicity, study design

Weight change (kg) calculat-

ed: Ic: –3.39, Cd: –0.82, SD

Active waitlist. Received
Fitbit Zip physical activity
tracker with 2 education

Baseline+5 in-person
Fit&Trim education interven-
tion office visits

Fit&Trim, a DPPb-based, cultur-
ally adapted, mobile
phone–based weight loss

Bender et al [47]
(2018), United States,
Filipino American, pilot

RCTa
or further values not reported,
achieved 5% weight loss: I:
36%, C: 6%, large effect of
0.93 (Cohen d) reported

sessions on hepatitis A and
B

lifestyle intervention delivered
by Filipino research staff, aug-
mented with tracker Fitbit Zip
and private Facebook virtual
support group. Provided individ-
ual tailored goals for weight,
diet, physical activity or steps,
and encouraged to monitor
lifestyle habits and progress on
app

There was no significant dif-
ference in BMI between

Conventional health educa-
tion with nursing care for
diabetes

Baseline visit and 6-month
and 12-month visits, nurses
communicating with patients
through WeChat

Received conventional health
education with nursing care for
diabetes. Patients received
multimedia-type diabetes-relat-
ed knowledge from nurses on

Dong et al [48] (2018),
China, Chinese, RCT

groups at baseline, 6 months,
and 12 months. No further
values reported

app. Able to communicate with
educators and friends on app.
Phone reviews on app use and
hospital physical examination
offered

BMI change (kg/m2), mean
(SD), baseline: I: 25.5 (3.0),

Standard care provided by
doctors with a brief educa-
tion carried out by a nurse.

Baseline, 2-month, and 6-
month visits for measure-
ments and assessments by

Received usual care+SMART-

CR/SPe program. During the
intensive phase, participants

Dorje et al [25] (2019),
China, Chinese, RCT

C: 25.4 (3.5), 2 months: I:
Medication managementblinded researchers. Remotereceived 4 educational cartoon 25.0 (2.9), C: 25.2 (3.2), be-
and ad hoc review visits tosupervision through mes-modules per week through tween-groups P=.64, 6
a cardiologist or othersages, telemonitoring, feed-WeChat. In the step-down months: I: 24.9 (3.5), C: 24.5
health care providers ac-back, and video calls fromphase, participants received (3.2), between-groups P=.14;
cording to the patient’scoaches as necessary based on

regular reviews of data
only 2 cartoon pictures with
key motivational message per

Waist circumference change
(cm), mean (SD), baseline: I:self-assessment of their

own cardiovascular health;week; Cartoon education 0.9 (0.1), C: 0.9 (0.1), 2
WeChat used for sendingtouched on cardiovascular months: I: 0.9 (0.1), C: 0.9
review visit reminders, didhealth and disease, physical ac- (0.0), between-groups P=.36,
not receive any form oftivity, healthy nutritional ad- 6 months: I: 0.9 (0.0), C: 0.9

(0.1), between-groups P=0.95health information or inter-
vention

vice, support for medication
adherence, psychological well-
being, and modification risk
factors; Individualized feed-
back, recommendations, and
remote supervision were provid-
ed based on regular reviews of
monitoring data. Coach support
available on app for health and
lifestyle advice. Additional
alerts and WeChat messages
were sent when measurements
were outside target blood pres-
sure or steps

Weight change (kg), mean
(95% CI; SD not reported), 6

Pictorial pamphlet on the
dietary recommendations

Single home visit to provide
education and guide family

Provision of SMART Eating kit,
which included a kitchen calen-

Kaur et al [26] (2020),
India, Indian, cluster
RCT months: I: –0.42 (–0.8 to

–0.1) P=.01, C: 0.24 (–0.1 to
with information written
in Hindi language. Asked

champions on how to use the
different components of the

dar, dining table mat, and mea-
suring spoons. Received week-

0.6) P=.14, net change be-to read the pamphlet inintervention; No further face-ly review information through
tween groups: –0.66 (–1.1 to
–0.2), P=.01

their own time, make
changes to their diet ac-
cordingly, and convey the

to-face interaction. Further
advice and supervision was
conducted through the web-
site

SMS, email, social networking
app (WhatsApp), and SMART
Eating website; Fortnightly ad-
dition of diet and health-related
content to website, quizzes, and

same information to their
family members; Same

a web-based help assistant to
ask questions

educational content and
materials were offered to
intervention group
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Change in weight or weight-
related outcomes

Control treatmentHealth staff involvementInterventionAuthor (year), country,
ethnicity, study design

Weight change (kg), mean
(SD), baseline to 6 months: I:
67.7 (11.8) to 67.1 (11.6),
P=.005, C: 68.4 (13.0) to 68.0
(12.7), P=.04

Nil baseline education.
Provided logbook to record
blood glucose readings,
Bluetooth glucometer, test
strips, and a printed educa-
tion booklet. Received 2
in-person visits at 12
weeks and 24 weeks

Baseline, 2 in-person visits
(week 12 and week 24), and
2 phone call reviews. Remote
supervision and advice provid-
ed on app as well

Participants were divided into
4 groups based on antidiabetic
treatment. Nil baseline educa-
tion. Provided individualized
targets for diet and physical ac-
tivity at baseline. Encouraged
to monitor blood glucose levels
and lifestyle habits on app and
informed that physicians can
view and monitor their progress
through telemonitoring. App
provided immediate feedback
according to an algorithm when
a reading on blood glucose lev-
el, food intake, or activity was
entered. Detailed information
on diet and physical activity
was made available through a
range of educational and inter-
active component on app. So-
cial networking service and
bulletin board enabled users to
share experiences and tips with
each other, whereas research
staff could answer questions
from patients

Kim et al [27] (2019),
South Korea, Korean,
multicenter RCT

Weight change (kg), mean
(SD) 6 months, insufficiently
active: C: –0.1 (1.94), P=.64,
I: –1.6 (3.03), P<.001, be-
tween-groups P=.001, mini-
mally active: C: –0.3 (2.24),
P=.49, I: –2.5 (3.81), P=.001,
between-groups P=.01,
health-enhancing physical ac-
tivity: C: –1.5 (3.12), P<.001,
I: –2.6 (3.91), P<.001, be-
tween-groups P=.05

Provided with weighing
scale and pedometer and
asked to record weight and
physical activity steps
progress in a diary. Of-
fered 3 in-person visits at
baseline, week 12, and
week 24. No further visit
details

Baseline, 2-monthly in-person
visits with physician. Measure-
ments at baseline, week 12,
and week 24. Weekly remote
supervision over app

Provided with a smartphone
equipped with SmartCare app
and Bluetooth-enabled
bioimpedance analyzer. Instruct-
ed to monitor body composi-
tion, data were transmitted to
the SmartCare system through
the app; Health reports were
automatically created based on
the personal health information
of participants according to the
clinical decision support system
algorithm function of the
SmartCare system. Health
managers provided prevention,
consultation, and educational
services remotely to partici-
pants based on health reports
through messages and weekly
emails. Monthly progress eval-
uation was offered along with
in-person consultation with a
physician at least once every 2
months (follow-up study by Oh
et al [32], 2015)

Lee et al [28] (2018),
South Korea, Korean,
multicenter pilot RCT

Weight change (kg), mean
(SD) 3 months: I: –1.25
(1.14), P<.01, C: –0.42 (1.23),
P<.07, between-groups
P<.01; The effect was most
pronounced in app users with
good adherence (1.45 kg more
weight reduction than the
control group participants)

Received a diary to record
food intake and exercise.
Staff members provided
health behavior change ed-
ucation at baseline visit;
Health-related newsletters
sent monthly, containing
the same information about
behavior as those received
by the experimental group.
Received monthly phone
interview motivation and
review

In-person session to download
and teach the app use during
baseline visit. Measurement
taken at baseline and 3
months; Nil further face-to-
face interaction. Monthly
phone calls (2 calls)

Received app and taught to use
under supervision during first
visit without further education.
Health-related information,
lifestyle recommendations, and
feedback sent through app; En-
couraged to track lifestyle
habits on app, and users may
mutually compete and share
progress on the bulletin board.
Monthly phone interview to
assess the proper use of the app
and provide motivation

Lee et al [29] (2019),
South Korea, Korean,
pilot RCT
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Change in weight or weight-
related outcomes

Control treatmentHealth staff involvementInterventionAuthor (year), country,
ethnicity, study design

Weight change (kg), mean
(SD), 3 months: C: –0.8 (2.1),
I: –3.2 (3.1), between-groups
P<.001, 6 months: C: –0.5
(2.9), I: –3.2 (4.1), between-
groups P<.001. achieved 5%
weight loss, 3 months: C: 8%,
I: 25%, 6 months: C: 8%, I:
44%

Counseled individually for
30-40 minutes on diet and
exercise by a nurse practi-
tioner during baseline visit.
Healthy food plate, physi-
cal activity, and the impor-
tance of weight loss are
key areas of focus during
the counseling. Provided
weighing scale

1-hour individual face-to-face
education session with the re-
search dietitian at baseline
visit; Remote dietitian coach-
ing on app; 2 optional work-
shops; Measurements at base-
line, 3-month, and 6-month
visits

Guided on the use of the app
and educated on dietary and
physical activity modification
through a 1-hour face-to-face
session with the research dieti-
tian at the first study visit. Set
individualized weight and
lifestyle goals on the app. Ad-
vised to monitor lifestyle and
progress on app. Educational
videos and daily tips on healthy
lifestyle available on app. Re-
minders and push notifications
in place for meal and weight
logging. Remote coaching with
dietitians on progress, received
encouragement and advice on
app. Provided weighing scale

Lim et al [30] (2020),
Singapore, multiracial
RCT

Weight change (kg), mean, 3
months: I: –1.1, within-group
P<.01, C: –0.3, within-group
P=.05, between-groups: –0.8,
P<.05, achieved 5% weight
loss: I: 15%, C: 9%

Received standard care
that included a brochure on
healthy eating, weight loss,
and exercise at baseline
visit. Offered face-to-face
counseling with nutrition-
ist

Baseline visit to download
app, weekly coach calls,
emails, and text messages.
Remote coach support
through app chat. Measure-
ments at baseline and 12-
week visit

Received app at baseline visit.
App offered reality television
show video lessons to educate
and encourage lifestyle behav-
ior tracking and change. Video
lessons highlighted challenges
and suitable solutions. Automat-
ic motivational messages of-
fered according to user's
progress, alerts to prompt
tracking, quizzes to reinforce
learning, and message function
to chat with coaches. Coaches
provided weekly calls to revisit
topics and emailed reports

Muralidharan et al [31]
(2019), India, Indian,
multicenter RCT

Weight change (kg), mean
(SD) 6 months: I: –2.21
(3.60), P<.001, C: –0.77
(2.77), P<.001, between-
groups P<.001

Received basic informa-
tion on increasing physical
activity and controlling di-
et habits at baseline visit.
Body weight scales and
pedometers were provided
along with body weight
journal for self-recording
of weight and waist circum-
ference; Returned for 2 in-
person visits for measure-
ments, consultations with
physicians, and received
advice about their nutrition
and exercise

Baseline visit, 12-week, and
24-week measurement visits.
Remote app support and
phone consultations by educat-
ed consultants

Received information on in-
creasing physical activity and
controlling diet habits. Provid-
ed mobile phones for remote
monitoring, body composition
monitors, and pedometers. Ad-
vised to weigh daily or minimal-
ly 3 times weekly. Data were
transmitted to the central server
for immediate feedback through
the designed algorithm. Re-
ceived weekly, monthly health
reports on progress through
app; Provided phone consulta-
tions by educated consultants
on disease management, health
education, exercise, medication,
and proper nutrition

Oh et al [32] (2015),
South Korea, Korean,
multicenter RCT
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Change in weight or weight-
related outcomes

Control treatmentHealth staff involvementInterventionAuthor (year), country,
ethnicity, study design

Weight change (kg), mean
(SD) 3 months: I2 (app + fi-
nancial incentives): –3.1 (3.7),
I1 (app): –1.1 (2.9), C: –0.4
(2.5), P value between C and
I2<.001, between C and
I1=.38, and between I1 and
I2=.006

Received a 5-minute face-
to-face education on diet
and exercise from a trained
nurse. Content included
the clinical consequence of
obesity, a dietary recom-
mendation for weight loss
with an example of a 1200
kcal sample diet menu, and
a physical activity recom-
mendation with specifica-
tion of frequency, intensi-
ty, time, and type

Baseline visit for 5-minute
education, detailed demonstra-
tion, and instruction on app
use; 4 measurement visits
(baseline, week 4, week 8,
and week 12)

Received a 5-minute face-to-
face education on diet and exer-
cise from a nurse with standard-
ized education material (1200
kcal sample menu), exercise
recommendations, and behavior
modification. Offered Fit.Life
wireless physical activity
tracker with Bluetooth transmis-
sion and detailed instructions
on activity tracker use with
demonstration and handouts.
Provided clear activity goals
and advised to track activity on
app; Additional features for
tracking progress to hit finan-
cial goals; Intervention I1: app,
intervention I2: app+financial
incentives

Shin et al [33] (2017),
South Korea, Korean,
pilot RCT

Weight change (kg), mean, 8
weeks: C: –1.33, P=.005, I:
–1.56, P<.001, no significant
difference between groups

Received coaching on ap-
plying auricular acupres-
sure with instructions on
frequency of application.
Return demonstration was
required to ensure proper
treatment; Information
booklet provided. Patients
were requested to manual-
ly record the frequency of
daily pressing and bowel
movement. Researchers
met patients twice weekly
to change tapes

Researchers met patients
twice weekly to change tapes.
Remote communication and
advice provided on app if pa-
tients had questions or prob-
lems

Received coaching on applying
auricular acupressure with in-
structions on frequency of appli-
cation. Return demonstration
was required to ensure proper
treatment. Information booklet
and mobile app provided. App
provided daily reminders for
self-pressing, encouraged com-
pliance, and tracking of self-
pressing and bowel movement;
App provided relevant multime-
dia information and precaution
on auricular acupressure. Users
could communicate with re-
searchers through app and were
reminded of return visit dates
on app

Suen et al [34] (2019),
Hong Kong, Chinese,
feasibility RCT

Weight change, mean (95%
CI), 8 weeks: I: –1.4 (–2.0 to
–0.8), C: –0.1 (–0.6 to 0.4),
between-groups P=.001, week
follow-up after active interven-
tion, 12 weeks: I: –1.4 (–2.1
to –0.8), C: –0.1 (–0.7 to 0.6),
between-groups P=.004

Nil intervention provided
during the 12-week waitlist
period (Controls received
intervention afterward for
8 weeks)

Baseline, 8-week, and 12-
week in-person measure-
ments. No further human inter-
vention. Remote communica-
tion with certified nutrition
professional through app

Assigned to a group with up to
6 members where users could
share meal photos in the group
chat of the culturally tailored
app, FiNC, and receive direct
feedback, instructions, advice,
and encouragement from a nu-
trition professional. Users could
also communicate with other
users for social support. Specif-
ic FiNC-method dietary recom-
mendations were provided
without any calorie restriction.
Self-monitoring and group
learning were encouraged on
the app

Tanaka et al [35]
(2018), Japan,
Japanese, RCT
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Change in weight or weight-
related outcomes

Control treatmentHealth staff involvementInterventionAuthor (year), country,
ethnicity, study design

Weight change (kg), mean
(SD), 6 months, with activity
promotion system: pre–activi-
ty promotion system: 77.7
(15.1), post–activity promo-
tion system: 76.4 (15.5),
pre–usual care: 78.1 (16.6),
post–usual care: 76.8 (15.8),
between-groups P=.93;
(Crossover study without
washout period, nil results on
specific phases of interven-
tion)

Received lifestyle counsel-
ing and booklet containing
health education in support
of behavioral and educa-
tional advice for diet con-
trol, increased physical ac-
tivity, less smoking and
drinking, stress, and regu-
lar health examination. In-
formation on the related
risk factors, development
and prevention of
metabolic syndrome, and
various websites were also
provided to the patients

Lifestyle counseling at base-
line, minimal human contact;
Remote coaching on app and
sending of reminder messages
at least once weekly through
Line and email; Baseline, 12-
week, and 24-week in-person
measurement visits

Received mobile physical activ-
ity promotion tool inclusive of
lifestyle counseling, profession-
al personal counseling, construc-
tive feedback, health informa-
tion, individualized reminder
message at least once a week
through Line app and email. A
self-monitoring app with mo-
bile activity sensor was provid-
ed along with an interactive in-
ternet webpage where users
could track their health, com-
pare results with peers, and re-
ceive recommendations

Yang et al [49] (2017),
Taiwan, Chinese,
crossover RCT

Weight change (kg), mean
(95% CI), 3 months: I: −0.63
(−1.02 to −0.24), C: −0.88
(−2.65 to 0.90), adjusted
mean difference to control:
0.22 (−1.26 to 1.71), between-
groups P=.77

Visited the private clinics
and received face-to-face
consultations every month
for review and measure-
ments

Baseline education on instru-
ments, smartphone app, man-
agement targets and guide-
lines. Weekly feedback mes-
sage through website or addi-
tional calls as necessary.
Monthly in-person consulta-
tions to review progress,
measurements, and manage-
ment

Physicians provided education
on the use of the medical instru-
ments and smartphone app.
Explained management targets
and guidelines to patients. Pro-
vided glucometer, test strips,
and electronic manometer
monitoring. Users were asked

to upload their daily SMBGf

results, other biometric informa-
tion, and weight through the
app; Data automatically trans-
mitted to the main server where
physicians could check the re-
sults through a website and
send feedback messages
(praise, encouragement, feed-
back, and advice) at least once
per week. Additional direct
phone calls were conducted as
required. Monthly face-to-face
consultations offered

Yang et al [36] (2020),
South Korea, Korean,
cluster RCT

Weight change (kg), mean
(SD), baseline: C: 69.6 (10.0),
I1 (app, basic): 72.3 (11.6), I2
(app with health team): 70.8
(11.9), 3 months: C: 69.6
(9.6), I1: 72.2 (11.9), I2: 70.9
(11.6), 6 months: C: 69.4
(9.9), I1: 72.0 (11.7), I2: 71.0
(11.6); There were no signifi-
cant differences among the 3
groups for body weight at
both 3 and 6 months

Provided basic education.
Patients obtained diabetes-
related knowledge and
skills by self-learning and
summarizing, and they
adopted lifestyles and be-
haviors voluntarily.
Equipped with a designat-
ed BG meter and test
strips, patients were ad-
vised to record results in a
logbook. They could con-
tact clinicians through
phone

Baseline, 3-month, and 6-
month measurement visits,
ability to contact clinicians on
the web through app or phone.
Group I1 received support
from a clinician, group I2 had
additional interactive support
on app with web-based man-
agement health care team
comprising a dietitian and a
health manager

Group I1: app (basic), received
basic diabetes education, includ-
ing diet control, adequate exer-
cise, SMBG, and regular re-
view. Provided with glucose
meter, test strips, and targets

and encouraged to track BGg,
habits, and obtain diabetes-relat-
ed knowledge through the app.
Users could contact clinicians
by phone or app; Group I2: app,
interactive group I1 interven-
tion+third-party professional
diabetes health care team com-
prising a dietitian and a health
manager. Health team provided
feedback and recommendations
on progress, BG, and lifestyle
habits. Provided daily prompts
(first month) and then monthly
on the app by health care team
and reviewed weekly glucose
reports. Users were given BG
targets and were able to contact
clinicians by phone or app

Zhang et al [37] (2019),
China, Chinese, RCT
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Change in weight or weight-
related outcomes

Control treatmentHealth staff involvementInterventionAuthor (year), country,
ethnicity, study design

Weight change (kg), mean
(SD), baseline: I: 62.4 (12.8),
C: 62.5 (12.8), 3 months: I:
62.2 (11.0), C: 62.7 (12.1), P
value not significant within or
between groups

Monthly visits to see
physician to review blood
glucose readings through
logbooks. Patients were
asked to monitor their 7-
point finger capillary blood
glucose level with a blood
glucose meter 1-3 days be-
fore each clinic attendance
to facilitate medication
regimen adjustments

Baseline, 1-month, 2-month,
and 3-month in-person consul-
tations. Remote interaction
with clinicians on app as nec-
essary. Weekly or fortnightly
feedback from clinicians

Downloaded the Welltang app
at baseline visit and received
diabetic knowledge on diet, ex-
ercise, medicine, blood glucose
monitoring, and the latest
guidelines for diabetes care.
Users were asked to monitor 7-
point finger blood glucose level
for 1 day every 1-2 weeks
(prompts in place) and track
lifestyle habits. Advice on
progress, values, target goals,
and medication were offered by
clinicians or study team
through app once a week or
fortnight. Users could commu-
nicate with clinicians through
app, and an electronic action
plan facilitated clinic review

Zhou et al [38] (2016),
China, Chinese, pilot
RCT

Weight change (kg), mean
(SD): I: –2.09 (3.43), C: –1.78
(2.96), mean weight loss be-
tween the 2 groups for men
was significant based on the
stratification of age and educa-
tional level, weight loss
changes were not significant
for women

Routine publicity, such as
the slogan “Take the stairs
and lose weight,” was pro-
vided to the control group.
No further details specified

Nil baseline education or in-
person session; 2 weight
managers per work organiza-
tion were trained to obtain
participants’ data on height,
weight, and waist circumfer-
ence before and after the inter-
ventions were initiated for
both groups. Remote commu-
nication with experts through
app

Received an official WeChat
account for self-monitoring and
immediate feedback on lifestyle
habits. Users communicated
and competed on weight loss
progress. Users received scores
for interactions, feedback infor-
mation, or activity on the app,
and top scorers were rewarded.
Multimedia information on
weight loss and an expert con-
sulting group in place to answer
questions

He et al [39] (2017),
China, Chinese, cohort-
based non-RCT

BMI change (kg/m2), mean
(SD), baseline: I: 25.0 (3.3),
C: 24.9 (3.4), 3 months: I:
25.0 (3.4), within-group
P=.80, C: 24.3 (3.1), within-
group P=.06, no significant
difference between groups

Standard care, not clearly
reported in paper

Nil baseline education. Mea-
surement visits at baseline and
12 weeks. Remote supervision
and weekly coaching on app.
Staff called users if they had
hypoglycemia or no data were
recorded

Baseline data recorded were
transmitted to the app at first
visit. Thereafter, users self-
measured blood pressure and
blood glucose levels, and data
were automatically transmitted
to hospital or medical staff
through the app. Medical staff
analyzed the data and sent tai-
lored feedback to the patient
once per week on average; App
provided warning messages and
advice when blood glucose
levels were too high or too low.
Study staff called users if they
had hypoglycemia or no data
were recorded

Kim et al [40] (2014),
South Korea, Korean,
matched controlled
non-RCT
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Change in weight or weight-
related outcomes

Control treatmentHealth staff involvementInterventionAuthor (year), country,
ethnicity, study design

BMI measured at baseline but
not reported in results.
Change in proportion of pa-
tients with metabolic risk fac-
tor (elevated waist circumfer-
ence) according to Adult
Treatment Panel III criteria:
I: –62 male patients, I: –78
female patients, significant
difference within group for
both genders, C: –2 male pa-
tients, C: –20 female patients,
significant difference within
female group only. No signif-
icant difference between
groups

After classification accord-
ing to test results, tailored
care plans were estab-
lished. Face-to-face coun-
seling services offered at
public health center by
team comprising a health
manager (a health expert
such as a physician or
nurse), nutritionist, and
certified exercise expert,
who provided individual
or group health consulta-
tion (consultations adhered
to the 2011 One-Stop
Health Service Consulta-
tion Manual)

Baseline, 12-week, and 24-
week consultations and mea-
surements. Weekly individual-
ized advice and services relat-
ed to lifestyle habits provided
by physicians, nurses, nutri-
tionists, and physical activity
experts who monitored health
information on the web in real
time; Intensive nutrition con-
sultations at each visit to
health center

Received face-to-face counsel-
ing service at public health
center from physician, nutrition-
ist, exercise specialist, and
nurse at baseline, 12 weeks, and
24 weeks. Offered activity
monitors, sphygmomanometers,
glucometers, body composition
measuring devices, and app for
self-monitoring. Instructed to
sync activity at least 5 times
weekly and upload meal pic-
tures once a month. Remote
weekly individualized service
related to healthy lifestyles was
provided by health profession-
als along with monthly reports.
Access to web-based communi-
ties for each health center facil-
itated consultations; Received
intensive nutritional consulta-
tions at health centers based on
meal photos (Rewards such as
mobile gift cards were offered
to users with excellent perfor-
mances, but this was not duly
reported in the Methods sec-
tion)

Kim et al [50] (2019),
South Korea, Korean,
cohort-based non-RCT

Weight change (kg), mean
(SD), baseline: I: 59.04
(65.44), C: 58.11 (66.83), 10
weeks: I: 57.78 (64.30), C:
57.92 (66.70), between-
groups P=.64, intervention
recorded lower body weight,
P<.002

Received explanation for
the purposes of the study
and a booklet that provided
physical activity–related
knowledge

Nil baseline education. Provi-
sion of items, booklet, guid-
ance on use and purpose of
study at baseline. Measure-
ments at baseline and 10
weeks. No further human
contact

The intervention group received
Social Cognitive Theory skill-

building by WGTCh for a 10-
week program. The participants
formed teams of 3 or 4 mem-
bers based on friendship, re-
ceived a booklet that provided
physical activity–related
knowledge, and were offered a
50-minute guidance on watch
and app use at baseline. Individ-
ual and group performances
were shown in the WGTC of
the webpage where information
was automatically transmitted
by the iNCKU watches and the
smartphone apps through daily
use

Wijaya and Widiantoro
[41] (2018), Taiwan,
Indonesian, pretest-
posttest design

aRCT: randomized controlled trial.
bDPP: diabetes prevention program.
cI: intervention.
dC: control.
eSMART-CR/SP: Smartphone and Social Media–Based Cardiac Rehabilitation and Secondary Prevention.
fSMBG: self-monitoring blood glucose.
gBG: blood glucose.
hWGTC: web-based game with team competition.

The active intervention period ranged from 8 to 52 weeks, with
a mean period of 18 weeks; the most common intervention
periods were 6 months [25-28,30,32,37,39,49,50], followed by
3 months [29,31,33,35,36,38,40,47]. Of the 21 studies, only 1
study (5%) included a 4-week follow-up outcome measurement
after the active intervention [35]. The average attrition rate was
11.5% (SD 8.53, range 0%-28%). Of the 21 studies, 2 (10%)

consisted of single-component interventions using a mobile app
exclusively [35,39], whereas 19 (90%) were multicomponent
interventions incorporating additional components such as
face-to-face consultations [25-30,32-34,36-38,47-50], reviews
through phone calls or emails [26,27,29,31,32,36,40,48],
supporting webpage [41], or financial incentives [33]. Of the
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16 studies with face-to-face consultations, 4 (25%) also included
tutorials to familiarize users on app use [29,30,36,41].

Across interventions, of the 21 studies, 12 (57%) used a
researcher-designed app [27,28,30-34,36,40,41,49,50], whereas
9 (43%) used a commercially available app
[25,26,29,35,37-39,47,48]. All studies had either used a
culturally adapted app or had an app that was locally developed,
except for 2 (10%) studies [29,47] that used a generic app
developed in the United States. All studies reported using a
multifunctional app, with the most common features being
interactivity with health professionals; calorie, activity, or weight
tracking; health and lifestyle information; and progress feedback
(Multimedia Appendix 5 [25-41,47-50]). Other features such
as gamification, which included scoring of app use to gain points
for reward redemption and leader board positions, were less
commonly reported. The average number of app features was
8.7 (SD 3.36, range 3-15). Comparing between commercially
available and researcher-designed apps, the average numbers
of app features were comparable at 7.7 (SD 3.15, range 3-12)
and 9.5 (SD 3.45, range 5-15), respectively.

Risk-of-Bias Assessments

RCTs and Bias
The risk-of-bias assessments of the included studies are
summarized in Tables 3 and 4 for RCTs and Table 5 for
non-RCTs, respectively. More than half of the RCTs included
in both the systematic review and meta-analysis were rated low
risk for selection bias, attrition bias, reporting bias, and other
biases. Of the 17 RCTs, 1 (6%) was rated high risk for random
sequence generation because of errors in patient randomization
[27] and 5 (29%) were rated unclear risk for allocation
concealment because of insufficient details reported by the
authors [27-29,37,38]. Performance bias was rated high risk for
53% (9/17) of the studies [26-30,32,33,35,38], whereas 29%
(5/17) of the studies scored unclear risk [25,31,34,36,37]. Of
the 17 studies, detection bias was rated unclear for most, except
for 3 (18%) that were rated low risk [25,34,35]. Of the 17
studies, 3 (18%) were rated high risk for attrition bias, with
attrition rates between 21% and 24% [27,28,31]; 2 (12%) were
rated unclear risk [32,38]; and 1 (6%) was rated high risk for
reporting bias because the authors did not report the primary
outcome registered in the trial registration [31]. Apart from
these bias domains, of the 17 studies, 4 (24%) and 3 (18%) were
rated high risk and unclear risk with regard to other biases,
respectively.
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Table 3. Risk of bias within the randomized controlled trials for selection, performance, and detection bias domains (N=17).

Detection bias (ob-
jective measures)

Detection bias (self-
reported outcomes)

Performance biasSelection bias (allocation
concealment)

Selection bias (random
sequence generation)

Author, year, country

Low riskLow riskHigh riskUnclear riskLow riskBender et al [47], 2018,
United States

Unclear riskUnclear riskHigh riskUnclear riskLow riskDong et al [48], 2018,
China

Low riskUnclear riskUnclear riskLow riskLow riskDorje et al [25], 2019,
China

Unclear riskUnclear riskHigh riskLow riskLow riskKaur et al [26], 2020, India

Unclear riskUnclear riskHigh riskUnclear riskHigh riskKim et al [27], 2019, South
Korea

Unclear riskUnclear riskHigh riskUnclear riskLow riskLee et al [28], 2018, South
Korea

Unclear riskHigh riskHigh riskUnclear riskLow riskLee et al [29], 2019, South
Korea

Unclear riskLow riskHigh riskLow riskLow riskLim et al [30], 2020, Singa-
pore

Unclear riskLow riskUnclear riskLow riskLow riskMuralidharan et al [31],
2019, India

Unclear riskUnclear riskHigh riskLow riskLow riskOh et al [32], 2015, South
Korea

Unclear riskUnclear riskHigh riskLow riskLow riskShin et al [33], 2017,
South Korea

Low riskUnclear riskUnclear riskLow riskLow riskSuen et al [34], 2019,
Hong Kong

Low riskUnclear riskHigh riskLow riskLow riskTanaka et al [35], 2018,
Japan

Unclear riskUnclear riskHigh riskUnclear riskLow riskYang et al [49], 2017, Tai-
wan

Unclear riskUnclear riskUnclear riskLow riskLow riskYang et al [36], 2020,
South Korea

Unclear riskLow riskUnclear riskUnclear riskLow riskZhang et al [37], 2019,
China

Unclear riskUnclear riskHigh riskUnclear riskLow riskZhou et al [38], 2016, Chi-
na
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Table 4. Risk of bias within the randomized controlled trials for attrition, reporting, other, and overall bias domains (N=17).

Overall biasOther biasReporting biasAttrition biasAuthor, year, country

High riskHigh riskLow riskHigh riskBender et al [47], 2018, United States

Moderate riskLow riskLow riskLow riskDong et al [48], 2018, China

Low riskLow riskLow riskLow riskDorje et al [25], 2019, China

High riskUnclear riskHigh riskLow riskKaur et al [26], 2020, India

High riskHigh riskLow riskHigh riskKim et al [27], 2019, South Korea

High riskHigh riskLow riskHigh riskLee et al [28], 2018, South Korea

High riskLow riskLow RiskLow riskLee et al [29], 2019, South Korea

Moderate riskLow riskLow riskLow riskLim et al [30], 2020, Singapore

High riskHigh riskUnclear riskHigh riskMuralidharan et al [31], 2019, India

Moderate riskUnclear riskLow riskUnclear riskOh et al [32], 2015, South Korea

Moderate riskUnclear riskLow riskLow riskShin et al [33], 2017, South Korea

Moderate riskHigh riskUnclear riskLow riskSuen et al [34], 2019, Hong Kong

Moderate riskLow riskLow riskLow riskTanaka et al [35], 2018, Japan

High riskHigh riskUnclear riskHigh riskYang et al [49], 2017, Taiwan

Moderate riskLow riskUnclear riskLow riskYang et al [36], 2020, South Korea

Moderate riskLow riskUnclear riskLow riskZhang et al [37], 2019, China

Moderate riskLow riskLow riskUnclear riskZhou et al [38], 2016, China

Table 5. Risk of bias within the non-RCTsa (N=4).

Author, year, country

Wijaya and Widiantoro
[41], 2018, Taiwan

Kim et al [50], 2019, South
Korea

Kim et al [40], 2014, South
Korea

He et al [39], 2017, China

Pretest-posttest designCohort based non-RCTMatched controlled non-
RCT

Cohort-based non-RCTStudy design

Moderate riskCritical riskSerious riskModerate riskBias due to confounding

Low riskLow riskLow riskLow riskBias in selection of patients into
the study

Low riskLow riskLow riskLow riskBias in classification of interven-
tions

Low riskSerious riskModerate riskModerate riskBias due to deviations from intend-
ed interventions

Low riskLow riskLow riskLow riskBias due to missing data

Moderate riskModerate riskSerious riskModerate riskBias in measurement of outcomes

Moderate riskModerate riskModerate riskModerate riskBias in selection of the reported
result

Moderate riskCritical riskSerious riskModerate riskOverall bias

aRCT: randomized controlled trial.

Non-RCTs and Bias
The overall risk of bias for non-RCTs ranged from moderate to
critical risk. All studies were rated low risk for selection bias,
classification bias, and attrition bias. The studies were mostly
rated moderate risk of bias for the other domains, except for 1
study that was rated serious risk for confounding bias and
detection bias, leading to the overall rating of serious bias for
the study [40]. A non-RCT that was excluded from the

meta-analysis had an overall critical risk score because of critical
risk of bias for confounding and serious risk of bias for deviation
from the intended intervention [50].

Intervention Efficacy
Of the 21 studies, 4 (19%; 3 RCTs and 1 non-RCT) were
excluded from the meta-analysis because they did not provide
specific values for weight-related outcomes that could be pooled
[47-50]. In Bender et al [47], the authors reported significant
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weight loss and higher percentage of intervention patients
achieving 5% weight loss, whereas the remaining 3 studies did
not report any significant results.

Among the 14 selected RCTs for the quantitative analysis, 9
(64%) reported a positive effect for the intervention on weight
loss between the treatment arms [26,28-33,35,47]. In the 8 RCTs
that did not report significant differences between the treatment
groups, 7 (88%) nonetheless found that the intervention arms
contributed to greater weight loss compared with the controls
[27,34,38,39,41,49,50]. In all, 3 RCTs assessed the proportion
of participants achieving clinically significant weight loss (ie,
5% weight loss) and found that between 15% and 44% of the
participants in the intervention groups achieved 5% weight loss,
whereas 6%-9% of the control participants achieved clinically
significant weight loss [30,31,47].

The pooled weighted effect size across 14 RCTs for weight
change (Figure 2) was small to moderate (Hedges g=–0.26;
95% CI –0.41 to –0.11; P<.01) with substantial heterogeneity

(I2=68.3%), whereas similar effect sizes were also observed for
BMI (Hedges g=–0.21; 95% CI –0.42 to –0.01; P=.04;

I2=69.9%) and waist circumference (Hedges g=–0.24; 95% CI

–0.45 to –0.02; P=.03; I2=65.5%; Figures S1 and S2 of
Multimedia Appendix 6). In terms of absolute weight, BMI,
and waist circumference reduction, the raw mean difference
revealed that the intervention group lost 1.16 kg (95% CI

0.81-1.52), 0.42 kg/m2 (95% CI 0.16-0.68), and 1.21 cm (95%
CI 0.22-2.21) more than the control group, respectively (Figures
S3-S5 of Multimedia Appendix 6). Visual assessment of the
funnel plots revealed no obvious asymmetry, suggesting a low
risk of publication bias (Multimedia Appendix 7).

Figure 2. Forest plot showing the pooled effects of the interventions that incorporate apps on weight change. RE: random effects; SMD: standardized
mean difference.

In a separate analysis of non-RCTs, 2 studies were included for
each outcome: weight and BMI (Figures S6 and S7 of
Multimedia Appendix 6). The effect size for weight change was
statistically significant but small, with Hedges g=–0.09 (95%

CI –0.13 to –0.05; P<.01; I2=0%). In contrast, the effect size
for BMI was not statistically significant (Hedges g=0.06; 95%

CI –0.27 to 0.39; P=.74; I2=0%). No analysis was conducted
for waist circumference because only 1 study reported this
outcome [39]. Overall, the results for the non-RCT meta-analysis
should be interpreted with caution because there were very few
data points included in the analyses and the data from the studies
included were highly variable.

In the subgroup analyses for single-component (standalone app
interventions) studies, no meta-analysis was conducted because
of a lack of data points to assess the outcomes for RCTs and
non-RCTs separately. Tanaka et al [35] reported a statistically
significant weight loss between the groups but not He et al [39],
although the intervention patients achieved a greater weight
loss.

For interventions with the addition of apps to usual care, the
effect size for weight (Figure 3) was statistically significant
with a small to moderate Hedges g=–0.28 (95% CI –0.47 to

–0.09; P<.01; I2=67.6%); however, this was not the case for
BMI and waist circumference outcomes (Figures S8 and S9 of
Multimedia Appendix 6).
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Figure 3. Forest plot showing the pooled effects of interventions combining usual care with app (intervention) versus usual care alone (control) on
weight change. RE: random effects; SMD: standardized mean difference.

Moderation analysis suggested that study duration was not a
significant moderator of intervention effects on weight, BMI,
and waist circumference, with P values of .72, .67, and .69,
respectively. All studies included in this meta-analysis had an
intervention period of 6 months or less. Post hoc analyses
(Figures S10 and S11 of Multimedia Appendix 6) revealed that
changes in body weight were significantly different between
the intervention and control groups, both in studies with a
duration of 3 months or less (Hedges g=–0.28; 95% CI –0.52

to –0.05; P=.02; I2=75%), as well as those between 3 and 6
months (Hedges g=–0.29; 95% CI –0.51 to –0.08; P=.01;

I2=72.2%). Conversely, changes in BMI and waist circumference
did not differ significantly between the treatment arms in both
data subsets (Figures S12-S15 of Multimedia Appendix 6).

Secondary Outcomes
Across all 21 studies, 17 (81%) reported at least one secondary
outcome measured through a range of tools and approaches, as
described in Multimedia Appendix 8 [25-41,47-50]. In all, 8
out of 11 studies (73%) showed that an app intervention
improved dietary outcomes, with 5 studies [26,32,38,48,50]
reporting concomitant within-group and between-groups
differences, whereas Suen et al [34] and Lee et al [29] reported
within-group differences. Physical activity outcomes were
mostly reported as changes in exercise frequency, intensity, or
duration. A total of 7 out of 11 studies (64%) showed an increase
in physical activity level or exercise scores, with significant
within-group and between-groups differences reported in 3
[29,38,50] and 6 studies [25,33,38,41,49,50], respectively.
Significant improvements in self-efficacy scores were reported
in 4 out of 6 studies (67%) [26,38,48,50], whereas 2 studies
reported no significant change [27,41].

Among the 9 studies reporting significant weight change, 2
(22%) [26,32] reported significant improvements in diet,
whereas 1 (11%) [33] reported significant increment in physical
activity. Of the 9 studies reporting significant weight change,
3 (33%) studies did not find a significant improvement in diet
[29,33,35], whereas the others did not report dietary outcomes
[28,30,31,47]. Similarly, for physical activity, 3 (33%) studies

[28,29,32] did not find any significant improvement, whereas
the remaining studies did not report this outcome
[26,30,31,35,47].

Of the 21 studies, 9 (43%) reported on app use and engagement
[25,29,30,33,35,37-39,50]; however, only 6 offered use
statistics, albeit by using various measures [25,30,35,37-39].
These statistics included number of daily log-ins [30]; meal,
activity, or weight logging [30]; uploading of meal photos [35];
reading of messages [25]; frequency of app use [37];
interactivity with coaches [37,38]; and number of questions
asked and cumulative app use scores [39]. Of the 9 studies, 4
(44%) reported that increased app use or adherence was
associated with greater weight loss and health outcomes
[29,33,35,39], whereas the remaining 5 (56%) did not explore
any associations. In addition, of the 9 studies, 2 (22%) found
that app use declined over time [30,35], whereas the remaining
7 (78%) did not report app engagement trends.

Discussion

Principal Findings
The interventions that incorporated apps produced a small to
moderate effect in reducing weight, BMI, and waist
circumference in Asian populations, although substantial
heterogeneity was present. It was unclear if single-component
standalone app studies were efficacious for weight loss;
however, supplementing usual care with an app seemed to be
beneficial for enhancing weight loss compared with usual care
alone. However, the results may not be representative of
long-term studies because of a lack of data. This review also
found that app interventions may be beneficial for improving
diet and increasing physical activity and self-efficacy for healthy
behaviors. In these interventions, apps made for Asian
populations were largely culturally adapted and multifunctional,
with the most common app features being communication with
health professionals and self-monitoring of behaviors and
outcomes. Overall, the quality of the studies ranged from low
to unclear risk of bias for most domains, apart from performance
bias where most of the studies were graded high risk because
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of the lack of blinding, which is challenging in interventions
that incorporate apps. Therefore, the results should be interpreted
with caution.

Among the studies in our review that reported a significant
difference in either between groups or within group for weight
loss favoring the intervention or a greater likelihood among the
intervention groups for clinically significant weight loss, most
were multicomponent. They typically included face-to-face
consultations and reviews through phone calls or emails in
addition to the app component.

Our review found that supplementing multicomponent usual
care practices with an app was successful in achieving greater
results. Reviews of studies in Western populations have
observed similar findings [8,15]. This could be attributed to the
provision of social support, accountability, and increased
opportunities for patients to be reviewed beyond the confines
of the app [51], thus underscoring the importance of additional
components to raise contact frequency, enhance self-monitoring,
and maximize outcomes.

Monitoring of weight, diet, and physical activity behaviors was
a common feature of apps in the interventions reviewed. The
addition of an app to usual care aligns with the understanding
that self-monitoring can improve self-regulation of behaviors
and weight loss [52,53]. By enhancing convenience for users,
apps thus encourage more consistent self-monitoring [54] to
promote treatment adherence and weight loss [15,42]. This
review also observed that the outcomes of healthy eating and
increased physical activity, which are key determinants of
weight loss, tend to occur alongside improved self-efficacy for
implementing healthy behaviors. As self-efficacy was previously
found to be positively associated with self-monitoring, it is
likely that increased self-monitoring may account for the
behavioral improvements seen [55].

It was also apparent from our review that multifunctional,
all-in-one apps were common among Asian interventions. The
features included direct communication with health professionals
through the app, in addition to functionalities for calorie,
activity, and weight tracking as well as provision of health
information and progress feedback, thereby matching the
features found in effective digital weight loss interventions
reported in a recent review [54].

In contrast with apps designed in Western countries, which tend
to focus more on independent learning [8], apps designed for
Asians frequently include accessibility to health professionals.
It is plausible that having health coaches within apps reduces
the barriers for Asians to seek health information, validation,
and support from their clinicians [18,19,56], while conferring
increased credibility to the coaching and support given to users
[54,57]. App users recognize the benefit of health professionals
such as dietitians providing support, particularly as they offer
effective, evidence-based, culturally appropriate, and tailored
dietary counseling to participants [58,59]. Correspondingly,
most studies that employed a dietitian or nutrition-trained
professional reported a greater weight loss with the intervention
[28,30-32,35,37,50].

Furthermore, all but 2 studies [29,47] either used a culturally
adapted app or an app that was locally developed; employed
the respective country’s native language; and incorporated
localized educational content, food databases, and
recommendations. Research supports that using culturally
appropriate content, engaging local facilitators, and offering the
app in the native language are important factors that may
promote app use and outcomes [57,60].

Only 6 of the 21 studies reported app use statistics, whereas 2
others provided associations between app adherence and
outcomes without reporting actual app engagement data.
Meyerowitz-Katz et al [61] reported in a recent meta-analysis
that the pooled estimate of app nonuse (defined as attrition rate)
was 43%, indicating a serious limitation of app-based
interventions if strategies for maintaining long-term engagement
with the intervention (longer than a year) are not considered.
In this review, the interventions that incorporated an app
achieved statistical significance for weight change in studies
with durations that were 6 months or less. However, the efficacy
of these interventions in long-term studies remains unclear
because none of the studies reviewed included durations longer
than a year. App engagement levels in this review varied across
studies, making comparison difficult. Nevertheless, evidence
from this review echoed the results reported by previous reviews
that increased app use is associated with greater adherence and
weight loss [8,15], notwithstanding the fact that app engagement
typically declines over time [8,61].

Strengths and Limitations
This is the first meta-analysis to report on the efficacy of apps
incorporated into interventions targeting weight loss with or
without healthy behavioral change in populations of Asian
ethnicity. The review and meta-analysis were conducted
according to best practice and followed PRISMA guidelines
with a comprehensive search strategy and assessment of risk of
bias using Cochrane Collaboration tools. The study selection,
data extraction, and quality assessment were conducted
independently by 2 reviewers.

This review is not without some limitations. The heterogeneity
observed across studies was substantial, making it challenging
to effectively interpret the results. Substantial heterogeneity
could be due to the differences in study aims, targeted outcomes,
methods, populations, and interventions. The lack of consistent
and detailed reporting among the studies limited our ability to
assess the true dose of intervention received, user engagement
levels, and behavior change techniques that may have been
employed in the apps. Therefore, the results of the meta-analysis
should be interpreted with caution. Future studies that
incorporate apps should consider using a standardized tool such
as the Behavior Change Technique Taxonomy to code app
features in a systematic and replicable manner and report user
engagement statistics to evaluate app use and outcomes. This
review was also limited to studies that were published in the
English language. This may be problematic, given that we were
studying apps in Asian populations, and English may not have
been the first language in many countries; hence, some articles
in other languages would not have been captured in this review.
Finally, as most of the studies were multicomponent in nature,
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components apart from the app, such as in-person education or
review calls, may have more strongly influenced the outcomes;
however, it was not possible to identify the contribution of these
components to the weight loss outcomes.

Conclusions
This review contributes to the literature by presenting
quantitative evidence that multicomponent interventions that
incorporate apps produce a small to moderate effect toward
weight loss in studies of Asian populations with intervention
periods of 6 months or less. It is unclear if single-component
standalone-app studies are efficacious for weight loss; however,

adding apps to multicomponent usual care confers better
outcomes. More evidence is required to determine the efficacy
of apps in the long term. Cultural adaptation and offering the
app in the native language of the users seem to be a priority in
Asian apps. Multifunctional apps with features that include
self-monitoring, individualized feedback, and a link to health
professionals within the apps may be key to raising awareness
and engagement, as well as promoting weight loss. Finally, it
is recommended that investigators monitor and address the low
uptake of apps and attempt to enhance engagement level before
using apps as part of national health strategies for reducing
obesity.
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Abstract

Background: Digital interventions have tremendous potential to improve well-being and health care conveyance by improving
adequacy, proficiency, availability, and personalization. They have gained acknowledgment in interventions for the management
of a healthy lifestyle. Therefore, we are reviewing existing conceptual frameworks, digital intervention approaches, and associated
methods to identify the impact of digital intervention on adopting a healthier lifestyle.

Objective: This study aims to evaluate the impact of digital interventions on weight management in maintaining a healthy
lifestyle (eg, regular physical activity, healthy habits, and proper dietary patterns).

Methods: We conducted a systematic literature review to search the scientific databases (Nature, SpringerLink, Elsevier, IEEE
Xplore, and PubMed) that included digital interventions on healthy lifestyle, focusing on preventing obesity and being overweight
as a prime objective. Peer-reviewed articles published between 2015 and 2020 were included. We used the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses) guidelines and a framework for an evidence-based systematic
review. Furthermore, we improved the review process by adopting the Rayyan tool and the Scale for the Assessment of Narrative
Review Articles.

Results: Our initial searches identified 780 potential studies through electronic and manual searches; however, 107 articles in
the final stage were cited following the specified inclusion and exclusion criteria. The identified methods for a successful digital
intervention to promote a healthy lifestyle are self-monitoring, self-motivation, goal setting, personalized feedback, participant
engagement, psychological empowerment, persuasion, digital literacy, efficacy, and credibility. In this study, we identified existing
conceptual frameworks for digital interventions, different approaches to provide digital interventions, associated methods, and
execution challenges and their impact on the promotion of healthy lifestyle management.

Conclusions: This systematic literature review selected intervention principles (rules), theories, design features, ways to determine
efficient interventions, and weaknesses in healthy lifestyle management from established digital intervention approaches. The
results help us understand how digital interventions influence lifestyle management and overcome the existing shortcomings. It
serves as a basis for further research with a focus on designing, developing, testing, and evaluating the generation of personalized
lifestyle recommendations as a part of digital health interventions.

(J Med Internet Res 2021;23(11):e26931)   doi:10.2196/26931

KEYWORDS

eHealth; digital intervention; lifestyle; obesity; challenges; mobile phone

J Med Internet Res 2021 | vol. 23 | iss. 11 | e26931 | p.134https://www.jmir.org/2021/11/e26931
(page number not for citation purposes)

Chatterjee et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

mailto:ayan.chatterjee@uia.no
http://dx.doi.org/10.2196/26931
http://www.w3.org/Style/XSL
http://www.renderx.com/


Introduction

Overview
Deaths caused by lifestyle diseases are increasing rapidly
compared with deaths caused by infectious disease [1-4]. Most
lifestyle diseases arise from unhealthy and sedentary lifestyles,
low nutritional propensities, and poor living conditions, affecting
individuals from different financial backgrounds, beyond age
and gender biases [1-3]. Lifestyle diseases are a monetary
burden to individuals, families, businesses, and governments.
They cause 41 million deaths each year, equivalent to 71% of
all deaths worldwide [1-6]. Every year, 15 million people die
from lifestyle diseases between the ages of 30 and 69 years, and
more than 85% of these premature deaths occur in low- and
middle-income countries [1-6]. The fundamental risk factors
[7-13] behind lifestyle diseases are excessive alcohol and
tobacco consumption, improper food plan, and physical
inactivity, resulting in excess weight gain (obesity), increased
blood glucose, hypertension, high blood cholesterol, and social
detachment [7-13]. Obesity is a primary lifestyle disease that
leads to other lifestyle diseases, such as cardiovascular diseases
(CVDs), clinical obstructive pulmonary disease, cancer, type 2
diabetes, hypertension, and depression [7-13]. In 2016, more
than 1.9 billion adults age ≥18 years were overweight. Of these,
over 650 million were obese [2-4]. In 2016, 39% of adults aged
≥18 years were overweight, and 13% were obese [2-4]. In 2019,
an estimated 38.2 million children aged ≤5 years were
overweight or obese [2-4]. Once considered a problem in
high-income countries, overweight and obesity are now rising
in low- and middle-income countries (especially in urban
environments) [2-4]. Since 2000, the number of overweight
children aged ≤5 years has increased by nearly 24% in Africa
[2-4,8]. In 2019, almost half of the children aged ≤5 years who
were overweight or obese lived in Asia [2-4,8]. Thus, control
plans need to include detection, screening, treatment, and
prevention methods. Digital interventions may provide viable
and hypothetically cost-effective models to improve well-being.
They provide widely distributed, trusted, and personalized
well-being information and services to fulfill individualized
needs to maintain a healthy lifestyle [14-19].

Digital interventions for changing negative health behaviors to
advance a healthy lifestyle are instigated by persuasion studies.
The World Health Organization (WHO) has classified digital
health interventions into the following 4 categories: clients,
health care providers, health system managers, and data services,
where digital and mobile technologies are being used to help
well-being system needs and achieve health objectives [20-26].
Digital intervention methods include conceptualization,
intervention strategies, policy design, understanding of the
environment, motivation, behavioral determinants and
psychology, persuasion, self-determination theory,
self-regulation, participation (engagement), decision-making
and feedback generation, goal setting and evaluation,
incorporation of digital technologies (eg, smartphones,
computers, and wearable sensors), and digital recommendation
generation. Its success depends on credibility, satisfaction,
privacy, digital literacy, proper connectivity, cocreation, and
efficacy evaluation [20-26]. According to the WHO, harnessing

the power of digital technology is critical to achieving universal
health coverage, and digital technologies are not an end in
themselves; they are essential tools for promoting health,
maintaining world security, and serving the disadvantaged
[18-24]. Digital interventions have been carried out effectively
for well-being advancement and psychological well-being and
for enabling self-administration of enduring conditions [18-24].
Nonetheless, their capability is restricted by low use rates, with
noncommitment being a significant challenge. The use of digital
technology provides new opportunities to improve health
[18-24]. However, the evidence also highlights the challenges
posed by certain interventions. If digital technologies are to be
maintained and integrated into health systems, they must be
able to demonstrate long-term improvements compared with
traditional methods of providing health services [23,24].

Limitations
Digital intervention depends heavily on the context and ensures
the proper design, including the structural issues in the
environment in which they are used, the available infrastructure,
the health needs they are addressing, and the ease of use of
technology [1,15-17]. Consequently, it is important to discover
successful procedures for expanding individual engagement
with digital interventions. Digital interventions can also support
health workers to give them more opportunities to clinical
protocols around, for example, decision support mechanisms
or telemedicine consultation [15-17]. Digital interventions
should supplement and enhance the functions of the health
system by accelerating information exchange and other
mechanisms but cannot substitute the essential components
required by the health system, such as the health workforce,
funding, leadership and governance, and access to critical
medicines. However, digital interventions in health care have
tremendous potential as scalable tools to enhance well-being
and health care service conveyance by improving viability,
proficiency, openness, and personalization [1,15-17]. The WHO
is working hard to ensure that it can be used as efficiently as
possible, which means adding value to medical staff and
individuals who use these technologies, considering the
limitations of the infrastructure, and making appropriate
coordination [22-24]. Although digital intervention's application
area is broad, we have focused only on digital behavioral
intervention for healthy lifestyle studies in this paper.

Study Aim
Efficiency, acceptability, and compliance are 3 necessary
indicators of digital behavioral interventions, as they are
prerequisites for positively affecting health or healthy behavior.
Efficacy refers to the effect of using technology in behavioral
interventions. Acceptability means that users are satisfied with
the technology. Compliance refers to the degree to which
technology is used, as expected. This systematic literature
review addresses the following research questions (RQs):

RQ1: what are the existing conceptual frameworks for digital
interventions for healthy lifestyle management?

RQ2: what are the different approaches to provide digital
interventions for healthy lifestyle and what are the essential
methods?
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RQ3: what is the importance of digital intervention in promoting
healthy lifestyles targeting obesity and overweight?

Methods

Overview
We used a systematic literature review method to obtain a broad
overview of the current literature on the subject in a reproducible
and understandable manner. A systematic review is a study of
the evidence of a clearly expressed problem. It uses systematic
and transparent strategies to understand, select, and strictly
evaluate related basic research and extract and explore facts
from the research covered in the evaluation. Systematic reviews
represent scientific synthesis of evidence. We used the PRISMA
[27] and Rayyan [28] evidence-based frameworks for systematic
literature reviews. Subsequently, for article selection, we used
the Scale for the Assessment of Narrative Review Articles
(SANRA) scaling [29]. We conducted our systematic literature
review following the Wendler [30] proposals to search scientific
databases, as explained in Strategy subsection.

Strategy
The system’s search strategy was designed using a combination
of thesaurus, Oxford dictionary, and free terms covering the
following terms: eCoach, e-Coach, eHealth, e-Health,
electroniccoaching, online, automatic, persuasion, persuasive
technology, mHealth, mobilehealth, digital health, mobile,
digitalintervention, smartphone, smart-phone, application, app,
prevention, healthybehaviour, healthybehavior,
behaviourchange, behaviorchange, exercise, activity, walk,
step, fitness, sitting, inactive, screen time, sport, leisure activity,
nutrition, nutritional, diet, dietary, healthy eating, salad,
vegetables, fruit, discretionary food, snack, sweet beverage,
carbonated beverage, soft drink, habit, tobacco, alcohol,
computer, sedentary, lifestyle, intervention, lifestyle
recommendation, digital recommendation, behavioral
recommendation, program, programme, conceptual model,
health promotion, prevention, obesity, overweight, weight-gain,
weight gain, weight change, engagement, effectiveness,
efficiency, credibility, trust, motivation, regulation, challenges,
preferences, sample, and study duration. We filtered our search
with the following search string: ((eCoach OR *Coach OR
*coaching OR automatic OR online OR eHealth OR e-Health
OR persuasion OR persuasive* OR mHealth OR mobile* OR
digitalhealth) AND (digitalintervention OR smartphone OR
smart-phone OR computer OR app* OR prevention OR
*recommendation) AND (*behavior* OR *behaviour* OR
sedentary* OR lifestyle OR exercise OR *activity OR walk OR
step OR fitness OR inactive OR screentime OR sport OR
nutrition* OR diet* OR healthyeating OR salad OR veg* OR
fruit OR discretionary* OR snack OR *beverage OR softdrink
OR habit OR tobacco OR alcohol) AND (engagement OR
persuasion OR effectiveness OR efficacy OR efficiency OR
*motivation OR *regulation OR challenge* OR limitation* OR
credibility OR trust OR preferences OR program OR

programme OR conceptual* OR sample OR *duration) AND
(obesity OR *weight*)). We conducted the search in
collaboration with the library of the University of Agder in
Norway on the following 5 electronic databases including
Nature, SpringerLink, Elsevier, IEEE Xplore, and PubMed, as
they produced the maximum number of scientific sources related
to digital intervention studies for healthy behavior targeting on
the prevention of obesity and overweight as a primary objective.
Related search keywords were identified using Medical Subject
Headings terms, keywords from relevant articles, synonyms,
and self-established search terms. EndNote (V.9.x), DOAJ,
SHERPA/RoMEO, and Microsoft Excel (Office 365, 2019) were
used to search, collect, and select related articles effectively.

Studies on digital intervention are promising and have an
enormous scope in the health care domain with information and
communication technologies. A systematic literature review
produced related older studies, but they are primarily in the
theoretical phase, and the practical implementation is very
young. Therefore, to keep our systematic literature review
focused, articles related to digital interventions for healthy
lifestyle management were included when published between
January 1, 2015, and December 15, 2020. The search was
limited to English literature, humans, digital health intervention
methods, and research focused on improving healthy lifestyles.
We aim to include peer-reviewed articles that describe digital
intervention methodologies, conceptual models, theories, key
challenges, lifestyle recommendations, and research related to
healthy lifestyle management focusing on preventing obesity
and being overweight with digital means. Articles are classified
into the following groups: quantitative, qualitative, both
quantitative and qualitative, and short papers, such as posters,
editorials, and commentaries. Quantitative analysis is the factual
examination of information gathered by the framework to test
explicit speculations. Qualitative analysis centers around words
and implications to investigate thoughts and encounters inside
and out. The selection criteria (or specific parameters) for the
quantitative and qualitative articles were (1) articles associated
with a healthy lifestyle, with the main goal of preventing obesity
and being overweight using digital interventions (or
recommendations); (2) methods, theories, and strategies
associated with digital interventions; and (3) challenges of
digital interventions for lifestyle change.

We aim to adopt the explicit inclusion and exclusion criteria,
as described in Textbox 1 and divide and distribute the articles
among authors to complete the screening using the Rayyan
collaboration and research tool. After individual screening, the
results will be verified by other authors to resolve discrepancies
between the reviewers. Subsequently, eligible peer-reviewed
articles will be identified by manual search, quality score, and
manual assessment of reference lists of related papers. Initially,
titles, keywords, abstracts, and conclusions will be screened for
inclusion. Then, we review the screened articles independently
and check for individual eligibility for final inclusion.
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Textbox 1. Inclusion and exclusion criteria for systematic literature review.

Inclusion criteria

• Peer-reviewed, full-length articles written in English

• Digital intervention on healthy lifestyle articles published in the selected databases between 2015 and 2020

• Articles indexed in Google Scholar and (SCOPUS or SCI or SCIE)

• Journal papers, conference papers, or books

• Both qualitative (primary and secondary research) and quantitative studies

• Open access and accessible through the university library

• Studies associated with behavior change prevention rather than treatment and management of health conditions

Exclusion criteria

• Articles not written in English

• Incomplete, non–peer-reviewed articles

• Nonexperimental studies

• Poster, editorial, and commentary papers

• Articles published outside the selected time frame (<2015 and >2020)

• Articles not indexed in Google Scholar and (SCOPUS or SCI or SCIE)

• Studies related to offline human behavior interventions

• Papers having a considerable amount of analogous content or exact duplicate articles

• Economic, investment, and policy-making articles related to digital interventions

• Articles related to impacts from social interactions on behavior changes

• Articles related to traditional nutritional and physical activity assessment without any adoption of digital intervention methodologies

• Articles related to behavioral impacts on other lifestyle diseases apart from obesity such as cancer, mental health, chronic obstructive pulmonary
disease, cardiovascular disease, dysglycemia, type 2 diabetes, loneliness, and hypertension

• Articles related to the treatment and management of health conditions rather than prevention of lifestyle disease (obesity and overweight in
context)

• Articles related to cultural adaptation, nutrition policy, pregnancy, and genetics

• Articles related to worksite wellness, remote patient monitoring, hospital care, osteoporosis prevention for older adults, and web-based intervention
for victims of cyberbullying

The search results from the databases for full-text assessment
are as follows: IEEE Xplore (n=2), Nature (n=4), Elsevier
(n=28), PubMed (n=40), and SpringerLink (n=59); “n” signifies
total number articles screened for full-text assessment. We then
excluded short research articles (1-2 pages) from the previous
search list (Figure 1). In the prefinal assessment, for data
extraction, we maintained an Excel spreadsheet with the
following fields: title, reference in the American Medical
Association format, author, population size, study duration,
target group (children, adolescents, adults, and older adults),
nature of the paper (review, conceptual or methodology, survey,
and implementation), year, country of research, key terms,
keywords, intervention type, publication channel, technology
use, peer-reviewed, key findings (outcome, measures,
intervention methods, theory, intervention components,

effectiveness, and results), nature of assessment (qualitative,
quantitative, or both), key challenges, and quality score based
on SANRA. The primary outcome indicators extracted from
the preliminary research results were digital intervention
methods, nutritional intake, physical exercise, and healthy habits
(consumption of tobacco and alcohol). The quality of the
included articles was assessed using the SANRA 0-2-point scale.
We graded individual papers based on the 6 quality parameters,
as defined in Textbox 2. Individual quality parameters were
subcategorized into a 0-2–point scale. Finally, we calculated
the mean score of the 6 quality parameters. The number of
studies included in the prefinal assessment was 122 with a
SANRA score >1.90. Out of 122 studies, 15 had a SANRA
score between 1.9 and 2.0. Therefore, we selected 107 articles
that scored scale 2 based on the SANRA scale (Textbox 2).
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flowchart for article selection process.

Textbox 2. Searched article scaling based on quality parameters.

Quality parameters

• Justification of the article’s importance for readership

• Statement of concrete or specific aims or formulation of questions

• Conference and journal papers to describe the overview of this study

• Referencing

• Scientific reasoning

• Appropriate presentation of data

In the final stage, we had articles with grade 2 and cited them
as references (Textbox 3). In addition, we added 30 articles to
the reference list (Textbox 3), including websites (accessed
URLs), conference and journal papers to describe the overview
of this study, risks of lifestyle diseases, and healthy behavior
plans. The complete process of choosing the source for this

study is shown in the flowchart in Figure 1. The article selection
process consists of four stages—identification, screening,
eligibility, and inclusion. Instead of depicting all the included
studies as separate tables, we have presented significant findings
from the respective studies.
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Textbox 3. Nature of studies in the reference list.

Nature of studies

• Articles and web resources (URLs) to describe the overview of this study, risks of lifestyle diseases, and healthy behavior plan [2-31]

• Included studies with the Scale for the Assessment of Narrative Review Articles scale 2 (107 articles) [1,32-137]

Results

Study Selection and Study Characteristics
The searches (electronic database and manual databases) resulted
in 780 papers (695 in electronic databases and 85 manually),
of which 165 were duplicates. A total of 360 articles were
excluded from the study following the exclusion criteria, and
255 articles were screened by reading abstracts, keywords, and
conclusion sections. We selected 133 articles for full-text
reading. We decided on 122 articles after a full-text review and
checked the paper's length and the full-text availability in the
prefinal stage. The final search produced 107 core peer-reviewed
articles eligible for citation (4 from Nature, 49 from Springer,
23 from Elsevier, 1 from IEEE, and 30 from PubMed) related
to digital intervention for healthy lifestyle management. Of the
107 papers, 72 (67.3%) were qualitative, 29 (27.1%) were
quantitative, and the remaining 6 were both qualitative and
quantitative. The final 107 papers were selected from 4
continents, including Asia, Europe, North America, and Oceania
with the subsequent detailed search results as indicated by “n”:
Europe (n=56), North America (n=32), Oceania (n=16), Asia
(n=2), Asia and North America (n=1), North America and
Europe (n=1), and Oceania and North America (n=1).

The selected studies were clustered among the following 4 study
groups that helped to answer our RQs: review (n=38),
implementation (n=37), conceptual or methodology (n=23), and
survey (n=9) studies related to digital interventions for healthy
lifestyle management. Here, n signifies the total distribution of
studies in the 4 study groups.

The findings related to the identified RQs are elaborated as
follows.

RQ1: What Are the Existing Conceptual Frameworks
for Digital Interventions for Healthy Lifestyle
Management?
Mummah et al [32] proposed the concept of a conceptual
framework with the following 10 phases: empathize with target
users, define the target behavior, the basics of behavioral theory,
come up with implementation strategies, potential prototype
products, gather user feedback, build a real minimum product,
a pilot test to evaluate potential efficacy and utility, evaluation
of effectiveness in randomized controlled trials, and sharing of
interventions and results. These phases are grouped into 4
overarching categories: integration, design, evaluation, and
sharing.

Muench et al [33] proposed an overarching framework to
perform digital triggering (text messages, emails, and push
alerts) focusing on individual goals with the following 5
components: who (sender), how (stimulus type, delivery
medium, and heterogeneity), when (delivered), how much

(frequency and intensity), and what (trigger target, trigger
structure, and trigger narrative). They showed how user
characteristics, conceptual models, and clinical aims help to
plan digital interventions and initiate tailoring with product
features and user states.

Lewis et al [34] provided an idea to understand human behavior
technology engagement to measure digital behavior change
interventions (DBCIs) using a proposed framework. The
proposed framework conceptualizes the 2 basic categories of
commitment measured in digital behavior interventions (DBIs).
The types are committed to health behaviors known as Big E
and involvement of DBI known as Small E. DBI engagement
has been further broken down into 2 subclasses: user interactions
with intervention features designed to encourage frequent use,
such as simple log-in, games, and social interactions and make
the user experience attractive, and interactions of the user with
the components of a behavior change intervention (ie, behavior
change techniques) that influence determinants of health
behaviors and then affect health behaviors.

Wang et al [35] proposed a holistic TUDER (Targeting,
Understanding, Designing, Evaluating, and Refining) framework
to integrate taxonomies into the theory-based digital health
behavior intervention model. They showed how digital health
behavior intervention is guided and influenced by theoretical
concepts, such as behavior theories, behavior change
technologies, and persuasive technology.

Lubans et al [36] proposed a framework for designing and
delivering organized physical activity (PA) sessions for children
and adolescents for effective dissemination. Recommended
strategies include creating partnerships, presentations,
intervention dissemination, scaling up research, and embedding
evidence-based interventions.

According to Morgan et al [37], the limitations of digital health
intervention programs include the lack of attention to critical
sociocultural factors that affect participation and interventions
on research results. Their research provides a conceptual model
that illustrates the design and implementation of social and
cultural interventions.

Hekler et al [38] proposed models and theories for DBCI based
on international experts' discussions (including behavioral,
computer, and health scientists and engineers) and provided
suggestions for developing models and theories that can be
learned from DBCI and can provide references. The proposed
framework provides state-space representations to define when,
where, for whom, and for the person in which the intervention
will have a targeted effect. State refers to an individual's state
based on various variables, which define the space in which an
action mechanism may affect. The state-space representation
can be used to help guide theorization and determine
interdisciplinary methodological strategies to improve
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measurement, experimental design, and analysis so that DBCI
can match the complexity of real-world behavior changes.

RQ2: What Are the Different Approaches to Provide
Digital Interventions for Healthy Lifestyle and What
Are the Essential Methods?
In this systematic literature review, we identified the following
2 digital intervention approaches for a healthy lifestyle, and

they are further structured in Figure 2: smartphone app–based
intervention (health monitoring and personalized
recommendation generation) [33,39-60,80-106] and web-based
intervention (web-based monitoring and self-management or
self-reporting program) [1,61-79,97-102].

Figure 2. Structuring of digital intervention approaches for a healthy lifestyle.

In this systematic literature review, 35 studies targeted app-based
interventions, 18 targeted web-based interventions, and 19
targeted both app-based and web-based interventions. The

essential methods associated with both types of intervention
approaches are listed in Textbox 4.

Textbox 4. Essential methods associated with digital interventions for healthy lifestyle.

Study and key methods associated with digital interventions

• Lindwall et al [107]: motivation, satisfaction, self-determination, human-centered design, psychological needs (competence, autonomy, and
relationship), and exercise-related behavior in selected motivational profiles

• Nicklas et al [108]: motivation and self-determination

• Yu et al [109]: self-monitoring for dietary intake—pen and paper documentation, self-check, and PDAs

• Karppinen et al [110]: motivation, persuasion with persuasive technologies, self-monitoring, goal setting, and evaluation

• Nouri et al [111]: user-centered design, observation, persuasive prompts, and feedback generation

• Sharpe et al [112]: efficacy evaluation, encouragement, and engagement

• O’Connor et al [113]: complexity analysis and identification of challenges

• Yardley et al [114]: feasibility study, usability study, beliefs, attitudes, needs, and conditions of people

• Fischer et al [105]: behavior change techniques, personal coaching, regular prompting, and efficacy evaluation

• Mitchell et al [53]: engagement, goal setting, incentives, and goal evaluation

RQ3: What Is the Importance of a Digital Intervention
to Promote a Healthy Lifestyle Targeting Obesity and
Overweight?
In recent years, an increasing number of digital intervention
approaches have been implemented to promote a healthy
lifestyle in different age groups. This RQ found modest evidence

for effective digital interventions to improve PA, diet, and habits
to prevent obesity and overweight. In individuals who are
overweight and obese, therapeutic weight control approaches
contribute to clinically significant weight losses; however, due
to limited access, expense, and time constraints, many people
cannot engage in these face-to-face treatments. The advancement
of several digital weight loss services has resulted in
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technological advances, such as universal access to the internet,
expanded use of smartphones, and newer behavioral
self-monitoring tools.

Verjans-Janssen et al [99] recognized the importance of
implementing a long-term, locally relevant, holistic approach
to promoting healthy weight status, stimulating the PA levels
of children, and preventing them from wasting unnecessary
time throughout school days on sedentary behaviors.

Brigden et al [115] designed interactive DBI for younger
children based on the following characteristics: participation of
parents, gaming functionality, additional therapist assistance,
behavioral (rather than cognitive) approaches, and unique
feedback and monitoring, shaping knowledge, repetition and
substitution, and reward.

Nicklas et al [108] conceptualized a multi-exposure theory-based
motivational theater, which can be an efficient behavior
technique to improve preschool children's intake of vegetable
dishes that can be conveniently disseminated to a large sample.

Lubans et al [36] used the Supportive, Active, Autonomous,
Fair, and Enjoyable concepts to develop realistic strategies to
engage young people with PA sessions to maximize involvement
in PA and facilitate physical literacy by optimizing the results
of affective, emotional, motivational, and movement skills.

Burrows et al [79] supported the need for web-based delivery
of a balanced lifestyle program that addresses higher nutritional
parental issues rather than infant weight. Parents were interested
in a web-based family healthy lifestyle program and shared a
desire for the program’s website to be easy to navigate and
user-friendly, casual, but with personalized guidance and
goal-setting opportunities.

Carrà et al [41] investigated the Interactive Alcohol Risk
Alertness Notifying Network for Adolescents and Young Adults
(D-ARIANNA), a publicly accessible evidence-based eHealth
app to estimate the current health risks by queries and fit-defined
risk factors and include an overall risk score in percentage terms,
accompanied by relevant images showing the main contributing
factors in overview graphs and achievement.

Helle et al [57] conducted a study and identified 6 main
behavioral risk factors as strong determinants of chronic diseases
in adolescents (risky alcohol consumption, smoking, low diet,
physical inactivity, sedentary behavior, and unhealthy sleep
patterns). The study revealed that web and mobile technology
interventions benefit adolescent participation, scope, and
scalability to prevent the identification of health risk behaviors.

Stockwell et al [67] reported that PA and sedentary behavior
are modifiable risk factors for lifestyle diseases and healthy
aging; however, most of the older adults remain inadequately
active. DBCIs can reach many older adults to promote PA and
reduce sitting time. DBCIs may increase PA and physical
function and reduce sedentary lifestyle and systolic blood
pressure in older adults, but more high-quality testing is
required.

According to Stephenson et al [40], machines, smartphones,
and wearable technology resources can reduce the average
sedentary time (minutes/day).

Weegen et al [62] showed that behavioral approaches were not
successful without digital resources, and the integration of
behavioral interventions with digital media proved to be an
efficient way to stimulate PA.

Geidl et al [98] performed a recommendation generation study
in adults with lifestyle diseases for PA and PA promotion over
a week with a guideline of performing at least 150 minutes of
aerobic PA with moderate intensity, 75 minutes of aerobic PA
with vigorous intensity, or a combination of both. The PA and
PA promotion guidelines advise adults impacted by lifestyle
diseases and health providers on how much PA for adults with
lifestyle diseases would be ideal. The guidelines provided the
best strategies and approaches for growing low PA levels in
adults with lifestyle diseases to professionals entrusted with PA
promotion.

Gans et al [81] performed a study on 2525 worksite employees,
and after 4 months, dietary fat intake decreased significantly
with a multimedia-based (video) intervention strategy.
Individually tailored videos helped office workers minimize
dietary fat and increase fruit and vegetable consumption.
Recently, to minimize sedentary behavior, technology-enhanced
solutions such as mobile apps, activity monitors, prompting
apps, SMS text messages, emails, and websites have been
exploited.

Step-count sensors can improve walking, helping to tackle
physical inactivity (pedometers, body-worn trackers, and
smartphone apps). Chaudhry et al [87] assessed the influence
of step-count monitors on PA in community-dwelling adults in
randomized controlled trials, including longer-term results and
discrepancies between step-count monitors and components of
the intervention.

Muench et al [33] performed a multimedia-based (text)
qualitative intervention to show the positive impact of digital
triggers (such as SMS text messages, emails, and push alerts)
in adults to change in curative conduct in health interventions.
New technology apps for mobile health (mHealth) are emerging
and provide the basis for fundamentally changing medical
research, treatment practices, and scope.

Lin et al [43] conducted a web-based study on 4144 adults,
collaborating with Quit Genius, an mHealth app focused on
cognitive behavioral therapy that helps users quit smoking, to
explore the successful nature of an mHealth digital app, which
provides its users with substantial benefits and helps them
modify their habits for a healthy lifestyle. The app's ability to
improve users' hedonic well-being and inspire them mentally
in their everyday lives was described as essential to help users
quit smoking. The findings found that users whose well-being
was improved via the app were 1.72 times more likely to quit
smoking successfully.

Korinek et al [101] revealed that an adaptive phase target plus
reward intervention using a mobile app appeared to be a feasible
solution to increasing walking activity in overweight adults.
Satisfaction with the app was strong, and the participants
enjoyed having variable targets every day.

Mummah et al [32] tested the effect of a mobile app to increase
vegetable consumption among overweight adults seeking to
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sustain weight loss. The findings showed the effectiveness of
a mobile app in increasing the consumption of vegetables among
overweight adults.

Hanze University [104] launched a health promotion initiative
to enable workers to lead a less sedentary life. The use of an
activity tracker for tracking the regular step count of participants
was one of the program's measures. For a fortnightly coaching
session, the regular move count acted as feedback. They argued
that the use of machine learning in the process of automated
personalized coaching might become an invaluable advantage.
Individualized algorithms allow PA to be predicted during the
day and provide the ability to intervene in time. Machine
learning techniques empower automatic coaching and
personalization.

Since attending a weight control program, many individuals
who are overweight find it difficult to sustain weight loss.
Self-weighing and telephone support are useful tools for weight
loss monitoring. Partridge et al [82,84] and Sidhu et al [83]
tested the efficacy of a weight maintenance program based on
SMS text messaging to facilitate daily self-weighing in adults
and found it to be effective for young men and women.

Ball et al [69] organized an incentive-based, promising
web-based intervention study to increase PA and reduce sitting
among adults (ACHIEVE: Active Choices IncEntiVE). They
explored the effectiveness, appeal, and impact of offering
nonfinancial incentives for inactive middle-aged adults to
encourage increased PA, decreased sedentary time, decreased
BMI, and blood pressure.

Franssen et al [90] performed a study on consumer wearable
activity trackers to promote PA levels.

Oosterveen et al [72] conducted a qualitative analysis of eHealth
behavioral interventions aimed at analyzing smoking rates,
nutritional habits, alcohol consumption, PA levels, and obesity
in young adults and revealed that because of their high level of
use of technology, eHealth interventions have potential among
young adults.

Therefore, this RQ reveals that digital interventions have the
potential to promote a healthy lifestyle (regular PA, healthy
habits, and proper dietary intake) in all age groups, for personal
weight management. In therapeutic approaches, self-monitoring
is a crucial part of digital intervention [73]. According to a study
[73], participants participating in behavioral interventions have
lost 8%-10% of their initial body weight. These results are
considered positive based on studies suggesting that losses of
5% can yield positive health improvements such as reductions
in triglycerides, blood glucose, blood pressure, improved blood
lipid levels, and a reduction in the risk of developing type 2
diabetes for a person. It is difficult to sustain long-term weight
reductions achieved through behavioral therapy, and a different
set of skills may be needed for success following interventions
[1,32,42]. Many teenagers have low diet and PA patterns, which
in later life can contribute to the development of lifestyle
diseases. Web-based networks provide an affordable means of
providing health interventions, but their efficacy is poorly
understood. Investigation of the locations of PA and dietary
patterns can promote setting-specific lifestyle interventions and

increase knowledge of contextual vulnerabilities to poor health.
As future directions for digital weight management, distribution,
and policy implications should be emphasized [131-133].

Discussion

Research Questions
RQ1 helps to identify that behavioral theory, design thinking,
evaluation, and the identification of limitations in the existing
digital intervention frameworks are essential for successful,
healthy lifestyle management. In contrast, RQ2 reveals different
approaches and methods associated with digital health
interventions. Digital interventions for healthy lifestyle
management have been categorized as discrete usefulness of
advanced innovation applied to accomplish well-being goals
and is executed inside digital well-being programs and
information and communication technology frameworks,
including communication channels, such as instant messages
(SMS text message), alerts, and app-based notifications
[116-118]. Digital intervention can motivate and stimulate
individuals with self-tracking, goal setting, evaluation, and
feedback or recommendation generation to promote a healthy
lifestyle [118,119]. Different methods appear to impact health
outcomes and usability. It would be interesting to test variants
of component design and their impact on health outcomes and
usability. Use of personalization to account for differences in
preferences between groups of participants and even within
groups of participants is essential in addition to cocreation
between intervention developers and the target group [118-121].
Participants who attempted to self-manage their healthy lifestyle
found that the most challenging part was to remain motivated
[39]. They require apps that give them power and inspiration
[39]. The study has confirmed that motivation is a
multidimensional construct and people have different, sometimes
competing, reasons for engaging in activities [39]. Moreover,
human-centered analysis in digital intervention to study the
intrinsic interactions of motivation and different regulations
must be addressed. Despite the widespread use of mobile
phones, digital literacy barriers are common among vulnerable
people [39]. Participants have different participation levels in
various activities, from higher to lower levels of participation.
Researchers using traditional user-centered design methods
should routinely measure these communication domains in their
end-user samples. Future research should replicate these findings
to a larger sample through direct observation, and persuasive
prompts may be more effective in providing feedback to those
with communication difficulties. RQ3 summarizes the evidence
on the importance of digital intervention that were exclusively
directed at promoting healthy lifestyles, especially in children,
adolescents, adults, and older adults. In the next section, we
discuss the importance of digital intervention on healthy lifestyle
promotion elaborately.

Digital Intervention and Healthy Lifestyle
A healthy lifestyle is a lifestyle that reduces the risk of severe
illness or early death. Not all diseases are preventable, but a
large proportion of deaths can be avoided, especially lifestyle
or noncommunicable diseases. According to the Harvard
Medical School, the key lifestyle factors to be monitored are
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healthy diet, healthy PA level, healthy body weight, no tobacco
consumption, and moderate alcohol intake [31]. According to
RQ3, digital intervention can have a significant impact on
healthy lifestyle management.

A study conducted by Steene et al [86] found significant
country- and region-specific variations in PA and sedentary
time in the European population, with lower PA levels. Boys
in all age groups were more aggressive and less sedentary. At
about 6 to 7 years of age, the initiation of age-related decline
or leveling-off of PA and rise in sedentary time begins to
become evident [86]. In children and adolescents, sedentary
behavior strategies successfully decrease screen time; however,
the scale of the effect tends to be limited [129]. The potential
of digital intervention in older age groups outside of
occupational settings and during sedentary leisure time must
be examined in future studies. The sustainability of lifestyle
changes in a positive direction remains a challenge [129].
Mobile apps to improve PA in young adults should include
customized and personalized feedback and provide a coaching
feature [58-60]. It is essential to create a well-oriented and
easy-to-use interface with the ability to customize the app. The
new area of mHealth is mHealth apps that target willing
participants to enhance self-management of chronic conditions
[58-60]. However, we found that only a small fraction of the
mHealth apps available had been reviewed, and the amount of
evidence was of inferior quality [58-60]. Improving the quality
of evidence includes supporting prerelease app performance
monitoring, designing few experiments, and performing better
reviews with a rigorous risk of bias assessments [43,115].
Without enough evidence to back it up, for some time to come,
digital intervention and app practicability will stall in their
infancy [43,115,121]. Evidence suggests that an unhealthy
lifestyle is associated with poor health outcomes [40,63]. It can
have severe implications for health and well-being at any age,
[63,64,126]. Therefore, there is a need to review the effects of
multicomponent, complex interventions that include effective
unhealthy lifestyle reduction strategies. We must focus on
optimizing the effects of an intervention. Future intervention
studies should use more rigorous methods to improve the quality
of studies, considering larger sample sizes, randomized
controlled designs, and valid and reliable lifestyle measurements.
An overview of intervention development methods can help
researchers understand various existing methods and
comprehend the range of actions taken in intervention
development before evaluating feasibility or pilot interventions
[32,126,135].

One way to encourage PA and enhance health is to change the
physical environment, but research on intervention efficacy is
mixed [92-94]. Theoretical perspectives and conceptual
problems are used in evaluative studies, and related literature
can contribute to these inconsistencies [92-94]. Environmental
and policy initiatives are socially incorporated into the
framework and function through it. Therefore, a philosophical
viewpoint must be considered and should be understood by
evaluators. Future research should aim to explain how
interventions function across disciplinary fields by considering
these structures, the context in which interventions occur, and
the measurable and unmeasurable mechanisms that might work

[92-94,98]. It can be beneficial to promote health-based actions,
such as PA, by using innovative and interactive media-based
health education [92-94,98,134]. Therefore, to successfully
influence behavior, it is essential to establish user-based
techniques and reinforce the theories and hypotheses of
behavioral change based on digital media. Step-count tracking
[87] leads to improvements in short- and long-term step counts.
There is no proof that either wearable sensors or smartphone
apps, or extra counseling or incentives have additional benefits
over more straightforward approaches focused on the pedometer
[63,64]. To overcome the public health issue associated with
physical inactivity, basic step-count tracking strategies should
be prioritized. In general, it is not clear how self-reported
sedentary behavior (eg, questionnaires, logs, and momentary
ecological evaluations) compares with system measurement
measures (eg, accelerometers and inclinometers) [63,64].
Evidence from this study indicates that when compared with
system tests, single-item self-report measures typically
underestimate sedentary time [63,64]. Therefore, to evaluate
the reliability and validity of different self-report measures for
evaluating sedentary activity, studies should exercise caution
when comparing associations between various self-report and
system measures with health performance.

In addition, video and adapting technologies have been effective
in diet change measures; however, these methods have never
been combined with researching personalized video efficacy
[81]. Theory-based mobile interventions could provide a
low-cost, scalable, and efficient approach to improving dietary
habits and preventing associated chronic diseases. To encourage
a healthy dietary pattern, nutrition messages or nutrient labeling,
offering healthier choices, and portion size management of
unhealthy foods have been potentially effective strategies in
tertiary education environments [75]. The reduction in rates and
the increased availability of nutritious choices in conjunction
with nutrition knowledge have contributed to changes in dietary
habits [75]. Further studies comparing the long-term efficacy
of the climate and the combination of environmental policies
to improve health outcomes are warranted. Dietary consumption
has increased by increasing the availability of nutritious foods
and reducing the portion size of unhealthy foods. In terms of
modifying overall dietary patterns, the existing evidence base
is misleading, as rising intake of desirable food groups was
more effective than reducing unfavorable food habits, and fruit
or vegetable intake and sugar-sweetened beverage consumption
are the most notable observed changes [75,79]. Social support,
followed by a demonstration of conduct, self-monitoring, goal
setting, and feedback, is the most popular digital health behavior
intervention [55,67,85,96]. In addition, a customized
Facebook-based obesity prevention program for teenagers in
Korea (Healthy Teens) [76] revealed usability problems in terms
of material, appearance, and navigation. Facebook [76,96] has
tremendous potential in promoting communication and
engagement with immigrant teens, considering its prominence
among adolescents. Interventions focused on social media (eg,
Facebook) [66,96] are productive in facilitating meaningful
improvements in adolescent eating habits. However, more
research is required to explore effectiveness variations based
on component tailoring, best use stimuli to promote behavior
change over time, and keep people involved in changing
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physical health behavior. The first step is to dismantle digital
triggers into their parts and reassemble them according to their
goals for improvement.

PA, sedentary time, and dietary habits vary across homes,
schools, and other locations [95]. Health habits vary depending
on the place or environment in which the participants are [95].
Although eating habits are typically more beneficial in home
or school locations, PA is usually low and sedentary time in
these locations is higher [95]. To optimize health habits in each
area, digital interventions that address the various locations in
which participants spend time and use location-specific behavior
change techniques should be explored [95]. Among young
people, binge drinking is prevalent [41]. eHealth technologies
[41] are appealing to them and can be useful in raising
awareness. However, to make eHealth apps suitable for
longer-term effects, additional components, including daily
feedback and repeated administration by different multimedia
interventions, may be needed. Mass media campaigns [65] for
smoking or tobacco programs are also effective over long
periods. Digital interventions have been associated with
decreased drinking and smoking frequency, with a slight yet
persistent impact on teenagers and adults. Protective effects
against alcohol and tobacco [65] use can be demonstrated
through digital initiatives focused on a combination of social
maturity and approaches to social influence. Evidence tends to
be mixed with internet-based interventions, policy proposals,
and incentives, and requires further study. Various distribution
systems can enhance the effects of alcohol or tobacco misuse
among teenagers and adults, including interactive platforms and
policy initiatives. Adolescents are easily accessible by digital
media and can represent a scalable and inexpensive opportunity
to engage this audience in changing behavior [65].
Smartphone-based interventions [39-59] (such as apps, SMS
text messages, sports, multicomponent interventions, emails,
and social media) are readily available, inexpensive, and use
tools already used by most teenagers. Therefore, it is essential
to perform and publish high-quality academic literature studies
and formally evaluate apps that have already been developed
to inform the creation of potential interventions to change
behavior. Essential improvements in behavior were also seen
when interventions involved schooling, setting goals,
self-monitoring, and parents' participation. Digital approaches
[66] that include education, goal setting, self-monitoring, and
parental participation can affect adolescents' meaningful health
behavior changes. Most of the evidence relates to goal setting,
further research into alternative media is needed, and it is
essential to assess longer-term effects. There is a lack of
evidence on the cost-effectiveness of digital health initiatives,
and these data should be recorded in future trials. The young
population has broadly embraced social media, so health
researchers are searching for ways to exploit this social media
involvement to deliver programs and health promotion
campaigns [66,96]. In young adults, weight gain and suboptimal
dietary choices are popular, and social media can be a possible
instrument for encouraging and supporting healthy choices. The
dissemination of information is now an appropriate use of social
media by young adults. Careful evaluation is needed to use
social media effectively for social support, either by private or
by public sites, as its efficacy has yet to be demonstrated in

experimental designs. In digital intervention studies aimed at
manipulating weight, concerns about public social media use
can lead to low engagement with social media [66,96,115].
Future research should explore how to use social media to better
connect with young adults, how to use social media more
efficiently to help young adults, and how to encourage social
and peer-to-peer support to make healthy choices.

The systematic literature review has revealed that the identified
digital intervention methods affect lifestyle behavior outcomes,
focusing on PA, diet, habit, and associated primary and
secondary health outcomes, such as fitness, motivation, reduced
sedentary bouts, weight augmentation or weight status, blood
pressure, glycemic responses, lipid profile, and quality of life
in different study groups, as explained in the next section.
Effectiveness (n=55), conceptualization (n=24), selection of
appropriate methodology (n=25), effective and technological
engagement (n=24), selection of strategies or techniques (n=20),
motivation (n=15), feedback generation (n=15), environment
(n=10), satisfaction (n=6), credibility (n=6), digital literacy
(n=6), self-determination (n=5), and user-centric design (n=4)
were responsible for the successful implementation of digital
interventions for healthy lifestyle management. Here, n signifies
the total number of overlapped studies in which the respective
parameters are identified. Digital interventions [84,106,124]
focused on mobile phone apps may be an acceptable and
efficient way of encouraging weight loss in people who are
overweight or obese. Digital health coaching can be a
revolutionary approach to reduce barriers to access to
much-needed weight loss therapies for obesity, given the
ubiquity of mobile phones.

Strength and Limitation
A systematic literature review revealed that a healthy diet,
healthy habits, and regular PA are powerful tools for reducing
obesity and associated health risks. These findings bolster the
use of digital interventions as a preventive option for obesity
and overweight. Therefore, behavior change should be given
the highest preference to avoid severe health damage. Planned
digital interventions may potentially change growing negative
behavior in humans with the adoption of persuasion,
observation, goal evaluation, evidence-based personalized
recommendation generation, health risk predictions
(decision-making), automation, motivation, pragmatism, and
trust. Developing and maintaining an empathetic relationship
is perhaps the most critical determinant of successful digital
intervention [106,124]. It is essential to know the participant
first, and the interaction aspects are challenging owing to the
delay in reaction time (both ways). Health care professionals
need to ensure both relationship communication and
goal-oriented coaching when using such digital intervention
solutions. In the future, the quality of the interaction between
the system and the participant will require attention if
participants are to fully benefit from collaboration in digital
intervention programs.

Digital intervention for healthy lifestyle management has great
potential as a scalable tool that can improve health and health
care delivery by improving effectiveness, efficiency,
accessibility, security, and personalization. Therefore, a
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knowledge base must be accumulated to provide information
for developing and deploying digital health interventions
[116,118]. However, the evaluation of digital health
interventions poses unique challenges. Methodological
limitations, selection of appropriate intervention methods,
evaluation of efficacy, limitations of research on different
populations, loss to follow-up, attrition rate, lack of participation
in tracking, financial incentives and intervention burdens (long
term or short term), digital literacy, technical participation,
personalization, useful evidence-based automatic tailored
lifestyle recommendation generation (intervention design),
research heterogeneity, meta-analysis, cost-effectiveness
(technical and financial feasibility analysis), trial selection, trial
recruitment, scalability, accessibility, ethics, policy
development, cyberbullying, safety, trust, user-centeredness,
adoption of health care and collaboration methods that promote
cooperation, unsustainable growth in complexity, and efficacy
evaluation are some of the existing limitations of digital health
interventions that should be overcome in existing research
[126,128]. Although new technologies and rapidly changing
technologies pose many unsolved problems, the broad consensus
is that successful intervention design requires user-centered
iterative development methods, hybrid methods, and in-depth
qualitative research to gradually improve interventions to satisfy
users. Therefore, conceptual participation (effective engagement)
is essential to understand the relationship between the
involvement in digital interventions and required behavioral
changes and to achieve population-level benefits. Interventions
must be delivered effectively at scale. Small effect sizes and
high dropout rates [78,126] often affect web-based
computer-tailored interventions, particularly among people with
a low education level. The results and attractiveness of these
remedies can theoretically be enhanced by using videos as a
delivery format. The most successful and most appreciated
intervention was the web-based video version of the

computer-tailored obesity prevention intervention. Future
research needs to analyze whether the results are sustained in
the long run and how to maximize the intervention.

Conclusions
Digital intervention in health care is the intersection of health
care, behavior science, computing, and engineering research
and requires methods borrowed from all these disciplines.
Digital interventions have effectively improved many health
conditions and health behaviors; besides, they are increasingly
being used in different health care fields, including
self-management of long-term conditions, prevention of lifestyle
diseases, and health promotion. In low-resource primary care
environments, digital health strategies can be useful for
preventing obesity. To minimize obesity and chronic disease
risk among medically vulnerable adults in the primary care
environment, digital health intervention uses an advanced digital
health approach. The lack of user involvement hinders the full
potential of digital interventions. There is an urgent need to
develop effective strategies to promote user participation in
digital interventions. One potential method is to use
technology-based reminders or personalized recommendation
generation. Compared with no strategy, technology-based
strategies can promote participation. However, the findings of
this systematic literature review should be understood with
prudence, as only a few qualified studies have been identified
for review, and the results are heterogeneous. The number and
dates of studies indicate that a digital health intervention strategy
is an emerging field. More research is needed to understand
what strategic features are useful, their cost-effectiveness, and
their applicability to different age groups. The results of this
literature review will help to understand the concepts and
parameters behind different DBI methods, thereby developing,
testing, and evaluating the performance of a useful digital
intervention in the future.
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Abstract

Background: Internet or mobile device use as a form of information and communication technology (ICT) can be more effective
in weight loss and weight maintenance than traditional obesity interventions.

Objective: The study aims to assess the effectiveness of child-centered ICT interventions on obesity-related outcomes.

Methods: Articles were retrieved from the Cochrane Central Register of Controlled Trials, Embase, and PubMed web-based
databases. We selected randomized controlled trials in which the participants were aged <18 years. The primary outcomes were
BMI, body weight, BMI z-score, waist circumference, and percentage body fat.

Results: In total, 10 of the initial 14,867 studies identified in the databases were selected according to the inclusion criteria. A
total of 640 participants were included in the intervention group and 619 in the comparator group. Meta-analyses were conducted
considering various subgroups (intervention type, comparator type, target participants, mean age, sex, BMI status, and follow-up
period). Overall, ICT interventions demonstrated no significant effect on BMI, body weight, BMI z-score, waist circumference,
and percentage body fat. Subgroup analyses revealed that the effect of the intervention was statistically significant for the following:

web intervention (weighted mean difference [WMD]=−1.26 kg/m2, 95% CI −2.24 to −0.28), lifestyle modification comparator
(WMD=−1.75, 95% CI −2.76 to −0.74), intervention involving both boys and girls (WMD=−1.30, 95% CI −2.14 to −0.46), and
intervention involving obesity only (WMD=−1.92, 95% CI −3.75 to −0.09).

Conclusions: The meta-analysis results for children with obesity who used the web intervention program confirmed significant
effects on BMI reduction compared with lifestyle modification. Evidence from the meta-analysis identified internet technology
as a useful tool for weight loss in children with obesity.

(J Med Internet Res 2021;23(11):e29003)   doi:10.2196/29003

KEYWORDS

ICT; eHealth; mHealth; weight loss; obesity; BMI; meta-analysis; randomized controlled trial; children; adolescents; mobile
phone

Introduction

Background
The prevalence of obesity among children and adolescents
worldwide has increased at an alarming rate [1,2]. Children with

obesity are now prone to developing diseases that were only
observed in adults, including high blood pressure, impaired
glucose tolerance, type 2 diabetes mellitus, dyslipidemia, sleep
apnea, joint problems, and fatty liver disease [3-5]. In addition,
children with obesity may be at risk for a variety of social and
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psychological problems such as low self-esteem, bullying, and
discrimination [6].

Given the adverse health outcomes and high prevalence rate,
effective interventions are imperative for the management of
childhood obesity. Traditionally, many forms of intervention
have been attempted to address childhood obesity, and they
have mainly comprised lifestyle modifications and mental health
care as well as medication and surgical treatment [7-10].
However, some methods have limited indications in children,
and their effectiveness is debatable [11,12]. Therefore, it is
necessary to develop more efficient and effective approaches
for children.

Information and Communication Technology
Internet and mobile use in childhood and adolescence are already
becoming essential elements of young people’s lives [13-15],
providing several advantages such as learning, information, and
entertainment but also causing many problems. Excessive
internet and mobile use has resulted in more sedentary behavior,
decreased physical activity, and unhealthy dietary patterns, and
it is emerging as a social problem that suffices diagnosis as a
form of addiction disorder [16]. In addition, studies have
reported that increased screen time and obesity are strongly
correlated [17].

In contrast, there have been some attempts to use active internet
and mobile use during childhood as a means of obesity
intervention. Mobile health (mHealth), defined as medical and
public health practice supported by mobile devices, such as
mobile phones, patient monitoring devices, personal digital
assistants, and other wireless devices [18], has the potential to
influence a variety of health outcomes and has become a key
trend in health service provision during recent years [19]. In
addition, previous research has demonstrated that internet-based
behavioral interventions have the potential for weight
management [20-22].

Information and communication technology (ICT) is a
technology that can be used to connect information technologies
such as computers and software with communication
technologies such as telephones and telecommunication
networks. ICT includes cell phone calls, SMS, and apps using
a mobile phone, email, and web services using a computer, and
telehealth, including health education services, remote
monitoring, and remote counseling [23].

Objectives
Internet or mobile device use as a form of ICT can be more
effective in weight loss and weight maintenance than traditional
obesity intervention, as it offers benefits in terms of cost, ease
of use, accessibility, and time to visit, while improving
compliance with prescribed treatments through extensive patient
monitoring and continuous support.

Therefore, we conducted a systematic review and meta-analysis
to assess the effectiveness of child- and adolescent-centered
ICT interventions on obesity-related outcomes.

Methods

Overview
We performed a meta-analysis based on the Cochrane Handbook
for Systematic Reviews of Interventions [24] and the Centre
for Reviews and Dissemination’s guidance for undertaking
reviews in health care [25]. We reported based on the PRISMA
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) statement [26].

Literature Search
A systematic search of the effects of ICT on obesity-related
outcomes was conducted. We searched the Cochrane Central
Register of Controlled Trials, Embase, and PubMed web-based
databases and retrieved articles published before January 1,
2021. The search terms used were as follows: ICT OR
information and communication technology OR Internet OR
web OR social media OR mobile OR smartphone OR application
OR app AND obesity OR obese OR weight OR metabolic
syndrome. The search was limited to randomized controlled
trials (RCTs) and English articles; however, there were no
restrictions on the calendar date. Reference lists of the retrieved
articles were also reviewed. Information that was unavailable
in the selected articles was requested by contacting the relevant
authors; however, no response was received.

Two of the authors (JP and MJP) independently reviewed the
titles and abstracts after the removal of duplicates. Discrepancies
were resolved either by a discussion between the authors or by
requesting comments from the third author (YGS). The 3 authors
independently analyzed the full text of the remaining articles
to determine the final inclusion.

Eligibility Criteria
We selected the trials to be included in the meta-analysis using
the following criteria: (1) the trial was a human RCT written in
English, and the full text was available; (2) participants were
aged <18 years; (3) the intervention group underwent ICT
intervention alone or along with other lifestyle interventions;
(4) the comparator group did not undergo ICT intervention; (5)
the trial included an assessment of the following primary
outcomes: BMI, body weight (BW), BMI z-score, waist
circumference (WC), and percentage body fat (%BF); and (6)
mean values of changes from baseline (or postintervention
values if not available) with SD (or data suitable for calculating
SD: 95% CI or SE). Uncontrolled, cross-sectional, and animal
studies were excluded. The selection criteria did not limit the
type of ICT used.

Risk of Bias Assessment
We used guidelines from the Cochrane Handbook for Systematic
Reviews of Interventions to assess the risk of bias in the RCTs
[24]. Sources of bias, such as selection bias (random sequence
generation and allocation concealment), detection bias (blinding
of outcome assessment), attrition bias (incomplete outcome
data), and reporting bias (selective reporting) were evaluated.
Each domain was assessed in terms of methodological quality,
with low or high risk of bias. If data were insufficient to make
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a reasonable judgment, the domain was described as unclear
risk of bias.

The risk of bias was reported graphically using Review Manager
(RevMan, Version 5.3; Copenhagen: The Nordic Cochrane
Center, The Cochrane Collaboration, 2014).

Data Extraction
Data were independently extracted by 2 authors (JP and YGS)
from the selected RCTs. From each RCT, the following data
were extracted: name of the first author, year of publication,
country where the RCT was performed, sample size,
participant-related variables (age, sex, and BMI status),
intervention-related variables (ICT type, study duration, target
participants, intervention details, comparator details, intervention
frequency, and feedback frequency), and treatment effects (mean
difference and SD of 2 time point values or mean and SD of
postintervention values). The primary outcomes were BMI,
BW, BMI z-score, WC, and %BF.

Data Synthesis
The data set was constructed using the mean differences and
SDs between the pre- and postintervention values. When the
mean difference and SD were not published, the mean and SD
of the postintervention values were used. In a meta-analysis, it
was possible to combine both the mean differences and the
means of postintervention values, assuming that the relative
effects assessed by both the mean differences and the means of
postintervention values are the same [24]. The final results were
calculated and aggregated by one author (YGS).

Meta-analysis
For the meta-analysis, we used Stata/MP (version 14.0;
StataCorp). The weighted mean differences (WMDs) of BMI,
BW, BMI z-score, WC, and %BF in the intervention and
comparator groups were calculated. We used the Cochran Q

test and I2 test to test the heterogeneity between the study results.

For interpretation, I2 values of 25, 50, and 75 were considered
to represent low, moderate, and high heterogeneity, respectively
[27]. To consider heterogeneity, the DerSimonian and Laird
[28] random-effects model for estimating WMD with 95% CI
was used. The effect size and 95% CI of each study were
expressed as forest plots. We checked the symmetry of the

funnel plots to evaluate the presence of publication bias. In
addition, we used the Egger regression test to evaluate the small
study effects [29]. Heterogeneity between studies was analyzed
using a meta-regression. We used covariates that may influence
the association between ICT and BMI, namely, intervention
type (web vs web plus vs app vs app plus), comparator type
(control vs print-based vs lifestyle modification), target
participants (parents and children vs children vs parents), mean
age (<10 vs ≥10 years), sex (boys and girls vs boys vs girls),
BMI status (normal to obese vs overweight or obesity vs
obesity), and follow-up period (≥6 vs <6 months). The cutoff
for the intervention period (6 months) was based on the
transtheoretical model [30]. The statistical significance level
was set at 5%. For heterogeneity, a threshold P value of .10
estimated using the Cochran Q test was considered statistically
significant [27].

Results

Study Selection and Characteristics
In total, 10 [31-40] of the initial 14,867 studies identified in the
databases were selected according to the inclusion criteria, and
they contained sufficient data for meta-analysis (Figure 1). The
meta-analysis included 13 data sets (2 studies each had 2 ICT
types [32,34]: web and web plus; one study had two comparator
types [38]: lifestyle modification and lifestyle modification
plus). A total of 640 participants were included in the
intervention group (range of the number of participants, 15-181)
and 619 (range of the number of participants, 13-180) in the
comparator group. All participants were aged <18 years. Of the
included studies, one evaluated boys only [40], another
evaluated girls only [39], and the other 8 did not differentiate
between the sexes of the participants. Six out of 10 studies had
intervention periods of 12 weeks, and the remaining 4 had
intervention periods >12 weeks. Five studies had follow-up
periods of 12 weeks, and the remaining 5 had follow-up periods
of >12 weeks. The frequency of interventions and feedback
varied from study to study. The average attendance rate of the
participants in the study was 86.49% (1089/1259). The
characteristics of the selected RCTs are summarized in Table
1.
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Figure 1. The PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram for study selection. ICT: information
and communication technology; RCT: randomized controlled trial.
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Table 1. Characteristics of the selected randomized clinical trials.
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Feed-
back
fre-
quen-
cy

Interven-
tion fre-
quency

Comparator
details

Interven-
tion details

Target
partici-
pants

Interven-
tion dura-
tion
(weeks)

ICTa typeBMI sta-
tus

BMI,
range or
mean
(SD)

Sex
(%
males)

Age,
range
or
mean
(SD)

Number at
baseline fol-
low-up

Study
(coun-
try)

Week-
ly

At least
weekly

A pamphlet on
healthy eating
and physical
activity

General in-
formation,
advice, and
evidence-
based
strategies
on how to
change un-
healthy be-
haviors;
register
child’s in-
take of
fruits, veg-
etables,
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sweetened
beverages,
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tary time;
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Feed-
back
fre-
quen-
cy

Interven-
tion fre-
quency
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details

Interven-
tion details

Target
partici-
pants

Interven-
tion dura-
tion
(weeks)

ICTa typeBMI sta-
tus
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range or
mean
(SD)
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(%
males)
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range
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mean
(SD)
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low-up
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tervention
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and the in-
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tion related
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dren
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ly
SMS
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Control: usual
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obesity coun-
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Feed-
back
fre-
quen-
cy

Interven-
tion fre-
quency

Comparator
details

Interven-
tion details

Target
partici-
pants

Interven-
tion dura-
tion
(weeks)

ICTa typeBMI sta-
tus

BMI,
range or
mean
(SD)

Sex
(%
males)

Age,
range
or
mean
(SD)

Number at
baseline fol-
low-up

Study
(coun-
try)

Five
times
a day

Self-moni-
tor
progress
toward
their
goals at 5
times a
day

The same con-
tents as the in-
tervention
group by the
manuals

Set 2 daily
goals and
an accom-
panying
plan for im-
proving the
behavior,
and feed-
back and
reinforce-
ment on
goal-attain-
ment

Chil-
dren

12Standalone
mobile app

Normal
to obesi-
ty

23.7
(5.7)

Fe-
male
(0)

9-14;
11.3
(1.6)

IG 26→22;
CG 25→22

Nollen
et al
[39]
(Unit-
ed
States)

Peer
assess-
ment

Tailored
motiva-
tional and
informa-
tional
push
prompt
messages

Participate in
usual practice
(regularly
scheduled
school sports
and physical
education
lessons)

Supple-
ment the
delivery of
enhanced
school
sport and
interactive
sessions by
providing
participants
with physi-
cal activity
monitor-
ing, record-
ing of fit-
ness chal-
lenge re-
sults, tai-
lored moti-
vational
messaging,
peer assess-
ment of re-
sistance
training
skills, and
goal setting
for physi-
cal activity
and screen-
time

Chil-
dren

20AppNormal
to obesi-
ty

20.5
(4.1)

Male
(100)

12-14;
12.7
(0.5)

IG
181→139;
CG
180→154

Smith
et al
[40]
(Aus-
tralia)

aICT: information and communication technology.
bIG: intervention group.
cCG: comparator group.
dLSM: lifestyle modification.
esLMP: simplified lifestyle modification program.

ICT Interventions
Of the included 10 studies, 5 (50%) were web-based
interventions, and the other 5 (50%) were app-based
interventions.

Two of the 5 web-based intervention studies were web
interventions, one for providing web-based nutrition and
physical activity information for children [35] and one for
providing web-based nutrition information for children [37].

One of the 5 web-based intervention studies was web or web
plus intervention, which provided web-based physical exercise
programs and motivational emails for children [34]. Two of the
5 web-based intervention studies were web plus interventions,
one for providing web-based nutrition and physical activity
information as well as SMS feedback for children [38] and one
for providing web-based telehealth dietitian consultation,
nutrition information, and SMS feedback for parents and
children [32].
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Four of the 5 app-based intervention studies were app
interventions, one for providing app-based weight loss target
curve, physical activity information for parents and children
[31], one for providing app-based nutrition information for
parents [33], one for providing app-based nutrition and
screen-time information for children [39], and one for providing
app-based physical activity and screen-time information for
children [40]. One of the 5 app-based intervention studies was
app plus intervention, which provided app-based nutrition and
physical activity information and SMS feedback for children
[36].

Risk of Bias
Participant blinding was not possible because of the
characteristics of the intervention. Therefore, performance bias
was not considered in the risk of bias assessment. There was
some risk of bias in the individual studies. Two studies lacked
sufficient data to evaluate the randomization sequence
generation. Four studies lacked sufficient data to evaluate
allocation concealment. Three studies indicated blinding of
outcome assessment; however, one study stated that assessors
were not blinded at follow-up. Two studies lacked sufficient
data to evaluate the attrition bias. Three studies lacked sufficient

information to evaluate the study protocol, and one study did
not report all of the information. The risk of bias assessment is
reported graphically in Figure S1 in Multimedia Appendix 1
[31-40].

Synthesis of Results
To evaluate the overall intervention effect, we calculated the
mean difference in BMI for each study. Figure 2 shows the
effect size for each study and the overall effect size. The
intervention demonstrated no significant effect on BMI

(WMD=−0.52 kg/m2, 95% CI −1.17 to 0.13). Categorization
of target participants, mean age, and BMI appeared to have
moderate to high heterogeneity. Categorization of the follow-up
period appeared to have low to moderate heterogeneity. For all
other categories, the heterogeneity was low. We also calculated
mean differences in BW, BMI z-score, WC, and %BF to
determine the overall intervention effect, and no significant
intervention effects were identified for BW (WMD=−0.22 kg,
95% CI −1.05 to 0.62), BMI z-score (WMD=−0.22, 95% CI
−0.49 to 0.04), WC (WMD=−1.70 cm, 95% CI −3.91 to 0.51),
and %BF (WMD=−0.00%, 95% CI −0.07 to 0.07; Figure S2 in
Multimedia Appendix 1).

Figure 2. Forest plot for changes in BMI. Meta-analysis of the effect of the information and communication technology (ICT) on BMI (kg/m2). The
mean difference for each study reporting changes in BMI is depicted along with the 95% CI. The random-effects model was used to estimate the weighted
mean differences with 95% CIs. Negative values favor ICT because the ICT intervention group experienced more BMI reduction than the comparator
group did. WMD: weighted mean difference.

Publication Bias
To verify possible publication bias, we plotted the effect size
against the SE to generate a funnel plot (Figure 3). There was

no statistically significant publication bias according to the
Egger test (P=.09).
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Figure 3. Funnel plot for changes in BMI. The funnel plots of SE of weighted mean difference (WMD) against WMD for BMI to assess for publication
bias. WMD: weighted mean difference.

Meta-regression
The results of the simple meta-regression analysis were
significant for categorical covariates of intervention type (β=.69,
95% CI 0.10 to 1.28) and comparator type (β=−.73, 95% CI
−1.39 to −0.07). A subgroup analysis by intervention type
revealed that the intervention effect was statistically significant

only in the web intervention (WMD=−1.26 kg/m2, 95% CI −2.24
to −0.28). A subgroup analysis by comparator type demonstrated
that the intervention effect was statistically significant only in

the lifestyle modification comparator (WMD=−1.75 kg/m2, 95%
CI −2.76 to −0.74). A subgroup analysis by sex revealed that
the intervention effect was statistically significant only in the

intervention involving both boys and girls (WMD=−1.30 kg/m2,
95% CI −2.14 to −0.46). In addition, a subgroup analysis by
BMI status demonstrated that the intervention effect was
statistically significant only in the intervention involving obesity

only (WMD=−1.92 kg/m2, 95% CI −3.75 to −0.09; Figure S3
in Multimedia Appendix 1).

Subgroup analyses were also performed for other outcome
variables, and the results of subgroups containing only one study
data were excluded. For BW, subgroup analysis revealed that
the intervention effect was statistically significant only in the
web intervention (WMD=−1.21 kg, 95% CI −2.36 to −0.06)
and the intervention involving a follow-up period <6 months
(WMD=−0.87 kg, 95% CI −1.73 to −0.01; Figure S4 in

Multimedia Appendix 1). For BMI z-score, subgroup analysis
demonstrated that the intervention effect was statistically
significant only in the intervention targeting parents and
children (WMD=−0.23, 95% CI −0.37 to −0.08) and that where
the average age of participants was <10 years (WMD=−0.23,
95% CI −0.37 to −0.08; Figure S5 in Multimedia Appendix 1).
For WC, subgroup analysis revealed that the intervention effect
was statistically significant only in the web plus intervention
(WMD=−4.88 cm, 95% CI −8.93 to −0.83), lifestyle
modification and control comparator (WMD=−3.58 cm, 95%
CI −6.30 to −0.85 and WMD=0.50 cm, 95% CI 0.43 to 0.57,
respectively), intervention involving both boys and girls
(WMD=−2.95 cm, 95% CI −5.18 to −0.71), and intervention
involving obesity only (WMD=−5.50 cm, 95% CI −9.89 to
−1.12; Figure S6 in Multimedia Appendix 1). Subgroup analyses
demonstrated no statistically significant effect on %BF (Figure
S7 in Multimedia Appendix 1).

Behavioral Change
Nine of the included 10 studies reported the initial results, and
only one study reported the results of an additional 6 months
follow-up after reporting the initial results of a 6-month
intervention [33].

Five of the included 10 studies also reported results on
behavioral changes. Some studies have shown that there were
no significant intervention effects on sedentary time [33],
physical activity [33,38], consumption of fruits and vegetables,
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and sugar-sweetened beverages [33,39]. However, one study
reported that screen-time and sugar-sweetened beverage
consumption [40] were improved, and another study reported
that dietary intake was improved in the intervention group [32].
One study reported no significant intervention effects on stress
or dietary knowledge scores [38]. However, another study
reported that emotional functioning significantly increased after
the intervention [37].

Discussion

Principal Findings
This study identified the effects of ICT intervention on
obesity-related outcomes in children and adolescents in RCTs
through a systematic literature review and meta-analysis. We
found that although ICT intervention is not significantly
effective in reducing BMI, BW, BMI z-score, WC, and %BF,
it does work in certain groups.

A subgroup analysis by intervention type revealed that the
intervention effect was statistically significant only in the web
or web plus intervention for BMI, BW, and WC. This result is
consistent with those of previous studies that showed that
web-based health programs are effective in managing obesity.
Meta-analyses have demonstrated that web-based interventions
are effective in achieving weight loss in adults [41,42]. Several
systematic reviews have explored the use of web-based
interventions for the prevention or treatment of obesity and
related conditions in pediatric populations [20,22]. In addition,
a meta-analysis demonstrated that mobile-based interventions
are effective in achieving weight loss [43,44] and reducing BMI
[45-47] in adults. However, there has been no meta-analysis of
mobile-based obesity intervention studies in children. Several
systematic reviews have indicated that mobile-based
interventions in obesity treatment programs have a modest effect
on weight control [47-51]. However, these effects are
inconsistent. Owing to the nature of mobile use, access is
possible from anywhere; hence, the possibility of giving formal
responses in situations where participants are unprepared to
take certain actions cannot be ruled out. Therefore, additional
RCTs and meta-analyses targeting the weight-loss effect of
mobile-based interventions in children and adolescents are
warranted.

Another subgroup analysis by comparator type revealed that
the intervention effect was significant only in the lifestyle
modification comparator rather than in the control comparator
for BMI and WC. A previous meta-analysis [52] that analyzed
the weight loss effect of circuit training demonstrated that
focusing on circuit training alone rather than adding other
lifestyle interventions to circuit training is effective. Among
the RCTs included in our meta-analysis, 2 [35,38] had the
lifestyle modification comparator. In these 2 studies, the
comparator group did not focus on one lifestyle, intervened in
various lifestyle habits, and the number of contacts was not
frequent. Recognizing that they are undergoing an intervention,
participants tend to act passively, hoping to elicit changes to
their lifestyle habits; therefore, where there is no intensive
intervention, the intervention can be counterproductive.
However, as there may be other factors influencing the research

results, additional studies comparing ICT with a comparator
group focusing on one lifestyle are needed.

For WC, a significant intervention effect was also obtained
when the comparator type was control. Among the RCTs
included in our meta-analysis, 2 [32,40] had the control
comparator. However, the difference in sample size was large
between the 2 studies; thus, the results of the subgroup were
not different from those of one study [40], which had a large
sample size. Therefore, it is unreasonable to interpret this as a
subgroup result.

The intervention effect was significant only in the intervention
involving both boys and girls for BMI and WC. Among the
RCTs included in our meta-analysis, one evaluated boys only
[40], another evaluated girls only [39], and the other 8 did not
differentiate between the sexes of the participants. Sex
differences in response to ICT interventions are likely to be
because of differences in participation. In cases where boys and
girls participate together, the resultant mutual competition can
increase participation, which subsequently increases the effect
of the intervention. Several studies have compared the
sex-dependent effects of school-based physical activity
interventions [53-56]. However, to date, no meta-analysis has
shown sex differences in the effects of ICT intervention on
children with obesity. Therefore, additional RCTs are needed
to investigate the sex-dependent weight loss effects of ICT
interventions.

In addition, the intervention effect was significant only in the
intervention involving obesity only for BMI and WC.
Participants with normal weight or overweight status may be
less motivated than with participants with obesity, which may
dilute the overall effect. It is encouraging to identify meaningful
results from studies solely involving children and adolescents
with obesity. In other words, significant results can be obtained
if ICT intervention is implemented in children and adolescents
with obesity. Further well-designed ICT intervention studies
targeting children and adolescents with obesity should be
conducted.

When both parents and children were involved in children less
than 10 years of age, a reduction in BMI z-score was observed.
In the same situation, other outcome variables did not show a
statistically significant effect; however, considering the BMI
z-score only, ICT could be used as a means of preventing
obesity-related outcomes by intervening in early childhood with
the involvement of parents. Therefore, there is a need for
additional long-term RCTs involving high-quality ICT
interventions targeting parents and children under 10 years of
age.

Previous studies have demonstrated that mHealth programs or
internet technology have a higher attrition rate than conventional
face-to-face methods [57,58]. However, the average attendance
rate of the participants in this meta-analysis was 86.5%. Children
with obesity are often ashamed because of social stigma and
may face prejudice against weight [59]. Moreover, because
children and teenagers have a high level of interest in and
concentration with electronic devices, access through mobile
means or the internet can be more efficient [60]. Therefore, the
effect of obesity intervention through mHealth programs or
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internet technology is considered superior because of enhanced
accessibility and an increased participation rate compared with
conventional interventions such as the face-to-face method.

The advantage of childhood-obesity management using mHealth
programs or internet technology is that it is possible to operate
programs led by peer participants and provide real-time
feedback. In particular, by presenting a mission aimed at
improving dietary habits or increasing exercise among peers as
well as providing rankings or rewards, it is possible to induce
mutual participation through goodwill competition. However,
among the studies included in this study, no study was conducted
in a manner that induced competition among participants.
Therefore, further research on the participation rates is
imperative.

Strengths
Our meta-analysis had the following strengths: First, to the best
of our knowledge, this is the first meta-analysis to assess the
association between ICT intervention and weight loss in children
and adolescents. Second, we examined the differences in
weight-loss effects among subgroups according to the type of
intervention, type of comparator, target participants, mean age,
sex, BMI status, and follow-up period. We found that ICT
intervention is effective for weight loss in the web intervention,
lifestyle modification comparator, intervention involving both
boys and girls, and intervention involving obesity only. Finally,
the heterogeneity among the included RCTs was low.

Limitations
Our meta-analysis has several limitations. Although the
meta-analysis found a moderate effect size that was statistically
significant, as not many studies were included in the
meta-analysis, generalization of the study results is limited
because of potential publication bias. However, there were no
small study effects according to the Egger regression test results.
In addition, many of the studies were of short duration, making
it unclear whether weight loss was sustained in the long term.
Although the clinically significant threshold for weight loss was
not always achieved across the studies, studies of longer duration
might have found clinically significant weight loss. Therefore,
further evidence is necessary to confirm this hypothesis.
Outcome measurements based on participants’ self-reports for
many studies were recorded using mobile apps and websites
and the lack of comments on the reliability of the measurement
method using mobile apps can limit the results analysis. In
addition, no RCT has focused on sex differences in the use of
mHealth programs and internet technology. Therefore, future
research should investigate the sex-dependent weight loss effects
of ICT interventions.

Conclusions
The meta-analysis results for children and adolescents with
obesity who participated in the web intervention program
confirmed significant effects on BMI reduction compared with
the lifestyle modification intervention. Evidence from the
meta-analysis identified internet technology as a useful tool for
weight loss in children and adolescents with obesity.
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Abstract

Background: Cognitive behavioral therapy is known to improve the management of chronic pain. However, the components
of this therapy are still being investigated and debated.

Objective: This study aimed to examine the effectiveness of an integrated cognitive behavioral therapy program with new
components (attention-shift, memory work, video feedback, and image training) delivered via videoconferencing.

Methods: This study was unblinded and participants were recruited and assessed face-to-face in the outpatient department. We
conducted a randomized controlled trial for chronic pain to compare 16 weekly videoconference-based cognitive behavioral
therapy (vCBT) sessions provided by a therapist with treatment as usual (TAU). Thirty patients (age range, 22-75 years) with
chronic pain were randomly assigned to either vCBT (n=15) or TAU (n=15). Patients were evaluated at week 1 (baseline), week
8 (midintervention), and week 16 (postintervention). The primary outcome was the change in pain intensity, which was recorded
using the numerical rating scale at 16 weeks from the baseline. Secondary outcomes were pain severity and pain interference,
which were assessed using the Brief Pain Inventory. Additionally, we evaluated disability, pain catastrophizing cognition,
depression, anxiety, quality of life, and cost utility.

Results: In the eligibility assessment, 30 patients were eventually randomized and enrolled; finally, 15 patients in the vCBT
and 14 patients in the TAU group were analyzed. Although no significant difference was found between the 2 groups in terms
of changes in pain intensity by the numerical rating scale scores at week 16 from baseline (P=.36), there was a significant
improvement in the comprehensive evaluation of pain by total score of Brief Pain Inventory (–1.43, 95% CI –2.49 to –0.37,
df=24; P=.01). Further, significant improvement was seen in pain interference by using the Brief Pain Inventory (–9.42, 95% CI
–14.47 to –4.36, df=25; P=.001) and in disability by using the Pain Disability Assessment Scale (–1.95, 95% CI –3.33 to –0.56,
df=24; P=.008) compared with TAU. As for the Medical Economic Evaluation, the incremental cost-effectiveness ratio for 1
year was estimated at 2.9 million yen (about US $25,000) per quality-adjusted life year gained.
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Conclusions: The findings of our study suggest that integrated cognitive behavioral therapy delivered by videoconferencing in
regular medical care may reduce pain interference but not pain intensity. Further, this treatment method may be cost-effective,
although this needs to be further verified using a larger sample size.

Trial Registration: University Hospital Medical Information Network UMIN000031124; https://tinyurl.com/2pr3xszb

(J Med Internet Res 2021;23(11):e30690)   doi:10.2196/30690

KEYWORDS

cognitive behavioral therapy; chronic pain; medical economic evaluation; EQ-5D-5L; telemedicine

Introduction

Global reports indicate that chronic pain affects an estimated
20%-50% of people [1-4]. The COVID-19 pandemic has made
it more difficult for people with chronic pain to safely visit
hospitals. Chronic pain results in significant economic losses,
with studies suggesting that pain management imposes a
substantial burden on health care resources worldwide [5,6]. In
Japan, it has been reported that economic loss from the inability
to work due to pain is approximately 1.8 trillion yen per year
[7]. It is, therefore, necessary to establish an urgent treatment
system to benefit such patients and, in turn, the nation. Although
multidisciplinary pain management is recommended as effective
treatment for chronic pain, in clinical practice, psychosocial
approaches to chronic pain are generally considered a last resort,
thus delaying psychosocial intervention. Therefore, one can say
that psychosocial approaches to chronic pain are underdeveloped
or insufficient [8].

Cognitive behavioral therapy (CBT) is a structural intervention
that encourages the transformation of a patient’s cognition and
behavior and directly addresses major psychological problems
associated with chronic pain, such as repetitive ideation,
concerns, emotions, and behaviors. CBT is recognized and
recommended as an effective treatment for managing chronic
pain [9]. The latest review on the effect of CBT verified by
randomized controlled trials (RCTs) has added 41 new studies
to the existing 34 studies, thus creating a large pool of 75
verified RCTs. Comparisons of CBT with active controls
showed a slight benefit in terms of pain intensity, disability,
and distress immediately after treatment [10]. It was also
observed that there were small merits in each of the 3 outcomes
as compared to no treatment. At follow-up, pain, disability,
distress, and other variables were maintained in comparison
with no treatment, but there is a lack of rigorous studies that
involve active controls [10]. In summary, there is evidence of
efficacy, although the effect size of CBT for chronic pain is
small and insufficient.

The use of remote treatment across the internet has been
increasing and its effectiveness has been demonstrated for
various intractable diseases [11-14]. Internet-based CBT
conducted for chronic pain has been on the rise [15-18]. While
such remote treatment is known by several names such as
internet-delivered CBT, web-based CBT, and telemedicine,
these are all strictly different interventions. Web-based CBT
and internet-delivered CBT were used synonymously in a study
in which patients performed CBT on their own as self-help
training or received regular therapist feedback that was not
face-to-face [19,20]. Moreover, many studies involved treatment

programs delivered via the internet or through smartphone apps,
with the aim of self-management by patients (no intervention
by the therapist) [21-23].

Only a few studies have examined the effectiveness of
videoconference-based CBT (vCBT), which is face-to-face CBT
using a videoconference system and not a general
internet-delivered CBT for chronic pain management [24-26].
The aim of this study was to verify the cost and clinical
effectiveness of a new integrated CBT program for chronic pain,
delivered through videoconferencing (vCBT), and to compare
with treatment as usual (TAU) for pain intensity, pain
interference, disability, pain-related catastrophizing cognition,
depression, anxiety, quality of life, and cost utility.

Methods

Study Design, Setting, and Participants
This study was designed as a prospective randomized unblinded
pilot trial comparing vCBT as the intervention group to TAU
as the control group at the academic outpatient clinic of the
Cognitive Behavioral Therapy Center at Chiba University
Hospital. Patients with intractable chronic pain, aged 18-75
years, were randomized and enrolled in one of the two groups.
The intervention period was 16 weeks for both groups. The
vCBT group received 1 weekly session of an integrated CBT
program in addition to regular medical care. The TAU group
continued outpatient consultation more than once for 8 weeks.
For primary and secondary outcomes, patients were evaluated
at week 1 (baseline), week 8 (midintervention), and week 16
(postintervention).

Although it is difficult to define intractable chronic pain, it is
considered “drug-resistant” because almost all patients with
acute pain receive pharmacotherapy. A review of evidence-based
clinical trial designs for chronic pain pharmacotherapy states
that “regulatory agencies such as the United States Food and
Drug Administration and European Medicines Agency require
studies of 12-weeks duration for chronic pain such as
neuropathic pain to demonstrate the durability of response”
[27]. Another review states that “some longer duration trials
have shown efficacy of the investigational medication early in
the course of treatment, only to lose statistical significance as
the placebo group catches up” [28]. Consequently, the
appropriate period of drug resistance cannot be determined,
although taking these previous studies into account, the
condition of drug resistance can be thought of as one in which
individuals with chronic pain do not show moderate to
remarkable improvement owing to poor tolerability, despite
receiving sufficient pharmacotherapy for at least 12 weeks.
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Ethics and Dissemination
This study was conducted with the approval of the Institutional
Review Board of the Chiba University Hospital (approval ID
G29049). In addition, the Clinical Research Ethics Review
Committee oversaw the proper implementation of the test at
least once a year. The trial registration number was University
Hospital Medical Information Network UMIN000031124. The
patients willing to participate in this study were informed of the
study objectives and were asked for their consent to participate.
Each patient was informed that participation was voluntary and
full anonymity would be provided. Each patient was required
to provide written consent for participation.

Recruitment
We recruited participants through web-based and newspaper
advertisements from April 2018 to November 2019. Patient
recruitment was announced by the doctors at outpatient clinics
in the Department of Orthopedics and Pain Anesthesiology at
Chiba University Hospital and in all medical institutions in the
Chiba prefecture as well. All recruitment materials referred
patients to our study website, which explained the study in
detail. All participants who gave their permission to be enrolled
in the study were required to continue treatment with their
general practitioners as TAU. Patients who were interested in
the study could inquire about the details via email. This mail
was also used as an application form to ask patients to record
their age, sex, condition of chronic pain, contact information,
and so forth.

Eligibility Procedure for Participation and Diagnosis
Written informed consent was obtained face-to-face from all
patients after they were fully briefed on the procedure.
Following this, a screening eligibility assessment for inclusion
and exclusion criteria was performed. Participants were asked
to record their pain intensity rated by the Numerical Rating
Scale (NRS) daily for a week. Inclusion criteria were as follows:
(1) fulfillment of the criteria of somatic symptom disorder, with
predominant pain according to the fifth edition of the Diagnostic
and Statistical Manual of Mental Disorders (DSM-5), (2) age
ranging from 18 to 75 years to avoid the risks from cognitive
decline, (3) not showing moderate to remarkable improvement
despite receiving sufficient pharmacotherapy for more than 8
weeks or due to poor tolerability, and (4) appropriate mental
and physical conditions to maintain therapy. In the case of
patients with depression or other anxiety conditions, they met
the criteria to take part in the study if their pain was the primary
impairment. The exclusion criteria were (1) comorbidity of
serious mental disorders such as neurocognitive disorder,
psychotic disorder, bipolar disorder, or substance-related
disorder based on the criteria in DSM-5; (2) major pain caused
by cancer; (3) if their pain did not interfere with their daily life
(PDAS: Pain Disability Assessment Scale score of 9 or less);

(4) mental retardation, neurocognitive disorders (dementia),
and autism spectrum disorder; and (5) litigation or compensation
concerning pain symptoms. In this study, patients were required
to be able to use a videoconferencing system at home. In case
of patients who did not have an internet connection in their
houses, we rented tablet computers and mobile Wi-Fi devices
for them.

Randomization and Case Registration
The eligible patients were randomly assigned to either the vCBT
group or the TAU group using the minimization method used
in clinical trials to ensure a balance in pain intensity score and
gender. Per the allocation adjustment factor, the pain intensity
score on NRS was allocated at 6.3 for each group [29]. The
randomization and assignment were done by the Clinical
Research Data Center, and the results were informed to the
researchers by fax.

Intervention
The intervention period was from May 2018 to April 2020. In
both groups, patients underwent 16 weeks of intervention and
answered questions regarding primary and secondary outcomes
at 1 week (baseline), 8 weeks (middle), and 16 weeks (post).
All patients continued the regular medical care that they would
normally receive as treatment. While participating in this study,
no patient was permitted to seek any new treatment other than
those that their primary care doctor ordered. In addition to
regular medical care, those allocated to the vCBT group received
weekly 50-minute sessions over 16 weeks of integrated CBT
program using real-time internet videoconferencing. If the
therapists or patients found it impossible to continue owing to
adverse events, a gap of maximum 30 days during the
intervention was permitted.

Videoconference-Based Integrated CBT Program
The CBT program that we adopted is an integrated CBT
program that is longer than conventional interventions and
consists of several new sessions not used in traditional CBT
protocols. Our developed protocol with face-to-face CBT
sessions provided by the videoconference system (web-based
CBT) has been shown to improve catastrophic cognition,
disability, and mood [30]. Conventional CBT programs for
chronic pain often comprise 8-12 intervention sessions. In almost
all programs, psychoeducation for pain, case formulation for
understanding cognitive behavioral models of chronic pain,
relaxation exercises such as breathing, and cognitive
reconstruction, among others, were included [31]. Each of the
16 sessions lasted 50 minutes. We added 4 new sessions: tactile
attention-shift training (session 4), memory work based on
peak-end rule (session 10), sharpening behavioral image training
(session 11), and video feedback (session 12) to the conventional
CBT program (shown in Table 1).
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Table 1. Integrated cognitive behavioral therapy program for chronic pain.

DescriptionProgramSession

Therapists explained the purpose of cognitive behavioral therapy and set short-,
medium-, and long-term treatment goals.

IntroductionSession 1

Patients studied ideas such as the mechanism of pain, gate-control theory, and ac-
ceptance of pain.

PsychoeducationSession 2

Patients practiced progressive muscle relaxation and abdominal breathing techniques.RelaxationSession 3

Patients practiced flexibly shifting their excessive attention to pain.Tactile attention-shift trainingSession 4

Patients learned their own cognitive behavioral models and vicious pain-causing
cycles.

Case formulationSession 5

For behavioral activation, patients understood avoiding action due to pain and
learned the demerits of continuing safety action such as avoidance, makeshift action.

Safety behaviorsSession 6

Patients’ thinking habits were examined and they learned how to change their irra-
tional thinking.

Cognitive restructuring 1Session 7

Patients’ thinking habits were examined and they learned how to change their irra-
tional thinking.

Cognitive restructuring 2Session 8

Patients spaced out activities to manage pain.Activity pacingSession 9

By reexamining their pain memory, patients learned that it influences chronic pain.Memory work using the peak end ruleSession 10

Patients practiced imagining the movement of their body in pain and maintaining
hope.

Mental practiceSession 11

Patients performed mirror therapy as an alternative, recording own actions and
observing ideal movement.

Visual feedbackSession 12

Patients practiced step by step those actions that could not be performed because
of pain.

Behavioral experiments 1Session 13

Patients practiced step by step those actions that could not be performed because
of pain.

Behavioral experiments 2Session 14

We reviewed all the sessions and confirmed any remaining issues.SummarySession 15

Patients learned to think about how to respond when the pain recurred.Relapse preventionSession 16

Tactile attention-shift training (session 4): Patients with chronic
pain tend to demonstrate “attention bias.” Excessive attention
causes patients’pain to increase. Patients were trained to flexibly
shift their attention. Furthermore, it has been found that pain
may be relieved by gentle strokes that promote the secretion of
oxytocin. This is referred to as the Science Touch method and
suggests relief from chronic pain [32]. Attention-shift training
takes place while being conscious of the sense of touch.

Memory work based on the peak-end rule (session 10): With
significant chronic pain, patients tend to consider their memory
of pain to be worse than the actual intensity of the pain. This is
because the memory of an intense pain experience is saved as
a traumatic memory [33]. The peak-end rule theory explains
that “unpleasant experiences like pain are memorized as the
average of the strength of the pain peak and the strength of the
end” [33]. Patients with chronic pain tend to retain the memory
of the peak of their pain experience, when the pain was too
intense, and they may not be able to remember the end or release
of their pain. Their peak (painful) memories are thus surpassed
by the end (good) memories. Therefore, in their pain memory,
the average degree of the pain and unpleasantness is high, and
it remains as an extreme memory where objectivity about the
pain condition is lost. This causes negative emotions such as
anxiety and depressive feelings, which can be a factor for
negative thoughts. This is considered catastrophic cognitionit

is caused by pain but at the same time, it becomes the factor of
chronicity. This session seeks to reduce pain by recalling
memories of intense pain in detail and reconstructing them in
objective memory.

Sharpening behavioral image training (session 11): We were
inspired by sports training and poststroke rehabilitation [34,35]
to compose this session. Many patients with chronic pain cannot
imagine that they can move the injured body part since they
have not moved it in a long time. Therefore, this session helped
patients increase their daily movement using “image training”
until they could clearly imagine moving their painful body parts
themselves.

Video feedback (session 12): We developed this session in line
with the principles of mirror therapy, a treatment used for
phantom limb pain [36]. In this therapy, when the patient moves
their healthy side, it is reflected in the mirror and the patient
visually recognizes the movement. As a result, the brain
interprets it as the amputated side that is moving and thus, the
pain is alleviated [37,38]. When there is no movement in the
painful area for a long time, it is considered to be a state in
which the sensory and motor contact with the brain is severely
disconnected. This is regarded as being similar to experiencing
phantom limb pain. Thus, we considered that if pain can be
alleviated by observing repeated normal movements in the
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mirror, observing normal movements in videos should also have
similar effects.

System Safety
In this study, we adopted the ISO 27001-certified Cisco WebEx
as the internet conference system. Countermeasures against
unauthorized access, information leakage, and others were taken,
and safety problems were cleared.

Measures and Evaluation

Pretreatment Measures
After enrollment, we assessed the baseline characteristics of the
patient’s sex, age, education, marital status, comorbidity,
employment status, age at onset of pain, duration of pain, and
treatment history before they entered the intervention period
(shown in Table 2). The following outcome measures were set
based on the Initiative on Methods, Measurement, and Pain
Assessment in Clinical Trials. Furthermore, “Assessment of
Chronic Pain” was recommended by the International Pain
Society [39].

Table 2. Baseline characteristics of the patients.

Treatment as usual (n=14)Videoconference-based cognitive behavioral therapy (n=15)Characteristics

43.9 (12.5)50.0 (14.3)Age (years), mean (SD)

9 (64)10 (67)Females, n (%)

13.4 (3.8)13.6 (2.6)Education history (years), mean (SD)

5 (35)4 (26)Currently employed, n (%)

1.8 (1.0)2.0 (2.1)Family members living together, mean (SD)

Chronic pain site, n (%)a

3 (21)8 (53)Lower back

3 (21)6 (38)Back

1 (7)4 (27)Neck

4 (27)3 (21)Arm

7 (50)7 (47)Leg

2 (14)8 (53)Other

7.6 (5.8)11.0 (12.6)Duration of disease (years), mean (SD)

8 (57)6 (40)Mental status comorbidity, n (%)

aFor chronic pain site, duplicate answers were possible.

Adverse Events
All adverse events were reported irrespective of their relevance
to the intervention of this study, and serious adverse events were
immediately reported to the institutional review board of the
Chiba University Hospital and registered with the hospital risk
management system as well. Moreover, an independent data
monitoring committee accurately verified the detailed records
of the clinical study’s progress, critical efficacy variables, and
safety data.

Primary Outcome Measures
The primary outcome was the change in the pain intensity from
baseline to week 16, as indicated by the NRS score. The NRS
is a self-rated questionnaire that measures pain intensity on a
scale of 0-10, where 0=nothing and 10=severe. Patients were
made to keep a daily pain diary. They recorded (1) maximum
pain throughout the day, (2) minimum pain, (3) usual pain, and
calculated the weekly average for pain on the day of the session
(each NRS score=sum total of 1-week NRS score/7). Numerical
values obtained by averaging the values in (1), (2), and (3) were
taken as the main evaluation items comprising the composite

value of NRS. The measurement has been shown to be reliable
and valid [40].

Secondary Outcome Measures
All secondary outcomes were measured at 8 weeks and 16 weeks
from the baseline.

Pain intensity: The secondary outcome was change in pain
intensity (maximum, minimum, usual score) from baseline to
week 8 on the NRS.

Comprehensive pain score: Comprehensive pain was assessed
with the Japanese translation of the Brief Pain Inventory (BPI)
[41]. BPI is composed of 2 factors: pain severity and pain
interference. Pain severity means the pain intensity, but we use
the original term as used in the BPI. The scale has a high
reliability (coefficient alpha greater than .80) and established
validity. Pain severity on the BPI comprises 4 items (worst,
least, average, and current). They are assessed as 0 (nothing) to
10 (severe), with higher scores representing worse pain. Pain
severity was calculated as the average of the 4 scores. Pain
interference of BPI is a 7-item measure designed to assess pain
interference by sleep, mood, social relations, and enjoyment of
life. On an 11-point scale (0=does not interfere, 10=completely
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interferes), patients indicated how much pain had interfered “in
the past 24 hours” with different functional aspects. This score
was the average of the 7 scores, and the total score was
calculated as a composite score.

Cognition related to pain: Catastrophizing one’s perception of
pain was measured using the Pain Catastrophizing Scale (PCS).
This scale has been shown to have high internal consistency
(Cronbach α range .67-.87) [42]. The PCS comprises 13 items
that evaluate the degree of catastrophizing cognition about pain.
The responses are recorded on a 5-point Likert scale, where
0=not at all to 4=all the time. The total PCS scores ranged from
0 to 52, and the clinical cutoff value for the score was over 30
[42,43].

Disability: The degree of life disability due to pain was
measured using PDAS. It is composed of 3 factors and supported
by a high level of internal consistency (Cronbach α range
.87-.95). It consists of 20 items on a 4-point Likert scale and is
evaluated from 0 to 60 points, with a higher score indicating a
higher degree of daily disability [44]. The clinical cutoff for
PDAS is 10 points.

Depression and anxiety: Depressive symptoms were assessed
with Beck’s Depression Inventory II and Patient Health
Questionnaire-9 items (PHQ-9). BDI-II has an internal
consistency of approximately .90, and the test-retest reliability
ranges from .73 to .96. It consists of 21 items with 4 response
statements designed to assess the severity of current symptoms
of depressive disorders. The total scores on the measure range
from 0 to 63. Scores below 10 are regarded as reflecting
“minimal or no” depression, whereas score ranges of 10-18,
19-29, and 30-63 reflect “mild to moderate,” “moderate to
severe,” and “severe” depression, respectively [45,46]. PHQ-9
has diagnostic validity (for the diagnosis of any one or more
PHQ disorders, κ=0.65; overall accuracy, 85%; sensitivity,
75%; specificity, 90%). It consists of 9 items scored on a 4-point
Likert scale (0=not at all, 1=on several days, 2=half or more of
days, and 3=almost daily). The minimum score is 0 and the
maximum score is 27 (0-4, 5-9, 10-14, 15-19, and 20-27,
indicating no, mild, moderate, moderate to severe, and severe
symptoms, respectively) [47]. The PHQ cutoff score for
clinically significant depressive symptoms is 10. Anxiety was
measured on the Generalized Anxiety Disorder (GAD-7) scale,
which has been shown to have reliability, criterion, construct,
factorial, and procedural validity. Cutoff points that optimized
sensitivity (89%) and specificity (82%) were identified. The
scale has 7 items that assess the severity of GAD in the previous
2 weeks on a 4-point Likert scale (0=not at all, 1=one episode,
2=on half or more days, and 3=almost daily). The minimum
score is 0 and the maximum score is 21 (0-4, 5-9, 10-14, and
15-21 indicating no, mild, moderate, and severe symptoms,
respectively). The cutoff score for clinically significant
symptoms of anxiety is 10 [48].

Health-related quality of life: European quality of life
5-dimensions 5-level (EQ-5D-5L) is a widely applied, valid,
and reliable measure of quality of life. Its reliability was shown
by Cronbach alpha (.70) [49]. EQ-5D-5L consists of 5 items
related to mobility, self-care, common activities,
pain/discomfort, and anxiety/depression. Patients answer each

item on a scale of 1 to 5 (good to severe), and based on the
score, the utility value, 0 to 1 (death to in good health), is
calculated from the conversion device, which is used for medical
economic evaluation [50,51].

Medical Economic Evaluation
All enrolled patients were asked to collect and submit receipts
of their medical and drug expenses for chronic pain during this
study (for 4 months). The incremental cost-effectiveness ratio
(ICER) for the comparators vCBT versus TAU was estimated
based on prepost evaluation (from baseline to 16 weeks),
differences in medical costs, and effects of the condition. To
estimate the cost utility of the intervention, quality-adjusted life
years (QALYs) were calculated using the utility score of EQ-5D.
To calculate the ICER, QALY values were calculated by
multiplying one life year by the quality of life score. Quality of
life scores were measured using the EQ-5D. We could not use
quality of life scores 1 year (52 weeks) after the start of the
intervention since the follow-up study had not been done.
Therefore, we assumed that quality of life scores at week 16
could return to baseline at 1 year (week 52) as the minimum
effect case. Conversely, we assumed that quality of life scores
at week 16 could be the same as baseline at 1 year (week 52)
as the maximum effect case.

Sample Size
In this study, we assumed that the difference in the amount of
change in the NRS was 1.67 and the standard deviation was 1.8
and set the detection power to 80% and bilateral significance
level to 5% in the two-sided t test. As a result, the required
number of subjects per group was estimated to be almost 20.
In the main analysis, analysis of covariance (ANCOVA) with
the allocation factor as the covariate was used, and the detection
power was calculated to be 82%. As this study is a pilot study,
the number of cases was determined based on its feasibility.

Data Management
All data were properly managed by the submitting the case
report form to the Clinical Research Data Center. In this center,
researchers entered all the data using an access-log-restricted
data system, which could be verified, and they created data sets.
Independent data monitoring committees were regularly held
and they performed risk-based monitoring. After the intervention
was finished, the responsible doctors confirmed their data sets
and locked the data. Then the locked data were transferred to
the Pharmaceutical Statistics Office of the Department of
Clinical Trials, Chiba University Hospital.

Statistical Analysis
Statistical analysis and reporting of this trial were conducted in
accordance with the Consolidated Standards of Reporting Trials
guidelines. Baseline variables were compared using Fisher exact
test for categorical outcomes and an unpaired two-tailed t test
for continuous variables. The significance level was set at .05.
For the primary analysis of comparing treatment effects, the
means of the least squares and their 95% CIs were estimated
by ANCOVA with the change in the NRS composite score at
week 16. This ANCOVA model took into account the variation
caused by treatment effects, and gender and baseline NRS scores
(≥6.3 and <6.3) were entered as covariates. As a sensitivity
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analysis, we showed the transition over time of the NRS scores
of each group, confirmed the time course measurement data
using the linear mixed effect model, and confirmed that it was
not significantly different from the covariance analysis result.
All comparisons were planned, and all P values were two-sided.
P values <.05 were considered statistically significant. No
special complementary processing by statistical methods was
performed for the missing values. However, if necessary,
complementary analysis using Mixed Model Repeated Measure
was carried out for exploratory analysis. This analysis plan was
created before the trial was started, and the protocol was

approved. All statistical analyses were performed using SAS
V.9.4. (SAS Institute, Cary).

Results

Participants
Figure 1 depicts the participant enrollment for this study. The
recruitment process resulted in a total of 38 participants. Three
participants were excluded owing to dementia (n=1), autism
spectrum disorder (n=1), suspected intellectual disability (n=1),
and 5 declined to participate. In the eligibility assessment, 30
patients were eventually enrolled and randomized.

Figure 1. Flowchart of participant selection in the trial. ASD: autism spectrum disorder; ID: intellectual disability.

Patients’ Demographic and Clinical Characteristics
A total of 93% of the patients (14/15) completed all 16 sessions
of the vCBT program and participated in the intervention
throughout its duration; 2 patients missed 1 session each due to
adverse events (see below). No patients in the vCBT group were
excluded from the analysis. One patient in the TAU group did
not report receiving regular medical treatment at week 8 and
was excluded from the analysis. Finally, 15 patients in the vCBT
and 14 patients in the TAU group were analyzed.

Adverse Events
In this study, 4 adverse events were reported by 4 different
patients in the vCBT group. The first patient was hospitalized
owing to worsening Behcet disease and declined to participate
in the study for the fourth session. The second patient had
sudden difficulty in opening his eyes due to medically
unexplained eyelid pain and declined to participate in the study

for the fifth session. The third patient had common cold. The
fourth patient had temporomandibular joint disorders.

Table 2 shows the demographic data of the patients. There were
no significant differences between vCBT and TAU in age,
gender, length of education, employment status, and number of
families living together (P=.24, P>.99, P=.73, P=.70, P=.73;
respectively). Duration of illness in vCBT (mean 11.03 [SD
12.64] years) was significantly longer than that in TAU (mean
7.56 [SD 5.84] years). In both groups, more than 65% (19/29)
of the patients were women. All patients in the vCBT group
had an education period of 12 years or more (high school
graduation or above), and TAU group had also 12 years or more
except for one patient (9 years). There was no significant
difference between the two groups. At baseline, nearly 70%
(20/29) of patients were not working (vCBT 11/15, 55% vs
TAU 9/14, 45%). Patients were living with at least one family,
and only 1 patient receiving vCBT lived alone. The most
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reported site of chronic pain was lower back pain. Many patients
had orthopedic pain, while others had oral pain such as tongue
pain, toothache, and general pain such as rheumatism and
fibromyalgia.

Primary Outcomes
Table 3 shows the adjusted mean reductions of NRS in vCBT
and TAU at 16 weeks (primary outcome) and at 8 weeks

(secondary outcome) from the baseline. No significant difference
was found between the 2 groups in terms of changes in
composite NRS scores at week 16 from baseline (P=.36). Table
4 shows the raw data on the means and standard deviations of
NRS scores in vCBT and TAU at 16 weeks and 8 weeks.

Table 3. Results of the efficacy on pain intensity in videoconference-based cognitive behavioral therapy versus treatment as usual.

At 16 weeksAt 8 weeksVariable

95% CIP valueSEEstimated
amount of change

95% CIP valueSEEstimated
amount of change

–1.47 to 0.55.360.49–0.46–1.29 to 0.72.570.49–0.28Numerical rating scale (composite)

–1.21 to 1.05.880.55–0.08–1.24 to 0.99.820.54–0.13Numerical rating scale (max)

–2.17 to 0.09.070.55–1.04–1.41 to 0.83.600.54–0.29Numerical rating scale (min)

–1.27 to 1.18.940.60–0.04–1.66 to 0.79.470.60–0.43Numerical rating scale (usual)

Table 4. Change in numerical rating scale scores at the first, eighth, and sixteenth week.

At 16 weeksAt 8 weeksAt 1 weekVariable

TAUvCBTTAUvCBTTAUbvCBTa

Mean (SD)nMean (SD)nMean (SD)nMean (SD)nMean (SD)nMean (SD)n

4.76 (1.78)145.08 (2.33)134.92 (1.27)145.42 (1.99)135.01 (1.37)145.67 (1.62)15NRSc (composite)

6.38 (2.11)136.42 (2.18137.18 (1.77)147.08 (1.49)137.40 (1.40)147.30 (1.42)15NRS (max)

3.52 (1.95)133.74 (2.43)133.20 (1.44)144.22 (2.19)133.01 (1.71)144.33 (2.04)15NRS (min)

4.39 (1.85)145.37 (2.20)134.41 (1.07)145.00 (2.58)134.45 (1.45)145.40 (1.77)15NRS (usual)

avCBT: videoconference-based cognitive behavioral therapy.
bTAU: treatment as usual.
cNRS: numerical rating scale.

Secondary Outcomes
Tables 5 and 6 show the results of efficacy on the secondary
outcomes. P values lesser than .05 were considered statistically
significant. No significant difference was found between the 2
groups regarding changes in maximum, minimum, and usual
NRS scores at week 16 from the baseline. In addition, there was
no significant difference in the changes in all NRS scores at
week 8 from baseline.

Comprehensive pain score: The adjusted mean reduction of the
total BPI score in vCBT was significantly larger than that of
TAU at 16 weeks (–1.43, 95% CI –2.49 to –0.37, df=24; P=.01).
There was no significant difference between the 2 groups in the
adjusted mean reduction of BPI pain severity at 16 weeks. The
adjusted mean reduction of BPI pain interference in vCBT was
significantly larger than that of TAU at 16 weeks (–1.95, 95%
CI –3.33 to –0.56, df=24; P=.008). There was no significant
difference between the 2 groups in the adjusted mean reduction
of BPI total score, pain severity, and pain interference at 8
weeks.

Disability: The adjusted mean reduction of the PDAS score in
vCBT was significantly larger than that of TAU at 16 weeks
(–9.42, 95% CI –14.47 to –4.36, df=25; P=.001). There was no
significant difference between the 2 groups in the adjusted mean
reduction of PDAS at 8 weeks.

Catastrophizing cognition: The adjusted mean reduction of the
PCS score in vCBT was larger than that of TAU at 16 weeks,
although the difference was not statistically significant (–6.25,
95% CI –12.89 to 0.38, df=25; P=.07). There was no significant
difference between the 2 groups in the adjusted mean reduction
of PCS at 8 weeks.

Depression and anxiety: There was no significant difference
between the 2 groups in the adjusted mean reduction of BDI-II,
PHQ-9, and GAD-7 at 16 weeks and 8 weeks, respectively.

Health-related quality of life: The adjusted mean change of the
EQ-5D-5L index score in vCBT was larger than that of TAU
at 16 weeks, although the difference was not statistically
significant (0.09, 95% CI –12.89 to 0.38; P=.06). There was
also no significant difference between the 2 groups in the
adjusted mean change of the EQ-5D-5L index score at 8 weeks.
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Table 5. Results of the efficacy on secondary outcomes in videoconference-based cognitive behavioral therapy versus treatment as usual.

At 16 weeksAt 8 weeksOutcome

95% CIP valueSEEstimate95% CIP valueSEEstimate

–2.49 to –0.37.010.51–1.43–1.57 to 0.54.330.51–0.52BPI-Ja (total)

–1.33 to 0.57.420.46–0.38–0.76 to 1.14.680.460.19BPI-J (pain severity)

–2.35 to –0.03.050.56–1.19–1.41 to 0.91.660.56–0.25Pain worst

–0.80 to 1.45.560.550.320.02 to 2.27.050.551.15Pain least

–1.55 to 0.73.470.55–0.41–0.92 to 1.35.700.550.21Pain average

–1.52 to 1.30.870.69–0.11–1.61 to 1.21.770.69–0.20Pain current

–3.33 to –0.56.010.67–1.95–2.26 to 0.51.200.67–0.88BPI-J (pain interference)

–14.47 to –4.36<.0012.45–9.42–7.77 to 2.34.282.45–2.71PDASb

–12.89 to 0.38.063.22–6.25–10.84 to 2.44.203.22–4.20PCSc

–7.42 to 3.39.452.63–2.01–3.08 to 7.74.382.632.33BDI-IId

–5.18 to 0.89.161.47–2.15–3.62 to 2.44.691.47–0.59PHQ-9e

–4.16 to 1.61.371.4–1.28–2.02 to 3.75.541.40.87GAD-7f

0.00 to 0.18.050.040.09–0.11 to 0.06.570.04–0.03EQ-5D-5Lg

aBPI-J: Brief Pain Inventory-Japanese translation.
bPDAS: Pain Disability Assessment Scale.
cPCS: Pain Catastrophizing Scale.
dBDI-II: Beck’s Depression Inventory II.
ePHQ-9: Patient Health Questionnaire-9 items.
fGAD-7: Generalized Anxiety Disorder Scale-7 items.
gEQ-5D-5L: European quality of life 5-dimensions 5-level.
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Table 6. Change in the secondary outcomes in the first, eighth, and sixteenth week.

Postintervention (16th week)Midintervention (8th week)Preintervention (1st week)Variable

TAUvCBTTAUvCBTTAUbvCBTa

Mean (SD)nMean (SD)nMean (SD)nMean (SD)nMean (SD)nMean (SD)n

5.30 (1.63)143.98 (1.83)135.24 (1.33)144.89 (1.71)135.32 (1.27)145.42 (1.74)14BPI-Jc (total)

5.05 (1.36)144.92 (1.84)135.27 (1.02)145.71 (1.71)135.43 (1.70)145.75 (1.35)15BPI-J (pain severity)

7.57 (1.83)146.38 (1.80)137.79 (1.42)147.54 (1.05)138.14 (1.56)148.07 (1.22)15Pain worst

2.71 (1.49)143.62 (2.02)132.43 (1.34)144.15 (2.34)132.71 (2.61)143.60 (1.64)15Pain least

5.00 (1.62)144.69 (1.97)135.07 (1.21)145.38 (1.94)135.57 (1.83)145.67 (1.45)15Pain average

4.93 (2.02)145.00 (2.27)135.79 (1.67)145.77 (2.31)135.29 (2.16)145.67 (2.02)15Pain current

5.44 (1.97)143.44 (2.05)135.22 (1.83)144.42 (2.19)135.27 (1.47)145.18 (2.35)14BPI-J (pain interfer-
ence)

25.79
(12.24)

1419.15
(10.04)

1323.93 (8.65)1424.00 (8.55)1327.14 (9.29)1430.47
(10.35)

15PDASd

32.00
(10.78)

1421.38
(10.59)

1332.71 (8.00)1424.15
(10.27)

1334.50 (6.26)1428.87
(10.39)

15PCSe

10.14 (5.80)148.00 (5.15)1310.36 (5.17)149.77 (4.95)1311.29 (6.22)1411.13 (5.64)15PHQ-9f

7.36 (5.17)144.69 (3.64)137.21 (4.25)146.69 (4.35)138.71 (4.78)146.13 (4.96)15GAD-7g

17.14
(10.31)

1413.54 (8.32)1316.64
(10.63)

1417.38
(10.74)

1319.64 (8.87)1418.67 (7.66)15BDI-IIh

0.52 (0.17)140.60 (0.22)130.61 (0.09)140.57 (0.24)130.55 (0.11)140.54 (0.17)15EQ-5D-5Li

avCBT: videoconference-based cognitive behavioral therapy.
bTAU: treatment as usual.
cBPI-J: Brief Pain Inventory-Japanese translation.
dPDAS: Pain Disability Assessment Scale.
ePCS: Pain Catastrophizing Scale.
fPHQ-9: Patient Health Questionnaire-9 items.
gGAD-7: Generalized Anxiety Disorder Scale-7 items.
hBDI-II: Beck’s Depression Inventory II.
iEQ-5D-5L: European quality of life 5-dimensions 5-level.

Medical Economic Evaluation
Complete data for the direct medical economic evaluation were
available for 12 (80%) patients in the vCBT group and 12 (80%)
patients in the TAU group with their informed consent. The
data consisted of medical expenses covered by public health
care insurance, prescription drug prices, and uncovered health
care expenses for chronic pain during the intervention period
(16 weeks or 4 months). The mean total cost per person for 4
months was 145,846 yen (1 USD=114.05 yen) in vCBT and
169,312 yen in the TAU group, thereby showing no significant
difference between the 2 groups (P=.73) (Table 7). To calculate
the ICER, we extracted incremental effects from EQ-5D and
incremental costs from collected receipts of medical and drug
expenses. The incremental effect of vCBT on TAU was

determined to be 0.033 to 0.064 QALY for 1 year. We adopted
0.033 QALY as the incremental effect as the best case.
Regarding the incremental cost, the total cost of 16 sessions of
the vCBT program was 96,000 yen per person with 6000 yen
per session. Therefore, we adopted 96,000 yen as the
incremental cost for vCBT compared with TAU. A cost-benefit
analysis based on the data showed that the ICER was almost
2.9 million (yen/QALY=96,000 yen divided by 0.033 QALY).
Previous research that used willingness to pay (WTP) to obtain
the criterion of the ICER showed that 5.0 million yen (US
$48,158) per QALY gained is considered an acceptable
threshold in Japan [52]. Therefore, it was suggested that vCBT
is more cost-effective than TAU, even though it was a minimum
effect case, as the improvement in quality of life returned to the
baseline in 1 year (shown in Figure 2).
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Table 7. Comparison of costs (in yen) for treatment of chronic pain.a

P valueTotal amount4th month3rd month2nd month1st monthCosts

.69Insurance medical treatment for chronic pain (100% burden), mean (SD)

60,650 (64,292)18,014 (23,755)10,681 (14,060)15,898 (16,711)16,057 (16,232)TAUb (n=12)

74,372 (98,889)17,153 (33,133)28,728 (42,755)19,182 (24,923)9309 (8754)vCBTc (n=12)

.99Outpatient prescription amount for chronic pain, mean (SD)

61,556 (58,758)19,517 (23,939)12,163 (11,756)16,373 (17,924)13,503 (14,082)TAU (n=12)

61,933 (59,961)15,078 (14,047)15,578 (15,318)8149 (10,933)23,129 (28,480)vCBT (n=12)

.35Private insurance amount for chronic pain, mean (SD)

47,106 (132,486)13,710 (41,539)11,710 (32,480)12,049 (29,535)9637 (23,676)TAU (n=12)

9541 (21,859)1680 (3723)3811 (8236)2233 (6249)1817 (4051)vCBT (n=12)

.73Total cost for chronic pain, mean (SD)

169,312 (195,072)51,241 (63,891)34,554 (50,316)44,319 (46,594)39,197 (39,425)TAU (n=12)

145,846 (123,008)33,910 (35,109)48,116 (45,076)29,564 (23,755)34,255 (29,983)vCBT (n=12)

a1 USD=114.05 yen.
bTAU: treatment as usual.
cvCBT: videoconference-based cognitive behavioral therapy.

Figure 2. Difference in quality-adjusted life year between both groups at 1 week, 8 weeks, and 16 weeks, and prediction of difference in quality-adjusted
life year after 1 year. QALY: quality-adjusted life year; TAU: treatment as usual; vCBT: videoconference-based cognitive behavioral therapy.

Discussion

To our knowledge, this study is the first RCT to evaluate the
effectiveness of vCBT for chronic pain. In addition, we

performed a cost-effectiveness analysis of the CBT program by
using ICER. Although composite pain intensity by the NRS did
not change, vCBT significantly improved the total BPI score,
especially pain interference and disability in daily life.
Furthermore, in the medical economic evaluation, although our
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results showed no statistically significant difference, it has been
suggested that vCBT may be more cost-effective than TAU for
various reasons that we discuss in the following sections.

The latest systematic review of 75 RCTs about the effectiveness
of face-to-face CBT has shown that CBT versus TAU at the
treatment end for pain, disability, and distress showed a small
effect size, and versus active treatment showed few effects
(n=9401) [9]. In general, internet-based CBT is delivered
through a computer application for administering
self-management programs without a therapist. According to a
systematic review of internet-based CBT for depression, anxiety
disorder, and other functional disorders, including chronic pain,
the CBT for chronic pain showed small to medium effect size
from 10 RCT studies with low levels of evidence. Conversely,
internet-based CBT for depression, social anxiety disorder, and
panic disorder was classified as established, that is, they met
the highest level of evidence criteria [11]. A systematic review
of internet-based CBT for lower back pain reported high
effectiveness for pain intensity and disability in 9 RCT studies
(n=1796) [53]. Although there are several studies on
internet-based CBT, there are only a few RCTs on vCBT, and
almost all of them focus on self-care by patients. Only a pilot
study of hematopoietic stem cell transplantation has reported
on the feasibility and improved self-efficacy of vCBT [26].

As reported by multiple internet-based CBT studies, use of
self-care programs or apps, treatments in which specialists check
progress every other week, or telephone sessions have been
demonstrated to be effective. Such internet-based CBT does
not require multiple therapists, and interventions can be
conducted for many patients concurrently. However, there is
insufficient evidence for the effectiveness of the treatment.
Chronic pain is unique to each individual and therefore, there
is a need to consider stepped care for chronic pain, which is a
system of delivering an evidence-based staged approach and
provides treatment that matches individual needs and status.
Ideally, it is desirable for patients to receive internet-based CBT
in the early stage as first aid, such as through a self-care
smartphone app. Moreover, patients who do not respond well
to first aid should receive vCBT as the second aid.

vCBT is intended for the treatment of higher levels of chronic
pain. We need to examine treatments for several levels of pain
for treating complex and intractable chronic pain. This was the
first RCT on vCBT showing significant improvement in
interference (distress) and disability. Our primary outcome, pain
intensity as measured using NRS, was not significantly different;
however, we adopted the BPI total score as a comprehensive
pain score, which showed significant results. The reason for the
NRS result could be that TAU also improved pain intensity.
According to the BPI total score, pain interference appeared to
greatly improve, while pain severity only showed a slight
change, which comprehensively improved the total score. We
hypothesized that patients who received CBT increased their
previously avoided daily movement by doing the CBT-related
homework and confronting their pain, thus maintaining their
pain intensity. Conversely, it was possible for patients with
TAU to avoid several behaviors owing to pain; as a result, their
pain interference score worsened gradually. Considering this
development, a composite score such as a BPI total score should

be adopted for assessing the effectiveness of treatment for
chronic pain. A recent consensus recommended the use of
comprehensive indicators such as a BPI [54]. In particular, the
composite score of BPI is the right choice because it comprises
2 domains, pain severity and interference due to pain, which
are measured as outcomes in all chronic pain clinical trials. Few
studies have set the BPI total score as primary [23] and there
might be a need to set a comprehensive scale, instead of a single
rating scale, as the primary outcome in future research.

We expected improvement of cognition-related pain-related
catastrophic thoughts, anxiety, and depressive symptoms,
because a previous review had shown small-to-moderate effect
size of catastrophic thinking and mood [9]. Moreover, one of
the new additional sessions of our protocol focused on emotions
related to pain (session 10). Contrary to expectations, there was
no significant difference between PCS and mood. However, if
the sample size is a little large, it may show a positive result as
the PCS score of vCBT improves compared to TAU (shown in
Table 6). Considering the previous review, it is not easy to
improve mood by CBT for chronic pain [55]. Our new protocol
also did not treat their anxiety and depression.

We thus added a new session to address emotions such as
anxiety and depression. However, in this session, many patients
could not recognize the emotions related to pain. They thought
of their pain and emotions as separate and did not acknowledge
emotions that accompanied the pain memory or emotions that
accompanied the moment pain was felt. An RCT found that
emotion-focused exposure intervention (10-15 sessions)
compared to normal CBT for chronic pain is effective for
catastrophic cognition and depression, in addition to other
outcomes [56]. The research concluded that the emotion-focused
approach is an effective option. We had a single
emotion-focused session, which was too little time for patients
to learn how to treat their emotions.

In medical economic evaluation, a cost-benefit analysis showed
that ICER was almost 2.9 million (yen/QALY), which was
lesser than Japan's WTP of 5 million yen. Furthermore, it was
also shown to be lesser than the British WTP of £23,000
(approximately 3 million yen) and the United States WTP of
$62,000 (approximately 6.7 million yen) [51]. At
postintervention (16 weeks), the total cost of each group was
not significantly different; however, the cost of vCBT did not
change even though TAU increased gradually. In particular, the
decrease in outpatient prescriptions of vCBT increased TAU
costs, which may have affected the overall costs. We understand
that the results of economic assessments are somewhat uncertain
for a variety of reasons. Since this was a pilot study, the number
of verifications was small. In addition, since no follow-up data
were taken, the cost-effectiveness results were derived from
assumptions of the sustainability of therapeutic efficacy. This
uncertainty should be kept in mind if clinicians and
policymakers set treatment guidelines or offer this program in
a clinical setting.

This study has several limitations. First, the sample size was
relatively small. In addition, this study was performed as a
single-center study at our hospital. In the near future, large-scale
multicenter trials are necessary. Second, further studies targeting
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patients with specific types of chronic pain will be required to
examine the effectiveness of this vCBT program. Third, because
we did not use a psychological placebo group as a control
condition, we were unable to control nonspecific factors and
unravel the concrete effects of the vCBT program. Finally, the
lack of follow-up data limited the generalizability of the
conclusions. Long-term follow-up studies should be conducted
in the future.

Despite the problems in this study, vCBT has the possibility of
usability and effectiveness for patients with chronic pain. During
COVID-19, in particular, vCBT may provide safety and alleviate
the patient’s stress through face-to-face counseling. In the future,

we may study other pandemics and help patients to decrease
their anxiety and symptoms by using internet-based CBT.

In summary, videoconference-based integrated CBT for chronic
pain could improve pain interference and disability in daily life,
and as a result, could even relieve comprehensive pain.
Therefore, this program can be a valuable addition to regular
medical care. Further research is needed to examine
augmentation strategies, including an examination of the
components of CBT that are best suited for different types of
pain. Furthermore, while this study indicated the
cost-effectiveness of this treatment within a small sample, this
needs to be verified with a larger sample size.
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Abstract

Background: Alcohol use is a major contributor to health loss. Many persons with harmful use or alcohol dependence do not
obtain treatment because of limited availability or stigma. They may use internet-based interventions as an alternative way of
obtaining support. Internet-based interventions have previously been shown to be effective in reducing alcohol consumption in
studies that included hazardous use; however, few studies have been conducted with a specific focus on harmful use or alcohol
dependence. The importance of therapist guidance in internet-based cognitive behavioral therapy (ICBT) programs is still unclear.

Objective: This trial aims to investigate the effects of a web-based alcohol program with or without therapist guidance among
anonymous adult help-seekers.

Methods: A three-armed randomized controlled trial was conducted to compare therapist-guided ICBT and self-help ICBT
with an information-only control condition. Swedish-speaking adult internet users with alcohol dependence (3 or more International
Classification of Diseases, Tenth Revision criteria) or harmful alcohol use (alcohol use disorder identification test>15) were
included in the study. Participants in the therapist-guided ICBT and self-help ICBT groups had 12-week access to a program
consisting of 5 main modules, as well as a drinking calendar with automatic feedback. Guidance was given by experienced
therapists trained in motivational interviewing. The primary outcome measure was weekly alcohol consumption in standard drinks
(12 g of ethanol). Secondary outcomes were alcohol-related problems measured using the total alcohol use disorder identification
test-score, diagnostic criteria for alcohol dependence and alcohol use disorder, depression, anxiety, health, readiness to change,
and access to other treatments or support. Follow-up was conducted 3 (posttreatment) and 6 months after recruitment.

Results: During the recruitment period, from March 2015 to March 2017, 1169 participants were included. Participants had a
mean age of 45 (SD 13) years, and 56.72% (663/1169) were women. At the 3-month follow-up, the therapist-guided ICBT and
control groups differed significantly in weekly alcohol consumption (−3.84, 95% Cl −6.53 to −1.16; t417=2.81; P=.005; Cohen
d=0.27). No significant differences were found in weekly alcohol consumption between the self-help ICBT group and the
therapist-guided ICBT at 3 months, between the self-help ICBT and the control group at 3 months, or between any of the groups
at the 6-month follow-up. A limitation of the study was the large number of participants who were completely lost to follow-up
(477/1169, 40.8%).

Conclusions: In this study, a therapist-guided ICBT program was not found to be more effective than the same program in a
self-help ICBT version for reducing alcohol consumption or other alcohol-related outcomes. In the short run, therapist-guided
ICBT was more effective than information. Only some internet help-seekers may need a multisession program and therapist
guidance to change their drinking when they use internet-based interventions.
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Introduction

Background
Alcohol consumption causes substantial health loss. It is the
leading risk factor for both mortality and disability-adjusted life
years worldwide among those aged 15-49 years, with 3.8% of
female deaths and 12.2% of male deaths attributable to alcohol
use [1]. There are dose-response relationships between alcohol
consumption and many major diseases [2]. Heavy use over time,
as discussed by Rehm et al [3], is responsible for most of the
attributable burden of disease, mortality, and social
consequences of alcohol. When alcohol use is diagnosed as
alcohol dependence (International Classification of Diseases,
Tenth Revision [ICD-10]), it is characterized by impaired control
and continued heavy use despite negative consequences [4].
The prevalence of alcohol dependence is estimated to be 2.6%
worldwide and 3.7% in Europe [5]. In Sweden, 4% of adults
are estimated to fulfill the diagnostic criteria for alcohol
dependence [6].

Different interventions are available to reduce an individual’s
alcohol consumption. Brief interventions, often used in primary
care settings, are effective in reducing alcohol consumption [7].
Psychological and pharmacological treatments have also shown
effects in terms of reduced alcohol consumption (eg, cognitive
behavioral therapy [CBT] vs minimal intervention, g=0.67 [8])
and in terms of abstinence from alcohol (eg, acamprosate vs
placebo, g=0.36 [9]). However, there have been problems with
the implementation of brief interventions; that is, health
professionals have limited time or might be reluctant to address
alcohol use [10]. Only approximately 7% of people with
substance use disorders are estimated to receive at least minimal
treatment [11]. Possible reasons for not seeking treatment are
lack of access, shame, stigma, not wanting to change one’s
alcohol use, or a wish to deal with it by oneself [12,13].

Internet-based interventions can help overcome some of the
problems associated with implementation, limited accessibility,
and stigma [14]. The internet has developed over the past
decades from being an alternative way of finding health-related
information to being the common way. Approximately >85%
of Swedes use the internet to find information about health or
medicine, and approximately 40% do so at least every month
[15]. Internet-based interventions for reducing alcohol use have
been developed during the past 20 years [16] and include content
similar to that of face-to-face interventions, such as personal
normative feedback, motivational interviewing (MI), and CBT,
intended to motivate the user to reduce their drinking and give
them strategies to do so [17]. In a Cochrane review of digital
alcohol interventions, including internet-based interventions
(37/57, 65% studies), the effect compared with no or minimal

interventions was 23 g (95% CI 15 to 30) of less alcohol
consumed weekly. According to a recent individual patient data
meta-analysis of internet-based alcohol interventions, the effect
on alcohol consumption compared with various controls was
−22 g less per week (95% CI −8.7 to −34.6) [18]. The same
meta-analysis also found that guided internet-based alcohol
interventions (with human guidance from health professionals
or trained volunteers) are more effective than unguided (fully
automated) interventions (−67.8 g alcohol per week, 95% CI
−121.1 to −14.5).

However, most of the previous studies on digital and
internet-based alcohol interventions have been on brief
interventions, such as personal normative feedback, and have
been limited to at-risk populations, such as students [17,19].
More extended internet-based alcohol interventions are intended
to be used over a number of weeks or sessions and are usually
internet CBT (ICBT), for example, based on treatments for
alcohol dependence, such as relapse prevention or behavioral
self-control training, often combined with principles from MI
[19,20]. There are indications that longer, multisession
interventions are more effective than shorter or single-session
internet-based alcohol interventions [21]. A literature search of
multisession internet-based alcohol interventions revealed 14
randomized controlled trials of ICBT aimed at drinkers among
the general public with at least hazardous use [22-35] (see
Multimedia Appendix 1 for further details). In 5 of these studies
[23,25,27,28,35], ICBT as self-help was significantly more
effective in reducing alcohol consumption than minimal control
interventions or waiting lists. However, several previous large
studies did not find a significant difference between self-help
ICBT and minimal control [26,32,34]. Therapist-guided ICBT
for alcohol was tested in 5 of the 14 previous studies and was
found to be more effective than waiting list in 4 studies
[22,27,28,35] and unguided self-help in 2 studies [24,28].
However, therapist-guided interventions were not more effective
than self-help interventions in the 2 most recent studies on ICBT
for alcohol [27,35]. Although many of the participants in
previous studies of ICBT programs for alcohol have had alcohol
use disorder identification test (AUDIT)–scores indicating a
high level of alcohol-related problems, there is a need for studies
on internet-based interventions that are aimed specifically at
people with harmful use or alcohol dependence [19].

As described above, the effects of ICBT programs, as well as
therapist-guided ICBT for alcohol, are still unclear. This could
be explained by the fact that many trials have used small sample
sizes and included users with different levels of problems (eg,
included risky alcohol users), who may change their drinking
more easily or to a lesser extent. Most previous studies have
also used waiting list control conditions or open (unblinded)
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design, possibly making the control groups disappointed or less
likely to change [36]. In this study, the sample size was larger
than in previous studies that investigated the effect of guided
ICBT. The participants were also blinded to the interventions
that the other participants received. The purpose of this
randomized controlled trial was to investigate the effects of a
web-based alcohol program with or without therapist guidance
among anonymous adult help-seekers with harmful use or
alcohol dependence.

Hypotheses
The hypotheses of the trial were:

1. A therapist-guided ICBT program would lead to a greater
reduction in alcohol consumption and alcohol-related
problems than information alone.

2. A self-help ICBT program would lead to a greater reduction
in alcohol consumption and alcohol-related problems than
information alone.

3. A therapist-guided ICBT program would lead to a greater
reduction in alcohol consumption and alcohol-related
problems than a self-help ICBT program.

Methods

Study Design
In a three-arm randomized controlled trial with a parallel design,
participants were randomly assigned to an internet-delivered
CBT (ICBT) program as self-help, with therapist guidance or
information control in a ratio of 1:1:1 and a block size of 30.
The trial was approved by the Stockholm Regional Ethical
Review Board (No. 2014/1758-31/2).

Recruitment

Overview
Participants were recruited at the Swedish internet site
Alkoholhjälpen [37], an open access website that provides
information and a discussion forum for individuals seeking
web-based help for alcohol consumption. The site has been
publicly accessible since 2007. During the recruitment period
of this study, Alkoholhjälpen had approximately 20,000 unique
visitors every month and approximately 100 new forum posts
every day. All service use was free of charge, and no advertising
was allowed on the website. All visitors on Alkoholhjälpen
from March 2015 to March 2017 were invited to participate in
a study to develop and test different forms of internet-delivered
support for changing alcohol habits. Interested users were
informed that they would answer a survey and be randomized
to one of three different forms of support but were not informed
about the specifics. Adult individuals who gave their informed
consent were instructed to create a personal account with a
unique username and password. They were then directed to a
screening page where they were required to give informed
consent for participation in the study, answer demographic
questions, questions in AUDIT [38], and questions about alcohol
dependence (ICD-10) criteria.

Inclusion Criteria
Individuals were included if they had harmful use (defined as
>15 total score in AUDIT) or alcohol dependence (defined as
3 or more ICD-10 criteria). Registrants who did not meet either
of these criteria were informed that they did not qualify for the
study and were invited to use the open parts of the website. To
be able to complete the registration, the participants needed to
understand written Swedish and be computer literate enough to
access and navigate the website via a computer, tablet, or
smartphone. Before registering, potential participants were also
informed that the interventions were not intended for users who
were experiencing withdrawal symptoms, psychosis,
schizophrenia, bipolar disorder, or suicidal thoughts.

Baseline Assessment
Eligible participants were asked to complete web-based baseline
questionnaires, including primary and secondary measures
(Measures section). All participants were treated as anonymous
users. They were asked to provide an email address and a mobile
phone number for notifications and follow-up reminders. Email
and phone numbers were neither verified nor used for
identification or for any other purposes. Participants whose
assessments showed indications of an increased risk of suicide
(Montgomery Asberg Depression Rating Scale–Self-rated
[MADRS-S] item 9>3) at baseline or follow-up received a
message offering additional support with phone numbers to call
in case of emergency. No eligible participants were excluded
based on baseline assessment. The baseline questionnaires were
followed by a survey on why participants chose to use
web-based services and their preferences regarding such
services. Data from this survey will be presented elsewhere.

Randomization
Participants who completed the baseline measures were
randomized according to a fully automated and concealed
procedure on the web-based platform. Participants were assigned
to one of 3 groups: (1) self-help ICBT: a self-help program; (2)
therapist-guided ICBT: a program with web-based guidance
from a therapist; or (3) control: information on changing alcohol
habits. Participants were blinded to the kind of support received
by participants in the other groups.

Intervention Groups

Self-help ICBT
Directly following randomization, the self-help ICBT group
was given access to the program. The program was based on
self-help materials used in previous studies on the internet and
in specialist care [24,34,39,40]. Content and exercises in the
program were based on MI [41,42], relapse prevention [43,44],
and behavioral self-control [45,46]. The program was divided
into 5 main modules, 3 extra problem-solving modules, and 10
fact sheets (refer list of modules in Table 1). The length of the
program was approximately 17,000 words in total, with 5500
words in the extra modules and 3000 words in the fact sheets.
The module texts were alternated with checklists and open
questions that prompted the user to give their view of the content
in relation to their own situation. The modules also included
videos with examples or expert-interviews. Refer to Figure 1
for example pictures of the program. Automatic reminders with
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suggestions on what module to work on were sent at 1-4, 6, and
8 weeks. Users were also encouraged to register alcohol
consumption or craving, as well as details of the situation when
they drank or experienced a craving. This was done in a private
drinking calendar included in the web program, which could
be used daily or for a whole week retrospectively. Continual
feedback on the users’alcohol consumption was offered through
a private statistics page. Here, users could see their average

personal consumption in standard drinks weekly, monthly, and
in total, as well as the number of days drinking, the number of
days sober, and binge drinking occasions. In addition, they could
also view a summary of their own risk situations. To allow
participants to complete the modules at the recommended pace,
with room for some delay, the participants had access to the
program for 12 weeks after allocation.

Table 1. Program modules and number and percentage of participants in the therapist-guided and self-help internet-based cognitive behavioral therapy
(ICBT) who used each module.

Self-help ICBT (n=391), n (%)Therapist-guided ICBT (n=386), n (%)Modulea

265 (67.6)272 (70.5)Motivation (including brief feedback on assessment)

172 (43.8)202 (52.3)Drinking-goal and self-control

113 (28.8)148 (38.3)Behavioral analysis of drinking and risk situations

73 (18.6)102 (26.4)General problem solving

72 (18.4)103 (26.7)Handling cravings

46 (11.7)77 (19.9)Handling feelings

35 (8.9)65 (16.8)Drink-refusal skills

34 (8.6)63 (16.3)Preventing relapse

aAll modules were available to the user from the start. Each module contained general information, audio or video, examples, and exercises. Additional
fact sheets included in the program concerned blood alcohol level, anxiety, depression, anger, stress, managing thoughts, relaxation, sleep, leisure
activities, and communication.

Figure 1. Program module on a computer and the drinking calendar on a smartphone.

Therapist-Guided ICBT
Participants in the therapist-guided ICBT group had the same
access to the same program as the self-help ICBT described
above but the drinking calendar and module answers were shared
with a therapist. The therapist-guided ICBT group could
communicate with the therapist through asynchronous SMS
text messages on the intervention website during the 12 weeks

of the program. The guidance from the therapist focused on
motivating the user to continue using the program and change
their drinking. Each time the participant had completed any of
the modules, the therapist wrote personal feedback and answered
any questions about the program via private comments on the
web platform. The feedback highlighted parts of what the
participant had stated in the exercises included in each module,
which were important from an MI or CBT perspective. Users
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who did not use or stopped using the program for several weeks
were reminded by the therapist 2 times through personal
messages on the website (with notification on mail). The 3
therapists involved had several years of experience on the
Swedish alcohol helpline [47] and had all reached an approved
level in phone-based MI before entering the study. They had
been trained in ICBT and received regular supervision from the
first author, who is a trained therapist with several years of
experience with CBT and ICBT programs.

Control
The control group was given access to text-only information
on changing their alcohol habits based on the text Alcohol and
you [41]. The information material was equivalent to 5 pages
of printed text.

All 3 groups also had access to the discussion forum on the
website as well as facts on alcohol and health and information
about how to find additional support within the health care or
social welfare system. Communication between the server
hosting the intervention and the participant was encrypted and
protected with an individual login name and password.

Measures

Overview
Follow-up was conducted 3 (after treatment), 6, 12, and 24
months after recruitment. In this paper, the results from the 3-
and 6-month follow-ups are presented. Primary and secondary
outcomes were assessed at all time points.

Primary Outcome
The primary outcome was the difference between the groups in
alcohol consumption and mean weekly standard drinks. The
number of standard drinks each of the 7 days in the preceding
week was self-reported using the timeline follow-back (TLFB)
method [48]. One standard drink contains 12 g of pure alcohol,
according to the Swedish definition. The TLFB has been shown
to be a valid and reliable procedure to document recent drinking
when administered via the internet [49] and in a 7-day version
[50].

Secondary Outcomes
Alcohol-related outcomes were assessed with a number of
different instruments. AUDIT [38] is a 10-item instrument that
covers both alcohol consumption and problems and has been
validated in Swedish and via the computer [51,52]. The total
AUDIT score was used as a continuous measure of
alcohol-related problems. For description at baseline as well as
for assessment of nonimproved and deteriorated participants at
the 6-month follow-up, the AUDIT score was categorized into
4 zones as follows: I nonproblematic, 0-6p; II hazardous use,
7-15p; III harmful use, 16-19p; and IV probable dependence,
20-40p. The sum of the 3 first items (AUDIT-C) was also used
to assess alcohol consumption [53]. Alcohol dependence was
assessed by the number of self-reported alcohol dependence
criteria during the past year according to ICD-10 [4]. Alcohol
use disorder was assessed by the number of self-rated alcohol
use disorder criteria during the past year according to the
Diagnostic and Statistical Manual of Mental Disorders (Fifth
Edition) (DSM-5) [54]. Measures of both alcohol dependence

and alcohol use disorder diagnostic criteria were included to
facilitate comparisons between the study population and diverse
community and clinical populations reported in the research
literature, where problem severity level can be assessed
according to both ICD-10 and DSM-5.

At the 3- and 6-month follow-ups, the time frame for AUDIT,
ICD-10, and DSM-5 was changed from 12 months to 3 months.
The number of nondrinking days, number of binge drinking
days (defined as ≥3 drinks for women and ≥4 drinks for men),
the average number of drinks on drinking days, and low-risk
consumption at follow-up (≤14 drinks per week for men and
≤9 drinks per week for women and no binge drinking) were
also assessed using the TLFB. Health-related quality of life was
assessed using the EuroQol-5 dimensions (EQ-5D-5L). An
index score was calculated with Crosswalk value sets, using the
United Kingdom as a reference [55,56]. Symptoms of depression
were measured using the total score of MADRS-S [57,58].
Symptoms of anxiety were measured using the total score of
the Generalized Anxiety Disorder Assessment-7 items (GAD-7)
[59,60]. ICD-10, DSM-5, MADRS-S, and GAD-7-scores were
categorized for description at baseline (see Multimedia
Appendix 2 for details). Use of other support was assessed by
4 questions covering who and where participants talked to
someone about their alcohol problems and which medication
or which other internet resources they had used regarding
alcohol.

Additional Measures
Readiness to change was measured at all time points with 2
visual analog scales [61], where users responded on a scale of
0-10 from “I am not ready to reduce/quit my drinking” (0) to
“I am very much ready to reduce/quit my drinking” (10).
Working alliance was measured 3 and 6 weeks after
randomization when all participants were invited via one email
and message to log in to the website and answer the Session
Rating Scale [62] regarding the use of the website and the
intervention that they had received. After each module in the
program, users in the therapist-guided ICBT and self-help ICBT
groups could rate, on a scale of 0 to 5 stars, how helpful they
found the module to be. All uses of the intervention were logged
for each user. Participants who completed 4 or more modules
in the program were regarded as treatment completers.

Follow-up
Follow-up was conducted at 3 and 6 months after recruitment.
Based on previous web-based studies, high attrition from
follow-up could be expected [63]. Reminders and incentives
[64] were used to prevent attrition without affecting the intended
target group by forcing participants to have personal contact or
identify themselves. At follow-up, participants were emailed a
link or redirected when logging in on the intervention website
to the follow-up questionnaires. The email included information
that all participants who completed follow-ups would have a
0.8% (1/120) chance of receiving a free iPad. The same
questionnaires, with all primary and secondary outcomes used
at baseline, were also used at follow-up and adjusted for the
time since the last assessment (3 months). Participants who did
not respond to this initial request received up to 5 automated
email reminders, a manual email reminder, and a mobile SMS
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text message. Additional follow-ups at 12 and 24 months after
recruitment have recently been completed but have not yet been
analyzed.

Sample Size
Sample size was determined a priori using an effect-size
estimate. We aimed to detect a Cohen d=0.2 in 2-group
comparisons using 2-tailed t tests at follow-ups, which based
on SDs from a study of alcohol treatment in primary care [40],
equated to a between-group difference of Δmean=3.7 drinks.
With α=.05 and 80% power, n=394 per group was required for
the desired effect size, totaling n=1182. However, to allow
analyses of observed data only, assuming 50% missing data at
follow-up, the enrollment goal was increased to n=2400.

Analytic Plan and Statistical Procedure
All statistical analyses were two-sided tests and, unless
otherwise specified, used a significance level of P<.05. Factorial
analysis of variances was used to test differences in baseline
measures between users who were retained and those who were
lost to follow-up, including interactions between groups and
lost to follow-up (at either 3 months or 6 months). Differences
in categorical measures were analyzed using the chi-square test.
All tests were performed using SPSS version 25 (IBM
Corporation).

In accordance with the original protocol, differences in observed
means at each follow-up were analyzed with t tests under the
“missing at random” assumption; however, significant contrasts
were supplemented with tipping point sensitivity analyses that
systematically imputed missing data at a group level across a
range of plausible mean values in the 2 nonrespondent groups
(with the same SD) [65,66]. A custom R function was developed
that, per contrast, created a matrix of all possible combinations
of group-level imputed means (in steps of 0.1 and within the
plausible range) of the 2 nonrespondent groups, calculated the
new whole-group means and SDs, performed a t test using this
summary data, and saved the P value. This allowed us to
estimate the conditions under which (means among
nonrespondents) the contrast would no longer be significant
(tipping point), thereby testing the appropriateness of the
“missing at random” assumption. Two-group t tests were
corrected for multiple comparisons by considering P<.02 as
significant, corresponding to the Bonferroni adjustment.

Before analyzing the data, the decision was made to supplement
the original analytic protocol with mixed-effects modeling that
would be fully compliant with the intention-to-treat principle
and better equipped to handle the presumed high degree of
missing data [63]. By modeling data at both group (fixed) and
individual (random) levels, mixed models are well-suited for
data from repeated observations (modeling clustering of data

at an individual level) [67], and maximum likelihood estimation
is used to handle missing data [68]. Analyzing outcomes with
(generalized) mixed-effects models also allowed the use of
family functions that were more appropriate for the distribution
of the outcome. Weekly alcohol consumption (as well as other
outcomes based on TLFB) was analyzed using generalized linear
mixed models [69] with a negative binomial distribution and
log link to avoid overestimation of effects [70]. AUDIT, ICD-10,
DSM-5, GAD-7, MADRS-S, readiness, and EQ-5D-5L were
analyzed with linear mixed models. Mixed-effects modeling
was performed using SPSS 25. First, a random intercept model
was specified to calculate an interclass correlation score [71].
After visually inspecting the average and individual growth
curves, an unconditional model was specified by adding both

linear and quadratic time (time2) as predictors. A conditional
growth model was then specified by adding the self-help ICBT
and therapist-guided ICBT groups as dummy-coded variables
to be compared against the control (reference), together with

the time×group and time2×group interactions. Different
covariance structures for random effects and errors were tested,
and a likelihood ratio test was used to assess which model best
fitted the data [67]. There was a significant dependency among
the observations (intraclass correlation=0.62) as well as
significant individual variability in the initial level (intercept
P<.001) and rate of change (slope P<.001) in the primary
outcome.

Results

Participants
A total of 1169 participants were randomly allocated to the 3
study arms (refer to Figure 2 for the flow chart). This was lower
than the target sample size required to adjust analyses on
observed data only for estimated attrition at follow-up but only
negligibly smaller than in the raw power calculation with
estimated missing data (n=1182). Nonetheless, recruitment
ceased after the prespecified 24 months recruitment window
for funding reasons. Individuals who declined participation after
the screening did not differ from those included in the AUDIT
(mean 22.1, SD 5.6 vs mean 22.6, SD 6.5; t1308=1.00; P=.32)
or ICD-10 (mean 4.2, SD 1.3 vs mean 4.2, SD 1.2; t1308=0.10;
P=.92) scores. The randomized participants had a mean age of
45 years (SD 13), and 56.72% (663/1169) were women. During
the past year 5.05% (59/1169) had talked to someone in
specialized care and 18.99% (222/1169) to a professional about
their alcohol use. Participants indicated significantly higher
mean readiness to reduce their drinking compared with mean
readiness to quit drinking (mean 8.8, SD 1.9 vs mean 5.7, SD
3.6; t1168=32.4; P<.001). The full demographic and clinical
variables at baseline are shown in Multimedia Appendix 2.
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Figure 2. CONSORT (Consolidated Standards of Reporting Trials) flow diagram. *All included participants were asked to complete a survey on why
they had chosen to use web-based services and their preferences regarding such services. **Overall, 390 users were randomized to the therapist group,
but 4 of them (due to a temporary technical error) never completed the baseline assessment and were never allocated to the intervention. ***Users who
did not log in a second time after allocation to intervention. ICBT: internet-based cognitive behavioral therapy; ITT: intention-to-treat.

Loss to Follow-up
Attrition was 49% at the 3-month and 66% at the 6-month
follow-up. The number of participants who completed at least
one of the follow-ups at 3 or 6 months was 692 (59.2%). There
were no significant differences in the number of participants in
each group who completed at least one of the follow-ups

(Χ2
2=3.5; P=.17). Comparisons between those lost to follow-up

and those who completed at least one follow-up showed greater
baseline drinking, as well as greater severity on most baseline
measures, among those who were lost to follow-up (Table 2).
However, no significant interactions between group assignment
and being lost to follow-up were found for baseline outcome
variables.
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Table 2. Differences in baseline variables between participants who were lost to follow-up (both assessment) and those who completed at least one
assessment (N=1169).

ComparisonControl (n=392), mean
(SD)

Self-help ICBT (n=391),
mean (SD)

Therapist-guided ICBTa (n=386),
mean (SD)

Characteristics

Group×lostLost vs retainedLost
(n=146)

Retained
(n=246)

Lost
(n=171)

Retained
(n=220)

Lost (n=160)Retained
(n=226)

P val-
ue

F test
(df)

P val-
ue

F test
(df)

.650.43 (2)<.00111.99
(1)

28.3 (17.4)24.4 (17.5)28.3 (17.4)24.4 (17.5)25.9 (16.1)23.7 (16.7)Weekly drinks

.660.42 (2).0096.89 (1)22.6 (5.5)21.9 (5.6)22.6 (5.5)21.9 (5.6)22.9 (5.9)21.6 (5.4)AUDITb

.960.04 (2)<.00115.07
(1)

8.5 (1.7)8.1 (1.8)8.5 (1.7)8.1 (1.8)8.6 (1.5)8.1 (1.8)AUDIT-Cc

.261.36 (2).044.39 (1)4.5 (1.3)4.2 (1.4)4.5 (1.3)4.15 (1.4)4.3 (1.3)4.2 (1.4)ICD-10 d

.870.14 (2).025.48 (1)7.5 (2.1)7.1 (2.3)7.5 (2.1)7.07 (2.3)7.3 (2.3)7.0 (2.4)DSM-5 e

.540.62 (2).0493.87 (1)18.8 (8.8)17.3 (8.9)18.8 (8.8)17.3 (8.9)19.1 (10.0)18.9 (8.7)MADRS-Sf

.990.01 (2)<.00112.82
(1)

8.8 (5.2)7.7 (5.4)8.8 (5.2)7.7 (5.4)9.4 (5.7)8.3 (5.3)GAD-7g

.351.05 (2).0077.37 (1)0.72 (0.18)0.73 (0.19)0.72 (0.18)0.73 (0.19)0.69 (0.24)0.72 (0.19)EQ-5Dh

.990.01 (2).063.61 (1)2.6 (2.08)2.85 (2.16)2.6 (2.08)2.85 (2.16)2.7 (2.08)2.9 (1.97)Nondrinking
days

.740.30 (2)<.00110.59
(1)

3.3 (2.1)2.8 (2.1)3.3 (2.1)2.8 (2.1)3.0 (1.8)2.7 (1.9)Binge drinking
days

.420.86 (2).122.43 (1)4.9 (4.2)4.8 (3.8)4.9 (4.2)4.8 (3.8)5.2 (4.1)5.1 (3.7)Drinks per
drinking day

aICBT: internet-based cognitive behavioral therapy.
bAUDIT: alcohol use disorder identification test.
cAUDIT-C: alcohol use disorder identification test consumption questions.
dICD-10: International Classification of Diseases, Tenth Revision.
eDSM-5: Diagnostic and Statistical Manual of Mental Disorders (Fifth Edition).
fMADRS-S: Montgomery Asberg Depression Rating Scale–Self-rated.
gGAD-7: Generalized Anxiety Disorder Assessment–7 items.
hEQ-5D: EuroQol-5 dimensions.

Differences in Observed Means

Outcomes at 3 Months (Posttreatment)
The therapist-guided ICBT group had significantly lower weekly
alcohol consumption than the control group at 3 months (mean
difference −3.84, 95% Cl −6.53 to −1.16; Cohen d=0.27). A
tipping point sensitivity analysis revealed that missing data in
the control group would need to have a mean of 11.0 to render
this contrast insignificant (assuming missing at random in the
therapist-guided ICBT group), or that the missing data in the

therapist-guided ICBT group would need to have a mean of
13.6 (assuming missing at random in the control group). Refer
to Figure 3 for the P value heat map for each of the possible
combinations of imputed means among nonrespondents in the
2 groups. No significant differences in weekly alcohol
consumption were found between the self-help ICBT group and
the control group (mean difference −2.41, 95% Cl −5.53 to
0.71) or between the therapist-guided ICBT group and the
self-help ICBT group (mean difference −1.43, 95 CI −4.26 to
1.40).
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Figure 3. Tipping point analysis of significant contrast in primary outcome at 3 months.

At 3 months (posttreatment) there were significant differences
between the therapist-guided ICBT group and the control group
in the secondary outcomes AUDIT (mean difference −2.91,
95% Cl −4.33 to −1.50; Cohen d=0.39), AUDIT-C (mean
difference −0.77, 95% CI −1.34 to −.20; Cohen d=0.26), DSM-5
(mean difference −0.76, 95% CI −1.34 to −0.17; Cohen d=0.25),
and ICD-10 (mean difference −0.47, 95% Cl −0.82 to −0.14;
Cohen d=0.26). A difference was also found between the
self-help ICBT and control groups on the AUDIT (mean
difference −1.95, 95% Cl −3.44 to −46; Cohen d=0.26) at 3
months. No significant differences in secondary outcomes
between the therapist-guided ICBT and self-help ICBT were
found at 3 months. See Multimedia Appendix 3 for details and
Multimedia Appendix 4 for the tipping point analyses of
secondary outcomes. Of the participants who completed the
3-month follow-up, 42.9% (258/602) reported low-risk alcohol
consumption (14 or fewer drinks per week for men and 9 or
fewer drinks per week for women and no binge drinking) at 3
months, with no significant differences between groups

(Χ2
2=1.9; P=.38).

Outcomes at 6 Months
There were no significant differences in weekly alcohol
consumption among any of the groups at 6 months. The
difference in means between the therapist-guided ICBT and
control group was −0.60 (95 CI −3.70 to 2.50), between self-help

ICBT and control group −0.45 (95% Cl −3.87 to 2.96), and
between the therapist-guided ICBT and the self-help ICBT
−0.15 (95% Cl −3.70 to 3.41). No significant differences in
secondary outcomes were found among any of the groups at 6
months. Low-risk alcohol consumption was reported by 42.6%
(217/509) of participants at 6 months, with no significant

differences between the groups (Χ2
2=0.2; P=.92). Participants

reported no adverse events because of the intervention. Among
participants followed up at 6 months, 3.3% (17/508) had
changed their alcohol use to a more severe category according
to AUDIT, and 19.5% (99/508) remained in the highest AUDIT
category.

Post Hoc Intention-To-Treat Mixed Models Analysis
The mixed-model intention-to-treat analysis showed a
significantly larger decrease in weekly alcohol consumption
over time in the therapist-guided ICBT (time×therapist; P=.02)
compared with the control but not in the self-help ICBT
(time×self-help; P=.09) compared with the control (refer models
in Table 3). A model comparing only the participants in the
therapist-guided ICBT and self-help ICBT did not reveal any
significant effect of group×time (P=.57). There was a significant
decrease in weekly alcohol consumption over time for
participants in all 3 groups according to the estimate of time in
the unconditional model (P<.001).
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Table 3. Post hoc mixed models of weekly alcohol consumption, alcohol-related problems, alcohol use disorder, and alcohol dependencea.

DSM-5 c,gICD-10 c,fAUDIT-Cc,eAUDITc,dWeekly drinksbCharacteristics

P valueB (SE)P valueB (SE)P valueB (SE)P valueB (SE)P valueB (SE)

>.0017.14
(58.38)

>.0014.21 (58.59)>.0018.29 (82.50)>.00122.03
(75.44)

>.0013.06 (0.04)Intercept

>.001−2.68
(−8.29)

>.001−1.42
(−7.35)

>.001−4.00
(−13.40)

>.001−10.40
(−13.27)

>.001−0.92 (0.14)Time

>.0010.90
(5.55)

>.0010.47 (4.82)>.0011.32 (8.84)>.0013.32 (8.47).020.17 (0.07)Time2

.870.03
(0.16)

.770.03 (0.29).840.03 (0.20).870.07 (0.16).55−0.03 (0.05)Therapist-guided ICBTh

.500.12
(0.67)

.390.09 (0.86).970.01 (0.04).620.20 (0.49).940.00 (0.05)Self-help ICBT

.04−0.98
(−2.10)

.02−0.63
(−2.27)

.001−1.40
(−3.26)

>.001−4.51
(−3.99)

.02−0.48 (0.20)Therapist-guided
ICBT×time

.140.34
(1.46)

.120.22 (1.57).0040.62 (2.89).0011.84 (3.24).030.23 (0.11)Therapist-guided

ICBT×time2

.37−0.43
(−0.90)

.22−0.35
(−1.24)

.18−0.59
(−1.35)

.009−3.02
(−2.60)

.09−0.35 (0.21)Self-help ICBT×time

.660.11
(0.44)

.490.10 (0.69).260.25 (1.14).041.18 (2.01).130.17 (0.11)Self-help ICBT×time2

aTime was coded in 3-month-periods (0, 1 and 2). A model with quadratic time (time2) was chosen since it fitted the data better than a model with linear
time only. Reference group was control.
bGeneralized linear mixed-model. Neg-binominal distribution, dispersion coefficient: 0.944. Covariance structure for random effects Variance component
and for repeated effects Diagonal.
cLinear mixed-model. Covariance structure for random effects Variance component and for repeated effects First-Order Autoregressive.
dAUDIT: alcohol use disorder identification test.
eAUDIT-C: alcohol use disorder identification test consumption questions.
fICD-10: International Classification of Diseases, Tenth Revision.
gDSM-5: Diagnostic and Statistical Manual of Mental Disorders (Fifth Edition).
hICBT: internet-based cognitive behavioral therapy.

According to the mixed-model analysis of secondary outcomes,
a significantly larger decrease in AUDIT over time was found
for both therapist-guided ICBT and self-help ICBT compared
with the control group, as shown by therapist-guided ICBT×time
(P<.001) and self-help ICBT×time (P=.03). There were also
significant therapist-guided ICBT×time group effects for the
AUDIT-C (P=.01), ICD-10 (P=.02), and DSM-5 (P=.04)
diagnostic criteria. No other significant time×group effects were
found in the mixed-model analysis of secondary outcomes. Over
time, there was a significant decrease among all participants on
the AUDIT, AUDIT-C, ICD-10, DSM-5, MADRS-S, GAD-7,
binge drinking days, and drinks on drinking days as well as a
significant increase in EQ-5D-5L and nondrinking days. See
Multimedia Appendix 5 for additional models.

Changes at follow-ups showed strong correlations between
similar outcome variables, such as alcohol dependence and
AUD, GAD7, and MADRS-S or weekly drinking and binge
drinking days but only moderate or weak correlations between
alcohol-related variables and other outcomes. Refer to
Multimedia Appendix 6 for further details.

Intervention Use and Rating
The number of modules completed by the therapist-guided ICBT
(mean 3.3, SD 3.5) was significantly higher (t775=2.9; P=.004)
compared with the self-help ICBT (mean 2.6, SD 3.2); however,
there was no significant difference in the number of calendar
entries (therapist-guided ICBT: mean 39, SD 61 and self-help
ICBT: mean 37; SD 102; t776=0.60; P=.58). In the
therapist-guided ICBT, 39.9% (154/386) were treatment
completers, and in the self-help ICBT, 30.4% (119/386)

(Χ2
1=6.5; P=.01). In the therapist-guided ICBT, 58% (224/386)

sent at least one message to their therapists. They sent a mean
4.7 (SD 4.7) messages and received a mean 6.0 (SD 4.1) from
their therapist. Refer to Table 1 for the details of program use.
The number of participants who used the discussion forum was
higher in the control group compared with the therapist-guided

ICBT group (107/386, 27.7% vs 71/391, 18.2%; Χ2
1=8.7;

P=.003). However, there were no significant differences between
self-help ICBT (88/392, 22.4%) and the therapist-guided ICBT
or the control group in forum use. Of those who participated in
at least one follow-up, 47% (325/692) answered that they had
talked to a professional about their alcohol use since entering
the study, there were no significant differences between the
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groups. Participants gave a significantly higher rating of the
working alliance with the intervention (Session Rating Scale)
in the therapist-guided ICBT (mean 27, SD 11; t269; P<.001)
and self-help ICBT (mean 29, SD 10; 185/392, 47.1%; t305;
P<.001) compared with the information control group (mean
19, SD 12). The mean rating of program modules were 3.8 (SD
1.0) on a scale 0-5, with no difference in rating between the
therapist-guided ICBT and the self-help ICBT (t731=0.69;
P=.49).

Discussion

Principal Findings
The aim of this web-based randomized controlled trial was to
investigate the effect of a program for harmful alcohol use and
alcohol dependence, delivered as self-help ICBT or
therapist-guided ICBT. The results only partly confirmed the
first hypothesis. Participants randomized to therapist-guided
ICBT reduced their weekly alcohol consumption as well as
alcohol-related problems (measured with AUDIT) and signs of
alcohol use disorder significantly more than participants in the
control group at the 3-month follow-up. These findings are in
line with the results of previous studies on therapist-guided
ICBT [22,24,27] but with smaller differences between the
groups. The results did not confirm the second hypothesis.
Self-help ICBT was not more effective than the control condition
in changing alcohol consumption. This is in line with the results
of the first study of Alkoholhjälpen [34] and 2 other large studies
of publicly available services [26,31]. However, the self-help
ICBT group did change their alcohol-related problems
significantly more than the controls at 3 months. No support
was found for the third hypothesis. There were no significant
differences in changed drinking or other outcomes between
therapist-guided ICBT and self-help ICBT. This finding differs
from our pilot study [24] and the previous study by Blankers et
al [28], in which therapist guidance was significantly more
effective than self-help, but in line with recent studies by Boß
et al [27] and Sundström et al [35].

A possible factor explaining the difference in results between
trials could be the intensity of guidance [72]. Participants
receiving therapist-guided interventions completed
approximately 60% of the programs in the 3 trials for which
data are available [22,24,27]. The study by Postel et al [22],
showing the largest effects of a therapist-guided intervention,
had a high level of guidance, whereas the study by Boß et al
[27] had low intensity, with only 33% of the therapist-guided
group using the guidance. In this study, 58% (224/386) of
patients in the therapist-guided group used the guidance, which
was neither low nor high in intensity compared with the previous
studies. The differences between the groups were smaller than
those in previous studies. This might be explained by the fact
that the participants in this trial were blinded to group allocation,
which reduced the risk of being negatively affected by being
put in a control group [36,73]. The control group in this study
reduced their alcohol consumption by 11 weekly drinks between
baseline and the 3-month follow-up compared with, for example,
3 drinks for the waiting list in the study by Postel et al [22]. The
difference between groups at 3 months faded at 6 months in

this trial. The therapist guidance and program ended after 12
weeks; offering more extended support might have increased
the effects at 6-months.

The results of this study also suggest that the decrease in alcohol
consumption and related outcomes might result from factors
other than the interventions that affected all participants or
occurred before the randomization. A significant decrease in
alcohol consumption and alcohol-related problems occurred in
all 3 study groups in the first 3 months, and this decrease
remained stable up to 6 months after inclusion. All study
participants were recruited based on their initial harmful use or
alcohol dependence. Regression toward the mean [74] could
explain some of the decreases in alcohol use and other outcomes
in all 3 groups. Participants were recruited from a website about
changing alcohol use and could be characterized as help-seekers.
Even though they did not know what kind of interventions they
would receive, they had already taken steps in the direction of
changing their alcohol consumption by signing up to the website.
This was also indicated by the high mean readiness to change
alcohol consumption (8.8/10). All participants also had to
answer a large number of assessment questions about their
alcohol, an activity that has been shown to lead to reductions
in alcohol consumption [75,76].

All 3 groups in this trial had access to a well-established and
moderated discussion forum, which might have affected their
alcohol use [77,78]. Significantly more participants in the
control group used the forum than in the therapist-guided ICBT
group, which might indicate that some participants compensated
for the lack of human contact in the intervention by using the
forum. Symptoms of depression and anxiety were reduced, and
health improved over time in all 3 groups but not more in those
who received self-help ICBT or therapist-guided ICBT. This
finding differs from findings by Boß et al [27], where a
multisession program for risky drinking had a small-size effect
on depression, stress, and anxiety at follow-up relative to
control.

Generalizability
The generalizability is likely limited to Swedish-speaking people
with harmful alcohol use or alcohol dependence seeking help
for their drinking on the internet. This study tried to recruit
participants that were as similar as possible to the intended
target group of the intervention as used in regular service at
Alkoholhjälpen. The trial was conducted in the same setting.
Information on needed language skills and the limitations of
the interventions in helping those with severe psychiatric
problems were provided; however, no other criteria were used
to exclude participants who fulfilled the criteria set for harmful
use or alcohol dependence. There were no differences in
alcohol-related problems (AUDIT) or dependence criteria
(ICD-10) between those who accepted and those who declined
participation. The high attrition rate also limits the
generalizability of our results.

Strengths
This randomized controlled study of therapist-guided ICBT and
self-help ICBT is one of the largest among anonymous internet
help-seekers to date. The study reached a large number of people
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with harmful use or alcohol dependence, most of whom had not
previously received support from specialized care. The number
of dependence criteria met by participants was similar to that
in a recent Swedish clinical trial in specialized and primary care
[40]. The participants in this study were relatively well-educated,
full-time employed individuals with stable living arrangements
and with equal representation of men and women. This
represents most individuals with alcohol dependence [6], a
population that is different from those who usually receive
treatment for alcohol use disorders [79,80], but that might be
reached with internet-based interventions.

Limitations
Despite great efforts to remind and reinforce participants to
answer follow-up questions, attrition was high. Participants lost
to follow-up showed some differences to those retained, a factor
that limits the generalizability of the results. However, tipping
point analyses and the fact that there were no significant
arm×attrition interactions on outcomes suggest that no sampling
bias was introduced as a result of the attrition. Attrition could
be a consequence of allowing users to be relatively anonymous
and having a fast and accessible way of signing up for the study,
lowering the threshold for engagement. The high attrition also
means that the power to detect effect sizes was smaller than
planned. In the between-group comparison of the self-help and
therapist-guided arms at the 3-month follow-up, observed
sample sizes would have given 80% power to detect an effect
size of d>0.29, which is to be considered a small difference.
However, we cannot rule out that the true difference is smaller
than this. Adherence to the program was relatively low, with
only 30.4% (119/391) completers in the self-help ICBT and
39.9% (154/386) in the therapist-guided ICBT, which is
consistent with previous studies on ICBT (Multimedia Appendix
1). Higher adherence might improve the effects of the
internet-based program. Owing to the web-based setting, the
participants did not go through a clinical diagnostic interview,
and some participants may not have been diagnosed as having
alcohol dependence had an interview been included in the study
design.

Future Directions
There is still a need for more studies on multisession
internet-based interventions for harmful alcohol use and alcohol

dependence, including studies with long-term follow-ups. No
differences between the groups were found in number of
participants that reported low-risk drinking at follow-ups. Only
some internet help-seekers might need ICBT and therapist
guidance to change their drinking when they use internet-based
interventions. Others who did not improve might have benefited
from more intensive support. A model of support-on-demand
or accelerated care could be tested in future studies on the
internet. One important challenge for future studies is to improve
follow-up rates and adherence to interventions without reducing
the willingness to use the interventions. Increased demands on
users to identify themselves or have contact with a professional
might make people who wish to remain anonymous or feel
ashamed or stigmatized more reluctant to seek support [81].
Treatment-seeking increases the rates of recovery from alcohol
dependence [82], and internet-based interventions seem to be
a possible way to reach individuals currently not seeking
treatment [83]; however, it is still unclear whether internet-based
interventions actually increase treatment-seeking. Research on
other psychiatric disorders [84] and on internet-based alcohol
interventions so far [17] suggest that therapist-guided internet
treatment has effects comparable with those of face-to-face
treatment; however, more studies are needed that directly
compare these interventions, as a recent study by our group has
done [85]. In sparsely populated countries such as Sweden,
where some people have to travel far to visit a clinic in person,
psychological treatment [86], medical management [87], and
after care [88] could, in part, be handled with internet-based
interventions. More studies are needed to understand how
internet-based interventions can be used effectively to improve
treatment for people with alcohol dependence.

Conclusions
In this study, a therapist-guided ICBT program was not found
to be more effective than the same program as a self-help ICBT
for reducing alcohol consumption or other alcohol-related
outcomes. In the short run, therapist-guided ICBT seems to be
more effective than information. Only some internet
help-seekers might need a multisession program and therapist
guidance to change their drinking when they use internet-based
interventions.
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Abstract

Background: Cognitive stimulation therapy appears to show promising results in the rehabilitation of impaired cognitive
processes in attention deficit hyperactivity disorder.

Objective: Encouraged by this evidence and the ever-increasing use of technology and artificial intelligence for therapeutic
purposes, we examined whether cognitive stimulation therapy implemented on a mobile device and controlled by an artificial
intelligence engine can be effective in the neurocognitive rehabilitation of these patients.

Methods: In this randomized study, 29 child participants (25 males) underwent training with a smart, digital, cognitive stimulation
program (KAD_SCL_01) or with 3 commercial video games for 12 weeks, 3 days a week, 15 minutes a day. Participants completed
a neuropsychological assessment and a preintervention and postintervention magnetoencephalography study in a resting state
with their eyes closed. In addition, information on clinical symptoms was collected from the child´s legal guardians.

Results: In line with our main hypothesis, we found evidence that smart, digital, cognitive treatment results in improvements
in inhibitory control performance. Improvements were also found in visuospatial working memory performance and in the
cognitive flexibility, working memory, and behavior and general executive functioning behavioral clinical indexes in this group
of participants. Finally, the improvements found in inhibitory control were related to increases in alpha-band power in all
participants in the posterior regions, including 2 default mode network regions of the interest: the bilateral precuneus and the
bilateral posterior cingulate cortex. However, only the participants who underwent cognitive stimulation intervention
(KAD_SCL_01) showed a significant increase in this relationship.

Conclusions: The results seem to indicate that smart, digital treatment can be effective in the inhibitory control and visuospatial
working memory rehabilitation in patients with attention deficit hyperactivity disorder. Furthermore, the relation of the inhibitory
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control with alpha-band power changes could mean that these changes are a product of plasticity mechanisms or changes in the
neuromodulatory dynamics.

Trial Registration: ISRCTN Registry ISRCTN71041318; https://www.isrctn.com/ISRCTN71041318

(J Med Internet Res 2021;23(11):e25466)   doi:10.2196/25466

KEYWORDS

ADHD; cognitive stimulation; magnetoencephalography; artificial intelligence; Conners continuous performance test;
KAD_SCL_01; AI; cognitive impairment; attention deficit hyperactivity disorder; pediatrics; children; rehabilitation

Introduction

Inhibitory control deficit is one of the core impairments in
attention deficit hyperactivity disorder (ADHD) [1,2]. This
deficit is directly related to the levels of impulsiveness present
in the symptoms of ADHD [1,3-5] and produces difficulties in
the everyday activities of those afflicted [6] while adversely
affecting academic performance [7]. According to the literature
reviewed, other impairments can be found in ADHD including
the performance of cognitive processes, such as working
memory [8], sustained attention [9,10], alternating attention
[11], and planning [12,13].

In ADHD, the indices of inhibition, task switching, and
emotional control appear to be related to relative power values
of the alpha frequency band (7-13 Hz) in midline brain regions
measured at resting state [14,15] and with performance in
attentional tasks [16]. These patients consistently present a
decrease in the alpha band in the central and posterior regions
[17-24], as well as an increase in the theta frequency band (3-7
Hz) and the theta: beta ratio [17-21,25-28]. The decrease of the
alpha band in regions that engage the default mode network
(DMN; active network at resting state which includes the
caudate nucleus, medial prefrontal cortex, posterior cingulate
cortex, hippocampus, inferior parietal lobe, cerebellum, and
precuneus) could modulate impairments in the functional
connectivity of this network [29-33]. These impairments in the
DMN also seem to be related to inhibitory control deficits
[34,35].

Cognitive stimulation therapy appears to be effective in patients
with ADHD [36]. The progressive increase of the workload in
cognitive stimulation tasks is one of the main treatment
dynamics of this type of therapy [37], and there are many
examples of its effectiveness in ADHD and other disorders
[38-42]. Its effectiveness seems to stem from the fact that these
increases in the workload in cognitive tasks trigger an increase
in long-distance connections supported by alpha and beta bands,
and a decrease in short-distance connections supported by delta
and theta bands [43-46].

Although the increase of the workload in cognitive stimulation
tasks has shown promise in neurocognitive rehabilitation in
children with ADHD, a case-based reasoning (CBR) system
[47] that allows the adaptive workload to increase for each
patient has never been used. The CRB system has been
successful in various clinical areas [48-50], but its efficacy in
a digital treatment for rehabilitation of neurocognitive alterations
and its relation to electrophysiological dynamics and its efficacy
in the rehabilitation of clinical alterations in ADHD remain

unknown. With the aim of providing evidence, we examined
whether a CRB digital training regimen would be effective in
an ADHD child population after 12 weeks using the continuous
performance test (CPT) inhibitory control measure as the main
outcome. We hypothesized that after the intervention, the
inhibitory control, as a core symptom of ADHD, would show
a better performance and that this would be related to changes
in the alpha band in the posterior regions and the DMN
according to magnetoencephalography (MEG). We also tested
whether treatment-produced changes in secondary outcomes
would be related to ADHD and, finally, whether it could
decrease the clinical symptoms associated with ADHD and
change those behaviors related to executive functioning.

Methods

The study was approved by the local ethics committee of the
San Carlos Hospital (Madrid, Spain). All legal representatives
of the participants gave their written informed consent to
participate in the study. This clinical trial is registered in the
ISRCTN registry (ISRCTN71041318).

Participants
A total of 41 children diagnosed with combined-type ADHD
(ADHD-C) were recruited (34 males). Contact with participants’
legal guardians was made through health facilities, schools, and
associations in the community of Madrid. Research staff first
contacted those private and public clinical centers asking for
permission and agreement to recruit. The order in which centers
were contacted was at random. The following recruitment
actions were performed: emailing study information, phone
calls, and teleconferences and webinars with legal guardians
summarizing study information. Participants’ legal guardians
who agreed to participate authorized communications with
research staff. Eligibility criteria were checked by phone and
email with legal guardians prior to visit 1. Before any other
study activity, legal guardians read and signed an informed
consent. There were no artificial intelligence (AI) requirements
for the eligibility.

To be eligible, participants had to meet the following 5 criteria:
(1) aged 8 to 11 years; (2) diagnosis of ADHD-C by an
authorized professional (chartered psychiatrists at the medical
college); (3) cessation of ADHD medication 3 days before each
visit day, as, according to the technical specification of the drug
methylphenidate (Concerta), it has a half-life of 3.5 hours (90%
is excreted in urine and 1 to 35 in feces as a metabolite at 48-96
hours); (4) maintenance of the same level of medication during
the at-home intervention period; and (5) compliance with the
intervention protocol.
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ADHD diagnosis was performed by accredited expert
professionals following the Diagnostic and Statistical Manual
of Mental Disorders, Fifth Edition (DSM-5) criteria. These
diagnostic criteria were the same across all participants. The
average time from ADHD diagnosis confirmation to study
enrollment was 2.58 (SD 1.21) years.

Participants meeting any of the following 5 exclusion criteria
were dropped from the trial: (1) the initiation or abandonment
of behavioral therapies or psychoactive drugs during the at-home
intervention period; (2) motor difficulties which made the use
of the mobile device (tablet or smartphone) impossible; (3) use
of psychoactive drugs (such as benzodiazepines) which could
have acted as a confounding factor, presence or suspicion of
substance abuse for the past 6 months; (4) presence of blindness
or uncorrected visual acuity difficulties; and (5) any additional
psychological diagnosis.

The inclusion criterion at the level of input data for the AI was
a diagnosis of ADHD-C by an authorized professional in order
to register the patient on the platform.

The use of other psychoactive drugs different from those
approved by the Spanish Agency of Medicines and Medical
Devices or European Medicines Agency for pediatric ADHD

intervention (dextroamphetamine, levoamphetamine,
lisdexamphetamine, methylphenidate, atomoxetine) also made
participants ineligible for the study. The compliance was
checked at the beginning and the end of the participant’s
participation through the child's legal guardians.

From the initial pool of 41 volunteers, 40 were randomly
allocated into 1 of the 2 trial conditions (experimental or
control). Of these, 28% (n=11) dropped out during the
intervention period (control=8, experimental=3). One participant
did not the meet inclusion criterion of stopping ADHD
medication prior to treatment. The Consolidated Standards of
Reporting Trials (CONSORT) 2010 flow diagram is presented
in Figure 1.

From the final sample of 29 participants, 20 were taking
pharmacological interventions (experimental=9, control=11),
7 participants were taking nonpharmacological interventions
such as psychological interventions (experimental= 4,
control=3), and 4 were taking both (experimental=2, control=2).
The pharmacological interventions were based on
methylphenidate (Concerta; n=7), methylphenidate (Equasym;
n=7), methylphenidate hydrochloride (Medikinet; n=2),
lisdexamphetamine (Elvanse; n=2), and methylphenidate
hydrochloride (Rubifen; n=2).
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Figure 1. Consolidated Standards of Reporting Trials flow diagram.

Experimental Design
This was single-center, parallel, single-blind, randomized
controlled trial that examined a pediatric population (8-11 years)
diagnosed with ADHD of combined presentation. It was
conceptualized as a proof-of-concept study intended to assess
the preliminary efficacy of a digital, videogame-like, cognitive
stimulation therapy, as well as its safety and engagement.
Proof-of-concept trials are useful in the framework of novel
drugs and devices, so knowledge regarding their administration
(eg, dosing, user instructions) may be acquired in small samples
in order to develop larger clinical trials [51,52].

Digital Intervention

Experimental Condition
KAD_SCL_01 games are designed to work on different
cognitive processes with an increase of the cognitive load
following evidence that the brain’s reconfiguration networks
seem to be fixed by this type of training routine [43-46,53]. The
14 games which compose the KAD_SCL_01 cognitive
intervention are described in Multimedia Appendix 1. The game
level is adapted based on a case-based reasoning algorithm.
This algorithm and the human-AI interaction are described in
Multimedia Appendix 2.

Control Condition
Participants received a sham intervention composed of 3
videogames which were not specifically designed to improve
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cognitive performance [54]. The specifications are described
in Multimedia Appendix 3. The sham intervention tasks are
accessible through Kongregate open-access platform
(Kongragate Inc).

Main Outcome Measure and Magnetoencephalography

Main Outcome Measure
The main outcome measure of this study was the change in
score found in the commission score from Conners CPT
(CPT-III) between both groups’ differences (pre- and
postintervention) [55]. Commissions in CPT-III as a measure
of inhibitory control was chosen as main outcome measure due
to its use as an efficacy intervention measure in several previous
studies about the methylphenidate effect in ADHD [56].

Magnetoencephalography
Neurophysiological data were acquired using a whole-head
Elekta-Neuromag MEG system with 306 channels (Elekta AB)
at the Center for Biomedical Technology (Madrid, Spain). MEG
data were collected at a sampling frequency of 1000 Hz and
online band-pass filtered between 0.1 Hz and 330 Hz.

Head shape was defined relative to 3 anatomical locations
(nasion and bilateral preauricular points) using a 3D digitizer
(Fastrak), and head motion was tracked through 4 head-position
indicator coils attached to the scalp. Eye movements were
monitored by a vertical electrooculogram assembly composed
of a pair of bipolar electrodes.

Other Cognitive Outcome and Clinical Outcome
Measures
The secondary cognitive outcome, aimed at measuring other
several aspects of cognitive processing, and clinical
questionnaires on ADHD behavioral symptoms and executive
functioning in daily activities are included in Multimedia
Appendix 4.

Safety and Compliance
Intervention safety was assessed through adverse events.
Potential adverse events were monitored and recorded during
the intervention period. Intervention dropouts were also recorded
in order to assess compliance with intervention protocol.

Study Procedure
The study procedure occurred in 4 stages: recruitment and
screening, preintervention assessment (visit 1), at-home
intervention, and postintervention assessment (visit 2).
Recruitment and screening were carried out as described in the
Participants section. The details of the Al are described in
Multimedia Appendix 5.

Preintervention and postintervention assessments were
performed at the Center for Biomedical Technology, at the
Technical University of Madrid. Assessments were carried out
by a blinded Sincrolab researcher (JB) who only knew the
number associated with the participant. Assessments including
neuropsychological batteries and MEG recordings were
administered in the same order as reported here. Questionnaires
for the clinical outcome measures were filled out by the legal
guardians. The cognitive assessment lasted for approximately

60 minutes. The resting-state MEG was also recorded during
visits 1 and 2. The order in which participants received both
was counterbalanced.

The intervention allocation was created by a nonblinded
Sincrolab researcher (RM) and performed with a simple
randomization function, with a ratio of 1:1 and an allocation
probability of 0.50. Intervention allocation was performed once
the eligibility criteria were met, according to the 2010
CONSORT statement [57].

The intervention was scheduled for 12 weeks, with 3 sessions
(15-20 minutes each) per week in both groups. The whole
intervention period was telematically monitored. Both the
KAD_SCL_01 and sham control platforms allowed for a daily
checking of performed sessions for a nonblinded Sincrolab
researcher (RM). The number of weekly intervention sessions
performed by the participants was monitored to ensure
compliance with the 12-week intervention protocol. Safety and
adequacy (the number of games played and the consecutive
extreme punctuations of 0 or 100 in the performance, which
could reflect an issue in the calibration of the AI outputs) were
also assessed. Legal guardians were contacted by study staff in
order to report any adverse event.

Right after the at-home intervention period was over,
participants who achieved at least 80% completion of
intervention sessions (28 alongside the 12 prescribed weeks)
were appointed for postintervention assessment with same
characteristics as the preintervention one. After the
postintervention assessment, the participants who were allocated
in the control arm were offered training with the KAD_SCL_01
for 12 weeks.

Statistical Analyses
Data analysis in this proof-of-concept randomized trial followed
a per-protocol approach [58]. A per-protocol population was
defined as any participant who had been randomly allocated to
1 of the 2 conditions (experimental or control), complied with
at least an 80% completion of scheduled sessions (28 of 36),
and had received the postintervention assessment.

Statistical Analyses of Cognitive Outcome Measures
Descriptive statistics of average, distribution shape, and scatter
were calculated. Standardized statistics of asymmetry and
kurtosis were used to assess the normality assumptions of each
distribution. These standardized statistics are calculated by
dividing the statistic between its SE.

Next, cognitive outcome measures which did not deviate from
normality were adjusted to mixed-effects models. Each model
was adjusted with a random intercept and fixed slope (due to
the number of repeated measures). An unstructured covariance
matrix (Sigma) was estimated for the random effect factor.
Robust restricted maximum likelihood was chosen as the
estimation method of preference due to its robustness with small
samples and its capability to estimate an unbiased parameter
matrix in the presence of missing values. A stepwise method
was used for age as a demographic covariable in the main
outcome’s mixed model as a method applied to explicative
models.
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As the commission score from CPT-III was set as main outcome
measure, only 1 comparison was performed (1 dependent
variable). Therefore, no correction for multiplicity was applied.
Regarding the rest of the cognitive outcome measures, every P
value under significance α value of .05 was taken as statistically
significant due to the exploratory nature of this pilot study. Still,
P values were corrected for multiple comparisons under a
Bonferroni correction within a statistical family. The outcome
measures from the different cognitive processes (ie, visuospatial
working memory) were treated as independent statistical families
for Bonferroni adjustments.

Effect sizes greater than 0.4 (considered as the minimum
practical effect size [59] in the experimental condition but not
in the control condition) were highlighted. Likewise, for the
main outcome, the predictive positive value (PPV) was
estimated, as the small sample size could have led to
overestimation of the effect size. Due to the novelty of this type
of training methodology, a priori effect size and unspecified
prestudy odds (R=0.5) were used in order to estimate the PPV.

Respondent analysis was also performed over the main cognitive
outcome measure (commission score on CPT-III) in order to
study the proportion of participants per intervention arm who
achieved a pre-post difference of at least 0.64 SD, according to
other literature [56]. Moreover, with consideration to this a
priori effect and because the estimated sample size could not
be achieved, post hoc power analysis for the mixed model’s
interaction component was carried out with 200 simulations,
and PPV was computed following the procedure in Button et
al [60].

Statistical Analyses of Clinical Outcome Measures
Clinical outcome measures were standardized according to
Behavior Rating Inventory of Executive Function (BRIEF) and
Evaluación del Trastorno por Deficit de Atención e
Hiperactividad (EDAH) standardized scores (T scores).
Paired-samples t tests were performed over each outcome
measure and in each intervention group. Respondent analysis
was also performed on the EDAH outcome measures by
counting the proportion of participants who reached the cutoff
point of pathology set by the interpretation of the EDAH manual
for each condition. BRIEF and EDAH were treated as
independent statistical families for Bonferroni adjustments.

Magnetoencephalography Signal Preprocessing and
Statistical Analyses
With the intention of facilitating this paper’s interpretation,
signal preprocessing analyses are detailed in Multimedia
Appendix 6.

Regarding the statistical analyses of the MEG preprocessed
signal, the aim of this study was the detection of any robust
correlation between power ratio values derived from the clusters
of nodes localized in certain brain regions and CPT’s
commission ratio (CPT commission postintervention or CPT
commission preintervention). The goal of this methodology
included the extraction of any neurophysiological markers whose
dynamic could be associated with the evolution of the
inhibition-control performance. Such analysis relied on
network-based statistics [61,62]. Clusters were built according

to a criterion of spatial and frequency adjacency. Each cluster
consisted of several adjacent nodes, which systematically
showed a significant partial correlation (with age as the
covariate) in at least 4 consecutive frequency steps (a 1-Hz
interval) between their corresponding power ratio values and
CPT ratio (Spearman correlation coefficient P value <.05).
Importantly, all nodes within a cluster needed to show the same
sign of the correlation coefficient for the cluster to be considered
a functional unit. Only clusters involving at least 1% of the
nodes (ie, a minimum of 12 nodes) in each frequency step were
considered. Cluster-mass statistics were assessed through the
sum of the Spearman ρ values across all nodes and significant
frequency steps.

To control for multiple comparisons, the entire analysis pipeline
was then repeated 5000 times, with the correspondence between
power ratio estimates and CPT ratio being shuffled across
participants. At each repetition, the maximum statistic of the
surrogate clusters (in absolute value) was kept, creating a
maximal null distribution that would ensure control of the
familywise error rate at the cluster level. Cluster-mass statistics
on each cluster in the original data set were compared with the
same measure in the randomized data. The network-based
statistics P value represented the proportion of the permutation
distribution with cluster-mass statistic values greater or equal
to the cluster-mass statistic value of the original data.

Power ratio values were averaged across all nodes and
frequencies that belonged to the cluster. This average was
considered to be the representative MEG marker value for that
cluster and further participated in subsequent correlation
analyses. Therefore, the statistics presented in the results section
was derived from the correlation between the averaged power
ratio value of each significant cluster and the corresponding
CPT ratio for each participant. As already mentioned,
correlations were first performed within the whole sample. In
a second step, correlations between the average power ratio and
the CPT commission ratio scores were performed independently
for both intervention conditions within the sample (experimental
and control). Statistical analyses were carried out using
MATLAB R2020b (Mathworks Inc).

Sample Size Justification
A priori sample size was estimated to detect a standardized
mean difference of 0.64 SD in the commission score from the
CPT-III [56], with a significance level of α=.05 and a power of
0.8 (1-β=.8). The calculation procedure followed the sample
size estimation for a 2-tailed, 2-samples mean difference with
a correction factor for repeated measures [63]. The total sample
size required was 56, but the actual sample was 29. Nevertheless,
sample sizes of between 10 and 15 participants per condition
are well-supported in similar literature [64-66].

The last enrolled participant ended study procedures in February
2020. With the COVID-19 crisis and the consequences in Spain
(since March 2020), the study sponsor and principal investigator
(FM) decided to stop the recruitment procedures due to
difficulties and in order to assure protocol compliance in 2020.
Therefore, assuming the exploratory nature of this pilot
randomized trial, it was decided that the statistical analysis plan
be applied to the presented sample.
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Results

Demographic and Baseline Characteristics

Baseline demographics and other characteristics in each group,
as well as the between-group comparison, are shown in Table
1. No significant differences were found between groups.

Table 1. Demographic characteristics in the experimental and control conditions.

P valuet or X2Control group, (%)a

(N=14)

Experimental group, (%)a

(N=15)

Characteristic

.27b1.099.71 (1.33)9.2 (1.21)Age (years)

.94c0.00512 (41.4)13 (44.8)Males

.28c1.1711 (37.9)9 (31)Using medication

.74c0.113 (10,3)4 (13.8)Receiving psychological treatment

aThe characteristic of age is expressed as mean (SD).
bP values are from a t test (between-participant, 2-tailed).
cP values are from a chi-squared test (2-tailed).

Safety and Compliance
Three adverse events were reported by legal guardians during
the at-home intervention period (Multimedia Appendix 7).
Dropout (n=11) details are shown in Multimedia Appendix 8.

Main Outcome
Descriptive statistics for the main outcome measure in each
condition at each study period are shown in Table 2. The

evolution trend (pre-post training) of each participant and the
distribution of each group is shown in Figure 2. No statistically
significant difference was found between the conditions
(experimental and control) in the preintervention (baseline)
measures (t27=1.72; P=.10). Critical ratios for skewness
indicated no deviations in skewness or kurtosis in the normal
distribution.

Table 2. Descriptive statistics for main outcome measure commission score on Conners continuous performance test (CPT-III).

Control groupTreatment groupDescriptive statistic

PosttreatmentPretreatmentPosttreatmentPretreatment

49.64 (7.32)48.79 (7.53)47.80 (8.21)53.87 (8.37)Mean (SD)

–0.090.28–0.17–0.37Asymmetry

–1.52–0.33–0.76–0.61Kurtosis

–0.080.23–0.15–0.32CRa asymmetry

–0.66–0.14–0.34–0.27CR kurtosis

aCR: critical ratio.
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Figure 2. Main efficacy outcome: individual and average change in commission errors from Conners continuous performance test per condition.

Mixed-effects models for main outcome measured with and
without interaction effects were estimated with the robust
restricted maximum likelihood procedure. The stepwise
introduction of the condition-period interaction effect

significantly improved the model adjustment (X2
1=4.596;

P=.03). Standardized mean difference (β estimator) for the
condition-period interaction effect in the final model (Figure
2) was statistically different from 0 (β=.86; SE 0.39; t27=2.21;
P=.04). The standardized mean differences (β estimators) for
model comparison (baseline model to final model) are shown
in Multimedia Appendix 9. Comparison criteria (Akaike
information criterion and Bayesian information criterion)
between the models, in addition to model performance statistics

(R2 and adjusted R2), are also reported in Multimedia Appendix
9. The graphical diagnosis for the final model with interaction
effect is shown in Multimedia Appendix 10.

Pre-post standardized mean differences per condition were
calculated as Hedges g statistic for effect size. A large pre-post
standardized mean difference (g>|0.4|) was found in the
experimental group (g=–0.62), but not in the control group
(g=0.1). A high PPV (PPV=0.81) was found to be related with
the pre-post standardized mean difference.

Respondent analysis for the main outcome measure shows that
53.33% (8/15) of the experimental participants (KAD_SCL_01
intervention) achieved the a priori clinically meaningful effect:

an improvement of at least 0.64 standardized points. In the
control arm, this percentage was just 21.42% (3/14). More
details about respondent analysis are shown in Multimedia
Appendix 11.

A post hoc power analysis yielded a statistical power of 43%
(1 – β=0.43) for the detection of the condition-period interaction
effect and a PPV of 0.81. A priori effect size was used to
simulate post hoc power rather than observed effect size.

Magnetoencephalography Outcomes
A significant cluster (P=.04) was found in the frequency interval
(11.67-13.33 Hz) mainly comprising the posterior regions of
the brain (see Figure 3A and Table 3).

The power ratio in all frequencies of this interval negatively
correlated with the CPT ratio across the whole sample
(ρ=–0.562; P=.003). The maximum cluster size was found at
12-12.33 Hz (51 nodes). The cluster size oscillated between a
minimum of 50 nodes at the beginning of the frequency range
and 16 at the end of that frequency range (see Figure 3B).
Furthermore, 12 Hz showed the highest average correlation
coefficient value across all nodes of the cluster ρ= –0.547).

The correlation between the CPT commission ratio and the
power ratio (11.67-13.33 Hz) in the interval within the cluster
generated in the previous step remained significant for the
experimental group (ρ=–0.783; P=.004; Figure 3C) but not for
the control group (ρ=–0.358; P=.21; Figure 3C).
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Figure 3. Brain region whose magnetoencephalography alpha power (11.67-13.33 Hz) was found significantly correlated with CPT commission ratio.
(A) Brain regions within the significant cluster (depicted in blue). (B) Evolution of the cluster size through the different frequency steps (maximum size
at 11.75 Hz). (C) Scatter plot showing the Spearman correlation coefficient between the cluster’s average power ratio and CPT commission ratio and
each subgroup of the sample. CPT: continuous performance test; Freqs: frequency steps.
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Table 3. The automated anatomical labeling atlas ROIsa that were partially captured by the significant cluster.b

Portion of ROI occupied, n/N (%)cROI

11/28 (39.29)Left precuneus

8/21 (38.10)Right precuneus

7/11 63.64)Left cuneus

7/13 (53.85)Right cuneus

6/18 (33.33)Right superior parietal gyrus

3/5 (60.00)Left cingulate gyrus, posterior part

3/10 (30.00)Right superior occipital lobe

2/16 (12.50)Left superior parietal gyrus

1/4 (25.00)Right cingulate gyrus, posterior part

1/20 (5.00)Left calcarine fissure and surrounding cortex

1/11 (9.09)Left superior occipital lobe

1/17 (5.88)Right middle occipital lobe

aROI: region of interest.
bRegions of interest are from the Anatomical Labeling Atlas that are part of the significant cluster where the continuous performance test commission
ratio correlates with power in the alpha band.
cN is the number of magnetoencephalography sources in our head model that are contained within the ROI volume; n indicates how many sources,
among the corresponding N, are enclosed within the significant cluster; and % is the percentage of each ROI that was captured by that cluster.

Other Cognitive and Clinical Outcomes
Descriptive analysis for each secondary outcome measure is
shown in Supplementary Material (Multimedia Appendix 12).
No statistically significant differences were found between
conditions (experimental and control) in preintervention
measurement.

The mixed-effects model analysis was performed the for main
outcome measure. Only, the backward span score (from the

Corsi block-tapping test) as a dependent variable (X2
1=4.64;

P=.03) was significant. The standardized mean difference for
the condition–moment interaction effect (β estimator) in the
final model was statistically different from 0 (β =–.84; SE 0.38,
t27=–2.24; P=.03). Multimedia Appendix 13 shows the graphical
representation of the average pre- and postintervention
standardized scores for each intervention group (experimental
and control) in this outcome measure. Standardized mean
differences and CIs for cognitive secondary outcomes are shown
in Multimedia Appendix 14, as classified by the cognitive
process each measures (inhibitory control, cognitive flexibility,
working memory, short-term memory, attention, speed
processing, and verbal fluency).

Effect sizes of g>0.4 in the experimental group but not the
control group were found in 19 cognitive secondary outcome
measures, plus the main outcome. In contrast, only 1 cognitive
secondary outcome measure showed a greater effect size (g>0.4)
in the control group compared to the experimental one. See
Multimedia Appendix 15 for the complete analysis.

The results in the parent version of the BRIEF questionnaire
showed statistically significant pre-post mean differences,
favoring the KAD_SCL_01 intervention participants in shifting
score (t14=2.32; P=.03), working memory score (t14= 2.43,

P=.02), behavioral composite index (t14=2.62, P=.02), and
general executive composite index (t14= 2.7, P=.01). No
significant differences in the sham intervention group were
found. The experimental arm (KAD_SCL_01 intervention)
showed statistically significant pre-post mean differences in all
EDAH measures (hyperactivity score P=.05), inattention score
(P=.001), behavior disorder score (P=.001), and global score
(P=.001). The control arm also showed statistically significant
pre-post mean differences in inattention score (P=.001),
hyperactivity + inattention, and global score (P=.002), but not
in hyperactivity or behavior disorder score. Respondent analysis,
descriptive analysis, t statistics, P values, CIs, and respondent
percentage per score in the EDAH scale are detailed in
Multimedia Appendix 16.

No statistically significant differences were found between
conditions (experimental and control) in the preintervention
measurement either in the BRIEF or the EDAH outcome
measures.

Discussion

Empirical evidence points suggests that cognitive stimulation
based on progressive workload increments leads to
improvements in cognitive performance [38-42,67], along with
beneficial regulation of cortical activity patterns [43-46,53].

The results in our study indicate that cognitive intervention
triggers significant improvements in inhibitory control in child
and adolescent patients with ADHD as measured by Conners
CPT-III. Moreover, this improvement in inhibitory control
seems to be similar to that found in pharmacological studies on
the effectiveness of methylphenidate [68]. Meanwhile, the effect
size of our study (g=0.62) is consistent with that found in the
meta-analysis by Losier et al [56] on the effectiveness of the
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drugs used in ADHD. Therefore the digital treatment proposed
in the present study could be a therapeutic option complementary
to the pharmacological route.

Despite there being no significant differences between the
groups in the measure of previous treatment (P=.09), the
possible differences between both groups could be producing
a type I error or false-positive result. However, as observed in
Figure 2, within the range of 1 to –1 SD, 7 of the 10 patients
who received the KAD_SCL_01 treatment show an
improvement in their performance (70%). On the contrary, 6
of 9 participants belonging to the control group, in the same
range, show worse scores in the postintervention measure.

Although several studies have reported that digital cognitive
exercises do not show effects superior to those found in other
commercial video games not intended for therapeutic uses
[37,69,70], these findings, like those reported by Davis et al
[41] and Kollins et al [42], seem to indicate that adaptive digital
training, built on a proven empirical basis, could be effective
for the treatment of ADHD.

The relationship between alpha-band power and performance
in tasks involving attentional and inhibitory control processes
has been published in recent publications [14-16,71,72]. In order
to clarify the relationship between the changes in inhibitory
control and the possible changes in alpha band power—given
its association with performance in inhibitory control tasks
[14,15]—we completed a MEG registry of the participants of
both groups. The results seem to indicate that there is a direct
relationship (ρ=–0.56; P=.003) between the improvement in
inhibitory control and the alpha-band power in the posterior
brain areas. These changes in the power of brain oscillations
appear to be associated with brain plasticity processes [73], as
well as changes in the dynamics of neuromodulators such as
dopamine [74] that are affected in these patients. This
relationship remained significant when the experimental group
(ρ= –0.78; P=.004) was analyzed separately, but this was not
the case with the control group (ρ= –0.35; P=.21). This suggests
that the improvements produced in the experimental group are
strongly associated with the previously mentioned plasticity
and neuromodulation phenomena.

Although this was intended as a power study, we believe our
results are relevant to the functional connectivity literature due
to the participation of the precuneus and posterior cingulate
cortex in the main cluster examined of this paper. These 2
regions of interest conform to the posterior part of the DMN.
Consequently, the alpha-power increment linked with the CPT
decrement may be associated, under our interpretation, with an
improvement in the functional integrity of the DMN. The
decrease in alpha-band power in regions of the DMN could be
mediating the impairments present in ADHD in the functional
connectivity of this network [75-77] and its neurocognitive
correlate [34,35,78]. This effect seems to be due to frequency
band having special importance in the communication between
the regions of this network [33]. In this regard, the data from
Sonuga-Barke and Castellanos [79] seems to indicate that the
decrease in connectivity between the regions of the DMN

generates interference in the task-oriented network, producing
impairments in the performance of patients with ADHD [79].
From this perspective, this digital cognitive stimulation
intervention, based on progressive workload increases governed
by CBR algorithms, might be effective for the treatment of
ADHD.

One of the secondary objectives of the study was to measure
the effectiveness of the intervention on a set of cognitive
processes that are usually part of the ADHD deficits. The results
indicate that cognitive intervention triggers improvements in
visuospatial working memory total score. Moreover, practical
minimum effect size (g> 0.4) was observed in visuospatial
working memory span and in visuospatial working memory
total score, while numeric working memory total score or
numeric working memory span seemed to be not be affected
by the treatment. These results are similar to those found by
another digital study, which based its training on empirical
principles [41]. In our study, no significant differences were
found in other measures. However, these results might be due
to a type II or false-negative error, since small sample sizes
frequently generate this type of error [80]. Indeed, we found a
practical minimum effect size in 12 of the 42 secondary outcome
indices, which is a possible indicator of treatment efficacy. In
contrast, the control group showed equivalent effects in just 1of
the 42 secondary measures (see Multimedia Appendix 15 for
detailed information).

Finally, in this study, the parent version of the BRIEF
questionnaire was used to obtain a measure of executive
functions in everyday life. The results indicate that cognitive
training triggers significant changes in flexibility, working
memory, and the composite indices of both behavior and
executive functions. These changes appear to be similar to the
effects of methylphenidate-based pharmacological treatments
[81] and treatments administered by clinical professionals for
executive functions [82].

In the ADHD rating scale, in the overall rating, 60% (9/15) of
the participants who underwent cognitive training exceeded the
cutoff point (<30), compared to 21% (3/14) who worked with
commercial video games, which seems to indicate that this type
of cognitive training may have positive effects on the behavioral
impact of the disorder. 

In conclusion, this study reports the preliminary results of a
digital cognitive stimulation intervention in a population with
ADHD. The results suggest that such treatment is effective at
improving inhibitory control and visuospatial working memory
in patients with ADHD. Moreover, this improvement was
observed in the executive measures of daily life and was
associated with a reduction of symptoms.

The main limitation of the study relates to the small size of the
sample (N=29) compared to the a priori calculated sample size
(N=56). Consequently, the statistical power was lower than the
one desired a priori. Therefore, these results must be interpreted
as the first evidence of a digital treatment using CBR algorithms,
and more extensive studies are needed to confirm the findings
of this proof-of-concept study.
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Abstract

Background: Digital health interventions (DHIs) are efficacious for several mental disorders in youth; however, integrated,
evidence-based knowledge about the mechanisms of change in these interventions is lacking.

Objective: This systematic review aims to comprehensively evaluate studies on mediators and mechanisms of change in different
DHIs for common mental disorders in children and adolescents.

Methods: A systematic literature search of the electronic databases Cochrane Central Register of Controlled Trials, Embase,
MEDLINE, and PsycINFO was conducted, complemented by backward and forward searches. Two independent reviewers
selected studies for inclusion, extracted the data, and rated the methodological quality of eligible studies (ie, risk of bias and 8
quality criteria for process research).

Results: A total of 25 studies that have evaluated 39 potential mediators were included in this review. Cognitive mediators were
the largest group of examined intervening variables, followed by a broad range of emotional and affective, interpersonal, parenting
behavior, and other mediators. The mediator categories with the highest percentages of significant intervening variables were the
groups of affective mediators (4/4, 100%) and combined cognitive mediators (13/19, 68%). Although more than three-quarters
of the eligible studies met 5 or more quality criteria, causal conclusions have been widely precluded.

Conclusions: The findings of this review might guide the empirically informed advancement of DHIs, contributing to improved
intervention outcomes, and the discussion of methodological recommendations for process research might facilitate mediation
studies with more pertinent designs, allowing for conclusions with higher causal certainty in the future.

(J Med Internet Res 2021;23(11):e29742)   doi:10.2196/29742

KEYWORDS
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Introduction

Background
Mental disorders in children and adolescents are common, with
prevalence rates ranging from 10% to 20% worldwide [1]. These
disorders contribute substantially to the global burden of disease

in youth [2], and about half of all mental disorders across the
life span have their onset in adolescence [3]. Hence, early
psychotherapeutic interventions are essential to counteract the
risk of chronification and prevent possible negative long-term
effects [1]. However, a substantial proportion of children and
adolescents with mental disorders do not receive adequate
psychotherapeutic or psychosocial care [4-6] owing to different
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individual and structural barriers to treatment uptake [7].
Furthermore, the availability of mental health care is often
insufficient to adequately meet treatment demands, particularly
in rural regions [8] and low-income countries [9].

Digital health interventions (DHIs), such as internet- and
mobile-based interventions with a psychotherapeutic focus
(DHIPSY), offer the possibility of addressing some barriers to
treatment uptake and might contribute to extending mental
health care, given their various presumed advantages, such as
possible cost- and time-efficient use, independence from spatial
and temporal circumstances, potential anonymity, high degrees
of flexibility, and autonomy for users. These assets may be
especially important during the COVID-19 pandemic and allow
for continued mental health care despite contact restrictions and
physical distancing [10]. Furthermore, in view of the fact that
youth are particular familiar with digital devices (so-called
digital natives; Children in a digital world [11]), the use of DHIs
might be especially appealing to this younger age group [12].
DHIs can be distinguished and characterized based on their
theoretical basis, the type of technical implementation, the area
of application, and the extent of accompanying human support
[13,14]. The type and the intensity of guidance in DHIs can
vary on the continuum from (1) pure self-help interventions
without any human support (so-called unguided interventions)
to (2) interventions with some support (guided interventions),
to (3) videoconference-based psychotherapy with the internet
as the sole communication medium between therapists and
patients [15].

The efficacy of DHIPSY for some common mental disorders in
children and adolescents has been established using
meta-analyses [12,16-19]. For example, Vigerland et al [19]
evaluated the efficacy of internet-based cognitive behavioral
therapy for a range of mental disorders, including anxiety,
depression, behavioral problems, obsessive-compulsive disorder,
and some somatic disorders such as chronic pain and insomnia.
This meta-analysis revealed a moderate, aggregated effect size
favoring internet-based cognitive behavioral therapy over
waitlist (g=0.62, 95% CI 0.41-0.84; P<.001). In contrast, Hollis
et al [20] appraised the evidence on the efficacy of DHIPSY for
other mental disorders, including attention-deficit/hyperactivity
disorder, autism, psychotic disorders, and eating disorders in
their review as uncertain and necessitating future research
regarding moderators of intervention effects. Current empirical
knowledge suggests that older children and adolescents benefit
more from DHIPSY than younger children [12,20]. In addition,
the well-established finding that guided interventions are more
efficacious than unguided interventions in adults [21,22] also
seems to apply for DHIPSY in youth [12,20]. Complementing
the evidence base and representing another major area of
application, DHIs with a focus on health promotion (DHIHP),
for example, on alcohol consumption or other lifestyle and
health behaviors, revealed a considerably smaller effect size
(Cohen d=0.14, 95% CI 0.00-0.27) [23] when compared with
DHIPSY with a genuine psychotherapeutic foundation such as
cognitive behavioral therapy (g=0.72, 95% CI 0.55-0.90;
P<.001) [16].

Given this rather heterogeneous body of research regarding the
efficacy and effectiveness of DHIs, comprising various
interventions with different theoretical orientations, foci, and
delivery modes, for mental health issues in children and
adolescents, it seems both timely and worthwhile to investigate
the presumed working mechanisms in these
technology-delivered interventions. This is because
evidence-based knowledge on the mediators and mechanisms
of change (specific for different approaches of DHIPSY and
DHIHP) can inform intervention development and mental health
care practices, illustrating pathways to more powerful
intervention packages and improved outcomes [24-26]. The
first step in understanding the underlying processes in DHIs is
to analyze the mediators. A mediator is an intervening variable
that can explain the statistical relationship between an
independent variable (eg, a DHI) and a dependent variable (eg,
a symptom change) [25], and can thereby potentially point to
a mechanism through which an intervention achieves its effects.
Although various methods for statistical mediation analysis are
available (eg, MacKinnon et al [27]), comprising different
approaches such as latent growth curve modeling [28] or
structural equation modeling [29], the seminal approach of
Baron and Kenny [30] is still one of the most applied procedures
to evaluate the intervening variable effect of a potential
mediator, despite having received criticism with regard to some
limitations, such as low statistical power, difficulties in the
assessment of multiple mediators, or quantification of the
mediation effect magnitude [24]. Although statistical mediation
may be established either with the so-called causal-steps
approach by Baron and Kenny [30] or by more recent methods
correcting some of its limitations (eg, Kraemer et al [31]), it is
important to consider that mediators might be identical to a
mechanism of change (ie, the actual process responsible for
change), but might also be a proxy for 1 or more other variables
that do not explain the hypothesized mechanism [25]. Thus, to
determine the degree of validity that a mediator is actually
representative of for being considered a true change mechanism,
Kazdin proposed several quality criteria for psychotherapy
process research [25] that can be consulted when assessing the
scope and justification of causal inferences: (1) Strong
association (among treatment, mediator, and outcome), (2)
specificity (a mediator accounts for the indirect effect of
treatment on outcome), (3) consistency (the association must
be replicable), (4) experimental manipulation (use of either a
randomized controlled trial [RCT] design where the intervention
variable is manipulated or an experimental design where the
mediator itself is directly manipulated), (5) timeline or
temporality (the intervention must lead to changes in the
mediator, which must temporally precede changes in the
outcome), (6) gradient (ie, a dose-response relationship: greater
activation of the mediator is associated with greater change in
the outcome), and (7) plausibility or coherence (the proposed
mediator must be embedded in a plausible theoretical
framework).

The evidence base for the mediators and mechanisms of change
in conventional face-to-face psychotherapies for children and
adolescents is scarce, and only a few studies have been designed
to investigate the therapeutic processes in these interventions
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[32]. For example, 2 systematic reviews dedicated to evaluating
the mechanisms of change found that only a small number of
eligible primary studies actually conducted mediation analyses,
with only 9% (6/67) [33] and 17% (8/46) of included clinical
trials [34] attempting to evaluate mediation effects. In addition,
Schmidt and Schimmelmann [35] reviewed the empirical
literature on mediators in psychotherapeutic interventions for
common mental disorders in youth and concluded that most
eligible studies evaluated mediators referring to the parent-child
interaction (eg, family cohesion and parental support), next to
mediators within the patient (eg, self-efficacy, motivation,
coping, interpersonal skills, as well as changes in dysfunctional
cognitions and negative emotions) and characteristics of the
intervention (eg, duration of treatment, number of
patient-therapist contacts, and application of specific
intervention techniques). The included studies revealed
inconsistent patterns of mediation effects related to therapist
factors, such as flexibility, adherence to treatment, or therapeutic
alliance [35]. Moreover, as central conceptual and
methodological requirements for mediation analyses were often
not met by studies in this review, causal inferences were widely
precluded, necessitating future process research with higher
methodological rigor [35].

Objectives
Although research on DHIs is a fast growing field [36] and
might also offer intriguing opportunities for psychotherapeutic
process research [24,37], we are not aware of any systematic
review of the mediators and mechanisms of change in DHIPSY

and DHIHP for common mental disorders in youth published to
this point. Therefore, this study aimed to: (1) systematically
review the current state of research on mediators and
mechanisms of change in various DHIs for mental disorders in
children and adolescents, (2) identify mediators and potential
mechanisms of change in these interventions, and (3) evaluate
the methodological quality of eligible mediation studies
according to the quality criteria for process research mentioned
above.

Methods

This systematic review was reported in accordance with the
PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses) guidelines [38] and was a priori registered
with the Open Science Framework [39].

Eligibility Criteria
Studies were eligible for inclusion if they fulfilled the following
criteria: (1) participants were children (0-13 years) or
adolescents (14-21 years) diagnosed with a mental disorder or
exhibited clinically relevant symptoms of a mental disorder;

(2) in the case of mixed samples with adolescents and young
adults, the mean age of the sample was not above 21 years; (3)
the interventions were designed for children or adolescents, or
for parents of children or adolescents fulfilling the first criterion;
(4) the diagnosis of mental disorders was based on the diagnostic
and statistical manual of mental disorders, or the International
Classification of Diseases criteria and was assessed with a
validated and standardized clinical interview, or a standardized
self-report instrument, or standardized ratings by significant
others (eg, parents, teachers, clinicians); (5) samples of mixed
or comorbid mental disorders were included; (6) studies with
different recruitment strategies were eligible; (7) interventions
with different theoretical orientations were eligible; (8) the
intervention was predominantly delivered through the internet
(eg, via web browsers or mobile or smartphone apps); (9)
interventions with different degrees of human guidance and
completely self-guided interventions were eligible for inclusion;
(10) different active and passive control groups (CGs) were
included; (11) changes in the symptoms and (12) mediators
were reported; (13) at least one mediation analysis was
performed; (14) studies were RCTs or secondary analyses of
RCTs published in a peer reviewed journal in English language.

Systematic Literature Search and Study Selection
The search strategy was 3-fold. First, systematic literature
searches were conducted in the Cochrane Central Register of
Controlled Trials, Embase, MEDLINE (ie, Ovid MEDLINE,
Ovid MEDLINE Epub Ahead of Print, Ovid MEDLINE
In-Process and Other Non-Indexed Citations, Ovid MEDLINE
Daily Update), and PsycINFO databases from database inception
until May 30, 2020. The search strings were built on established
prior search strings [24,40] further adapted to specifically meet
the research questions at hand and modified for each database
in Ovid (for details on all search strings, see Multimedia
Appendix 1). Second, the reference lists of all eligible studies
and other relevant reviews were manually searched to identify
further studies that met our inclusion criteria (ie, backward
searches). Third, a citation-search (ie, forward search) was
conducted in the Web of Science database.

Study selection was conducted with the support of a software
tool for systematic reviews [41]. Duplicates were detected
automatically by the software or were manually removed. First,
1 reviewer (SE) screened titles and abstracts of all the remaining
studies and discarded irrelevant articles. Second, the full texts
of all potentially relevant articles were screened in terms of the
aforementioned eligibility criteria independently by 2 reviewers
(SE and HN). Disagreements were resolved by consultation
with a third reviewer (MD). The full process of the systematic
literature search and study selection is displayed in the PRISMA
flowchart of Figure 1.
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flowchart.

Data Extraction
Two independent reviewers (SE and HN) extracted the following
data: study information items (name of first author, country,
and year), sample information (sample size and age),
intervention characteristics (theoretical orientation, number of
modules, and duration of intervention), information about
control conditions, and information about outcomes (mediator
type, instrument, and statistical analysis of mediation). Authors
were contacted via email in case of missing information essential
for decisions on study selection and the application of the
systematic review.

Categorization of Studies
The included studies were divided into 2 categories: studies
evaluating interventions with a psychotherapeutic focus (ie,
DHIPSY) and studies evaluating interventions with a focus on
health promotion (comprising interventions targeting health
behavior, lifestyle, and behavior change interventions for the

purpose of primary and secondary prevention; ie, DHIHP). Of
note, interventions with rehabilitation or tertiary prevention
focus were not included.

Quality Assessment

Risk-of-Bias Assessment
The methodological quality of the included studies was assessed
independently by 2 reviewers (SE and HN) using the Cochrane
risk-of-bias (RoB) tool for randomized trials (version 2, RoB2;
[42]) on 5 domains: (1) bias arising from the randomization
process, (2) bias due to deviations from intended interventions,
(3) bias due to missing outcome data, (4) bias in measurement
of the outcomes, and (5) bias in selection of the reported result.
The included studies were rated as having low, unclear, or high
RoB in each domain [42]. Interrater reliability was calculated
using the Cohen κ in RStudio (version 1.2.1335; [43]).
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Quality Criteria for Process Research and
Approximating Causality
The included studies were rated by 2 independent reviewers
(SE and HN). The rating system was based on Kazdin’s [25]
initial criteria to approach causality, modified by Domhardt et
al [24] and Lemmens et al [44]. To meet the respective criteria,
studies had to: (1) use an appropriate RCT design, (2) include
a CG, (3) report a theoretical foundation for mediators, (4) have
a minimum sample size of 40 participants per group, (5) examine
multiple mediators within 1 study, (6) assess temporality (3 or
more assessments of the mediator variables and outcomes), (7)
experimentally manipulate the mediator, and (8) reveal a strong
statistical association among intervention, mediator, and
outcome (operationalized as statistical significance of P<.05,
as suggested by Moreno-Peral et al [45]). All criteria were rated
as fulfilled or not fulfilled. In accordance with prior research
[24,44], criteria specificity, consistency, and gradient were not
assessed, as they are not meaningfully applicable in single
studies (consistency) or are too exclusive for some therapeutic
processes (gradient and specificity).

Results

Study Characteristics
Altogether, data from 25 (k=25) publications were analyzed
[46-70]. Specifically, 52% (13/25) of the studies
[46,47,49,54,56,58-60,64-67,69] evaluated DHIPSY and 48%
(12/25) of the studies evaluated DHIHP

[48,50-53,55,57,61-63,68,70]. In the studies, a total of 4884
participants were randomized. Studies on DHIPSY accounted
for 43.2% (2110/4884) of participants, and studies on DHIHP

accounted for 56.8% (2774/4884) of participants. The overall
sample sizes varied from 51 [59] to 818 [63]. The median
publication year was 2014 (2002 [48] to 2020 [49]). Most studies
were conducted in the United States (17/25, 68%), and most of
the study participants were female (2985/4884, 61.18%). In 1
study, no information was provided regarding the distribution
of sex [54]. The mean age of participants was 18.49 (SD 2.01)
years. The lowest mean age was 5.4 (SD 2.2) years [67], and
the highest was 21.02 (SD 2.16) years [70]. Participants were
younger in studies evaluating DHIPSY compared with
participants in studies evaluating DHIHP (17.11 vs 19.67 years).
The exact information on the average age of the final sample
was not provided in 4 studies [54,56,63,68]. Most interventions
took place without parental involvement and were directed at
the youth themselves (20/25, 80%). In 20% (5/25) of the studies,
interventions for children [54,67] as well as interventions for
both children and adolescents [46,65] and for adolescents only
[64] were evaluated with the involvement of parents (including
intervention components for parents or parent training).
Demographic information about the parents who participated
was provided in 16% (4/25) of the studies [46,54,65,67]. Study
participants were recruited predominantly from educational or
health-related settings (15/25, 60%). In 32% (8/25) of the
studies, participants were made aware of the study through both
web-based advertising (including social media and websites)
and conventional advertising (including letters and flyers). To
identify potential participants, one study (1/25, 4%) used data

from a mass web-based survey [59]. Information on recruitment
strategy could not be identified in 4% (1/25) of the studies [68].
Across studies, the average study dropout rate accounted for
18% (range 0% [62] to 39.3% [54]). In 4% (1/25) of the studies,
the dropout rate was not reported [46].

The interventions were directed toward a broad range of mental
health problems, including risky drinking behavior (including
risky or heavy drinking and binge drinking; 11/25, 44%),
depressive disorders (5/25, 20%), anxiety disorders (including
separation anxiety, generalized anxiety disorder, social phobia,
and specific phobia; 3/25, 12%), behavioral problems (2/25,
8%), and insomnia (1/25, 4%). Furthermore, 12% (3/25) of the
studies evaluated interventions that addressed multiple disorders
simultaneously (ie, transdiagnostic interventions). De Bruin et
al [47] addressed transdiagnostic psychopathological
abnormalities (including affective, anxiety, and somatic
problems; problems concerning attention-deficit/hyperactivity
disorder; oppositional defiant behavior; and conduct problems).
Levin et al [60] addressed psychological problems such as
depressive disorders, generalized anxiety disorder, social phobia,
alcohol consumption, academic worries, worries concerning
eating, hostility, and negative stress. Another intervention
addressed depression, anxiety, and stress [56]. Of note, there
were 2 interventions evaluated and applied in more than 1 study
(the e-CHUG interventions in 4 studies; and the BRAVE
interventions in 2 studies), but the investigated mediators
differed in all studies; thus, these publications were regarded
as distinct entities and single studies (see Multimedia Appendix
2 [46-70] for details).

Internet-based interventions were evaluated in 92% (12/13) of
the studies on DHIPSY. Most interventions were based on the
components of cognitive behavioral therapy [46,47,49,59,66].
In addition, relaxation strategies, such as progressive muscle
relaxation and autogenic training [49], and elements of social
learning theory [54] were deployed. Further interventions were
based on the acceptance and commitment therapy [60],
components of systemic family therapy, problem solving and
communication training, cognitive restructuring, and alternative
family roles [64]. One intervention [56] was based on the
temporal model of control. In 23% (3/13) of the studies, precise
information on the theoretical orientation and background of
the intervention was not available [58,67,69]. Moreover, 7%
(1/13) of the studies evaluated a mobile-based intervention
based on a self-monitoring program [58].

All DHIHP studies were internet-based and included a feedback
component (12/12, 100%). The so-called e-CHUG tool was
evaluated in 33% (4/12) of the studies [51,57,62,68]. Feedback
was provided via email [48,53] or in person using a motivational
interviewing approach [51,52]. In addition to the feedback
components, cognitive components such as expressive writing
[70] and retrieval of remembered information from feedback
were evaluated [57]. A detailed overview of the study
characteristics is provided in Multimedia Appendix 2.

Mediators
An overview of the classification of mediators and their
empirical support is provided in Table 1. A total of 39 potential
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mediators were investigated in the included RCTs. Among these,
more than half of the mediators were evaluated as significant
(21/39, 54%). With 48% (19/39) intervening variables, the
largest group of all examined intervening variables was of a
cognitive nature. A total of 13 cognitive mediators were
evaluated as significant in the primary studies (13/19, 68%).
We further divided the group of cognitive mediators into the
assessment (examined: 8/39, 20%; significant: 5/8), motivation
(examined: 1/39, 2%; significant: 0/1, 0%) and cognitive
processes subcategories (examined: 10/39, 25%; significant:
8/10, 80%). Further evenly investigated mediator categories

were emotional/affective (examined: 4/39, 10%; significant:
4/4, 100%), interpersonal (examined: 4/39, 10%; significant:
1/4, 25%), and parenting behavior mediators (examined: 4/39,
10%; significant: 0/4, 0%). The second largest group of
mediators was not clearly classifiable into one of the
aforementioned categories and was thus subsumed into a
separate other mediator category (examined: 8/39, 20%;
significant: 3/8, 38%). Of note, a Wilcoxon rank-sum test
revealed no difference in the sample sizes between studies that
found at least one significant mediator and studies that found
no significant mediator (W {19,6}=59; P=.93).
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Table 1. Classification of mediators.

Criteria
met ≥5

SignificanceEffect sizebDisorderGuidanceAge (years), rangeaStudies, n
(%) (n=25)

Mediators

Emotional and affective mediators

(+)dYesPartially stan-
dardized

DepressionUnguided14-221 (4)Emotional self-
perception

ESc=−1.049
(95% CI
−1.35 to
−0.755)

(+)YesBetween
groups

DepressionInternet-based
psychotherapy

16-241 (4)Fear

ES=0.49 (95%
CI 0.24 to
0.75)

(+)YesCohen d=1.13
(between

DepressionUnguided>181 (4)Hopelessness

groups follow-
up)

(+)YesCohen
d=0.526 (be-

Generalized anxiety
disorder

Guided self-helpUndergraduate stu-
dents

1 (4)Thought-related
distress

tween groups
follow-up)

Interpersonal mediators

(+)Yes—eDepressionInternet-based
psychotherapy

12-191 (4)Parent-Youth
conflict

(+)No—DepressionInternet-based
psychotherapy

12-191 (4)Family conflicts
related to dia-
betes manage-
ment

(+)No—DepressionInternet-based
psychotherapy

12-191 (4)Failed help or
negative social
support

(+)No—Social phobiaGuided self-help8-171 (4)Social skills

Parenting behavior mediators

(+)No—Behavioral problemsGuided self-help10-131 (4)Appropriate edu-
cation

(+)No—Behavioral problemsGuided self-help10-131 (4)Skill in setting
clear boundaries

(+)No—Behavioral problemsGuided self-help10-131 (4)Severity and in-
consistent educa-
tion

(−)fNo—Behavioral problemsGuided self-help3-91 (4)Change in parent-
ing behavior

Cognitive mediators

Assessment

(+)No—; —Risky drinking be-
havior

Guided self-help;
guided self-help

College students;
College students

2g (8)Assessment
of discrepan-

cyg

Different
result

Yes—; —Risky drinking be-
havior

Guided self-help;
guided self-help

18-24; 18-242g (8)Assessment
of peer
drinking be-

haviorg
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Criteria
met ≥5

SignificanceEffect sizebDisorderGuidanceAge (years), rangeaStudies, n
(%) (n=25)

Mediators

(+)Different re-

sultsh
—; Cohen
d=−0.2 (ES
Biannual); —;
—

Risky drinking be-
havior

Guided self-help;
unguided; guided
self-help; unguid-
ed

18-25; Students;
First semester stu-
dents; 18-26

4g (16)Perceived

normg

Motivation

(+)No—Risky drinking be-
havior

UnguidedCollege students1 (4)Motivation
to change
drinking be-
havior

Cognitive processes

(+)Yes—Risky drinking be-
havior

Guided self-helpStudents—Alcohol-re-
lated expecta-
tions

(+)Yes—Risky drinking be-
havior

Guided self-helpStudents1 (4)Remem-
bered infor-
mation

(+)YesBetween
groups
ES=0.94 (95%
CI 0.64 to
1.23)

DepressionInternet-based
psychotherapy

16-251 (4)Mastering

(−)No—DepressionUnguidedStudents—Willingness
to cope

(+)No—InsomniaUnguidedStudents1 (4)Cognitive
arousal be-
fore falling
asleep

(+)Yes—InsomniaUnguidedStudents—Sleep-related
cognition

(+)Yes—Social phobiaGuided self-help8-171 (4)Postevent
processing

(−)YesProportion
mediated
ES=range
16.05% to
28.57%

TransdiagnosticiGuided self-helpStudents1 (4)Mindful ac-
ceptance

(−)YesProportion
mediated
ES=range
29.18% to
57.94%

TransdiagnosticiGuided self-helpStudents—Obstruction
of apprecia-
tion of life

(+)YesCohen
d=0.07; Co-
hen d=0.59;
Cohen d=0.66
(between
groups follow-
up)

TransdiagnosticiGuided self-help18-211 (4)Perceived
control

Other

(+)No—Risky drinking be-
havior

Unguided18-211 (4)Alcohol consump-
tion as coping be-
havior

(−)No—Anxiety disorderGuided self-help7-181 (4)Therapy adher-
ence

(+)Yes—DepressionUnguided18-251 (4)Eating disorder
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Criteria
met ≥5

SignificanceEffect sizebDisorderGuidanceAge (years), rangeaStudies, n
(%) (n=25)

Mediators

(+)No—InsomniaUnguidedStudents1 (4)Overall sleep
quality

(+)No—InsomniaUnguidedStudents1 (4)Chronotypical

(+)Yes—InsomniaUnguidedStudents1 (4)Physical arousal
before falling
asleep

(+)No—InsomniaUnguidedStudents1 (4)Trauma-related
sleeping disorder

(+)Yes—TransdiagnosticiGuided self-help12-191 (4)Insomnia

aIf age range was not reported, participant group labels were used.
bEffect size measures differed across studies.
cES: effect size
dMet 5 or more criteria.
eNot available.
fMet fewer than 5 criteria.
gIf mediator was assessed in more than 1 study, data and results were separated with “;”.
hThe only mediator nonsex-specific perceived norm was not significant.
iTransdiagnostic intervention targets more than one disorder.

A broad range of different approaches to mediation analyses
was deployed, with some studies relying on several strategies
at once. Bootstrapping (eg, Preacher and Hayes [71]) was used
in almost half of the studies (11/25, 44%). In 32% (8/25) of the
studies, the mediation analysis was based on the approach of
Baron and Kenny [30], and in addition, 8% (2/25) performed a
Sobel test. Furthermore, 32% (8/25) of the mediation analyses
were performed using structural equation modeling (7/25, 28%
using the MPlus software). Moreover, 4% (1/25) of the studies
performed multiple regression analysis according to the Judd
and colleagues paradigm [72], and another study did not provide
any information on the statistical analysis.

Quality Assessment of Included Studies

Risk-of-Bias Assessment
As illustrated in the RoB2 Graph (Figure 2), approximately
three-quarters (19/25, 76%) of the included studies were rated
as having a high RoB. In more than half of the studies (14/25,
56%), the bias due to deviation from the intended intervention
was rated as high. The RoB on this domain was more often
evaluated to be high in studies on DHIHP (10/25, 40%) when
compared with studies on DHIPSY (4/25, 16%). Both the
randomization procedure and the process of reporting results
were predominantly rated with some concern across studies
(19/25, 76% and 22/25, 88%). Interrater reliability varied across
domains from Cohen κ=0.76 to Cohen κ=0.93. According to
Landis and Koch [73], these agreements can be rated as
substantial to almost perfect. A summary of the RoB2
assessments is shown in Figure 3.

Figure 2. Risk-of-bias graph.
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Figure 3. Risk-of-bias summary.

Evaluation of the Quality Criteria for Process Research
and Approximating Causality
The evaluation of the included studies with regard to the
methodological quality of process research revealed that in both
the DHIPSY and the DHIHP groups, most studies (DHIPSY: 9/13,
69% vs DHIHP: 11/12, 92%) fulfilled 5 or more out of the 8
criteria. Owing to the eligibility criteria used in this review,
almost all studies met the requirement of an RCT design (24/25,

96%) and a CG (24/25, 96%). In the publication by Anderson
et al [46], the results from 8% (2/25) of the studies were jointly
reported, with only the second study evaluating a DHIPSY

without a direct comparison with the CG, although this criterion
was fulfilled in the first study. Even if mediators were collected
at more than 2 measurement time points in more than half of
the studies (15/25, 60%; including follow-up), an evaluation of
the chronology of changes in the mediator variable or variables
and outcomes was conducted in only 4% (1/25; de Bruin et al
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[47]) of the studies. Furthermore, 8% (2/25) of the studies, Hintz
et al [56] and Jouriles et al [57] implemented direct experimental
manipulation of mediators. A detailed overview of the evaluation

of the methodological quality criteria for process research and
the approximation of causality are outlined in Tables 2 and 3,
as well as in Multimedia Appendix 3.
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Table 2. Quality criteria for process research and approximation of causality (n=25).

∑ (Yes)P value

(<.05)c
Manipula-
tion

Time se-
quence

Various
mediators

n≥40

(Each CG

and EGb)

Theoretical
foundation

CGaRandom-
ized con-
trolled trial

Studies

DHIPSY
d

2YesNoNoNoNoYesgNoNofAnderson,

2012 [46]e

5YesNoYesNoNoYesYesYesde Bruin et
al [47]

5YesNoNohYesYesNoYesYesDenis et al
[49]

6YesNoNohYesYesYesiYesYesGhaderi et
al [54]

6YesYesNohNoYesYesYesYesHintz, 2014
[56]

5YesNoNohNoYesYesYesYesKauer et al
[58]

4YesNoNohNoNoYesYesYesLaFreniere,
and New-
man [59]

4YesNoNoYesNoNoYesYesLevin et al
[60]

6YesNoNohYesYesYesYesjYesjRiley et al
[64]

5YesNoNoh,kYesNoYesYesYesSpence et
al [65]

6YesNoNohYesYesYesYesYesZanden et
al, 2014
[66]

4YesNoNohNoNoiYesYesYesWade et al
[67]

5YesNoNohNoYesYesYesYesWilksch,
O’Shea,
and Wade
[69]

DHIHP
l

5YesNoNohNoYesYesYesYesCollins,
Carey, and
Sliwinski
[48]

4YesNoNoNoNoYesYesYesDoumas,
McKinley,
and Book
[50]

5YesNoNoNoYesYesYesYesDoumas et
al [51]

5YesNoNoNoYesYesYesYesDunn, 2019
[52]

6YesNoNoYesYesYesYesYesGeisner,
Neighbors,
and
Larimer
[53]
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∑ (Yes)P value

(<.05)c
Manipula-
tion

Time se-
quence

Various
mediators

n≥40

(Each CG

and EGb)

Theoretical
foundation

CGaRandom-
ized con-
trolled trial

Studies

5YesNoNoNoYesYesYesYesGilmore
and Boun-
tress [55]

5YesYesNoNoNoYesYesYesJouriles et
al [57]

5YesNoNohNoYesYesYesYesLewis et al
[61]

6YesNoNohYesYesYesYesYesMurphy,

2010 [62]h

6YesNoNohYesYesYesYesYesNeighbors
et al [63]

5YesNoNohNoYesmYesYesYesWalters,
Vader, and
Harris [68]

5YesNoNoNoYesYesYesYesYoung and
Neighbors
[70]

aCG: control group.
bEG: experimental group.
cOverall significance level P<.05; only data from study 2 taken into account.
dDHIPSY: digital health interventions with a psychotherapeutic focus.
eOnly data from study 2 are taken into account.
fNo indicates criteria not met.
gYes indicates criteria met.
hMore than 2 measurements (including follow-up) reported, but no evaluation of time sequence.
iSubscales have no theoretical foundations.
jInitial study had a randomized controlled trial design; in secondary analysis, both groups were taken together.
kDue to missing follow-up data in the waitlist condition, mediation analysis was conducted only with data from baseline and after 12 weeks (at least 3
sessions were completed).
lDHIHP: digital health interventions with a focus on health promotion.
mInformation was given after contacting authors.

Table 3. Number of studies meeting each single quality criterion for process research (n=25).

Overall, n (%)DHIHP
b, n (%)DHIPSY

a, n (%)Criterion

24 (96)12 (48)12 (48)Randomized controlled trial

24 (96)12 (48)12 (48)CGc

23 (92)12 (48)11 (44)Theoretical foundation

17 (68)10 (40)7 (28)n≥40 (for CG and EGd each)

9 (36)3 (12)6 (24)Evaluation of various mediators

1 (4)0 (0)1 (4)Time sequence or temporality

2 (8)0 (0)2 (8)Manipulation of mediators

25 (100)12 (48)13 (52)P<.05

aDHIPSY: digital health interventions with a psychotherapeutic focus.
bDHIHP: digital health interventions with a focus on health promotion.
cCG: control group.
dEG: experimental group.
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Discussion

Principal Findings
This systematic review, to the knowledge of the authors the first
of its kind, comprehensively evaluated research on mediators
and mechanisms of change in DHIs for common mental
disorders in youth. Altogether, 25 studies were included in the
review, that have examined 39 distinct mediators. Cognitive
variables were found to be the most often investigated mediators,
followed by a broad range of other mediators. Even though our
eligibility criteria were not limited to a specific mental health
condition in youth, only a rather low number of studies were
identified by our systematic literature searches, a finding that
corresponds to the limited evidence base of research on
mechanisms of change in psychotherapy in general [37,74], and
for children and adolescents in specific [24,35,37], necessitating
further high-quality research efforts to improve interventions
and mental health care practices for this younger age group.

Remarkably, our findings indicate that the mediator category
with the highest percentage of significant intervening variables
was the affective or emotional mediator group (4/4, 100%). The
proportions of significance in other mediator categories were
by far less high and included combined cognitive (13/19, 68%),
other (3/8, 37%), interpersonal (1/4, 25%), and parenting
behavior–related mediators (0/4, 0%). The consistent
nonsignificant findings on parenting behavior–related
intervening variables are astonishing, as parenting behavior is
otherwise thought to be of paramount importance in the
treatment of behavioral problems in youth, both in conventional
interventions delivered face-to-face [75] and in digital parent
training alike [76,77]. Therefore, the findings of our study are
in contrast to those of a systematic review [75], which revealed
that in 45% (39/86) of the included studies on face-to-face parent
training programs, parenting behavior served as a mediator for
the association between the intervention and symptom change
in children. Furthermore, the importance of emotion regulation
might be underestimated in (digital) psychotherapeutic
interventions for children and adolescents, considering the
consistent pattern of significant findings across studies in our
review, as well as by allowing for comprehensive earlier
research highlighting the overall importance of emotion
regulation competencies for mental health in childhood and
adolescence [78]. However, given the rather small number of
mediation studies per category in our review, these findings
need to be interpreted with caution and must be considered as
preliminary. This is also owing to the rather heterogeneous
evidence base, where included studies varied broadly in terms
of the theoretical foundations of the intervention as well as the
simultaneous consideration of various mental disorders, which
may further restrict the comparability between studies.
Nevertheless, a Wilcoxon rank-sum test revealed no differences
in the sample sizes between studies that found at least one
significant mediator and studies that found no significant
mediator, suggesting that there is no effect of sample size on
the evaluation of intervening variables, strengthening the
robustness and validity of the findings on the mediators in this
regard.

Importantly, participants were most often adolescents, with only
16% (4/25) of eligible studies evaluating interventions for
children, suggesting an additional research gap for this younger
age group. Here, all interventions for children were conducted
with the involvement of parents, suggesting a crucial role of
the accompanying human support in DHIs for younger children,
which must be corroborated and further specified by
forthcoming research [12,79]. In studies evaluating DHIHP, only
cognitive mediators (perceived norm and alcohol-related
expectation) were investigated. This finding is consistent with
prior research, where the cognitive mediator, perceived norm,
was established as one of the most evaluated mediators in
interventions for problematic drinking behaviors in adolescents
and young adults delivered on site [80]. However, this result
rather highlights the researcher’s presumptions than the evidence
base of the superior relevance of cognitive mediators over other,
not yet well examined, affective and behavioral mediators.

The results of the RoB assessment indicated a rather limited
overall study quality, with 76% (19/25) of the included studies
rated with a high RoB, a finding that aligns with the review by
Christ et al [81], in which 92% (22/24) included studies on DHIs
for adolescents and young adults were assessed with a high
RoB. These findings on RoB2 might be largely due to the
specifics of psychotherapy research [82], where masking of
therapists or personnel and participants is difficult to achieve,
as well as the more conservative novel RoB2 algorithm [83].
Of note, in our review, the mean study dropout rate was 18%.
Therefore, only a fraction of the included studies fulfilled the
RoB2 criterion that 95% of randomized participants’data should
be available for data analysis. Although the current mean
dropout rate in this review is rather small compared with other
high dropout rates found in DHIs, the well-known issue of
limited engagement still warrants future research to further
investigate approaches to remedy (study and intervention)
attrition [84,85]. In this particular field, primary studies in the
review at hand may offer guidance and direction to more
effective engagement in youth (Multimedia Appendix 2), such
as interactive intervention components and age-appropriate
content presentation in the form of puzzles, videos, or cartoons
[12].

The results of the methodological quality assessment for process
research revealed that most studies adhered to certain quality
criteria satisfactorily (ie, using an RCT design and CG,
evaluation of a strong statistical association, describing a
theoretical foundation for mediators and sample size per trial
group). However, in contrast, most primary studies did not
experimentally manipulate the potential mediators, did not assess
several mediators simultaneously, and did not evaluate the time
sequence or temporal ordering of changes in mediators and
outcomes. However, this latter criterion is considered to be of
utmost importance for causal inferences and is sometimes
referred to as the fifth step of mediation analysis [86]. Even
though mediators and outcomes were assessed more than twice
in 60% (15/25) of the included studies, only 4% (1/25) of the
studies [47] actually conducted a statistical evaluation of the
time sequence of cause and effect. Taken together, the findings
of our review seem to be in line with those of other research
[24,44,45,83], pointing to important methodological
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shortcomings of mediation studies, which should be amended
by future research. At this point, 1 high-quality RCT [58] sets
an example, fulfilling 6 out of 8 quality criteria.

Strengths and Limitations
This systematic review offers several strengths, including a
comprehensive literature search, as well as the broad
consideration of common mental disorders and theoretical
orientations, resulting in an extensive overview of the research
on mediators and mechanisms of change for DHIs in children
and adolescents conducted so far. Furthermore, with the
differential consideration of the 2 categories of DHIPSY and
DHIHP, we intended to provide specific evidence-based
information that might be valuable for digital psychotherapeutic
and health promotion interventions alike. However, some
limitations must be considered when interpreting the findings
of this review. First, the number of eligible studies is rather
small; the generalizability of the findings might be reduced as
most studies were conducted in Western countries; these studies
evaluated internet-based interventions; participants were
predominantly female; and these studies relied on older
participants. Second, only English language papers were
included, and we did not incorporate gray literature in our study
as recent findings indicated a negligible relevance of gray
literature in systematic reviews [87]; further, publication bias
cannot be ruled out. Third, although we only included RCT
studies in our review (which might have led to an overestimation
of the study quality in general, omitting other design studies
with potentially lower methodological rigor), the RoB
assessment indicated substantial shortcomings in the included
studies. However, this finding should be weighed against the
typical constraints of research on psychological interventions.

Future Directions
The following recommendations might be helpful for future
mediation studies, aiming to advance our understanding of the
working mechanisms of DHIs for youth. First, it is essential to
avoid the methodological shortcomings outlined in the
assessment of quality criteria for process research, especially
with regard to the temporality of changes and experimental
manipulation of mediators, both of which are key for the
justification of causal inferences. Furthermore, future studies
should resort to more sophisticated and current methods of
mediation analysis (eg, Grimm et al [88] and Hofmann et al
[89]), ideally capable of clarifying temporal precedence and
illustrating the actual pattern of change [24]. Second, the
therapeutic or working alliance (ie, the professional relationship
between therapists and patients; eg, Grawe et al [90]) was not
evaluated as a mediator in any of the included studies. However,
the recent development of the working alliance inventory for

digital interventions [91] may contribute to future process
research, informing the evidence base of the effects of a digital
therapeutic alliance in DHIs for youth [37,92]. Furthermore,
mediators that have not been investigated so far, such as
behavioral and biological variables, should be evaluated in
future studies. At this point, the possibilities of novel
technological methods in process research seem not to be fully
exploited in this research field [37]. Passive sensing
methodologies and digital phenotyping approaches with
smartphones [93] might generate insights on behavioral and
biological mechanisms in real life, in addition to the
predominant information on cognitive variables derived from
self-reports identified in the current review. Third, although
worldwide about 90% of youth live in countries with low or
medium income, 90% of RCTs investigating mental disorders
in children and adolescents are conducted in high-income
countries [1], mirroring the findings of the review at hand. In
contrast, the presumed advantages of DHIs may be especially
relevant in structurally weak and low-income countries. To
overcome this contradiction, replication studies should aim to
include and reach populations from low-income countries as
well. Finally, our review revealed that mediators focusing on
emotional and cognitive processes might be of paramount
importance as potential mechanisms of change in DHIs for
youth. However, the processes covered by these mediators
varied to some extent. Thus, future studies focusing on both
emotional and cognitive processes in a systematic way within
one framework could be of great importance for the field.

Conclusions
This systematic review is the first to comprehensively
investigate the mechanisms of change in different DHIs for
youth. The key findings indicate that the largest group of
examined mediators are cognitive variables, followed by an
array of other mediator variables, including interpersonal,
parenting behavior, and affective mediator categories. Of note,
emotional and affective mediators consistently reached statistical
significance across studies, whereas parenting-related mediators
were evaluated constantly as nonsignificant. However, these
findings must be considered cautiously, as we detected only a
limited number of primary studies, despite including a broad
range of mental disorders and interventions. Future studies
should aim to lessen this research gap, ideally adhering to the
quality criteria for process research and recent methods of
mediation analyses, enabling more causally robust findings.
These forthcoming studies might contribute to disentangling
the therapeutic processes in DHIs, providing evidence-based
knowledge to inform intervention development and augmented
mental health care practices worldwide.
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Abstract

Background: New parents face increased risks of emotional distress and relationship dissatisfaction. Digital interventions
increase support access, but few preventive programs are optimized for both parents.

Objective: This study aims to conduct the first randomized controlled trial on universal self-guided digital programs to support
positive perinatal adjustment of both mothers and fathers. Effects of childcare information (Baby Care) and information plus an
interactive program (Baby Steps Wellbeing) were compared from the third trimester baseline to 3 and 6 months subsequently.

Methods: The study recruited 388 co-parenting male-female adult couples expecting their first single child (26-38 weeks’
gestation), using web-based registration. Most (337/388, 86.8%) were obtained from prenatal hospital classes. Couples’
randomization was automated and stratified by Edinburgh Postnatal Depression Scale (EPDS) scores (50% couples scored high
if either mother >7, father >5). All assessments were web-based self-reports: the EPDS and psychosocial quality of life were
primary outcomes; relationship satisfaction, social support, and self-efficacy for parenting and support provision were secondary.
Linear mixed models provided intention-to-treat analyses, with linear and quadratic effects for time and random intercepts for
participants and couples.

Results: Selection criteria were met by 63.9% (248/388) of couples, who were all randomized. Most participants were married
(400/496, 80.6%), tertiary educated (324/496, 65.3%), employed full time (407/496, 82%), and born in Australia (337/496,
67.9%). Their mean age was 32.2 years, and average gestation was 30.8 weeks. Using an EPDS cutoff score of 13, 6.9% (18/248)
of men, and 16.1% (40/248) of women screened positive for depression at some time during the 6 months. Retention of both
partners was 80.6% (201/248) at the 6-month assessments, and satisfaction with both programs was strong (92% ≥50). Only
37.3% (185/496) of participants accessed their program more than once, with higher rates for mothers (133/248, 53.6%) than
fathers (52/248, 20.9%; P<.001). The EPDS, quality of life, and social support did not show differential improvements between
programs, but Baby Steps Wellbeing gave a greater linear increase in self-efficacy for support provision (P=.01; Cohen d=0.26)
and lower reduction in relationship satisfaction (P=.03; Cohen d=0.20) than Baby Care alone. Mothers had greater linear benefits
in parenting self-efficacy over time than fathers after receiving Baby Steps Wellbeing rather than Baby Care (P=.01; Cohen
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d=0.51). However, the inclusion of program type in analyses on parenting self-efficacy and relationship satisfaction did not
improve model fit above analyses with only parent gender and time.

Conclusions: Three secondary outcomes showed differential benefits from Baby Steps Wellbeing, but for one (parenting
self-efficacy), the effect only occurred for mothers, perhaps reflecting their greater program use. Increased engagement will be
needed for more definitive testing of the potential benefits of Baby StepsWellbeing for perinatal adjustment.

Trial Registration: Australian New Zealand Clinical Trials Registry ACTRN12614001256662;
https://www.anzctr.org.au/Trial/Registration/TrialReview.aspx?id=367277

(J Med Internet Res 2021;23(11):e23659)   doi:10.2196/23659

KEYWORDS

perinatal; depression; prevention; men; self-guided; internet

Introduction

Background
Psychological distress before and after childbirth is common in
both parents. Although recent meta-analyses estimate that
12%-17% of recent mothers become depressed [1,2], the rate
for fathers is approximately 8% [3]. Depression in one parent
poses significant coping challenges for their partner and
increases their own risk of depression [4-6]. However, few
fathers receive treatment for depression or subclinical distress
[7], and research on its treatment is sparse [8,9]. Preventive
interventions targeting both parents’ distress and promoting
quality of life are also likely to benefit the couple’s relationship
[10,11] as well as their child’s emotional and social adjustment
[12,13].

Digital delivery may be expected to reduce some of the stigma
associated with help seeking, which is especially evident in
fathers [7], and allow large-scale access to interventions aimed
at preventing or treating distress. Web-based cognitive behavior
therapy programs for postpartum depression have demonstrated
a moderate average effect size in mothers (Cohen d=0.54) [14].
However, a search of published papers identified no research
on interactive programs specifically for fathers, although
interactive exercises for couples are sometimes included [15].
Even web-based information focusing on new fathers is limited
[16,17].

Baby StepsWellbeing is a free, self-guided web program that is
optimized for multiple devices and aims to prevent distress and
promote the well-being of new parents [18]. It was developed
by clinical psychologists and a midwife, with a particular focus
on new fathers, and was based on unpublished qualitative
research on the issues faced by 10 couples with babies aged 3-6
months and on semistructured interviews with 21 recent parents
who reviewed the draft program. To maximize the engagement
of new parents, the program contained 4 modules with practical
tips on preparing for the baby and addressing issues related to
feeding, sleep, and soothing (Baby Care). The full Baby Steps
Wellbeing program had an additional four modules providing
information and interactive problem solving on self-care,
relationships, interacting with the baby and adjusting to the new
roles, as well as a module specifically focused on fathers that
covered the ways in which they could support their partner and
share childcare tasks. Selecting a tip in Baby Steps Wellbeing
allowed users to choose specific baby care and well-being tips

and set calendar reminders to try them. They could also upload
photos about good times with their baby for use at times of
stress.

Digital provision of a support program does not guarantee that
men will access it, and users of digital mental health services
remain predominantly women [19]. Encouraging partners to
enroll in a program together may be one way to maximize
fathers’ engagement. This strategy may also provide
opportunities to build mutual support and relationship
satisfaction, which are key predictors of perinatal well-being
[20]. Accordingly, this study required that both partners
participate, protecting their confidentiality through separate
usernames and passwords.

Objective
The aim of this randomized controlled trial is to compare the
efficacy of the full, interactive Baby Steps Wellbeing program
(containing all modules and planning tools) with that of Baby
Care informational tips alone over a period of 6 months from
the third trimester of pregnancy onward. The primary outcomes
were self-rated depression and psychosocial quality of life,
whereas the secondary outcomes included relationship
satisfaction, parental self-efficacy, and social support. We
predicted that the Baby Steps Wellbeing program would result
in better outcomes at 3 and 6 months from baseline, compared
with Baby Care information only. Although we did not have a
directional hypothesis about the relative effects of the programs
on fathers and mothers, we tested whether the inclusion of an
interaction of treatment and parent gender added to the
prediction of outcomes. Effects for time were partialed into
linear and quadratic effects because of the potential for
deterioration in mental health and well-being during the early
postpartum period, with some recovery at 6 months. We were
interested both in whether the two treatments had differential
effects linearly over the study period and whether they modified
any tendency for short-term changes at around 2 weeks after
childbirth (ie, 3 months from baseline).

Methods

Brief Description
A detailed description of the methodology is provided in the
research protocol [21]. A summary is provided below,
highlighting the changes from the published protocol.
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Ethical Approval, Inclusion Criteria, and Recruitment
The trial received ethical approval from the human research
ethics committees of Queensland University of Technology
(#1400000687) and Mater Health Services
(HREC/14/MHS/166). The participants were co-parenting
male-female couples aged 18 years or older who were expecting
a single first child at 26-38 weeks’ gestation. Recruitment was
timed during late pregnancy to engage parents before they faced
the heavy demands of childcare [22], while ensuring that their
entry was sufficiently proximal to the birth to maximize
engagement and later recall. The participants were proficient
in English, had access to the internet and a mobile phone, and
had completed the baseline assessments. Recruitment occurred
between March 2015 and October 2015, and the registration
was conducted on the web. The study had a recruitment target
of 240 couples, which was expected to enable the detection of
a small effect size of f=0.082 (α=.05; power=0.80; repeated
measures r=0.50, using repeated measures analysis of variance,
G*Power 3.1 [Heinrich Heine University] [23]). However, we
recruited 248 couples (124 couples in each arm). Most recruited
couples (216/248, 87.1%) entered the study through prenatal
parent education classes at the Mater Mothers’ Hospital,
Brisbane, Australia, where a member of the research team
presented information about the research trial immediately
before the class. The remaining participants were recruited
through a trade exhibit at the Pregnancy, Babies, and Children’s
Expo in Brisbane, Australia (25/248, 10.1%); were referred by
a friend, family member, or medical practitioner (6/248, 2.4%);
or responded to advertising on a parenting website (1/248,
0.4%).

Measures

Demographic and Pregnancy Data
At baseline, each parent reported their age, marital and
employment status, education level, country of birth, years
living in Australia, and indigenous background (where
applicable). The assessment at 3 months after childbirth included
weeks of gestation at birth, birth type, baby’s sex, and
information about any inpatient care of the baby.

Program Use and Satisfaction
The number of log-ins, modules viewed, the number of saved
action plans from baseline to 6 months, and the period between
the first and last log-in to the program were downloaded from
the program’s database. Overall program satisfaction and the
program’s perceived relevance, usefulness, and ease of finding
what the participants wanted were self-reported at 3 months on
a scale from 0 (not at all) to 100 (extremely), and average scores
across these four items are reported below (in this sample,
Cronbach α=.93; corrected interitem correlations=0.73-0.91).

Outcomes
Except for the Assessment of Quality of Life-8 Dimensions
(AQoL-8D), all self-reported outcomes used unweighted sums
or averages of items. The primary outcome measures were the
scores derived from the 10-item Edinburgh Postnatal Depression
Scale (EPDS) [24,25], which provides a total score of 0-30,
with higher scores indicative of depressive symptomatology,
and the Psychosocial Super Dimension Scale from the AQoL-8D

[26,27], which gives an average weighted score of increasing
utility from 0 to 1.

Relationship satisfaction was measured using the 16-item
Couples Satisfaction Index (CSI-16) [28], which gives a score
of increasing satisfaction from 0 to 81. Social support was
assessed using the 4-item version of the Medical Outcomes
Study Social Support Survey (Short MOS-SSS) [29], which
provides a total score from 4 to 20. A new measure of parenting
self-efficacy used an average across the items on feeding, sleep,
and settling (eg, “Thinking about the next 13 weeks, how
confident are you with putting your baby to sleep?”), each of
which was rated on an 11-point scale from 0 (not at all
confident) to 100 (extremely confident). At baseline, the scale
had high internal consistency (Cronbach α=.94; corrected
item-total correlations=0.78-0.95). Self-efficacy for support
provision to their partner used a single item (“Thinking about
the next 13 weeks, how confident are you with providing support
to your partner,” which was also rated on an 11-point scale from
0 to 100) that was moderately related to the CSI-16 (Spearman
ρ=0.32; P<.001) and inversely related to the EPDS (Spearman
ρ=–0.30; P<.001). Data on income, work time, productivity,
and health care were also collected but will be reported in a
separate paper.

Web Programs
The participants randomized to the Baby Care trial arm received
the four informational modules giving information and tips on
getting prepared, feeding and soothing their baby, and improving
their baby’s sleeping habits. A Get Help tab provided a list of
relevant digital or telephone support services.

The participants receiving Baby Steps Wellbeing could also
access modules on physical and emotional self-care, their
relationship with their partner, changing roles, and interacting
with their baby, as well as the module meant especially for
fathers (ie, a total of 9 modules, including those focused on
baby care). For either Baby Care tips or the ones in other
modules, the participants in Baby Steps Wellbeing could identify
goals, solve problems, develop a plan, set times to take action,
and record their successful completion. A list of successfully
completed plans was available. A web-based scrapbook was
used to store photos of good times with their baby, and their
dashboard presented due dates for their action plans, together
with a rotating quiz question about baby care, a tip, and a
scrapbook photo. The database for Baby Steps Wellbeing was
hosted at the Queensland University of Technology. The
participants were not given advice on the number of modules
to access, and there was no limitation on the pace of module
access. No changes to either program were made during the
study, and no major technical issues were encountered.

All participants received automated text messages at 2, 4, 7,
and 10 weeks after allocation, reminding them to log in to the
program and select tips to apply. Texts sent to the Baby Steps
Wellbeing participants also included a recommendation to
review their goals and plans. A final SMS text message was
sent to all participants, thanking them and expressing the hope
that they found the website useful.
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Procedure
After the volunteers for the study registered on the web, they
were emailed a link to the web-based consent form and
eligibility screen. Prospective participants could also email or
call the research team to ask questions about the trial. After
informed consent and initial automated confirmation of
eligibility, they were given a link to self-complete the baseline
assessments. Both these and later measures were delivered
through Qualtrics (Qualtrics, LLC; [30]) and stored separately
from identifying data, using a numerical code for the couple
plus a letter to signify father or mother. Completion of all items
in each measure was required. If a respondent screened positive
for a medium or high risk of major depression or self-harm
(EPDS item 10 ≥1, or totals of ≥10 for mothers, ≥6 for fathers)
at either the baseline or a later assessment, they were contacted
by a member of the research team, who implemented a risk
management plan [21].

The web-based completion of baseline measures by both the
father and mother triggered a fully automated random allocation
of the couple to a treatment by Goji, a web-based trial
management system developed at Queensland University of
Technology [31]. Randomization was performed in permuted
blocks, stratified by EPDS (screening negative for anxiety or
major or minor depression: mother ≤7 and father ≤5; screening
positive: mother >7 or father >5) [25]. These cutoffs resulted
in 123 couples (49.6%) screening positive—ie, approximating
a median split of the couples on the EPDS.

At 13 and 26 weeks, the participants were sent automated emails
with links to self-complete assessments on the web. All outcome
and economic measures were readministered, together with
details about the birth, a check on marital status, and ratings of
program satisfaction. Nonresponse resulted in emails or calls
by a research officer, who was blind to the treatment, to provide
further reminders. The participants were given a retail store
voucher for Aus $20 (approximately US $16) for each completed
follow-up assessment.

Statistical Analyses
The primary analyses adopted an intention-to-treat approach
using RStudio version 1.3.1093 lme4 (RStudio, PBC), which
provided mixed models analyses of data over the three
measurement occasions (baseline, 3 months, and 6 months).
Given the potential for correlations within couples, each analysis
incorporated random intercepts for both the couple and
individual participant. Preliminary analyses demonstrated that
the inclusion of a first-order autocorrelation between test
occasions did not improve predictions; therefore, it was not
included in the reported analyses. As mothers are somewhat
more vulnerable than fathers to issues with perinatal mental
health and well-being [1-3], all analyses included effects for
parent gender and the interaction of parent gender and time. In
compliance with CONSORT (Consolidated Standards of

Reporting Trials) guidelines, analyses of outcomes did not
control for any differences between the treatments at baseline
(contrary to the protocol paper) [21], but tests for any baseline
differences are reported in the interests of full disclosure.

In the primary analyses, we compared two models: (1) a
hypothesized model, examining the relative impact of the two
programs, controlling for parent gender (ie, including effects
of treatment×time, parent gender×time, and the relative main
effects) and (2) the full factorial model, testing all potential
effects. Post hoc analyses were also undertaken to examine a
model that only included parent gender and time. The reported
t tests used the Satterthwaite method, and the degrees of freedom
were calculated using the Kenward-Roger method. The effect
sizes in these analyses use Cohen d, with difference scores being
divided by shared baseline SD units (taken from analysis of
variance values of baseline scores, with treatment and parent
gender as independent variables).

Results

Participant Characteristics
The CONSORT diagram is presented in Figure 1. Of the 726
people who expressed initial interest in the study, 388 couples
registered; 248 (53.4) fulfilled the eligibility criteria and were
randomly allocated to the two treatments. As shown in Figure
1, retention at 3- and 6-month assessments was high in both
treatments. One couple had to be withdrawn from the study
because of a stillbirth, but their baseline data were still included
in the intention-to-treat analyses. An attempt was made to
contact participants who screened positive for risk of depression
or self-harm and implement the risk management procedure
(112 at baseline, 175 at 3 months, 132 at 6 months), but no one
had to be withdrawn from the study for this reason. Very few
participants received concurrent mental health treatment during
the study in either treatment (medication: 5%-7% and
counseling: 4%-6%).

On average, the participants receiving Baby Steps Wellbeing
entered the study a little less than a week earlier in the pregnancy
compared with those receiving Baby Care (mean 30.4, SD 2.8

vs Baby Care mean 31.2, SD 3.1; F1,246=4.35; P=.04; η2=0.017),
but there were no other significant differences between the
treatments in terms of demographic characteristics. Tests of any
differences between the fathers and mothers in the study are
presented in Tables 1 and 2. Mothers were slightly younger than
fathers on average and were more likely to have a university
degree but less likely to be employed full time. At baseline,
they had higher EPDS scores, lower AQoL-8D Psychosocial
Super Dimension scores, and lower self-efficacy in the provision
of social support. However, they had higher relationship
satisfaction scores on the CSI-16 and higher perceived social
support on the Short MOS-SSS.
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Figure 1. CONSORT (Consolidated Standards of Reporting Trials) diagram.

Table 1. Baseline characteristics and scores by parent gender (fathers: n=248; mothers: n=248): categorical variables.

P valueChi-square test (df)Mothers, n (%)Fathers, n (%)Variable

<.00114.24 (1)182 (73.3)142 (57.2)University degree

.00113.98 (2)Employment

188 (75.8)219 (88.3)Full time

35 (14.1)20 (8.0)Part time or casual

25 (10.0)9 (3.6)Unpaid leave, benefits or retired

.0454.03 (1)0 (0)4 (1.6)Indigenous

.134.12 (2)Region of birth

174 (70.2)163 (65.7)Australia

36 (14.5)53 (21.4)New Zealand or Pacific or United Kingdom or Ireland or North America
or other European countries

38 (15.3)32 (12.9)Asia or Southeast Asia or Middle East or South America or Africa
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Table 2. Baseline characteristics and scores by parent gender (fathers: n=248; mothers: n=248): continuous variables.

P valuet test (df)Mothers, predicted mean
(SE)

Fathers, predicted mean
(SE)

Variablea

<.00115.77 (247.0)31.5 (0.27)b33.0 (0.27)bAge (years)

.18–1.37 (68.6)10.5 (1.08)e12.2 (1.02)dYears living in Australiac

.0052.81 (247.0)5.42 (0.25)4.47 (0.25)Depression (EPDSf total)

.002–3.13 (247.0)0.434 (0.10)0.474 (0.01)Quality of life (AQoL-8Dg Psychosocial)

.0013.26 (247.0)71.9 (0.60)69.8 (0.60)Relationship satisfaction (CSI-16h)

.0052.81 (247.0)16.6 (0.21)15.8 (0.21)Social support (Short MOS-SSSi)

.940.08 (247.0)65.3 (1.20)65.2 (1.20)Parenting self-efficacy

<.001–5.43 (247.0)71.8 (1.26)81.2 (1.26)Self-efficacy: support provision

aAnalyses of continuous variables include a random intercept for a couple.
bN=248.
cIf born overseas.
dn=85.
en=74.
fEPDS: Edinburgh Postnatal Depression Scale.
gAQoL-8D: Assessment of Quality of Life-8 Dimensions.
hCSI-16: Couples Satisfaction Index-16.
iMOS-SSS: Medical Outcomes Study Social Support Survey.

The participants had a median age of 32 (mean 32.2, SD 4.4;
range 20-47) years, and 80.6% (400/496) were married. Most
had a university degree (324/496, 65.3%), were employed full
time (407/496, 82%), had been born in Australia (337/496,
67.9%), or had lived in Australia for a substantial period (mean
11.2 years, SD 9.5 years). Using a cutoff score of 12/13 on the
EPDS [5] and no data substitution, 16.1% (40/248) of the
mothers and 6.9% (18/248) of the fathers screened positive for
depression at some time during the study. The rates at 3 months
(approximately 2 weeks after childbirth) were 9.1% (20/217)
for the mothers and 2.9% (6/209) for the fathers. If the
Australian cutoffs for major or minor depression reported in
the study by Matthey et al [25] were used (8/9 for mothers and
9/10 for fathers), 41.5% (103/248) of the mothers and 18.5%
(46/248) of the fathers screened positive at some time, with the
rates at 3 months being 27.2% (59/217) and 9.1% (19/209),
respectively. The details are presented in Multimedia Appendix
1, Table S1.

Program Satisfaction and Use
Satisfaction with the program was high among the participants
who accessed it at least once (median 75, 92% ≥50; Table 3),
with no substantial differences due to treatment or parent gender,
but access and use were suboptimal, especially for the fathers.
The median number of log-ins across the sample was 1 (range
0-23; 90th percentile=5). Only 36.7% (91/248) of Baby Care

and 37.9% (94/248) of Baby Steps Wellbeing participants

(χ2
1=0.08; P=.781) accessed programs on two or more

occasions. While 53.6% (133/248) of the mothers used a
program at least twice, only 21.0% (52/248) of the fathers did

so (χ2
1=56.56; P<.001). Among the Baby Steps Wellbeing

participants, 44.4% (55/124) of the mothers set a goal, whereas

only 12.9% (16/124) of the fathers did so (χ2
1=30.02; P<.001).

These parent gender differences were observed for all
continuous variables related to program use (Table 3;
Multimedia Appendix 1, Table S2). Despite the fact that the
fathers receiving Baby Steps Wellbeing could access more than
twice the number of modules (nine) than those receiving Baby
Care (four), fathers only accessed an average of just one module
in either treatment. The significant interaction between treatment
and parent gender (t246=2.35; P=.020) was a reflection of the
fact that the mothers took greater advantage of the additional
modules, although on average they still accessed fewer than
half of those in Baby Steps Wellbeing (Table 2). More Baby
Care modules were viewed by the participants in the Baby Care
treatment (t492=–3.40; P<.001), but there were no statistically
significant differences between the treatments in terms of log-ins
or duration of use (Multimedia Appendix 1, Table S2). The
baseline EPDS scores had a negligible association with the use
of the programs (Multimedia Appendix 1, Table S2), but a weak
negative correlation with program satisfaction (r=–0.18; P=.03).
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Table 3. Program use and satisfactiona.

Values, predicted mean (SE)Variable

Baby Steps WellbeingBaby Care only

MothersFathersMothersFathers

2.77 (0.24)0.89 (0.24)2.67 (0.24)1.09 (0.24)Log-ins

41.47 (4.08)12.27 (4.08)34.62 (4.08)10.87 (4.08)Duration of use (days)

Modules viewed

3.10 (0.17)1.07 (0.17)2.23 (0.17)0.98 (0.17)Total

1.56 (0.12)0.40 (0.12)2.23 (0.12)0.98 (0.12)Baby Care

72.5 (2.06)70.8 (2.10)71.8 (2.01)69.2 (2.03)Program satisfactionb

aPredicted means are derived from analyses that include a random intercept for a couple.
bMean of responses across participants who had accessed a program to items on overall satisfaction, relevance, usefulness, and ease of finding what
they wanted.

Model Comparisons
Initially, a comparison was made of model fit from the
hypothesized model and from a full factorial model. With the
exception of parenting self-efficacy, the hypothesized model
gave a better fit than the full factorial model in terms of both
Akaike Information Criterion (AIC) and Bayesian Information
Criterion (BIC), and the simpler model did not result in a
significantly poorer likelihood ratio (Table 4). In the case of
parenting self-efficacy, AIC favored the full factorial model.
Although penalization for the greater number of predictors
resulted in a slightly poorer BIC value, a better fit from the full
model approached significance on the likelihood ratio test
(P=.05). Accordingly, the subsequent main analyses on this
variable used the full factorial model, whereas the hypothesized
model was used for the remaining outcome variables. Results

for each variable using the nonpreferred model are displayed
in Multimedia Appendix 1, Table S3.

In additional post hoc analyses, we also tested the fit from a
model with only parent gender and time to assess whether any
significant effects for treatment resulted in an improved model
fit overall (Multimedia Appendix 1, Table S4). For self-efficacy
for support provision, this model gave a significantly poorer fit
and a larger AIC value than the hypothesized model, although
the reduction in model complexity resulted in a slightly lower
BIC value. For the remaining outcomes, the AIC and BIC values
were slightly smaller for the simpler model, but the likelihood
ratio test was not significantly different. We note that these
results for the model fit moderate the conclusions from the
analyses on the effects of treatment on relationship satisfaction
(CSI-16) and parenting self-efficacy, which are described below.
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Table 4. Comparison of hypothesized and full factorial models for analyses of outcomesa.

P valueChi-square test (df=3)DevianceLog likelihoodBICcAICbParameters, NDependent variable

Depression (EPDSd)

.343.347223.7–3611.97310.27247.712Hypothesized modele

.343.347220.4–3610.27328.57250.415Full model

Quality of life (AQoL-8Df Psychosocial)

.184.90–1385.4692.7–1298.9–1361.412Hypothesized modele

.184.90–1390.3695.2–1282.2–1360.315Full model

Relationship satisfaction (CSI-16g)

.273.949692.4–4846.29778.99716.412Hypothesized modele

.273.949688.5–4844.29796.69728.515Full model

Social support (Short MOS-SSSh)

.422.796802.2–3401.16888.76826.212Hypothesized modele

.422.796799.4–3399.76907.56829.415Full model

Parenting self-efficacy

.057.6511371–5685.7114581139512Hypothesized model

.057.6511364–5681.9114721139415Full modele

Self-efficacy for support provision

.264.0311536–5768.0116221156012Hypothesized modele

.264.0311532–5765.9116401156215Full model

aAll models had random intercepts for the subject and couple. The hypothesized model included treatment, parent gender, time, treatment×time, and
parent gender×time. The full model comprised the full factorial design.
bAIC: Akaike Information Criterion.
cBIC: Bayesian Information Criterion.
dEPDS: Edinburgh Postnatal Depression Scale.
ePreferred model.
fAQoL-8D: Assessment of Quality of Life-8 Dimensions.
gCSI-16: Couples Satisfaction Index-16.
hMOS-SSS: Medical Outcomes Study Social Support Survey.

Primary Outcomes
The effects for each outcome variable from the preferred model
are displayed in Table 5, and the means are shown in Figure 2
and Multimedia Appendix 1, Table S5. Over the course of the
study, the mothers had higher EPDS scores for depression
(Cohen d=0.37) and a lower average quality of life on the
AQoL-8D Psychosocial Super Dimension than the fathers
(Cohen d=0.27). The EPDS scores did not significantly change
across the sample from baseline to 6 months, but the mothers’
depression had a greater tendency to peak soon after childbirth,

as shown by a significant parent gender×quadratric time effect
(Table 5). For example, from baseline to 3 months, their EPDS
scores rose 0.27 SD units more than those of the fathers. There
was a linear improvement in quality of life over the study period
(Cohen d=0.27), which once again was modified by an
interaction between parent gender and quadratic time (eg, from
baseline to 3 months): the psychosocial quality of life of the
fathers increased by 0.16 SD units more than that of the mothers.
However, there were no significant interactions between
treatment and time on either primary outcome when the
hypothesized model was used.
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Table 5. Outcomes, using the preferred model.

P valuet (df)SEEstimateDependent variable

Depression (EPDSa)

.006–2.77 (427.0)0.24310.6744Intercept

.53–0.63 (247.2)0.2875–0.1820Treatment

<.0015.53 (246.6)0.26561.4675Parent gender

.21–1.26 (899.5)0.2384–0.2993Linear time

.870.16 (883.2)0.24170.0390Quadratic time

.1961.29 (896.2)0.27350.3537Parent gender×linear time

.02–2.33 (886.6)0.2799–0.6512Parent gender×quadratic time

.33–0.98 (894.7)0.2737–0.2681Treatment×linear time

.36–0.91 (885.4)0.2800–0.2556Treatment×quadratic time

Psychosocial quality of life (AQoL-8Db Psychosocial)

.241.18 (381.2)0.01200.0142Intercept

.131.50 (247.7)0.01450.0225Treatment

<.001–3.89 (249.3)0.0114–0.0445Parent gender

.0023.11 (888.9)0.00910.0282Linear time

.43–0.79 (876.9)0.0092–0.0073Quadratic time

.3980.85 (888.7)0.01040.0088Parent gender×linear time

.012.48 (880.2)0.01070.0265Parent gender×quadratic time

.71–0.37 (884.3)0.0104–0.0038Treatment×linear time

.400.84 (877.1)0.01070.0090Treatment×quadratic time

Relationship satisfaction (CSI-16c)

.29–1.06 (336.2)0.8088–0.8547Intercept

.570.57 (247.3)1.05200.5978Treatment

.1011.65 (244.8)0.63331.0437Parent gender

<.001–4.35 (887.7)0.5498–2.3895Linear time

.750.32 (874.1)0.55640.1802Quadratic time

.03–2.19 (890.0)0.6293–1.3776Parent gender×linear time

.750.32 (880.1)0.64450.2033Parent gender×quadratic time

.032.13 (880.7)0.63231.3444Treatment×linear time

.53–0.63 (873.4)0.6465–0.4098Treatment×quadratic time

Social support (Short MOS-SSSd)

.02–2.40 (372.9)0.2177–0.5233Intercept

.251.15 (235.3)0.26810.3073Treatment

<.0013.37 (243.9)0.21350.7202Parent gender

.26–1.12 (882.1)0.2044–0.2292Linear time

.410.83 (865.8)0.20720.17140Quadratic time

.45–0.76 (880.1)0.2344–0.1775Parent gender×linear time

.49–0.69 (870.6)0.2402–0.1654Parent gender×quadratic time

.440.77 (876.9)0.23500.1808Treatment×linear time

.82–0.23 (867.7)0.2407–0.0543Treatment×quadratic time

Parenting self-efficacye
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P valuet (df)SEEstimateDependent variable

.44–0.78 (472.2)1.1960–0.9291Intercept

.89–0.13 (477.2)1.6960–0.2268Treatment

.0481.99 (238.7)1.61803.2155Parent gender

<.0018.50 (889.7)1.340011.3882Linear time

.33–0.98 (868.3)1.3535–1.3224Quadratic time

.990.01 (240.8)2.29390.0261Parent gender×Treatment

.311.02 (883.0)1.87621.9064Parent gender×linear time

.930.09 (867.1)1.90240.1665Parent gender×quadratic time

.08–1.78 (889.1)1.8945–3.3766Treatment×linear time

.36–0.91 (878.4)1.9429–1.7702Treatment×quadratic time

.012.58 (883.5)2.65696.8500Treatment×parent gender×linear time

.281.08 (874.5)2.72002.9442Treatment×parent gender×quadratic time

Self-efficacy for support provision

.0013.24 (418.2)1.19273.8583Intercept

.61–0.51 (245.0)1.4183–0.7276Treatment

<.001–5.22 (241.3)1.2864–6.7124Parent gender

.62–0.50 (893.7)1.1922–0.5999Linear time

.221.24 (877.1)1.20851.4951Quadratic time

.0082.66 (890.8)1.36813.6372Parent gender×linear time

.85–0.19 (880.9)1.3996–0.2716Parent gender×quadratic time

.012.59 (888.7)1.36953.5459Treatment×linear time

.11–1.61 (879.4)1.4006–2.2494Treatment×quadratic time

aEPDS: Edinburgh Postnatal Depression Scale.
bAQoL-8D: Assessment of Quality of Life-8 Dimensions.
cCSI-16: Couples Satisfaction Index-16.
dMOS-SSS: Medical Outcomes Study Social Support Survey.
eThe reported effects are from the hypothesized model, except for parenting self-efficacy, which is from the full factorial model.
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Figure 2. Predicted mean outcomes, using the preferred model. Estimations of means used the hypothesized model, except for parenting self-efficacy,
which used the full factorial model. AQoL-8D: Assessment of Quality of Life-8 Dimensions; CSI-16: Couples Satisfaction Index-16; EPDS: Edinburgh
Postnatal Depression Scale; MOS-SSS: Medical Outcomes Study Social Support Survey.

Secondary Outcomes
Relationship satisfaction on the CSI-16 fell over the course of
the study (Cohen d=–0.36), especially for the mothers (Cohen
d=–0.46 vs –0.26 for the fathers). However, the reduction in
relationship satisfaction was less in Baby Steps Wellbeing than
in Baby Care (Cohen d=0.20). Significant interactions with
treatment were also observed in the two self-efficacy measures.
In the case of self-efficacy for support provision, the Baby Steps
Wellbeing participants showed a greater linear increase over
time than those in Baby Care (Cohen d=0.26). Across the whole
study, the mothers had lower scores than the fathers (Cohen
d=–0.33), but their scores improved to a greater extent over the
study period (Cohen d=0.34 vs 0.08 for the fathers). The
interaction of time and parent gender was not further modified
by treatment. In contrast, the mothers had higher scores on
parenting self-efficacy than the fathers on average (Cohen
d=0.17), as well as showing a greater linear improvement over
time (Cohen d=1.12 vs 0.72 for the fathers). In this case, there
was also a three-way interaction: as presented in Figure 2, the
mothers tended to have greater increases in Baby Steps
Wellbeing than in Baby Care (Cohen d=0.26), but the reverse
was the case for the fathers (Cohen d=–0.25). The only
secondary outcome not showing any interactions between

treatment and time was social support on the Short MOS-SSS.
The mothers scored somewhat more highly than the fathers
across the study period (Cohen d=0.22), but there were no other
significant effects.

Discussion

Principal Findings
Although satisfaction with the Baby Care and Baby Steps
Wellbeing programs was moderately high, the average number
of log-ins and viewed modules was suboptimal, especially for
the fathers. Joint access to the program by some partners may
have led to underestimates of individual access, but little use
was made of the key planning and goal-setting segments of
Baby Steps Wellbeing.

Consistent with this limited access, perinatal distress on the
EPDS, psychosocial quality of life, and social support on the
Short MOS-SSS did not show significant differential
improvements for the two treatments. However, there was some
evidence of differential benefits from the full, interactive Baby
Steps Wellbeing program compared with the Baby Care
information modules in 3 of the 4 secondary outcomes. The
participants who received the full program had a greater linear
rise in self-efficacy for support provision and an attenuated
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reduction in relationship satisfaction over the study than those
who only received Baby Care information. Furthermore,
consistent with greater program access by the mothers, they had
greater linear increases than the fathers in their parenting
self-efficacy if they received Baby Steps Wellbeing than if they
were only given Baby Care information. These results are
partially consistent with those from a recent universal prevention
trial on parental stress, which used a booklet, video, home visit,
and telephone call focused on baby care and being sensitive to
the needs of both the parents and the baby and did not detect
benefits over usual care on the EPDS [32]. However, that earlier
study did not find differential effects on any other outcomes,
including a single-item measure of parenting self-efficacy.

The interpretation of greater benefits from the full Baby Steps
Wellbeing program is moderated by small effect sizes and by
the fact that self-efficacy for support provision comprised a new
single-item measure. In addition, the results from analyses in
Multimedia Appendix 1, Table S3 that used a nonpreferred
model differ from those in the preferred-model analyses, casting
doubt on the robustness of the reported effects, and post hoc
analyses showed that the significant interactions between time
and treatment for 2 outcomes (relationship satisfaction and
parenting self-efficacy) were insufficient to give a better model
fit compared with a model that only included parent gender and
time. Furthermore, all significant interactions between treatment
and time involved linear changes to 6 months, rather than
specifically modifying outcomes immediately after childbirth,
when the greatest vulnerability is seen.

However, the fact that some significant effects were seen at all
remained noteworthy, given the limited degree of program
involvement and the fact that this was an unselected sample,
with average scores on all outcome variables showing little
dysfunction throughout the study. In this context, the lack of
significant differential effects of the treatments on EPDS scores
should not have been surprising, given the study’s low
point-prevalence of screening positive for self-reported
depression (3% of the fathers and 9% of the mothers at 3
months, using an EPDS cutoff at 12/13) compared with the rates
in meta-analyses (8% of fathers [3] and 12%-17% of mothers
[1,2]), which restricted the opportunity to detect differential
changes.

There were insufficient couples who both accessed and set goals
for multiple Baby StepsWellbeing modules or continued to use
the program postnatally (ie, for more than approximately 10
weeks) to allow a post hoc examination of whether more
sustained or intensive program use would have provided stronger
results, but this study’s results clearly suggest that these should
be goals for future research. Our program had already attempted
to maximize ongoing program engagement in multiple ways:
(1) by recruiting couples who might reinforce each other’s
engagement in program use and resultant actions; (2) by
providing information related to baby care, which we expected
to have salience late in the pregnancy; (3) by repeatedly
reminding participants to log in and giving brief tips that
changed at each visit; and (4) by offering opportunities to upload
photos that would cue memories of good times with their baby
and make it pleasurable to visit the site. We timed entry into
the study and initial program exposure while the women were

pregnant because of the time pressures experienced after
childbirth, but solutions to childcare or general well-being issues
might not have immediately seemed relevant to an unselected
sample at that time. Furthermore, recruitment primarily through
prenatal classes could have resulted in redundancy in some baby
care information. In fact, a median of 1-2 website visits
suggested that many participants may have regarded the program
as just one of many web-based information repositories on baby
care, which they only used once.

The absence of a predetermined, sequential progression through
the program’s modules might have been a significant factor in
the limited use of the program [33,34]. Gamification of
progression may increase program use (eg, rewarding module
completion or progressive gains in knowledge or skills and
inclusion of animations or videos or audios that modeled
functional problem solutions [35,36]). The positive effects of
coaching on maintained program engagement [17] could be
simulated by digital coaches who might offer some features
that approximated human interaction (eg, greeting and praising
completion of tasks) [37], even if the individualization of these
responses was limited. Although motivational interviewing
before beginning the program may be more feasible in a
depression treatment program than in a program that seeks to
prevent depression [35], a brief digital adaptation of motivational
interviewing (together with a rationale for regular program use)
may also assist, especially in relation to addressing the couple’s
well-being. Impact and perceived relevance of the program
might also be increased if the SMS text messages incorporated
tips [38] or empowering messages rather than just reminding
users to return to the program.

Problems with engaging fathers in prevention or treatment of
mental health conditions are endemic, both perinatally and more
generally [8,9], and occur for digital interventions as well as
face-to-face services [19]. We had hoped that the provision of
a module especially for fathers would increase its perceived
relevance and that parallel use of the program by mothers would
encourage its use by fathers. However, it seems that further
refinement of the approach with a more extensive co-design is
required.

There were several indications that the mothers reported more
pronounced mental health and well-being issues than the fathers
in this study, particularly in the perinatal period. They had higher
average EPDS scores as well as lower psychosocial quality of
life and self-efficacy for support provision over the course of
the study, together with a greater tendency for their EPDS scores
to peak. Their quality of life rose less strongly soon after
childbirth, and their relationship satisfaction fell over time.
Although they had slightly higher average social support over
the course of the study and (not unexpectedly) were more
confident about their parenting skills than the fathers, these
gender differences further substantiate the particular
vulnerability of new mothers to issues with mental health and
well-being [1-3].

Strengths and Limitations
To our knowledge, this is the first controlled trial that
specifically attempted to engage fathers in a digital perinatal
intervention and provided an interactive module especially for
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them. The trial had a substantial sample size and a very high
retention in postbaseline assessments. Randomization was
performed through an automated trial management program
that ensured equivalence between treatment groups of the EPDS
scores at baseline. All assessments were conducted on the web,
and the follow-up research staff were blinded to the participants’
allocation. We conducted intention-to-treat analyses, with
secondary analyses examining effects in the participants who
accessed the program. However, the study’s predominant
recruitment through prenatal classes and the sample’s high rate
of university education mean that the results may not be
generalizable to populations that are less highly educated or
less engaged in learning about birthing and childcare. Although
recruitment during the third trimester was intended to maximize
the perceived relevance of the content, this may also have
reduced its perceived novelty as well as excluding parents with

early births or pregnancy complications from the sample. The
exclusion of parents who were not cohabiting, were not in a
male-female relationship, were aged below 18 years, or were
expecting multiple infants also restricted the potential
application of this study.

Conclusions
There was some evidence of differential benefits from the full
Baby Steps Wellbeing program, although these benefits were
more consistently seen in the mothers than in the fathers, and
the effect sizes were relatively small. A major contributor to
these results may have been the low level of use of the
self-guided program, especially by the fathers. Increasing this
program’s use will be a prerequisite for more accurate future
estimation of the degree of potential impact of the Baby Steps
Wellbeing program on the well-being of new parents.
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Abstract

Background: Caring for children with cancer can be a stressful experience for parents and may have negative effects on their
physical and psychological well-being. Although evidence has shown that resilience is associated with positive psychological
well-being, few interventions have been specifically designed to enhance the resilience of parents of children with cancer.

Objective: The aim of this study is to examine the effectiveness of a mobile device–based resilience training program in reducing
depressive symptoms and enhancing resilience and quality of life (QoL) in parents of children with cancer.

Methods: Parents of children diagnosed with cancer were recruited from the pediatric oncology wards of 3 tertiary hospitals
in China. The participants were randomly assigned to either the experimental group (52/103, 50.5%) to undergo an 8-week mobile
device–based resilience training program or to the control group (51/103, 49.5%) to receive an 8-week program of placebo
information. The study outcomes included resilience, depressive symptoms, and QoL, as measured by the Connor–Davidson
Resilience Scale, the Self-Rating Depression Scale, and the Short Form of the 6-Dimension Health Survey, respectively. All data
were collected at baseline and at 2 and 6 months of follow-up. The data analysis followed the intention-to-treat principle. A
generalized estimating equation was used to examine the effects of the intervention.

Results: The participants were mostly female (72/103, 69.9%), and their mean age was 33.6 (SD 5.2) years. The participants
in the experimental group showed significantly higher levels of resilience (mean 67.96, SD 15.8 vs mean 58.27, SD 19.0; P<.001)
and lower levels of depressive symptoms (mean 40.17, SD 9.9 vs mean 46.04, SD 10.9; P<.001) than those in the control group
at 6 months of follow-up. The intervention showed statistically significant effects in improving resilience (β=6.082; P=.01) and
decreasing depressive symptoms (β=−2.772; P=.04) relative to the control group. The QoL score in the experimental group was
higher than that in the control group at 6 months of follow-up (mean 0.79, SD 0.2 vs mean 0.76, SD 0.3; P=.07); however, no
statistically significant intervention effect was detected (β=.020; P=.38).
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Conclusions: The mobile device–based resilience training program effectively enhanced resilience and alleviated depressive
symptoms in parents of children with cancer. It is highly recommended that health care professionals incorporate this resilience
training program when providing psychological care to parents of children with cancer.

Trial Registration: Clinical.Trials.gov NCT04038242; http://clinicaltrials.gov/ct2/show/NCT04038242

(J Med Internet Res 2021;23(11):e27639)   doi:10.2196/27639

KEYWORDS

depressive symptoms; pediatric cancer; parents; quality of life; resilience; mobile phone

Introduction

Background
Approximately 300,000 new cases of childhood cancer are
diagnosed annually worldwide [1]. The incidence of childhood
cancer in China is similar to that of the world and has increased
at a rate of 2.8% per year [2]. The diagnosis of cancer in children
and long-term treatment are not only stressful events for the
child but also disrupt the parents’ daily lives, especially within
the first year after the diagnosis, which has been described as
the most chaotic moment of the parents’ lives [3]. Parents must
reorganize their family roles and routines, learn cancer-related
information and care skills, prepare for overwhelming medical
expenses, and manage intensive treatment regimes, each of
which can cause tremendous stress and affect the parents’
physical and psychological well-being [4].

Of all the negative psychological consequences, depressive
feelings are one of the most common concerns reported by
parents of children with cancer [5,6]. A recent meta-analysis
found that the prevalence of depressive symptoms among
parents of children with cancer varied from 7% to 91%, with a
pooled prevalence of 28% [5]. A cross-sectional study of
Chinese parents of children with leukemia found that as many
as 77% of mothers and 42% of fathers had depressive symptoms
[7]. Although the negative effects of parents’ depressive
symptoms on the quality of life (QoL) and well-being of both
the parents and their children with cancer are widely
acknowledged [8,9], little attention has been devoted to the
prevention and alleviation of depressive symptoms in Chinese
parents of children with cancer.

Resilience is the process of adapting well in the face of stress
or adversity; it involves personal virtues and strengths that can
be accessed and cultivated to achieve growth under detrimental
conditions [10]. Evidence has shown that resilience is associated
with psychological well-being in both clinical and nonclinical
populations [11,12]. A strong negative relationship between
resilience and depressive symptoms has also been found in
parents of children with cancer [13]. It has been suggested that
resilience can play an important role in protecting individuals
from stress-related disorders [14]. Therefore, interventions that
enhance resilience in the parents of children with cancer may
influence their depressive symptoms and well-being.

A recent meta-analysis revealed that resilience training programs
that aim to equip individuals with the resources and skills to
navigate adversity and thrive in challenging environments had
a moderately positive effect on the subjects’ resilience [15].
These resilience training programs tend to include a combination

of evidence-based training in areas such as cognitive strategies
and mindfulness [15]. A review of the literature shows that most
resilience training programs target students and patients with
chronic illnesses [16]. No study has yet examined the
effectiveness of resilience training programs in promoting the
psychological well-being of parents of children with cancer. A
study in the United States demonstrated the moderate
effectiveness of a resilience training program delivered
face-to-face to the parents of children with serious illnesses
[17]. However, face-to-face training is time-consuming and
requires frequent visits, which often leads to low compliance
[15]. It has also been reported that some parents of children
with cancer have less motivation to attend face-to-face training
because of their busy schedules [18]. Mobile health (mHealth),
which refers to health practices conducted via mobile devices,
is increasingly common and has gained support from the World
Health Organization for health promotion and treatment
compliance [19,20]. It has also been suggested that internet-
and mobile-based psychological interventions are cost-effective
for both psychiatric and medical conditions [21]. The use of
mobile apps to deliver resilience training has certain advantages;
for example, health care professionals can give the participants
remote support and feedback to promote their psychological
well-being. Most importantly, training via mobile apps is more
flexible and efficient than face-to-face interventions [22],
particularly during a pandemic, when the delivery of face-to-face
health care interventions may not be feasible. It is worth noting
that with the rapid development and high use rate of WeChat
(Tencent Holdings Limited) [23], such mobile apps may have
the potential to deliver health interventions, increase adherence
to training, and serve a large number of participants. This study
aims to explore the effectiveness of a mobile device–based
resilience training program in reducing depressive symptoms
and enhancing the resilience and QoL of parents of children
with cancer.

Theoretical Framework
The training program used in this study was guided by the
resilience framework developed by Kumpfer [24]. The resilience
framework generated 5 internal resilience factors: cognitive,
emotional, spiritual, behavioral, and physical. Specifically,
cognitive competency can help individuals think rationally and
protect them from negative thoughts; emotional stability can
help individuals recognize and deal reasonably with negative
emotions; an individual’s spiritual belief in his or her ability to
improve the situation and achieve goals can help them survive
difficult times; behavioral skills such as problem-solving can
increase an individual’s self-efficacy to tackle life’s problems;
and individuals with few physical problems may internalize
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their physical strength and interpret themselves as being
psychologically healthy [24]. These internal resilience factors
represent fundamental elements that have been shown to be
essential to cope effectively with life stressors and to adapt well
in the face of adversity [10]. Therefore, by cultivating the skills
and resources to foster these internal resilience factors, we
expect that the intervention would promote parental resilience
and improve parents’ well-being.

Methods

Trial Design
This study was a 2-arm, parallel-group, randomized controlled
trial (RCT) that adheres to the CONSORT (Consolidated
Standards of Reporting Trials) guidelines [25]. This study was
approved by the institutional review board of the University of
Hong Kong/Hospital Authority Hong Kong West Cluster (UW
19-436) and registered at ClinicalTrials.gov (NCT04038242).

Participants
From August 2019 to July 2020, the parents of children who
received a diagnosis of cancer in the pediatric oncology wards
of 3 tertiary hospitals in China and who met the following
inclusion criteria were invited to participate in this study: (1) a
child (aged 0-19 years) in whom cancer was diagnosed within
the past year, (2) the ability to read Chinese and speak Mandarin,
and (3) a smartphone with the WeChat app. Parents with
cognitive impairments or physical disabilities identified from
medical records and those who were participating in other
psychological interventions or consultations were excluded.

Power analysis using G*Power 3.1 was performed to estimate
the sample size [26]. According to a previous study that explored
the effectiveness of a resilience training program in parents of
children with serious illnesses [17], the effect size for resilience
was 0.59. Thus, to predict the difference between the 2 groups
at a 5% level of significance and a power of 0.8, 37 subjects
were required for each group. Given a potential attrition rate of
20%, an additional 10 subjects were needed for each group.
Therefore, the total sample size for this study was 94, with 47
subjects in each group.

Randomization and Blinding
Simple randomization was used in this study. The participants
were randomly allocated to the experimental group or control
group in a 1:1 ratio. Random numbers were generated using
IBM SPSS Statistics (version 25.0, IBM Corp) before
recruitment. To guarantee allocation concealment, an
independent researcher who was not involved in the recruitment

matched the random numbers with the participants in
chronological order of recruitment based on a WeChat official
account follow list. Single blinding was used, and the research
assistants who collected the data were blinded to the
participants’ group allocation.

Intervention
All participants were required to scan a quick response code to
follow the WeChat official account at enrollment to participate
in the intervention. The WeChat official account is the
equivalent of a Facebook page and synthesizes functions,
including tweet design and instant interaction communication
[27]. The public can receive tweets after following the official
WeChat account.

The participants in the experimental group participated in the
resilience training program with 8 tweets that focused on the
cultivation of internal resilience factors that enhance parental
resilience (Figure 1). Each tweet session was constructed in 3
parts, including detailed skill training methods with pictures or
short videos, examples of applying the skills when caring for
children with cancer, and an assignment to reinforce the training
(Multimedia Appendix 1). The participants were required to
read the tweet sessions and finish the web-based assignments,
which took approximately 15 minutes for each training session.
Feedback on the assignment from a psychological consultant
was sent back to the participants via WeChat within 1 working
day. We sent the tweets weekly on each Saturday at 8 PM, and
a reminder of the assignment was sent at the same time the next
Wednesday to promote the participants’ enrollment in training.
To ensure that the intervention had an adequate effect on the
outcome measures of this study, the dosage was assessed in
terms of amount, frequency, and duration by a research
committee that comprised a professor of psychology and an
associate professor of psycho-oncology with extensive
experience in psychological interventions, a professor of
pediatric oncology and 2 senior pediatric oncology nurses with
considerable clinical experience, and a research fellow with rich
experience conducting resilience training programs. The
feasibility and acceptability of the interventional dosage and
content were evaluated in a 1-group pilot trial with 10
participants. Most of the participants commented that the length
and frequency of the tweets were acceptable, and they were able
to comprehend the content of the tweets. Hence, no changes
were made to the content of the intervention. To control for
potential contamination in the study, we set up the tweets to be
sent only to specified participants, and the tweets could not be
shared. Table 1 presents the detailed content of the mobile
device–based resilience training program.
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Figure 1. The total 8 tweets in the mobile device–based resilience training program.

The participants in the control group received 8 tweets that
contained information from a caring manual distributed by the
hospital to every child with cancer. The content of the tweets
included oral care, symptom management, peripherally inserted
central catheter maintenance, dietary guidance, medication care,
knowledge about bone marrow biopsy, and infection prevention.
The number and frequency of tweets were the same as those in
the experimental group. No assignments or feedback were
delivered to the participants in the control group.

Several strategies were adopted to ensure the integrity of the
intervention. First, a research protocol was developed, and the
interventions strictly followed the protocol. Second, the number
of tweets and feedback sent to each participant was recorded in
Microsoft Excel (Microsoft Corporation) to monitor the delivery
of the interventions. In addition, team meetings were held
monthly to evaluate the quality of the intervention’s
implementation.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e27639 | p.261https://www.jmir.org/2021/11/e27639
(page number not for citation purposes)

Luo et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 1. Content of the mobile device–based resilience training program.

DetailsSessions or tweets and internal re-
silience factors

AssignmentCore contentObjectives

Week 1: introduction

The 3 good things practice: write
down 3 things that go well for you
that day and reflect on why they
went well

Definition of resilience, purpose of
the study, science of the intervention,
general content of all tweets, and en-
couragement to cultivate positive
emotions in daily life

Emotional • To help the participants under-
stand the purpose of the interven-
tion

• To help the participants initially
understand the intervention con-
tent

Week 2: relaxation

Guided breath awareness: sit quiet-
ly and be aware of your breath and
exercise following the guided
meditation audio

Definition of meditation, science and
specific practice methods of medita-
tion exercise, and guided meditation
audio

Emotional and physical • To practice relaxation tech-
niques

• To reduce the participants’ stress

Week 3: problem-solving skills

Problem-solving practice: com-
plete the problem-solving work-
sheet according to the instructions

Introduction and science of the prob-
lem-solving therapy, specific 7 steps
to solve problems, and examples of
solving problems encountered in car-
ing for children with cancer

Behavioral • To learn problem-solving skills
• To cultivate a positive coping

style

Week 4: character strength training

Character strength training: finish
web-based character strength as-
sessment to find your top 5
strengths. Use your strengths in
caring for your child

Definition of character strength, estab-
lishment of character strength assess-
ment system, and science and specific
methods of character strength training

Cognitive • To help the participants under-
stand their own character
strengths

• To increase confidence in deal-
ing with difficulties in life

Week 5: cognitive strategies

Cognition restructuring practice:
complete the cognitive reconstruct-
ing worksheet according to the in-
structions

Recognize and accept emotions, defi-
nition of cognition, science of cogni-
tion restructuring, examples of cogni-
tion restructuring scenarios from par-
ents of children with cancer, and
emotion management strategies

Cognitive and emotional • To help the participants reframe
negative or unhelpful cognition

• To learn emotion management
skills

Week 6: parent–child communication

Parent–child activity: accompany
the child for an appropriate activity
and apply the communication
skills in the activity

Ways to achieve effective par-
ent–child communication, examples
of good communication from parents
of children with cancer, and tips for
managing children’s emotions

Behavioral • To promote effective communi-
cation between parent and child

• To help the participants build a
good relationship with their
child

Week 7: gratitude practice

Gratitude activity: write a gratitude
letter or keep a gratitude diary or
prepare a gratitude card

Manifestations, benefits, science and
specific exercise of gratitude; steps
to make a realizable goal; and exam-
ples of goal setting from parents of
children with cancer

Spiritual • To help the participants cultivate
positive beliefs

• To help the participants attain
personal growth

Week 8: summary

Plan-making: make a plan to prac-
tice all skills and choose a favorite
exercise to keep up

Simple summary for each tweet, em-
phasis of the learned resilience skills
and related assignments, and encour-
age the participants to make a plan to
practice the learned skills

Cognitive • To review the learned skills and
related assignments

• To help the participants make a
plan to reinforce the learned
skills in their future life
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Outcomes and Measures
At baseline, the participants’demographic information and their
children’s clinical characteristics were collected using a
demographic information sheet. The questionnaire requested
information about the participants’ gender, age, marital status,
educational attainment, and monthly income. The participants
also reported their child’s age, type of cancer, time since
diagnosis, and risk stratification of cancer. In resilience
intervention studies, it has been suggested that a posttest at the
end of the training program and a follow-up assessment at 6
months are necessary to evaluate the efficacy of the interventions
[28]. Hence, the outcomes in this study were assessed at baseline
and at 2 and 6 months after the intervention began.

The primary outcome was resilience, which was measured at 6
months using the Connor–Davidson Resilience Scale, a
self-rated scale designed by Connor and Davidson [29]. The
Chinese version was translated and tested by Yu and Zhang
[30] and has shown good reliability and satisfactory validity. It
consists of 25 items and is scored on a 5-point Likert scale (0-4).
The total score ranges from 0 to 100, with a higher score
reflecting a higher level of resilience. It has been widely used
in clinical practice and treatment-outcome research [31].

The secondary outcomes were depressive symptoms and QoL
at 6 months of follow-up and resilience, depressive symptoms,
and QoL at the 2-month follow-up visit. The Self-Rating
Depression Scale was used to measure participants’ depressive
symptoms during the previous week [32]. It includes 20 items,
and half of the items are scored in reverse. The frequency of
the symptom in each item was evaluated on a 4-point Likert
scale (1=never or seldom, 2=sometimes, 3=often, and
4=always). The total score ranges from 20 to 80, and a higher
total score indicates worse depressive symptoms. The Chinese
version of this scale has shown good reliability and satisfactory
internal consistency [33].

The Short Form of the 6-Dimension Health Survey was used
to measure the participants’ QoL. It was developed by Brazier
et al [34] and is derived from the 36-item Short Form Health
Survey. Hong Kong scholars translated it into Chinese and
produced a scoring algorithm [35]. This scale is a 6-dimension
health survey that assesses physical functioning, role limitations,
social functioning, pain, mental health, and vitality. The total
score based on the scoring algorithm ranges from 0.32 for worst
health to 1 for full health. The scale has been shown to be
reliable and valid in a Chinese population [36].

Data Collection
To identify potential participants, posters with information about
the study were posted on the notice board in the hospitals’

pediatric oncology wards and outpatient clinics. Parents who
were willing to participate scanned a quick response code on
the poster to complete a simple application form. The research
assistant then contacted the person who filled out the application
form after assessing their eligibility. The research assistant also
visited each ward and invited parents of children with cancer
to participate. The study details, including purpose, procedures,
and potential benefits and harm, were explained, and the parents
were given the option of participation or refusal. The parents
were also told that their participation was voluntary and that
they had the right to withdraw at any time without reprisal.
Written informed consent was then obtained from parents who
agreed to participate. The baseline and 2-month follow-up data
were collected using written questionnaires in the wards of the
hospitals. Outcome measures at the 6-month follow-up were
collected using web-based questionnaires.

Statistical Analysis
IBM SPSS Statistics 25.0 (IBM Corp) was used for data
analysis. The intention-to-treat principle was applied, and the
participants were analyzed according to their initial group
assignments. Missing data were handled with multiple
imputation using the Markov chain Monte Carlo method.
Complete case analysis was conducted to test the robustness of
multiple imputation. Descriptive statistics were applied to
calculate the mean and SD for continuous data and the frequency
and percentage for categorical data. The range and median
values for the study outcomes were displayed as a complement.
The differences in the baseline characteristics and outcomes
between the experimental and control groups were examined
using a chi-square test or Fisher exact test for categorical
variables and 2-tailed independent-sample t test and Wilcoxon
signed-rank test for continuous variables. A generalized
estimating equation was used to estimate the effects of the
intervention on all outcomes with repeated measures [37].
Statistical significance was set at P<.05.

Results

Participants Characteristics
A total of 103 participants were recruited; of the 103
participants, the experimental and control groups had 52 (50.5%)
and 51 (49.5%) participants, respectively. Figure 2 presents the
flowchart of the study. The overall attrition rate was 16.5%,
and no significant differences were found in the baseline
characteristics between the participants who withdrew and those
who remained.
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Figure 2. A CONSORT (Consolidated Standards of Reporting Trial) flow diagram.

The participants were mostly female (72/103, 69.9%) and
married (100/103, 97.1%), and their mean age was 33.6 (SD
5.2) years. Approximately one-third (29/103, 28.2%) had
attained tertiary education, and half (52/103, 50.5%) had a
monthly income of <Chinese ¥3000 (US $427.35).
Approximately two-thirds (69/103, 67%) of the participants’
children received a diagnosis of a hematologic tumor, and the

remaining one-third (34/103, 33%) had a solid tumor. The
children’s mean age was 5.9 (SD 3.9) years, and most had
received their diagnosis <6 months earlier (85/103, 82.5%). No
significant differences were detected in the baseline
characteristics between the experimental and control groups
(P>.05); details are given in Table 2.
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Table 2. Baseline characteristics of the participants in the experimental and control groups (N=103).

P valuet test (df)aChi-square
(df)

Control (n=51)Experimental (n=52)Characteristics

Values,
mean (SD)

Participant, n (%)Values,
mean (SD)

Participant, n (%)

N/AN/AN/AbGender

.560.3 (1)37 (73)35 (67)Female

.560.3 (1)14 (23)17 (33)Male

N/AN/AN/AMarital status

.99c0.3 (1)50 (98)50 (96)Married

.99c0.3 (1)1 (2)2 (4)Divorced

N/AN/AN/AEducational attainment

.60c1.1 (2)3 (6)5 (10)Primary school

.60c1.1 (2)35 (69)31 (60)High school

.60c1.1 (2)13 (25)16 (31)College

N/AN/AN/AMonthly income (Chinese ¥; US$)

.541.2 (2)28 (55)24 (46)<3000 (<427.35)

.541.2 (2)16 (31)17 (33)3000-5000 (427.35-712.25)

.541.2 (2)7 (14)11 (21)>5000 (>712.25)

N/AN/AN/AType of cancer

.191.8 (1)31 (61)38 (73)Hematology tumor

.191.8 (1)20 (39)14 (27)Solid tumor

N/AN/AN/ATime since diagnosis (months)

.570.3 (1)41 (80)44 (85)0-6

.570.3 (1)10 (20)8 (15)7-12

N/AN/AN/ARisk stratification of cancer

.611.0 (2)17 (33)18 (35)Low

.611.0 (2)18 (35)22 (42)Intermediate

.611.0 (2)16 (31)12 (23)High

.49−0.691 (101)N/A33.22 (5.0)N/A33.92 (5.4)N/AParents’ age in years

.201.278 (101)N/A6.41 (3.6)N/A5.48 (3.7)N/AChildren’s age in years

aThe significance of t test is 2 tailed.
bN/A: not applicable.
cFisher exact test.

Comparisons Between Experimental and Control
Groups
Table 3 presents comparisons of resilience, depressive
symptoms, and QoL between the 2 groups at each measuring
point. Compared with the participants in the control group, those
in the experimental group showed statistically higher levels of
resilience at 2 months (mean 61.90, SD 14.6 vs mean 69.35,
SD 13.4; P=.005) and 6 months (mean 58.27, SD 19.0 vs mean

67.96, SD 15.8; P<.001) and lower levels of depressive
symptoms at 2 months (mean 44.66, SD 8.0 vs mean 40.40, SD
9.1; P=.009) and 6 months (mean 46.04, SD 10.9 vs mean 40.17,
SD 9.9; P<.001). Although the QoL scores in the control group
were lower than those in the experimental group, no significant
differences were found between the 2 groups at 2 months (mean
0.75, SD 0.1 vs mean 0.77, SD 0.2; P=.11) and 6 months (mean
0.76, SD 0.3 vs mean 0.79, SD 0.2; P=.07).
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Table 3. Comparison of resilience, depressive symptoms, and quality of life in the experimental and control groups (N=103).

P valueZControl (n=51),
median (range)

Experimental (n=52),
median (range)

P valuet test (df)aControl (n=51),
mean (SD)

Experimental
(n=52), mean (SD)

Outcomes measures

Resilience

.71–0.37662 (18-84)63 (32-96).55–0.598
(101)

61.73 (14.7)63.48 (15.1)Baseline

.004–2.84662 (12-94)69 (31-96).005–2.673
(101)

61.90 (14.6)69.35 (13.4)2 months

.002–3.10258 (22-87)66 (41-100)<.001–3.521
(101)

58.27 (19.0)67.96 (15.8)6 months

Depressive symptoms

.46–0.74044 (29-70)45 (30-67).40–0.852
(101)

44.16 (7.1)45.40 (7.7)Baseline

.008–2.66545 (24-71)39 (24-62).0092.554 (101)44.66 (8.0)40.40 (9.1)2 months

.002–3.02545 (31-64)40 (25-63)<.0013.467 (101)46.04 (10.9)40.17 (9.9)6 months

Quality of life

.42–0.8010.78 (0.44-0.96)0.82 (0.41-1.00).85–0.191
(101)

0.76 (0.1)0.77 (0.1)Baseline

.15–1.4560.76 (0.45-1.00)0.82 (0.49-0.96).11–1.589
(101)

0.75 (0.1)0.77 (0.2)2 months

.18–1.3400.79 (0.48-1.00)0.81 (0.47-1.00).07–1.791
(101)

0.76 (0.3)0.79 (0.2)6 months

aThe significance of t test is 2-tailed.

Generalized Estimating Equation Model
There were 16.5% (17/103) of cases with missing data on the
variables during follow-up, including resilience, depressive
symptoms, and QoL. Table 4 shows the results of the
generalized estimating equation model for study outcomes under
the intention-to-treat and complete case analyses. Similar results
between the 2 analyses reflected the robustness of multiple
imputation. Statistically significant main effects were found for

the intervention in promoting resilience (β=6.082; P=.01) and
decreasing depressive symptoms (β=−2.772; P=.04), whereas
no significant intervention effect was observed for QoL (β=.020;
P=.38). In addition, significant group-by-time interaction effects
were detected for resilience at 2 months (β=5.812; P=.01) and
6 months (β=7.167; P=.01) and for depressive symptoms at 2
months (β=−5.553; P<.001) and 6 months (β=−6.504; P<.001).
No significant interaction effects were observed for QoL at 2
months (β=.021; P=.42) or 6 months (β=.023; P=.43).
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Table 4. A generalized estimating equation model for resilience, depressive symptoms, and quality of life.

Complete case (N=86)Intention-to-treat (N=103)Outcome measures

P valueβ (SE; 95% CI)P valueβ (SE; 95% CI)

Resilience

.026.055 (2.652; 0.858 to 11.253).016.082 (2.360; 1.455 to 10.709)Main effecta

.0056.373 (2.226; 2.011 to 10.736).015.812 (2.363; 1.177 to 10.448)Group×time 1b,c

.0047.605 (2.739; 2.236 to 12.974).017.167 (2.921; 1.436 to 12.899)Group×time 2b,c

Depressive symptoms

.12−2.454 (1.581; −5.553 to 0.644).04−2.772 (1.354; −5.427 to −0.117)Main effect

<.001−5.403 (1.177; −7.710 to −3.096)<.001−5.553 (1.233; −7.971 to −3.135)Group×time 1

<.001−7.251 (1.417; −10.028 to −4.474)<.001−6.504 (1.592; −9.633 to −3.375)Group×time 2

Quality of life

.58.014 (0.025; −0.035 to 0.063).38.020 (0.023; −0.025 to 0.064)Main effect

.45.021 (0.027; −0.032 to 0.074).42.021 (0.026; −0.030 to 0.073)Group×time 1

.44.021 (0.027; −0.032 to 0.073).43.023 (0.030; −0.035 to 0.082)Group×time 2

aReferred to control group.
bReferred to control group and baseline.
cTime 1 and time 2 refer to 2 and 6 months of follow-up, respectively.

Discussion

Principal Findings
This RCT addressed an important health issue related to the
consequences of children’s cancer on their parents’
psychological well-being and QoL, an area that has not been
well explored. Most importantly, this study is original and helps
to clarify the effectiveness of a mobile device–based resilience
training program in reducing depressive symptoms and
enhancing resilience and QoL in Chinese parents of children
with cancer. To our knowledge, this study is the first RCT that
combines mHealth and resilience training to improve mental
health in the parents of children with cancer.

This study demonstrated that over a 2-month period, this mobile
device–based resilience training program was sufficient to
enhance resilience in the parents of children with cancer. The
findings were in accordance with those of a previous study
conducted in students using a computer device compared with
educational attention control [38]. Guided by the resilience
framework of Kumpfer [24], our program provided training in
skills to foster internal resilience factors and enhance the
resilience levels of parents of children with cancer. For example,
the practice of recording 3 good things every day could
encourage the participants to focus on positive things so as to
cultivate positive emotions and optimism related to internal
emotional characteristics [39]. Cognitive reframing training,
which usually involves internal cognitive characteristics, could
help the participants view the situation from various perspectives
and change their negative thoughts into positive ones, thus
allowing them to deal with trouble in cognition [40]. Moreover,
to foster internal spiritual characteristics, the participants were
encouraged to express their gratitude in various ways to those
who supported them. Such gratitude practices have been shown

to cultivate participants’ positive beliefs and help them attain
personal growth [41]. In addition, the difference in resilience
between the experimental and control groups was still significant
after 6 months of follow-up, which indicates that the
effectiveness of a mobile device–based resilience training
program can be sustained over an extended period. Increased
proficiency in skills use may play a role in maintaining resilience
levels and help parents better navigate adversity [42].

The mobile device–based resilience training program
significantly alleviated depressive symptoms in parents of
children with cancer. The depressive symptoms score increased
continuously across the study for the parents in the control
group, whereas the score for the parents in the experimental
group showed an opposite trend. These findings were consistent
with those of previous resilience training programs for patients
with chronic illnesses [16] and contrary to the changes in
resilience in this study. The negative relationship between
resilience and depressive symptoms has been widely
acknowledged [33,43], and our findings further support this
relationship in parents of children with cancer. It has been noted
that resilience can protect individuals from stress-related
disorders such as depressive symptoms via positive cognition
and enhanced self-efficacy [44]. Individuals with high levels
of resilience are more likely to believe that they have the skills
to deal with an adverse situation and to appraise the situation
as a challenge to overcome [45]. In this study, problem-solving
skills were taught to help parents deal with the issues they
encountered in caring for their children with cancer. Combined
with character strength training, parents were expected to use
their cultivated strengths to solve related problems in daily life.
Hence, the learned skills that could increase parents’confidence
in coping with their children’s cancer may have a positive effect
on alleviating their depressive symptoms. Furthermore, evidence
has shown that relaxation techniques and strong relationships
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are beneficial for ameliorating depressive symptoms [46,47].
The guided breath awareness practice and parent–child
communication training included in the resilience training
program may also play a role in reducing depressive symptoms
in parents of children with cancer.

Although the QoL scores in the experimental group were higher
than those in the control group, no significant effects were
detected. The improvements in resilience and alleviation of
depressive symptoms did not significantly promote QoL in the
parents of children with cancer, possibly because of the
relatively short study period. It has been well demonstrated that
a change in QoL usually takes a longer time than behavior
changes or mental health improvement [48]. Previous studies
generally included 3 months of follow-up to explore the effect
of a resilience training program on QoL, and the pooled results
of the systematic review showed no significant improvement
[16]. It is recommended that future studies add further evidence
on the long-term effects of a mobile device–based resilience
training program on QoL in parents of children with cancer. In
addition, QoL is regarded as a multidimensional concept that
is influenced by various factors other than resilience and
depressive symptoms [49,50]. The skills trained in this study
focused mainly on promoting the parents’ psychological
well-being, and strategies that target the cultivation of social
resources and improvement of physical health are worth
considering in future interventions. Evidence has shown that
COVID-19 is a stressful event for the general public and can
have an impact on their QoL [51]. Given that the study period
covered the first wave of COVID-19 in China, the pandemic
might have had an impact on the parental QoL and weakened
the intervention effects. However, the efficacy in enhancing
resilience and reducing depressive symptoms indicated that the
learned skills in resilience training could help parents adapt to
adversities, including the pandemic.

Limitations
There were 2 limitations to this study. First, we only examined
the effects of the mobile device–based resilience training
program on parents of children with cancer for 6 months.
Whether the improvement in resilience and the reduction in
depressive symptoms could be sustained or whether the changes
in QoL could show a significant difference over the long term
should be further explored. Second, because of the small sample
size, we did not perform a statistical assessment to identify the
potential impacts of social demographics and children’s clinical
characteristics (ie, time since diagnosis) on parents’ outcomes.

Nevertheless, we conducted a cross-sectional study to explore
the relationships between resilience and QoL in Chinese parents
of children with cancer [52] before this RCT. The results showed
that the time since diagnosis did not correlate with parents’
resilience and QoL.

Implications for Future Practice and Research
Given the increasing incidence of childhood cancer and
considerable stress in caring for these children [1], it is critical
in clinical practice to provide effective psychological
interventions for parents of children with cancer. Our findings
indicate that our mobile device–based resilience training
program was efficient in enhancing resilience and reducing
depressive symptoms. As a potential preventive strategy for
stress-related disorders [14], the application of a resilience
training program is recommended at an early stage when parents
first face the diagnosis of their child’s cancer. The learned skills
would then promote parental resilience and help them adapt
more quickly to their child’s cancer and deal with the adversity
without the harassment of stress-related disorders. Considering
the effectiveness and convenience of the mobile device–based
resilience training program, health care professionals could use
popular social media apps such as WeChat, Facebook, and
WhatsApp to implement such programs to benefit more parents
of children with cancer via mHealth care. As objective biometric
data can complement the subjective evidence of the effects of
the mobile device–based resilience training program, relative
biometric outcomes should be assessed in future studies. In
addition, given that changes in children’s health conditions
might affect the parents’ outcomes, it is recommended that
future studies also assess the health condition of children with
cancer over time. Finally, the parental physical symptoms, such
as insomnia, could be good indicators of the effectiveness of
resilience training programs, which should be assessed in future
studies.

Conclusions
Our mobile device–based resilience training program was
developed under the resilience framework of Kumpfer [24] and
included 8 tweets and assignments to train skills that foster
internal resilience factors. The parents of children with cancer
who participated in this program revealed higher levels of
resilience and fewer depressive symptoms than the control
subjects. It is highly recommended that health care professionals
incorporate this resilience training program when providing
psychological care to parents of children with cancer.
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Abstract

Background: Behavioral habits are often initiated by contextual cues that occur at approximately the same time each day; so,
it may be possible to identify a reflexive habit based on the temporal similarity of repeated daily behavior. Mobile health tools
provide the detailed, longitudinal data necessary for constructing such an indicator of reflexive habits, which can improve our
understanding of habit formation and help design more effective mobile health interventions for promoting healthier habits.

Objective: This study aims to use behavioral data from a commercial mindfulness meditation mobile phone app to construct
an indicator of reflexive meditation habits based on temporal similarity and estimate the association between temporal similarity
and meditation app users’ perceived health benefits.

Methods: App-use data from June 2019 to June 2020 were analyzed for 2771 paying subscribers of a meditation mobile phone
app, of whom 86.06% (2359/2771) were female, 72.61% (2012/2771) were college educated, 86.29% (2391/2771) were White,
and 60.71% (1664/2771) were employed full-time. Participants volunteered to complete a survey assessing their perceived changes
in physical and mental health from using the app. Receiver operating characteristic curve analysis was used to evaluate the ability
of the temporal similarity measure to predict future behavior, and variable importance statistics from random forest models were
used to corroborate these findings. Logistic regression was used to estimate the association between temporal similarity and
self-reported physical and mental health benefits.

Results: The temporal similarity of users’ daily app use before completing the survey, as measured by the dynamic time warping
(DTW) distance between app use on consecutive days, significantly predicted app use at 28 days and at 6 months after the survey,
even after controlling for users’ demographic and socioeconomic characteristics, total app sessions, duration of app use, and
number of days with any app use. In addition, the temporal similarity measure significantly increased in the area under the receiver
operating characteristic curve (AUC) for models predicting any future app use in 28 days (AUC=0.868 with DTW and 0.850
without DTW; P<.001) and for models predicting any app use in 6 months (AUC=0.821 with DTW and 0.802 without DTW;
P<.001). Finally, a 1% increase in the temporal similarity of users’ daily meditation practice with the app over 6 weeks before
the survey was associated with increased odds of reporting mental health improvements, with an odds ratio of 2.94 (95% CI
1.832-6.369).

Conclusions: The temporal similarity of the meditation app use was a significant predictor of future behavior, which suggests
that this measure can identify reflexive meditation habits. In addition, temporal similarity was associated with greater perceived
mental health benefits, which demonstrates that additional mental health benefits may be derived from forming reflexive meditation
habits.

(J Med Internet Res 2021;23(11):e27282)   doi:10.2196/27282
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Introduction

Background
Practicing healthier daily behaviors would improve many
important physical and mental health outcomes for adults in the
United States [1-5]. However, even when healthy behaviors are
successfully initiated, many people find it difficult to maintain
them as long-term habits [6-8] and thus do not attain the
corresponding health benefits. One theory of habitual behaviors
from psychology and neuroscience contends that habits are
unconsciously or reflexively cued by environmental stimuli
[9-11]. By repeatedly pairing an environmental or contextual
cue with the performance of a desired behavior, our brains
routinize the cue-behavior association, reducing the use of
deliberative cognitive processes to instigate the daily
performance of the behavior [12-14]. Recent research suggests
that these contextually cued reflexive responses underlie many
of our daily behaviors [9,15], and reflexively instigated habits
are a commonly reported behavioral strategy among those who
successfully maintain healthy habits, such as daily medication
adherence and physical activity [16-20]. However, research has
yet to examine mindfulness meditation practices, where the
reduction in cognitive effort associated with reflexively
instigating meditation [20-22] may enhance the mindfulness
experience and increase the corresponding mental health
benefits.

An additional limitation to the existing psychology research on
habitual behaviors has been the reliance on self-reported
measures of habit strength [23]. Habits are theorized to be
unconsciously initiated, and as such, individuals should not be
able to accurately recall their experience of performing a
habitual behavior. Thus, self-reported measures are more likely
to capture an individual’s perceived self-efficacy or fluency in
their behavior [24]. The historical reliance on survey-based
habit measures stemmed from a lack of detailed, longitudinal
behavioral data necessary for observing daily behavioral
patterns. With the recent advent and popularity of mobile health
(mHealth) tools that collect precise, high-frequency data on
users’daily behaviors, there is a new opportunity for developing
more objective indicators of daily habits. These data-driven
measures offer the potential to more accurately describe the
habit formation process and inform the design of new mHealth
interventions that can more successfully promote the formation
of healthier habits. As this type of high-frequency daily data
are available for many health behaviors, such as physical activity
(via wearable fitness trackers), medication adherence (via pill
bottles with electronic caps), and mobile phone app–based
mindfulness meditation, objective identifiers of reflexive habits
will also allow the research on habitual behaviors to be
translated across behavioral settings with a higher degree of
fidelity.

Goals of This Study
The 2 aims of this study are to construct and test an objective
indicator of contextually cued mindfulness meditation habits
and to estimate the association between this indicator and
improvements in physical and mental health. For this research,
we examined detailed observations of mindfulness meditation
practices among users of Calm, a popular commercial meditation
smartphone app. Our novel indicator of contextually cued habits
was constructed to capture the temporal similarity of daily app
use (ie, using the app at approximately the same time of the
day) based on the dynamic time warping (DTW) distance
between app use on consecutive days (detailed below). Existing
research has shown that most contextually cued habits are
performed at approximately the same time and in the same
location each day [25,26], which motivates the use of temporal
similarity to identify reflexively instigated meditation habits.
However, as contextually cued habits are rarely based strictly
on time, DTW is used to flexibly measure temporal changes in
app-use patterns. For example, a person’s daily meditation habit
could be cued by finishing lunch or arriving home after work,
both of which may occur at slightly different times each day.
Accordingly, we apply the DTW measure to capture the broad
changes in daily app use start time, duration, or both, while
allowing for small daily variations in these dimensions. As a
large difference in temporal similarity between 2 days signals
that the individual was meditating with the app in a different
pattern on those days, we hypothesize that our measure of
temporal similarity will indicate when the individual’s
meditation behavior occurred outside of their usual behavioral
context and routines. Admittedly, not all reflexive habits are
performed at approximately the same time each day; however,
our approach aims to identify most meditation habits that are
initiated by temporally similar contextual cues.

In this study, we evaluate our measure of temporal similarity
as an indicator of meditation habits by estimating the relative
importance of temporal similarity for predicting users’ future
app use. As contextually cued habits are known to underlie
many of our long-term daily behaviors, we hypothesize that our
temporal similarity measure will successfully identify many
users’ reflexive meditation habits and thus significantly predict
users’ future behavior. We test this hypothesis by comparing
the predictive strength of temporal similarity with measures of
the frequency and duration of app use [27-31]. Toward the
second aim of this study, we then estimate the association
between our temporal similarity measure and perceived physical
and mental health benefits from using the meditation app. This
second set of analyses was exploratory in nature and was
designed to investigate the potential relationship between
reflexive medication habits and changes in physical and mental
health.

This is the first study to offer an objective indicator of reflexive
meditation habits based on detailed mHealth data. This measure
will allow researchers to better describe the habit formation
process and to better target and measure future behavioral
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interventions for promoting healthier habits. This study is also
the first to examine the potential mental health benefits of
forming a mindfulness meditation habit, which provides new
directions for future mHealth interventions that aim to improve
mental health outcomes.

Methods

Recruitment and Data Description
We used longitudinal mindfulness meditation app user data
from the commercial app Calm, which had >2 million paying
subscribers at the time of data collection. Subscribers in
December 2019 who were (1) aged at least 18 years, (2) had a
subscription expiration that was at least 2 months away, and (3)
had opened at least one email from Calm in the past 90 days
were recruited via email to complete a survey on their perceived
sleep quality improvements from using the app. These eligibility
criteria were used to recruit persistent users of Calm who likely
had high intrinsic motivation for meditation, which helps our
analyses by reducing the potentially confounding influence of
motivation on our ability to identify reflexive meditation habits;
the average length of time since first subscribing to Calm was
11.5 months (SD 10.4 months) in this sample. The survey
assessment also contained measures of users’ socioeconomic
status, self-reported app use, physical and mental health status,
and perceptions of the physical and mental benefits they
experienced after using the app. The survey was approved by
the institutional review board of the Arizona State University
(STUDY00009725), and the results and additional details on
the survey methods and findings have been published elsewhere
[32].

Minute-level app use data for the same set of survey respondents
were used to develop an objective identifier of habitual app use
to predict future use of the app after completion of the survey
and to estimate the association with perceived mental health
benefits from using the app. The minute-level data set was
compiled from all app sessions that were observed 6 months
before (June 2019) to 6 months after (June 2020) respondents
completed the survey in December 2019. The Calm app offers

a wide range of mindfulness content, and a session was recorded
when using any one of the following 7 session types: guided or
timed meditations, sleep stores, breath training exercise
(breathe), music, nature sounds (soundscape), in-depth audio
classes (masterclass), and video lessons on mindful movement
routines (body). For each observed session, the data contained
information on the session’s start time, duration, type, title of
the specific content, and whether the session was completed.

Statistical Analysis
To characterize app use before and after completing the survey,
we calculated the number of total sessions used, number of
unique sessions used, duration of use, start time, and whether
any app use occurred on a given day [27-31]. In addition to
these measures, temporal similarity was estimated by converting
each day in our sample period into a 1440-minute time series
of 0s (when the app was not in use) and 1s (when the app was
being used) and then calculating the DTW distance between the
time series of app use on consecutive days. As shown in Figure
1, the DTW distance measure is a more flexible calculation than
the Euclidean distance between any two 1440-minute time series
as it compares the use on one day to use over a wider range of
minutes on the other day. Although the Euclidean distance
compares use between the exact same minute on each day,
Figure 1 shows that the DTW distance is calculated by
comparing use on one day with a similar pattern of use that
occurred slightly later on the next day. In this way, DTW
distance does not penalize users for engaging in the same overall
pattern of daily app use that is simply shifted a few minutes
earlier or later on a given day. This measure of temporal
similarity was calculated using the dtw package in R version
4.0.1 (R Foundation for Statistical Computing) and additionally
modified to penalize nonuse on consecutive days (see
Multimedia Appendix 1 for details). In this way, the final
measure of temporal similarity can be interpreted as the average
percentage of daily minutes that are inconsistently performed
between consecutive days. See Multimedia Appendix 2 for a
visualization of the DTW calculation and other attributes found
in the Calm app use data.
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Figure 1. Visualization of the dynamic time warping (DTW) distance between 2 consecutive days of use, where 0 indicates not using the app and 1
indicates app use during the indicated period. The left panel shows the Euclidean distance between 2 days of equal total use (ie, two time periods with
a 1) but the use pattern is shifted in time. As shown on the right panel, DTW compresses or stretches a time series so that the points on one day are
mapped to nearby points in the other day that have similar values. The Euclidean distance between these 2 days is 2, whereas the DTW distance is 0.
DTW: dynamic time warping.

Each of the objective measures of app use, including frequency,
duration, and the temporal similarity measure, were calculated
daily for each user and averaged within nonoverlapping 14-day
intervals. We then analyzed changes in these measures over
multiple intervals to describe how app use patterns changed
over time. As some of the users had infrequent app use at the
start of our sample period, each user was assigned a unique start
date based on the first Monday after at least 5 days of use within
a 14-day period. We started each user on a Monday to control
for the observed differences in behavior between weekdays and
weekends. The objective measures of app use were then defined
for all users over 10 nonoverlapping 14-day intervals preceding
the date of survey completion. The use of 14-day intervals was
chosen so that each interval would contain an equal number of
weekdays and weekends, and the results were largely unchanged
when these intervals were shortened or widened. For users
without 10 nonoverlapping 14-day intervals between their start
date and the date of survey completion, additional 14-day
intervals were constructed after the survey date so that all users
had 10 intervals (140 days) over which the aforementioned
objective measures were calculated. These additional postsurvey
intervals were not used to analyze the survey-based mental
health outcomes (second aim) but were used to test the ability
of temporal similarity to predict future app use (first aim).

Finally, these objective measures of app use were calculated
based on all observed sessions, as well as separately by session
type and session timing, stratified by Morning (4 AM to 12
PM), Evening (12 PM to 8 PM), or Night (8 PM to 4 AM the
next day). These measures, along with users’ socioeconomic
status, were summarized using means and SDs for continuous
variables and counts and percentages for dichotomous variables;
group differences in dichotomous variables were compared
using the prtest command in Stata/MP 16.1 (StataCorp) [33].

Toward our first aim of testing temporal similarity as an
indicator of reflexive meditation habits, we estimated the
predictive ability of temporal similarity on 3 dichotomous
measures of future app use: any app use 28 days later, any app
use 6 months later, and an identifier for whether the total
duration of app use during the 28-day period following the
survey was above the median duration during this period. For
each of these 3 outcomes, 3 predictive modeling techniques
were used. First, logistic regression was used to estimate the
associations between each dichotomous outcome and all
available objective app-use measures. Second, the same logistic
models with and without the DTW-based temporal similarity
measures were used to calculate the receiver operating
characteristic (ROC) curves and the corresponding areas under
the ROC curve (AUCs), a measure of model fit. AUCs from
the 2 models (ie, with and without the DTW-based temporal
similarity measure) were compared using a chi-square test [34]
performed by the roccomp command in Stata/MP 16.1. Finally,
using the same set of objective app-use measures, we estimated
the relative importance of each app-use measure using a random
f o r e s t  a l g o r i t h m  f r o m  t h e
sklearn.ensemble.RandomForestClassier command in Python
3.8.3 (Python Software Foundation) [35].

To investigate the relationship between reflexive meditation
habits and changes in health, we used logistic regression to
estimate the association between perceived physical and mental
benefits from using the app and the objective app-use measures,
including temporal similarity. Physical and mental benefits were
measured from survey questions that separately asked whether
7 different physical health conditions (hypertension, high
cholesterol, asthma, emphysema, other lung diseases, heart
disease, cancer, pain, and arthritis) and 3 different mental health
conditions (anxiety, posttraumatic stress disorder, and
depression) were improved and whether these measures were
very improved. The dichotomous measure of whether physical
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health was improved was set equal to 1 if participants responded
with an affirmative response (ie, yes, the condition was
improved) to any of the physical health conditions and equal to
0 otherwise. Similar procedures were used to construct the
dichotomous measure of improved mental health and to
construct separate dichotomous measures for physical and
mental health reported as very improved. Logistic regressions
estimated the association between these dichotomous measures
of physical and mental health improvements and objective
app-use measures, controlling for users’ socioeconomic status.
To better compare model estimates for the different objective
app-use measures, a logarithm transformation was applied to
each app-use measure so that each association measured the
correlation between a 1% increase in the indicated behavioral
measure and the odds of experiencing improved health from
using the app. Similar log transformations were also applied to
the predictive logistic models described above to further improve
comparability across the estimated statistical relationships. The
logistic regressions were performed by the logit command in
Stata/MP 16.1

Data Exclusion
Survey respondents that did not have sufficient app use to meet
the start date definition detailed above were not included in
these analyses (n=2239). However, their irregular app use
provides strong evidence that these users did not habitually use

the app. Therefore, the results of this study and subsequent
discussion serve to describe how regular users of the app may
benefit from temporally consistent meditation habits, both in
their odds of persistent app use and experiencing health benefits.

Results

Sample Characteristics
The sample of Calm users was aged between 21 and 87 years
(mean 48.0 years, SD 14.2 years), was primarily female
(2359/2771, 86.06%) and White (2391/2771, 86.29%), with a
median household income of US $80,000 (mean US $105,927,
SD US $86,940.20). Table 1 illustrates the demographic and
socioeconomic characteristics, which are largely the same
between those with above and equal to or below the median
number of meditation sessions used during the 14 days before
completing the survey (median=2 sessions). Between both
groups, less than two-thirds of users worked full-time.
Approximately 43.27% (1199/2771) reported having at least
one mental health condition (stress, depression, or anxiety), and
approximately 39.01% (1081/2771) reported at least one chronic
physical health condition (eg, emphysema or cancer). Household
income is presented as a categorical variable in Table 1 to better
describe the distribution of income in the sample, which was
>US $61,000 for 61.1% (1693/2771) of the participants.
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Table 1. Sample demographics by observed use of meditation sessions (N=2771).

P valuebDifference (percent-
age points)

Equal or below median

meditation sessionsa

(n=1225), n (%)

Above median meditation

sessionsa (n=1546), n (%)

Total sample, n
(%)

Characteristics

Age (years)

.56−0.74139 (11.35)186 (12.03)325 (12.23)18-30

.501.05264 (21.55)317 (20.5)581 (20.97)31-40

.880.24270 (22.04)337 (21.8)607 (21.91)41-50

.980.04243 (19.84)306 (19.79)549 (19.81)51-60

.48−1.00189 (15.43)254 (16.43)443 (15.99)61-70

.320.8368 (5.55)73 (4.72)141 (5.09)71-80

.53−0.4951 (4.16)72 (4.66)123 (4.44)>81

Race

.013.221079 (88.08)1312 (84.86)2391 (86.29)White

.08−1.0927 (2.2)51 (3.3)78 (2.81)Asian

.780.053 (0.24)3 (0.19)6 (0.22)Native American

.31−0.6328 (2.29)45 (2.91)73 (2.63)Black

.09−1.0828 (2.29)52 (3.36)80 (2.89)Biracial

.31−1.0491 (7.43)131 (8.47)222 (8.01)Race other

.31−0.9467 (5.47)98 (6.34)165 (6.05)Hispanic

<.0016.661089 (88.9)1270 (83.15)2359 (86.06)Sex (female)

Household income (US $)

.21−1.4250 (4.08)77 (4.98)127 (4.58)<21,000

.073.55227 (18.53)242 (15.65)469 (16.92)21,000-60,000

.10−3.34217 (17.71)304 (19.66)521 (18.8)61,000-100,000

.790.57303 (24.73)368 (23.8)671 (24.21)>100,000

.202.42754 (61.55)910 (59.63)1664 (60.71)Employed full-time

Education

.730.65460 (37.55)570 (36.87)1030 (37.17)Bachelor’s degree

.36−1.67423 (34.53)559 (36.16)982 (35.44)Graduate degree

Health status

.39−1.62519 (42.37)680 (43.98)1199 (43.27)Mental health condition

.381.63489 (39.92)592 (38.29)1081 (39.01)Physical health condition

.03−3.40250 (20.41)368 (23.8)618 (22.3)Only mental health diagnosis

aNumber of meditation sessions measured over the 14 days before survey completion; median number of meditation sessions over the 14 days before
the survey was 2 sessions.
bP values from proportion tests comparing those with above and those with equal to or below the median number of meditation sessions during the 2
weeks before survey completion.

Most users, approximately 69.87% (1936/2771), reported using
the app ≥5 times per week, as shown in Table 2. Importantly,
38% (1053/2771) of users noticed improved mental health status
from using the app, whereas 19.38% (537/2771) experienced
improved physical health. Table 2 also illustrates the mental
health benefits from mindfulness meditation, as the users with

above the median number of meditation sessions during the 14
days before completing the survey were 3.5 percentage points
(P=.05) more likely to experience improved mental health and
8.5 percentage points (P<.001) more likely to experience very
improved mental health than those with equal to or below the
median number of meditation sessions.
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Table 2. Self-reported use and health benefits by observed meditation sessions (N=2771).

P valuebEqual or below median

meditation sessionsa

(n=1225), n (%)

Above median meditation

sessionsa (n=1546), n (%)

Total sample, n
(%)

Characteristics

Self-reported app use

.5580 (6.53)110 (7.12)190 (6.86)1-2 days/week

.01269 (21.96)280 (18.11)549 (19.81)3-4 days/week

.15840 (68.57)1099 (71.09)1939 (69.97)5-7 days/week

<.001491 (40.08)1119 (72.38)1610 (58.1)Use any meditation features

<.0011117 (91.18)1165 (75.36)2282 (82.35)Use any sleep stories features

<.001148 (12.08)689 (44.57)837 (30.21)Use in mornings

<.001296 (24.16)513 (33.18)809 (29.2)Use in evenings

<.0011185 (96.73)1376 (89)2561 (92.42)Use at night

<.001785 (64.08)790 (51.1)1575 (56.84)Try to consistently use at night

Perceived health benefits

.05441 (36)612 (39.59)1053 (38)Improved mental health

.008210 (17.14)327 (21.15)537 (19.38)Improved physical health

.50333 (27.18)438 (28.33)771 (27.82)Improved mental health (only)

<.001155 (12.65)327 (21.15)482 (17.39)Very much improved mental health

.1044 (3.59)75 (4.85)119 (4.29)Very much improved physical health

<.001135 (11.02)295 (19.08)430 (15.52)Very much improved mental health (only)

aNumber of meditation sessions measured over the 14 days before survey completion; median number of meditation sessions over the 14 days before
the survey was 2 sessions.
bP values from proportion tests comparing those with above and those with equal to or below the median number of meditation sessions during the 2
weeks before completing the survey.

Table 3 presents the mean, SD, and maximum values of the
objective measures of app use calculated over the 14 days before
survey completion. On average, the likelihood of using any
session type on a given day was 55.7%, the likelihood of using
meditation features was 28.4%, and the likelihood of using sleep
stores was 32% over this period. Approximately 1.14 (SD 2.26)
sessions of any type were used per day, with 0.35 (SD 1.11)
sessions occurring in the mornings and 0.66 (SD 1.21) sessions
occurring in the evenings. Meditation sessions were performed
with equal frequency in the mornings—approximately 0.17 (SD
0.36) sessions per day—and the evenings—approximately 0.16
(SD 0.34) sessions per day—whereas sleep stories were largely
performed at night (mean 0.37 sessions per day, SD 0.51

sessions per day). A similar pattern was observed for users’
average duration in minutes of app use per day by session type,
where meditation sessions were used for approximately 2.30
(SD 5.91) minutes in the mornings and 2.84 (SD 6.56) minutes
in the evenings, and sleep stories were used for an average of
11.54 (SD 16.19) minutes in the evenings. Finally, the average
DTW distance measure across all session types, which
incorporated the penalty for nonuse and was standardized by
users’ average duration of daily use over these 14 days, was
equal to 0.539 (SD 0.35). In contrast, the DTW distance
measured just among meditation and sleep story features was
smaller, at approximately 0.489 (SD 0.44) and 0.474 (SD 0.45),
respectively.
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Table 3. Objective app use measures over 14 days before survey completion (N=2771).

MaximumValue, mean (SD)Characteristics

1.0000.557 (0.37)Any session/day

1.0000.284 (0.36)Meditation sessions/day

1.0000.320 (0.35)Sleep stories sessions/day

48.2860.351 (1.11)Sessions/day in mornings

6.7860.121 (0.32)Sessions/day in evenings

45.6430.666 (1.21)Sessions/day at night

81.6430.836 (1.87)Sessions/day weekdays

12.2860.302 (0.46)Sessions/day weekends

93.9291.139 (2.26)Sessions/day total

4.3570.173 (0.36)Meditation sessions/day in mornings

2.5710.067 (0.19)Meditation sessions/day in evenings

3.2140.168 (0.34)Meditation sessions/day at night

2.7860.081 (0.25)Sleep stories sessions/day in mornings

2.3570.025 (0.12)Sleep stories sessions/day in evenings

4.9290.369 (0.51)Sleep stories sessions/day at night

352.3097.149 (16.82)Duration/day in mornings (minutes)

81.5782.137 (5.86)Duration/day in evenings (minutes)

596.22218.043 (25.83)Duration/day at night (minutes)

768.20019.737 (29.93)Duration/day weekdays (minutes)

239.9417.592 (11.97)Duration/day weekends (minutes)

142.1672.295 (5.91)Meditation duration/day in mornings (minutes)

35.8010.814 (2.36)Meditation duration/day in evenings (minutes)

83.7392.836 (6.56)Meditation duration/day at night (minutes)

91.8482.480 (7.62)Sleep stories duration/day in mornings (minutes)

78.6470.750 (3.51)Sleep stories duration/day in evenings (minutes)

169.73611.535 (16.19)Sleep stories duration/day at night (minutes)

3.2070.539 (0.35)DTWa distance

1.3860.489 (0.44)DTW distance (only meditation sessions)

1.9020.474 (0.45)DTW distance (only sleep stories)

aDTW: dynamic time warping.

Predictive Models
The first set of analyses used the objective measure of app use
over 140 days to predict users’ future app use to test the ability
of temporal similarity to identify reflexive habits. Table 4
displays the exponentiated logistic regression coefficients and
95% CIs using the objective app-use measures to predict the 3

dichotomous measures of future app use. The table displays the
results for all objective app-use measures calculated over the
6th through the 10th 14-day interval after each user’s start date.
The app-use measures calculated over intervals 1-5, and the
demographic controls displayed in Table 1 were also included
in each logistic regression model but were suppressed from
Table 4 for ease of presentation.
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Table 4. Objective measures in the 10th (2-week) interval predicting future app use (N=2771).a

Odds ratio (95% CI)Predictor

High duration in next
28 days

High duration in
next 28 days

Any use 6 months
later

Any use 6 months
later

Any use 28 days lat-
er

Any use 28 days
later

Days of any use

1.676 (0.38-1.80)1.148 (0.66-1.31)1.397 (0.91-2.15)1.527c (1.11-2.10)4.282b (2.65-6.93)3.378b (2.32-4.92)Interval 10

1.606 (0.32-1.85)1.187 (0.56-1.20)1.197 (0.78-1.84)1.278 (0.91-1.79)2.159c (1.35-3.45)1.955b (1.37-2.79)Interval 9

1.471d (1.13-1.97)1.252 (0.82-1.91)1.089 (0.66-1.81)0.851 (0.56-1.30)1.076 (0.64-1.82)1.119 (0.72-1.74)Interval 8

1.195 (0.54-1.71)1.106 (0.72-1.70)1.346 (0.80-2.26)1.165 (0.76-1.78)1.127 (0.65-1.95)0.856 (0.54-1.35)Interval 7

1.203 (0.64-1.63)1.065 (0.71-1.59)1.171 (0.71-1.95)1.115 (0.74-1.68)1.202 (0.71-2.04)1.054 (0.67-1.67)Interval 6

Total sessions

0.785 (0.37-1.67)1.140 (0.64-2.02)1.024 (0.54-1.95)1.107 (0.58-2.11)1.561 (0.82-2.97)1.347 (0.72-2.52)Interval 10

1.566 (0.78-3.14)0.887 (0.50-1.57)0.757 (0.41-1.41)0.701 (0.39-1.27)1.484 (0.83-2.66)1.508 (0.83-2.73)Interval 9

1.334 (0.61-2.93)1.322 (0.74-2.35)1.019 (0.57-1.82)1.100 (0.62-1.94)0.926 (0.53-1.61)0.899 (0.52-1.55)Interval 8

1.564 (0.74-3.32)1.149 (0.68-1.95)0.835 (0.46-1.53)0.803 (0.45-1.42)1.072 (0.58-1.99)1.127 (0.61-2.07)Interval 7

1.043 (0.46-2.34)1.003 (0.56-1.79)1.831 (0.99-3.40)1.842d (1.02-3.34)0.839 (0.48-1.46)0.809 (0.46-1.41)Interval 6

Total duration

1.272c (1.07-1.51)1.108d (1.02-1.20)1.012 (0.92-1.11)1.022 (0.94-1.11)0.857d (0.75-0.97)0.953 (0.86-1.06)Interval 10

1.193d (1.00-1.42)0.980 (0.89-1.08)0.984 (0.89-1.08)1.005 (0.92-1.10)0.796b (0.70-0.90)0.837c (0.74-0.95)Interval 9

0.964 (0.80-1.16)0.889d (0.79-1.00)1.016 (0.90-1.15)1.020 (0.91-1.15)1.004 (0.86-1.17)1.045 (0.90-1.22)Interval 8

1.011 (0.84-1.22)0.912 (0.81-1.02)1.055 (0.93-1.20)1.055 (0.94-1.19)1.022 (0.88-1.18)1.024 (0.89-1.18)Interval 7

1.015 (0.83-1.25)0.964 (0.86-1.08)0.932 (0.82-1.06)0.963 (0.85-1.08)1.064 (0.92-1.23)1.043 (0.90-1.20)Interval 6

DTWe distance

0.401c (0.12-0.81)—0.719c (0.69-0.88)—0.716d (0.68-0.92)—fInterval 10

0.896 (0.32-4.30)—0.689 (0.27-1.73)—0.924 (0.32-2.68)—Interval 9

0.0642c (0.01-0.29)—0.695d (0.51-0.81)—0.847c (0.71-0.93)—Interval 8

0.178d (0.04-0.77)—0.941 (0.87-1.17)—0.972 (0.88-6.93)—Interval 7

0.200 (0.04-1.02)—0.780 (0.30-2.00)—0.842d (0.71-0.92)—Interval 6

✓✓✓✓✓✓gAll-use-measure
intervals 5-1

✓✓✓✓✓✓Demographic and
SE controls

aThis table displays the odds ratios (exponentiated coefficients) from separate logistic regression models of each outcome indicated by the column
headers on the objective app-use measures indicated by the row labels; 95% CIs are displayed in parentheses. Each objective app-use measure was log
transformed to improve the comparability of the estimated relationships, and all models, in addition, included measures of users’ demographic and
socioeconomic characteristics and the objective app-use measures estimated over intervals 1-5.
bP<.05.
cP<.01.
dP<.001.
eDTW: dynamic time warping.
fThe dynamic time warping distance variables were excluded from one model of each outcome and included in the second model for the same outcome
to compare the variable importance results from these 2 approaches.
gThe indicated variables were also assessed in the model.

Table 4 shows that the number of days of any app use in the
10th 14-day interval (closest interval to the outcomes) was the
strongest predictor of the odds of any future use 28 days later

(odds ratio [OR] 3.378, 95% CI 2.32-4.92) and the odds of any
future use 6 months later (OR 1.527, 95% CI 1.11-2.10).
However, this measure was not significantly associated with
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the odds of having a high duration of total app use over the
following 28 days. The results also demonstrated that the total
number of sessions was a weak predictor of future app use across
all 3 outcomes. In addition, total duration was a significant
predictor of the odds of having a high duration over the
following 28 days (OR 1.108, 95% CI 1.02-1.20). Importantly,
the DTW measure of temporal similarity was significantly
associated with all 3 outcomes describing future behavior.
Specifically, a 1% increase in DTW distance in the 10th 14-day
interval (ie, less similar timing of daily app use), which
corresponds to a 0.015 SD increase from the mean DTW
distance, is associated with an OR of 0.719 (95% CI 0.69-0.88)
of any app use 6 months later.

The first panel of Table 5 presents a second statistical test of
the predictive value of the temporal similarity measure by
comparing the AUC from the same set of logistic regression
models shown in Table 5. The AUC without DTW-based
temporal similarity measures was 0.818 when predicting any
future use 28 days later, and this area was increased by 0.003

(P=.02) when the DTW distance measures were included in the
model. To visualize this improvement in prediction accuracy,
these 2 ROC curves are displayed in Figure 2. The second panel
of Table 5 performs the same comparison between logistic
regression models with and without the DTW distance measures,
where all objective app-use measures were separately calculated
over only the weekdays and weekends in each 14-day interval.
These more granularly defined measures of app use improved
the overall model fit, as the AUC increased to 0.820 when
predicting the odds of any use 28 days later without DTW
measures. The AUC increased to 0.828 (P<.001) when including
the DTW measures defined over weekdays and weekends.
Finally, the third panel in Table 5 displays the results when all
objective app-use measures were separately calculated for each
of the 7 session types and between weekdays and weekends.
When the DTW distance measures were included in these
logistic regression models, the AUC was significantly increased
for the prediction of any future use 28 days later (P<.001), any
use 6 months later (P<.001), and having a high duration of total
app use over the next 28 days (P<.001).

Table 5. Area under the receiver operating characteristics curve (AUC) with and without dynamic time warping (DTW) to predict future app use.

AUCPredictor

Above median duration of use
over next 28 days

Any use 6 months laterAny use 28 days later

By aggregating all sessions

0.9530.7290.818Not including DTW

0.9530.7320.821Including DTW

0.0000.0030.003Difference

.770.100.02P value

By session timing (weekday, weekend)

0.9500.7410.820Not including DTW

0.9560.7470.828Including DTW

0.0060.0080.008Difference

<.001.006<.001P value

By session type and timing

0.9580.8020.850Not including DTW

0.9630.8210.868Including DTW

0.0050.0190.018Difference 

<.001<.001<.001P value
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Figure 2. The receiver operating characteristic (ROC) curves for logistic regression models that include objective app-use measures calculated over
the first 10 14-day intervals from users’ start date and demographic controls for predicting the likelihood of any future app use 28 days later. The 2
curves show the models without and with the dynamic time warping (DTW) distance measures, and the area under the ROC curves are equal to 0.850
and 0.868 for the models without and with DTW distance measures, respectively. DTW: dynamic time warping; ROC: receiver operating characteristic.

A second demonstration of the importance of temporal similarity
for predicting future app use is presented in Multimedia
Appendix 3, which displays the variable importance statistics
from random forest models that used the objective app-use
measures defined over all session types and timing to predict
the same 3 dichotomous measures of future app use presented
in Tables 4 and 5. The results show that at least one of the DTW
distance measures is among the top 5 predictors of all 3
outcomes, further reinforcing the important association between
temporal similarity and behavioral persistence in this setting.

Associated Physical and Mental Benefits
The second set of analyses estimated the association between
the objective app-use measures and self-reported mental and
physical benefits from using the app. Table 6 displays the

exponentiated coefficients from logistic regression models of
the dichotomous outcomes indicating users’ self-reported
improved or very improved mental or physical health from using
the app on the demographic and socioeconomic dimensions
presented in Table 1. From Table 6, we can see that older adults
were significantly less likely to have reported experiencing
mental health improvements but were more likely to have
experienced physical health improvements. Specifically, adults
aged between 71 and 80 years had an OR 0.239 (95% CI
0.15-0.39) of reporting improved mental health and an OR 2.35
(95% CI 1.15-4.80) of reporting improved physical health
relative to users aged under 31 years. These estimated
associations highlight the need to include user demographics
in subsequent models for predicting perceived health benefits.
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Table 6. Self-reported health benefits on user demographics (N=2771).

Odds ratio (95% CI)aDemographics

Very much improved
physical health

Very much improved mental
health

Improved physical healthImproved mental health

Age (years)

ReferenceReferenceReferenceReference<31

2.022 (0.635-6.442)0.815 (0.578-1.150)1.388 (0.817-2.359)0.861 (0.649-1.143)31-40

3.409c (1.122-10.36)0.763 (0.539-1.081)3.586b (2.190-5.871)0.610b (0.458-0.813)41-50

6.412b (2.236-18.38)0.562d (0.391-0.808)4.729b (2.907-7.694)0.385b (0.286-0.519)51-60

10.24b (3.583-29.29)0.613c (0.418-0.899)6.626b (4.040-10.87)0.383b (0.279-0.526)61-70

9.842b (2.911-33.27)0.366d (0.191-0.700)8.232b (4.588-14.77)0.239b (0.148-0.388)71-80

3.445 (0.746-15.92)0.712 (0.391-1.296)2.348c (1.150-4.795)0.449d (0.274-0.737)>81

Sex

ReferenceReferenceReferenceReferenceMale

1.490 (0.776-2.861)1.318 (0.965-1.801)0.963 (0.715-1.296)1.608b (1.256-2.060)Female

Race

ReferenceReferenceReferenceReferenceOther

0.879 (0.470-1.644)0.873 (0.601-1.268)0.785 (0.545-1.131)0.936 (0.679-1.291)White

3.019c (1.036-8.803)0.397c (0.165-0.956)0.818 (0.377-1.774)0.336b (0.176-0.643)Asian

2.985c (1.189-7.496)0.737 (0.355-1.531)1.318 (0.706-2.458)0.634 (0.351-1.145)Black

2.801d (1.431-5.483)1.273 (0.848-1.912)1.048 (0.663-1.657)0.731 (0.507-1.055)Hispanic

0.836c (0.707-0.989)0.895c (0.803-0.998)0.888c (0.789-0.999)0.918 (0.829-1.017)Log (income)

Employment

ReferenceReferenceReferenceReferenceNot employed full-time

0.933 (0.600-1.451)0.929 (0.737-1.171)0.857 (0.681-1.080)0.847 (0.704-1.019)Employed full-time

Education

ReferenceReferenceReferenceReferenceLess than a college degree

0.918 (0.580-1.451)0.736c (0.573-0.946)1.032 (0.800-1.333)0.787c (0.642-0.966)Bachelor’s degree

0.605 (0.365-1.003)0.583b (0.447-0.760)0.860 (0.663-1.116)0.607b (0.491-0.751)Graduate degree

aThis table displays the odds ratios (exponentiated coefficients) from separate logistic regression models of each outcome indicated by the column
headers on the demographic and socioeconomic characteristics indicated by the row labels.
bP<.001.
cP<.05.
dP<.01.

Table 7 shows the estimated association between improved
mental and physical health and the objective measures of app
use, conditional on the user demographic and socioeconomic
dimensions presented in Table 6. The first panel (model 1) of
Table 7 presents the exponentiated coefficients for a model
containing the objective app-use measures averaged over the 6
weeks (3×14-day intervals) before survey completion.
Conditional on the total number of sessions, total duration of

use, and the total number of days with any use, a 1% increase
in DTW distance over the 6 weeks before survey completion
was associated with an OR 0.34 (95% CI 0.16-0.55) of
experiencing improved mental health. The model also estimated
a negative relationship between DTW distance and improved
physical health; however, this relationship was not statistically
significant.
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Table 7. Self-reported health benefit on objective app use averaged over the past 6 weeks (N=2771).a

Value, odds ratio (95% CI)Characteristics

Very much improved
physical health

Very much improved mental
health

Improved physical
health

Improved mental health

Model 1

1.879c (1.131-3.121)1.718b (1.249-2.362)1.340 (0.965-1.862)1.094 (0.822-1.456)Total number of sessions

1.006 (0.826-1.225)0.822b (0.733-0.921)0.929 (0.824-1.048)0.955 (0.874-1.044)Total duration

0.925 (0.535-1.601)1.836b (1.316-2.562)1.233 (0.879-1.729)1.244 (0.957-1.618)Total days with any use

0.512c (0.315-0.727)0.231e (0.026-0.487)0.687 (0.212-1.123)0.340e (0.157-0.546)DTWd distance

Model 2

0.475 (0.201- 1.124)0.436b (0.277-0.688)0.601 (0.342-1.022)0.722c (0.495-0.971)DTW distance; meditation only

0.410 (0.122-1.383)2.721e (1.325-5.587)2.180c (1.051-4.522)1.660 (0.876-3.147)Number of meditation sessions

1.090 (0.956-1.242)1.009 (0.937-1.087)0.958 (0.888-1.033)0.985 (0.927-1.048)Duration of meditation sessions

0.914 (0.321-2.601)0.567 (0.311-1.060)0.868 (0.575-1.364)0.715 (0.440-1.430)DTW distance; sleep stories only

1.331e (1.189-3.624)1.184c (1.059-2.026)1.369c (1.196-2.354)0.860 (0.541-1.366)Number of sleep story sessions

1.023 (0.910-1.150)1.044 (0.982-1.111)1.021 (0.962-1.085)1.042 (0.993-1.093)Duration of sleep stories

✓✓✓✓fDemographic controls

aThis table displays the odds ratios (exponentiated coefficients) from separate logistic regression models of each outcome indicated by the column
headers on the objective app-use measures indicated by the row labels for each of the 2 predictive models. Each objective app-use measure was log
transformed to improve the comparability of the estimated relationships, and all models, in addition, included measures of users’ demographic and
socioeconomic characteristics.
bP<.001.
cP<.05.
dDTW: dynamic time warping.
eP<.01.
fDemographic controls were also assessed in the model.

The second panel (model 2) in Table 7 presents the same set of
objective app-use measures calculated for the 2 most commonly
used session types: meditation and sleep stories. The results
show that DTW distance for meditation sessions is a significant
predictor of both improved and very improved mental health.
Specifically, a 1% increase in DTW for meditation sessions was
associated with an OR 0.72 (95% CI 0.50-0.97) of experiencing
improved mental health and an OR 0.44 (95% CI 0.27-0.69) of
experiencing very improved mental health from using the app.
Changes in DTW distance for sleep story sessions were also
negatively associated with the odds of experiencing improved
(OR 0.72, 95% CI 0.44-1.43) and very improved mental health
(OR 0.57, 95% CI 0.31-1.06); however, these relationships were
not statistically significant nor were they significant for either
measure of physical health improvement. In addition, the DTW
distance measure was also a significant predictor of using the
app for a greater number of meditation sessions and sleep stories
over the next 28 days (Multimedia Appendix 4 and Table S1
of Multimedia Appendix 5).

Discussion

Principal Findings
The 2 aims of this study were to construct and test an objective
indicator of reflexive meditation habits and to explore the

association between meditation habits and mental health.
Toward this first aim, we constructed and provided evidence
that our novel measure of temporally similar app use strongly
predicted future app use and, thus, is likely to indicate the
presence of reflexive meditation habits. Specifically, after
controlling for user demographics and common app use metrics,
such as frequency and duration of app sessions, the temporal
similarity of app use on consecutive days was shown to
significantly predict the odds of any future app use and the
duration of future use. That is, using the meditation app at
roughly the same time each day was associated with greater
persistence in meditation app use, which suggests that this
measure of temporal similarity was able to indicate the formation
of reflexive meditation habits.

We then found that there was a significant association between
increased temporal similarity in daily meditation app use and
improved mental health from using the app. This finding
suggests that the reduced cognitive effort required to instigate
meditation that results in a reflexive meditation habit may enable
individuals to use more cognitive resources in their mindfulness
meditation practice and, thus, experience greater mental health
benefits. This interpretation is supported by research describing
the impact of attentional resources [36] and mental effort [37-39]
on the success of different meditation practices. As the goal of
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mindfulness meditation is to direct one’s attention to the present
moment, these findings indicate that this practice may be easier
to perform if meditation is instigated reflexively and without
effortful deliberation. However, our study did not investigate
the specific mechanism or mechanisms underlying the
association between temporal similarity and improved mental
health, which is an important area for future research.

Additional Findings
Our descriptive results found that many observable demographic
and socioeconomic characteristics were significantly associated
with self-reported mental and physical health improvements.
Conversely, only the individual’s age was significantly
associated with measures of the likelihood and duration of future
app use (Multimedia Appendix 3). These findings suggest that
behavioral habits are equally experienced across demographic
characteristics; however, future research assessing the health
benefits of mindfulness meditation practices should carefully
control for these significant demographic and socioeconomic
factors. In addition, the results showed that larger improvements
in mental health were reported among individuals who used
more than the median number of meditation sessions in the 14
days before the survey, which adds additional evidence for the
mental health benefits of mindfulness meditation.

Limitations
Overall, this was a very active sample of app users, with a 55.7%
average likelihood of using any app session on a given day over
the study period. This is not surprising as the sample consisted
of paying subscribers who responded to emails from the app
and volunteered to take part in a study to help improve the app;
so, the results of this research should be extrapolated to other
user types with caution. Although the demographic and
socioeconomic minorities of this sample did not display
significantly different app-use patterns, the small sample size
of these groups limits the statistical power of these comparisons.
Future research on mindfulness meditation behaviors should
aim to collect data from a wider demographic range of users to
better characterize meditation habits and the mental health
benefits experienced by all users.

Another limitation was the nature of the data set compiled for
these analyses. Specifically, the objective measures of daily app
use were compiled for the period around the date when users
completed the survey on their perceived mental and physical
health benefits. This means that many of the users had been
using the app before being included in the sample; so, neither
were the analyses able to characterize the initial behavior of
app users nor could the results identify the initial period
necessary to form a temporally similar meditation habit. In
addition, the measure of meditation habits focused on the
temporal dimensions of app use as no direct measure was
collected on users’ behavioral context or environment. Future
research that combines the temporal dynamics of daily behavior
with additional contextual information could provide a more
complete picture of this habit formation process. As temporal
data are readily available from a wide range of health apps and
other mHealth devices, this study provides a method for
analyzing the habit formation process that can be readily applied
across these different health behavior settings. Finally, not all

reflexive behavioral habits will be performed at approximately
the same time each day, and our measure of temporal similarity
will only identify the habits that are initiated by temporally
similar contextual cues. As past research has found that most
habits are instigated by temporally similar contextual cues
[25,26], a high degree of temporal similarity is an important
indicator of reflexive habits but is not a necessary condition.

Comparison With Prior Work
This study constructed a measure of temporally similar daily
meditation app use based on the DTW distance between
consecutive days, which adds to the bourgeoning literature using
DTW distance to detect temporal patterns in a wide range of
behavioral and health data settings [40-45]. One of the most
common existing uses of DTW distance has been to categorize
patterns of daily health behavior. For example, unhealthy dietary
routines were identified by analyzing the variation in DTW
distance between participants’ eating behaviors over 24-hour
periods [43]. DTW distance measures have also been used to
identify unhealthy sedentary behaviors [41] and to diagnose
hyperactivity disorder from the patterns in children’s bodily
movements while completing stationary computer tasks [42].
In a clinical setting, DTW-based measures have been used to
identify early signs of kidney transplant rejection [40] and to
categorize the experience level of surgeons [44]. Recent research
has also used DTW-based measures for making predictions
from longitudinal health data, such as predicting future glucose
levels of patients with type 2 diabetes [45]. In this study, we
extended this forecasting approach to the prediction of future
health behaviors and showed that a DTW distance measure of
temporal similarity in meditation app use on consecutive days
significantly predicts an individual’s future meditation behavior.
This study adds to the nascent literature that uses measures of
temporal similarity to characterize health habits [46].

This paper also contributes to the mHealth literature
characterizing mobile phone app engagement over time.
Declining app use is an important concern and limitation of
many app-based health promotion tools, and researchers have
found that app engagement durations are becoming increasingly
shorter [47]. This is consistent with declining engagement with
other mHealth tools over the course of behavioral interventions,
which has been observed for self-monitoring technologies, such
as physical activity trackers [48] and glucose monitoring [49],
as well as adherence to a telemonitoring program for heart
failure [50]. This study shows that the temporal similarity of
daily meditation app use is an important predictor of continued
app use, which suggests that future app-based health promotional
tools and interventions should also promote temporal similarity
when providing health benefits that require consistent
performance over time.

Conclusions
Promoting healthier habits is an important public health
objective for improving many health outcomes. However, to
date, the study of habit formation has relied on self-reported
measures and has yet to use the abundance of new behavioral
health data being collected through mHealth devices. The field’s
limited methods for measuring health habits and understanding
of the habit formation process have likely contributed to the
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lack of behavioral health interventions that have successfully
established persistent behavioral changes.

This study presents a novel objective indicator of reflexive
habits derived from detailed, objective behavioral data collected
by a mindfulness meditation mobile phone app. Our measure
of temporal similarity in meditation app use on consecutive
days significantly predicted future app use, even after controlling
for users’ demographic and socioeconomic characteristics and
common measures of app use, such as the frequency and
duration of use. Importantly, this temporal similarity measure

was also associated with greater odds of experiencing improved
mental health from using the app, which suggests that forming
a reflexive meditation habit may provide additional mental
health benefits. This measure of temporal similarity can be
readily applied to other sources of behavioral health data, and
future research should build on these findings by investigating
the ability of temporal similarity to identify habits in these other
behavioral settings. In addition, future research should
investigate whether reflexively initiated meditation habits can
increase the mental health benefits from mindfulness meditation.
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Abbreviations
AUC: area under the receiver operating characteristic curve
DTW: dynamic time warping
mHealth: mobile health
OR: odds ratio
ROC: receiver operating characteristic
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Abstract

Background: Mobile health (mHealth) interventions have been shown to effectively improve the quality of life (QOL) among
people living with HIV. However, little is known about the long-term effects of mHealth interventions.

Objective: This study aims to explore the intervention mechanisms of a social media–based intervention, Run4Love, on the
QOL of people with HIV over across a 9-month follow-up period.

Methods: We recruited people living with HIV who were concurrently experiencing elevated depressive symptoms from an
HIV outpatient clinic in South China. A total of 300 eligible participants were randomized either to the intervention group or the
control group in a 1:1 ratio after they provided informed consent and completed a baseline survey. The intervention group received
a 3-month WeChat-based intervention, comprising cognitive-behavioral stress management (CBSM) courses and physical activity
promotion. The control group received a printed brochure on nutrition guidelines in addition to the usual care for HIV treatment.
Neither participants nor the research staff were blinded to group assignment. All patients were followed at 3, 6, and 9 months.
The primary outcome was depressive symptoms. Structural equation model (SEM) with longitudinal data was conducted to
examine the sequential mediating effects of HIV-related stigma and depressive symptoms on the long-term intervention effects
on participants’ QOL.

Results: About 91.3% (274/300), 88.3% (265/300), and 86.7% (260/300) of all participants completed follow-up surveys at 3,
6, and 9 months, respectively. Results showed that the intervention had significantly improved participants' QOL at 9 months,
via complete mediating effects of reduced HIV-related stigma at 3 months and decreased depressive symptoms at 6 months. No
adverse events were reported.
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Conclusions: These findings underscore the critical roles of HIV-related stigma and depressive symptoms in an mHealth
intervention with long-term effects on QOL improvements. We call for targeted mHealth interventions to improve QOL among
people living with HIV, especially social media–based interventions that can address HIV-related stigma and alleviate depressive
symptoms.

Trial Registration: Chinese Clinical Trial Registry ChiCTR-IPR-17012606; https://www.chictr.org.cn/showproj.aspx?proj=21019

(J Med Internet Res 2021;23(11):e27897)   doi:10.2196/27897
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mHealth; HIV; depressive symptoms; quality of life; structural equation model

Introduction

Owing to widely available antiretroviral therapy (ART), living
with HIV has become a manageable chronic condition [1]. The
90-90-90 targets that by 2020, 90% of people living with HIV
are diagnosed, 90% of those diagnosed receive sustained ART,
and 90% of those on treatment are virally suppressed have been
unevenly achieved in different contexts [2,3]. In addition, other
challenges, such as suboptimal quality of life (QOL), high levels
of stigma, and poor mental health among people living with
HIV, are still prevalent [4-6]. A great body of evidence has
shown that high levels of stigma and depressive symptoms could
worsen existing disease conditions and lead to poor QOL [7-9].
A new goal called the fourth “90”—that 90% of people living
with HIV have optimal health-related QOL—has been proposed
and widely concurred [4]. Emerging research has developed
multilevel effective psychosocial, behavioral, and contextualized
interventions to improve the QOL among people living with
HIV [10].

Although psychosocial interventions such as
cognitive-behavioral stress management (CBSM) have been
proved effective in improving the QOL among people living
with HIV, few studies have explored the mechanisms of the
effects of such interventions on QOL, especially in the long
term [11-14]. Existing studies were often conducted with a pre-
and post-design and a short-term follow-up, such as an 8- or
10-week follow-up [15,16]. Few studies examined the long-term
intervention mechanisms of QOL improvement [17,18].
Furthermore, most of these interventions were delivered
face-to-face in group settings. Given the prevalent HIV-related
stigma and discrimination in many countries, including China,
a large number of people living with HIV would prefer
web-based or mobile-based interventions rather than face-to-face
interventions due to privacy concerns.

Mobile health (mHealth) interventions have proved effective
in improving QOL among people living with HIV [19-22];
however, to the best of our knowledge, no study has ever
explored the intervention mechanisms on improving QOL in
mHealth interventions. As mHealth interventions may reach a
large number of populations with increased accessibility,
convenience, identity protection, and potentially lower cost,
such interventions are well suited for marginalized and
stigmatized populations, such as people living with HIV [23].
With the increasing number of people living with HIV and wide
coverage of smart phones, studies that explore the mechanisms
of mHealth interventions on improving the QOL of people living

with HIV are much needed, especially those that would examine
long-term intervention mechanisms.

Previous studies have suggested that HIV-related stigma and
depressive symptoms are important predictors of QOL; however,
the mechanisms among these three variables have only been
examined in cross-sectional studies, but not in interventional
studies [7,24-27]. One cross-sectional study in Ontario, Canada,
found that HIV-related stigma was associated with lower QOL,
and depressive symptoms partially mediated the association
between HIV-related stigma and QOL among African and
Caribbean women living with HIV [24]. Another cross-sectional
study in Vietnam found that people living with HIV who
reported having experienced stigma were more likely to have
elevated depressive symptoms and lower QOL [27]. Existing
interventional studies have only explored the interventional
effects on QOL and potential associated factors using regression
analyses. For example, a study found that the improvement of
QOL among people living with HIV was positively associated
with a reduction in depressive symptoms at the 6-month
follow-up in an intervention targeted on depression by regressing
the change of QOL on that of depressive symptoms during the
6-month interval [28]. A similar study was also conducted on
the association between improvement in QOL and reduction of
HIV-related stigma [18]. Due to the limitation of the
methodology, existing studies have not yet investigated the
mechanisms of intervention effect on QOL.

To investigate the intervention mechanisms, it is important to
examine the sequential relationships among influencing factors
and the outcome. Structural equation model (SEM) using
longitudinal data can provide a better understanding of
intervention mechanisms with sequential orders. To fill the gaps
of the literature, the current study aimed to explore the
intervention mechanisms in the effects of a social media-based
intervention, Run4Love, on QOL over 9 months. Using SEM
and longitudinal data of 4-time repeated assessments, we
examined the sequential relationships among HIV-related
stigma, depressive symptoms, and QOL in the mHealth
intervention. We hypothesized that the HIV-related stigma and
depressive symptoms would play mediating roles in the
intervention effects on QOL at the 9-month follow-up.
Specifically, the intervention would reduce HIV-related stigma
first and subsequently reduce depressive symptoms, which in
turn would lead to long-term improvement in QOL among
people living with HIV. The hypothesized model is illustrated
in Figure 1.
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Figure 1. Hypothesized model of intervention, HIV-related stigma, depressive symptoms, and QOL in people living with HIV and depressive symptoms.
QOL: Quality of life; T0: baseline; T1: 3-month follow-up; T2: 6-month follow-up; T3: 9-month follow-up.

Methods

Research Setting
This study used the data from a parallel-design randomized
controlled trial (RCT). The CONSORT (Consolidated Standards
of Reporting Trials) checklist was used. The study was
conducted in Guangzhou, China, between September 2017 and
October 2018. A total of 300 people living with HIV and
depressive symptoms were recruited by the research staff from
a designated hospital for HIV/AIDS treatment in Guangzhou
in 2017. Guangzhou is the capital city of Guangdong province,
and it is the third largest city in China. The Run4Love RCT
protocol was approved by the Institutional Review Board at
Sun Yat-Sen University (2018 No. 31) [29].

Participant Eligibility
Participants were recruited if they (1) were aged 18 years or
above, (2) tested HIV-seropositive, (3) had elevated depressive
symptoms (measured by the Center for Epidemiologic
Studies-Depression; CES-D score ≥16), (4) were WeChat users,
and (5) were willing to provide hair samples (for the purpose
of measuring cortisol as a biomarker of chronic stress).
Participants were excluded if they were (1) currently on
psychological treatment, (2) unable to complete baseline and
follow-up surveys, or (3) unable to engage in the intervention
(eg, unable to read or listen to the intervention materials on
WeChat or perform physical exercise due to medical or other
reasons). Participants who met the eligibility criteria and were
willing to participate completed a baseline survey and were
randomized to the intervention or the waitlist control group with
a 1:1 ratio by the research staff (Figure 2).
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Figure 2. Flowchart of participant screening and recruitment. ART: antiretroviral therapy; CES-D: Center for Epidemiologic Studies-Depression.

Run4Love WeChat-Based Intervention
The intervention protocol has been detailed elsewhere [29].
Briefly, the Run4Love WeChat-based intervention comprised
two components: adapted CBSM courses and physical activity
promotion [29]. The intervention adapted the evidence-based
CBSM courses into China’s context and included 9 sessions
and 3 review sessions with information on meditation, muscle
relaxation, and coping skills. The courses were adapted into

multimedia formats, including articles, audio clips, and posters.
These materials were sent through an enhanced social media
platform of WeChat 3 to 5 times a week for 3 months. Physical
activity promotion consisted of information on instructions and
benefits of regular physical exercise. The enhanced WeChat
platform had extended functions, including automatic sending
of materials, patient engagement tracking on course completion,
and personalized feedback on a weekly basis. In the booster
session, a total of 7 most read items were redelivered to the
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participants in the intervention group in the 3 months following
postintervention. Participants in the control group received a
printed brochure on nutrition guidelines in addition to the usual
care for HIV treatment.

Sample Size
We calculated the sample size of the RCT based on the primary
outcome of depressive symptoms measured by CES-D. Effect
size was used to calculate between-group differences. We
hypothesized an effect size of 0.4, with α=.05, β=.15, and a
dropout rate of 20%, thus arriving at a sample size of 282 for
the RCT. Finally, a total of 300 participants were recruited. For
SEM, the recommended sample size of 5 observations per
estimated parameters was considered [30]. Given a total of 46
estimated parameters in the SEM of our study, the sample size
of 300 was sufficient for the analysis.

Randomization and Masking
The research staff randomly assigned the participants to the
intervention group or the control group by a computer-generated
randomization list with a block size of 4 using SAS software
version 9.4 (SAS Institute, Inc). By the nature of the trial design,
neither the participants nor the research staff were blinded to
the intervention.

Study Outcomes

Overview
Individuals’ sociodemographic characteristics, HIV-related
stigma, and psychosocial outcomes, including their depressive
symptoms and QOL, were included in this study.
Sociodemographic characteristics such as age, gender, marital
status, sexual orientation, educational level, and household
registration (urban and rural) were collected at baseline.
Self-reported psychosocial outcomes measured at baseline and
at 3-, 6-, and 9-month follow-ups were collected by researchers
face-to-face via electronic questionnaires administered using a
tablet device.

HIV-Related Stigma
HIV-related stigma was measured by the 14-item HIV Stigma
Scale [31,32]. The scale measures 2 dimensions of stigma:
perceived stigma and internalized stigma [31]. Perceived stigma
comprises 6 items, such as “Most people think that a person
who has HIV is dirty”; internalized stigma comprises 8 items,
such as “I feel guilty because I have HIV.” Each item is rated
on a 4-point Likert-type scale (ie, strongly disagree, disagree,
agree, and strongly agree). The total score of the scale ranges
from 14 to 56, with higher scores indicating higher levels of
HIV-related stigma. Total scores ranging from 14 to 28, 29 to
42, and 43 to 56 are considered as low, medium, and high levels
of stigma, respectively [33]. In SEM, stigma was measured by
the 2 subscales (perceived and internalized stigma). Validity
and reliability of the scales have been examined and established
for Chinese people living with HIV [32,34]. A good reliability
of HIV Stigma Scale was also shown in this study, and the
Cronbach α values at baseline, 3-, 6-, and 9-month follow-ups
at .92, .95, .95, and .96, respectively.

Depressive Symptoms
Depressive symptoms were assessed using the CES-D scale.
The CES-D scale measures 4 dimensions of depressive
symptoms, including depressed affect, positive affect, somatic
and retarded activity, and interpersonal problems [35,36]. The
scale consists of 20 items, such as “I felt depressed” and “I did
not feel like eating; my appetite was poor.” Items are evaluated
using a 4-point Likert scale ranging from 0 (rarely or none of
the time) to 3 (most or all the time). A total score of CES-D
ranges from 0 to 60, with higher scores indicating a higher level
of depressive symptoms. Individuals with CES-D scores no less
than 16 are considered as likely having clinical depressive
symptoms [37]. The CES-D scale is one of the most widely
used self-rated questionnaires on depressive symptoms and has
been validated in Chinese populations, including people living
with HIV [35,38,39]. In this study, CES-D showed a good
reliability, with Cronbach α values reported at .77, .76, .84, and
.83 at baseline, 3-, 6-, and 9-month follow-ups, respectively. In
SEM, depressive symptoms were measured by the 4 dimensions
of the scale.

QOL Assessment
QOL was assessed by World Health Organization Quality of
Life HIV–short version (WHO-QOL-HIV BREF), with 31 items
measuring the following 6 dimensions: physical, psychological,
level of independence, social relationships, environment, and
beliefs [40]. Items are rated on a 5-point Likert scale. The total
score of WHO-QOL-HIV BREF ranges from 24 to 120, with
higher scores indicating better QOL. Validity and reliability of
the scale have been examined and established for the Chinese
people living with HIV [41-43]. Cronbach α values of
WHO-QOL-HIV at baseline, 3-, 6-, and 9-month follow-ups
were reported at .84, .91, .94, and .94, respectively.

Data Analysis
First, descriptive statistics were reported on demographic
characteristics, baseline HIV-related stigma, depressive
symptoms, and QOL. Mean and SD values were used to describe
continuous variables with normal distribution, and median and
IQR values, for continuous variables with skewed distribution.
Frequencies and percentages were used to describe categorical
variables. Kolmogorov-Smirnov and Levene tests were used
for normality and homogeneity tests.

Second, group differences were examined for the outcome and
mediators at 4 assessment points by independent sample t test
for continuous variables with normal distribution and Wilcoxon
rank-sum test for continuous variables with skewed distribution.

Third, bivariate analyses were performed to examine
relationships between baseline demographic characteristics and
QOL. Independent samples t tests were used to examine
differences in QOL by different demographic characteristics.
Pearson correlation analyses were performed to examine
relationships between QOL and continuous demographic
variables, such as age. Significance level of potential
associations was P<.10. Variables significant in bivariate
analyses were considered as potential confounders and
controlled in the SEM.
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Fourth, in SEM analyses, HIV-related stigma, depressive
symptoms, and QOL were treated as latent variables and
measured by their subscales [44]. SEM allows to control for
measurement error of variables; thus, it yields unbiased estimates
of latent variables [45,46]. To assess the goodness of fit of the
measurement models, confirmatory factor analyses (CFAs) of
HIV-related stigma, depressive symptoms, and QOL were
performed, respectively. With satisfactory measurement models,
the SEM was then conducted to examine the hypothesized
mechanisms of long-term intervention effects on participants’
QOL.

Finally, a mediation model of SEM was performed to test the
hypotheses of sequential mediating effects of HIV-related stigma
and depressive symptoms by using longitudinal data. Such
models were designed to explore the mechanisms, direct and
indirect effects of the intervention, and sequential relationships
[47]. Based on the associations between HIV-related stigma,
depressive symptoms, and QOL in previous studies, we assigned
sequential orders to the SEM variables [24,25,48-50].
Specifically, HIV-related stigma at 3-month follow-up,
depressive symptoms at 6-month follow-up, and QOL at
9-month follow-up were estimated using the model. The
pathways of intervention→QOL, intervention→depressive
symptoms→QOL, intervention→HIV-related stigma→QOL,
and intervention→HIV-related stigma→depressive
symptoms→QOL were examined separately (dummy coded as
0=control group, 1=intervention group). Baseline QOL and
sociodemographic characteristics that were significantly
associated with QOL in bivariate analyses were controlled as

covariates in the model. The statistical significance in SEM was
defined at P<.05.

To evaluate the goodness of fit of the model, multiple indicators
were used, including the chi-square statistic, Comparative Fit
Index (CFI), Tucker-Lewis Index (TLI), root mean square error
of approximation (RMSEA), and standardized root mean square
residual (SRMR). A smaller chi-square value indicates better
model fit. Moreover, CFI ≥0.95, TLI >0.90, RMSEA ≤0.06,
and SRMR ≤0.08 indicate good model fit [51,52]. Descriptive
statistics, bivariate statistics, and correlation analyses were
performed using SAS version 9.4 (SAS Institute, Inc). CFA and
SEM were tested by robust maximum likelihood method
(estimator=MLR in Mplus) and performed using Mplus version
7.0 [53,54].

Results

Baseline Characteristics
The Run4Love program recruited 300 participants; their baseline
characteristics are described in Table 1. Participants’ mean age
was 28.3 (SD 5.8) years. Most of the participants were male
(277/300, 92.3%), nonheterosexual (245/300, 81.7%), not
married (262/300, 87.3%), and well educated (high school and
above: 182/300, 60.7%). The mean scores of HIV-related
stigma, CES-D, and QOL were 37.5 (SD 7.6), 24.1 (SD 6.6),
and 77.0 (SD 9.2), respectively, at baseline. A majority
(213/300, 71.0%) of the participants had a moderate level of
stigma, whereas 20.3% (61/300) had high level and 8.7%
(26/300) had low level of stigma.

Table 1. Baseline characteristics and outcomes of study participants by intervention and control group in the Run4Love program (n=300).

P valueControl group
(n=150)

Intervention group
(n=150)

Total

(n=300)

Baseline characteristics

.39a28.6 (5.9)28.0 (5.8)28.3 (5.8)Age (years), mean (SD)

.13b135 (90)142 (94.7)277 (92.3)Male, n (%)

.10b84 (56)98 (65.3)182 (60.7)Educational level above high school, n (%)

.03b115 (76.7)130 (86.7)245 (81.7)Homosexual, bisexual, or uncertain, n (%)

.73b20 (13.3)18 (12)38 (12.7)Married, n (%)

.17b128 (85.3)123 (82)251 (83.7)Employed, n (%)

.68a24.3 (6.9)23.9 (6.4)24.1 (6.6)Depressive symptoms, mean (SD)

.44a76.6 (9.4)77.4 (9.0)77.0 (9.2)QOLc, mean (SD)

.31a38.0 (7.5)37.1 (7.7)37.5 (7.6)HIV-related stigma, mean (SD)

.36b11 (7.3)15 (10)26 (8.7)Low, n (%)

104 (69.3)109 (72.7)213 (71)Medium, n (%)

35 (23.3)26 (17.3)61 (20.3)High, n (%)

aBased on independent-samples t test.
bBased on chi-square test.
cQOL: quality of life.

The proportion of homosexual, bisexual, or sexual
orientation-uncertain participants in the control group was

slightly lower than that in the intervention group (115/150,
76.7% vs 130/150, 86.7%; P=.03). Other demographic
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characteristics and psychosocial outcomes (HIV-related stigma,
depressive symptoms, and QOL) were balanced between the
two groups at baseline.

Changes in QOL and Mediating Variables Over Time
The proportion of participants who lost to follow-ups was less
than 15% over 9 months. Of all participants, 91.3% (274/300;
n=139 in the intervention group; n=135 in the control group),
88.3% (265/300; n=132 in the intervention group; n=133 in the
control group), and 86.7% (260/300; n=133 in the intervention
group; n=127 in the control group) completed the follow-up
surveys at 3, 6, and 9 months. The characteristics of the

participants who lost to follow-ups were not significantly
different from the remaining participants.

As shown in Table 2, the Run4Love social media-based
intervention had significant effects on QOL and potential
mediating variables over 9 months. Repeated measurements of
the outcome variable (QOL) and potential mediators, including
HIV-related stigma and depressive symptoms at 4 assessment
points for the intervention and control groups, are shown in
Table 2. The intervention significantly reduced HIV-related
stigma and depressive symptoms, and improved QOL in
intervention group participants compared to control group
participants at 3-, 6-, and 9-month follow-ups. No adverse events
were reported.

Table 2. Repeated measurements of QOLb and potential mediators in the Run4Love program.

P valuet test (df)Effect size (95% CI)Control group,

mean (SD)

Intervention group,

mean (SD)

Variables

HIV-related stigma

.31−1.01 (298)N/Aa37.99 (7.54)37.10 (7.67)Baseline (T0)

.003−3.05 (272)0.33 (0.09-0.57)37.50 (8.27)34.28 (9.19)3 months (T1)

.008−2.69 (263)0.27 (0.03-0.51)37.35 (9.92)34.30 (8.52)6 months (T2)

.001−3.23 (258)0.37 (0.12-0.62)37.79 (9.99)33.98 (9.01)9 months (T3)

Depressive symptoms

.68−0.42 (298)N/A24.25 (6.86)23.93 (6.39)Baseline (T0)

<.001−5.06 (272)0.66 (0.42-0.90)23.85 (10.11)17.87 (9.44)3 months (T1)

<.001−4.93 (263)0.63 (0.38-0.88)24.11 (11.42)17.60 (10.06)6 months (T2)

<.001−4.05 (258)0.51 (0.26-0.76)23.43 (11.45)17.86 (10.72)9 months (T3)

QOLb

.440.78 (298)N/A76.59 (9.43)77.43 (9.03)Baseline (T0)

<.0014.23 (272)0.55 (0.31-0.79)76.63 (11.08)82.54 (12.03)3 months (T1)

<.0014.53 (263)0.68 (0.43-0.93)76.32 (12.96)83.51 (12.88)6 months (T2)

<.0014.22 (258)0.52 (0.27-0.77)76.54 (13.34)83.48 (13.17)9 months (T3)

aN/A: not applicable.
bQOL: quality of life.

Correlations Between Demographics and QOL
Table 3 shows the correlations between demographic
characteristics and QOL at baseline. Bivariate analyses indicated
that gender, sexual orientation, education, marital status, and
household registration were significantly associated with QOL

among people living with HIV and depressive symptoms at
baseline. Specifically, those who were male, nonheterosexual,
and unmarried; had a higher education level; or had an urban
household registration had better QOL at baseline. These factors
were included as controlling covariates in the SEM.
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Table 3. Bivariate analyses of quality of life (QOL) and demographic characteristics at baseline among people living with HIV and depressive symptoms
in the Run4Love program.

P valuet value (df)QOLDemographics

.76bN/AN/AaAge (years)

.09c1.76 (25)Gender

77.33 (9.02)Male, n (%)

73.22 (10.9)Female, n (%)

.055c−1.95 (72)Sexual orientation

74.58 (10.49)Heterosexual, n (%)

77.56 (8.85)Homosexual, bisexual, or uncertain, n (%)

<.001c−3.64 (234)Education

74.61 (9.51)Less than or up to high school, n (%)

78.57 (8.72)Above high school, n (%)

.049c2.02 (50)Marital status

77.40 (9.26)Unmarried, n (%)

74.34 (8.65)Married, n (%)

.23c−1.19 (274)Employment status

76.25 (8.67)Unemployed, n (%)

77.52 (9.57)Employed, n (%)

.02c−2.42 (224)Household registration

76.01 (8.97)Rural, n (%)

78.67 (9.45)Urban, n (%)

aN/A: not applicable.
bBased on Pearson correlation analysis (r=.02).
cBased on independent samples t test.

Measurement Model
CFA indicated that the measurement models of HIV-related
stigma, depressive symptoms, and QOL yielded good model

fit. Indices of the measurement models were reported in Table
4. All factor loadings of each scale were significant at P<.05
level. Results of the standardized factor loadings are shown in
Figure 3.
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Figure 3. Estimation of the structural equation model. Covariates including gender, sexual orientation, education, marital status, and household
registration were controlled in the structural equation model. ** P<.01, *** P<.001. QOL: Quality of life; T0: baseline; T1: 3-month follow-up; T2:
6-month follow-up; T3: 9-month follow-up.

Table 4. Confirmatory factor analyses indices of HIV-related stigma, depressive symptoms, and quality of life.

SRMRdRMSEAcTLIbCFIaChi-square (df)

<0.01<0.011.001.000 (0)HIV-related stigma

0.010.041.001.003.04 (2)Depressive symptoms

<0.01<0.011.001.006.47 (8)QOLe

≤0.08≤0.06≥0.90≥0.95N/AGood model fit

aCFI: Comparative Fit Index.
bTLI: Tucker-Lewis Index.
cRMSEA: root mean square error of approximation.
dSRMR: standardized root mean square residual.
eQOL: quality of life.

Structural Model
The structural model showed a satisfactory model fit

(X2
138=240.4; P<.001; CFI=0.93; TLI=0.92; RMSEA=0.06;

SRMR=0.06). Demographic characteristics, including gender,
sexual orientation, education, marital status, and household
registration, were controlled as covariates in the model.

Except for the pathway from intervention to QOL, other
pathways were significant, which means that the Run4Love
intervention had complete mediation effects on QOL via stigma
and depressive symptoms. Standardized regression coefficients
for the model are reported in Figure 3 and Table 5. Results
indicated that the intervention reduced participants’ stigma at
the 3-month follow-up (standardized β=−.19, P=.001), which
was positively associated with depressive symptoms at the

6-month follow-up (standardized β=.47, P<.001) and negatively
associated with QOL at 9-month follow-up (standardized
β=−.20, P=.005). The intervention also reduced depressive
symptoms (standardized β=−.21, P<.001), which consequently
resulted in improved QOL at 9 months (standardized β=−.58,
P<.001). The pathway from depressive symptoms to QOL had
the strongest effect size in the mediation model (standardized
β=−.58, P<.001). There were complete mediation effects of the
intervention on QOL via stigma and depressive symptoms.
Specifically, the pathway through depressive symptoms alone
accounted for the largest mediation effect size of 57.1%
(0.12/0.21). The path through stigma→depressive symptoms
and stigma alone accounted for 23.8% (0.05/0.21) and 19%
(0.04/0.21) of the total effect size on long-term QOL,
respectively.
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Table 5. Pathway coefficients of the structural equation model.

P valueSE95% CIStandardized estimate βEstimate βPathways

.0010.64−3.37 to −0.85−.19−2.11Intervention→stigma

<.0010.54−3.11 to −0.99−.21−2.05Intervention→depressive symptoms

.280.05−0.18 to 0.60.05.21Intervention→QOLa

<.0010.060.30 to 0.52.47.41Stigma→depressive symptoms

.0050.03−0.14 to −0.02−.20−.08Stigma→QOL

<.0010.04−0.34 to −0.18−.58−.26Depressive symptoms→QOL

<.0014.210.60 to 1.66.261.13Total effects from intervention to QOL

.280.20−0.18 to 0.60.05.21Direct effect

<.0010.200.53 to 1.30.21.92Indirect effects

.0480.080.00 to 0.33.04.17Intervention→stigma→QOL

<.0010.150.23 to 0.82.12.53Intervention→depressive symptoms→QOL

.0050.080.07 to 0.38.05.22Intervention→stigma→depressive symptoms→QOL

aQOL: quality of life.

Discussion

Principal Findings
To our knowledge, this study is among the first efforts to explore
the potential causal mechanisms of long-term improvement in
QOL in an mHealth intervention using longitudinal data. The
findings revealed significant mediating roles of stigma and
depressive symptoms in improving long-term QOL for the
mHealth intervention participants. Specifically, the long-term
(9-month follow-up) intervention effect on the improvement of
QOL was entirely mediated by the reduction of stigma in the
short term (3 months) and reduction of depressive symptoms
in the mid term (6 months).

Although several studies have explored the mechanisms of
psychosocial interventions, the mechanisms of QOL
improvement in the long term remain understudied. For
example, studies on mind-body therapies have found that
mindfulness might serve as a potentially important mechanism
for patients’ QOL improvement in such interventions [16,55].
However, literature examining the mechanisms of QOL
improvement in psychosocial interventions are scarce, especially
in the long term. In addition, methods employed in previous
studies such as repeated measures analyses of covariance and
latent growth curve model could not identify the sequential and
causal relationships when exploring intervention mechanisms
[16,17,56]. Our study contributed to the literature by affirming
the sequential and potential causal relationships between
HIV-related stigma, depressive symptoms, and QOL, which
have not been reported in previous studies. Furthermore, only
a small number of studies used longitudinal data, of which, to
the best of our knowledge, none examined the sequential
relationships [16,17,56]. In this study, the use of SEM with
longitudinal data allowed us to assign mediators and the
outcomes in chronological order, thus shedding light on the
potential causal relationships of the intervention mechanisms.

Practical Implications
Given the critical roles of stigma and depressive symptoms in
improving long-term QOL, it is important to address stigma
and alleviate depressive symptoms in interventions aiming for
QOL improvement among people living with HIV. There are
several effective ways to reduce HIV-related stigma and to
alleviate participants’ depressive symptoms as suggested in the
literature and shown in this study. First, the intervention content
should be evidence-based in reducing HIV-related stigma and
alleviating depressive symptoms [5,12]. The intervention
materials of the Run4Love program were adapted from the
evidence-based and theory-guided CBSM courses, which have
been proved effective in reducing stigma and depressive
symptoms among people living with HIV [12,57,58]. The core
elements of the CBSM courses, such as stress management and
coping skills, were preserved and adapted into multimedia
formats. The participants in the intervention groups had a
moderate level of patient engagement. The cumulative
completion rates were 50.6%, 51.5%, and 50.8% at 1, 2, and 3
months, respectively, in the intervention group, which were
comparable to other mHealth interventions [59]. The positive
relationship between patient engagement and health outcomes
has been confirmed in our previous study [59]. Therefore,
evidence-based intervention content, rigorous design, and
implementation might have contributed to the significant
reduction of HIV-related stigma and depressive symptoms in
the intervention group.

Second, another effective way to reduce stigma is through social
contact; this is one of the most effective strategies to reduce
stigma, provide social support, and alleviate depressive
symptoms [5,60,61]. Comparatively, mHealth interventions
provide varied forms of social contact with better convenience
and privacy than face-to-face interventions [62,63]. For example,
anonymous virtual communities, such as community message
board and web-based forums, serve as easy and secure access
for people living with HIV to interact with peers and receive
social support [62,63]. Earlier studies suggested that mass media
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communication or supportive virtual groups could be
incorporated in interventions to mitigate stigma among people
living with HIV [62,64]. Such web-based communities and
connections are much needed by people living with HIV because
of persistent stigma—both perceived and internalized—against
HIV and people affected by HIV, as well as the consequent fear
of discrimination and social isolation [65,66]. In addition,
mHealth interventions allow alternative web connections (eg,
human-machine interactions) to incentivize and engage
participants. For example, the Run4Love program incorporated
automatic weekly feedback on each participant’s completion
status of the intervention materials, with personalized verbal
incentives. Such personalized and patient-centered
human-machine interaction is a unique advantage of mHealth
interventions. Future mHealth interventions for people living
with HIV need to incorporate social contact in various forms
as an essential component to address HIV-related stigma and
decrease social isolation, so as to reduce depressive symptoms
and achieve long-term improvement in people living with HIV’s
QOL.

Third, since HIV-related stigma is a multidimensional aspect,
public policies and coordinated efforts are needed to reduce
HIV-related stigma at multiple levels [67,68]. At the societal
level, public policies and effective interventions targeting on
stigma reduction, HIV testing, ART provision, and social
empowerment are needed to address HIV-related stigma among
people living with HIV [69]. Community-based support services
and educational campaigns should be prioritized to reduce
stigma and discrimination [70]. For example, in China, many
celebrities, including the First Lady Peng Liyuan, joined the
public campaign to reduce discrimination against people living
with HIV and promote HIV testing and treatment [71,72]. At
the health care level, Voluntary Counseling and Testing program
has been instituted at the Centers for Disease Control and
Prevention (CDC) and local hospitals [73]. At the individual
level, a number of intervention programs focused on stigma

reduction, problem-solving skills, and psychological support
have been implemented [68].

Limitations
There are some limitations to this study. First, we only focused
on HIV-related stigma and depressive symptoms as two
important mediators; however, other variables, such as stress,
social support, and self-efficacy, might also be potential
mediating factors and were not included in this study. Future
studies are needed to explore the mediating effects of these
factors to better understand the mechanisms of social
media-based mHealth interventions. Second, the measurements
of stigma, depressive symptoms, and QOL were self-reported
and thus might introduce potential recall bias. However, SEM
analysis has already considered the measurement errors of these
psychosocial variables and therefore provided more reliable
model estimations. Third, since the participants were recruited
from one hospital in an urban setting and the sample comprised
mostly male participants, the generalizability of the study
findings to other patients or geographical locations needs to be
taken with caution, especially for women and those living in
rural areas.

Conclusions
In conclusion, this study is one of the first efforts to examine
the potential causal mechanisms of an mHealth intervention in
long-term QOL improvement by using longitudinal data and
SEM. We found that the long-term intervention effect on QOL
improvement was entirely mediated by the reduction of stigma
in the short term and reduction of depressive symptoms in the
mid term. The findings underscore the critical roles of reducing
HIV-related stigma and depressive symptoms in mHealth
interventions targeting QOL improvements among people living
with HIV. We call for targeted mHealth interventions to improve
long-term QOL among people living with HIV, especially social
media-based interventions that can reduce HIV-related stigma
and alleviate depressive symptoms.
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Abstract

Background: Universal access to assessment and treatment of mental health and learning disorders remains a significant and
unmet need. There are many people without access to care because of economic, geographic, and cultural barriers, as well as the
limited availability of clinical experts who could help advance our understanding and treatment of mental health.

Objective: This study aims to create an open, configurable software platform to build clinical measures, mobile assessments,
tasks, and interventions without programming expertise. Specifically, our primary requirements include an administrator interface
for creating and scheduling recurring and customized questionnaires where end users receive and respond to scheduled notifications
via an iOS or Android app on a mobile device. Such a platform would help relieve overwhelmed health systems and empower
remote and disadvantaged subgroups in need of accurate and effective information, assessment, and care. This platform has the
potential to advance scientific research by supporting the collection of data with instruments tailored to specific scientific questions
from large, distributed, and diverse populations.

Methods: We searched for products that satisfy these requirements. We designed and developed a new software platform called
MindLogger, which exceeds the requirements. To demonstrate the platform’s configurability, we built multiple applets (collections
of activities) within the MindLogger mobile app and deployed several of them, including a comprehensive set of assessments
underway in a large-scale, longitudinal mental health study.
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Results: Of the hundreds of products we researched, we found 10 that met our primary requirements with 4 that support
end-to-end encryption, 2 that enable restricted access to individual users’ data, 1 that provides open-source software, and none
that satisfy all three. We compared features related to information presentation and data capture capabilities; privacy and security;
and access to the product, code, and data. We successfully built MindLogger mobile and web applications, as well as web
browser–based tools for building and editing new applets and for administering them to end users. MindLogger has end-to-end
encryption, enables restricted access, is open source, and supports a variety of data collection features. One applet is currently
collecting data from children and adolescents in our mental health study, and other applets are in different stages of testing and
deployment for use in clinical and research settings.

Conclusions: We demonstrated the flexibility and applicability of the MindLogger platform through its deployment in a
large-scale, longitudinal, mobile mental health study and by building a variety of other mental health–related applets. With this
release, we encourage a broad range of users to apply the MindLogger platform to create and test applets to advance health care
and scientific research. We hope that increasing the availability of applets designed to assess and administer interventions will
facilitate access to health care in the general population.

(J Med Internet Res 2021;23(11):e22369)   doi:10.2196/22369

KEYWORDS

mental health; mHealth; mobile health; digital health; eHealth; digital psychiatry; digital phenotyping; teletherapy; mobile device;
mobile phone; smartphone; ecological momentary assessment; ecological momentary intervention; EMA; EMI; ESM; experience
sampling; experience sampling methods

Introduction

Background
This section begins with acknowledging the global burden of
mental illness and barriers to care, as well as the increasing need
of patients, clinicians, and scientists for digital, mobile, remote
mental health care and research. We have then highlighted the
advantages of mobile apps, passive monitoring, and experience
sampling. To provide context for the rest of the paper, we have
described 2 studies: the Healthy Brain Network study and the
National Institute of Mental Health (NIMH) Family Study of
Affective Spectrum Disorders.

Global Burden of Mental Illness and Barriers to Care
The global burden of mental illnesses is staggering.
Epidemiologic studies indicate that 75% of all diagnosable
psychiatric disorders begin before the age of 24 years [1] and
the lifetime prevalence of a severe disorder among children and
adolescents is 21.4%. The most common diagnoses during
childhood are anxiety disorders, attention-deficit/hyperactivity
disorder, and mood disorders [2]. Despite their high prevalence,
only about 50% of children with a mental health disorder receive
treatment (Centers for Disease Control and Prevention, NIMH).
Adults and children remain untreated, even though effective
treatments exist. The World Health Organization has reported
large median treatment gaps for alcohol abuse and dependence
(78%), generalized anxiety disorder (58%),
obsessive-compulsive disorder (57%), depression (56%),
dysthymia (56%), panic disorder (56%), bipolar disorder (50%),
and schizophrenia (32%) [3,4]. There is a general dearth of
mental health resources, especially in low- to middle-income
settings [5] and for disadvantaged youth [6], and there are many
barriers to care that do not involve finances, insurance, and
availability of treatments [6-16]. Simply scheduling an
appointment in the United States can be difficult [8], and wait
times may take months [8,11]. Additional barriers include
concerns about stigma and privacy, as well as exceptional

circumstances when telehealth is the only option, such as with
the current COVID-19 crisis.

An Increasing Need for Digital, Mobile, Remote Mental
Health Care, and Research
People seeking mental health care can use web-based resources
to overcome barriers to treatment, such as distance, cost, long
waits, inconvenience, stigma, privacy, and problems associated
with in-person visits. In recent years, people have been
increasingly turning to the internet as a preferred source of
knowledge about mental health [7,17,18]. However, the
abundance of inaccurate and misleading information on the
internet makes it difficult to evaluate the credibility of
information sources, the veracity of claims, and the effectiveness
of recommendations and therapies. In addition, there are many
scenarios in which obtaining data or care without access to the
internet or a computer is important. Furthermore, receiving
scheduled notifications at any time and place can be critical for
a realistic assessment and effective intervention. In the context
of these requirements, mobile devices with dedicated apps offer
a better way of receiving vetted, curated content and of
communicating relevant information without having to sit in
front of a computer or find the right person to talk to at the right
time.

Clinicians and health organizations, particularly those in the
mental health sector, are overwhelmed. General health
practitioners, in particular, struggle to meet the needs of their
local communities. Better assistance is required to identify
mental health issues during checkups to ensure that these
concerns are caught early on and that patients benefit from
referral to a specialist. Health organizations struggle to provide
broader assistance to the vast majority of people around the
world who have limited or no access to mental health resources.
They need better tools to scale up mental health efforts that
reduce or remove face-to-face interactions to inform, assess,
and provide therapy. Digital and mobile tools are especially
important to reach people who need care and who are in remote
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areas, in socioeconomically disadvantaged conditions, or in
situations where there is profound stigma surrounding mental
illness. Telehealth options that involve video teleconferencing
with a health care provider are becoming more prominent and
have some evidence of scalability [19]. However, these services
require the time and attention of expensive and limited human
resources, and therefore do not scale as well as digital, mobile,
and remote resources that do not require human interaction. The
current COVID-19 crisis has made it starkly apparent that
telehealth, with or without human interaction, may at times be
the only option for seeking and receiving care. This pandemic
is causing a widespread impact on mental health, from anxiety
and stress related to helplessness, fear, and uncertainties of the
crisis itself to the isolation and loneliness of home confinement
and social distancing [20,21]. The need for remotely
administered information, assessment, and therapy will only
grow as nations have been forced to discover the extensive
possibilities of these novel technologies.

Scientists often struggle to acquire relevant mental health and
behavioral data when using traditional research paradigms.
Study participant recruitment efforts are usually restricted to
individuals who can be evaluated in person and provide written
consent, which drastically reduces the size and scope of study
samples. Smaller sample sizes are less likely to detect effects
that exist at the population level, so for data to be relevant,
robust, and replicable, it is important to frequently sample from
large and diverse populations. Off-the-shelf, web-based tools,
such as mobile apps for collecting data, do not meet the needs
of most scientists who must configure their data collection tools
to reach the right population and address specific questions of
scientific and clinical relevance. Even tools that are configurable
often require considerable mobile app software engineering
expertise that is outside of most laboratories’ capabilities. For
laboratories attempting to create their own mobile app from
scratch, they may turn to outsourcing for its development only
to find that it is far more costly than anticipated and requires
consistent maintenance and upgrading to keep up with changing
software dependencies, operating system versions, and hardware,
let alone the changing requirements of the research itself. In
addition to the engineering, content, design, and financial
challenges of creating mobile apps, there can be considerable
logistical and governance challenges involved in dissemination
and the incorporation of an electronic consent process.

Appropriately constructed, configured, and vetted mobile apps
are currently the most promising avenue for satisfying all of the
abovementioned requirements, as mobile devices with internet
access are rapidly becoming widely available to diverse
populations around the world. It is currently estimated that 60%
of the world’s population uses the internet and that 93% of users
gain internet access through mobile devices [22]. They provide
a convenient way to passively or actively collect and present
information that can be relevant to the natural variations and
social and environmental contexts of people’s lives. Passive
methods usually involve sensors carried or worn on some part
of the body and can collect objective, real-world data about
participants to monitor motor activity, sleep, heart rate,
cognition, behaviors, mood, and physiological states, as well
as detect important outcomes such as medication response [23].

Some recent examples of sensor-based technologies that track
mental health include phone apps, such as Northwestern
University’s Center for Behavioral Intervention Technologies’
Purple [24,25] and Intellicare [26,27] platforms, Harvard
University’s Beiwe platform [28,29], and apps such as mPower
[30,31] built on top of Apple’s ResearchKit for iOS [32] and
ResearchStack for Android [33]. The Beth Israel Deaconess
Medical Center maintains an extensive database of apps that
claim to respond to mental health needs [34] and provides a
protocol for their evaluation [35,36]. There is an unmet need
for a free, open, configurable platform to translate
pencil-and-paper assessment instruments, cognitive tasks, and
therapies into attractive, engaging, and effective digital, mobile,
and remote tools that exceed current standards of privacy,
security, and accessibility.

One important limitation in the interpretation of data acquired
through passive monitoring is the lack of contextual information
on variables that may influence sleep, activity, or mood changes
inferred from speech, texting, GPS location, or other interactions
with mobile devices. Although studies have combined subjective
symptom ratings with passive monitoring, retrospective
reporting over the past week or month is common among many
traditional clinical questionnaires and may miss important
real-time associations between subjective and objective data.
Gaining insight into the directional associations between events
and psychological states and their association with sleep and
physical activity can be enhanced through the administration
of tools that simultaneously capture descriptions of symptoms
of mood, cognition, and other subjective experiences, which
remain the core components of psychiatric disorder criteria.
These active methods of recording individuals’ internal states
and experiences include explicit self-reports that may range
from occasional and detailed survey instruments to more
frequent, brief, and in-the-moment questionnaires. Repeated
assessment of people in real time is best known as experience
sampling [37] and in the context of medicine and physiological
or event-related data capture has been referred to as ecological
momentary assessment (EMA) [38]. As pointed out by Marije
aan het Rot et al [39] in their excellent review of experience
sampling methods and EMA [39], the 2 terms are increasingly
used together, so we will simply refer to them as experience
sampling.

As described by Trull and Ebner-Priemer [40], experience
sampling offers major benefits over traditional clinical
assessments, including the reduction of retrospective bias,
real-time tracking of dynamic processes, simultaneous
integration of multi-level data (eg, biological and psychological),
characterization of context-specific relationships of behaviors
and symptoms, inclusion of feedback, and enhanced
generalizability of results. Experience sampling has been shown
to be highly feasible and valid in the assessment of diverse
categories of mental illness, including patients with mood
disorders, anxiety disorders, substance use disorders, and
psychosis [41-45] as well as in the assessment of transdiagnostic
mental health issues such as suicidal ideation [46]. More
recently, experience sampling has been used to assess cognitive
functions [47]. Batteries of cognitive tasks, such as the NIH
Toolbox [48,49], ACE [50], and Cambridge Cognition [51], are
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primarily used for research and are not currently intended for
clinical practice; they are for the most part commercial,
proprietary, and permit limited (if any) configuration options
for presenting and collecting data. Although mental health
professionals may not adopt new technologies for clinical
assessment more readily than traditional tools [52], their use in
clinical practice may be encouraged by increasing their
personalization and integration into standard care [53].

The Healthy Brain Network Study and NIMH Family
Study of Affective Spectrum Disorders
The Child Mind Institute’s Healthy Brain Network study [54]
is an ongoing initiative focused on creating and sharing a
biobank of data from 10,000 New York area participants (age
group 5-21 years). The biobank houses data on psychiatric,
behavioral, cognitive, and lifestyle phenotypes, as well as
multimodal brain imaging (resting and naturalistic viewing
functional magnetic resonance imaging (MRI), diffusion MRI,
and morphometric MRI), electroencephalography, eye tracking,
voice and video recording, genetics, and actigraphy.

The NIMH Family Study of Affective Spectrum Disorders was
a large, community-based, controlled family study [55] that
collected assessment data 4 times per day for 2 weeks from
phones provided to participants of the study. The assessments
included questions about daily life experiences and behaviors
at the moment of acquisition (current location, social company,
performance of specific behaviors, and mood states) and since
the previous assessment or since waking up (experience of daily
events and event negativity, food intake, substance use,
experience of headache, and specific symptoms). Assessments
at the beginning of the day also included questions about
duration, quality, and problems with sleep, and at the end of the
day included ratings of the stressfulness of the day, food craving
for the day, and specific physical symptoms (gastrointestinal
symptoms and muscle pain). Response options included Likert
scales for dimensional constructs (such as mood or event
negativity) and checklists for multiple responses (such as for
food consumed) or single responses (such as current physical
location).

The data from the NIMH Family Study that evaluated the
association between daily events and emotional experience
yielded important differences in patterns of reactivity among
the major subtypes of mood disorders, including bipolar I
disorder, bipolar II disorder, major depression, anxiety disorders
without a mood disorder, and controls [56]. These findings
demonstrate how experience sampling is a particularly
well-adapted tool for assessing affective dynamics as well as
emotional reactivity following daily life events. The value of
combined passive and active monitoring in this study further
showed bidirectional associations between energy, motor
activity, and sleep, and unidirectional associations between
activity and mood, suggesting that increased activity could be
used as an intervention for depression [57]. Using the novel
analytic approach of fragmentation to test the stability and
instability of emotional states in this study showed greater
instability of energy and attention in people with a history of
bipolar I disorder, whereas those with bipolar II disorder or

major depression exhibited greater fragmentation of mood and
anxiety [58].

Outline of the Paper
In this paper, we (1) review customizable, mobile, experience
sampling products for configurable data collection and content
delivery, (2) summarize the motivation for and development of
a new mobile platform called MindLogger, and (3) describe
MindLogger applets, including an initial use case that applies
a MindLogger version of the NIMH Family Study’s app as part
of the Healthy Brain Network study.

Methods

Overview
In this section, we have discussed our criteria for selecting and
evaluating customizable, mobile, experience sampling products;
provided an overview of the development of the MindLogger
platform for experience sampling and interventions; and
presented an example app of MindLogger in a large-scale mental
health study. The Results section follows up on each of these,
presenting the results of the product review, the current state of
the MindLogger platform, and example apps of MindLogger.

Criteria for Reviewing Customizable, Mobile, and
Experience Sampling Products
In this review, we did not consider mobile apps limited to
specific assessments, cognitive tasks, or therapies, but rather
examined platforms that enable the creation and distribution of
such apps. We wanted to find products that have an
administrator interface for creating and scheduling recurring,
customized questionnaires, where users receive and respond to
scheduled notifications on a mobile device.

The detailed outline of the protocol we followed has been
provided in Multimedia Appendix 1, which is briefly
summarized in the paper. Over the last 3 years, clinical and
research collaborators and colleagues have helped us gather
information about products with desired characteristics. To
extend this search, we conducted 3 queries in Google’s search
engine (without quotation marks or Boolean operators): (1)
digital electronic data capture systems, to broadly identify any
electronic tools for capturing data; (2) mobile phone software
sensor data collection, to identify mobile data collection
software that may involve sensors; and (3) alternative to
Qualtrics, to identify alternatives to one of the most prominent
products that enables web-based customization of surveys
(although Qualtrics itself does not currently have a mobile app).
We visited the websites of the first 20 search results from each
query (not including advertisements) and identified the candidate
products. For example, if a website listed the Top Ten Apps
for..., we would include these 10 apps in our initial set of
candidates. We then filtered this set using the following
inclusion criteria: the candidate product had to (1) be in current
use, (2) have (Android and iOS) mobile apps, and (3) have an
administrative user interface for creating and scheduling times
and days for recurring, customized questionnaires, where end
users receive and respond to scheduled notifications via an iOS
or Android app on a mobile device. Where there was any
ambiguity, we contacted the company or organization to clarify,
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scheduled a web-based demonstration, and requested a free trial
to explore the product. We excluded products that do not
currently fulfill the above requirements or for which we could
not receive a demonstration or trial without a legal agreement.
We also excluded products that require SMS text messaging,
email, or other modes of communication outside of their mobile
app to send and receive notifications.

Because the type of notification is important in experience
sampling applications, we identified which products can deliver
local operating system notifications or push notifications, where
an end user receives notifications in their mobile device’s
notification bar at scheduled times, and a tap on a notification
takes them to their scheduled activity within the mobile app.
Local operating system notifications do not require an internet
connection at the time that the notification is to be received,
whereas push notifications do, and both of these are distinct
from simple in-app notifications, which require the end user to
use the app to see their notifications.

We collected additional information from product websites, and
via teleconferences and web-based demonstrations with the
product creators, and from free trials to determine the degree
to which each is (1) customizable in its information presentation
and data capture capabilities, (2) private and secure, and (3)
accessible (easy to use, economical, and open source).
Customization is important to ensure that content, language,
and presentation can be adapted and updated to meet the specific
needs of a given population of intended end users, and to expand
the scope of possible dimensions to assess, analyses to perform,
and inferences to make. Privacy and security is a central
concern, especially as we conduct research involving a triply
vulnerable population of end users: (1) child and adolescent (2)
patients with (3) mental health and learning disorders. Data
access, encryption, and deletion capabilities are the primary
considerations in this domain. Accessible can mean many things;
here we refer to whether and how the administrator can access
the product, its source code, or its data. The degree to which a
product is affordable will often determine the degree to which
it is adopted. Possibly, the most stringent accessibility criterion
one could have is for the software to be open source.
Open-source software is important because the product does
not live or die with a given company, provides an opportunity
for anyone to build on and improve the software, and it is open
to greater scrutiny to ensure the quality of the software, accuracy
of any claims made about the software, and transparency of
clinical and scientific practices that use the software. Each of
these characteristics offers a competitive advantage; however,
they should be considered together. For example, a company
offering a free product can store or transmit user data insecurely.

Development of the MindLogger Platform
MindLogger [59] is intended as an open ecosystem to create,
edit, share, and administer mobile or web applets for data
collection and content delivery. We use the term applet to refer
to a customized collection of activities within the MindLogger
app administered to target end users. Our focus with
MindLogger is to easily create and edit digital mental health
assessments and interventions and administer them to users via
mobile or web applets. The 3 key innovations we sought to

accomplish with MindLogger were customizability of content,
response options, and appearance; an extensive library of applets
built using open standards (open, reusable parts defined by an
open protocol), and distribution as a single app that appears
differently to different user groups.

MindLogger’s development began in 2017, with a focus on
mental health assessments. After the significant development
of an early prototype for mental health research and clinical
colleagues at the Child Mind Institute and the Child Mind
Medical Practice in New York City, we revisited development
with a greater emphasis on human-centered design [60,61]. We
included a variety of key stakeholders to ensure that their needs
would be met by the platform: clinicians (psychiatrists,
psychologists, social workers, etc), scientists (neuroscientists,
cognitive psychologists, etc), and directors of schools
specializing in learning and developmental disorders, as well
as technology consultants. We integrated their feedback at
different stages throughout the development of the platform.
Regarding user experience, both structured and informal user
feedback collection has been iterative and ongoing throughout
the development process. The MindLogger apps described in
this paper use an assessment frequency, duration, and question
content that has been substantially validated over recent years
by members of our team for a wide range of age groups
(children, adults, and older adults) [62-66], for healthy
individuals [62,63,67], and for persons with diverse forms of
mental [62,63,67-71] or physical [72-74] disorder. The NIMH’s
predecessor to the MindLogger applet described below (using
a highly similar protocol for daily assessments and with identical
question content) documented an average completion rate of
77.9% (SE 0.81%) for repeated daily assessments, with no
significant fatigue effect, defined as an increase in missing data
as a function of time in the study (ordinary least squares linear
model β coefficient=–.041; P<.001). In addition to user
experience considerations and other stakeholder feedback, the
information we gathered over the last 3 years that preceded the
above review of customizable, mobile, experience sampling
products also helped to guide MindLogger development.

Application of MindLogger in the Healthy Brain
Network Study
To obtain more in-depth information on real-time tracking of
emotions, behavior, daily activities, and their contextual
influences in the Healthy Brain Network study [54], we adapted
the combined actigraphy and experience sampling mobile
assessment tools and content from the NIMH Family Study of
Affective Spectrum Disorders [55]. Although the findings of
that study (summarized in the Introduction section) were
primarily based on adult samples, the inclusion of a substantial
subset of offspring aged 10-18 years of parents with mood
disorders and controls provided compelling evidence for the
feasibility, acceptability, and clinical significance of experience
sampling in youth. Therefore, the goal of the present initiative
was to create a version in MindLogger, with updated content
(particularly with regard to sleep, positive and negative thoughts,
food and drink, internet, and social media), enhanced with
clarification of the content, inclusion of colorful images, and
formats adapted for children and young adults to encourage
engagement [75].
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Results

Overview
In this section, we present the results of our review of
customizable, mobile, experience sampling products, the current
state of the MindLogger platform (including roles and
permissions, software architecture, and current set of features),
and the applet we have deployed in the Healthy Brain Network
study.

Results of the Review of Customizable, Mobile, and
Experience Sampling Products
Our search resulted in 392 products, of which 315 appear to be
in current use. Multimedia Appendix 1 contains a list of 101
products that have Android and/or iOS mobile apps. Upon closer
inspection of their websites, 59 appeared relevant to scheduling
questionnaires and notifications for a group of respondents, so
we contacted the 59 products’companies/organizations through
their web-based contact forms or via email to clarify their
products’ capabilities and exchanged emails with the 47
companies that responded. On the basis of these exchanges, we
were able to identify 21 products that appeared to satisfy our
primary criteria (administrator interface for creating and
scheduling recurring, customized questionnaires, where users
receive and respond to scheduled notifications on a mobile
device). Five potential candidates were omitted as they are
intended for use by internal business employees of a company,
not by patients or by participants of a study, and require
individual licenses, log-ins, or fees per device. Two more
candidates were omitted as they required a legal agreement to

demonstrate their products. Of the 14 remaining products for
which we engaged in demonstrations and free trials, 10 met the
primary criteria and are included in Figures 1-3. In these figures,
yes or no (filled vs empty) correspond to the questions in the
bulleted lists below. The questions represent specific instances
of broader criteria that can be complex and nuanced.

• Multiuser: Can more than one end user access the app on
the same mobile device, even if it means logging out and
logging back in again?

• Offline notification: Can end users receive and respond to
notifications without an internet connection?

• Tap notification: When an end user taps on a notification
in their mobile device’s notification bar, does it take them
directly to their scheduled activity within the app?

• Visualize data: Is there a data visualization dashboard to
review any individual end user’s response data?

• Reviewers: If there is a data visualization dashboard, can
an administrator give someone access to review only one
end user’s response data in the dashboard?

• Setup languages: When administrators create a customized
questionnaire, can they choose from at least 5 different
languages to use the interface, in addition to English? (This
is distinct from how many different languages the end users
can see.)

• API: Is there a consumer-facing application programming
interface (API)?

• Open: Is the product’s mobile app software fully open
source and free to set up?

Figure 1 contains information about access to the product,
software, and data (for both Android and iOS).

Figure 1. Access to experience sampling products, software, and data (filled means yes). API: application programmer interface.
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Figure 2 contains information about presentation and data
capture features:

• Play video/audio: When administrators create an activity,
can they include video or audio clips?

• Type text, take photo, record video/audio, draw: When
administrators create an activity, can they include any of
the following to capture data from end users? (Text entry,
camera photo, audio/video recording, and drawing.)

• GPS: Can GPS location data be acquired through the app?
• Sensor: Can any additional sensor (eg, accelerometer) data

be acquired?
• Time: Can any question include a countdown or timer?
• Logic: Can the response to a question determine which is

the follow-up question (skip/branch logic)?
• Score: Can a questionnaire’s scoring logic be entered when

creating the questionnaire?

Figure 2. Presentation and data capture features of experience sampling products (filled means yes).

Figure 3 contains information about privacy and security:

• Encrypt on (device, server): Does the product encrypt data
on the mobile device or on the server?

• End-to-end encryption: Is the product end-to-end encrypted
or could someone within the company or organization

hosting apps on their server see (even anonymized
respondents’) response data?

• Admin delete: Can an administrator delete an individual
end user’s data without having to make a request from the
product creator?

• Own server: Can the product be hosted on an administrator’s
own server?

Figure 3. Privacy and security of experience sampling products (filled means yes).
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Current State of the MindLogger Platform

Roles and Permissions
Figure 4 shows a schematic of MindLogger, where an
administrator selects, edits, or creates an applet; administers the
applet to end users; and views or makes use of their data. Figure
5 outlines the different roles (owner, manager, coordinator,
editor, user, or reviewer) and their permissions with regard to
administration, content, use, and data management. For instance,
a principal investigator of a research study could be the owner
of a new applet as well as its editor and might assign a laboratory
manager who recruits participants (applet users) to be the
manager of the applet, and 2 data analysts to be the reviewers

of all deidentified participants’ data. As a second example, a
clinical director of a pediatric mental health clinic could be the
owner of a copy of an applet containing assessments, assigns a
clinical coordinator who manages patients (applet users) to be
a manager of the applet, and assigns parents to be reviewers of
their child’s responses. As a trivial example, anyone could sign
up for a MindLogger account and own their own applet and be
its only user. This last scenario enables any user to customize
their own applet to send scheduled notifications to themselves
to remind themselves to take their medication, perform breathing
exercises, practice mindfulness meditation, or log their thoughts
within the app.

Figure 4. MindLogger schematic. Left: select, edit, or create activities with scheduled notifications, such as questionnaires, tasks, or interventions, for
use on mobile (iOS, Android) devices or the web. Middle: assign yourself or others to do these activities for data collection, annotation, research, or
remote clinical assessment or therapy. Right: view end user data for which you have access.
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Figure 5. MindLogger roles and permissions for administration, content, use, and data management.

MindLogger Software Architecture
MindLogger's software architecture (Figure 6) consists of a set
of end user–facing front ends (2 mobile apps and a web
application) and organizer-facing front ends (an admin panel,
data dashboard, and applet builder) with a shared RESTful
HTTP API using MongoDB [76] for data storage. The mobile
front ends, Android, and iOS apps are built using React Native
[77]. This allows us to share a single code base across mobile
platforms, resulting in increased speed of development and ease,
and cost-effectiveness of maintenance. The web application is
a ReactJS browser-based counterpart to mobile apps and
currently provides a subset of their functionality. Administrators
(managers, coordinators, editors, and reviewers) have access to
different single-page applications built using VueJS [78]. The
admin panel and applet builder manage user roles and applets,

and the data dashboard is used to review user data, with custom
charts implemented using d3.js [79]. The computer security
firm Alpine Security [80] conducted extensive cybersecurity
black, gray, and white penetration tests to ensure that
MindLogger follows best practices for privacy and security.
These practices can be adapted to the specific regulations and
guidelines of different countries, including the General Data
Protection Regulations of the European Union [81], which are
among the strictest concerning data use, access, and storage.
As shown in Figure 3, MindLogger has end-to-end encryption,
permits administrators to delete an individual’s data, and can
be set up on one’s own server (accommodating European
regulations concerning the physical location of data processing
and storage [81]), so the platform should already meet the
security requirements of most use cases.
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Figure 6. MindLogger software architecture diagram. API: application programmer interface.

Our application front-end and backend code base is accessible
as web-based GitHub repositories [59] and is licensed under an
extremely permissive Open Source Initiative–approved
open-source license, the Common Public Attribution License
(CPAL-1.0) [82]. The license requires that attribution be given
by including (1) the copyright notice: “Copyright (c) 2017
MATTER Lab at the Child Mind Institute,” (2) the MATTER
Lab website address, (3) the Child Mind Institute’s logo, and
(4) the attribution phrase: “Child Mind Institute product intended
for building applications for good.” We include the attribution
phrase to give credit to the developers while also making it clear
that although we intend for people to build MindLogger applets
that will be benevolent, we have no control over their intent,
content, or the data they collect [83].

Our administrative software is licensed under a new license,
the Delayed Open Source Attribution License (DOSA-1.0) [84].
Although it is not itself an open-source license, the purpose of
this Delayed Open Source Attribution License is to provide
open access to software for noncommercial use while giving
attribution to its original developer, and after a delay of 3 years,
forcing the software to fall under the terms of the open source
CPAL-1.0 license that preserves the attribution information of
this license. This delay is intended to protect the commercial
interests of the licensor without compromising on the many
benefits of creating open-source products [85].

The backend API is built in Python using Girder’s RESTful
API [86] with the CherryPy framework [87]. This software layer
provides a set of RESTful endpoints that allow users, applets,
activities, items (such as individual questions), and user

responses. All user data are stored in a MongoDB database
hosted in an Amazon Web Services [88] cloud instance with
password-based encryption. Specifically, user response data are
encrypted using their own password on the client side so that
only managers or reviewers can view their data using an applet
password; other sensitive information (name and email) is
encrypted on the server side. We have Health Insurance
Portability and Accountability Act compliance agreements with
Amazon Web Services, Google Cloud Platform [89], and
MongoDB Atlas [90], and the software permits installation on
an arbitrary backend server (eg, on a university or hospital server
and not on any cloud service provider’s servers). For improved
performance, MindLogger uses a Redis [91] instance as a
temporary storage for data caching. MindLogger uses Firebase
Cloud Messaging to send notifications from the backend server
to the end user's mobile device. All additional data are consumed
from the backend API through the HTTPS requests.

The applets, activities, and items are described using
ReproSchema [92], an emerging standard for capturing and
harmonizing cognitive, clinical, and behavioral assessments
and responses in a provenance-preserving manner. The schema
uses JSON for linking data (JSON-LD) [93] as its representation
format and captures, as a connected graph of information, the
details of the questions, presentation logic on the basis of
responses or scheduling, computation of scores, and interface
hints for applications such as MindLogger. The schema uses
GitHub to maintain versions and provide persistent Uniform
Resource Identifiers for applets and activities, supports
multilingual applets, and uses World Wide Web Consortium
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provenance specifications [94] to establish provenance between
the response, the responder, and the applet.

MindLogger Current Features
We have succeeded in implementing many user- and
administrator-facing features (see the MindLogger website [59]
for updated information about features, installation,
administration, and use). There are an arbitrary number of
activities in an applet and an arbitrary number of screens in an
activity (with response-based conditional logic directing the
sequence of screens). Each screen of a MindLogger applet can
display text and a picture or video, play a sound file, and present
an interactive component with different possible response
options, such as single- or multiple-selection check boxes, image
selection, slider bar, text entry, table text or number entry, audio

recording, photo or video capture, drawing or tapping on images,
or GPS location button. Response delay and timer options are
also available for each screen. MindLogger is cross-platform
(iOS, Android, and web browser compatibility) and has
open-source code for apps and applets, and data are end-to-end
encrypted. The browser-based administration panel enables user
management, easy creation, and customization of one’s own
mobile or web applications without programming or design
experience, scheduling of applets and notifications per activity
per user or group of users, and visualization and export of data.
Figure 7 shows screenshots of the MindLogger mobile phone
app features. We have created applets to remotely administer
assessments as well as therapies and are currently constructing
a public library with over 100 mental health and cognitive
assessments that have open licenses for general use.

Figure 7. MindLogger screenshots showing survey and sensor features.

Deployment of MindLogger in the Healthy Brain
Network Study
MindLogger’s NIMH-EMA applet has been launched as part of
the Healthy Brain Network study [54] to a vulnerable
transdiagnostic New York City community sample (current
n=4315; enrollment rate: 90 per month; >90% have mental
health or learning disorders). Participants of the study receive

multiple notifications per day on their Android or iOS devices
to respond to morning, afternoon, and evening assessments.
Figure 8 shows screenshots of the NIMH-EMA applet. We are
currently enrolling children and adolescents who are at least 11
years old to use the NIMH-EMA applet as part of the Healthy
Brain Network study. This applet is about to be deployed in the
NIMH research program as well.
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Figure 8. MindLogger National Institute of Mental Health-ecological momentary assessment applet screenshots.

EDUCATE Study’s Daily and Weekly Diary Applet
Having developed and deployed the NIMH-EMA applet as part
of one research study, we were able to rapidly develop and
deploy a second assessment applet as part of a different research
study on reading disability. Reading disability is the most
common learning disability, affecting 10%-15% of school-age
children [95]. It causes major functional impairments at all
stages of life. A wealth of data documents lifelong disadvantages
in educational and occupational attainment. Current
evidence-based reading interventions largely rely on services
by trained specialists, either in well-resourced classrooms or
clinical settings. As such, under-resourced schools (or regions)
are often unable to provide reading interventions for their
students. The significance of this dilemma is compounded when
considering that children of lower socioeconomic status and
children with other serious comorbid behavioral health
conditions may have more severe or complex reading disability
profiles [96-98]. Thus, the children most in need are the least
likely to have access to evidence-based treatment.

The EDUCATE study, funded by the National Institute of Child
Health and Human Development, is a collaborative effort
between researchers at the University of Connecticut and the
Child Mind Institute. This clinical trial will examine the
effectiveness of an at-home, game-based intervention for reading
disorders. Parents of participants in this study are completing
daily and weekly assessments in MindLogger, which will allow
researchers to assess the home environment and compliance

with the intervention protocol throughout the study period.
These data are critical for evaluating the impact of this clinical
trial.

Discussion

Principal Findings
In this paper, we reviewed customizable, mobile experience
sampling products for configurable data collection and content
delivery, summarized the motivation for and development of a
new mobile platform called MindLogger, and described an
initial use case that applies a MindLogger version of the NIMH
Family Study app as part of the Healthy Brain Network study.

Our review returned an initial set of 392 products, of which 59
appeared to be in current use, had Android and iOS mobile apps,
and were capable of scheduling questionnaires and notifications
for a group of respondents. Of the 47 companies that responded
to our inquiries and did not require a legal agreement, we
identified 10 products that satisfied our primary criteria
(administrator interface for creating and scheduling recurring,
customized questionnaires, where an arbitrary number of users
can receive and respond to scheduled notifications on their
mobile devices). Four of these products supported end-to-end
encryption, 2 enabled restricted access to individual users’data,
1 provided open-source software, and none provided all 3 of
these capabilities. Our review is not exhaustive regarding either
the products that could possibly be used for experience sampling
or the range of features that these products support. Existing
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products include an impressive assortment of nonoverlapping
features and complement each other in ways that reflect the
different niches or markets for which they were intended. The
limitations of our search for existing products are as follows:
(1) our search queries and Google’s search algorithm may not
reflect the optimal search criteria for some relevant products;
(2) product websites are sometimes unclear and incomplete and
may even misrepresent the capabilities of their products; and
(3) some companies did not respond to questions even through
their website’s question or support page. Products are also
adding features over time, and some companies or organizations
offer paid services to build the desired features. Our comparison
should be seen as a snapshot of the current state of a subset of
features provided by software products intended for experience
sampling.

We successfully developed MindLogger, a new platform that
meets most of the stated needs of our collaborators around the
world, who desire an open source, mobile mental health platform
to inform, assess health, acquire data, and administer therapies.
We prioritized clinicians’ and researchers’ needs and users’
experience during development, aligned technologies to meet
these priorities, and are on track to achieve the full feature set
we set out to include. MindLogger has end-to-end encryption,
enables restricted access, is open source, and supports a variety
of data collection features. One limitation of MindLogger is
that it currently does not support passive data collection or
interaction with peripheral devices. This was intended to reduce
concerns about surveillance in an app whose first use case was
for assessing children and adolescents. However, in the future,
we intend to support passive monitoring of location and
behaviors, and communication with other devices, so long as
these are opt-in by the end user and there are clear reminders
to the end user concerning what data are collected and how they
will be used. Another potential limitation lies in its core strength:
by making MindLogger flexible, modular, cross-platform, and
configurable to help meet the unforeseen needs of future applet
builders and users, the creation of variants of even well-vetted
instruments is likely and will necessitate their careful validation.
We have recently built a web-based applet library for viewing,
copying, editing, and sharing applets. Applets in the library are
labeled to indicate which have been created or vetted by the
Child Mind Institute and which have been contributed by others.

We have demonstrated the flexibility and applicability of the
MindLogger platform through the deployment of the
NIMH-EMA applet in the Healthy Brain Network, a large-scale,
longitudinal, mobile mental health study. The NIMH is about
to launch the same applet in its own research program. For
future directions in the near term, there are a variety of other
mental health–related applets in preparation for deployment
and in the planning stages as described below.

MindLogger Applets in Preparation for Deployment
We are currently refining and testing MindLogger applets to
assess and administer interventions targeting specific subgroups
of youth with particular mental health and learning disorders.
Although some of these applets support specific collaborators’
research, others are for broader use (listed below, with video
screencast demonstrations on the MindLogger website [59]).

Pediatric Screener Mental Health Screening Applet
Integrating primary care and mental health has been associated
with improved patient outcomes [99]; therefore, mental health
screening in pediatric clinics could lead to earlier diagnosis and
improved outcomes for patients. The Hearst Foundations
supported the development of a pediatric screener tool using
MindLogger. This tool will administer assessments to children
or their parents, for children receiving a wellness checkup at
their pediatric clinic, and alert their physician if a child shows
signs of a mental health disorder. We have built the applet and
will pilot it at the Richmond University Medical Center in Staten
Island, New York. The initial screening questionnaire assesses
internalizing and externalizing symptoms, issues of attention
and hyperactivity, depression and suicidal ideation, disordered
eating behavior, and experiences of bullying. It also collects
demographic information about the child and parent. Children
with a clinically significant level of symptoms were prompted
to complete additional questionnaires to collect more detailed
information. A similar questionnaire was piloted in several New
York City–based pediatric settings and found it to be an effective
tool for identifying children at risk of a serious mental health
disorder. The MindLogger platform will create a much more
streamlined process and user-friendly experience, increasing
the probability of adoption by more pediatric practices and
clinics.

Dialectical Behavior Therapy Applet
The Dialectical Behavior Therapy (DBT) Diary Card is a
digitized version of the diary card used in evidence-based DBT
programs. This tool is a daily tracker of mood, targeting
behavioral urges and specific behaviors, and the use of coping
skills to manage these emotions, urges, and behaviors. Our DBT
applet (Figure 9) will enable therapists to create a digital DBT
diary card with a patient to include specific treatment targets
for that individual. This will allow patients to set notification
reminders to complete the diary card on a daily basis. The
patient’s device will automatically update with the new targets
and schedule, allowing the user to progress in the therapy
without having to change the way the data are retrieved. Both
patients and therapists will have access to the diary card data
to guide treatment planning and sessions.
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Figure 9. MindLogger Dialectical Behavior Therapy applet screenshots.

TokenLogger Behavior Intervention Applet
We are refining a behavior intervention applet called
TokenLogger that can be customized to retrospectively and
prospectively track specific behaviors and help promote and
reinforce desirable behaviors while reducing or extinguishing
undesirable behaviors. It will also help track the frequency,
duration, and severity of target behaviors to inform
modifications in behavioral treatment plans and assess progress
toward outcomes and goals. The TokenLogger applet will be
evaluated by clinical experts at the Child Mind Institute and
piloted with patients at the Child Mind Medical Practice, to
better understand the timing, duration, and frequency of
undesirable behaviors, and to test the efficacy of this digital
rendition of behavior modification therapy.

Planned MindLogger Applets
We intend to replace all of the Child Mind Institute’s and the
Child Mind Medical Practice’s pencil-and-paper assessments
with MindLogger applets and, where appropriate, create and
test digital renditions of therapies as MindLogger applets, and
make these universally accessible as part of a web-based public
library of MindLogger applets for anyone to use, modify, and
translate. In addition, there are a few applets in the planning
stages.

Diagnostic Screening Applet for Kiddie Schedule for
Affective Disorders and Schizophrenia
We are currently developing a MindLogger applet with part of
the Composite International Diagnostic Interview Screener that

has been incorporated into the NIMH version of the
epidemiologic version of the Kiddie Schedule for Affective
Disorders and Schizophrenia. This screener is being tested for
parents and self-administration in order to streamline the process
as we transition to more automated approaches for large-scale
studies of youth.

Taction Exposure Therapy Applet
We created a prototype iOS and Android mobile app called
Taction that is a simple exposure therapy game for children
who have obsessive-compulsive disorder or anxiety-related
issues. The app rewards users for tapping on images that
heighten their anxiety, potentially helping them progress in their
treatment between exposure therapy sessions. Once incorporated
into MindLogger, the Taction applet will be evaluated at the
Child Mind Institute and piloted with patients at the Child Mind
Medical Practice to assess the relative efficacy of a digital
rendition of exposure therapy.

NIMH Cognitive Task Battery
In the same manner as we want to enable anyone to create,
configure, and administer their own mobile questionnaires, we
also want to enable anyone to do the same for different types
of cognitive assessments. In this spirit, we created a Flanker
task applet that is thoroughly configurable (presentation and
timing of a fixation target, stimulus, and feedback), and we are
collaborating with the NIMH to create a small battery of
cognitive tasks for research in modeling behaviors.
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Abstract

Background: Smartphones and their built-in sensors allow for measuring functions in disease-related domains through mobile
tests. This could improve disease characterization and monitoring, and could potentially support treatment decisions for multiple
sclerosis (MS), a multifaceted chronic neurological disease with highly variable clinical manifestations. Practice effects can
complicate the interpretation of both improvement over time by potentially exaggerating treatment effects and stability by masking
deterioration.

Objective: The aim of this study is to identify short-term learning and long-term practice effects in 6 active tests for cognition,
dexterity, and mobility in user-scheduled, high-frequency smartphone-based testing.

Methods: We analyzed data from 264 people with self-declared MS with a minimum of 5 weeks of follow-up and at least 5
repetitions per test in the Floodlight Open study, a self-enrollment study accessible by smartphone owners from 16 countries.
The collected data are openly available to scientists. Using regression and bounded growth mixed models, we characterized
practice effects for the following tests: electronic Symbol Digit Modalities Test (e-SDMT) for cognition; Finger Pinching and
Draw a Shape for dexterity; and Two Minute Walk, U-Turn, and Static Balance for mobility.

Results: Strong practice effects were found for e-SDMT (n=4824 trials), Finger Pinching (n=19,650), and Draw a Shape
(n=19,019) with modeled boundary improvements of 40.8% (39.9%-41.6%), 86.2% (83.6%-88.7%), and 23.1% (20.9%-25.2%)
over baseline, respectively. Half of the practice effect was reached after 11 repetitions for e-SDMT, 28 repetitions for Finger
Pinching, and 17 repetitions for Draw a Shape; 90% was reached after 35, 94, and 56 repetitions, respectively. Although baseline
performance levels were highly variable across participants, no significant differences between the short-term learning effects in
low performers (5th and 25th percentile), median performers, and high performers (75th and 95th percentile) were found for
e-SDMT up to the fifth trial (β=1.50-2.00). Only small differences were observed for Finger Pinching (β=1.25-2.5). For U-Turn
(n=15,051) and Static Balance (n=16,797), only short-term learning effects could be observed, which ceased after a maximum
of 5 trials. For Two Minute Walk (n=14,393), neither short-term learning nor long-term practice effects were observed.

Conclusions: Smartphone-based tests are promising for monitoring the disease trajectories of MS and other chronic neurological
diseases. Our findings suggest that strong long-term practice effects in cognitive and dexterity functions have to be accounted
for to identify disease-related changes in these domains, especially in the context of personalized health and in studies without a
comparator arm. In contrast, changes in mobility may be more easily interpreted because of the absence of long-term practice
effects, even though short-term learning effects might have to be considered.

(J Med Internet Res 2021;23(11):e30394)   doi:10.2196/30394

J Med Internet Res 2021 | vol. 23 | iss. 11 | e30394 | p.325https://www.jmir.org/2021/11/e30394
(page number not for citation purposes)

Woelfle et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

mailto:johannes.lorscheider@usb.ch
http://dx.doi.org/10.2196/30394
http://www.w3.org/Style/XSL
http://www.renderx.com/


KEYWORDS

multiple sclerosis; digital biomarkers; practice effects; learning effects; learning curves; nonlinear mixed models; quantile
regression; information processing speed; symbol digit modalities test; smartphones; wearable electronic devices; mobile phones

Introduction

Background
Multiple sclerosis (MS) is a multifaceted and variable chronic
autoimmune neurological disease affecting approximately 2.3
million people worldwide [1]. It is among the most common
causes of nontraumatic disabilities in young adults [2].

MS progresses in different phases with highly variable speed
and severity. To optimize treatment strategies, timely and precise
monitoring of patients’disease status is essential. As MS affects
multiple functional domains, a range of validated clinical tests
are used: for cognition, the Symbol Digit Modalities Test
(SDMT) measures mental processing speed and is highly
established as a screening tool for cognitive impairment in MS
[3,4]. The 9-hole peg test (9HPT) is routinely used to measure
dexterity [5,6], and the timed 25-foot walk (T25FW) is used to
measure mobility [7]. Usually, stable patients with MS have
half-yearly to yearly clinical routine visits with neurologic
examinations and regular magnetic resonance imaging (MRI),
limiting insight into symptom fluctuations and reversible deficits
[8].

Wearable technologies, such as smartphones and smartwatches,
are expected to capture more representative data at a higher
resolution not only in the patients’ natural environments in MS
but also in other neurological diseases such as Parkinson disease
and Huntington disease [9-11]. Data can be collected passively
during the patient’s everyday activities (eg, capturing step
counts, turn speed, or keyboard dexterity [9,12,13]) or actively
during specific functional tests [14-16]. They can possibly
improve both clinical trials by providing more sensitive outcome
measures and clinical practice by allowing more personalized
disease course monitoring [14,17].

Acknowledged difficulties in interpreting the results of repeated
tests are learning and practice effects, especially in
neuropsychology [18,19]. Without a comparator, it is difficult
to disentangle whether longitudinal improvement constitutes
remission, practice, or treatment effects. In the same light,
disease progression and worsening of disability may be masked
by practice effects when specific tests feign stability. These
issues have been adequately addressed by control groups in
randomized controlled trials [20]. For trials without control
groups and for intraindividual comparisons—a cornerstone of
personalized medicine—interpretation remains challenging.
Furthermore, practice effects hamper test-retest reliability, which
is illustrated by recommendations to discard the results from 3
prebaseline repetitions of the MS functional composite [21].
However, more recently, it has been suggested that
person-specific learning curves can be used as new outcome
measures, leveraging the information inherent in practice effects
[14].

Objective
The aim of this analysis is to examine short-term learning and
long-term practice effects in high-frequency smartphone-based
tests representative of the assessment of 3 domains often affected
by MS: cognition, dexterity, and mobility.

Methods

Study Data and Participant Selection
We used publicly available data from the Floodlight Open study,
which collects smartphone-based test data from self-declared
persons with MS with a number of different tests implemented
in the Floodlight Open app [22]. The study is the successor of
a small, closed feasibility study [9,17], and the data are openly
available to researchers [23]. Currently, several phase 3 studies
are using variations of the Floodlight app as part of their test
batteries, for example, the CONSONANCE trial, a single-arm
interventional trial evaluating ocrelizumab treatment in
participants with progressive MS (NCT03523858) [17].
Recruitment for Floodlight Open started in April 2018, and
some participants have been using the app continuously since
then, amounting to more than 3 years of follow-up. However,
most patients have only used the app for a very short time,
leading to a strong right-skewness of the distribution of
follow-up times. Among the 1147 patients who have performed
at least one smartphone-based e-SDMT test in the period we
examined, the median number of repetitions was 2, the IQR
was 1-4 and the range was 1-119.

We included data up to and including July 31, 2021, and focused
our analyses on the following 6 tests [9]: e-SDMT for cognition;
Finger Pinching and Draw a Shape for dexterity; Two Minute
Walk, U-Turn, and Static Balance for mobility. The dexterity
tests have been shown to correlate with the 9HPT, the first 2
mobility tests with the T25FW and Static Balance with the Berg
Balance Scale [9]. The Floodlight Open app allows performing
e-SDMT up to a weekly frequency and all other tests up to a
daily frequency, but the actual frequency was completely
determined by the participant’s choice. For dexterity tests, the
left and right hands were alternated.

The e-SDMT consisted of consecutively tapping
symbol-corresponding digits on a number pad on the smartphone
screen as quickly as possible for 60 seconds. Thus, there was a
dexterity component that may potentially introduce bias.
Floodlight’s e-SDMT included a second step termed baseline,
simply showing digits instead of symbols, asking users to
consecutively tap these digits on the same number pad for 15
seconds, without the symbol-association task. Using this second
step by taking the quotient of the correct responses of the main
test and the baseline potentially corrects for dexterity and
reaction speed, representing only the true information processing
speed.

Participants were selected for each test separately if at least 5
repetitions per test and at least 5 weeks between their first and
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last repetitions were available. This yielded slightly different
but largely overlapping subsets of participants for each test.

Statistical Analysis

Short-term Learning and Long-term Practice Effects
First, summary analyses were performed to investigate the mean
scores of the first, fifth, and last trials of each test. We assumed
that improvements up to the fifth score were more likely due
to short-term learning effects, where participants learned to
execute a test, and improvements from the fifth trial onward
were more likely because of long-term practice effects.
Naturally, these effects are intertwined, but using the fifth trial
as the baseline was supported by Solari et al [24].

To examine group differences in baseline performances and
potential short-term learning effects in low and high performers,
linear quantile regression was performed on each test for the
first 5 trials for the 5th, 25th, 50th, 75th, and 95th percentiles.
Quantile regression P values were corrected with the Bonferroni
method, and the 5 slopes were compared with an analysis of
variance (ANOVA)–type test.

Long-term practice effects were assumed for tests with a
significant mean difference from the fifth to the last score. The
positive association of this difference with the number of
repetitions (log-transformed to account for the strong
right-skewness) adjusted for the potential confounders, age,
first score, and fifth score, was considered as an additional
indicator of long-term practice effects.

Long-term Learning Curve Analysis
For tests suggestive of long-term practice effects that meet the
2 abovementioned criteria, learning curve analysis was

performed with 1 nonparametric and 3 parametric mixed effect
models of increasing complexity, each modeling performance
as a function of repetition, grouping by patient for cognition
and mobility and by hand for dexterity. The performance of the
4 models was compared using both root mean squared error
(RMSE) and the number of (effective) df used.

For the nonparametric model, smoothing splines calculated by
generalized additive models were fitted to examine the unbiased
shape of the potential learning curves, exhibiting different
effective df per test [25,26].

For the parametric models, simple linear (df=4) and linear
quadratic (df=5) mixed models were fitted, both using time and
in addition the latter using time squared as fixed effects. As the
third parametric model, we considered bounded growth mixed
models (df=6) using the following formula:

y(t) = boundary + (y0 - boundary) e-ct(1)

We treated boundary and baseline (y0) as random effects, while
we considered the growth constant c as a fixed effect.

Sensitivity Analyses
In addition to our main analysis on practice effects as a function
of repetition with the selection criteria of a minimum of 5 weeks
and 5 repetitions, we performed 3 additional sensitivity analyses:
sensitivity analyses 1 and 3 were modeling practice effects as
a function of weeks since the first test instead of the number of
repetitions, and sensitivity analyses 2 and 3 were performed
using stricter selection criteria of a minimum of 10 weeks and
10 repetitions (Table 1).

Table 1. Comparison of the main analysis with the 3 sensitivity analyses performed.

Minimum of 10 weeks and 10 repetitionsMinimum of 5 weeks and 5 repetitionsCriteria

Sensitivity analysis 2Main analysisPractice effects as a function of number of repetitions

Sensitivity analysis 3Sensitivity analysis 1Practice effects as a function of weeks since first test

All statistical analyses were performed using R 4.0.3 (R
Foundation for Statistical Computing). Point estimates are
accompanied by 95% CI in brackets, unless otherwise stated.
P values were based on two-tailed t tests, unadjusted unless
otherwise stated and considered significant if <.05. All analysis
codes can be found on the web [27]. The data set used can be
found on the web [28].

Results

Overview
Of the 1147 patients who performed at least one cognitive
e-SDMT, 262 (22.8%) fulfilled our selection criteria of a
minimum of 5 repetitions and 5 weeks between the first and
last repetitions, accounting for 77.31% (4824/6240) of all
performed e-SDMT tests. For Finger Pinching and Draw a

Shape, 23.8% (264/1109) and 24% (259/1079) patients were
selected, accounting for 87.14% (19,650/22,550) and 87.18%
(19,019/21,816) of the performed tests, respectively. For Two
Minute Walk, U-Turn, and Static Balance, 29.7% (171/575),
24.1% (217/901), and 24.34% (257/1056) patients were selected,
representing 92.79% (14,393/15,512), 89.37% (15,051/16,841),
and 88.41% (16,797/19,000) of the respective tests (Table 2).
The minimum intertest interval was constrained by the app to
7 days for e-SDMT, 2 days for Finger Pinching and Draw a
Shape for each hand, and 1 day for Two Minute Walk, U-Turn,
and Static Balance, explaining the lower number of e-SDMT
repetitions. However, participants had highly variable intertest
intervals, making this an irregular time series, as indicated by
each participant’s median intertest interval and IQR. Table 2
shows the median of these statistics for all the selected
participants.
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Table 2. Characteristics of included patients with multiple sclerosis.

MobilityDexterityCognitionDomain

Static BalanceU-TurnTwo Minute WalkDraw a ShapeFinger PinchingElectronic Sym-
bol Digit Modali-
ties Test

Number of patients meeting selection criteria

10569015751079b1109a1147Total, N

257 (24.3)217 (24.1)171 (29.7)259 (24)264 (23.8)262 (22.8)Selected, n (%)

Number of tests performed by these patients

19,00016,84115,51221,81622,5506240Total, N

16,797 (88.4)15,051 (89.4)14,393 (92.8)19,019 (87.2)19,650 (87.1)4824 (77.3)Selected, n (%)

Sex

257217171484499262Total, N

181 (70.4)155 (71.4)123 (71.9)345 (71.3)353 (70.7)184 (70.2)Female, n (%)

48.7 (41.1-57.0;
20.0-79.0)

49.6 (41.5-57.0;
20.0-79.0)

50.0 (41.6-58.1;
20.0-74.5)

49.6 (41.5-58.0;
20.0-79.0)

50.0 (41.8-58.0;
20.0-79.0)

50.2 (42.0-58.0;
20.0-79.0)

Age (years), median (IQR;
range)

24 (12-67; 5-828)24 (11-69; 5-829)30 (15-83.5; 5-
827)

17 (9-41; 5-414)17 (9-41.5; 5-
416)

11 (7-18; 5-119)Number of repetitions, median
(IQR; range)

1.7 (1.1-3.1; 0.7-
28.4)

1.8 (1.1-3.3; 1.0-
25.4)

1.4 (1.0-3.0; 1.0-
24.9)

3.3 (2.2-5.6; 1.9-
77.6)

3.1 (2.1-5.4; 1.9-
42.8)

7.9 (7.1-10.2;
6.7-87.1)

Median of intertest intervals
(days), median (IQR; range)

2.3 (0.8-7.7; 0.0-
93.0)

2.6 (0.9-6.9; 0.0-
81.5)

2.0 (0.9-5.1; 0.1-
39.2)

3.4 (1.1-8.8; 0.0-
251.0)

3.3 (1.1-8.0; 0.0-
198.1)

3.6 (1.0-9.9; 0.0-
133.8)

Median of IQR of intertest inter-
vals (days), median (IQR;
range)

16.7 (10.3-47.0;
5.0-152.1)

16.3 (10.3-47.0;
5.0-146.3)

17.2 (11.1-48.2;
5.0-146.3)

17.9 (11.0-49.9;
5.0-164.7)

17.4 (10.9-49.4;
5.0-164.7)

18.3 (11.5-54.1;
5.0-164.7)

Number of weeks from the first
to the last test, median (IQR;
range)

aWith 26.19% (499/1905) of hands selected.
bWith 26.23% (484/1845) of hands selected.

Cognition: e-SDMT
A summary analysis of the 262 selected patients yielded a mean
difference from the first to last score of 9.8 correct responses,
representing an average observed improvement of 25.4% (95%
CI 23.1% to 27.8%) from the first score. Although the majority
of this improvement (19.7%, 95% CI 17.5% to 21.9%) occurred
up to the fifth score and can thus be considered a short-term
learning effect, there was still a significant improvement from

the fifth score onward of, on average, 5.7% (95% CI 4.1% to
7.4%), suggesting a long-term practice effect. A multivariate
regression model of this difference yielded a significant
association with the total number of repetitions, further
supporting the long-term practice effects (Figure 1). Age was
positively correlated with the number of repetitions performed
(Pearson correlation coefficient, R=0.19; P=.003), but the first
score was not (R=−0.03; P=.70; Multimedia Appendix 1).

Figure 1. Patient-level summary analysis for the electronic Symbol Digit Modalities Test: comparison of the first, fifth, and last score. Multivariate
association of the difference from the fifth to last score with age, first and fifth score, and the log-transformed number of repetitions (n=262 patients).
e-SDMT: electronic Symbol Digit Modalities Test.
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When comparing performances by 5th, 25th, 50th, 75th, and
95th percentile groups up to the fifth trial with quantile
regression, baseline performances were normally distributed
with intercept estimates of 22.0 (19.1-24.9), 34.0 (32.7-35.3),

40.0 (38.8-41.2), 46.3 (45.1-47.6), and 55.0 (53.4-56.6),
respectively. The ANOVA-type test for all 5 slopes (β=1.5-2.0)
did not suggest that short-term learning rates for these groups
differed significantly (P=.80; Figure 2).

Figure 2. Linear quantile regression for the electronic Symbol Digit Modalities Test of short-term learning effects up to the fifth repetition. Comparison
of baseline performance and linear slope of low (5th and 25th percentiles), median, and high performers (75th and 95th percentiles). Quantile regression
P values are Bonferroni-adjusted (n=1310 tests). ANOVA: analysis of variance; e-SDMT: electronic Symbol Digit Modalities Test.

The long-term learning curve analysis showed that the bounded
growth model fit the data best with an RMSE of 3.3 correct
responses, followed by 3.6 for the smoothing spline, 3.8 for the
quadratic, and 4.0 for the linear model (Multimedia Appendix
2). Strong boundary practice effects were found with baseline
estimates of on average 41.0 (95% CI 39.8 to 42.2) correct

responses and boundary estimates of 57.7 (95% CI 55.7 to 59.8)
correct responses, leading to an average improvement over
baseline of 40.8% (95% CI 39.9% to 41.6%). Half of the practice
effect was reached after 11 repetitions and 90% after 35
repetitions (Figure 3).

Figure 3. Learning curve analysis for the electronic Symbol Digit Modalities Test: bounded growth mixed model of practice effects with 95% CI band
and baseline, 50% and 90% practice points marked (m=slope of tangent; n=4824 tests). e-SDMT: electronic Symbol Digit Modalities Test.

For e-SDMT corrected for dexterity and reaction speed,
Spearman correlation of all 6190 corrected scores with their
uncorrected counterpart yielded ρ=0.55. The resulting practice

effects were very similar to the uncorrected e-SDMT, with an
observed improvement from the first to last score of 19% (95%
CI 16.1% to 22%), consisting of 12.4% (95% CI 9.8% to 15%)
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from the first to fifth score, and 6.6% (95% CI 4.6% to 8.7%)
from the fifth to last score. As with the uncorrected e-SDMT,
no significant differences in short-term learning rates were found
between low, median, and high performers (ANOVA-type
P=.30). Boundary long-term improvements were 23.5% (95%
CI 23% to 24%), with half of the practice effect reached after
7 repetitions and 90% practice effect reached after 23 repetitions
(Multimedia Appendices 3-6).

Dexterity: Finger Pinching
A summary analysis of the 499 selected hands yielded a mean
difference from the first to last score of 14.3 successful pinches,

representing an average observed improvement of 54.2% (95%
CI 49.3% to 59.1%) over the first score. Similar to the findings
on the e-SDMT, the majority of this improvement (31.5%, 95%
CI 27.5% to 35.4%) occurred up to the fifth score, compatible
with a short-term learning effect. However, the remaining
improvement of 22.7% (95% CI 18.6% to 26.8%) occurred after
the fifth trial. This improvement was significantly associated
with the total number of repetitions, indicating a strong
long-term practice effect (Figure 4). Age was positively
correlated with the number of repetitions performed (R=0.21;
P<.001) but the first score was not (R=−0.06; P=.20; Multimedia
Appendix 7).

Figure 4. Hand-level summary analysis for Finger Pinching: comparison of the first, fifth, and last score. Multivariate association of the difference
from the fifth to last score with age, first and fifth score, and the log-transformed number of repetitions (n=499 hands).

Baseline performances were normally distributed with intercept
estimates of 6.0 (95% CI 4.5 to 7.5) for the fifth percentile, 19.0
(95% CI 17.8 to 20.2) for the 25th, 27.0 (95% CI 25.8 to 28.2)
for median performers, 37.0 (95% CI 35.6 to 38.4) for the 75th,
and 51.7 (95% CI 49.6 to 53.8) for the 95th percentile with
quantile regression. The β coefficients for short-term learning
up to the fifth trial were the highest for the 75th percentile and

median performers with 2.50 (95% CI 1.96 to 3.04) and 2.00
(95% CI 1.45 to 2.55) additional successful pinches per
repetition, lower for the 25th percentile (1.50, 95% CI 1.00 to
2.00) and the lowest for the 5th and 95th percentiles (1.25, 95%
CI 0.57 to 1.93, and 1.33, 95% CI 0.56 to 2.11, respectively).
These differences in slopes between performance levels were
significant (ANOVA-type P<.001; Figure 5).

Figure 5. Linear quantile regression for Finger Pinching of short-term learning effects up to the fifth repetition. Comparison of baseline performance
and linear slope of low (5th and 25th percentiles), median, and high performers (75th and 95th percentiles). Quantile regression P values are
Bonferroni-adjusted (n=2495 tests). ANOVA: analysis of variance.
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Long-term learning curve analysis again showed that the
bounded growth model fit the data best with an RMSE of 6.8
successful pinches, followed by 7.5 for the smoothing spline,
7.9 for the quadratic, and 8.1 for the linear model (Multimedia
Appendix 8). Strong boundary practice effects were found with
baseline estimates of, on average, 31.4 (95% CI 30.2 to 32.5)

and boundary estimates of 58.4 (95% CI 55.5 to 61.4) successful
pinches, leading to an average improvement over baseline of
86.2% (95% CI 83.6% to 88.7%). Half of the practice effect
was reached after 28 repetitions and 90% after 94 repetitions
(Figure 6).

Figure 6. Learning curve analysis for Finger Pinching: bounded growth mixed model of practice effects with 95% CI band and baseline, 50%, and
90% practice points marked (m=slope of tangent; n=19,650 tests).

Dexterity: Draw a Shape
A summary analysis of the 484 selected hands yielded a mean
improvement in the number of shapes drawn correctly from the
first to last score of 23.9% (95% CI 18.3% to 29.5%), from the
first to fifth score of 15.1% (95% CI 9.8% to 20.3%), and from

the fifth to last score of 8.8% (95% CI 3.8% to 13.8%). This
difference was significantly associated with the total number
of repetitions, suggesting a long-term practice effect (Figure 7).
Age was positively correlated with the number of repetitions
performed (R=0.22; P<.001) but the first score was not
(R=−0.08; P=.09; Multimedia Appendix 9).

Figure 7. Hand-level summary analysis for Draw a Shape: comparison of the first, fifth, and last score. Multivariate association of the difference from
the fifth to the last score with age, first and fifth score, and the log-transformed number of repetitions (n=484 hands).

Intercept estimates for baseline performances were 1 shape
drawn correctly for the 5th percentile, 2 for the 25th percentile,
3 for the median performers, 5 for the 75th percentile, and 6 for
the 95th percentile with quantile regression. In this analysis,
only median performers showed a significant short-term learning
rate up to the fifth trial (Multimedia Appendix 10).

The long-term learning curve analysis again showed that
bounded growth models fit the data best with an RMSE of 1.02
shape drawn correctly, followed by 1.06 for the smoothing
spline, 1.07 for the quadratic, and 1.08 for the linear model
(Multimedia Appendix 11). Boundary practice effects were
found with an average improvement over baseline of 23.1%
(95% CI 20.9% to 25.2%), reaching half of the practice effect
after 17 repetitions and 90% after 56 repetitions (Figure 8).
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Figure 8. Learning curve analysis for Draw a Shape: bounded growth mixed model of practice effects with 95% CI band and baseline, 50%, and 90%
practice points marked (m=slope of tangent; n=19,019 tests).

Mobility: Two Minute Walk
A summary analysis of the 171 selected patients yielded no
significant difference between the first, fifth, and last scores

with a mean difference from the fifth to last score of 1.4 (95%
CI −5.2 to 7.9) steps. This difference was also not associated
with the total number of repetitions performed (Figure 9 and
Multimedia Appendix 12).

Figure 9. Patient-level summary analysis for Two Minute Walk: comparison of the first, fifth, and last score. Multivariate association of the difference
from the fifth to the last score with age, first and fifth score, and the log-transformed number of repetitions (n=171 patients).

The distribution of baseline performance was left-skewed with
performers in the 5th percentile achieving, on average, 87.0
(95% CI 52.2 to 121.8) steps; in the 25th percentile, 181.0 (95%
CI 170.7 to 191.3) steps; on median, 219.0 (95% CI 212.6 to
225.4) steps; in the 75th percentile, 236.0 (95% CI 230.6 to
241.4) steps; and in the 95th percentile, 260.0 (95% CI 255.2
to 264.8) steps. No significant slopes up to the fifth trial could
be observed (Multimedia Appendix 13).

Mobility: U-Turn
A summary analysis of the 217 selected patients yielded a
significant improvement from the first to last score with a mean
difference in turn speed average of 0.13 rad/s, representing an
average observed difference of 11.0% (95% CI 5.7% to 16.2%)
over the first score. However, the majority of this difference
occurred up to the fifth score (9%, 95% CI 3.7% to 14.3%), and
the remaining difference from the fifth to last score (1.9%, 95%
CI −2.3% to 6.1%) was neither significant nor associated with
the total number of repetitions performed (Figure 10 and
Multimedia Appendix 14).
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Figure 10. Patient-level summary analysis for U-Turn: comparison of the first, fifth, and last score. Multivariate association of the difference from the
fifth to the last score with age, first and fifth score, and the log-transformed number of repetitions (n=217 patients).

Baseline performances estimated with quantile regression were
normally distributed with 0.5 rad/s (95% CI 0.5 to 0.6) for the
5th percentile, 0.9 rad/s (95% CI 0.9 to 1.0) for the 25th
percentile, 1.3 rad/s (95% CI 1.2 to 1.3) for median performers,
1.5 rad/s (95% CI 1.5 to 1.6) for the 75th percentile, and 2.0
rad/s (95% CI 1.9 to 2.1) for the 95th percentile groups. Only
the slope of the 25th percentile group was significant in this
analysis up to the fifth trial (β=.04; 95% CI 0.02 to 0.06), and
the difference in slopes was not significant in the ANOVA-type
test (P=.40; Multimedia Appendix 15).

Mobility: Static Balance
A summary analysis of the 257 selected patients yielded a
significant difference from the first to last score, with a mean
difference in sway path of −16.9 m/s². This is the only test in
which fewer numbers are better. Thus, the average observed
improvement was −28.6% (95% CI −48.6% to −8.5%) over the
first score. However, the majority of this improvement occurred
up to the fifth score (−21.1%, 95% CI −45% to −2.8%), and the
remaining difference from the fifth to last score (−7.5%, 95%
CI −24.1% to 9.2%) was neither significant nor associated with
the total number of repetitions performed (Figure 11 and
Multimedia Appendix 16).

Figure 11. Patient-level summary analysis for Static Balance: comparison of the first, fifth, and last score. Multivariate association of the difference
from the fifth to the last score with age, first and fifth score, and the log-transformed number of repetitions (n=257 patients).

Baseline performance estimates were strongly right-skewed
with 5.7 m/s² (95% CI 4.3 to 7.0) for the 5th percentile, 11.7
m/s² (95% CI 9.4 to 14.0) for the 25th percentile, 23.8 m/s²
(95% CI 20.7 to 26.8) for the median performers, 68.0 m/s²
(95% CI 55.7 to 80.3) for the 75th percentile, and 260.2 m/s²
(95% CI 200.4 to 320.0) for the 95th percentile. In this test, the
5th and 25th percentiles are the top performing groups, and their
quantile regression slopes up to the fifth trial are not significant.
However, the significant negative slopes of median (β=−2.32;
95% CI −3.47 to −1.17), 75th percentile (β=−8.46; 95% CI
−12.21 to −4.72), and 95th percentile (β=−27.25; 95% CI −46.30
to −8.20) performers were increasingly steep, and the overall
ANOVA-type difference test yielded P<.001(Multimedia
Appendix 17).

Sensitivity Analyses
The results of the sensitivity analyses were in line with the
results of the main analysis. Sensitivity analysis 2, which used
stricter inclusion criteria with a minimum of 10 weeks and 10
repetitions, was overall very similar with expected further
increases in mean improvement from the fifth to last score (mean
improvement 5.7% for main analysis vs 9.1% for sensitivity
analysis 2 for e-SDMT; 22.7% for main analysis vs 35.0% for
sensitivity analysis 2 for Finger Pinching; and 8.8% for main
analysis vs 13.3% for sensitivity analysis 2 for Draw a Shape)
and a slight decrease in average boundary increase in
performance (average boundary increase 40.8% for main
analysis vs 34.3% for sensitivity analysis 2 for e-SDMT; 86.2%
for main analysis vs 73.8% for sensitivity analysis 2 for Finger
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Pinching; and 23.1% for main analysis vs 19.8% for sensitivity
analysis 2 for Draw a Shape). Sensitivity analyses 1 and 3,
which modeled practice effects as a function of weeks since the
first test instead of the number of repetitions, also supported
the main findings. However, the association of the maximum
number of weeks from the first to the last tests with the
difference from the fifth to last score was generally lower and
so was the average increase in performance (Multimedia
Appendix 18).

Discussion

Principal Findings
Strong long-term practice effects were found for e-SDMT,
Finger Pinching, and Draw a Shape, with mean observed
improvements of 25.4%, 54.2%, and 23.9% from the first to
last score, respectively. Of these, 5.7%, 22.7%, and 8.8%
occurred from the fifth score onward. However, the number of
repetitions differed widely among participants with a range of
5-119 repetitions for e-SDMT (median 11), 5-416 for Finger
Pinching (median 17), and 5-414 for Draw a Shape (median
17), introducing bias. To estimate boundary practice effects
independent of the number of repetitions in our sample, we
modeled learning curves with bounded growth models, a subtype
of nonlinear mixed models. This approach yielded boundary
improvements over the baseline of 40.8% for e-SDMT, 86.2%
for Finger Pinching, and 23.1% for Draw a Shape. Interestingly,
the practice effect seemed to last longer for the dexterity tests
Finger Pinching and Draw a Shape, reaching half of the practice
effect after repetition 28 and 17, respectively, compared to
repetition 11 for e-SDMT.

These practice effects likely include both short-term learning
effects, where patients become acquainted with the tests, and
long-term practice effects. We believe these effects have not
only different origins, time scales, and magnitudes but also
different implications for the use of digital assessments in
clinical studies and clinical practice. Short-term learning effects
can be addressed by ensuring that participants have sufficient
training before the observational period; long-term practice
effects constitute a significant challenge for all applications
beyond trials with a comparator arm. Although these effects are
impossible to untangle in an unsupervised setting like this, we
considered improvements up to the fifth trial to be more likely
due to short-term learning and improvements afterward more
likely because of long-term practice effects, based on the
recommendation to use the fifth trial of the 9HPT as baseline
[24].

For U-Turn and Static Balance, only short-term learning effects
could be observed, ceasing after a maximum of 5 repetitions.
Interestingly, for Static Balance, these short-term learning
effects were not present in those with high baseline performance
and were most pronounced in those with low baseline
performance, potentially highlighting that the test instructions
were not clear from the beginning. For Two Minute Walk, neither
short-term learning nor long-term practice effects were observed.

For e-SDMT, quantile regression analysis suggested that the
short-term learning rate was independent of the baseline

performance. However, for Finger Pinching, median and high
performers improved significantly faster than low and highest
performers, with the learning rate decreasing toward the
extremes. One can hypothesize that low performers might be
more physically disabled, preventing them from improving as
quickly as the median performers. On the other hand, the highest
performers might reach their boundary sooner, leaving less room
for improvement.

The 3 sensitivity analyses confirmed our main findings.
However, for sensitivity analyses 1 and 3, which modeled
practice effects as a function of weeks since the first test instead
of the number of repetitions, the effect sizes were smaller. We
believe this is caused by the irregular nature of these time-series
data, as the intertest intervals differed widely, highlighting a
complication in user-scheduled testing (Table 2).

Comparison With Previous Work

Overview
Only a few studies have examined practice effects in
smartphone-based tests for patients with MS. Bove et al [14]
analyzed the data from 38 patients, 22 of whom completed the
planned study period of 12 months. They found strong practice
effects for both their custom-made cognitive tests (digital
adaptations of the trail-making test, the n-back test, a verbal
fluency test, and an attention test), and a digital adaptation of
the 9HPT. Interestingly, they suggest using person-specific
learning curves quantified by binary spline inflection point
analysis as a potential outcome measure [14].

In addition, Liao et al [29] recently reported significant practice
effects for information processing speed and manual dexterity
but not for walking speed in a tablet-based test battery called
MS Performance Test, broadly confirming our results. However,
they only analyzed 2-5 repetitions per patient and per test and
could thus not examine long-term practice effects. Interestingly,
they found that younger age was associated with larger practice
effects, whereas we observed the opposite for e-SDMT and
Finger Pinching (Multimedia Appendices 1 and 7), potentially
highlighting differences between their low-frequency and our
high-frequency testing.

Cognition: SDMT
Practice effects are well known for SDMT in both healthy
controls and patients with MS, although the effect sizes reported
were highly variable. Morrow et al [30] studied 660
natalizumab-treated patients with MS with a total of 13
repetitions of the oral SDMT over 48 weeks with average
baseline scores of 46.8 (SD 15.3) correct responses and average
final scores of 62.2 (SD 18.1) at week 48, resulting in an average
improvement of 32.9% over baseline. Although the improvement
was most pronounced over the first 3 repetitions, there was no
obvious boundary [30].

In contrast, Benedict et al [31] found only minimal practice
effects in 76 patients with MS with a total of 6 repetitions of
oral SDMT over 5 months. Average baseline scores of 49.8 (SD
12.4) correct responses and average final scores of 52.5 (SD
14.3) at month 5, representing an improvement of only 5.4%
over baseline, were found. However, their 25 healthy controls
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improved from 62.0 (SD 11.3) to 71.4 (SD 13.2), representing
a practice effect of 15.1% [31].

Roar et al [32] examined practice effects in 80
natalizumab-treated patients with MS with up to 31 repetitions
over 30 months and reported improvements of roughly 25%
over baseline, on average, with the rate of improvement slowing
down after 6 months. Baseline performance and relative
improvement were worse for the more severely affected patients
with MS [32]. Interestingly, rearrangement of the SDMT symbol
key resulted in a return to baseline performance, suggesting that
the practice effect could be attributed to key memorization and
that no generalizable learning or improvement of processing
speed occurred [32].

Indeed, all of the traditional paper and pencil SDMT versions
have the limitation of a fixed key, which is why Benedict et al
[33] recommend the use of equivalent forms with alternate keys
to mitigate practice effects. The smartphone-based e-SDMT
version examined in this study has changing keys, thus
emulating the process of alternate forms. Key changes are not
truly random, and the subtlety of the original SDMT, in which
the first 26 items only use the first 6 symbols in the key, is
preserved [34].

With our result of an average boundary improvement over
baseline of 40.8%, we can show that with weekly testing,
practice effects for SDMT are likely to be stronger than with
monthly testing, as performed by the abovementioned studies,
and at least partly independent of the key.

As a limitation, the smartphone-based test in this study was not
oral but based on touching a number pad, potentially biasing
the results by dexterity problems (and dexterous practice
effects). However, our analysis of e-SDMT corrected for
dexterity and reaction speed by using Floodlight’s baseline
showed very similar results, suggesting that this is not a major
issue, potentially because patients are free to use their preferred
hand for this test.

Dexterity: 9HPT
Practice effects often become apparent in the examination of
test-retest, intrarater, and interrater reliability. In this way, Cohen
et al [35] found evident practice effects for the 9HPT first in 10
and later in 436 secondary progressive patients with MS over
4-6 repetitions in up to 4 weeks, which stabilized after 3
repetitions [21].

Solari et al [24] found even stronger practice effects in 32
patients with MS with 6 repetitions in 24 hours, which stabilized
after 4 repetitions. As a consequence, they recommend
performing 9HPT 4 times before baseline in any study to
mitigate practice effects [24].

The smartphone-based Finger Pinching and, to a slightly lesser
extent, also the Draw a Shape tests we examined seem to have
much stronger and longer-lasting practice effects than the 9HPT.
It can be speculated that high-frequency testing (ie, sustained
daily practice over multiple months) maximizes the long-term
practice effect.

Mobility: T25FW
No practice effects were found for T25FW, which was examined
alongside 9HPT in the abovementioned studies [21,24,35]. This
result is in line with our finding of no long-term practice effect
in the smartphone-based mobility tests, Two Minute Walk and
U-Turn, which have been validated with the T25FW [9].
However, the outcome reported for Two Minute Walk in this
study (ie, number of steps) is a quantitative gait parameter and
thus representative of endurance, unlike the more qualitative
gait parameter step power used by Montalban et al [9] for
validation against T25FW.

Limitations
MS diagnoses of study participants were self-declared, and there
was no confirmation or assessment by health professionals. In
addition, no clinical information was available for the
participants to compare with their performance in digital tests.
Differences caused by disease duration, severity, or treatment
could not be analyzed.

In addition, we observed a high variability of results, which is
most likely partly due to biomedical day-to-day fluctuations
and partly due to circumstantial and technical noise, for example,
caused by interrupted test performance or sensor error. However,
it is impossible to determine these effects using the present data
set.

Finally, these time-series data are highly irregular and have
strong right-skewness. Our models expect data missing at
random. We found no evidence that baseline performance
influenced adherence and the number of repetitions, but age
was found to be a confounder for all domains. Interestingly,
older people tended to perform more repetitions than younger
people (R=0.19 for e-SDMT; R=0.21 for Finger Pinching; and
R=0.22 for Draw a Shape; Multimedia Appendices 1, 7, and
9). One can hypothesize that this is because older patients with
MS tend to be more severely affected and thus might have higher
intrinsic motivation. Another possible explanation is that
younger people might have more competing time commitments,
for example, because of their occupation or family. As age was
associated with larger observed improvements from the fifth to
last score for e-SDMT and Finger Pinching (both R=0.16;
Multimedia Appendices 1 and 7), this confounder might lead
to slight overestimation of the practice effects. However, in the
multivariate models, age was not a significant confounder
(Figures 1 and 4). Nevertheless, there might be unobserved
confounders that differ between those participants who quit
early and those who stayed engaged for a long time, which we
aimed to mitigate by sensitivity analyses 2 and 3.

Conclusions
In summary, we analyzed the practice effects in 6 active
smartphone-based tests for cognition, dexterity, and mobility
performed at high frequencies. Smartphone-based tests promise
to help monitor MS disease trajectories, and there are currently
multiple initiatives in development [22,36-39]. Our results
suggest that strong long-term practice effects in cognitive and
dexterity tests must be accounted for to identify possible
disease-related changes in these domains, lasting for more than
35 repetitions for e-SDMT, 94 for Finger Pinching, and 56 for
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Draw a Shape. This is important for the interpretation of these
tests in the context of personalized health and in studies with
no comparator arm. On the other hand, the lack of long-term

practice effects in mobility tests simplifies their interpretation,
even though short-term learning effects might have to be
considered.
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Multimedia Appendix 1
Pairwise associations for the <italic>electronic Symbol Digit Modalities Test</italic> of the mean age, first score, fifth score,
log-transformed number of repetitions performed, last score, and the difference from the fifth to the last score and their respective
histograms (n=262 patients).
[PNG File , 362 KB - jmir_v23i11e30394_app1.png ]

Multimedia Appendix 2
Model selection for <italic>electronic Symbol Digit Modalities Test</italic>: Comparison of 4 mixed models of increasing
complexity (parametric linear, quadratic and bounded growth models and the non–parametric smoothing spline model) by root
mean squared error (RMSE) and (effective) degrees of freedom (eDF) used.
[PNG File , 343 KB - jmir_v23i11e30394_app2.png ]

Multimedia Appendix 3
Comparison of correct responses of the <italic>electronic Symbol Digit Modalities Test</italic> (x-axis) and of the <italic>electronic
Symbol Digit Modalities Test</italic> divided by baseline (y-axis) to correct for dexterity and reaction speed (n=6190 tests).
[PNG File , 220 KB - jmir_v23i11e30394_app3.png ]

Multimedia Appendix 4
Patient-level summary analysis for the <italic>electronic Symbol Digit Modalities Test</italic> corrected for dexterity and
reaction speed: comparison of the first, fifth, and last score. Multivariate association of the difference from the fifth to the last
score with age, first and fifth score, and the log-transformed number of repetitions (n=262 patients).
[PNG File , 74 KB - jmir_v23i11e30394_app4.png ]

Multimedia Appendix 5
Linear quantile regression for the <italic>electronic Symbol Digit Modalities Test</italic> (corrected for dexterity and reaction
speed) of short-term learning effects up to the fifth repetition. Comparison of baseline performance and linear slope of low (5th
and 25th percentiles), median, and high performers (75th and 95th percentiles). Quantile regression <italic>P</italic> values are
Bonferroni-adjusted (n=1310 tests).
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Multimedia Appendix 6
Learning curve analysis for the <italic>electronic Symbol Digit Modalities Test</italic> corrected for dexterity and reaction
speed: bounded growth mixed model of practice effects with 95% CI band and baseline, 50%, and 90% practice points marked
(m=slope of tangent; n=4801 tests).
[PNG File , 375 KB - jmir_v23i11e30394_app6.png ]

Multimedia Appendix 7
Pairwise associations for <italic>Finger Pinching</italic> of the mean age, first score, fifth score, log-transformed number of
repetitions performed, last score, and the difference from the fifth to the last score and their respective histograms (n=499 hands).
[PNG File , 460 KB - jmir_v23i11e30394_app7.png ]

Multimedia Appendix 8
Model selection for <italic>Finger Pinching</italic>: comparison of 4 mixed models of increasing complexity (parametric linear,
quadratic and bounded growth models, and the nonparametric smoothing spline model) by root mean squared error and (effective)
degrees of freedom used.
[PNG File , 329 KB - jmir_v23i11e30394_app8.png ]

Multimedia Appendix 9
Pairwise associations for <italic>Draw a Shape</italic> of the mean age, first score, fifth score, log-transformed number of
repetitions performed, last score, and the difference from the fifth to the last score and their respective histograms (n=484 hands).
[PNG File , 325 KB - jmir_v23i11e30394_app9.png ]

Multimedia Appendix 10
Linear quantile regression for <italic>Draw a Shape</italic> of short-term learning effects up to the fifth repetition. Comparison
of baseline performance and linear slope of low (5th and 25th percentiles), median, and high performers (75th and 95th percentiles).
Quantile regression <italic>P</italic> values are Bonferroni-adjusted (n=2420 tests).
[PNG File , 345 KB - jmir_v23i11e30394_app10.png ]

Multimedia Appendix 11
Model selection for <italic>Draw a Shape</italic>: comparison of 4 mixed models of increasing complexity (parametric linear,
quadratic and bounded growth models, and the nonparametric smoothing spline model) by root mean squared error and (effective)
degrees of freedom used.
[PNG File , 325 KB - jmir_v23i11e30394_app11.png ]

Multimedia Appendix 12
Pairwise associations for <italic>Two Minute Walk</italic> of the mean age, first score, fifth score, log-transformed number of
repetitions performed, last score, and the difference from the fifth to the last score and their respective histograms (n=171 patients).
[PNG File , 339 KB - jmir_v23i11e30394_app12.png ]

Multimedia Appendix 13
Linear quantile regression for <italic>Two Minute Walk</italic> up to the fifth repetition. Comparison of baseline performance
and linear slope of low (5th and 25th percentiles), median, and high performers (75th and 95th percentiles). Quantile regression
<italic>P</italic> values are Bonferroni-adjusted (n=855 tests).
[PNG File , 303 KB - jmir_v23i11e30394_app13.png ]

Multimedia Appendix 14
Pairwise associations for <italic>U-Turn</italic> of the mean age, first score, fifth score, log-transformed number of repetitions
performed, last score, and the difference from the fifth to the last score and their respective histograms (n=217 patients).
[PNG File , 346 KB - jmir_v23i11e30394_app14.png ]

Multimedia Appendix 15
Linear quantile regression for <italic>U-Turn</italic> of short-term learning effects up to the fifth repetition. Comparison of
baseline performance and linear slope of low (5th and 25th percentiles), median, and high performers (75th and 95th percentiles).
Quantile regression <italic>P</italic> values are Bonferroni-adjusted (n=1085 tests).
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[PNG File , 358 KB - jmir_v23i11e30394_app15.png ]

Multimedia Appendix 16
Pairwise associations for <italic>Static Balance</italic> of the mean age, first score, fifth score, log-transformed number of
repetitions performed, last score, and the difference from the fifth to the last score and their respective histograms (n=257 patients).
[PNG File , 298 KB - jmir_v23i11e30394_app16.png ]

Multimedia Appendix 17
Linear quantile regression for <italic>Static Balance</italic> of short-term learning effects up to the fifth repetition (a smaller
sway path is better). Comparison of baseline performance and linear slope of low (5th and 25th percentiles), median, and high
performers (75th and 95th percentiles). Quantile regression <italic>P</italic> values are Bonferroni-adjusted (n=1285 tests).
[PNG File , 345 KB - jmir_v23i11e30394_app17.png ]

Multimedia Appendix 18
Key results for the main analysis versus sensitivity analyses 1-3 for cognition, dexterity, and mobility.
[PDF File (Adobe PDF File), 754 KB - jmir_v23i11e30394_app18.pdf ]
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Abstract

Background: Cyberchondria describes the detrimental effects of health-related internet use. Current conceptualizations agree
that cyberchondria is associated with anxiety-related pathologies and may best be conceptualized as a safety behavior; however,
little is known about its exact underlying mechanisms.

Objective: This systematic review and meta-analysis aims to give an overview of the conceptualizations of cyberchondria and
its relation to anxiety-related pathologies, quantify the strength of association to health anxiety by using meta-analyses, highlight
gaps in the literature, and outline a hypothetical integrative cognitive-behavioral model of cyberchondria based on the available
empirical evidence.

Methods: A systematic literature search was conducted using PubMed, Web of Science, and PsycINFO electronic databases.
A total of 25 studies were included for qualitative synthesis and 7 studies, comprising 3069 individuals, were included for
quantitative synthesis. The meta-analysis revealed a strong association of cyberchondria (r=0.63) and its subfacets (r=0.24-0.66)
with health anxiety.

Results: The results indicate that cyberchondria is a distinct construct related to health anxiety, obsessive-compulsive symptoms,
intolerance of uncertainty, and anxiety sensitivity. Further studies should distinguish between state and trait markers of
anxiety-related pathologies and use experimental and naturalistic longitudinal designs to differentiate among risk factors, triggers,
and consequences related to cyberchondria.

Conclusions: Health-related internet use in the context of health anxiety is best conceptualized as health-related safety behavior
maintained through intermittent reinforcement. Here, we present a corresponding integrative cognitive-behavioral model.

(J Med Internet Res 2021;23(11):e27835)   doi:10.2196/27835

KEYWORDS

cyberchondria; health anxiety; online health information seeking; anxiety; systematic review; meta-analysis

Introduction

Background
The internet allows anonymous access to a huge amount of
specific information and opinions from nearly everywhere, at
any time, and at relatively low costs [1,2]. It is increasingly
being used to research health-related questions. Approximately
60% to 80% of internet users search the web for health-related
information [3-5]. Of all internet search queries, 2% have

medical content [6]. In 2013, 35% of surveyed American adults
reported that they had started at least one web-based search
session with the specific purpose of figuring out which medical
condition they themselves or another person suffered from [7].
Arguably, a web-based search for perceived symptoms or feared
illnesses can be helpful. Lemire et al [8] found that individuals
feel empowered (ie, competent and in control) by conducting
health-related internet use. In addition, health-related internet
use seems to enable patients to take a more active role in
patient-doctor–relationships [9]. It opens new opportunities for
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illness prevention and health care, such as developing statistical
models based on individual queries that might be used as a
warning system, for example, for cancer [10]. However, there
is also evidence of detrimental effects, such as an increase in
worries or (health) anxiety, and as a consequence, an increase
in the use of health care resources [11,12] (eg, 46% of a general
population sample stated that health information found on the
web led them to think they needed an appointment with a
medical professional [7]).

In this context, journalists have coined the term cyberchondria
[4,13] from the words cyber, referring to internet use, and
hypochondriasis, referring to pathological health anxiety (HA).
It is the belief in or the fear of having a serious disease, often
without a matching medical condition. However, the term
cyberchondria itself does not say anything about causality, the
nature of the relationship between these two constructs, or the
relevance of cyberchondria for patients with pathological HA.
The most common definition of cyberchondria provided by
Starcevic and Berle [14] postulates a bidirectional relationship.
Elevated HA triggers health-related internet use, which in turn
leads to amplification and, in the long term, to the maintenance
of HA. Others classify cyberchondria-related behavior as a form
of reassurance seeking that initially leads to an immediate
decrease of HA but maintains HA in the long term through
negative reinforcement [15].

Associations between cyberchondria-specific behavior and
anxiety-related pathologies other than HA have also been
proposed. First, a connection to obsessive-compulsive symptoms
has been hypothesized [16-19], such that individuals
experiencing greater cyberchondria also experience greater
obsessive-compulsive symptoms. The interruption of other
activities because of health-related internet use appears to be
common in both constructs. Second, uncertainty about the
seriousness of bodily symptoms and their appraisal as dangerous
were proposed to be triggers for health-related internet use
[1,14]. Several studies found medium-sized positive correlations
between cyberchondria and intolerance of uncertainty
(Multimedia Appendix 1 [20-23]). Furthermore, intolerance of
uncertainty has been shown to moderate the impact of
health-related internet use on HA [20,24]. The results suggest
that the desire to avoid uncertainty and negative reactions to
uncertainty are strongly associated with the experience of
negative affective states because of health-related internet use
[21,25]. Positive correlations were also found between anxiety
sensitivity (ie, the tendency to interpret anxiety-related
symptoms as signs of impending danger) and cyberchondria
(Multimedia Appendix 2 [21,22,25]). Furthermore, anxiety
sensitivity predicts cyberchondria in addition to the contributions
of intolerance of uncertainty [25].

Different conceptualizations and theories have been developed
that focus on certain aspects, such as emotional or behavioral
consequences, cognitions, or characteristics of the search process
itself; however, no consensus has yet been reached. The fact
that cyberchondria is a current topic is also made clear by the
fact that in 2019, for example, a systematic narrative review
[26] and a meta-analysis of cyberchondria and HA [27] were
published. Brown et al [26] presented an integrative
cognitive-behavioral therapy (CBT) model of health-related

internet use that distinguishes between reassuring health-related
internet use on the one hand and problematic as well as
compulsive health-related internet use on the other hand,
according to the emotional consequences of this behavior.
McMullan et al [27] found a meta correlation between HA and
cyberchondria of r=0.62 (P<.001; n=10 studies).

Objective
This review aims to (1) give an overview of the current state of
research regarding existing theoretical conceptualizations of
cyberchondria and its relation to anxiety-related pathologies
(ie, broader compared with the previous focus on HA), (2)
quantify the strength of associations between cyberchondria
and HA by using a meta-analysis according to the current data
situation (ie, year 2020), (3) highlight gaps in the current
literature, and (4) outline a hypothetical integrative
cognitive-behavioral model of cyberchondria based on the
available empirical evidence. This model follows a new
approach by integrating existing results in the context of elevated
HA and by waiving the artificial conceptual separation of
health-related internet use according to the valence of its
emotional effects.

Methods

Protocol and Search Strategy
A systematic literature search was conducted according to the
PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses) guidelines [28,29], using the computerized
databases PubMed, Web of Science, and PsycINFO. They were
searched three times, first in February 2016, second in July
2017, and third in February 2020, to include the latest research
findings. A keyword search was performed using the following
search terms and logics: cyberchondria, cyberchondriasis,
health-related internet use AND health anxiety, health-related
internet use AND hypochondriasis, illness-related internet use
AND health anxiety, and illness-related internet use AND
hypochondriasis, as well as the German translations of these
terms. Searches were restricted to study titles and abstracts.

Inclusion and Exclusion Criteria
Only a few eligibility and exclusion criteria were specified to
make this search as inclusive as possible. Studies were included
if they (1) examined health-related internet use in the context
of HA, (2) were published research papers or accepted
manuscripts, (3) were written in English or German, and (4)
investigated a general population or a health-anxious sample.
Articles were excluded if they (1) reported a case study or data
exclusively from children or adolescents or both, (2) were
literature reviews or comments that did not postulate their own
conceptualization or definition of cyberchondria, or (3)
contained special characteristics that impeded the generalization
of results (eg, investigation of a sample with symptoms outside
the anxiety-related spectrum). All included research articles
were already published in peer-reviewed journals.

Data Extraction and Synthesis Process
First, study titles were screened. Then, the abstract, method,
and discussion sections were read consecutively (especially to
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detect assumptions concerning the concept or function of
cyberchondria), followed by reading full texts. Studies that did
not fulfill all eligibility criteria or that fulfilled one or more
exclusion criteria were eliminated. The electronic search was
supplemented by reading the reference lists of the retrieved
studies to identify more potential literature. Then, information
from each eligible study was extracted and tabulated. Extracted
data included names of the authors, publication year, journal,
country of origin, type of study (primary vs secondary),
proposed conceptualization of cyberchondria (yes or no),
research question, study design, number of reported studies per
paper, sample characteristics (age, range, type, and total sample
size), methodology (operationalization of the construct, type of
hypothesis, and analysis), and main findings. No paper was
excluded because of insufficient information being reported.

Applying these criteria to the searches resulted in the inclusion
of 38 studies (Figure 1). All studies proposing a
conceptualization of cyberchondria were then picked
(irrespective of whether the study was primary or secondary).
Different elements of conceptualization (eg, suggestion of
detrimental effects of health-related internet use) were then
extracted, which, in turn, were used as categories to group the
corresponding primary studies (eg, studies investigating the
effects of health-related internet use). Accordingly, one primary
study could be assigned to more than one group. All primary
studies were assigned. In the following sections, we present the
studies according to the assigned groups (ie, Conceptualizations
of Cyberchondria, Cyberchondria and Anxiety-Related
Pathologies, Triggers for Health-Related Internet Use, and
Consequences of Health-Related Internet Use).

Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-analyses) flow diagram of studies.

Results

Conceptualizations of Cyberchondria
Conceptualizations of cyberchondria differ in the proposed
immediate impact of health-related internet use on HA, and

thus, also regarding the function of cyberchondria-related
behavior in the context of HA (ie, cyberchondria as an Amplifier
of HA vs Cyberchondria as a Safety Behavior). Multimedia
Appendix 3 [6,14,15,26,30,31] summarizes the current
conceptualizations.
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Cyberchondria as an Amplifier of HA

Cyberchondria as a Failed Safety Behavior

Starcevic and Berle [14] presented a definition of cyberchondria
as “an excessive or repeated search for health-related
information on the internet, driven by distress or anxiety about
health, which only amplifies such distress or anxiety”; moreover,
“it does not denote a diagnosis and occurs as part of health
anxiety and hypochondriasis.” While giving a theoretical and
empirically based framework, this definition also reformed the
operationalization of cyberchondria by defining a process that
includes a causal bidirectional relationship between
cyberchondria and HA. It is important to underline that defining
the precursors (HA as a trigger) and consequences (exacerbation
of HA) of health-related internet use differentiates cyberchondria
from merely searching the web for health-related information.
Moreover, the multidimensionality of the construct was implied
(eg, distress, excessiveness, and compulsion) [17]. Starcevic
and Berle [14] hypothesized that cyberchondria-related behavior
may be a form of reassurance seeking but that it should not be
classified as a classic safety behavior, as in the short term, it
increases anxiety instead of decreasing it [32]. If this definition
is correct, it is important to explain how health-related internet
use increases HA and why this behavior does not stop despite
its adverse effects. In this regard, factors that amplify anxiety
during health-related internet use are presented [33], which are
assumed to set vicious circles in motion. They include the
misinterpretation of the rank order of search results as pointing
to the likely cause of a searched symptom [6,34] and the
questionable trustworthiness of web-based health information
[35]. However, current and partly inhomogeneous results raise
doubts in this context [13,34,36].

Query Escalation

White and Horvitz [6] hypothesized that a process referred to
as query escalation is highly relevant for increased HA during
medical web-based searches. They defined cyberchondria as
“the unfounded escalation of concerns about common
symptomatology, based on the review of search results and
literature on the Web.” Escalations, in turn, were defined as
special cases of cyberchondria during health-related internet
use. They were operationalized as a shift of attention concerning
the content of the information sought: away from a probable
cause (eg, dehydration) for a common symptom (eg, a headache)
to a serious illness (eg, cancer), which is a very unlikely cause
for the bodily sensation.

To investigate this process, 11,158 naturalistic logs of a large
(N=515) nonclinical sample’s internet searches were analyzed
[6]. Approximately 2% of all queries had medical content, and
5.3% of them escalated, thus verifying the existence of query
escalations. However, as the direct effects on HA were not
assessed, it could not be shown that this was a mediating process
for experiencing increased anxiety. Evidence was found that
searches were performed repeatedly, as 78.3% of all medical
queries contained a symptom that was sought again within 2
weeks after the initial search. Moreover, the results indicated
that health-related internet use occurred impulsively with a
switch between longer abstinent episodes and episodes of

intensive searching behavior, which might be indicative of an
intermittent reinforcement pattern.

Singh and Brown [37] investigated the occurrence and
consequences of query escalations in dependence on the HA
level of their participants in a laboratory experiment. They found
that escalations resulted in higher anxiety compared with
nonescalations, regardless of previously existing HA, and highly
health-anxious individuals were significantly more likely to
escalate. Approximately 60% of all participants performed at
least one escalated health-related internet use.

There are initial indications for the relevance of query escalation
as a moderating mechanism for the negative effects of
health-related internet use and these lead to the conclusion that
attentional aspects might be of relevance in cyberchondria. In
a consecutive study, White and Horvitz [34] showed that
potentially alarming content (eg, heart attack and medical
emergency) in captions, snippets, and URLs of search results
influences the search-result click-through behavior so that this
attribute makes them more likely to be selected.

Dimensional Conceptualizations of Cyberchondria

Cyberchondria was usually assessed using single items referring
to the frequency or duration as well as the emotional
consequences of health-related internet use [4,13,20]. These
operationalizations neither took into account the postulated
process character nor the multidimensionality of this construct
[6,14]. In 2014, McElroy and Shevlin [17] developed the
Cyberchondria Severity Scale (CSS), designed as a continuous
measure of distress because of health-related internet use
(according to previous conceptualizations [4,6,13,14]). This
self-assessment questionnaire comprises 33 items that ask
questions on a 5-point Likert scale about the frequency of
web-based health-related behaviors. In contrast to previous
assessment strategies, the CSS consists of five interpretable
factors that reflect different dimensions of cyberchondria
[16,17,38,39]. The factor compulsion reflects the different ways
in which a web-based health-related search can unintentionally
interrupt other web-based and offline activities. The dimension
distress mirrors subjective negative emotional states because
of health searches on the internet (stress, worry, anxiety, panic,
and irritation). The factor excessiveness captures repeated
searches for the same topic and the use of numerous sources.
These 3 dimensions were also proposed by Starcevic and Berle
[14]. Two additional subfacets are presented: all items loading
on the factor reassurance seeking (hereafter called reassurance)
indicate the felt need for reassurance from medical professionals
triggered by information found on the web, representing a
behavioral consequence of cyberchondria. The factor mistrust
of medical professionals (hereafter called mistrust) reflects the
conflict that web searchers have concerning whether to trust
their medical professional over their own research results and
self-diagnosis.

As detailed in Multimedia Appendix 4 [16-19,26,40,41] all CSS
subscales showed moderate to strong intercorrelations, except
for the mistrust factor, where only small or nonexistent
associations were observed.
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Although factor analyses revealed a five-factor structure of the
CSS items, further analyses and observed correlation patterns
raised doubts concerning the affiliation of mistrust to the concept
of cyberchondria [16,38,39]. Higher-order factor analyses
showed that a model consisting of a separate mistrust factor and
a bifactor model comprising a general cyberchondria factor and
4 independent dimensions (compulsion, distress, excessiveness,
and reassurance) best fit the data [16,38]. This showed that
models generating a general cyberchondria factor had a superior
fit to the data when mistrust was excluded. The four-factor
structure was also found in a network analysis [42] that
additionally revealed that no symptom seemed to be more central
to the cyberchondria construct than others. On the other hand,
Norr et al [38] pointed out that the findings regarding the
mistrust factor may be attributable to method variance as all
items of the scale are designed inversely. However, this
approach has not been further investigated. Furthermore,
qualitative data suggest that a certain mistrust of medical
professionals and, specifically, of doctors, may play an important
role [1]. In this context, a distinction has to be made between
the affiliation of mistrust to the CSS and the affiliation of
mistrust of doctors to cyberchondria; however, this question
cannot be answered at this time. Further investigation is needed
that takes into account the possibility that the CSS may not
assess the construct in its entirety and that the general
cyberchondria factor may represent a dimension of
cyberchondria that is only weakly associated with mistrust. The
original and revised CSS total scores (removing the mistrust
items) were highly correlated (r=0.99 [16]).

Regarding convergent validity, the most important indicator for
the CSS is its potential association with HA (see section Health
Anxiety). Correlation analyses demonstrated that the CSS data
were more strongly associated with anxiety (r=0.43; P≤.01)
than with stress (r=0.37; P≤.01) and depression (r=0.24; P≤.01
[17]) using the short version of the Depression, Anxiety and
Stress Scale [43]. The degree of association varies according
to the theoretical similarities of the different constructs.
Moreover, Fergus [16] showed that the CSS total score and the
total score revised were more strongly associated with HA
(r=0.59 and r=0.58, respectively; both P<.01) than with
obsessive-compulsive symptoms (for both total scores, r=0.49;
P<.01), as assessed using the Dimensional
Obsessive-Compulsive Scale (DOCS) [44]. Barke et al [39]
found medium positive correlations between the CSS global
score and somatic symptoms (r=0.40; P<.01; assessed with the
somatic symptom scale of the Patient Health Questionnaire
[45,46]), depressive symptoms (r=0.31; P<.01; assessed with
the short form of the Center for Epidemiologic Studies
Depression Scale [47,48]), and health care use (r=0.29; P<.01;
assessed with the Health Care Utilization questionnaire [49]).

As can be seen in Multimedia Appendix 4, the CSS subscales
show different internal consistencies ranging from a high level
for compulsion and distress to a good level for excessiveness,
reassurance, and mistrust. The CSS total scale showed excellent
internal consistency and split-half reliability without exception
(α=.93-.96 [16,17,19,38,39]).

The first results show that the CSS seems to be unrelated to age
[39], whereas results regarding sex differences are heterogeneous

[2,39]. Too little information is currently available to finally
evaluate these factors.

Other versions of the CSS regarding language (German [39]
and Polish [40]) and length (short versions in English [50] and
German [39]) show psychometric qualities comparable with
the original version.

Jokić-Begić et al [51] developed a short questionnaire (4 items)
to assess cyberchondria as a safety behavior. Besides predictors
and negative outcomes, positive consequences were also
intended to be measured; however, analyses revealed an unclear
factor structure.

Cyberchondria as a Form of Problematic Internet Use

Problematic internet use describes the excessive use of the
internet [52] for purposes other than searching for medical
information and an inability to control that use [53], therefore
reflecting behaviors from the fields of compulsion and addiction.
Fergus and Dolan [30] define cyberchondria as a form of
problematic internet use that is intended to reduce negative
emotions but actually leads to greater subjective distress. To
investigate this assumption, they used the Compulsive Internet
Use Scale [54] and operationalized cyberchondria as the impact
of health-related internet use on HA assessed with a single item.
Individuals experiencing increased HA because of health-related
internet use reported significantly greater levels of problematic
internet use (mean 25.35, SD 11.58) compared with individuals
experiencing no impact on (mean 18.63, SD 10.56; Cohen
d=0.61; P<.01) or a decrease in HA (mean 21.76, SD 10.43;
Cohen d=0.33; P<.01). These group differences stayed robust
even after controlling for the frequency of health-related internet
use and negative affect. These findings were supported by
Fergus and Spada [31], who found a strong association between
cyberchondria (operationalized by the CSS) and problematic
internet use (r=0.59; P<.001). In this study, problematic internet
use was assessed using the Problematic Internet Use
Questionnaire [55], which consists of 3 dimensions (obsession,
neglect of other activities, and control disorder). In addition,
multiple linear regression with N=337 participants showed the
robustness of this relationship (step 2; β=.41; P<.001) by
controlling for age, gender, physical health, negative affect, and
HA, where HA was the only covariate that accounted for
variance in cyberchondria scores. Besides, Starcevic et al [42]
found a stronger relationship between cyberchondria and
problematic internet use than with HA. However, their network
analysis showed that cyberchondria and problematic internet
use were related but distinct constructs.

Fergus and Spada [31] concluded that cyberchondria could be
viewed as a specific form of problematic internet use, indicating
that concepts of problematic internet use may be of relevance
to understanding cyberchondria. In addition,
cognitive-behavioral treatments for problematic internet use
may also be used to treat cyberchondria [30].

Moreover, Singh and Brown [11] found significant positive
correlations between HA and 6 indicators of addiction to
health-related internet use (inter alia, unsuccessfully trying to
cut back, negative feelings regarding a real or anticipated loss,
negative consequences, and increasing use over time).
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Together, these findings underline the relevance of the
compulsive and addictive aspects of cyberchondria-specific
behavior.

Metacognitive Conceptualization of Cyberchondria

Fergus and Spada [22,31] hypothesized the conceptualization
of cyberchondria according to the metacognitive model of
emotional disorders [56]. Following this model, individuals
engage in self-regulation strategies that maintain and worsen
negative affective states because of their metacognitive beliefs.
In terms of cyberchondria, this would mean that health-related
images, memories, or thoughts trigger HA. At the same time,
metacognitive beliefs are activated, which can be distinguished
into two types: positive metacognitions associated with
advantages of health-related worries (eg, “Considering all
possibilities will help keep my mind at rest” [31]) and negative
metacognitive beliefs associated with disadvantages or the
uncontrollability of health-related worries (eg, “My thoughts
are uncontrollable” [31]). To reduce the triggered HA, a
self-regulation process, namely health-related internet use, is
initiated. Plans for supposed successful self-regulation are
represented as mentioned in metacognitive beliefs and
additionally in beliefs about rituals and stop signals. Rituals
refer to plans for coping with aversive inner emotional
experiences, and stop signals refer to self-relevant goals that
signal when to stop the self-regulation process. Negative
metacognitive beliefs, especially regarding the performance of
health-related internet use (eg, “Once I start searching I cannot
stop” [31]), which can arise in the course, may lead to an
increase in negative affect and, thus, lead to further
self-regulation processes in the form of health-related internet
uses, resulting in a repetitive and distress-evoking vicious circle.

The relevance of metacognitive aspects for cyberchondria was
supported by several results from 3 web-based questionnaire
surveys by the same authors [22,31], in which the
Metacognitions Questionnaire–Health Anxiety (MCQ-HA; [57])
was used. It incorporates three metacognitive beliefs: thoughts
can cause illness (MCQ-HA-C), biased thinking (MCQ-HA-B;
eg, “Worrying about my health will help me cope”), and
thoughts are uncontrollable (MCQ-HA-U). In all studies,
zero-order correlation analyses revealed that all metacognition
subscales were significantly correlated with cyberchondria
(MCQ-HA-C: rs=0.32-0.49, all P<.001; MCQ-HA-B:
rs=0.47-0.58, all P<.001; and MCQ-HA-U: rs=0.51-0.66, all
P<.001).

Hierarchical multiple linear regression analyses statistically
controlling for relevant covariates (ie, age, gender, physical
health status, HA negative affect, and anxiety sensitivity)
showed that negative metacognitions (ie, uncontrollability of
thoughts [22,31], beliefs about rituals [22], and beliefs about
stop signals [22]) and obsessive-compulsive symptoms [22]
contributed significantly to the variance in cyberchondria.
However, the analyses yielded inhomogeneous findings
regarding the relevance of positive metacognitive beliefs [22,31].
Interestingly, neither anxiety sensitivity nor intolerance of
uncertainty shared significant, unique associations with
cyberchondria [22]. A supplemental analysis using HA as the
criterion variable (instead of cyberchondria) and cyberchondria

as a covariate revealed that beliefs about rituals and stop signals
distinguish cyberchondria from HA.

In summary, the presented results support the importance of
metacognitive aspects in the conceptualization of cyberchondria.
Nevertheless, the proposed function as a predisposing and
maintaining factor in the cyberchondria process needs to be
further investigated. In particular, the heterogeneous findings
regarding the relevance of negative (vs positive) metacognitive
beliefs need further attention to clarify if they have a unique
function in maintaining health-related internet use despite its
adverse effects.

Cyberchondria as a Safety Behavior
The cognitive-behavioral model of HA and hypochondriasis by
Warwick and Salkovskis [58] postulates that the perception of
normal bodily symptoms and their misinterpretation as harmful
and as a sign of a serious illness as well as the mechanism of
somatosensory amplification [59] lead to negative affect (eg,
anxiety and worry). Safety behavior is exhibited to reduce the
negative affective states. Bleichhardt and Weck [15] classified
health-related internet use as a new form of reassurance-seeking
behavior that is carried out on the internet rather than by reading
books or magazines or visiting a physician.

Support for this categorization of cyberchondria was given by
Newby and McElroy [60]. They adapted regular strategies for
reducing safety behavior to cyberchondria and integrated them
into an internet-delivered CBT for HA. Strategies comprised,
for instance, increased awareness of the frequency and personal
cost of health-related internet use, activity scheduling, and
reduction of excessive health-related internet uses through a
behavioral experiment. Analysis of variance analyses revealed
a significant reduction in cyberchondria pre- and post-CBT
(within-group Hedges g=1.57, 95% CI 1.05-2.09). This
reduction was greater than that in an active control group
(Hedges g=1.1, 95% CI 0.60-1.61; time by group, F1,67=25.41;
P<.001). Mediation analyses showed that decreases in HA were
partly mediated by a reduction in cyberchondria. Nevertheless,
these promising results have to be interpreted in the light of
several limitations, such as the influence of other therapeutic
strategies and the moderate correlative association between
cyberchondria and HA. Changes in cyberchondria might be
reflective of changes in HA rather than of a unique process.

In 2019, the first CBT model was presented by Brown et al [26]
based on a comprehensive review of existing data accounting
for reassurance-related and compulsive elements.

According to the model, health-related internet use is commonly
performed to eliminate health threats and is moderated by
metacognitive beliefs (eg, “I need HIU to control my anxiety”),
among other factors. Depending on the results of the
health-related internet use, two possible forms of problematic
health-related internet use can occur: first, if the search results
can eliminate the perceived threat, relief is experienced, and
health-related internet use is negatively reinforced.
Consequently, health-related internet use is terminated, and
metacognitive beliefs regarding the beneficial effects of this
strategy are developed. This form is termed pathological
health-related internet use and describes health-related internet

J Med Internet Res 2021 | vol. 23 | iss. 11 | e27835 | p.346https://www.jmir.org/2021/11/e27835
(page number not for citation purposes)

Schenkel et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


use functioning as a reassurance-seeking behavior in the context
of HA (ie, cyberchondria, although the authors recommend not
to use this term because of ambiguities in the definition). A
second possible outcome occurs if search results strengthen the
perceived threat. Resulting anxiety and worry lead to the
continuation of health-related internet use, even to the point of
query escalation. In consequence, metacognitive beliefs about
the internet search itself and its possible negative consequences
(eg, “I can’t control my HIU”) are developed and lead to
distress. This form is termed compulsive health-related internet
use. The perceived threat does not focus on health (in contrast
to pathological health-related internet use) but on the internet
search itself. Individuals affected then might feel stuck and out
of control regarding health-related internet use.

Cyberchondria and Anxiety-Related Pathologies
In this section, show the associations between several
anxiety-related pathologies (ie, HA, obsessive-compulsive
symptoms, intolerance of uncertainty, anxiety sensitivity, and
pain catastrophizing) and health-related internet use. Moreover,
we discuss the distinctiveness of cyberchondria to
anxiety-related pathologies.

Health Anxiety
All the aforementioned concepts and theories contain
interrelations between HA and cyberchondria. For instance,
Starcevic and Berle [14], as well as Brown et al [26], postulated
that individuals who previously suffered from elevated HA are
especially likely to experience negative affective states because
of health-related internet use. Therefore, the following section
illuminates the results regarding the relationship between HA
and cyberchondria and is subdivided by the existing
operationalizations of cyberchondria (by the CSS, including
our meta-analyses, and by frequency and duration). As HA is
seen as a dimensional rather than a categorical construct [61,62],
findings from its whole spectrum are relevant.

A Meta-analytic Integration of Cyberchondria
Operationalized by the CSS
As cyberchondria is supposed to be a multidimensional
construct, it is conceivable that its different dimensions have
dissimilarly strong relations to HA [38]. Multimedia Appendix
5 [18,19,38-40,63,64] displays the corresponding correlation
coefficients. Individual dimensions have differing but significant
associations with HA, ranging from high correlations with
distress and excessiveness, moderate to high correlations with
reassurance and compulsion, to moderate correlations with
mistrust. To quantify the associations between (1) HA as a trait
and cyberchondria, as well as between (2) HA and the different
dimensions of cyberchondria as operationalized by the CSS,
we conducted several meta-analyses. This examination is of

particular importance to test the validity of the cyberchondria
concept, as postulated by Starcevic and Berle [14].

Description of Included Studies
For the described purpose, we examined studies included in this
review that reported results regarding a correlational hypothesis
between a standardized measure of HA and the CSS total scale
and subscales. On the basis of the aforementioned results
regarding the questionable affiliation of the mistrust factor with
the cyberchondria construct (or at least with the CSS total scale),
only results that did not include the 3 mistrust items were
incorporated. We contacted the authors of the primary studies
to obtain missing data (eg, coefficients regarding the CSS total
scale or subscales and internal consistencies). They were
included if available. Quality ratings were conducted for the
included articles, whereby the quality criteria according to
Brown and Reuber [65] were adjusted based on the
characteristics of the available studies (eg, some criteria were
also met by all studies included in this study, such as correlative
design and standardized measuring instruments, which were
then not used as criteria). To assess the quality of the studies
and especially the generalizability of the results, the following
criteria were used and evaluated (by the 2 authors SKS and
SMJ): consecutive sampling; validity items or data check, for
example, missing values; control of possibly confounding
variables; sufficiently reported inclusion and exclusion criteria;
sufficiently reported sample characteristics; and approximate
representativeness of the sample. According to Brown and
Reuber [65], these ratings were used to calculate the overall
quality of the study methods, which was defined as the
proportion of items given a yes rating in combination with a
sufficiently large sample size. We rated the sample size
according to Cohen [66], who suggested that 85 participants
were needed to detect a medium effect size (r=0.3), given an α
level of .05 and power of 0.8. The overall quality was rated as
high (≥80% yes, equating to no more than one of the
methodological standards given a no rating and N≥85), medium
(50-79% yes and N≥85), low (20-49% yes and N≥85), and
unacceptable (<20% yes or N<85). Any unacceptable studies
were excluded from the meta-analyses. Interrater reliability
(between the 2 authors SKS and SMJ) across all categories was
κ=0.75, indicating a substantial interrater agreement [67].
Quality ratings are provided in Multimedia Appendix 6
[16,21,22,25,31,39,40,63,64]. Of the 12 studies rated, 8 (67%)
were judged to be of high quality, 3 (25%) of medium quality,
1 (8%) of low quality, and no study was rated to be of
unacceptable quality, resulting in 12 studies that were included
in the first meta-analysis regarding the first question (Table 1).
Owing to unavailable missing data, 17% (2/12) of these studies
were not considered in the meta-analysis regarding the second
question, resulting in 10 studies for the second question.
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Table 1. Details of studies included in the meta-analyses to quantify the association between HAa and cyberchondria operationalized by the CSSb.

CountryInd: per-
for-ming
health-re-
lated inter-
net use

Exc:
medical
condi-
tion

CSS (Cronbach
α)

HA total score,
mean (SD)

HA (Cronbach
α)

Sex (fe-
male), n
(%)

Age,
mean
(SD)

NEffect
size, r

First author,
year

United
States

YesYesCSS (.96)11.12 (6.91)SHAIe (.91)234 (43.4)31.3
(9.9)

5390.59Fergus, 2014
[16]

United
States

NoYesCSS (.95)13.27 (5.06)WIf (.91)253 (43.7)31.2
(9.8)

5780.62Fergus, 2015
[21]

United
States

NoNoCSS (.95)14.40 (7.86)SHAI (.9)364 (69.2)34.9
(12.4)

5260.53Norr, Albanese
et al, 2015 [25]

Ger-
many

NoNoGerman CSS
(.93)

—hmSHAIg (.9)367 (73.6)29.1
(10.4)

4990.605Barke et al,
2016, study A
[39]

Ger-
many

NoNoGerman short
form of the CSS
(.83)

—mSHAI (.93)223 (76.4)24.2
(4.1)

2920.581Barke et al,
2016, study B
[39]

United
States

NoYesCSS (.95)—MIHTi (.9)177 (47.3)31.6
(10.2)

3750.51Fergus and Rus-
sell, 2016 [19]

United
States

YesNoCSS (.95)13.66 (5.48)WI (.92)106 (40.8)32.9
(9.2)

2600.67Fergus and Spa-
da, 2017, study
2 [31]

United
States

YesNoCSS (.95)—WI-6 (.89)220 (66.6)19.4
(2.1)

3300.56Fergus and Spa-
da, 2018, study
1 [22]

United
States

YesNoCSS-15–Re-
vised (.88)

—WI-6 (.92)177 (53.5)38.7
(10.4)

3310.61Fergus and Spa-
da, 2018, Study
2 [22]

PolandNoNoCSS-PL (.95)—SHAI (.93)203 (57.1)26.5
(11.1)

2400.56Bajcar et al,

2019j [40]

United
States

NoNoCSS (.95)10.86 (6.12)SHAI (.89)156 (70.6)19.2
(1.7)

2210.58Gibler et al,

2019j [63]

United
States

NoNoCSS (.96)TIk: 7.18

(4.41); FOIl:
3.13 (3.00)

SHAI (.92)297 (64.3)36.56
(12.9)

4620.61Mathes et al,
2019 [64]

aHA: health anxiety.
bCSS: Cyberchondria Severity Scale.
cEx: exclusion criterion.
dIn: inclusion criterion.
eSHAI: Short Health Anxiety Inventory.
fWI: Whiteley Index.
gmSHAI: modified version of the Short Health Anxiety Inventory.
hMissing data.
iMIHT: multidimensional inventory of hypochondriacal traits.
jExcluded from the second meta-analysis (association between dimensions of cyberchondria and HA) because of unavailable data.
kTI: subscale thought intrusion of the SHAI.
lFOI: subscale fear of illness in SHAI.

Study Characteristics
Most studies were conducted in the United States (9/10, 90%).
HA was mostly operationalized by the Short Health Anxiety
Inventory (SHAI [68]) or a short version (7/10, 70%).
Approximately 40% (4/10) used the Whiteley Index [41], and

10% (1/10) used the multidimensional inventory of
hypochondriacal traits [69].

Participant Characteristics
In total, 4653 participants were included in the meta-analyses,
with a mean age of 30.5 years; 58.3% were women.
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Approximately 30% (3/10) of studies excluded participants who
reported that they suffered from a diagnosed medical condition,
and 40% (4/10) of studies only included participants who stated
that they regularly performed health-related internet use.

Data Analysis
The random-effects model, considered to be the most appropriate
in applied sciences was chosen [70,71]. This model is based on
the assumption that the population effect differs randomly from
study to study and accounts for within- and between-study
variability [72,73]; therefore, more general inferences can be
made compared with fixed-effect models. For statistical
evaluation, the method provided by Hunter and Schmidt [74,75]

was applied using the metafor software package in R (R
Foundation) [76], following Viechtbauer’s [77]
recommendations. This method aims to investigate relations on
the level of constructs rather than measured values; therefore,
it allows correction for the effects of several statistical artifacts,
inter alia, concerning measuring accuracy (or more specifically
for internal consistencies [78]). Potential publication bias was
explored using a funnel plot (Figure 2). The Egger regression
asymmetry test was used to detect publication bias. These
analyses were also performed using the metafor software
package in R [76]. For all the results, a two-sided P value of
≤0.05 was considered significant.

Figure 2. Funnel plot of integrated studies.

Meta-analytic Results
First, correlation coefficients were corrected for measurement
error (Cronbach α [74]) of the instruments used to assess HA
and cyberchondria. To quantify the association between these
two constructs (question 1), a model with no moderators was
estimated, revealing a small heterogeneity of integrated effects

(I2=27.8%; Q11=16.7; P=.12 [79]); so no moderator analysis
was conducted. A strong positive association between HA and
cyberchondria was found (r=0.63; P<.001, 80% CI 0.61-0.66).
Figure 3 shows the integrated effects. The Egger regression
analysis showed that publication bias was not present (z=0.25;
P=.80). Another meta-analysis concerning the strong positive

association between HA and cyberchondria closely corresponded
to our findings (r=0.62; P<.001 [27]).

To quantify the association between the different dimensions
of cyberchondria and HA (question 2), a second model was
estimated that integrated the corrected correlation coefficients
between HA and all subscales of the CSS (Figure 4).

In line with our expectations, high heterogeneity of effects was

found (I2=95.59%; Q44=1020.81; P<.001). Therefore, subscales
were included in the model as moderators and accounted for

R2=67.26% of the variance. Table 2 shows the results of this
meta-regression analysis. All subscales showed significant,
small to strong associations with HA, and most strongly with
distress and excessiveness.
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Figure 3. Forest plot of integrated study effects and meta-effect regarding the association between cyberchondria and health anxiety.

Figure 4. Forest plot of integrated study effects regarding the association between cyberchondria dimensions and health anxiety.

Table 2. Results of meta-regression to quantify the association between cyberchondria dimensions and health anxiety.

95% CIP valueβDimension of cyberchondria

0.23-0.69<.001.46Compulsion

0.43-0.89<.001.66Distress

0.36-0.83<.001.59Excessiveness

0.21-0.67<.001.44Reassurance

0.01-0.47<.05.24Mistrust
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Correlational Results Regarding Subfacets of HA

Correlation analyses further revealed that cyberchondria clusters
most strongly correlated with the affective component of HA,
more precisely with health worries (r=0.57; P<.01 [19];
Multimedia Appendix 5). This finding is consistent with the
results of Norr et al [38], who found relations between
cyberchondria and the SHAI, which is argued to primarily assess
an affective component of HA [24]. As worry was found to be
linked to safety behavior [80], the authors suggest that
health-related internet use may be an activity performed to
reduce health worries.

Cyberchondria Operationalized by Frequency and Duration
of Health-Related Internet Use

Until the publication of the CSS [17], cyberchondria was
assessed in two parts using two items: (1) frequency or duration
of health-related internet use, and (2) its effects. Corresponding
studies are detailed in Multimedia Appendix 7
[4,11,13,20,36,81,82]. Mostly moderate positive correlations
were reported, indicating that the more health-anxious a person
was, the more frequently and longer he or she searched the web
for health- and illness-related information. This association was
also found when HA was not operationalized continuously but
dichotomously by ranking the SHAI scores of participants and
using the bottom and top quartiles [4]. TePoel et al [81] observed
a moderate positive association between HA and health-related
internet use, indicating that individuals with higher HA reported
more health-related internet use. This was true for both HA
groups, clinical (β=.26; P<.001) and nonclinical (β=.29;
P<.001).

Obsessive-Compulsive Symptoms

It is hypothesized that cyberchondria is connected with
obsessive-compulsive symptoms. Correlational studies have
used DOCS [44] to assess these. It consists of 4 dimensions:
contamination, responsibility for harm (hereafter called
responsibility), unacceptable thoughts (hereafter called
thoughts), and symmetry. Each is judged for time spent,
avoidance, distress, interference, and attempts to control. It was
shown that the DOCS total scale is significantly correlated to
the CSS total scales with (r=0.49, P<.01 [16]; r=0.38, P<.01
[40]) and without mistrust (r=0.49, P<.01 [16]; r=0.56, P<.001
[22]; r=0.38, P<.0 [40]) and to all CSS subscales (distress:
r=0.50, P<.01 [16]; r=0.43, P<.01 [40]; compulsion: r=0.46,
P<.01 [16]; r=0.34, P<.01 [40]; excessiveness: r=0.35, P<.01
[16]; r=0.31, P<.01 [40]; reassurance: r=0.27, P<.01 [16];
r=0.23, P<.01 [40]; mistrust: r=0.11, P<.01 [16]; r=0.07, not
significant [40]), such that individuals with greater
obsessive-compulsive symptoms experience greater
cyberchondria. Moreover, as detailed in Multimedia Appendix
8 [18,19,40], all CSS and DOCS subscales showed significant
and mostly moderate intercorrelations. No statement can be
made about the mistrust factor as it was excluded from the
primary analyses. Interestingly, correlation coefficients were
consistently smaller in the study conducted by Fergus and
Russell [16] compared with those by Norr et al [18]. This might
originate from a range restriction because of stricter eligibility
criteria used by Fergus and Russell [19] regarding the

performance of health-related internet use and the nonexistence
of a diagnosed medical condition.

Although an association between cyberchondria and
obsessive-compulsive symptoms was confirmed, different
hypotheses exist about the nature of this relationship. First, it
is supposed that obsessive-compulsive symptoms are an essential
part of the cyberchondria construct. As was seen in section
Dimensional Conceptualizations of Cyberchondria, McElroy
and Shevlin [17] argue that health-related internet use can
interrupt other web-based and offline activities. The results
regarding the CSS dimension compulsion are reported in the
aforementioned section. Here, we recap the results briefly. The
subscale correlates highly with the CSS total scale (r=0.82;
P<.01) and shows moderate to strong correlations with the other
CSS subscales (r=0.26-0.80, excluding mistrust). Factor analyses
[16,38] showed that compulsion seems to be part of a
higher-order cyberchondria factor.

Another group of authors hypothesized that obsessional and
compulsive behavioral elements contribute to the maintenance
of cyberchondria [26]. Starcevic and Berle [14] suggested that
maintenance is because of the combination of (1) an obsessional
doubt regarding the validity and sufficiency of information
found on the web, and (2) a hope to find the one perfect
explanation for the symptoms experienced, which may represent
a compulsive element of the cyberchondria construct. Following
this argument, the subject would assume that continuing to
perform health-related internet use would increase the
probability of finding the ultimate answer, and for this purpose,
any anxiety triggered by health-related internet use is acceptable.
However, no empirical findings exist to address this hypothesis.
Norr et al [18] postulated maintenance of health-related internet
use because of a positive bidirectional association between
cyberchondria and symptoms related to the DOCS subscale
contamination. If health-related internet use is carried out to
obtain reassurance, this behavior may lead to an increased
obsession with physical health, owing to the strong link between
cyberchondria and HA. This, in turn, may lead to an increased
urge to prevent contamination and illnesses, for example, by
increased hand washing. This amplified obsession with health
may lead to further health-related internet use. Moreover, it is
conceivable that if individuals with cyberchondria believe that
health-related internet use gives them the power to prevent
future illnesses, there may be a connection to the DOCS subscale
responsibility. The symmetry and thoughts subscales are
postulated to be unrelated. The structural equation model
confirmed the predicted unique relationships. This model,
controlling for negative affect (Positive and Negative Affect
Schedule [83]) and HA (SHAI [68]), provided a good fit to the
data (χ²=2954.63; P<.05; CFI=0.94; Tucker–Lewis index=0.93;
root mean square error of approximation=0.05; 90% CI
0.05-0.06). Norr et al [18] concluded that a co-occurrence of
both constructs and repeated health-related internet use might
function as a safety behavior to reduce contamination concerns
or responsibility for harm.

Another approach by Fergus and Russell [19] hypothesized that
the existing findings regarding associations are because of a
redundancy of the constructs. Health-related internet use may
represent the behavioral component of both HA (eg, reassurance
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seeking) and obsessive-compulsive symptoms (eg, neutralizing
behavior). They conducted confirmatory factor analyses to
examine whether intercorrelations among these 3 constructs
were best represented by indicator loadings on the same or
separate latent constructs. Analyses showed that cyberchondria
seems to be a distinct construct from HA and
obsessive-compulsive symptoms, although they are related as
a correlated three-factor model provided the best fit to the data
(χ²(41)=149.3; comparative fit index=0.96; nonnormed fit
index=0.95; standardized root mean square residual=0.06; root
mean square error of approximation=0.08; 90% CI 0.69-0.99).
In this model, a latent correlation of r=0.58 (P<.001) between
cyberchondria and obsessive-compulsive symptoms was
observed. This finding of distinctness of both constructs was
confirmed by a network analysis by Starcevic et al [42].

In summary, the available empirical evidence is insufficient to
finally characterize the nature of the relationship between
cyberchondria and obsessive-compulsive symptoms. Moreover,
it remains unclear whether obsessive-compulsive symptoms
contribute to the maintenance of cyberchondria or vice versa.
One clear shortcoming of research to date is that exclusively
cross-sectional questionnaire-based surveys exist, which do not
allow the investigation of processes and causality. Experimental
studies and longitudinal data are needed to answer these
questions.

Intolerance of Uncertainty

Intolerance of uncertainty is defined as a dispositional fear of
the unknown [84]. It captures the inability to tolerate the
uncertainty of ambiguous situations. It was found to comprise
2 dimensions, which are operationalized in the multidimensional
Intolerance of Uncertainty Scale [85]: prospective intolerance
of uncertainty reflects perceptions of threat as well as
implications of future uncertainty. Inhibitory intolerance of
uncertainty mirrors the desire to avoid uncertainty and
behavioral symptoms of apprehension when faced with it.
Considering intolerance of uncertainty as a risk factor for
cyberchondria seems to be justified because of its substantial
associations with HA [25,86].

The results from a qualitative interview study by Singh et al [1]
support the relevance of uncertainty about whether one has an
undiagnosed health issue for developing a felt need to go on
the web and search for medical content. An association was
confirmed by mainly medium-sized correlations (Multimedia
Appendix 1), and a network analysis also revealed that both
constructs were distinct [42]. In particular, inhibitory intolerance
of uncertainty may be a risk factor for experiencing distress
because of health-related internet use [21,25].

In addition, during health-related internet use, multiple medical
possibilities are presented to the user [6], and for people with
high intolerance of uncertainty, ambiguous situations were found
to be distressing. Moreover, creating catastrophic interpretations
of unclear health information is only related to HA at a high
intolerance of uncertainty [24]. The moderating role of
intolerance to uncertainty on the relationship between
cyberchondria and HA seems conceivable to explain why some
individuals experience worse HA as a consequence of
health-related internet use, whereas others do not (see section

Consequences of Health-Related Internet Use). A regression
analysis by Fergus [20] confirmed this finding. The relationship
between the frequency of health-related internet use and HA
because of these searches was significant at high levels of
intolerance of uncertainty (b=0.27; partial r=0.21; P<.01) but
not at low (b=–0.06; partial r=–0.03, not significant).

This indicates that the desire to avoid uncertainty and negative
reactions to it are strongly associated with experiencing negative
affective states because of health-related internet use, potentially
because of increased catastrophic thinking about the meaning
of bodily symptoms, as concluded by Fergus [21]. Another
conceivable explanation for this finding may be that the
tendency to react negatively to uncertainty and the resulting
desire to avoid it may lead to further health-related internet use
to reduce uncertainty. However, the more health-related internet
uses are conducted, the greater the possibility of finding
ambiguous and inconsistent information, which has the potential
to trigger the negative affect.

In addition, intolerance of uncertainty was also found to
moderate another detrimental effect of health-related internet
use concerning anxiety sensitivity (see section Anxiety
Sensitivity). Only individuals with high intolerance of
uncertainty experience elevated anxiety sensitivity as a
consequence of viewing web-based medical content [23].

Anxiety Sensitivity

Although people with intolerance of uncertainty experience
uncertainty in general as dangerous, people with high levels of
anxiety sensitivity interpret anxiety-related symptoms as
dangerous [23]. This was found to be a potential risk factor for
HA [87], and therefore, a link between anxiety sensitivity and
cyberchondria-specific behavior was hypothesized [21,25]. It
is commonly operationalized by the Anxiety Sensitivity Index-3
[88], which consists of three lower dimensions reflecting
different types of concerns: cognitive (ie, concerns about mental
incapacitations), physical (ie, concerns about immediate
complications), and social (ie, concerns about social rejection
because of publicly observable symptoms of anxiety).
Correlational analyses supported the relevance of anxiety
sensitivity for the cyberchondria construct (Multimedia
Appendix 2). The coefficients range from a moderate to a high
level. Different conclusions can be drawn from this study. The
results may indicate that health-related internet uses are
performed on various concerns (cognitive, physical, and social).
Moreover, anxiety sensitivity may be relevant, especially for
those experiencing distress because of health-related internet
use. The structural equation models that included anxiety
sensitivity, intolerance of uncertainty, and HA (operationalized
by the SHAI) as independent variables to predict cyberchondria
(operationalized by the CSS total score, excluding mistrust)
highlighted the important role of anxiety sensitivity as a
predictor for cyberchondria in addition to the contributions of
intolerance of uncertainty and HA [25]. However, besides the
role of anxiety sensitivity as a risk factor, it was also
hypothesized to be a detrimental consequence of health-related
internet use. Corresponding results are reported in detail in the
section Consequences of Health-Related Internet Use.
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Pain Catastrophizing

In the context of chronic pain, the contribution of pain
catastrophizing to cyberchondria has been investigated [63]. It
has been shown that pain catastrophizing (ie, the tendency to
ruminate and worry about pain [89]) significantly predicts
cyberchondria and its facets (operationalized by the CSS), even
when controlling for negative affect and HA. Individuals with
chronic pain often experience anxiety and distress about the
origin and consequences of their pain perceptions and search
for answers on the web. Pain catastrophizing may amplify the
negative affect and may contribute to the initiation of the
cyberchondria-specific vicious circle, as postulated by Starcevic
and Berle [14]. Further support is provided by logistic regression
analysis that aims to predict engaging in health-related internet
use by psychopathologies and somatic symptoms [5] and
comprises data from 992 adults from the general population of
whom, 751 (75.7%) reported engaging in health-related internet
uses in the past 3 months. It was shown that conducting
health-related internet uses was associated with HA,
obsessive-compulsive symptoms, and intolerance of uncertainty
(among other psychopathologies); however, only the severity
of somatic symptoms independently predicted health-related
internet use when each of these pathological domains was
controlled for.

Triggers for Health-Related Internet Use
Another relevant aspect in these models are the triggers for
health-related internet use. For instance, Starcevic and Berle
[14] postulated that health-related internet use is triggered by
elevated levels of HA or distress. However, till now, research
has paid little attention to the precursors, motivations, and
triggers for health-related internet use. To our knowledge, only
2 qualitative studies have addressed this question, both using
semistructured interviews with participants with high levels of
HA (ie, participants’ SHAI scores exceeded a critical cutoff,
indicating clinically significant HA (N=8, SHAI>16 points [90];
N=20, SHAI>18 points [1]). The studies yielded similar results,
which are reported in the following section and integrated as
far as possible with the superordinate themes identified by
McManus et al [90] (information is power and novelty of internet
searching). If no literature reference is given in parentheses,
the 2 studies report the same results.

“Information is power” describes a participant’s hope to be able
to prevent future illness, the deterioration of an already existing
one [1], or death because of an illness [90] by gathering
information, such as appropriate health promotion strategies or
remedies [1]. In this context, Singh and Brown [1] found a
positive association between HA and the frequency of using
the internet to obtain wellness information. This can be
interpreted as an attempt to prevent the onset of a serious
disease, resulting in a feeling of being more in control of one’s
health. The internet is also used for self-diagnoses to find a label
for a health issue so that more specific information can be
collected [90]. The possibility of failing to prevent an illness
leads to the anticipation of dreadful consequences, which
increases the perceived urgency to conduct health-related
internet use [1]. Moreover, uncertainty about the probability of
having a serious disease primed illness-related thoughts and

worries leading to heightened anxiety, whereas being uncertain
about nonserious issues led to curiosity [1]. In addition,
health-related internet use is initiated by negative experiences
and expectations concerning health care professionals that may
lead to mistrust: inconvenience, too short appointment times,
lack of reassurance, and past negative experiences. Participants
also use the internet as a first filter for information to prepare
for or justify a consultation with a physician.

The second superordinate theme was novelty of internet
searching and included the perceived advantages of the internet
as a medium of information compared with other methods.
Advantages were a low threshold for use, the possibility to share
others’ experiences and, in consequence, feel comforted by the
knowledge that one is not the only person who suffers from this
health issue [90], as well as speed, convenience, the possibility
of obtaining opinions and advice from other persons affected,
the huge size of the source, and its ability to provide reassurance.
Reported disadvantages included the following: the information
obtained was too broad, confusing, and often conflicting, as
well as the presence of false, noncredible, or irrelevant
information [1].

It can be concluded that a combination of different factors seems
to lead to the initiation of health-related internet use. Besides
situational factors (states) such as uncertainty and anxiety, more
permanent or predisposing factors such as prior beliefs (eg,
mistrust of medical professionals and information is power),
seem to be important [1] as the metacognitive conceptualization
of cyberchondria proposes [31]. There is still a lack of research
investigating predisposing factors and triggers. Studies with
naturalistic designs appear to be especially promising when
investigating situational factors.

Consequences of Health-Related Internet Use

Emotional Consequences of Health-Related Internet Use

Negative Emotional Consequences of Health-Related Internet
Use

The impact of health-related internet use on HA has mainly
been assessed using questionnaires. Multimedia Appendix 9
[4,11,13,20,36,82] gives an overview of the results. The studies
differ in terms of (1) the operationalizations of HA,
health-related internet use, and its emotional effects; (2) the
predictor for emotional effects (HA vs frequency of
health-related internet use); and (3) the type of hypothesis and
analysis (correlational vs difference). The results indicate that
individuals with higher HA are more likely to experience
negative emotional consequences after health-related internet
use, which is in accordance with the study by Starcevic and
Berle [14]. This finding is also supported by the results of the
meta-regression that we conducted, as described in the section
A Meta-analytic Integration of Cyberchondria Operationalized
by the CSS, regarding the CSS subscale distress and its
association with HA (β=0.66; P<.001). In addition, about
one-third of individuals in general population samples stated
that they felt increased anxiety after health-related internet use
(31.4% [30]; 38.5% [91]). However, it should be noted that no
measure of HA was included in this study.
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To our knowledge, 2 experimental studies were conducted in
this regard and supported the results of the questionnaire studies.
Participants in a study by Baumgartner and Hartmann [13] read
a text about a fictitious bacterial disease that is accompanied
by ordinary symptoms such as stomach and intestinal pain. In
addition, the trustworthiness of the source of information was
manipulated. The information about the fictitious illness indeed
increased negative responses in health-anxious individuals but
only if the information was judged as trustworthy (perceived
relevance of information: b=0.70, P<.01; chance of being
already infected: b=0.94, P<.01; chance of getting infected:
b=1.02, P<.01; and worry about disease: b=0.99, P<.01). Singh
and Brown [37] showed that query escalations reduced
postsearch anxiety immediately in 17.0% of the cases in the
high HA group, remained the same in 27.65% of cases, and
increased in 55.3% of cases. Proportions were comparable for
the low HA group (χ²2=0.491; P=.78). Interview studies revealed
that uncertainty, fright, anxiety, worry, and nervousness [1,90]
could be experienced as a consequence of health-related internet
use. Moreover, significant positive associations (r=0.31, P<.01
[19]; r=0.34, P<.001 [22]; r=0.44, P<.01 [63]) between
cyberchondria (operationalized by the CSS total score) and
negative affect (operationalized by the Positive and Negative
Affect Schedule) were found, indicating that the higher the level
of cyberchondria, more negative the affect experienced is. It
should be noted that no statements can be made about a causal
relationship.

Norr et al [23] hypothesized that being exposed to medical
web-based information that is congruent with catastrophic
interpretations of anxiety symptoms (namely, as a threat to
health) may contribute to the development and maintenance of
elevated anxiety sensitivity. They compared undergraduate
students (N=52) in two conditions. The experimental group was
exposed to medical websites converted to PDF files that
provided catastrophic interpretations of bodily symptoms. The
control group viewed the PDF files generated from general
health and wellness websites. Hierarchical regression analyses
showed that individuals in the experimental group experienced
significantly higher anxiety sensitivity after the manipulation

than did the control group (R2=0.81, P≤.001 and ΔR2=0.4,
P≤.01). This relationship was moderated by the individuals’
levels of intolerance of uncertainty, such that viewing medical
websites only affected anxiety sensitivity in participants with
high levels of intolerance of uncertainty. Therefore, it was
concluded that health-related internet use and the concomitant
exposure to medical content might call users’ attention to
potentially alarming causes of bodily sensations and may thereby
fuel both HA and anxiety sensitivity [21,25].

Positive Emotional Consequences of Health-Related Internet
Use

Besides the reported results confirming the postulated negative
emotional consequences of health-related internet use, it should
be noted that positive emotional consequences were also found,
such as relief and calm [1,11,90]. The process of searching itself
can provide reassurance by giving a person the feeling of having
done something instead of ruminating [90]. As mentioned above,
Singh and Brown [37] found that in escalated health-related

internet use, anxiety after search was reduced in 17.0% of cases,
even in individuals with high levels of HA. Doherty-Torstrick
et al [82] found that a considerable proportion of their sample
(32.8% in the high HA group and 71.2% in the low HA group)
experienced no impact or decreased anxiety during and after
health-related internet use. Fergus and Dolan [30] stated that
40.7% of their sample experienced reduced HA after
health-related internet use. White and Horvitz [91] reported that
76% of their participants felt reassured, and 50.3% experienced
reduced anxiety.

Predictors of Emotional Consequences of Health-Related
Internet Use

Some of the factors influencing whether positive or negative
emotional consequences are more likely experienced have
already been discussed above (ie, HA, intolerance of uncertainty,
anxiety sensitivity, and obsessive-compulsive symptoms).
However, certain characteristics of the searching process itself
also seem to have an influence. Substantial associations between
the frequency and the duration of searches and elevated HA
postsearch were found (Multimedia Appendix 9). Individuals
engaging more often or longer in this behavior are more likely
to experience negative consequences. McManus et al [90] found
that the longer individuals searched the web, the more likely
they were to find alarming information that, in turn, would lead
to heightened anxiety. Another important factor seems to be the
type of information found: participants stated that negative
emotions occurred during health-related internet use if
unfamiliar health issues were researched or potentially alarming
information was found [1,90]. Conversely, positive emotions
were experienced if familiar issues were researched or
nonserious causes for experienced symptoms were found.
Postsearch negative emotions occurred when people perceived
the information as inconclusive, conflicting, confusing, or
serious. In this case, new searches were initiated. Postsearch
positive emotions were the result of finding a nonserious answer,
diagnosing oneself, finding a remedy, or clarifying uncertainties.
In these cases, the search was terminated. The results regarding
query escalations support these findings [6,37]. Furthermore,
the type of web-based service used seems to have an impact:
using forums that provide web-based contact with experts or
the possibility of sharing with other affected persons seems to
alleviate anxiety, whereas using diagnosis systems and video
platforms seems to have the opposite effect [36].

Reciprocity Between Health-Related Internet Use and HA

TePoel et al [81] investigated whether HA influences
health-related internet use and vice versa. They chose a -wave
longitudinal study design with 2-month time lags between the
waves. Health-related internet use was operationalized by
frequency. Analyses were conducted separately for individuals
with lower levels of HA (N=4,564, Dutch version SHAI
score<18) and pathological levels of HA (N=751, Dutch version
SHAI score≥18); this is of particular importance regarding the
distinctiveness of cyberchondria from HA and the question of
whether the mechanisms underlying cyberchondria are different
in individuals with different levels of HA. A random intercept
cross-lagged panel model was chosen for the data analysis. This
multilevel approach is able to control for stable (trait-like)
individual differences by distinguishing between within-level
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and between-level variances. In this model, two random
intercepts were included for HA and health-related internet use.
In the pathological HA group, changes in an individual’s HA
score were not predicted by a change in health-related internet
use 2 months earlier. Conversely, changes in an individual’s
health-related internet use score were not predicted by changes
in HA 2 months earlier. Thus, no evidence for a reciprocal
relationship between HA and health-related internet use was
found in individuals with pathological HA. In contrast, evidence
for a reciprocal association was found in the nonclinical group
with lower HA, such that increases in an individual’s HA were
predicted by increases in health-related internet use and vice
versa.

This indicates that the underlying mechanisms for the impact
of health-related internet use on HA differ depending on the
previously existing level of HA. In the pathological HA group,
health-related internet use seemed to be a maintaining rather
than an increasing factor. This suggests that findings from
samples with normal levels of HA should only be transferred
to clinical samples with care. This highlights the importance of
investigating the whole range of HA (especially clinical
samples) and its immediate effects. The question of causality
remains unanswered in this context.

Effects of Health-Related Internet Use on Behavior:
Reassurance Seeking and Health Care Use

It has been hypothesized that health-related internet use is able
to trigger further health care use to receive reassurance,
especially in individuals with elevated HA. This hypothesis is
supported by several findings. Singh and Brown [11] found a
medium correlation between HA and the likelihood of visiting
a physician after the search (r=0.22; P<.01). Our meta-regression
(see section A Meta-analytic Integration of Cyberchondria
Operationalized by the CSS) regarding the association between
the CSS subscale reassurance and HA yielded a strong
correlation (β=.44; P<.001). Eastin and Guinsler [92]
investigated the moderating role of HA in this process. HA was
operationalized by the Health Anxiety Questionnaire [93],
health-related internet use by its frequency, and health care use
because of health-related internet use by the frequency of
physician consultations and the number of different physician
visits. Regression analysis confirmed a significant interaction,
indicating that as HA increases, the relationship between the
frequency of health-related internet use and health care use
increases. Furthermore, individuals with high HA (Illness
Attitude Scale≥47 [41]) considered dysfunctional behavior (eg,
physician hopping and ordering nonprescribed medication on
the web) to be more likely because of health-related internet
use [36]. In terms of the Cyberchondria model proposed by

Brown et al [26], these results might indicate that individuals
with normal levels of HA are better able to correctly judge the
seriousness of the threat originating from health-related internet
use and decide whether a physician consultation is necessary.
Interestingly, it seems as if the use of physical health care plays
a more important role compared with mental health care use.
Using structural equation modeling, the CSS subscale
reassurance showed a stronger association with the use of
physical health care (β=.70) than with mental health care (β=.50)
over the past 60 days [64]. In addition, the subscale
excessiveness was negatively associated with mental health care
use (β=–.49; P<.001), indicating that individuals who repeatedly
engage in health-related internet use report less use of mental
health care.

Effects of Health-Related Internet Use: Quality of Life and
Functional Impairment

In an extension of the compulsion subfacet of cyberchondria
[17], which reflects different ways in which health-related
internet use can interrupt other web-based and offline activities,
it was hypothesized that cyberchondria might lead to significant
impairment in psychosocial functioning.

In line with this, it was found that cyberchondria was strongly
associated with greater functional impairment even when
controlling for the effects of HA (operationalized by the SHAI
[68]) [64]. Functional impairment was defined as one’s ability
to engage in daily activities, operationalized using the Sheehan
Disability Scale [94]. Interestingly, when accounting for HA,
CSS was not associated with decreased quality of life, which
was operationalized as one’s overall level of contentment and
satisfaction regarding 4 domains: physical and psychological
health, social relationships, and environment (World Health
Organization Quality of Life Assessment [95]). These results
might indicate that individuals with cyberchondria may be
satisfied with their lives, although they feel functionally
impaired by their cyberchondria-specific behavior.

Discussion

Principal Findings
The aims of this work were to (1) give an overview of existing
conceptualizations of cyberchondria and its relation to
anxiety-related pathologies, (2) quantify its association with
HA, and (3) highlight gaps in the current literature. In an attempt
to summarize and reconcile the partly contradictory models and
findings, an integrative hypothetical cognitive-behavioral model
of cyberchondria as a health-related safety behavior that is
maintained through intermittent reinforcement was developed
(aim 4; Figure 5).
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Figure 5. Hypothetical cognitive-behavioral model of cyberchondria as a health-related safety behavior maintained through intermittent reinforcement.

Previous conceptualizations of cyberchondria proposed that
health-related internet use should be divided into cyberchondria
and classic safety behavior based on its (emotional) impact.
However, in the context of pathological HA, there is no evidence
that health-related internet use followed by negative emotional
consequences is conceptually different from health-related
internet use followed by positive ones. This distinction marks
the crucial point regarding the incompatibility of definitions
and the integration of existing findings on emotional
consequences. Regarding elevated levels of HA, we, therefore,
propose the conceptualization of cyberchondria as a classic
health-related safety behavior that is maintained by intermittent
reinforcement. In addition, following Brown et al [26], we
recommend not to use the term cyberchondria any longer, inter
alia, as this would imply a conceptual distinction between
health-related internet use and other health-related safety
behaviors. In the following, cyberchondria is used only to mark
results that were assessed using previous conceptualizations
(eg, the CSS). In the following, the components of our model
are explicated in detail.

All existing theories suggest that cyberchondria-specific
behavior is triggered by emotions that can be summarized as
aversive emotional states. A more recent model [26] suggests
that the perception of a health threat may be central to initiation.
We also share this view in the field of elevated and pathological
HA. Confronted with situations that are evaluated as threatening
to health, highly health-anxious individuals are hypothesized
to experience, for example, (health) anxiety, uncertainty, and
distress. Such a situation may be, for instance, viewing
illness-related materials or even the perception of bodily
symptoms. As is known for pathological HA, there is also
support for the view that this factor may be relevant. To mention,
there are the substantial associations between cyberchondria

and health concerns triggered by bodily sensations (as assessed
with the Whiteley Index), anxiety sensitivity, and the severity
of somatic problems (as seen in the context of chronic pain).
However, to our knowledge, no study exists that examines the
perception of bodily symptoms as a trigger.

Besides the emotional aspects, the perception of a health threat
may have consequences on the cognitive (eg, health concerns)
and physiological levels (ie, changes corresponding to the
affective state). Regarding the latter point, the process of
somatosensory amplification [59] may contribute to the initiation
and maintenance of health-related internet use. At the behavioral
level, health-related internet use may be conducted to reduce
(concordant) negative affect. Interview studies give the first
indications that health-related internet use is triggered by a
combination of stable and situational factors, supporting the
conceptualization of cyberchondria in a cognitive-behavioral
model. To our knowledge, no studies have addressed the
important question of immediate precursors (especially state
HA) in an experimental or naturalistic study design.

The first existing questionnaire-based studies highlighted the
relevance of metacognitions regarding cyberchondria-specific
behavior. Moreover, the reported results of interview studies
contained results that can be integrated into this context (eg,
Information is power). In terms of content, metacognitions are
usually distinguished as positive and negative with distinct
functions (initiation vs maintenance of health-related internet
use); however, the results are heterogeneous. Therefore, this
separation was not included in our model. Following Fergus
and Spada [22,31] as well as Brown et al [26], we also propose
for the field of elevated and pathological HA that aversive
negative affective states activate metacognitive beliefs that may
represent plans for self-regulation strategies (namely
health-related internet use), rituals, and stop signals that are
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conducted to cope with aversive (affective) states. At this point,
we expand existing theories by supplementing the interaction
between metacognitions and previous learning experiences
regarding the (short-term emotional) consequences of
health-related internet use. The latter may include the experience
that health-related internet use may have altering effects from
event to event; that is, that besides negative emotions, positive
consequences (eg, relief) can also occur. Therefore, on the one
hand, metacognitions may develop from learning experiences
(eg, “HIU is useful. At some point, I will feel better”). On the
other hand, these metacognitions may influence how negative
outcomes of health-related internet uses are processed and
contribute to its maintenance.

Health-related internet use seems to have certain advantages
compared with other health-related safety behaviors that may
make it more likely for health-anxious individuals to select this
strategy over others. Besides obvious aspects (ie, anonymity,
huge amount of specific information, low costs, and
promptness), social contact and exchange seem to be relevant.
Regarding mistrust of professionals, partly contradictory results
were reported, and the general recommendation of not to include
this aspect in the construct of cyberchondria was critically
discussed. Brown et al [26] included this factor as previous
experiences in their model as a kind of vulnerability factor. We
also see sufficient support for this but interpret mistrust in the
context of why health-related internet use is selected over other
safety behaviors. In addition, it is conceivable that this aspect
may be more relevant in samples with pathological levels of
HA, given that the relationships between physicians and highly
health-anxious patients are often difficult and characterized by
dissatisfaction [96].

In addition, numerous results exist regarding the characteristics
of health-related internet uses once the vicious circle process is
set into motion. The reported findings support the notion that
health-related internet use occurs repeatedly and has excessive
and compulsive subcomponents. Individuals with higher HA
engage in health-related internet use for longer periods and more
frequently (Multimedia Appendix 7). Moreover, they are more
likely to repeat searches and use numerous sources, as well as
to experience that health-related internet use interrupts other
activities. Correlational and factor analysis examinations yielded
further evidence (especially regarding the positive association
between HA and the CSS subfacets, excessiveness and
compulsion). Concerning compulsive elements, further
supportive results were found: first, an association between HA
and the 6 indicators of addiction to health-related internet use,
and second, a strong association between problematic internet
use (reflecting behaviors from the fields of compulsion and
addiction) and cyberchondria.

Concerning the consequences of health-related internet use, all
authors agree that immediately after health-related internet use,
both positive emotional consequences (especially reduction of
HA), as well as negative ones (increase of HA) can occur.
Indeed, the existence of both valences was confirmed even in
highly health-anxious individuals. Most previous studies have
focused on interindividual differences concerning emotional
consequences in cross-sectional study designs. With this
approach, the effects of health-related internet use are indirectly

assumed to be stable over time within an individual (almost
trait-like); however, this has not yet been investigated. Future
studies should follow an event-based approach to investigate
possible changes in intraindividual effects over time. If
individuals experience different effects of health-related internet
use, altering from event to event, this may be an indicator of
the presented conceptualization.

Previous findings suggest that individuals with higher degrees
of anxiety-related pathologies (obsessive-compulsive symptoms,
intolerance of uncertainty, and anxiety sensitivity) are more
likely to experience cyberchondria, especially negative
emotional consequences (Multimedia Appendix 9). Following
TePoel et al [81], we hypothesize that an illness-related bias
may be of certain relevance regarding the moderating role of
emotional outcomes. It was found to occur in highly
health-anxious individuals [97,98], as well as in patients with
pathological HA [99-101] and describes the tendency to focus
on information that confirms their health worries and to ignore
information that is contradictory [58]. However, to our
knowledge, no study has addressed this bias in the context of
cyberchondria. In addition, the characteristics of the medical
search session itself seem to influence emotional outcomes. The
type of information found may also be relevant (alarming and
unfamiliar and query escalation), as well as the greater
frequency and longer duration that is more likely to produce
elevated negative emotional states (Multimedia Appendix 9).
The results regarding the moderating role of the perceived
trustworthiness of a source are inhomogeneous and therefore
not included in the model. We also propose the consequences
of health-related internet use on other behavioral components
corresponding to the affective outcome, as shown in Figure 5.
As the results indicate that bodily symptoms may be a trigger,
it seems conceivable that they increase and decrease
corresponding to the emotional effects of health-related internet
use. Cognitive and physiological consequences need to be
further investigated.

We hypothesize that health-related internet use is maintained
through intermittent reinforcement (ie, altering valences of
effects). For the positive valence effects, we propose two
possible ways of maintenance. First, through negative
reinforcement, that is, in consequence of health-related internet
use, aversive states may be reduced, such as the perceived health
threat, concordant negative feelings (eg, HA), or aversive
physiological (anxiety) symptoms. Second, through positive
reinforcement, positive valence emotions may occur (eg,
reassurance, relief, calm, empowerment, and increased sense
of control). Regarding negative valence consequences, the
above-described metacognitive beliefs (“Some time or other, I
will feel better”) may maintain health-related internet use
besides its negative effects. In addition, it seems conceivable
that amplification of aversive states may retrigger self-regulative
behavior (ie, health-related internet use).

Strengths and Limitations
The strengths of this review include the updated systematic
research strategy based on the PRISMA guidelines and the focus
on the models underlying the studies. All potentially eligible
studies were assessed for inclusion. The meta-analyses make
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an important contribution to this field by aggregating the results
of numerous studies and quantifying the association between
cyberchondria and HA. The development of a hypothetical CBT
model for elevated and pathological HA provides further starting
points for future research and treatment. There were also
limitations of the review. Although trying to make the literature
search as inclusive as possible, the exclusion criteria may have
resulted in the omission of relevant studies. Potential papers
not written in English or German or those investigating children
and adolescents were excluded, which may have resulted in
linguistic, cultural, or age bias. Moreover, the generalizability
of the meta-analytic results to the level of constructs is restricted:
first, because of the inclusion of relatively few studies and the
operationalization of cyberchondria and HA, and second,
because samples were mainly recruited via the internet. This
may lead to an artificially heightened homogeneity of samples,
which restricts the search for moderators.

Conclusions
Cyberchondria-specific behaviors appear distinct from but
strongly related to HA, intolerance of uncertainty,
obsessive-compulsive symptoms, and anxiety sensitivity.
Numerous findings support the dominant conceptualization of
cyberchondria by Starcevic and Berle [14], which postulates a
bidirectional relationship between health-related internet use
and HA. However, no clear evidence exists for the key elements
of previous definitions regarding the conceptual differentiation
of cyberchondria as a classic safety behavior based on its
emotional consequences. Future research needs to further
investigate the immediate emotional consequences of
health-related internet use, especially in individuals with
pathological HA on an interindividual level, using experimental
and naturalistic longitudinal study designs. Additional variables
besides HA (eg, feelings of uncertainty) have to be taken into
account when examining the mechanisms of initiation and
maintenance that are mediated by the immediate effects of
health-related internet use.
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Abstract

Background: The representation of migraine in the media is stereotypical. Standard images of migraine attacks display stylish
young women holding their head in a pain pose. This representation may contribute to the social stigmatization of patients with
migraine.

Objective: We aimed to analyze how patients with migraine and health care workers perceive online images of migraine.

Methods: The study consisted of an anonymous web-based survey of patients with migraine at the Headache Center of Charité
– Universitätsmedizin Berlin (migraine group) and employees and students at our university (health care group). A total of 10
frequently used Adobe Stock photos of migraine attacks were presented to the participants. Each photo was rated on a scale of
0% to 100% based on how closely it resembled a realistic migraine attack (realism score). Patients with migraine also indicated
how much each photo corresponded to their own experience of migraine as a percentage (representation score). We calculated
the mean realism and representation scores for all photos and conducted further analyses using the categories male or female
models, younger or older models, and unilateral or bilateral pain pose.

Results: A total of 367 patients with migraine and 331 health care employees and students completed the survey. In both groups,
the mean realism score was <50% (migraine group: 47.8%, SD 18.3%; health care group: 46.0%, SD 16.2%). Patients with
migraine identified their own migraine experience in these photos to a lesser degree (mean representation score 44.4%, SD 19.8%;
P<.001 when compared to the realism score). Patients and health care workers considered photos with male models to be more
realistic than photos with females (P<.001) and photos with older models to be more realistic than those with younger people
(P<.001). In the health care group only, a bilateral pain posture was deemed more realistic than a unilateral pose (P<.001).

Conclusions: Standard images of migraine attacks are considered only slightly or moderately realistic by patients and health
care workers. Some characteristics perceived as more realistic such as male sex or older age are in contrast with migraine
epidemiology. A more accurate representation of migraine in the media could help to raise awareness for migraine and reduce
the associated stigma.

(J Med Internet Res 2021;23(11):e32707)   doi:10.2196/32707

KEYWORDS

migraine; stigma; mass media; stock photos; advocacy; internet; perception; headache; pain; cross-sectional; survey; stereotype;
media; awareness
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Introduction

Migraine is one of the most common neurological diseases,
with a prevalence of 15% in the general population and rising
to over 25% in women of childbearing age [1-3]. Migraine
causes significant limitations in quality of life and functioning
[4]. It is the second most common cause of health impairment
among nonfatal diseases worldwide, as shown by the years lived
with disability measure [4]. Among individuals aged 15 and 49
years, migraine ranks first among the most disabling of diseases
[5].

Despite the substantial impact on patients’ lives, migraine
burden is often underestimated [6]. Many patients feel that their
symptoms are dismissed as insignificant [7,8]. Platitudes such
as “everybody has headaches” or “it's just stress” are
omnipresent in the lives of patients with migraine [7,8]. In a
survey by Buse et al [9] , almost half of patients with chronic
migraine had the impression that their partner did not believe
in their disease. The invisibility of migraine can lead to
frustration and stigmatization [7]. Out of fear of being doubted,
some patients even hide their symptoms and do not seek
treatment, which in turn can have a negative impact on the
course of the disease [10,11].

The lack of acceptance of migraine as a real disease has
historical roots. Until recently, patients with migraine were
portrayed as frail women with weak nerves [12]. Although this
representation originates from a cultural background different
from the present times, these stereotypes continue to shape the
common view of patients with this disease [12].

Currently, digital media, and especially the internet, have
become an important source of information on health topics
[13]. Portrayals of people with migraine in the media can
provide an overview on how society currently sees these patients
[14]. Most images resulting from the search term “migraine”
show slim and stylish young women holding their temples with
an expression of pain on their faces [14]. This trivializing and
one-sided portrayal could contribute to the insufficient

recognition of migraine-related burden and the growth of social
stigma [14].

While this stereotypical representation has already raised
concerns among experts [14], no study has assessed how the
public perceives such images of migraine. In this study, we
aimed to investigate the following questions: (1) do patients
with migraine and nonaffected health care workers perceive
such photos as realistic? and (2) can patients with migraine
relate to these portrayals?

Methods

Study Design
This anonymous web-based survey was performed on the
REDCap (Research Electronic Data Capture) platform. The link
to participate in the survey was distributed among the following
two groups:

1. The migraine group: patients at the Headache Center,
Charité – Universitätsmedizin Berlin, with a diagnosis of
migraine in 2020 per International Classification of
Headache Disorders–3 (ICHD-3) criteria [15];

2. The health care group: employees and students at the
medical school of Charité – Universitätsmedizin Berlin
without migraine.

Patients with migraine received the link to participate via a letter
in order to comply with data protection law, while the health
care group was invited via email distribution lists and social
media groups.

The survey structure is illustrated in Table 1. After the
assessment of demographic, occupational, and migraine
characteristics, 10 different photos of migraine attacks were
presented to the participants on the screen. The participants
were instructed to rate on a scale between 0% and 100% how
much each picture corresponded to a realistic migraine attack.
We defined this percentage value as the realism score. Patients
with migraine then indicated how closely each image resembled
their own migraine experience on the same 0%-to-100% scale.
This score was named the representation score.

Table 1. Structure of the survey.

DescriptionSection

Written information about the study design and aim, as well as the data protection statement agreement. Subjects
could download the study information to keep for their records.

Study information

In order to access the other questionnaires, participants must confirm that they are ≥18 years of age, that they
are voluntarily participating in the survey, and that they agree to the publication of the study results in an
anonymous form. Participants could download a consent form to keep for their records.

Written consent form

Participants are asked about their gender, age, ethnic background, height, weight, and highest level of education.Demographic characteristics

Participants are asked whether they experienced migraine, if they have close family members or friends with
migraine, and how they assess the impairment caused by migraine in the general population and in their own
migraine experience (on a numerical analog scale from 0% to 100%).

Migraine information

Participants are asked whether they work or study at the Charité – Universitätsmedizin Berlin, in which field,
and if they have regular contact with patients with migraine at work.

Occupational characteristics

Participants are asked to look at 10 photos of migraine attacks and rate how realistic each photo is. Patients with
migraine are also asked how representative of their own migraine experience these photos are.

Photos 1-10
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The photos with models were obtained from the stock photo
website Adobe Stock (Adobe Inc) [16]. We purchased a
commercial license for the use of the 10 photos in the survey.
Image selection was based on the following criteria:

• Result of the search term “migraine”;
• Sorting by the number of times the photos were

downloaded;
• 7 females and 3 males (to match the epidemiological sex

distribution of migraine);
• Only 1 person in the photo;
• No black-and-white images;
• No heavy editing or heavy filters and effects;
• Face is visible;
• Only 1 photo of each model;
• Person in the foreground (ie, the background does not take

more than half of the image).

Outcomes and Objective
The primary outcomes of the study were the mean realism score
for all photos in both groups and the mean representation score
for all photos in patients with migraine.

The secondary outcomes were the mean realism and
representation scores for the following categories of photos:

• Photos with female models (n=7);
• Photos with male models (n=3);
• Photos with a unilateral pain posture (ie, models holding

one side of the head, n=6);
• Photos with a bilateral pain posture (ie, models holding

both sides of the head, n=3);
• Photos with younger models (n=5);
• Photos with older models (n=4).

The allocation of the photos into each category was agreed upon
unanimously by all authors of this paper. To differentiate
between younger and older models, we focused on physical
characteristics such as face wrinkles or hair color (ie, white or
gray).

Statistical Analysis
The analysis comprises all participants who rated all 10 photos.
Employees or students with self-reported migraine were
excluded from the health care group.

Demographic and occupational characteristics, as well as realism
and representation scores, were summarized with descriptive
statistics (absolute frequencies and percentages for categorical
variables and mean (SD) values for numerical variables).

We compared the primary and secondary outcome measures
between the migraine and health care groups using independent
t tests. The realism and representation scores were compared
within the migraine group using paired-sample t tests.

We further assessed the correlation of the primary and secondary
outcomes with sex, age, ethnicity, highest level of education,
and occurrence of migraine among family and friends using
Pearson correlation analyses. A 2-tailed P value ≤.05 was
considered statistically significant. P values were corrected for
multiple comparisons with the Bonferroni method.

Ethics Approval and Consent to Participate
The study was approved by the ethics committee of the Charité
– Universitätsmedizin Berlin (EA1/213/20). Participants were
required to provide electronic consent prior to completing the
survey.

Results

Population
Between October 27, 2020, and January 15, 2021, 367 patients
with migraine and 331 Charité employees and medical students
completed the survey. The participant selection process is
illustrated in Figure 1.

The majority of patients were female (n=318, 86.6%), with an
average age of 45.3 (SD 12.7) years. Participants in the health
care group were younger (mean 32.1, SD 11.1 years), but their
gender and ethnic distribution was similar to that of the migraine
group (Table 2).
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Figure 1. Flowchart of participant selection in both groups.
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Table 2. Demographic and occupational characteristics of the survey participants.

Health care groupMigraine groupCharacteristic

32.1 (11.1)45.3 (12.7)Age (years), mean (SD)

245 (73.9)318 (86.6)Female sex, n (%)

283 (85.6)314 (85.6)Northern or Central European descent, n (%)

171.5 (9.7)168.9 (8.1)Height (cm), mean (SD)

68.3 (13.3)69.4 (14.6)Weight (kg), mean (SD)

Highest level of education, n (%)

118 (35.6)154 (42.1)University degree

155 (46.8)63 (17.2)High school diploma

8 (2.4)29 (7.9)Technical baccalaureate

20 (6.0)60 (16.4)Apprenticeship

13 (3.9)38 (10.4)Intermediate secondary school diploma (Realschulabschluss)

2 (0.6)4 (1.1)General secondary school diploma (Hauptschlussabschluss)

15 (4.5)19 (4.9)Other

104 (31.4)196 (53.4)Close friends or family members with migraine, n (%)

167 (50.5)—aHealth care workers’ occupation, n (%)

42 (25.1)—Physician

33 (19.8)—Nurse

27 (16.2)—Other medical professionals

65 (38.9)—Other nonmedical professionals

164 (49.5)—Health care students’ study subject, n (%)

122 (74.4)—Human medicine

11 (6.7)—Dentistry

31 (18.9)—Other

68 (20.5)—Regular professional contact with patients with migraine, n (%)

aNot applicable.

Patients With Migraine

Realism Scores
Among patients with migraine, the mean realism score for the
10 photos was 47.8% (SD 18.3%). Only 3 out of 10 photos had
a mean realism score >50%. Photos with male models were

considered more realistic than photos with female models (mean
51.0%, SD 22.4% vs mean 47.8%, SD 18.3%; P=.002). Patients
rated images with older models as more realistic than those with
younger models (mean 55.3%, SD 21.0% vs mean 47.7%, SD
20.1%; P<.001). Photos with unilateral and bilateral pain
postures had similar realism scores (P>.99, Figure 2).
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Figure 2. Realism scores of patients with migraine for all photos and different categories. Values are mean (SD), and the asterisk indicates P<.001.

Representation Scores
When asked how much the images corresponded to their own
experience of migraine, the patients answered with a mean
representation score of 44.4% (SD 19.8%). Photos with older
models were considered more representative than photos with

younger models (mean 50.3%, SD 22.7% vs mean 43.2%, SD
21.9%; P<.001). The gender of the models did not lead to
significant rating differences in the representation score (P>.99).
Photos with a unilateral pain posture had similar scores as did
photos with a bilateral pain posture (P>.99, Figure 3).

Figure 3. Representation scores of patients with migraine for all photos and different categories. Values are mean (SD), and the asterisk indicates
P<.001.

The mean representation score for all photos and in each
category was significantly lower than the corresponding realism
score (P<.001 for all categories).

There was a negative correlation between the highest level of
education and both realism and representation scores: the higher
the degree, the less realistic (P<.001, r=0.26) and representative
(P<.001, r=0.29) the images were rated in all categories. Further
analyses revealed a positive correlation between the patients’
age and the realism (P=.047, r=0.11) and representation scores
(P=.04, r=0.12) of images with older models. There was no

correlation with the gender or ethnicity or with the occurrence
of migraine among close friends or family members.

Health Care Workers and Students

Realism Scores
In the health care group, the 10 photos had a mean realism score
of 46.0% (SD 16.2%). Similar to the migraine group, only 3
photos were rated as >50% for realism. Photos with male models
received higher scores than photos with female models (mean
48.6%, SD 20.2% vs mean 44.9%, SD 16.4%; P<.001). A
bilateral pain posture was considered more realistic than a
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unilateral pain posture (mean 50.2%, SD 18.1% vs mean 41.7%,
SD 20.0%; P<.001). Photos with older models were rated higher
than photos with younger models (mean 52.1%, SD 18.8% vs
mean 43.8%, SD 18.3%; P<.001). Figure 4 shows the mean
realism scores in the different categories.

There was no correlation to the gender, ethnicity, or age of the
participant nor to regular contact with people with migraine
(P>.99). Further, we detected a negative correlation with the
highest level of education in this group (P=.004, r=0.16).

Figure 4. Realism scores of health care workers and students for all photos and different categories. Values are mean (SD), and the asterisk indicates
P<.001.

Comparison Between Patients With Migraine and
Health Care Workers and Students
Patients with migraine rated photos with a unilateral pain posture
as significantly more realistic than the health care group
(P<.001). Overall, the mean realism score for all photos did not
differ between the two groups (P=.23). Both groups rated photos
with male and older models as more realistic than photos with
female and younger models. The mean realism scores for photos
with females (P=.20), males (P>.99), younger models (P=.14),
and older models (P=.53) were similar between groups.

Discussion

Patients with migraine and health care workers perceived
commonly used stock photos of migraine attacks as slightly or
moderately realistic. Patients identified their own migraine
experience in these photos to an even lesser degree. Both groups
rated photos with male and older models as more realistic than
photos with female or younger ones. Among health care
workers, a bilateral pain representation was considered more
realistic than a unilateral pose.

The differences between media-based representations and the
clinical reality have been described by Gvantseladze et al [14].
An analysis of the top 200 images under the search term
“migraine” in 2 popular image-searching websites revealed that
the majority of these images represented slim White females in
a classic pain pose holding one or both temples [14]. The authors
argued that this overrepresentation of ectomorph body types
and stereotypical pain behaviors may contribute to the social
stigmatization of patients with migraine [14]. Our results
confirmed that not only experts but also patients doubt the
realism of these images. In line with these findings, the Coalition
for Headache and Migraine Patients (CHAMP) stated that media

representation is often unrealistic and unlikely to display the
severity of migraine [17]. The difference between the standard
migraine representation and actual migraine behavior may result
in the minimization of symptoms and misunderstanding of
people living with this disease.

Such an example was illustrated by a social media trend from
2018, in which models and influencers published photos of
themselves in the so-called “migraine pose,” touching one side
of their face [18]. The fashion magazine Elle USA stated that
this “flattering” pose “tightens the face, makes your cheekbones
look more prominent, and lifts the brows” [18]. The use of the
term migraine to name a glamorous pose indicates a lack of
public acceptance for migraine as an extremely burdening
condition. In line with the CHAMP Image Guide [17], our
results support the need for a more accurate portrayal of
migraine attacks. A better representation could include migraine
symptoms other than headache, such as photophobia, nausea,
or cognitive impairment [17]. A more diverse depiction could
also help to move away from the classic temporal headache as
the only accepted form of migraine pain. For example, a large
proportion of migraine patients also have neck pain during
attacks [19], which is almost never displayed as a feature of
migraine [20].

Hospital employees and medical students shared the patients’
critical view of these images. This selected population was able
to recognize that this stereotypical representation does not
substantially correspond to reality. A more realistic
representation of migraine attacks could also have a positive
impact on patients’ treatment. The process toward effective
migraine therapy is often lengthy and difficult [10]. The
inaccurate, yet commonly accepted, representation of attacks
could lead to a delay in the recognition and diagnosis of
migraine, if patients experiencing an attack do not resemble
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these common depictions [10]. Giving visibility to migraine in
all its facets could therefore alleviate not only social
stigmatization but also the therapeutic burden.

Migraine patients and the health care group rated the laterality
of the headache pose differently. A unilateral representation
was perceived as more realistic by the patients. Unilaterality is
one of the key migraine characteristics according to the ICHD-3
but is not a mandatory criterion for migraine diagnosis [15].
Bilateral pain occurs frequently and, in older patients, it is even
more common than strict unilateral attacks [21]. Patients with
migraine at a tertiary headache center like ours might be better
educated about the typical characteristics of migraine and
therefore rate unilaterality as a more realistic migraine feature
than the nonaffected group.

Migraine prevalence is 3 times higher in women than in men
[3]. However, photos with male models were considered
significantly more realistic than those with female models in
this analysis, regardless of the rater’s gender. This observation
fits in well with the literature on gender bias, according to which
pain disorders in women are taken less seriously than in men
[22,23]. Pain expressions of females with chronic pain are
underestimated compared to males, and women’s pain is
considered less severe [24]. In the health care system, women
are less likely to receive pain medication than men [25]. On the
contrary, psychosocial treatments are more often recommended
to female patients experiencing pain [26]. Women with pain
diseases are frequently met with skepticism and have to struggle
to be believed, which might lead to shame and frustration [27].
If the woman is physically attractive, the credibility of her pain
is even lower, which might be applicable to our photo models
[28].

Similar considerations may apply to younger patients, especially
if female. Young people with pain are often perceived as less
ill, based on their healthy physical appearance [29]. This might
explain why photos with older models were perceived as more
realistic in our survey. This is in contrast with the epidemiology
of migraine, which shows a prevalence peak during young
adulthood [30].

Finally, our analysis showed that less educated people rated
migraine stock images as more realistic than participants with
a high level of education. People with a lower education are
more likely to be influenced by the media [31,32]. Therefore,
it is possible that they are accustomed to this type of migraine
representation and do not question its realism. This high
receptivity to the media could be useful for educational programs
and campaigns to raise awareness for migraine and convey a
more accurate and realistic representation.

This is the first study to analyze the perception of commonly
used migraine images in a large cohort of patients with migraine
and health care workers. Patients with migraine were selected
directly from our Headache Center, which ensured a correct
diagnosis. Due to data protection regulations, patients could not
be contacted by email or telephone. Given that the only possible
way to contact the patient was via mail, the response rate of
over 30% is within the normal range of response.

A limitation of the study is that participants completed the
survey anonymously online without supervision, which might
have a negative impact on data reliability. Some biases may
have affected our findings: people with a pre-existing awareness
of this topic might have participated to a higher extent in the
survey; this applies to younger people who are frequent users
of the internet as well. We also divided the photos in six
categories, but not all image characteristics were taken into
account. For example, the outfit of the models, the surrounding
environment, or the severity of the expression of pain were not
considered and may represent confounding factors. In addition,
only health care workers and students were enrolled in the
comparison group, which might not be entirely representative
of the general population. The extension of the survey to other
members of the public might provide further insights on the
perception of migraine.

To conclude, the media representation of migraine was
considered at best moderately realistic in our large cohort of
patients with migraine and health care workers. The rating of
male and older models as more realistic contradicts migraine
epidemiology. A more truthful representation of migraine is
needed in order to raise awareness of the burden of this disease
and to reduce migraine-related social stigma.
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Abstract

Background: Communicating official public health information about infectious diseases is complicated by the fact that
individuals receive much of their information from their social contacts, either via interpersonal interaction or social media, which
can be prone to bias and misconception.

Objective: This study aims to evaluate the effect of public health campaigns and the effect of socially communicated health
information on learning about diseases simultaneously. Although extant literature addresses the effect of one source of information
(official or social) or the other, it has not addressed the simultaneous interaction of official information (OI) and social information
(SI) in an experimental setting.

Methods: We used a series of experiments that exposed participants to both OI and structured SI about the symptoms and spread
of hepatitis C over a series of 10 rounds of computer-based interactions. Participants were randomly assigned to receive a high,
low, or control intensity of OI and to receive accurate or inaccurate SI about the disease.

Results: A total of 195 participants consented to participate in the study. Of these respondents, 186 had complete responses
across all ten experimental rounds, which corresponds to a 4.6% (9/195) nonresponse rate. The OI high intensity treatment
increases learning over the control condition for all symptom and contagion questions when individuals have lower levels of
baseline knowledge (all P values ≤.04). The accurate SI condition increased learning across experimental rounds over the inaccurate
condition (all P values ≤.01). We find limited evidence of an interaction between official and SI about infectious diseases.

Conclusions: This project demonstrates that exposure to official public health information increases individuals’ knowledge
of the spread and symptoms of a disease. Socially shared information also facilitates the learning of accurate and inaccurate
information, though to a lesser extent than exposure to OI. Although the effect of OI persists, preliminary results suggest that it
can be degraded by persistent contradictory SI over time.

(J Med Internet Res 2021;23(11):e25287)   doi:10.2196/25287
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Introduction

During a contagious disease outbreak, public health campaigns
provide people with relevant information, including symptoms
and methods of transmission. The public’s understanding is
critical for people to know which behaviors they should avoid
and whether they should seek medical attention. To this end,
public health campaigns are led by federal, state, local, and
other organizations, which we refer to as official sources of
information. However, many people may not directly encounter
these campaigns and instead rely on information provided by
social contacts, perhaps via social media. Rumors [1], lack of
understanding [2], mis and disinformation campaigns [3], and
motivated reasoning [4], among other factors, may inhibit
understanding of the disease and contribute to a disconnect
between accurate official information (OI) and inaccurate
socially shared information. Furthermore, the spread of
inaccurate information may have important downstream effects
beyond the impact of the disease itself, such as on mental health
[5].

Public health campaigns have been shown to be broadly
effective. A recent examination of the COVID-19 pandemic in
Italy found that most survey respondents knew of and believed
in OI related to the disease [6]. This is particularly important,
because in many ways socially shared misinformation about
the disease was spreading more quickly than the disease itself
[7]. In addition, experimental work demonstrates that individuals
become more trusting of scientific experts and political actors
with relevant expertise when encountering anxiety inducing
external threats, such as H1N1 [8]. However, in addition to OI
from the government and relevant policy actors, public health
researchers have long recognized that people receive information
from other sources, including media and friends, and that
effective campaigns integrate these strategies [9]. A key
challenge is understanding the impact that campaigns may have
not only through direct exposure but also via social interactions
and the sharing of disease-related information via social media.

People often rely on information from others to inform their
own beliefs, attitudes, and behaviors related to health [10,11].
Studies have shown the importance of social networks in
predicting health-related behaviors [12,13]. However, previous
studies have not addressed the relative impact of socially
transmitted information with respect to officially communicated
public health information [see 14,15]. Specifically, van der
Meer and Jin [14] studied the effectiveness of corrections to
misinformation about infectious diseases coming from
government health agencies, the news media, and social peers
and found that government health agencies and the news media
are more successful in combating misinformation about the
disease than social peers. Similarly, Vraga and Bode [15] also
looked at the effectiveness of corrections coming from the
Centers for Disease Control and Prevention (CDC) or a social
peer and found that the CDC is more effective in reducing
misperceptions. Thus, engineers of public health interventions
have little knowledge of how messages interact with socially
spreading information. To address this, we used an experiment
to causally test the hypothesis that health-related beliefs are

socially influenced by the beliefs that others share with them
in their social networks.

There is reason to believe that official, accurate health
information is in competition with socially circulating inaccurate
information. Rumors and misinformation are likely to spread
across many domains [16]; research has shown this during recent
infectious disease outbreaks, including HIV [17], H1N1
influenza [18], severe acute respiratory syndrome [19], the
2014-2015 Ebola outbreaks [20], the Zika epidemic [21], and
the COVID-19 pandemic [7]. This information may be
inaccurate and misinform the public or inhibit reliance on OI.
Examining how these two information sources interact provides
a deeper understanding of how the information environment
leads to beliefs about an infectious disease.

This paper examines the interaction between official and social
information (SI) about the disease. We use the term social
information throughout, although we acknowledge that socially
shared information differs from OI in many ways and that SI
may be best understood as socially shared beliefs. To what
extent does accurate, official public health information
contribute to the learning of disease symptoms and transmission?
To what extent does socially shared information magnify or
inhibit learning? We used evidence from a randomized trial in
a simulated network environment to shed light on these
questions. In particular, we tested the hypotheses that
participants who view relevant OI and those who view accurate
SI will answer knowledge questions correctly more frequently
than those with other informational experiences. We also
examined whether these 2 effects reinforce each other. Finally,
we tested the hypothesis that a positive teaching effect from a
single viewing of OI can fade over time among those exposed
to persistently inaccurate SI.

Theory and Expectations
Individuals’psychological dispositions interact with information
from the external environment when making decisions [22].
However, individuals receive information from numerous
sources. Individuals can receive information directly from the
media, but most individuals are more likely to receive mediated
information from opinion leaders in their social networks [23].
In today’s digital age, this social communication frequently
comes via the internet, including social networking sites. On
the internet, owing to the ease of digital publishing, everyone
has the ability to become an opinion leader [24]. Individuals
are then tasked with determining which information is correct
or incorrect and whether and how to update their beliefs based
on the information they consume.

Public health information from official sources, where official
sources include public health agencies such as the CDC and the
World Health Organization (WHO), is likely to be accepted as
factual by the public [15]. This is primarily because the public
views these sources as credible, conveying both trustworthiness
and expertise [14]. Specifically, work in public health
demonstrates that government health agencies and news media
organizations are viewed as more credible and are more
successful than social peers in increasing perceptions of the
severity of a public health crisis [14].
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Although research has consistently found that individuals accept
and view information from official sources as credible, the
reality that individuals receive much of their information from
social sources makes the overall information environment more
challenging to navigate. Information from the social
environment can contain correct, factual information about a
disease, such as repetition of information shared by the CDC
or WHO, or it can be misleading or even completely false.
During the 2018 Ebola outbreak, for example, inaccurate
socially supplied information about the disease was widespread,
and individuals who believed in the misinformation were less
likely to adopt preventative behaviors such as agreeing to be
vaccinated and seeking formal care [25]. Still, SI can also be
helpful in correcting misinformation, though to a lesser extent
than information shared from official sources [14,15,26]. Given
the complex nature of the information environments that people
encounter, it is critical to understand how people reconcile
official and SI, especially when it conflicts.

Several other features of the information environments that
people encounter may affect how they process the messages
they encounter. First, communication environments, particularly
social media, are often dynamic in that there may be repeated
interactions between users over time, and the use and effects of
social media can be reciprocal [27]. In such situations, the
effects of exposure to initial messages may degrade or be
reinforced through repeated or subsequent interactions [28].
Therefore, understanding how conflicting social and OI signals
affect people’s attitudes over multiple interactions may provide
a more nuanced understanding of how conflicting sources of
information are processed.

In addition to being dynamic in time, communication on social
media is often multidimensional even when it is limited to one
overarching topic. For example, in the context of an infectious
disease, two highly important dimensions of understanding the
disease are the symptoms of the disease, so that a person may
observe if they or others around them are likely to have
contracted the disease, and how it spreads, so they know which
actions are relatively risky or relatively safe in the context of
the disease. Although it is important to know how people
understand particular messages associated with either dimension
in isolation, in many instances people process messages with
multiple dimensions simultaneously, which may impact the
effectiveness of a given message.

One of the primary features of social media is its ability to
control self-presentation. Using the affordances of social media
sites, users may selectively disclose information they wish their
social contacts to know regarding their attitudes or beliefs [29]
or may moderate their expressed attitudes because of their
perception of the expectations of others [30]. In many instances,
these processes are thought of in a research context as examples
of social desirability bias, which are limitations of research
designs or which research designs attempt to minimize to enable
the observation of true attitudes or beliefs. Like many studies,
our study cannot distinguish between sincerely and insincerely
expressed beliefs. However, it is important to remember that
even insincerely expressed attitudes or beliefs that are shared
on social media platforms may still be taken at face value by
others. Therefore, it is important to understand how attitudes

and beliefs are expressed to others when people have the
expectation that others will view those attitudes and beliefs.
Because of the design of our study, we were able to examine
the potential effects of the expression of beliefs, whether they
were sincere or not.

Taken together, we expect that OI about a disease, that is,
information received directly from official sources, will lead
individuals to hold more factual beliefs about the disease. At
the same time, socially shared information should lead to
learning about disease, though to a lesser extent than OI.
Specifically, we expect OI to be more effective in increasing
learning about a disease when individuals are also exposed to
accurate SI. On the other hand, we expect the effect of OI about
a disease to persist but degrade as individuals are exposed to
inaccurate SI over time.

Methods

Overview
To examine how official and SI interact in a dynamic
information environment, we designed an experiment in which
participants were exposed to both OI and structured SI over a
series of ten rounds of computer-based interactions. The social
connections between people are simulated with bots that are
programmed to agree or disagree with key pieces of information
in each round. These simulated alters allow us to control the
social messaging received by each participant.

The research design for this study was reviewed and approved
by the institutional review board of The Ohio State University
(protocol #2014B0543).

Participants
Participants fluent in German were recruited from a participant
research pool of a European university in 2016 and were
compensated with a modest monetary incentive. Students signed
up to participate in short sessions scheduled during the course
of a single week. All students participating in the same session
were randomly assigned to the same treatment combination, as
described below.

The experiment was conducted using the oTree [31] software.
After providing consent, the participants began by answering
demographic and opinion questions. Participants were then
asked to read a description of the study, which explained that
they would be asked questions and claimed that their answers
would be shared with other participants (as described below,
actual participant responses were not shared with other
participants). Specifically, participants were told that they were
embedded in a social network with other student participants
contemporaneously completing the experiment, that their
responses would be shared with other participants, and that they
would view the responses of 3 other participants. However, no
network was actually created, and participants viewed responses
preprogrammed to mimic those observed in a previous set of
experiments that involved actual networked interactions.

Outcome Measures
Participants were then asked a battery of 14 true or false
knowledge questions about hepatitis C, including six questions
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about the modes of transmission and eight about the symptoms.
The topic of each question is listed in Table 1, and Multimedia
Appendix 1 [32,33] contains the complete knowledge question
text.

Our novel 14 question instrument gauges participants’professed
knowledge about hepatitis C. We reduce the impact of guessing
by providing an uncertain answer, as well as true and false. The
correct answers to all of the questions are presented in Table 1.
Because participants learned about different topics related to
hepatitis C at different times during the experiment (as described

below), we did not combine participant responses across
questions or across time points. Thus, we considered 14 separate
outcome measures of professed knowledge, which correspond
to indicators of a correct answer to each knowledge question.
We did not distinguish between incorrect and uncertain
responses in the analysis. Participant answers to the knowledge
questions before exposure to treatments (as described in the
Design and Treatments section below) provide a baseline to
which we compare their future responses to the instrument as
solicited throughout and at the end of the experiment.

Table 1. Summary of knowledge questions included in the experimental instrument, including the raw percent of participants who answered each
question correctly at baseline, whether the question was subject to different social information, and the experimental round (if any) during which relevant
official information was presented to participants in each intensity condition (high, low, and control). Note that infographics viewed by the low official
information group were also viewed in the same round by participants in the high official information group.

Round presentedSocial manipulationCorrect at baseline (n=186), n (%)Correct answerQuestion topic

ControlLowHigh

——b1aDifferent across conditions96 (51.6)FalseKissing

—3c3aDifferent across conditions81 (43.5)TrueLoss of appetite

———Different across conditions44 (23.7)FalseHeadache

—3c3aIdentical across conditions78 (41.9)TrueVomiting

—5c5aIdentical across conditions154 (82.8)TrueUnprotected sex

——7aIdentical across conditions127 (68.3)TrueFever

——7aIdentical across conditions140 (75.3)TrueFatigue

—9c9aIdentical across conditions179 (96.2)TrueNeedle sharing

———Identical across conditions32 (17.2)FalseBreastfeeding

———Identical across conditions35 (18.8)FalseDiarrhea

———Identical across conditions43 (23.1)FalseSkin rash

———Identical across conditions83 (44.6)FalseHair loss

———Identical across conditions156 (83.9)FalseGym equipment

———Identical across conditions165 (88.7)TrueTattoo equipment

aOfficial information treatment group.
bNot available.
cSocial information treatment group.

We chose to measure knowledge about hepatitis C because it
is a common disease with low public salience. Hepatitis C
affects more than 3 million people in the United States
(Department of Health and Human Services [34]), 14 million
in Europe (WHO [35]), and approximately 71 million people
worldwide (WHO [35]). We expected participants to have few
entrenched beliefs and to find information about the disease
novel. Summaries of the instrument responses reported in Table
1 show a range of baseline knowledge about hepatitis C topics,
spanning from only 17.2% (32/186) reporting that hepatitis C
is not spread via breastfeeding though an unsurprising 96.2%
(179/186) reporting that hepatitis C is spread through sharing
needles. The primary outcome measures capture changes in the
proportion of correct answers within treatment groups, and the
construction of these change score statistics is described in the
Statistical Analysis section below.

Design and Treatments
Ten experimental rounds were conducted at this point. We
outline the overall structure of the rounds before describing how
the treatments determine the nature of various components.
Each round consisted of 3 parts, as shown in Figure 1. First,
participants were exposed to an infographic intended to mimic
information from a public health authority (official information).
Some of this OI was related to knowledge questions about the
modes of transmission and the symptoms of hepatitis C, and
some were not. The infographics that were viewed in each round
were determined by the treatment conditions, as described below
(Table 1 for the infographic viewing schedule and question
relevance and Multimedia Appendix 1 for the infographics
themselves). Second, participants were exposed to ostensible
SI from 3 other (purported) participants in the form of the
participants’most recent answers to the 14 knowledge questions.
A depiction of this SI is provided in Multimedia Appendix 1.
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Third, participants were asked to answer the 14 knowledge
questions.

We took care to create an environment in which participants
believed that the observed SI was actually a response from other
participants. First, participants completed the experiment in the
same room as many other participants (sometimes participating
in a different experiment). Second, our preprogrammed patterns

of socially shared information were inspired by a pilot test of
the experiment, such that relatively easy questions had more
frequent accurate preprogrammed responses. Finally, we
included time delays intended to mimic other participants that
progressed more slowly. Although this SI does not mirror
information shared from friends, it does correspond to
information shared from casual connections across a social
media platform.

Figure 1. Each round of the experiment consists of three parts. First, participants are exposed to official information, then they are exposed to ostensibly
social information, and finally they are asked to respond to 14 knowledge questions.

Participants were assigned by session via cluster randomization
to one of three degrees (high, low, or control) of relevant OI
and to either reinforcing (accurate) or contradicting (inaccurate)
SI conditions. After combining extremely small sessions
(Multimedia Appendix 1), the 22 resulting sessions were
assigned to the cross-classified conditions. Four sessions were
assigned to accurate SI and high degree of relevant OI (total
n=38), 4 sessions were assigned to accurate SI and low degree
of relevant OI (total n=26), and 3 sessions were assigned to
accurate SI and control for OI (total n=17). Four sessions were
assigned to inaccurate SI and high degree of relevant OI (total
n=33), 4 sessions were assigned to inaccurate SI and low degree
of relevant OI (total n=33), and 3 sessions were assigned to
inaccurate SI and control for OI (total n=39).

Depending on their assigned OI condition, each participant
could view 5, 3, or 0 OI infographics, each of which contained
information directly relevant to 1 or 2 of the knowledge
questions during the course of the experiment. Table 1 identifies
the questions for which the participants were assigned to the
high, low, or control categories. OI treatment conditions were
presented directly relevant OI and the round during which this
OI was presented. Infographics that conveyed information about
hepatitis C unrelated to contagion or symptoms were presented
in the remaining 5-10 rounds. The infographics are shown in

Multimedia Appendix 1. All presented OI infographics contain
accurate information.

The SI treatment conditions were intended to provide some
participants with systematically accurate social influence and
others with systematically inaccurate social influence, while
maintaining the plausibility of real response sharing among
participants. Thus, all participants viewed identical sequences
of preprogrammed SI responses for 11 of the 14 knowledge
questions. These preprogrammed responses were designed to
mimic real participant responses to the same battery of questions
deployed in a similar experiment. For the three remaining
questions related to kissing, loss of appetite, and headache,
participants assigned to the accurate SI condition were led to
believe the three friends responded with false, true, and false
(respectively, to the three questions) across all ten rounds, which
are the correct responses. Those assigned to the inaccurate SI
condition were led to believe the 3 friends responded with true,
false, and true (respectively, to the 3 questions) across all ten
rounds, which are the incorrect responses. Summaries of the
displayed SI (bot) responses for 6 of the questions are depicted
as circles and crosses in Figure 2. Multimedia Appendix 1
provides more information about the treatments and random
assignment. At the end of each session, participants were
provided with all correct factual information and were debriefed.
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Figure 2. Proportion of correct responses for a representative subset of knowledge questions, averaged across sessions within the same cross-classified
treatment assignments, as indicated by line color (official information [OI]) and type (social information [SI]). Direct interplay with treatment assignments
differs across questions, as indicated by the columns (OI) and rows (SI) of panels. For OI, relevant infographics are viewed by the groups of participants
indicated in the column heading in the round indicated by the vertical gray bar. For SI, the proportion of correct answers provided by bots are displayed
as o and the proportion of incorrect answers provided by bots are displayed as x symbols. These symbols are always overlaid in the first row.

Statistical Analysis
For exploratory data analyses, we present question-specific
longitudinal trends in the average proportion of correct responses
across sessions stratified by treatment assignment. We
colloquially refer to increases in the percentage of responses
that are correct as learning, but recognize that these changes
could also reflect changes in expressed attitudes rather than
sincerely held beliefs. For formal statistical tests, we capture
learning across rounds separately for each knowledge question
via differences in average log odds ratios across sessions
stratified by treatment assignment. This approach is similar to
a random effects logistic regression where round is treated as
a categorical factor but allows us to implement adjustments
(Multimedia Appendix 1), which makes our calculations
computationally feasible where classical random effects logistic
regression is not.

Differences in learning over rounds and across treatment groups
were summarized by subtracting the appropriate average log
odds or log odds ratios. Most within-group summary statistics

compared the log odds of a correct answer in a particular round
to those at baseline, and some compared responses at round ten
with those in the round where correct OI was viewed.

Finally, we compare learning across groups by taking the
differences in within-group average log odds ratios across
relevant treatment conditions. Large differences across treatment
conditions imply that treatment causes differences in learning.
We used permutation to approximate the exact reference
distributions. To test the equality of learning across groups, we
estimated 2-sided P values with the proportion of summary
measures from 5000 permuted assignments that were further
from zero than the summary measure based on the true
assignment. Permutation-based tests rely on minimal
assumptions but also typically have relatively low statistical
power. Additional details regarding the statistical analyses are
presented in Multimedia Appendix 1. A significance level of
P=.05 was used for all tests. All analyses were conducted using
R statistical software [32].
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Results

Overview
A total of 195 participants across 23 sessions consented to
participate; only data for the 186 who completed all ten rounds
were included in the primary analyses and are described in Table
2. As noted in the table, 65.1% (121/186) of respondents were
female, and their average age was 23 years. Overall, 56.5%

(105/186) of respondents reported attending university for 4 or
fewer semesters. Further demographic summaries as well as
examination of missing data patterns and randomization balance
are included in the Multimedia Appendix 1.

We tested four expectations linked to the relationship between
accurate official public health information and accurate SI.
These expectations imply that increases in correct responses
across rounds (which we term learning) will differ across the
6 treatment groups in various ways for various questions.

Table 2. Baseline demographic and other characteristics for study completers (n=186).

ValuesCharacteristic

22.85 (2.44; 19 to 31)Age (years), mean (SD; range)

121 (65.1)Sex (female), n (%)

Parental socioeconomic status, self-assessed (n=180), n (%)

35 (19.4)Limited

95 (52.8)Middle

50 (27.8)Upper

Childhood environment, self-assessed (n=185), n (%)

47 (25.4)City

61 (32.9)Small town

11 (5.9)Suburbs

66 (35.7)Country

105 (56.5)Freshmen or sophomore class rank, n (%)

34 (18.3)Political science major, n (%)

−0.38 (0.75; −2 to 2)Political orientation scorea (n=159), mean (SD; range)

aPolitical orientation was self-assessed on a 5-point scale from very left to very right and then recoded as integers from −2 to +2. Note that our European
university recruitment pool provided little racial and ethnic diversity.

Learning From OI
We expect viewing OI to increase the learning of information
about a disease, as previous literature demonstrates [6,8,15].
Those assigned to the high, low, and control intensity OI groups
saw infographics relevant to seven, four, and zero questions.
Thus, for 7 questions, we expect those who saw a relevant
infographic (ie, those in higher intensity groups) to have greater
learning for that question as compared with those who did not.

Visualization of data summaries highlights trends that may
support our expectations. The lines in Figure 2 depict trends in
the proportion of correct responses for each of the 6 groups
(where color indicates OI treatment assignment and line type
indicates SI treatment assignment) for 6 representative questions.
Because all bots gave the same responses for the questions in
the first row (as indicated by superimposed x and o symbols),
these questions straightforwardly address the effect of OI. The
leftmost plot in this row summarizes the responses to questions
related to vomiting. The gray-shaded vertical bar indicates that
a relevant infographic was shown to groups assigned to high-and
low-intensity treatments before they answered the knowledge
questions in round 3. For these 2 groups (yellow and blue lines),
we see a dramatic increase in the proportion correct between
rounds 2 and 3, suggesting that these groups learned from the

relevant infographics. In contrast, we do not see similar learning
among those assigned to the control intensity condition (green
lines), suggesting that these groups did not learn from the
irrelevant infographics they were shown.

For the question related to fatigue, we expected to see a similarly
large learning in round 7 among the high intensity groups (and
not among the low and control intensity groups who did not
view a relevant infographic). However, differences in participant
answers did not clearly follow this pattern, perhaps because of
high baseline knowledge about this symptom or consistent
longitudinal trends in bot responses. Further experiments are
required to confirm this hypothesis. Finally, as expected, we
see no substantial sustained learning about the potential
contagion of breastfeeding in any group, as no group was shown
a relevant infographic. Among the questions in the second row
where the SI treatments differed, we also see substantial learning
in rounds where relevant infographics are viewed, although
these trends are complicated by differential socially shared
information, as explained below.

Formal tests that compare groups assigned to view relevant
infographics with those that did not are summarized for germane
questions in the first row of Figure 3, where stars indicate
statistically significant differences in the average log odds of a
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correct question response across groups defined only by the OI
treatment assignment. We found statistically significant
differences in learning from baseline to round ten for all
questions where the baseline knowledge was at most moderate

(less than 75% correct), except for the question related to
vomiting (P=.051). The results of pairwise comparisons across
the assigned information treatment groups for all questions are
included in Multimedia Appendix 1.

Figure 3. Observed (points) and permutation reference distributions (violins) for observed contrasts in average log odds of correct responses across
treatment assignment groups (first two rows) and in difference-in-difference of average log odds (third row). Stars indicate permutation P≤.05.

Learning From Socially Shared Information
We expect (in) accurate socially shared information to affect
learning of (in) correct information. For three of the questions
(related to kissing, appetite, and headache), the (in) accurate

bot responses were always (in) accurate; for the remaining 11
questions, all responses were identical across both types. Thus,
for the 3 questions, we expect those assigned to the accurate
bot treatment groups to learn more than those assigned to the
inaccurate bot groups. The second row of Figure 2 shows the
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response trends for these three questions, where the differential
bot responses are indicated by 100% (3/3) and 0% (0/0) accurate
responses for the accurate (o) and inaccurate (x) bots,
respectively. Because no group was shown an infographic
directly relevant to headache, this question (rightmost column)
directly addresses the effect of SI. We see that across the ten
rounds, those groups with whom accurate information is socially
shared (solid lines) have positive learning, whereas those
socially receiving inaccurate information (dashed lines) have
flat or negative learning. In other questions, we see similar
trends among groups that do not view relevant infographics (ie,
the low and control intensity groups for the kissing question
and the control group for the appetite question). The second
row of Figure 3 shows that permutation tests confirm strong
statistically

significant differences in learning from baseline to round 10
across the assigned bot types for all three questions, where the
information shared by bots differed (all P≤.01). Note that the
participants had poor-to-moderate baseline knowledge for all
three questions.

Interaction Between Information Sharing Modes
To the extent that official and SI interact, we expect OI to
overwhelm SI. That is, we expect the effect of socially shared

information to be smaller within groups who viewed germane
infographics as compared with those who did not view germane
infographics. Infographics relevant to appetite and kissing were
shown to some groups, and the accurate and inaccurate bots
differed in their responses to these questions. Thus, we focus
on these two questions to explore information-mode interactions.

First, we consider the question related to appetite (lower left
panel of Figure 2). Because all groups had similar knowledge
at baseline, the effect of socially shared information can be
approximated by the group differences in the average proportion
correct at round 10. The effect of socially shared information
is approximated by the difference between the corresponding
solid and dashed lines. These differences are relatively small
for the groups that viewed germane infographics (yellow and
blue) and much larger for the groups that did not view germane
infographics (green lines). This pattern is also present for the
kissing question and seems to suggest that the effect of socially
shared information is greater for groups that did not view
germane infographics. However, this perception may be
influenced by the boundary effects of the proportion scale.
Figure 4 suggests that such differences disappeared after
changing to the log odds scale. The log odds-based permutation
tests (third row of Figure 3) confirm no strong evidence of an
interaction between the modes of information sharing.

Figure 4. Treatment group-specific change in average log odds from baseline to round ten. Dotted lines connect pairs of groups with the same official
information treatment group; parallel lines suggest no interaction between information modes.

Persistence of OI
Although we saw no global interactions among the effects of
mode on learning from baseline to round 10, we explored a
fourth, more targeted hypothesis that the effect of receiving
official public health information persists but degrades in the
face of contradictory SI. For the question related to appetite,
we see that high- and low-information intensity groups achieved
nearly unanimously correct responses after viewing the
infographics in round 3 (all 4 yellow and blue lines in Figure
2). Of these, groups that are also assigned to socially receive

accurate information (yellow and blue solid lines) retain a nearly
unanimously correct response proportion at the end of the
experiment. However, those groups with which inaccurate
information is socially shared (yellow and blue dashed lines)
tend to have small declines in the proportion of correct answers
by round ten. We see similar trends for the high information
intensity group (yellow lines) in answering the question related
to kissing. The bottom row of Figure 3 confirms that these trends
may be unusual relative to permuted treatment assignments, but
the strength of evidence does not reach statistical significance
(P=.29 and P=.09 for kissing and appetite, respectively).
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It may also appear that there is more degradation in learning
because of inaccurate SI for participants in the low OI group
versus the high OI group (Figure 4, right panel, blue vs orange),
and it is possible that participants receiving less OI overall might
be more susceptible to social influence. However, we have only
2 groups with which to measure the variability of the persistence
of learning because of OI; so, we did not attempt a formal
comparison between these groups.

Discussion

Principal Findings
This work demonstrates that both official and SI influence
people’s reported understanding of infectious diseases. As
expected from the previous literature, exposure to official public
health information about hepatitis C increased the learning
related to its spread and symptoms. Learning followed socially
supplied information, whether accurate or inaccurate, though
to a lesser extent. Trends in our data suggest that learning from
OI is remarkably resilient even in the presence of persistent
contradictory SI, although some modest degradation may be
hidden by low statistical power. In an era in which official public
health campaigns are frequently in competition with information
shared on social media, this study provides some reason to be
optimistic that public health campaigns may be able to overcome
socially shared misperceptions.

Our work is consistent with previous work on misperceptions
in the context of health, which finds that corrective information
may inhibit false beliefs [14,15,36]. A web-based experiment
investigating corrections to misinformation about a disease
outbreak found that official sources of information were more
effective at correcting misinformation than peers [14]. Our work
examines the competing relationship between official and SI,
rather than corrections to misinformation. However, we find
that OI sources are much more effective at inducing changes in
expressed beliefs, which is consistent with this previous work.

This study addresses the longitudinal effect of SI about diseases
in tandem with official public health information in an
experimental setting. Many studies of this type would include
a one-shot intervention or follow up with participants after a
short period. Here, we investigated how expressed beliefs update
over multiple rounds and through multiple interactions with
members of their experimentally constructed social networks.
Because of this, we are able to provide a more nuanced
understanding of competing messages in dynamic information
environments.

It is important to note that our study used expressed beliefs
about hepatitis C as the primary dependent variable. Of course,
nearly any study of beliefs about disease relies on expressed
beliefs in one way or another. However, because our study is
premised on participants’ understanding that they are viewing
the responses of other participants who are completing the study
contemporaneously, these expressed beliefs may be impacted
by not only their own beliefs and any changes in them because
of the experimental stimuli but also by social desirability bias
that may impact their expressed beliefs [37]. Studies on the
expression of belief in political falsehoods [38] have shown that

the strategic expression of insincerely expressed beliefs is
modest. However, the knowledge that you are sharing beliefs,
whether sincerely held or not, means that these are beliefs that
the participant expected others to see and experience. In this
way, this work explores whether sincerely held beliefs are
affected by official sources of information or not and whether
the information environment becomes more clearly aligned with
public health officials, reducing the degree of conflict between
official and SI sources.

Although our work focuses on the context of a contagious
disease, the results may contribute to our understanding of how
social media may affect other aspects of health or may relate to
other domains. Of course, OI may be in competition with (or
be reinforced by) socially shared information across a number
of domains, including other diseases, such as Zika [15], or
aspects of health such as mental health [39]. Future work may
wish to investigate whether and how socially circulating
information affects beliefs in OI across other domains.

Strengths and Limitations
Our ability to control available information lends strong
credibility to the causal interpretation of our results. Experiments
on networks help bridge the gap between observational studies
of people in their natural social environments and lab
experiments that abstract away social influences.

Reliable extension of our conclusions to real-world situations
relies on participants’ interpretation of the information presented
as legitimate. This hurdle may be easier to clear for OI than for
SI. One major strength of our controlled experiment is that
participants were embedded in an environment that promoted
realism in a fictional social network.

This experiment has several important limitations, which we
elaborate on here. First, the social networks we examined
appeared to be among participants who were anonymous to one
another within the setting of the experiment. Although this
situation may be encountered on an anonymous message board
or comment thread, it is possible that in real social networks,
in which participants have strong social bonds and reputations,
the effects of SI may be different. Future work may wish to
investigate whether and how SI is transmitted in social networks
among participants who are already connected to one another.

Second, our experiment limited SI responses to true, false, or
unsure. In reality, people make intentional and nuanced attempts
to convince others in the social sphere of their beliefs. It is
difficult to envision a controlled experiment in which
participants are allowed to communicate so freely and also
maintains a degree of control that enables clear causal
interpretation, but this should be addressed in future studies.
We view this as a trade-off between tight control that enables
us to make clear causal claims and less tight control that not
only enables a greater variety of communication but also reduces
the ability to interpret the social component in a clear causal
fashion.

Third, the participants in our study were all similar in age.
Previous work in a different context (politics) found that an
official message with a reinforcing social component was more
effective at changing behavior among older participants than
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an official message without the social component [40]. It is
possible that the limited interaction we find between social and
OI owes to the age distribution of the participants of the study,
the fact that the official and SI are contradictory, to the fact that
our study examines health information, or to some other factor.
Future work may examine contradicting official and SI in a
more diverse sample to understand whether heterogeneous
treatment effects exist.

Fourth, the study did not test for potential mediating and
moderating variables that may explain how or to what degree
official and SI affect beliefs. This limitation is related to, but
distinct from, concerns about how anonymous networks may
impact network effects. Mediating and moderating relationships
may be a result of aspects of existing relationships, in which
case anonymous studies would help to control for these effects
but would also limit researchers’ ability to examine them.
However, it is also possible that mediating or moderating
relationships are a result of aspects of relationships between
people that develop rapidly, perhaps during the course of a few
interactions. In this case, even in a short network experiment
among anonymous individuals, mediating or moderating
relationships may be examined. For example, the degree of trust
in information sources may affect the degree to which
participants respond to the beliefs shared by either official or
SI sources. In this study, participants were informed that they
would be connected to other anonymous participants; so, any
interpersonal trust would have to be established during the
course of the study. We believe it is unlikely that, in the context
of this study, varying levels of trust would be created during
the course of the study. However, in real-world situations in
which people have ongoing relationships with those from whom
they receive SI, trust and reputation are likely to impact how
people process and respond to the messages shared by their
social contacts. Future studies may wish to investigate trust,
perhaps through experiments that enable researcher control over
not only message content but also cues related to trust. We note
that trustworthiness is one of multiple possible mediating or
moderating variables that may enable a more nuanced
understanding of the competing or reinforcing effects of social
and OI.

Finally, the small number of experimental sessions limit the
power of permutation-based statistical inference. The
permutation-based approach used here makes very few
assumptions and, therefore, enables us to make clear claims
based on the statistical evidence that does not depend on
common assumptions used in model-based analyses that may
not hold for the data we collected. Future reanalyses based on
longitudinal models may provide more nuanced, though more
model-dependent results. In addition, reliance on college student
volunteers and participant buy in to treatment legitimacy raises
external validity concerns.

Nonetheless, our results provide some good news for sponsors
of public health campaigns even in a time of overwhelming
prevalence of SI with a wide range of accuracy. Consistent
fact-based official messages can break through the SI noise.

Conclusions and Future Work
This experiment is one of multiple related projects examining
social processes of information spread in networks and includes
2 additional experiments that address some of these limitations.
First, human participants are randomly assigned to prespecified
networks, which provides insight into how aspects of the
network structure affect the diffusion of information about the
disease. Second, participants share disease information with
individuals in a real-world social network, providing a test of
the external validity of our findings. Although this analysis
focuses solely on the bots experiment, future work will
incorporate the other 2 experiments. Although the studies of
actual networks will enable the analysis of more complex
network relationships, they will have a substantial trade-off in
the degree of researcher control over what participants
experience.

In the real world, our results present a puzzle for web-based
health communities, particularly those that are moderated by
professionals. In such communities, moderators may play a role
similar to that of the official sources of information in our
experiment [41,42]. In such communities, it may be possible
for moderators to leverage network effects to broaden the impact
of their official message. Web-based health communities often
provide opportunities for users to connect in anonymous ways
and must develop relationships with other users over time,
similar to the design of our experiment. However, it is important
to note that in such communities, professionals and moderators
may have an outsized influence and the positive impact that
they may have can lead to the propagation of misinformation
just as it may lead to the spread of correct information [43,44].
Future work may wish to further investigate the interaction of
official and SI or instances in which the line between them is
not as clear, such as when a moderator or user of a web-based
health community presents themselves as having expertise and
other users must evaluate the user’s credibility.

Our results underscore the importance of public health
practitioners taking into account the effects of both OI sources,
which may have a degree of control over, and SI sources, over
which they may have limited control. We also show that OI is
substantially more effective at promoting learning than socially
supplied information, underscoring the importance of public
health campaigns for inducing correct beliefs. Although we do
not find evidence that official and SI interact, it is possible that
the effects of such an interaction are small and nuanced, and
we would nonetheless encourage practitioners to consider how
OI may be transmitted through social ties.
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Abstract

Background: There is a limited amount of data on the safety profile of the COVID-19 vector vaccine Gam-COVID-Vac (Sputnik
V). Previous infodemiology studies showed that social media discourse could be analyzed to assess the most concerning adverse
events (AE) caused by drugs.

Objective: We aimed to investigate mild AEs of Sputnik V based on a participatory trial conducted on Telegram in the Russian
language. We compared AEs extracted from Telegram with other limited databases on Sputnik V and other COVID-19 vaccines.
We explored symptom co-occurrence patterns and determined how counts of administered doses, age, gender, and sequence of
shots could confound the reporting of AEs.

Methods: We collected a unique dataset consisting of 11,515 self-reported Sputnik V vaccine AEs posted on the Telegram
group, and we utilized natural language processing methods to extract AEs. Specifically, we performed multilabel classifications
using the deep neural language model Bidirectional Encoder Representations from Transformers (BERT) “DeepPavlov,” which
was pretrained on a Russian language corpus and applied to the Telegram messages. The resulting area under the curve score
was 0.991. We chose symptom classes that represented the following AEs: fever, pain, chills, fatigue, nausea/vomiting, headache,
insomnia, lymph node enlargement, erythema, pruritus, swelling, and diarrhea.

Results: Telegram users complained mostly about pain (5461/11,515, 47.43%), fever (5363/11,515, 46.57%), fatigue (3862/11,515,
33.54%), and headache (2855/11,515, 24.79%). Women reported more AEs than men (1.2-fold, P<.001). In addition, there were
more AEs from the first dose than from the second dose (1.1-fold, P<.001), and the number of AEs decreased with age (β=.05
per year, P<.001). The results also showed that Sputnik V AEs were more similar to other vector vaccines (132 units) than with
messenger RNA vaccines (241 units) according to the average Euclidean distance between the vectors of AE frequencies. Elderly
Telegram users reported significantly more (5.6-fold on average) systemic AEs than their peers, according to the results of the
phase 3 clinical trials published in The Lancet. However, the AEs reported in Telegram posts were consistent (Pearson correlation
r=0.94, P=.02) with those reported in the Argentinian postmarketing AE registry.

Conclusions: After the Sputnik V vaccination, Russian Telegram users reported mostly pain, fever, and fatigue. The Sputnik
V AE profile was comparable with other vector COVID-19 vaccines. Discussion on social media could provide meaningful
information about the AE profile of novel vaccines.

(J Med Internet Res 2021;23(11):e30529)   doi:10.2196/30529
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Introduction

The current COVID-19 pandemic is one of the most critical
global health problems. The main strategies for its mitigation
involve both nonpharmaceutical interventions (eg, testing and
contract tracing) and up-to-date anti-COVID-19 treatments.
However, the most promising intervention has been vaccines
that have effectively prevented severe COVID-19 outcomes. In
addition to novel messenger RNA (mRNA) vaccines, vector
vaccines have been developed. One of the first was
Gam-COVID-Vac (Sputnik V), which is a viral, 2-dose, vector
vaccine based on 2 human adenoviruses. Each dose contains a
different vector: rAd26 and rAd5. This vaccine was developed
by the Gamaleya Research Institute of Epidemiology and
Microbiology. Sputnik V contains a gene that encodes
SARS-CoV-2’s spike (S) protein [1]. As of the time of this
manuscript submission, 2 reports of clinical trials had been
published. In the first study, phases 1/2 involved a total of 76
participant, who were included in the safety analysis [2]. The
report on the phase 3 trial included detailed descriptions of
serious and rare adverse events (AE) as well as mild AEs
described in individuals [3] older than 60 years. The overall
frequency of AEs was mentioned without complete
characteristics of the safety profile, such as the co-occurrence
of AEs. Mild AEs are common among all vaccines. Extensive
fact sheets on AEs, as well as possible adverse reactions, were
provided for vaccines trialed under the US Food and Drug
Administration (FDA), UK Medicines and Healthcare products
Regulatory Agency (MHRA), or EU European Medicines
Agency (EMA), which was not the case with Sputnik V. As of
April 17, 2021 (the end of the period for collecting data in our
sample), 15,700,803 single doses of COVID-19 immunization
had been administered in Russia [4]. The vast majority were of
the Sputnik family (>95%), and the share of other vaccines was
minimal (4.7% for EpiVacCorona and 0.1% for CoviVac) [5].
Moreover, the Russian Federation had signed contracts with
dozens of countries to deliver 1.4 billion doses at less than €7
(US $8.13) per dose for international buyers [6]. Therefore,
there is an emerging need to update the information on Sputnik
V’s safety profile using postmarketing surveillance. Because a
registry of AEs after vaccination with Sputnik V is difficult to
access, social media discourse may be an alternate source of
information on AEs. The Sputnik vaccine gave rise to dubious
situations in not only its safety profile but also other aspects
[7].

An increasing number of studies has analyzed English-language
social media in the context of vaccinations [8] or
vaccine-prevented infectious disease [9]. However, only a few
similar studies on Russian social media have been published
[10,11]. Accounts of adverse reactions to drugs have been
widely extracted from social media [12] in the context of mining
consumer reviews on the internet [13]. To date, most of these
studies processed data collected from Twitter [14-23]. Although
social media platforms such as Twitter and Facebook are used
in Russia, Telegram Messenger is ranked second in the Russian
App Store, having 27 million active users in Russia [24].
Developed in Russia, this platform is much more popular than
alternatives such as Twitter [25].

Most previous studies on social media vaccine discourse have
focused on the personal beliefs of users. For example, Wang et
al [26] developed a framework to detect vaccine AEs mentioned
by Twitter users. However, to date, no study has analyzed social
media discourse on nonsevere AEs in response to COVID-19
vaccines. In this study, we collected social media (a Telegram
group in the Russian language) data to bridge the gap in
information on the most prevalent AEs involving Sputnik V.
We focused on the most common AEs and established which
were the most prevalent, their co-occurrence, and their
associations with users’ characteristics [27]. Finally, we
compared the AE profile of Sputnik V with those of other
approved COVID-19 vaccines.

Methods

The dataset analyzed in our study was collected retrospectively
from the Telegram group, “Sputnik_results“ [28]. The data
contained no personal information, and the analysis was
performed according to the Terms of Service of the platform
[29]. Our analysis was completely anonymous and performed
in aggregated form. No possible harm to Telegram users was
identified. Therefore, the study did not require ethical committee
approval.

Data Description
Originally, Telegram aimed to provide secure communication
(which is very important for post-Soviet societies [30]), but
later, functionality was expanded; it added support for public
channels, groups, video calls, and many other features [29].
Telegram groups may be public or private. If a group is public,
it may be accessed via the Telegram search engine, and every
user may read all its content. A main priority claimed by
Telegram is security; users’ data are not disclosed, and only the
user's screen name and picture are shown to the public. The
largest Telegram channels have millions of subscribers.

The description of the “Sputnik_results” [28] public group states
that its main aim is to collect information on AEs regarding the
Sputnik V vaccine. Telegram users may post a description of
their symptoms. Moderators of the group oversee the messages
and verify that they contain only descriptions of AEs; otherwise,
the message is deleted. An example message is as follows: “М,
33 года. V1 24.01.21 через 12 часов
темп 39, боль в руке (все плечо
целиком, мышцы), заложенность
носа, диарея. На след день темп
38, боль в руке, заложенность
носа. На третий день слабость,
температура в норме” (translation: M,
33 years old. V1 24.01.21 after 12 hours, temp. 39, pain in the
arm (the entire shoulder, muscles), nasal congestion, diarrhea.
The next day, temp. 38, pain in the arm, nasal congestion. On
the third day, weakness, temperature is normal).

In this study, we collected all messages from the
“Sputnik_Results” group using Python Telegram Client telethon
[31]. We saved only text messages that were posted in the group;
users’ personal details were not extracted. In total, we collected
18,833 messages. After filtering messages that contained only
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pictures, 11,515 messages remained. The first message was sent
on December 9, 2020, and the most recent message was sent
on April 17, 2021. The dataset contained 25,660 unique
lowercase words.

Adverse Event Classification
The gold standard used to identify adverse reactions is the
MedDRA System Organ Class, which is applied in the European
Union (EudraVigilance [32]), the United States (Vaccine
Adverse Event Reporting System [VAERS] [33]), and the
United Kingdom (MHRA Yellow Card scheme [34]). However,
the system uses a specialized medical vocabulary. In our study,
because users of social media communicated in colloquial
language [12], we chose a simplified FDA classification system
[35-37] that was subdivided into 2 groups: local reactions (ie,
redness, swelling, and pain at the injection site) and systemic
reactions (ie, fever, fatigue, headache, chills, nausea/vomiting,
diarrhea, new or worsening muscle pain, and new or worsening
joint pain). Moreover, muscle pain, joint pain, and pain at the
injection site were categorized as a single class. However, we
added the classes of pruritus, enlarged lymph nodes, and
insomnia, which are common adverse reactions to
anti-COVID-19 vaccines [38,39]. Insomnia was chosen due to
its high frequency by simple keyword analysis on a sample of
material from Telegram. The final list of 12 classes of symptoms
of mild AEs, which were based on subjective experiences of a
potential health issue, is provided in the Results section.

Labeling
We utilized the LabelStudio data labeling tool [40] to label the
dataset. We randomly sampled 1000 messages in the dataset,
which were labeled by 3 raters who were native Russian
speakers. The raters labeled each occurrence of an AE in the
messages, thus making the dataset suitable for named entity
recognition tasks. Because of such labeling and the existence
of different descriptions of the same AEs in multiple sentences,
we augmented the dataset by splitting each message into
sentences. The resulting dataset contained 4579 entities.

Model Architecture
Each message in our dataset could have included multiple AEs.
We therefore adopted a multilabel text classification scheme.
A formal definition of multilabel classification is as follows:
Consider a dataset

where xi ε X is the i-th observed variable for the dataset of
cardinality n, yi ε Y is the corresponding set of labels for the i-th

element. Our goal was to learn a mapping ŷj = f(xj,θ), where ŷj

is the set of predicted classes and θ is a vector of parameters.
To find the vector of optimal parameters θ, we needed to
minimize the loss function L(y,ŷ) between the actual and
predicted classes. Multiple machine learning methods may be
applied to support multilabel classification. In the case of
artificial neural networks (ANNs), the activation function of
the last layer of the ANN is set to be a sigmoid:

and binary cross-entropy loss is used. In this case, ANN will
map the probability of each class to a value between 0 and 1,
and each data item could be mapped to multiple classes.

Because of the recent success of ANNs, specifically
transformers, in text analysis tasks, we adopted a deep
Bidirectional Encoder Representations from Transformers
(BERT) architecture to perform our multilabel classification
task [41]. We utilized a pretrained BERT model for the Russian
language DeepPavlov [42]. We tuned the last layer of the model,
which consisted of 12 sigmoid neurons. As a baseline, we used
a standard long short-term memory (LSTM) ANN, which
consisted of embedding as the first layer and 1 LSTM layer
(100 cells), dropout (P=.20), and a subsequent multilabel dense
layer with sigmoid as the activation function.

Model Evaluation
We trained the BERT and LSTM models using a stratified k-fold
validation scheme where k=5. Because the classes were
imbalanced, we utilized an up-sampling strategy; that is,
underrepresented classes were up-sampled in the training
dataset. The testing set distribution was not modified. Table 1
displays the evaluation results. Precision and recall were
calculated for both micro- and macro-averaged aggregations
[43]. As shown in Table 1, precision and F1 scores were reported
for thresholds equal to 0.5. We utilized a computer with a Tesla
T4 GPU to train the models. Table 1 shows that BERT
outperformed the LSTM model by a large margin. We therefore
chose the BERT model and trained it on 95% of the data; in
this case, it returned a micro-averaged accuracy of 0.94 and an
area under the receiver operating characteristic (ROC) curve
(AUC) score of 0.991.

Regarding gender, age, and dose number (if available), we used
counts of corresponding abbreviations and regular expression
matching because the administrators of the group had provided
detailed instructions for the reporting of this information.

Table 1. Bidirectional Encoder Representations from Transformers (BERT) and long short-term memory (LSTM) model evaluation results.

Macro-averaged aggregationsMicro-averaged aggregationsModel

F1, mean (SD)Precision, mean (SD)F1, mean (SD)Precision, mean (SD)AUCa, mean (SD)

0.431 (0.042)0.514 (0.048)0.769 (0.033)0.866 (0.024)0.969 (0.002)LSTM

0.858 (0.006)0.863 (0.025)0.920 (0.002)0.915 (0.016)0.991 (0.002)BERT

aAUC: area under the curve.
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Analysis of AE
To evaluate the time relationship between the number of reports
and vaccination volume, a univariate linear regression
coefficient was calculated. Because the number of reports
(P<.001) and vaccination volume (P<.001) failed to be normally
distributed based on the Shapiro-Wilk test, a Spearman
correlation was calculated. Because the number of AEs failed
to be normally distributed based on the Shapiro-Wilk test
(P<.001), the difference between the 2 groups was analyzed
with a Mann-Whitney U test. To compare frequencies of AEs
between 2 samples of AEs, a Fisher test was applied. To
compare the frequencies of 2 vectors of AEs, the normality was
checked with the Shapiro-Wilk test, and Pearson correlations
could be calculated (P=.10 and P=.07, respectively, comparing
Telegram with the Argentinian Registry; P=.13 and P=.34,
respectively, comparing Telegram with the Moscow trial).
Community detection was conducted to evaluate the internal
structure (co-occurrence) of AEs in the network representation.

Results

Reactogenicity assessment based on opt-in civic surveillance
was performed to obtain results of clinical importance (similar
to endpoints in trials).

Temporal Dynamics
The peak in the volume of self-reports corresponded with the
time at which vaccinations were sped up (Figure 1). Moreover,
after 3 months of vaccinations (the end of February 2021), the
popularity of self-reporting started to decrease despite the
increasing vaccination roll-out. However, the Spearman
correlation coefficient between the volume of self-reports and
doses administered from December 9, 2020 until February 28,
2021 was very high (r=0.75, P<.001), and the subsequent count
of administered doses increased, while reports on AEs decreased
(Figure 1).

Figure 1. Daily counts of reports of adverse events (AE) and doses administered in Russia (data according to Our World in Data [4,44]).

Revealed AE Frequencies (BERT Classes)
Our analysis revealed that fever and generalized pain were the
most commonly reported AEs (Table 2). Injection site irritations
(local reactions) were an order of magnitude less likely to be

reported than fever and pain (systemic reaction). Gastric
symptoms (especially diarrhea, with a frequency of 0.6% per
report) were less likely to be reported than the average
prevalence among the general population (1%-5% for diarrhea
[45,46]).
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Table 2. Frequencies of mild adverse events extracted from the Telegram group (n=11,515).

n (%)Adverse events

Systemic

5461 (47.43)Fever

5363 (46.57)Pain

3862 (33.54)Fatigue

2855 (24.79)Headache

2651 (23.02)Chills

600 (5.21)Insomnia

186 (1.62)Lymph node enlargement

Local

319 (2.77)Erythema/redness

206 (1.79)Swelling

199 (1.73)Pruritis

Gastric

351 (3.05)Nausea/vomiting

66 (0.57)Diarrhea

Variations Across Age, Gender, and Dose
Gender was reported by 3992 women and 2762 men. On
average, women reported 2.5 AEs (σ=1.79; Q1=1; Q2=2; Q3=4),
and men reported 2.1 AEs (σ=1.64; Q1=1; Q2=2; Q3=3).
Women reported statistically significantly more AEs (P<.001)
according to the results of a Mann-Whitney U test (Table 3).

Age was provided by 6754 users. A linear regression analysis
was performed for those who reported being at least 18 years
old (minimal age of Russian registration [1]). We found a clear
and significant linear relationship (β=.0457, SE=.0014), showing
that with every year of life, users reported .0457 fewer AEs
(Figure 2). In univariate regression analysis, β is an estimated
coefficient with a given SE. Mild AEs among the elderly are
known to be less frequently observed for most anti-COVID-19
vaccines [35-37,47].

AEs in response to other anti-COVID-19 vaccines have been
found to depend on whether the vaccination was the first or the

second dose (if applicable). For instance, AEs in response to
mRNA vaccines have tended to be stronger with the second
dose [36,37,47]. In contrast, AEs in response to vector vaccines
have tended to be milder with the second dose [48,49].
Regarding the Sputnik V vaccine, this difference might be
because a different vector is used in each dose, which might
lead to different reactions. Among the self-reports, 4174
described AEs after the first dose, 1251 described AEs after the
second dose, and 3049 described AEs after both doses. It is also
possible that the users did not receive the second dose because
of contraindications or just lost interest in reporting.

Here, we considered only reports that discussed the first and
second doses separately. On average, there were 2.2 (σ=1.80;
Q1=0; Q2=2; Q3=4) AEs for the first dose and 1.9 (σ=1.69;
Q1=0; Q2=2; Q3=3) AEs for the second dose. According to the
results of the Mann-Whitney U test, there were statistically
significantly more AEs after the first dose (P<.001; Table 3).

Table 3. Comparisons of the mean numbers of adverse events (AEs) by gender and by dose using Mann-Whitney U tests.

P valueORaNumber of AEs, meanVariable

Gender

<.0011.202.1Male

2.5Female

Dose

<.0011.132.2First

1.9Second

aOR: odds ratio.
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Figure 2. Scatterplot of the number of adverse events (AEs) reported by user vs. age. Dots indicate the mean number of AEs for a given age, while the
blue line indicates the linear regression trend and shadowed area indicate its CIs.

Co-occurrence of AEs
To quantify the co-occurrence of symptoms, we calculated
Spearman rank correlation coefficients between each pair of
classified symptoms. We observed systemic, local, and gastric
clusters (Figure 3). We also provided a network representation
in which vertex size represents symptom prevalence and edge
width represents co-occurrence as measured by the correlation

coefficient. Only edges with a correlation coefficient above 0.09
are shown (Figure 3). An unsupervised weighted Louvain
algorithm [50] for community detection was used for this
purpose, and the vertices were colored the same if they belonged
to the same community, which revealed a meaningful structure
in which orange denoted systemic, green denoted local, and
yellow denoted gastric communities of symptoms.

Figure 3. Co-occurrence of adverse events (AEs), shown as (A) hierarchical clustering based on the correlation matrix of AE symptoms and (B) the
corresponding network of AE symptoms with different communities denoted by color code.

Telegram Versus Other Trials or Registries of Sputnik
V
We compared our results with 2 available datasets of AEs in
response to the Sputnik V vaccine. The first one was collected
in Moscow. The second one was collected in Argentina.

Moscow Clinical Trial
Mild AEs in 1029 patients older than 60 years in the phase 3
clinical trial [3,51] in Moscow were compared with 690
self-reports by Telegram users older than 60 years (Table 4).
Because there were inconsistencies in various definitions of
AEs, a simplified classification was provided, and only headache
and diarrhea comprised similar symptoms (at least sensu lato).

We performed the following calculations to compare both
datasets. To obtain fever according to our definition, we summed
the results for pyrexia, fever sensation, and elevated body
temperature from the clinical trial. Similarly, to obtain pain, we
summed the results for myalgia, arthralgia, and local reaction.
To obtain fatigue, we summed the results for asthenia and
malaise. To obtain nausea, we summed the results for nausea
and dyspepsia. For erythema, we chose the results for contact
dermatitis.

In all systemic reactions, Telegram users reported AEs
significantly more often than measured in the clinical trial (Table
4). In contrast, diarrhea was less likely to be reported than
measured in the clinical trial.
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Table 4. Comparisons of adverse events with the Sputnik vaccine between the Telegram and Moscow clinical trial [3] datasets (r=0.69, P=.09).

P valuebORaTelegram, n (%)Moscow clinical trial, n (%)Adverse event

<.0013.82177 (25.65)67 (6.70)Pain

<.0014.4289 (12.90)30 (2.92)Headache

<.0016.78141 (20.43)31 (3.01)Fatigue

<.0017.59163 (23.62)32 (3.11)Fever

.831.129 (1.30)12 (1.17)Nausea

.090.5715 (2.17)39 (3.79)Erythema

.540.563 (0.43)8 (0.78)Diarrhea

aOR: odds ratio for the Moscow clinical trial.
bFisher test results for the comparison between samples.

Argentinian Postregistration AE Registry
Another available dataset on AEs in response to Sputnik V was
compiled from the Argentinian registry of passive AE
monitoring (Table 5). This registry contains 23,804 events of
all kinds of AEs (mild AEs: 22,971/23,804, 96.5%) from
2,541,362 doses administered. To compare, we chose 7797
Telegram posts that reported at least one AE, and we adjusted
new disjoint subsets of symptoms according to the Argentinian
methodology [44].

We categorized gastric as the frequency of the logical function
nausea OR diarrhea. We categorized site irritation as the
frequency of the logical function pruritus OR erythema OR
swelling. We categorized fever_pain as the frequency of the

logical function fever AND (pain OR headache). We categorized
fatigue_pain as the frequency of the logical function fatigue
AND (pain OR headache). We categorized only_fever as the
frequency of the logical function fever AND ̃ (pain OR headache
OR fatigue); ˜ denotes logical negation.

The comparison showed that the statistics, despite the significant
differences shown in Table 5, were similar in magnitude and
highly correlated (r=0.94). The comparison of the Telegram
reports (a selected sample with at least one AE constructed by
multilabel classification) with the Argentinian registry
(multiclass classification [44]) was conducted by the
aforementioned mapping. The results of the comparison must
be interpreted with caution.

Table 5. Comparisons of adverse events with the Sputnik vaccine between the Telegram and Argentinian safety monitoring [44] datasets (r=0.94,
P=.02).

P valuebORaTelegram, n (%)Argentinian registry, n (%)Adverse event

<.0011.664142 (54.70)8210 (33.25)fever_pain

.051.052998 (39.67)9407 (38.10)fatigue_pain

.070.90395 (5.14)1447 (5.98)gastric

<.0010.80558 (7.31)2306 (9.34)site irritation

.021.11697 (9.53)2065 (8.34)only_fever

aOR: odds ratio for the Argentinian registry.
bFisher test results for the comparison between samples.

Comparison With Other Vaccines
Regarding vaccines registered by the EMA and FDA, lists of
the frequencies of the most common adverse events are
accessible; however, they vary across regulatory bodies. Thus,
we chose a subset of symptoms for frequencies that were
reasonably comparable (pain, headache, fatigue, fever, chills,
and nausea). We built a distance (Euclidean) matrix of AEs
based on clinical trial registries (EMA [48,52-54], FDA [35-37])
and from the Telegram group (Table 6). From the FDA dataset,
for 2-dose vaccines, the dose with higher reactogenicity was
selected. In clinical trials, pain is usually considered as pain at
the injection site. Fever was the sum of pyrexia and fever in the
EMA database. EMA used the injection site tenderness/irritation

category. However, regarding redness/erythema, the FDA
classified swelling and pruritus separately. Thus, erythema was
not included. Sputnik V is a vector vaccine, as are those from
AstraZeneca and Johnson & Johnson. The results showed that
Telegram Sputnik V AEs were clustered with other vector
vaccines, which was possibly due to similar safety profiles
(Figure 4).

It is important to note that the Telegram users also submitted
reports without any AEs at all. Thus, our surveillance system
included a sentinel property of samples in contrast to VAERS
(North America), EudraVigilance (European Union), and the
Argentinian registry [44], which gather reports only if there is
any AE to be reported.
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Table 6. Adverse events in response to Sputnik V (Telegram) and other vaccines (European Medicines Agency [EMA] and Centers for Disease Control
and Prevention [CDC]/Food and Drug Administration [FDA]).

Nausea, n (%)Chills, n (%)Fever, n (%)Fatigue, n (%)Headache, n (%)Pain, n (%)Vaccine

– (21.80)– (31.90)– (41.50)– (53.10)– (52.60)–a (54.20)AstraZeneca (EMA)

– (14.20)– (5.00)– (14.00)– (38.20)– (38.90)– (48.60)Johnson & Johnson (EMA)

315 (15.50)– (5.00)261 (12.80)891 (43.80)905 (44.40)1193 (59.80)Johnson & Johnson (CDC; 18-59 years old)

– (5.00)– (30.00)– (30.00)– (60.00)– (50.00)– (80.00)Pfizer (EMA)

– (10.00)737 (35.10)331 (15.80)1247 (59.40)1085 (51.70)1632 (77.80)Pfizer (CDC; 18-54 years old)

351 (3.00)2651 (23.02)5461 (47.43)3862 (33.54)2855 (24.80)5363 (46.57)Sputnik (Telegram)

2209 (21.30)5001 (48.30)1806 (17.40)7002 (67.60)6500 (62.80)9335 (90.10)Moderna (CDC; 18-64 years old)

– (23.00)– (45.40)– (15.50)– (70.00)– (64.70)– (92.00)Moderna (EMA)

aNot reported.

Figure 4. Hierarchical matrix of adverse event (AE) similarity of various vaccines and reporting systems (Euclidean distance) of vaccinations investigated
in the present study. Astra: AstraZeneca; CDC: Centers for Disease Control and Prevention; EMA: European Medicines Agency; FDA: Food and Drug
Administration; J&J: Johnson & Johnson.

Discussion

Principal Findings
According to clinical trials [3] and official registries [44], only
partial information could be retrieved on the Sputnik V safety

profile. Previously, multiple researchers have raised concerns
about the safety of the Sputnik V vaccine [6,55,56]. Our study
aimed to increase transparency regarding the safety of Sputnik
V [57], because drug regulatory agencies such as in Brazil were
delaying Sputnik V emergency registration: “Anvisa was unable
to validate the methodology Russian studies used (...) to track
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and describe adverse events following vaccination” [58]. In this
study, we showed that community-based surveillance via social
media can provide meaningful information that could be useful,
and this phenomenon should be carefully investigated. The
frequencies of AEs extracted from Telegram samples in which
at least one AE was reported were in line with other safety
surveillance.

Mild, nonsevere AEs have usually been ignored by medical
communities because they are common to all vaccines. Antivax
movements have emphasized severe AEs, which have been
widely discussed in social media [59] in the wider context of
vaccine safety [60,61]. In the discourse on COVID-19 vaccines,
the main issues were that they were developed quickly and they
could compromise safety. Those issues included the fear that
vaccines would alter human DNA, cause allergic reactions to
vaccine ingredients, result in sudden deaths due to frailty
syndrome, or cause infertility [62,63]. Wide anti-COVID-19
immunization programs promulgated a discourse in which risk
(eg, the discomfort of common, but mild, AEs as well as rare,
but serious AEs) and benefits (eg, efficacy in protecting from
the disease) were described as “tradeoffs” of being vaccinated.
Mild AEs have become an important issue for many people;
moreover, they have the economic component of the potential
need for sick leave. This discourse led to the formation of a
public Telegram group, where users were asked to report AEs.

In this study, we demonstrated that, in the first phase of the
vaccination roll-out, the AE reports were correlated (r=0.7) with
vaccination volume (Figure 1). However, Telegram users tended
to lose interest after a few months. It is possible that because
of the prioritization of vaccine delivery, which began with public
and military servants, scientists, teachers, and medical staff,
these “early adopters” were more likely to post on social media
and be actively involved in reporting AEs. Subsequently, users
in the general population were vaccinated, and they were less
involved in reporting on the Telegram platform (Figure 1). Thus,
interest in COVID-19, Sputnik V, and its AEs was influenced
by social context and media to much extent [64].

The results of this study showed that the number of reported
AEs decreased linearly according to age (β=.05 AE per year;
Figure 2). This result was dependent on biology, which was
confirmed in previous clinical trials [36,37,52] and
postmarketing observations [47] of other anti-COVID-19
vaccines. Telegram users older than 60 years reported
significantly more systemic AEs compared with their peers in
clinical trials, who tested negative for or had recovered from
COVID-19 [51] (Table 4). On one hand, it is possible that people
previously infected with COVID-19 were more likely to report
AEs after receiving other vaccines [47]. On the other hand,
self-reporting bias could be an important factor in explaining
the difference between the “Moscow” clinical trial and the
Telegram reports.

The safety profile of the Sputnik V vaccine includes mild AEs
that are more similar to vector vaccines than to mRNA
anti-COVID-19 vaccines, which was quantified by the Euclidean
distance between AE frequencies (Figure 4). The Sputnik V
safety profile also showed a high fever-to-fatigue ratio (Table
6) and a stronger reaction to the first dose than to the second

one (Table 3), which was also analyzed in a retrospective
observational study in San Marino [65].

Women reported more AEs than men (1.2-fold, P<.001;
Mann-Whitney U test). This phenomenon is well recorded in
other anti-COVID-19 vaccine registries [47,66] and has even
been noticed among Argentinian medical staff [67], which could
indicate sex-dependent vaccine reactivity. However, this result
needs to be understood with caution. The Centers for Disease
Control and Prevention has warned that gender bias in reporting
could be more important than possible biological mechanisms
[35]. The likelihood of disclosing personal information (even
anonymously) is known to vary, such as according to gender
[68] and social class [69]. A potential reason is that women are
more likely to be interested in health, write about health on the
internet, and disclose their information [68].

On Telegram, self-reports are most likely to underestimate
gastric symptoms (eg, diarrhea at 0.6%). These symptoms could
be a taboo effect [70], such as a response to public speaking
anxiety. Alternatively, it could be easily ignored because of its
high prevalence, or it could be eliminated using an
over-the-counter medicine such as loperamide [45,46]. Insomnia
was detected so often that it suggests an epidemiological link
with the vaccine, which needs further investigation. Local AEs,
such as injection site irritation, have rarely been reported.
Underlying conditions of erythema/redness, which is usually
one of the most common AEs in response to all injected
substances including vaccines, are probably overlooked due to
low subjective discomfort and lack of physical investigation by
a doctor. The findings showed that their actual prevalence was
probably underreported.

Our study has several limitations. First, we analyzed
participatory and community-based surveillance among Russian
Telegram users. Therefore, the results may be specific to the
Russian population in a given stage of the pandemic and
therefore should not be extrapolated to other contexts. Second,
Telegram users may overlook less troublesome side effects, and
the social context could influence decisions on taking part in
discussions and being selective in reporting AEs [68,69]. For
example, local or gastric AEs could be underreported. Third,
the classifications developed in this study should not be strictly
applied to other contexts. For example, pain at the injection site
and pain in other parts of the body were not differentiated.
Observed correlations and odds ratios do not imply causation.
Fourth, we did not assess the authenticity and credibility of
posts [15]; thus, incorrect information could be included in the
data. Finally, because our infodemiology study focused on
community research initiatives (independent and nonprofit
projects, with already known strengths and weaknesses from
the history of medicine [71]), our observations cannot replace
real-world studies [55-57]. The symptoms reported by social
media users only partially reflect their prevalence in the real
world [72]. Therefore, the frequencies of symptoms should not
be interpreted without considering the contexts and proportions
of other symptoms (ie, fever-to-fatigue ratio), phase of the
epidemic, and vaccination roll-out (ie, the number of doses
administered daily and the population that is vaccinated), as
willingness to report AEs satisfies typical product life-cycle
temporal characteristics [73,74]).
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Conclusion
After the Sputnik V vaccination, Russian Telegram users
reported mostly pain, fever, and fatigue. The Sputnik V mild
AE profile was comparable with other vector COVID-19

vaccines. Discussions on social media could provide meaningful
information about the AE profile of novel vaccines. Further
research on severe AEs reported on social media and their
credibility is needed.
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Abstract

Background: The role of telemedicine in intensive care has been increasing steadily. Tele–intensive care unit (ICU) interventions
are varied and can be used in different levels of treatment, often with direct implications for the intensive care processes. Although
a substantial body of primary and secondary literature has been published on the topic, there is a need for broadening the
understanding of the organizational factors influencing the effectiveness of telemedical interventions in the ICU.

Objective: This scoping review aims to provide a map of existing evidence on tele-ICU interventions, focusing on the analysis
of the implementation context and identifying areas for further technological research.

Methods: A research protocol outlining the method has been published in JMIR Research Protocols. This review follows the
PRISMA-ScR (Preferred Reporting Items for Systematic Reviews and Meta-Analyses Extension for Scoping Reviews). A core
research team was assembled to provide feedback and discuss findings.

Results: A total of 3019 results were retrieved. After screening, 25 studies were included in the final analysis. We were able to
characterize the context of tele-ICU studies and identify three use cases for tele-ICU interventions. The first use case is extending
coverage, which describes interventions aimed at extending the availability of intensive care capabilities. The second use case is
improving compliance, which includes interventions targeted at improving patient safety, intensive care best practices, and quality
of care. The third use case, facilitating transfer, describes telemedicine interventions targeted toward the management of patient
transfers to or from the ICU.

Conclusions: The benefits of tele-ICU interventions have been well documented for centralized systems aimed at extending
critical care capabilities in a community setting and improving care compliance in tertiary hospitals. No strong evidence has been
found on the reduction of patient transfers following tele-ICU intervention.

International Registered Report Identifier (IRRID): RR2-10.2196/19695

(J Med Internet Res 2021;23(11):e32264)   doi:10.2196/32264
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Introduction

Telemedicine has been increasingly used in intensive care, and
approximately 15% of intensive care beds in the United States
currently partake in telemedical programs [1-3]. A range of
rationales for the implementation of telemedical systems in
intensive care has been suggested. Tele–intensive care unit
(ICU) technologies have been used to address staffing shortage
in intensive care and as a cost-effective response not only to a
lack of intensive care availability in some areas but also as a
means of increasing adherence to evidence-based best practices
using benchmark performance data [3-5].

The American Telemedicine Association defines tele-ICU as
“a network of audiovisual communication and computer systems
that provide the foundation for a collaborative, interprofessional
care model focusing on critically ill patients” [3]. Tele-ICU
interventions are varied, can be offered in different levels of
intensive care service, and can be customized to meet the
specific intensive care needs of hospitals [3,5-7]. For example,
some tele-ICU systems provide 24/7 remote monitoring staffed
by intensivists, while other systems provide scheduled remote
intensivist consultations during nighttime only.

The main characteristics of tele-ICU systems have been well
described in the literature. First, technical architectures can be
described as centralized or decentralized. Centralized
architecture features a command center, or a cockpit, connecting
one or multiple centers. Decentralized systems (also named
virtual consultant) allow one-on-one connections without the
need for central coordination [3]. Second, staff allocation and
availability can vary (eg, day presence or 24/7) [8]. Third, the
mode of interaction between telemedicine teams and bedside
staff may allow various levels of staff reactivity (reactive vs
proactive to patient alerts) and intervention scope (minimal
intervention allowed vs full discretion on patient care) [4].
Several guidelines, such as the US [3] or the German Guidelines
for Telemedicine in Intensive Medicine [9], provide general
recommendations on aspects of equipment, staffing, and
organization for implementing tele-ICU systems.

A significant body of primary and secondary literature has been
published on ICU telemedical interventions [10]. To date, 9
systematic reviews and 9 other review types have been published
on this topic [11], as well as 3 meta-analyses with a focus on
medical outcomes (eg, hospital mortality and length of stay)
[12]. In previous reviews, the results of tele-ICU interventions
have been characterized as heterogeneous [13,14]. Although
positive medical outcomes could be detected in some
interventions, other contexts could only demonstrate mixed or
no positive results at all [4,14,15]. Authors have suggested that
the context of implementation may be a factor in explaining the
variability of these results. We define context of implementation
as the clinical structures and processes where telemedical
interventions are deployed [16]. It has been suggested that the
efficacy of tele-ICU interventions is dependent on where and
how they are deployed in the organization [6,10], and there is
a need for broadening the understanding of the organizational
factors influencing the efficacy of tele-ICU interventions [8].
We found that no previous study has attempted to provide a

review of current evidence by systematically analyzing the
implementation setup and context.

This scoping review seeks to address a research gap on the
characterization of the context of implementation for tele-ICU
interventions [14,17]. The first objective is to characterize the
implementation context of tele-ICU interventions with a
consistent set of domains on hospital organization. The second
objective is to characterize the configurations and structures of
tele-ICU systems in relation to their context of implementation.
The third objective is to describe the outcomes of tele-ICU
interventions and to characterize current evidence according to
their intervention contexts.

Methods

A research protocol for this review was published in JMIR
Research Protocols in December 2020 [11], which was
developed in accordance with the PRISMA-ScR (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses
Extension for Scoping Reviews) and best practices advanced
by Arksey and O’Malley [18] and the Joanna Briggs Institute
[19]. The method included the steps identification of relevant
studies, selection of study, data charting, and data collating.

For the step identification of relevant studies, a search for
peer-reviewed studies in the databases Web of Science Core
Collection, MEDLINE, ERIC, PsycINFO, PSYNDEX,
CINAHL, and IEEE was performed without date restrictions.
Manual searches were performed additionally to identify gray
literature. The search query was developed according to the
guidelines of the Peer Review of Electronic Search Strategies
and included keywords on the topics of intensive care and
telemedicine. The full queries are provided in Multimedia
Appendix 1. The search records were downloaded in the
reference software Citavi version 6 (Swiss Academic Software).

In the step selection of study, both titles and abstracts were
screened, and studies not dealing with a relevant topic or method
were removed. Results were then screened to find articles where
the PICO (Patient, Intervention, Comparison, Outcome)
framework could be identified. We included articles with at
least three of the PICO criteria summarized in Textbox 1.
Studies concerning interventions in neonatal and pediatric ICUs
were excluded from this scoping review.

In the step data charting, article information was collected and
classified into extraction sheets according to the five domains
defined in the review protocol (see Textbox 2).

In the step data collating, summarizing, and reporting, the
information was organized and clustered into an evidence map.
The evidence map provided a summary of the scoping review
results. During the review process, a core research team was
created to provide feedback and discuss findings. The research
team was composed of a doctoral researcher with a background
in health economics (author CG), a medical data science
professor (author FB), a medical informatics professor (author
MB), an anesthesiologist with intensive care specialty and main
coordinator of a tele-ICU project (author BW), an anesthesiology
researcher with a specialty in digital health (author ASP), a
professor of digitalization (author DF), and an anesthesiologist
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with intensive care specialty (author RM). The research team
was asked to consider the information from data charting,

provide insights, and discuss results. Differing views were
resolved through discussion until consensus was reached.

Textbox 1. PICO (Patients, Intervention, Comparison, Outcomes) criteria.

Patient

Participants provided telemedical intensive care.

Intervention

Telemedical system implemented with one more an intensive care units (ICUs).

Comparison

Comparison with the standard of care without tele-ICU intervention.

Outcomes

All outcomes eligible for inclusion.

Textbox 2. Data charting domains.

Implementation context

A. Clinical focus

Level of intensive care specialization. Generalist (medical intensive care unit [ICU], surgical ICU) or specialized clinical focus (ie, sepsis, cardiology,
neurocritical).

B. ICU type

Level of intensivist involvement in patient care. Defined by staffing model of ICU (ie, open vs closed ICU models).

C. Hospital type

Category of hospital involved in tele-ICU intervention (ie, tertiary or community hospital). Community hospitals are defined as nonfederal, short-term
general hospitals under 500 beds [20].

D. System configuration

Technical architecture (ie, centralized vs decentralized), staff allocation (ie, continuous vs scheduled), and mode of communication of the tele-ICU
system (ie, high or low data intensity).

E. Implementation rationale

Main rationale provided in the study for tele-ICU intervention, use case for telemedical system in the ICU.

Results

Selection of Relevant Studies
The flowchart in Figure 1 outlines the records yielded by the
search. A total of 3019 results were retrieved, including 489

duplicates. After screening, 104 records were eligible for
full-text analysis and 25 were included in the final analysis.
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flowchart. PICO: Patient, Intervention, Comparison,
Outcomes.

Characteristics of Tele-ICU Studies Included in the
Scoping Review
The 25 studies included in this review were published between
2004 and 2019. Out of 25 articles, 21 (84%) referred to tele-ICU
implementation within the Unites States, while the remaining
papers described implementation in Germany, India, Australia,
and Saudi Arabia. Regarding the research methods used in the
studies, we found that 21 articles used pre-post comparison
designs, of which only 7 included a control group. The pre-post
design has been described as a quasi-experimental research
design [12,21], for which a random assignment of patients
between treatment and control group was not performed. The
remaining 4 publications used other methods, such as interrupted
time series, and half of these included a control group. We found
no examples of randomized controlled trials.

Results From Data Charting
Table 1 summarizes the data charting results for the 5 research
domains and provides definitions for each category.

First, we outline results for the domains pertaining to context
of implementation (domains A to C). For domain A, most
telemedical implementations did not have a specific clinical

focus (n=21, 84% of the studies), with only a few cases of
specialized interventions. For domain B, tele-ICU interventions
were predominantly implemented in ICUs featuring aspects of
the open model. In these interventions, the primary physicians
or surgeons retained full responsibility for the patient (n=10,
40% of the studies) or with limited intensivist involvement only
(n=9, 36% of cases open/closed). Regarding domain C, although
44% (n=11 studies) of interventions were implemented in
tertiary hospitals, a large subset was in community settings and
in organizations spanning both tertiary and community hospital
settings.

Second, concerning the system configuration results in domain
D, centralized architectures (eg, tele-ICU Command Center)
were the predominant implementation setup. Relating to the
staffing model, the continuous care setup was used in 13 (52%)
of the studies, where the remote care team assumes constant
patient monitoring. Scheduled interventions (eg, daily intensive
care rounds) were found in 9 (36%) cases. Finally, most
telemedical systems (n=19, 76%) enabled remote real-time
access to patient data. To summarize this information, we
classified the system configurations into three clusters, as
outlined in Figure 2.
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Finally, concerning the implementation rationale defined in
domain E, three main use cases were defined for tele-ICU
interventions. We classified 13 (52%) publications under the
use case 1 summarized by the term extending coverage. In this
group, studies cited intensivist shortage, need for additional
intensivist coverage, and extension of intensivist resources as
a rationale for the intervention. A total of 10 (40%) studies were
classified under use case 2, summarized by the term improving

compliance. In this group, studies cited the increase in adherence
to compliance with care bundles, clinical practice guidelines,
or care quality initiatives as the main rationale. We classified
two studies in use case 3, summarized by the term facilitating
transfer. Studies in this category cited the screening or
monitoring of patients prior to transfer to or from an ICU as the
main rationale.

Table 1. Data charting results: interventions and context.

Studies (N=25), n (%)DefinitionDomain and category

Implementation context

Clinical focus

21 (84)No specific clinical focus identified (MICUa, SICUb)General

4 (16)Specific clinical focus (ie, sepsis, cardiology, neurocritical)Specialized

ICUc type

10 (40)Primary physician has full-time responsibility for patient careOpen

9 (36)Features of both open and closed modelsOpen/closed

6 (24)Intensivists available with full responsibility for patient careClosed

Hospital type

11 (44)Tertiary care institutions or teaching hospitalsTertiary

4 (16)Care organization spanning tertiary and community settingsMixed

9 (36)Community hospitals or small medical facilityCommunity

1 (4)N/AdNot available

System configuration

5 (20)Continuous patient critical care monitoringContinuous

9 (36)Continuous monitoring including scheduled roundsMixed

9 (36)Scheduled consultation at regular interval. Virtual rounds.Scheduled

2 (8)Insufficient information providedNot available

19 (76)Tele-ICU Command Center or Hub centralizing patient careCentralized

5 (20)Distributed architecture without centralized hubDecentralized

1 (4)N/ANot available

18 (72)Direct staff remote access to patient dataDirect access

4 (16)Limited staff remote access (screen sharing) to patient dataLimited access

3 (12)N/ANot available

Implementation rationale

13 (52)Intensivist shortage, provision of extended coverageCoverage

10 (40)Adherence and compliance to critical care guidelinesCompliance

2 (8)Patients screening or triage for transfers to or from ICUTransfer

aMICU: medical intensive care unit.
bSICU: surgical intensive care unit.
cICU: intensive care unit.
dN/A: not applicable.
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Figure 2. Clustering system configurations.

Intervention Outcomes
This section presents results on the range of outcomes that were
found in the studies on ICU implementation, which are
summarized in Table 2.

First, a significant subset of studies provided results on at least
one medical outcome. Effect of tele-ICU intervention on length
of stay (LOS) was reported in 21 (84%) studies. This outcome
was defined as the number of inpatient days for the episode of
care in the ICU or in aggregate in the hospital. Results on
mortality rates were provided in 19 (76%) studies, including
ICU and hospital mortality. In 12 studies, reduction in LOS was
found to be significant. Reduction in mortality was significant
in 13 studies. Second, 8 (32%) studies measured the rate of

adherence to best practices and guidelines implementation,
summarized by the term compliance. A large subset indicated
a statistically significant increase in the level of adherence to
ICU standards. Third, under the header economics, 9 (36%)
studies provided results regarding cost-effectiveness of tele-ICU
interventions. In this subset, 6 (67%) studies reported
interventions as being cost-effective. Lastly, 2 studies in the
category transfer measured changes in rate of patient transfer
following intervention. One study measured the number of
transfers within the same facility (eg, for preadmission
diagnostic) and another the number of transfers to another
facility (eg, for advanced care). Finally, we note that none of
the studies included patient satisfaction scores. These results
are summarized as an evidence map in Figure 3.

Table 2. Data charting results: outcomes.

Of which reporting positive results, nReporting on outcome, nOutcome category

1221Length of stay

1319Mortality

78Compliance

69Economics

12Transfer
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Figure 3. Evidence map [22-46]. ICU: intensive care unit; LOS: length of stay.

Discussion

Principal Findings
This scoping review provided an overview of the literature on
telemedical interventions in the ICU. Based on a set of defined
domains, we were able to characterize the context of tele-ICU
studies and identify three use cases for tele-ICU interventions.
This analysis aimed to identify common features within the
heterogenous use of telemedical systems. Recent research
findings relevant for implementation under each use case were
outlined.

The first use case, extending coverage, included interventions
aimed at increasing intensive care coverage in contexts where
it is not (or only partially) available at the bedside. This use
case was found predominantly in community hospitals having
limited onsite critical care capacity. The second use case,
improving compliance, included interventions targeted at
improving patient safety, intensive care best practices and
quality of care. These interventions were found primarily in
tertiary care context. The third use case, facilitating transfer,
included telemedicine interventions targeting toward the
management of patient transfers to or from the ICU.

Use Case: Extending Coverage
Interventions were predominantly found in community hospitals
and in mixed community/tertiary contexts (eg, hospital groups
spanning one or several community branches). Tele-ICU
systems in this use case have been used to address specific issues
related to the delivery of critical care in community and rural
areas. Particularly in the United States, recent surveys indicate

that hospitalists (ie, physicians whose main focus is on general
medical care of patients who are hospitalized [47]) are still the
main physician in rural and community settings, reflecting a
general shortage in intensive care staffing [48]. Although
community hospitals face difficulties in hiring qualified critical
care personnel, some of them are subject to minimum
requirements to have full intensivist staffing during the day
[49,50]. In underserved areas, tele-ICU implementation can
therefore represent a valuable solution for the onsite provision
of intensive care expertise [51].

The predominant tele-ICU system configuration in this use case
was a centralized system featuring continuous remote staff
intervention from a workstation, with direct involvement in
patient care (configuration cluster: centralized continuous
monitoring). Team cooperation and sharing of responsibility
over patient care between the bedside and remote team are
central issues in this type of configuration. Our analysis showed
that different modalities of a remote care team have been
implemented. In some interventions, the main role of the remote
team was to consult and advise the bedside team (Zawada et al
[23], McLeroy et al [28], and Al-Omari et al [32]; n=3, 12% of
studies), whereas in other cases, remote staff were granted a
different level of authority on patient care at the discretion of
the bedside team (Sadaka et al [29], Morrison et al [27], Thomas
[24], Willmitch et al [26], Franzini et al [25], and Breslow et al
[22]; n=6, 24% of studies). Achieving an appropriate degree of
cooperation between bedside and remote care has been described
as a success factor of telemedical interventions [10,52]. Recent
literature on the impact of tele-ICU interventions suggest that
effectiveness is enhanced when comanagement and clear
autonomy of the remote care team are allowed [10,36].
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Particularly for intensive care nurses, there is a need to establish
clear rules of engagement to avoid conflicting orders between
bedside and remote teams [53]. A recent ethnographic review
also indicates that the perceived value of the intervention by
bedside staff is a contributing factor to the success of the
intervention [14]. The core research group discussed in particular
the aspect of bedside physician’s trust in the remote specialist.
As an example, situations where an experienced physician of a
nonacademic hospital in a rural area collaborates with a less
experienced physician at a university hospital telemedical center
can raise the issues of perceived value and trust between remote
and bedside personnel. Therefore, the involvement of bedside
staff during planning, system implementation, and training is
recommended to enhance organizational acceptance [54,55].
As part of the implementation process, actions targeted at team
cohesion (eg, team building) and use of standardized
communication practices between teams can enhance the
implementation of new workflows [56,57]. Implementation of
health technology can lead to changes in work practice inside
the care team, in particular for nursing and support staff [58].
Clear definition of the roles, responsibility, and composition of
the team should therefore be addressed early on during the
planning of the intervention.

Implementation of tele-ICU systems has been advanced as a
solution for community hospitals facing the challenge of
sustaining the cost of maintaining a local ICU with high standard
of care. Economic evaluations of tele-ICU interventions are
therefore an important aspect for consideration in the community
settings. With tele-ICU systems, community hospitals have the
potential to treat patients with a higher case mix index locally
and at lower cost [51]. At the same time, high cost of tele-ICU
systems has been described as a barrier to implementation [59].
Our finding indicates that studies on cost-effectiveness in this
use case have not yielded uniform results. The included studies
in this review have used heterogeneous approaches to estimate
savings and revenue increase following tele-ICU
implementation. We corroborate previous observations
concerning the lack of transparency and comprehensive data
on costs, which hinder comparisons and clear statements
regarding cost-efficacy [59,60].

Use Case: Improving Compliance
In this use case, ICU systems were primarily configured as
scheduled daily rounds from a tele-ICU center (configuration
cluster centralized scheduled interventions; n=4, 16% of studies)
and decentralized systems allowing expert remote consultations
(configuration cluster decentralized scheduled interventions;
n=5, 20% of studies). Interventions in the use case are mainly
focused on advancing adherence to best practices in the ICU
and increasing patient safety. They consisted in establishing
critical care processes in which the remote care teams monitor
relevant quality indicators (eg, prophylaxis for stress ulcer,
ventilator-associated pneumonia, or deep vein thrombosis). In
our analysis, there is some evidence that ICU interventions are
conducive to higher adherence to best practices in the ICU and
enhance patient safety, thereby corroborating earlier
observations on efficacy [51]. We found that most evidence for
this type of intervention has been reported in tertiary care
hospitals with a closed or mixed ICU model. Additional research

would be needed to understand how this type of intervention
could be beneficial in other hospital contexts. The review
highlighted an intervention specialized on prevention of sepsis
(Deisz et al [42]), for which compliance to the care bundle was
found to remain low [61,62].

We hypothesize that the efficacy of these interventions is derived
from a combination of change in the care process (eg, increased
use of reminders and checklists) and the use of decision support
systems (eg, smart alerts). Tele-ICU systems are conducive to
real-time benchmarking of performance and allow targeted
actions to enhance compliance and care quality. Surveillance
systems can improve resource allocation by allowing for more
rapid response time and faster escalation of the most acute cases
[54]. Additionally, tele-ICU systems have been shown to reduce
alarm fatigue through triage and curation of automatic alerts by
remote care teams [51,59]. In recent literature, the potential of
population management systems allowing targeted interventions
on patients with high risk factors has been highlighted [63].
Significant amount of data generated by tele-ICU systems can
be leveraged for the development of advanced applications [64].
A recent systematic review on telemedicine with clinical
decision support for critical care indicated the need for further
research on the use and efficacy of advanced applications in
units equipped with telemedical systems [65].

Use Case: Facilitating Transfer
Interventions in this use case are aimed at supporting patient
transfers between hospitals (ie, referral to higher level hospital)
and monitoring patients during admission in the ICU from
another department (eg, emergency department). This form of
intervention has been described in the literature as consultative
critical care services [66]. One study in the review documented
the benefit of these interventions for patients in the emergency
department with suspected sepsis diagnosis [54]. Based on the
studies in the review, we can corroborate previous reports that
no strong evidence has been found regarding the benefit on the
number of transfers for this type of interventions [67].

Limitations
Our approach has multiple limitations. First, the studies included
in the review used heterogeneous research methods. Authors
provided varying degree of details to describe the intervention
setup and implementation context. Aspects such as staff
interaction and level of autonomy have been provided only in
a limited number of studies, so that our ability to draw
generalizable conclusions on these aspects of tele-ICU
interventions has been limited. Second, relying on the expertise
of the core research group to complete the data charting was
qualitative in nature and potentially subject to bias. A discussion
process section was established to mitigate the interpretation
bias in our approach. Third, the scope of this review was limited
to the implementation of tele-ICU systems for adult patients,
and critical care telemedical interventions have also been
documented in pediatrics and neonatology. Some of our
conclusions might therefore not be applicable to these settings.

Conclusion
Tele-ICU systems have been deployed in numerous
implementation contexts, which we characterized in three main
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use cases. The benefits of tele-ICU interventions have been well
documented for centralized systems aimed at extending critical
care capabilities in community settings and improving care
compliance in tertiary hospitals. This scoping review provides
teams involved in the implementation of tele-ICU systems with
an overview of existing evidence on the technology. It highlights
factors that are conducive to successful implementation for

different critical care context. This review also mentions areas
for future research on tele-ICU interventions. Furthermore, the
framework for describing the implementation context used in
this scoping review could be used for analyzing other types of
telemedical interventions or other domains of intervention (eg,
traumatology, pediatrics, neonatology).
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Abstract

Background: Emergency telehealth has been used to improve access of patients residing in rural and remote areas to specialist
care in the hope of mitigating the significant health disparities that they experience. Patient disposition decisions in rural and
remote emergency departments (EDs) can be complex and largely dependent on the expertise and experience available at local
(receiving-end) hospitals. Although there has been some synthesis of evidence of the effectiveness of emergency telehealth in
clinical practice in rural and remote EDs for nonacute presentations, there has been limited evaluation of the influence of contextual
factors such as clinical area and acuity of presentation on these findings.

Objective: The aims of this systematic review are to examine the outcome measures used in studying the effectiveness of
telehealth in rural and remote EDs and to analyze the clinical context in which these outcome measures were used and interpreted.

Methods: The search strategy used Medical Subject Headings and equivalent lists of subject descriptors to find articles covering
4 key domains: telehealth or telemedicine, EDs, effectiveness, and rural and remote. Studies were selected using the Population,
Intervention, Comparator, Outcomes of Interest, and Study Design framework. This search strategy was applied to MEDLINE
(Ovid), Cochrane Library, Scopus, CINAHL, ProQuest, and EconLit, as well as the Centre for Reviews and Dissemination
databases (eg, National Health Service Economic Evaluation Database) for the search period from January 1, 1990, to May 23,
2020. Qualitative synthesis was performed on the outcome measures used in the included studies, in particular the clinical contexts
within which they were interpreted.

Results: A total of 21 full-text articles were included for qualitative analysis. Telehealth use in rural and remote EDs demonstrated
effectiveness in achieving improved or equivalent clinical effectiveness, appropriate care processes, and—depending on the
context—improvement in speed of care, as well as favorable service use patterns. The definition of effectiveness varied across
the clinical areas and contexts of the studies, and different measures have been used to affirm the safety and clinical effectiveness
of telehealth in rural and remote EDs. The acuity of patient presentation emerged as a dominant consideration in the interpretation
of interlinking time-sensitive clinical effectiveness and patient disposition measures such as transfer and discharge rates, local
hospital admission, length of stay, and ED length of stay. These, together with clinical area and acuity of presentation, are the
outcome determination criteria that emerged from this review.
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Conclusions: Emergency telehealth studies typically use multiple outcome measures to determine the effectiveness of the
services. The outcome determination criteria that emerged from this analysis are useful when defining the favorable direction for
each outcome measure of interest. The findings of this review have implications for emergency telehealth service design and
policies.

Trial Registration: PROSPERO CRD42019145903; https://tinyurl.com/ndmkr8ry

(J Med Internet Res 2021;23(11):e30632)   doi:10.2196/30632

KEYWORDS

telehealth; telemedicine; clinical effectiveness; treatment outcome; rural population; rural health; remote

Introduction

Background
The significant health disparities for residents of rural and
remote communities compared with metropolitan or urban
populations raise questions of equity and access to health
services. Multiple reasons have been put forward internationally
to explain these health disparities [1-4]. Limited access to health
care is seen as a major contributor to rural or remote and
metropolitan or urban health disparities, with workforce supply
central to this discourse [5-10].

Emergency department (ED) services are an essential component
of the health system, often serving as the first or only point of
contact for patients requiring medical care. Patients presenting
to tertiary center EDs, often in an urban location, can be assured
of a well-supported ED with sufficient post-ED care within the
same hospital or at another hospital within a short distance [11].
Transfer decisions in rural and remote EDs do not generally
have the assurance of timely and appropriate follow-up care.
The challenges in rural and remote ED care are 2-fold. First,
variations are evident in the capability of local hospitals, arising
mainly from the lack of economy of scale to justify investments
in a full range of capabilities and inpatient wards for continued
treatment and monitoring after completion of ED care. Second,
the time needed and distance involved to reach definitive health
care compared with suburban or urban settings [12] can delay
time-critical treatments such as thrombolytic treatments to
resolve a dangerous clot in the blood vessels. This means that,
in making decisions around patient dispositions, local hospital
capabilities and distance from destination hospitals should be
considered together with the patient’s clinical conditions.

Emergency telehealth services provide rural and remote hospitals
with timely specialist expertise to increase staff support during
critical ED encounters [12], to some extent mitigating the
inequities in workforce supply. The key question in the
evaluation of the effectiveness of an emergency telehealth
service is whether this increased specialist workforce
participation in rural and remote ED presentations improves
patient outcomes by delivering more timely and effective care.

Only 1 systematic review has examined the use of telehealth in
rural and remote EDs, and its focus was on noncritical
emergency presentations [11]. The scope of ED services
included in the review ranged from telepsychiatry to assist with
mental health emergency presentations and teleophthalmology
for acute eye concerns requiring ophthalmologist assessment
to tele-emergency, half of which involved the use of

teleradiology and consultation with other subspecialists [11].
The outcomes of interest were uptake of the telehealth program,
change in diagnosis or management plan, patient transfer rate,
and patient dispositions (discharge, local admission, and
discharge against medical advice) [11]. Of the 15 studies
reviewed, 5 reported the influence of telehealth on patient
diagnosis or management, with teleconsultations changing the
diagnosis or management in 18%-66% of the consultations
[13-17]. The review also discussed the dependence of patient
dispositions on telehealth program design and observed close
linkages between the rate of patient transfer, discharge, local
admission, and discharge against medical advice and emergency
telehealth use [11]. Most of the studies included in the review
reported increases in patient transfer rates [11]. A total of 4
studies aligned telehealth with a reduction in unnecessary patient
transfers [15,18-20]. Apparent in the review was the reduction
of unnecessary transfers and secondary overtriage
(misidentification of noncritical patients as critically ill at initial
presentation), which translated into increased local hospital
admissions and reduced discharge after teleconsultation [19,20].

Whether reduced unnecessary transfer and increased local
admission are favorable outcomes for patients depends on the
acuity and health conditions being treated as well as the
infrastructure and workforce capabilities of the local hospitals
to accommodate the increased demand. For the same reasons,
transfer avoidance may not always result in favorable outcomes
for patients presenting to rural and remote EDs. Similarly, an
increase in local hospital admission may not always lead to
favorable patient outcomes if specialist consultations through
telehealth alone do not change the capability of local
(receiving-end) hospitals to continue caring for patients
presenting to the ED in critical conditions. While identifying
outcome measures, the systematic review of the use of telehealth
in managing emergencies in rural and remote EDs did not
consider the relevance of outcome measures across the various
clinical contexts such as clinical area and the acuity of
presentation. In addition, its focus was on noncritical
presentations only [11].

Objective
The aim of this systematic review is to examine the outcome
measures used in studying the effectiveness of rural and remote
emergency telehealth services and analyze the clinical context
in which these outcome measures were used and interpreted.
The findings from this review provide insight into evaluating
the clinical impact of telehealth services in rural and remote
EDs and will assist in the design of future studies on the
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effectiveness and cost-effectiveness of emergency telehealth
services in the rural and remote context.

Methods

Study Selection
This systematic review followed the effectiveness part of a
published protocol on reviewing the literature on the

effectiveness and cost-effectiveness of telehealth services in
rural and remote EDs [21]. Studies were selected using the
Population, Intervention, Comparator, Outcomes of Interest,
and Study Design framework (see Table 1 for inclusion and
exclusion criteria). Although there was a substantial body of
literature on using telehealth to support prehospital emergency
medical services, to restrict the scope, this review only included
studies taking place in hospital EDs and excluded records
reporting on the use of prehospital emergency telehealth.

Table 1. Selection criteria.

Exclusion criteriaInclusion criteriaParameter

Population •• Rural and remote populations treated outside of
the emergency department

Rural and remote populations treated in emergency depart-
ments

Intervention and comparator •• Descriptive studies without comparatorsEmergency telehealth versus treatment as usual including
the following: • Study focused on a mobile device or electronic

health records
• Telephone versus face-to-face consults
• Videoconference versus telephone consults

Outcomes •• Descriptive statistics without a well-defined effec-
tiveness measure

Timeliness of care
• Health service use
• Clinical effectiveness

Study design •• CommentariesRandomized controlled trials
• •Nonrandomized controlled trials Expert opinions

•• Government reportsQualitative research
• Strategic documents
• Single-case reports

Information Sources and Search Strategy
The search strategy used Medical Subject Headings and
equivalent lists of subject descriptors to find articles covering
4 key domains: telehealth or telemedicine, EDs, effectiveness,
and rural and remote (Figure 1).

This search strategy was applied to MEDLINE (Ovid), Cochrane
Library, Scopus, CINAHL, ProQuest, and EconLit, as well as

the Centre for Reviews and Dissemination databases (eg, the
National Health Service Economic Evaluation database) for the
search period from January 1, 1990, to May 23, 2020. The
reference lists of the included studies were hand searched to
include other peer-reviewed publications relevant to this review.
Finally, a search was conducted on Google using the phrase
“effectiveness of rural and remote emergency department
telehealth.”

Figure 1. Search strategy.
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Study Records

Data Management and Selection Process
The identified records were downloaded into EndNote
(Clarivate), where duplicate records were identified and
removed. A reviewer (CT) screened all the downloaded titles
and excluded those that were irrelevant to the review. The
abstracts of the preliminary list were classified into included,
excluded, and gray area according to the study selection criteria
[21]. The gray area abstract entries were independently
reviewed by 1 of the 3 other reviewers (SR, DH, or JB). The
articles excluded at full-text review were reviewed by another
reviewer. Data extraction was organized into data collection
tables, which were checked by a second reviewer (SR, DH, or
JB). Any disagreements were reviewed by a third reviewer and
agreed upon through discussion. The Joanna Briggs Appraisal
Checklists [22] that corresponded to the study designs were
used to assess the quality of the studies included for detailed
review. Alignment to more than 75% of all checklist items was
considered high-quality reporting, alignment to between 50%
and 74% was considered moderate-quality reporting, and

alignment to less than 50% was considered poor-quality
reporting [23,24].

Data Extraction and Synthesis
The articles included for full-text review were categorized by
clinical area, country, and operational use of telehealth
interventions (whether the telehealth was used to provide direct
consultation to patients at a remote end, to support local
clinicians in face-to-face patient care, or for remote monitoring
of changing health conditions). The outcome measures from
each study were also mapped against the clinical areas to
understand the use context of each type of measure. Each of the
study outcomes was separately reviewed by categorizing them
into clinical effectiveness or service use measures, the context
in which the outcomes were used, and any validity or data
quality issues noted. Data from the effectiveness studies
summarized above were used to build an evidence table for each
of the outcome measures identified. Salient trends were extracted
from this evidence table to compile separate summaries on
outcome measure use with favorable directions of change for
the time-sensitive clinical effectiveness (Figure 2), service use
(Figure 3), and clinical effectiveness measures (Figure 4).
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Figure 2. Summary of time-sensitive clinical effectiveness.
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Figure 3. Summary of health service use measures.

Figure 4. Summary of clinical effectiveness.

Results

Study Selection
The search of the electronic databases identified 934 records
for title screening. An additional record was identified from the
Google search. Of the total 935 records, 207 (22.1%) duplicate
titles and 528 (56.5%) irrelevant titles were removed. Of the
remaining 200 abstracts screened, 165 (82.5%) were excluded

because they did not fit 1 or more of the inclusion criteria. A
full-text review of the remaining 35 records identified a further
15 (43%) that did not meet 1 of the inclusion criteria. An
additional record was identified from hand searching of the
reference lists of the included records. Detailed review and data
extraction were performed on 21 articles. A PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses)
flow diagram is presented in Figure 5.
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Figure 5. Flow chart diagram of the study selection.

Multimedia Appendix 1 [25-36] summarizes the bibliographic
information from individual records, including information
related to the telehealth intervention, study details, and the
authors’ assessment of the reporting quality. Of the 21 studies,
14 (67%) were of high-quality reporting according to the criteria
used in this review.

Study Characteristics
The studies were categorized according to clinical area and
country of implementation (Table S1 of Multimedia Appendix
2 [25-36]). Of the 21 records reviewed, the most frequently
assessed service (6/21, 29%) was telestroke [16,25-28,36]. Other
clinical area categories included ED services in rural and remote
regions [12,19,20,29], trauma [30-32], pediatrics [15,33], mental
health [18,34], ophthalmology [14], minor injury [13],
cardiovascular [35], and burns [17]. Of the 21 studies, 13 (62%)
reported telehealth interventions implemented in the United
States [12,15-18,20,27-29,31-34]; the other countries reporting
on telehealth interventions were the United Kingdom [13,14],

Australia [19,36], Finland [26], Germany [25], Norway [30],
and Poland [35].

A further categorization was conducted of the clinical area by
operational use of telehealth (Table S2 of Multimedia Appendix
2 [25-36]). Of the 21 studies, 12 (57%) involved a specialist
supporting local clinicians [12,14,15,17,19,25-28,33,34,36], 8
(38%) involved a direct consultation by a specialist physician
[13,16,18,20,29-32], and 1 (5%) concerned the provision of
diagnostic services [35]. Of the 8 direct consultations, 7 (88%)
were to a location staffed by a nurse practitioner, whereas 1
(12%) [18] involved a mental health specialist directly
consulting the patient in the absence of a local clinician. No
study documented an intervention involving remote monitoring
in the rural and remote emergency setting.

Study Designs of Included Studies
The studies included in this review identified study cohorts
according to whether the patients had telephone,
videoconferencing, or face-to-face consultations. In terms of
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the study design, 14% (3/21) of the studies were intervention
studies—of these 3 studies, 2 (67%) were randomized [13,16]
and 1 (33%) was nonrandomized [14])—10% (2/21) were
qualitative studies [12,30], and 76% (16/21) were cohort studies
[15,17-20,25-29,31-36]. There were 3 types of comparisons:
(1) comparing before-and-after telehealth interventions at spoke
hospitals [12,17-20,29,31] (the comparison of early-phase
telemedicine implementation with the mature phase of
telemedicine implementation in Kleinrok et al [35] and Bladin
et al [36] is also a form of before-and-after comparison); (2)
cross-sectional comparisons such as the following: (i)
comparison between the videoconferencing consultation
(typically referred to as telemedicine) at the spoke hospital and

face-to-face consultation at the hub hospital [25,27,28], (ii)
comparison within spoke hospitals between cohorts of patients
who received telemedicine consultation and patients receiving
only face-to-face consultations with a local clinician
[13,14,32-34], and (iii) comparison between telemedicine and
telephone consultations [15,16,30,33]; and (3) comparison of
a telemedicine study cohort with population cohort–based data.
A study on patients who had received thrombolysis compared
the study group with population thrombolysis data sets [26].
Table S3 of Multimedia Appendix 2 [25-36] lists author names
and year of publication against the study design categories and
comparison categories. Figure 6 illustrates the different types
of comparisons.

Figure 6. Comparisons used in rural and remote emergency department telehealth studies.

There was variability among the hub-and-spoke comparison
studies, all of which were related to telestroke. The focus of
10% (2/21) of the studies was on patient disposition after
thrombolysis: Wang et al [27] compared patients who received
thrombolysis locally with patients who were transferred and
then received thrombolysis at the hub, whereas Yaghi et al [28]
compared the data of patients who had received thrombolysis
locally, were transferred to the hub, and stayed locally. Barlinn
et al [25] compared patients who had had a stroke and who had
been transferred to the hub after telestroke consultation with
patients who had been admitted directly to the hub.

Synthesis of Effectiveness Findings

Overview
The included quantitative studies typically used multiple
measures within a study to assess effectiveness. Of the 19
quantitative studies, 13 (68%) showed improvement in 1 of the
primary outcomes [14-20,27-29,31-35] and 6 (32%) in 1 of the

secondary outcomes [13,15,17,18,29,34]. The effectiveness
measures were categorized into time-sensitive effectiveness,
service use measures, and clinical effectiveness, including
patient outcome.

Time-Sensitive Effectiveness Measures

Overview

Of the 19 quantitative studies, 11 (57%) showed improvement
in time-sensitive clinical effectiveness, including significant
changes in ED length of stay [18,29,32], hospital length of stay
[17,31], and reduction in duration of ED care processes
(increased speed of care) [18,25,26,29,31,35,36]. Figure 2
summarizes the direction and findings on length of stay and
care process measures by clinical area.

Length of Stay

Length of stay was a measure of clinical effectiveness used in
the studies, and this has direct implication on resource use.
However, a decreased length of stay was not always interpreted
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as a favorable outcome across all studies. Increased hospital
length of stay at the burn center was used to indicate a higher
degree of diagnostic accuracy at the local hospital [17], whereas
videoconferencing consultation was shown to improve the
accuracy of triage [17]. Decreased local hospital length of stay
was considered favorable in trauma care because of the
promptness of radiologic evaluation through telehealth
intervention [31], leading to faster disposition decisions.
Similarly, a reduction in the ED length of stay reflected timely
ED care for trauma [32] and mental health [18,34], whereas a
longer ED length of stay reflected the expanded capacity of
local EDs to manage patients locally [29]. Of the 19 studies, 2
(10%) showed equivalent local and tertiary hospital lengths of
stay [19,27]; no study showed a worse outcome in terms of
length of stay.

Care Processes

The process-of-care measures have been used to indicate service
efficiency, but they are not always related to effectiveness.
Improvements in care processes were shown in cardiovascular,
stroke, and trauma care and were related to reaching clinical
decisions and providing treatment interventions faster than usual
care [16,25,26,31,35]. A significant reduction in
door-to-consultation time was noted in delivering specialist
mental health services [18] and when a combined rural and
remote ED cohort [29] was studied. Treatment-related duration
can affect clinical effectiveness in some clinical areas, for
example, in the case of telestroke, time to thrombolysis
(recombinant tissue plasminogen activator) or
door-to–endovascular thrombectomy time. None of the studies
provided direct evidence on the relationship between
treatment-related durations and patient outcome.

Telehealth in rural and remote EDs made little difference to
speed of care when the time gap was calculated from the point
of symptom onset [16,25-27,35,36]. In the context of stroke
care, earlier studies demonstrated that involving telehealth did
not delay or speed up time to imaging and laboratory tests
[16,25,27]. This was likely to be related to the reliance of stroke
diagnosis on imaging and pre-established clinical standards in
practice. However, an Australian study has shown results to the
contrary where telestroke resulted in shorter door-to–computed
tomography scan time and door-to-needle time for stroke
thrombolysis [36]. A telestroke study showed longer time to
receiving a neurology examination and reaching a clinical
decision when videoconferencing was compared with telephone
consultations [16]. Consult durations were longer in the clinical
areas of minor injury than in face-to-face specialist consultations
and among patients who had had a stroke and who received
thrombolysis [13,26]; however, the duration of the consult
decreased as health services became acquainted with the
telehealth technology. These studies did not discuss the
significance of this finding; however, a 2- to 10-minute
difference in consult duration was minimal, considering the
improved accuracy and appropriateness of the transfer decisions.

Health Services Use Measures

Of the 19 quantitative studies, 6 (32%) showed significant
improvement in service use patterns in the clinical areas of rural
and remote EDs [19,20], mental health [18,34], minor injury

[13], and pediatrics [15]. In all, 5 of the service use measures
were related to patient disposition, including significant change
in hospital admissions [19,20,34], rate of discharge from ED
[19,20], appropriateness of transfer [15,19], and changes in
disposition plan [18], whereas 2 were related to significant
changes in service coverage, including an increasing proportion
of out-of-hour triage and consultation [18] and the proportion
of patients asked to attend follow-up clinics [13]. The direction
of outcome deemed favorable depended on the context of the
study. Figure 3 summarizes patient disposition and service
coverage measures and findings from the included studies by
clinical area.

Transfer Rates

Whether to transfer a patient and to which location are important
clinical decisions in rural and remote EDs. Depending on the
capability and capacity of local hospitals, the acuity of
presentation and the level of definitive care sought by the
transfer are directly related to the decisions to transfer or stay
locally. Transfer rates were interpreted together with admission
and discharge rates and had the function of examining the
appropriateness of service use. An acuity subgroup analysis in
Westbrook et al [19] demonstrated significant variation in
transfer rates between critical care and moderate trauma. That
is, telehealth increases the transfer rate of patients classified as
high acuity, which is mirrored in the reduced likelihood of local
admission in this cohort. Similarly, the significant reduction in
transfer likelihood of patients with moderate trauma is reflected
in the increased likelihood of discharge from local EDs [37].
Pediatric emergency telehealth studies reported increased odds
of transfer to lower-level care in pediatric triage [15] and
reduced transfer in pediatric patients with the highest-acuity
ED presentations compared with telephone consultations [38].
A study interpreted the observations on rates of transfer together
with the clinicians’ subjective perception of increased accuracy
of the clinical picture before arrival at the tertiary hospital [15],
whereas another study regarded changes in transfer rates as an
indication of health services use appropriateness [19].

Local Admissions and Discharge From ED

Patients who are not transferred are either admitted locally or
discharged home. This is another decision made by ED
clinicians in consultation with emergency medicine specialists
through telehealth. The reduction in the rates of discharge from
local EDs and increased local admission was observed in
Sterling et al [20] after the implementation of emergency
medicine specialist consultation with a local nurse practitioner.
This study did not stratify by acuity of presentation, and the
higher rate of local admission explained the decreased ED
discharge rate [20]. The change in discharge rate accompanying
increased local admission is contrary to that reported in
Westbrook et al [19], which involved decision-making by local
ED physicians in consultation with emergency medicine
specialists.

A reduced likelihood of local admission for patients classified
as critical care and increased likelihood of discharge from the
ED for patients with moderate trauma in Westbrook et al [19]
indicated the effectiveness of the intervention in identifying
patients who did not require further care, whereas in Sterling
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et al [20], increased local admission rate and decreased rate of
discharge from the ED were used to reflect the benefit of
telemedicine in augmenting local capacity to care for patients
locally, and this translated into increased financial viability of
local hospitals. The patients in Westbrook et al [19] were
classified as triage category 1 or were those with major or
moderate trauma, skewing toward higher acuity compared with
the Sterling et al [20] patient cohort. The variation in patient
acuity reflected the base local hospital capability that the
emergency medicine specialists were supporting. This
demonstrated the differing use of these measures across patient
acuity levels.

In addition, the different patterns of changes in the rates of
transfer and discharge from the ED between the Westbrook et
al [19] and Sterling et al [20] studies are not likely to be
attributable to telehealth consultations. It is more likely a result
of the difference in disposition practices for patients who stayed
locally. Spoke hospitals in Westbrook et al [19] may have cared
for and discharged patients from EDs, whereas in Sterling et al
[20], the patients may have been transferred to the inpatient
department for the same care, which is why they were not
considered discharged from the ED.

For mental health ED presentations, an increased combined rate
of hospital admissions [34] and an increased range of
dispositions [18] were considered a favorable outcome from
telehealth interventions. Sterling et al [20] showed an increased
rate of discharge against medical advice after implementation
of a telehealth service. In other words, when the treating
physician was not physically present, patients were more likely
to act against medical advice.

Service Coverage

Telemedicine was effective in redistributing or increasing
service coverage in the ED. Southard et al [18] demonstrated a
redistribution of mental health triage and consultation completed
in the evening and night shifts, and Benger et al [13] showed
an increase in the proportion of patients with minor injuries
asked to attend follow-up appointments after telemedicine
consultation. Other service coverage measures included the
proportion of patients radiographed for minor injury [13],
median total ED patient volume [20], and the odds of using
diagnostic imaging in patients with trauma [32], but the studies
did not show significant change in these service coverage
measures.

Clinical Effectiveness Measures
Clinical effectiveness is an indication of safety and quality and
can be used as a surrogate measure for patient outcome. Of the
19 quantitative studies, 9 (47%) showed improvement in clinical
effectiveness, including diagnosis accuracy [14,15,17], treatment
appropriateness [16,33,34], and improved patient outcome
[25,27,28], whereas 15 (71%) showed that telemedicine can
achieve effectiveness similar to that achieved by the comparator
interventions. The effectiveness measures included in-hospital
mortality [20,31,32,36], 3-month [26,28] and 6-month [34]
mortality, treatment complications [16,25,26,28,36], patient
outcomes [16,19,25-28], treatment rates [13,16,34], and consult
quality [15].

The measures for diagnosis accuracy and patient outcome were
clinical area dependent. A generalized study on telehealth in
rural and remote EDs used change in the rapid acute physiology
score from time of presentation to arrival of air retrieval service
as a measure of stability among transferred patients [19]. Apart
from the rapid acute physiology score, all other patient outcome
measures were stroke related (ie, functional scores, major
reperfusion after thrombolysis, intracranial hemorrhage, and
recurrent stroke rates) [16,25-28]. Figure 4 summarizes the
categories of the clinical effectiveness measure by clinical area,
with suggested outcomes hierarchy among these measures. As
reported above, treatment-related, time-sensitive clinical
effectiveness measures can also be surrogate measures for
patient outcomes.

Risk of Bias in Individual Studies
The most significant risk of bias within the studies was related
to study design. The risk of bias is high in before-and-after
comparison studies because systems change over time, which
cannot be controlled [20]. The studies did not report on the
details of system change; therefore, this risk of bias could not
be addressed in this review. Study designs involving
cross-sectional comparisons could not be randomized and
experienced selection bias pertaining to severity, with higher
severity among the telemedicine groups, that is, tendency to
consult emergency medicine specialists when managing patients
classified as more severe.

The tendency to recruit greater number of telemedicine cases
from larger spoke hospitals diluted the effect of remoteness on
the effectiveness of telehealth when the results were interpreted
as a whole. This is a significant selection bias in telehealth
studies and highlights the gap in the published literature on the
impact of telehealth in remote and very remote regions.

Other risks of bias in individual studies related to the sample
sizes. Of the 21 studies, 7 (33%) had sample sizes of fewer than
100 patients [14,16-19,26,27]. The studies also reported
selection bias in relation to local (receiving-end) clinicians’
preselected cases for telehealth consultations when hospital
transfers were considered. This process selected patients whose
transfers were more imminent after telemedicine specialist
consultations.

A further weakness in many of the included studies was that of
attribution. The studies assumed the clinical or service use
effectiveness to be associated with the telehealth interventions
without considering potential confounders.

Discussion

Principal Findings

Context of Intervention
Telehealth interventions were considered effective when their
implementation resulted in improvement or equivalent clinical
or service use outcomes. The indicators used to measure
favorable patient outcome were unidirectional; that is, better
outcome pertains to change of the indicator in 1 direction.
However, time-sensitive effectiveness and service use measures
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were interpreted differently, depending on the context of the
intervention.

Patient Dispositions
Patient disposition measures were dependent on the severity of
the presenting illness and the level of definitive care compared
with the hospital of origin and clinical area. Higher rate of
transfer and shorter local ED or hospital length of stay were
considered favorable in higher acuity ED presentations such as
triage 1 or major trauma, and the reverse was true in less
life-threatening conditions such as mental health and moderate
trauma. This concurs with the findings from the observational
study conducted on the North Dakota critical-access hospital
ED cohorts where the interhospital transfer rate was not
associated with telehealth use after adjusting for severity of
illness [39]. The pediatric emergency telehealth studies
considered an additional factor of the relative level of definitive
care. Transfers to lower-level care increased with telehealth
consultations [15], whereas transfers to higher-level care
decreased in pediatric cases with the highest acuity [38].

Timeliness of Care Measures
Telestroke was effective in maintaining the same level of
timeliness once a patient arrived at the ED, whereas in other
clinical areas, telehealth resulted in faster transitions from
consultation to diagnosis and treatment. Timeliness of the care
measures reflected factors modifiable by telehealth. For
example, the significant reduction of door-to-consultation time
may be explained by the shortage of workforce and specialist
skills in the rural and remote EDs, which were modifiable using
telehealth consultations. The observation in telestroke—no
significant change in timeliness of care—was explained by the
dependence on access to imaging and other diagnostic tests,
which were local processes that were not modifiable by
telehealth consultations. The competent use of technology was
also a factor influencing time-sensitive clinical effectiveness.

Changing Service Use Patterns
Favorable service use patterns involved a redistribution of
resources, such as changes in disposition plan, changes in the
pattern of interhospital transfers [19,20,32,37,38], or
redistribution of ED triage and medical consultation to evening
and night shifts instead of a concentration of medical
consultations during day shifts [18]. These changes indicated
the effectiveness of telehealth in facilitating more appropriate
use of health resources, which did not always translate into an
absolute reduction of service use or cost savings for the health
systems. Furthermore, transfer rates stratified by acuity of
presentation and their impact on local hospital admission and
ED discharge rates are also a meaningful service use measure
for emergency telehealth service evaluation. This also indicates
the effectiveness of specialist consultation in changing resource
use patterns at a local level.

The synthesis from this review indicated that favorable health
service use patterns can be expected across different clinical
areas where the impact of a specialist workforce shortage is
modifiable by telehealth implementation in these settings.
Dorsey et al [40] observed 3 interlinking trends shaping
telehealth, including the transformation from increasing access

to eventually reducing cost rationalizing the potential for
telehealth to reduce time spent accessing specialist services and
increase the intensity of services to the 20% of the people
accounting for 80% of the health expenditure. Changes in cost
were not considered in this review, and the synthesis in this
systematic review did not find conclusive evidence to support
this trend in the context of acute presentation to rural and remote
EDs. However, the increasing local hospital admission rate due
to the addition of clinical expertise through emergency telehealth
has been discussed in a study as a means of increasing local
hospital revenue [20]. The changes in patient disposition, such
as reduction in admissions and transfers [19], also align with
the changes in the cost profile of the overall service delivery.

Patient Outcomes
Studies reporting clinical effectiveness demonstrated improved
clinical effectiveness in stroke, pediatrics, burns, mental health,
and ophthalmology, albeit by using different clinical or patient
outcome measures. We have identified a hierarchy of outcomes
in the studies: treatment-related timeliness, diagnosis accuracy,
quality of consults, and treatment appropriateness are all
categories of outcomes with potential impact on patients’
functional outcome or survival.

This review was conducted as part of a larger study on the
cost-effectiveness of telehealth in rural and remote EDs [21].
Patient outcomes are the foundation of cost-effectiveness
analyses in rural and remote EDs. The ideal outcome measure
to accommodate the wide range of ED presentations is
quality-adjusted life years (QALYs). When direct data collection
on QALYs is not a pragmatic option, it is often calculated from
a patient outcome measure. In telestroke studies, for example,
QALYs are derived from the modified Rankin Scale scores. A
further extension to this review on effectiveness measures in
rural and remote emergency telehealth services is the question
of using mortality and patient outcome measures to derive
QALYs for economic evaluation. This calls for future research
into the relationship between diagnosis accuracy and mortality
and functional outcomes and the derivation of QALYs from the
appropriate patient outcome measures for rural and remote EDs
and the receiving-end (local) hospital context of the emergency
telehealth service.

Limitations
Timeliness of the clinical decision and, where appropriate,
clinical intervention is critical to the effectiveness of acute ED
care. In this review, 2 components that contribute to timeliness
were not considered: the impact of prehospital emergency
medical services and the distance factor. The decision to exclude
studies on prehospital emergency medical services was made
to restrict the scope of this review to the effectiveness of
emergency telehealth services delivered in hospital settings.

The second limitation is related to the distance between the EDs
and the destination of transfer. This, combined with the
appropriateness of interhospital transfer decisions, contributes
to treatment delays in transit and may affect further patient care
(clinical) decisions. We were unable to determine the extent to
which telehealth was effective in bridging this gap across clinical
areas from the evidence reviewed. Although most studies
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reported on the distance between spoke and hub hospitals, it
was not possible to synthesize the impact of distance on the
effectiveness findings using the available information. The small
number of spokes included in the studies also made it difficult
to make meaningful comparisons in relation to the distance in
the studies.

The heterogeneity of the studies in this field rendered the
observation of relationships among different levels in the
outcomes hierarchy an impossible task. However, based on the
findings in this systematic review, future studies or evaluation
efforts are well placed to consider an outcomes hierarchy, with
surrogate outcomes leading to changes in patients’ functional
outcome and mortality in the same study.

Comparison With Prior Work
This review is the first in rural and remote emergency telehealth
to demonstrate the importance of understanding the context in
which effectiveness measures are applied in evaluating
telehealth. In designing telehealth services in rural and remote
EDs, the purpose of telehealth by clinical area and acuity of
presentation should be ascertained before setting targets for the
telehealth services or program. The context around the benefit
of telehealth in supporting more informed clinical decisions and
accurate diagnosis, more favorable health service use patterns,
and longer-term patient outcomes also has policy implications.

Policy makers should be cognizant of the complexities around,
and the limitations of, emergency telehealth in rural and remote

settings so as to set reasonable expectations regarding the
expected outcomes from this modality of service delivery. The
ascertainment of service goals should commence by examining
the purpose of telehealth by clinical area, acuity of presentation,
receiving-end hospital capability, and the level of definitive
care to set appropriate performance targets.

Conclusions
Ascertaining outcome measures to accurately reflect the
contribution of telehealth in rural and remote EDs is a complex
task. Emergency telehealth studies typically use multiple
outcome measures to determine the effectiveness of the services.
The analysis in this systematic review has revealed 3 criteria in
outcome determination in this context: clinical area, acuity of
presentation, and the level of definitive care relative to the
hospital of origin. These criteria are useful when defining the
favorable direction for each outcome measure of interest.

The findings from this review inform the motivation and
expectation of emergency rural and remote telehealth services
in the design phase. The evidence from this review indicates
that emergency telehealth service adoption has resulted in better
service use patterns by improving the diagnosis and making
first-line management modifiable by bringing in specialist
expertise in emergency medicine. However, the factors that
influence clinical decisions but are not modifiable by emergency
telehealth, such as receiving-end hospital capability, have not
been directly studied in the rural and remote ED context.
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Abstract

Background: High-frequency patient-reported outcome (PRO) assessments are used to measure patients' symptoms after surgery
for surgical research; however, the quality of those longitudinal PRO data has seldom been discussed.

Objective: The aim of this study was to determine data quality-influencing factors and to profile error trajectories of data
longitudinally collected via paper-and-pencil (P&P) or web-based assessment (electronic PRO [ePRO]) after thoracic surgery.

Methods: We extracted longitudinal PRO data with 678 patients scheduled for lung surgery from an observational study (n=512)
and a randomized clinical trial (n=166) on the evaluation of different perioperative care strategies. PROs were assessed by the
MD Anderson Symptom Inventory Lung Cancer Module and single-item Quality of Life Scale before surgery and then daily
after surgery until discharge or up to 14 days of hospitalization. Patient compliance and data error were identified and compared
between P&P and ePRO. Generalized estimating equations model and 2-piecewise model were used to describe trajectories of
error incidence over time and to identify the risk factors.

Results: Among 678 patients, 629 with at least 2 PRO assessments, 440 completed 3347 P&P assessments and 189 completed
1291 ePRO assessments. In total, 49.4% of patients had at least one error, including (1) missing items (64.69%, 1070/1654), (2)
modifications without signatures (27.99%, 463/1654), (3) selection of multiple options (3.02%, 50/1654), (4) missing patient
signatures (2.54%, 42/1654), (5) missing researcher signatures (1.45%, 24/1654), and (6) missing completion dates (0.30%,
5/1654). Patients who completed ePRO had fewer errors than those who completed P&P assessments (ePRO: 30.2% [57/189]
vs. P&P: 57.7% [254/440]; P<.001). Compared with ePRO patients, those using P&P were older, less educated, and sicker.
Common risk factors of having errors were a lower education level (P&P: odds ratio [OR] 1.39, 95% CI 1.20-1.62; P<.001;
ePRO: OR 1.82, 95% CI 1.22-2.72; P=.003), treated in a provincial hospital (P&P: OR 3.34, 95% CI 2.10-5.33; P<.001; ePRO:
OR 4.73, 95% CI 2.18-10.25; P<.001), and with severe disease (P&P: OR 1.63, 95% CI 1.33-1.99; P<.001; ePRO: OR 2.70, 95%
CI 1.53-4.75; P<.001). Errors peaked on postoperative day (POD) 1 for P&P, and on POD 2 for ePRO.

Conclusions: It is possible to improve data quality of longitudinally collected PRO through ePRO, compared with P&P. However,
ePRO-related sampling bias needs to be considered when designing clinical research using longitudinal PROs as major outcomes.

(J Med Internet Res 2021;23(11):e28915)   doi:10.2196/28915
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Introduction

Scientific Background
Patient-reported outcomes (PROs) are commonly assessed as
primary or secondary outcomes in clinical trials or observational
studies to evaluate the effect of medical interventions from the
viewpoint of patients without interpretation by professionals
[1-3]. PROs can help clinicians monitor adverse events [4],
relieve symptom burdens [5], guide clinical care [4,6], and
improve patient outcomes [6], such as quality of life (QOL) and
survival. However, PROs involve multiple self-evaluations over
time, and symptoms change frequently over the course of
treatment in clinical studies [7]. Especially in surgical research
and practice, daily assessments have been used to precisely
describe the trajectory of symptom relief and functional recovery
because the daily changes in symptoms in surgical patients have
been found to be statistically significant [8-10]. However,
whether the high frequency of assessment affects data quality
has seldom been discussed in studies using longitudinal PROs
as major outcomes.

What does “data quality” actually mean? Wang and Strong [11]
and Kahn et al [12] proposed that data should be of sufficient
quality to be of use to data consumers pursuing specific goals.
For longitudinal data repositories, Weiskopf et al [13]
characterized “data quality” as completeness. Charnock [14]
conducted a systematic review in 2019 and reported that all
papers referred to the importance of accuracy and completeness
when evaluating data quality. Currently, data quality evaluations
in longitudinal studies have focused on missing assessments
[15-17]. However, other issues, such as item nonresponse and
sample bias, have emerged over time [18,19], and these issues
may impact data availability and consistent interpretations.
Recent studies reported that repeated source data verification
could improve accuracy and completeness by 40% [19], and
better data quality could improve epidemiological inferences
[20]. Additionally, partly due to the lack of an international
definition of “error” [21], very few descriptions of the
determinants of poor data quality have been provided in clinical
studies [22]. Thus, there is an urgent need to characterize types
of errors and the factors that affect longitudinal data quality to
enable more interpretable results to be obtained from more
complete data.

Paper-and-pencil (P&P) or electronic-based assessment of PRO
(electronic PRO [ePRO]) are the 2 common modes used in
clinical practice [23,24]. Compared with the P&P method, ePRO
is more likely to generate complete data [17]; results in fewer
data entry errors [25]; is more user friendly [26]; results in a
shorter turnaround time [27]; and allows data to be processed,
reviewed, and disseminated quickly [28,29]. Currently,
interactive ePRO assessments can provide immediate feedback
from patients [30] and are a convenient means of monitoring
patients and delivering early warnings to clinicians [31,32]. In
surgical research, due to the daily changes in symptoms after
surgery [8-10], daily ePRO assessments have been used to

precisely describe symptom relief and functional recovery.
However, the often-mentioned disadvantages of ePRO
assessments are sample bias [15,22,33] and a lower response
rate [15-17,33]. Thus, generating a profile of the quality of data
obtained with P&P and ePRO assessments will guide the
appropriate selection of the mode of assessment.

Objectives
Daily PRO data collected via either P&P or ePRO assessments
over the course of recovery from thoracic surgery for malignant
or benign lung tumors were used in this analysis, with the
following aims: (1) to describe error patterns in PRO data
collected via the 2 major PRO measurement modes (ie, P&P
and ePRO); (2) to identify factors influencing the incidence of
errors; and (3) to generate profiles of the trajectories of errors
over the course of a high-frequency data collection schedule.

Methods

Data Sources
Data were extracted from 2 prospective studies: 1 observational
study [34] and 1 randomized controlled trial (RCT) [35]. The
2 original studies were approved by the Ethics Committee of
Sichuan Cancer Hospital (No. SCCHEC-02-2017-042 and No.
SCCHEC-02-2018-045).

All patients were assessed with the MD Anderson Symptom
Inventory Lung Cancer Module (MDASI-LC) [36] and the
single-item QOL scale [37] within 3 days before surgery and
then daily after surgery until discharge or for up to 14 days if
the patient stayed in the hospital for longer than 14 days after
surgery. The MDASI-LC consists of 2 parts. Part I includes not
only items regarding 13 core symptoms but also 3 items specific
to lung cancer. Part II includes 6 interference items.

All data collection communications with medical staff were
conducted face-to-face, and reminders were provided in the
hospitals. Patients were asked to consider their symptoms over
the previous 24 hours. When a participant completed and
submitted a survey, he or she was not able to later modify the
answers. On P&P assessments, signatures and data were
collected from the patients and researchers for each record. Any
time a patient modified a P&P form, the patient was asked to
sign below the modified item. Assessment through ePRO only
required the patient’s e-signature for each record.

The observational study used P&P, ePRO, phone-to-paper, and
mixed assessments, while the RCT used only ePRO assessments.
All PRO data were stored in the REDCap [38,39] online
management system. EPRO data were automatically imported
into REDCap within 24 hours, whereas the P&P forms were
manually entered into this platform. Both studies were approved
by the ethics committees of all participating hospitals. All
participants signed informed consent forms [34,35].

For the P&P assessments, the original paper questionnaires were
first checked by the data collectors for amendable errors (eg,
missing researcher signatures at the end of completed
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questionnaires). After both the P&P and ePRO data were entered
into REDCap, the database was closed and sent for a data audit
by a third team. The classification of errors was performed by
2 independent data management experts (QS and WD) with
experience in clinical research data management. Inconsistencies
were discussed within the audit team to reach a consensus. Data
with errors identified during the audit were then entered into
an electronic database in REDCap by 2 independent
investigators (HY and QY) and cross-checked. The audit
included (1) the withdrawal rate of each study; (2) patient
compliance with the scheduled times of the assessments; (3)
the completeness and accuracy of PRO forms with regard to
individual items; and (4) rate of missing signatures and dates
of completion.

Outcome Defined
Six types of errors were summarized into 2 groups, namely,
incompleteness and inaccuracy, and used as indicators of PRO
data quality:

• Incompleteness: any missing (1) individual items; (2) patient
signatures; (3) researcher signatures; or (4) dates of
completion.

• Inaccuracy: any (1) multiple selections for 1 item or (2)
missing patient signature on any modified answer.

When any type of error mentioned above was found for any
item on the MDASI-LC or QOL scale, it was counted as 1 error,
and the corresponding patient was defined as a patient with
error. A record of an error was defined as any error found for
each PRO instrument (MDASI-LC or single-item QOL). A time
point with any error in the record was labeled a time point with
an error. Overall errors refer to all errors of all types in all
records.

Data Analysis and Management
Reporting was performed according to STROBE guidelines
[40]. To be included in the analysis, a patient must have
provided PRO data at baseline and at least one additional time
point during follow-up. We used the mean (SD) or median
(range) for continuous variables and frequency (%) for
categorical variables to describe the variables. Differences were
analyzed using the 2-sample independent t-test, 2-sample
Wilcoxon test, chi-square test, and Fisher exact test as
appropriate. The withdrawal rate refers to the proportion of
patients who did not provide a response to the assessment prior
to the day of discharge. Patient compliance was calculated as
the number of PRO assessments returned divided by the number
of PRO assessments that should have been returned. We
analyzed at most 8 time points (1 time before surgery and 7
days after surgery) when creating the profiles of the trajectories
of the errors over time.

A multivariate generalized estimating equation (GEE) model
was constructed to select and estimate the associations between
potential risk factors and the incidence of errors for each mode
of assessment. The factors included age (≤55 year vs. >55 year),
sex (male vs. female), education (median school graduate or
below vs. above), employment status (employed vs. other),
surgical approach (video-assisted thoracoscopic surgery [VATS]

vs. thoracotomy), hospital type (provincial vs. municipal or

county level), BMI (≤23.9 kg/m2 vs. >23.9 kg/m2), smoking
status (yes vs. no), Charlson Comorbidity Index (CCI) score
(≤1 vs. >1), number of chest tubes (1 vs. 2), disease type
(not-lung cancer vs. lung cancer with pathological
tumor–node–metastasis [pTNM] stage>I, lung cancer with
pTNM stage ≤I vs. lung cancer with pTNM stage>I), and
postoperative hospital stay days (>6 vs. ≤6). The effect of risk
factors is presented as odds ratios (ORs) with 95% CIs. Using
Bonferroni correction [41] for multiple comparisons of risk
factor identification, statistical significance level was set at the
adjusted cutoff of P<.004, adjusted by the number of risk factors
(0.05/number of risk factors).

The GEE model was also used to describe the trajectories of
the incidences of errors over the 7 time points after surgery
between those who used the P&P and ePRO assessments. The
incidence of all errors or missing items was the dependent
variable and the baseline covariates (the significant variables
in the previous GEE model analysis), days after surgery (as a
continuous variable), assessment modes, and the interaction
between time and assessment mode were the independent
variables. The binomial distribution and logit link function were
adopted in all models. Co-variance structure types, such as
unstructured, autoregressive, independent, exchangeable, and
compound symmetric, were compared via quasi-likelihood
under the independence model criterion (QIC). The models with
QICs closest to 0 were closed as the final models.
Two-piecewise random coefficient models were used to analyze
trends before and after surgery. Time points with the highest
proportion of errors were defined as the change points in the
2-piecewise models. All P values were 2 tailed, and statistical
significance was set at the conventional cutoff of P<.05. All
data analyses were performed using the statistical software SAS
(version 9.4; SAS Institute).

Results

Participants
We extracted data pertaining to patients scheduled for lung
surgery from the observational study (n=512) and the RCT
(n=166). Thirty-six patients were excluded because they used
phone-to-paper or mixed assessments, and 13 patients had only
1 PRO record. Finally, 629 patients responded to either P&P
(n=440) or ePRO (n=189) assessments.

Patient characteristics are presented in Table 1. Compared with
those using P&P assessments, patients using ePRO assessments
were younger (51.5 vs. 55.5; P<.001), had higher levels of
education (67.2% [127/189] vs. 50.0% [220/440]; P<.001),
lower CCI scores (75.7% [143/189] vs. 60.7% [267/440];
P<.001), earlier stages of disease (compare with lung cancer
with pTNM stage >I, 85.2% [161/189] vs. 68.0% [299/440];
P<.001), were more likely to have undergone VATS (93.1%
[176/189] vs. 81.4% [358/440]; P<.001), and had shorter
postoperative hospital stay (5 days vs. 6 days; P<.001).
However, the differences in employment status, hospital type,
and BMI were not significant (Table 1).
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Table 1. Baseline characteristics of participants who filled out the P&Pa or ePROb assessment.c

P valuedP&P (n=440)ePRO (n=189)Variables

<.001 e55.5 (10.3)51.5 (10.8)Age (years), mean (SD)

<.001 f6 (2-41)5 (1-25)Postoperative hospital stay (days), median (range)

<.001 gGender, n (%)

247 (56.1)73 (38.6)Male

193 (43.9)116 (61.4)Female

<.001 gEducation , n (%)

220 (50.0)62 (32.8)Middle school or below

220 (50.0)127 (67.2)Higher than middle school

.62gEmployment status , n (%)

198 (45.0)85 (45.0)Employed

242 (55.0)104 (55.0)Unemployed, peasant, retired, other

<.001 gSurgical approach , n (%)

358 (81.4)176 (93.1)Video-assisted thoracoscopic surgery

82 (18.6)13 (6.9)Thoracotomy

.89gHospital type , n (%)

380 (86.4)164 (86.8)Provincial level

60 (13.6)25 (13.2)Municipal or county level

.15gBMI (kg/m2) , n (%)

276 (62.7)130 (68.8)≤23.9

168 (38.2)59 (31.2)>23.9

<.001 g262 (59.5)151 (79.9)No smoking historyh, n (%)

<.001 gCharlson Comorbidity Index score , n (%)

267 (60.7)143 (75.7)≤1

173 (39.3)46 (24.3)>1

<.001 gChest tube , n (%)

315 (71.6)96 (50.8)1

125 (28.4)93 (49.2)2

<.001 gDisease type , n (%)

82 (18.6)16 (8.5)Nonlung cancer

217 (49.3)145 (76.7)Lung cancer with pTNMi stage ≤I

141 (32.0)28 (14.8)Lung cancer with pTNM stage >I

aP&P: paper and pencil.
bePRO: electronic PRO (patient-reported outcome).
cNo data missing for demographic and clinical characteristic variables.
dStatistically significant values are italicized (P<.05).
eIndependent t-test.
fWilcoxon 2-sample test.
gChi-square test.
hFormer or current smoker except no smoking history.
ipTNM: pathological tumor–node–metastasis.
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Compliance With Scheduled Assessments Over Time
Of the 629 patients included in the analysis, 6.4% (28/440) of
the patients in the P&P group and 3.7% (7/189) of the patients
in the ePRO group withdrew from the studies during
hospitalization. A total of 440 P&P patients generated 3347

PRO records, whereas 189 ePRO patients generated 1291
records. The compliance rates ranged from 67% (6/9 in POD
14) to 100% (189/189 before surgery) for the ePRO group and
from 61% (17/28 in POD 14) to 100% (440/440 before surgery)
for the P&P group over time (Figure 1).

Figure 1. Proportion of patient compliance during 15 timepoints between different modes. ePRO: electronic PRO, P&P: paper and pencil, PRO:
patient-reported outcome.

Error Patterns
We found that 49.4% (311/629) of the patients had at least one
error, and a total of 1654 errors were identified. In Multimedia
Appendix 1, missing items (64.69%, 1070/1654) and
modifications without signatures (27.99%, 463/1654) were the
top 2 most frequently observed errors, followed by multiple
selections for 1 item (3.02%, 50/1654), missing patient
signatures (2.54%, 42/1654), missing researcher signatures
(1.45%, 24/1654), and missing completion dates (0.30%,
5/1654).

Multiple selections for a single item, modifications without
patient or researcher signatures, and missing completion dates
were only identified on P&P assessments, accounting for

32.77% (542/1654). Shown in Table 2, significant differences
in the number of involved patients were found for the overall
errors (ePRO: 30.2% [57/189] vs. P&P: 57.7% [254/440];
P<.001) and missing items (ePRO: 28.6% [54/189] vs. P&P:
55.0% [242/440]; P<.001). Very few “missing patient signature”
errors were identified, and the proportion did not differ between
the ePRO and P&P groups (2.1% [4/189] vs. 1.8% [8/440];
P=.76).

The error rates of each item (including missing items,
modifications without signatures, and multiple selections for 1
item) within PRO instruments are presented in Multimedia
Appendix 2. Overall errors and missing items were found in
4% of the items pertaining to distress and interferes (mood and
relations) on both types of assessments (ePRO and P&P).
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Table 2. Counts and proportion of involved patients and errors between assessment modes (ePROa vs. P&Pb).

P valuecInvolved patients, n (%)Errors (count), nError types

Paper (n=440)ePRO (n=189)Paper (n=440)ePRO (n=189)

<.001 d242 (55.0)54 (28.6)918152Missing items

140 (31.8)0 (0)4630Modifications without signatures

42 (9.5)0 (0)500Multiple selection for 1 item

.76e8 (1.8)4 (2.1)2814Missing patient signatures

11 (2.5)0 (0)240Missing researcher signatures

3 (0.7)0 (0)50Missing completion dates

<.001 d254 (57.7)57 (30.2)1488166Overall errors

aePRO: electronic PRO (patient-reported outcome).
bP&P: paper and pencil.
cStatistically significant values are italicized (P<.05).
dChi-square test.
eFisher exact test.

Factors Contributing to the Incidence of Errors
As shown in Table 3, patients with lower education levels (OR
1.82, 95% CI 1.22-2.72; P=.003), those treated at provincial
hospitals (OR 4.73, 95% CI 2.18-10.25; P<.001), and those
with severe disease (lung cancer with pTNM stage >I vs.
nonlung cancer: OR 2.70, 95% CI 1.53-4.75; P<.001) were
more likely to generate errors in the ePRO group. In the P&P
group, a lower level of education (OR 1.39, 95% CI 1.20-1.62;
P<.001), treatment in a provincial hospital (OR 3.34, 95% CI

2.10-5.33; P<.001), severe disease (lung cancer with pTNM
stage >I vs. nonlung cancer: OR 1.63, 95% CI 1.33-1.99;
P<.001), being younger (OR 1.47, 95% CI 1.15-1.88; P=.002),
male sex (OR 1.41, 95% CI 1.12-1.78; P=.003), thoracotomy
(OR 1.28, 95% CI 1.13-1.46; P<.001), a higher CCI score (OR
1.58, 95% CI 1.36-1.84; P<.001), and more chest tubes (OR
1.66, 95% CI 1.26-2.17; P<.001) were associated with a higher
risk of errors. The details of risk factors for missing items in
P&P and ePRO are shown in Multimedia Appendix 3.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e28915 | p.434https://www.jmir.org/2021/11/e28915
(page number not for citation purposes)

Yu et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 3. Factors associated with the error incidence rate of participants who filled out the (ePROa vs. P&Pb) assessmentsc.

Paper-and-pencil mode (n=440)ePRO (n=189)Factors

P valueeOR (95% CI)P valueeORd (95% CI)

.0021.47 (1.15-1.88).910.96 (0.48-1.93)Age (under 55 years vs. 55 years or older)

.0031.41 (1.12-1.78).730.93 (0.60-1.42)Gender (male vs. female)

<.0011.39 (1.20-1.62).0031.82 (1.22-2.72)Education (middle school or below vs. higher than
middle school)

.031.15 (1.02-1.31).710.93 (0.65-1.34)Employment status (others vs. employed)

<.0011.28 (1.13-1.46).011.95 (1.17-3.25)Surgical approach (thoracotomy vs. video-assisted tho-
racoscopic surgery)

<.0013.34 (2.10-5.33)<.0014.73 (2.18-10.25)Hospital type (provincial level vs. municipal or county
level)

.400.93 (0.79-1.10).181.36 (0.87-2.12)BMI (>23.9 kg/m2 vs. ≤23.9 kg/m2)

.281.14 (0.90-1.46).070.70 (0.47-1.03)Smoking statusf (yes vs. no)

<.0011.58 (1.36-1.84).032.40 (1.11-5.20)Charlson Comorbidity Index score (>1 vs. ≤1)

<.0011.66 (1.26-2.17).010.57 (0.37-0.89)Chest tube (2 vs. 1)

Disease type

.281.17 (0.88-1.57).291.21 (0.85-1.72)Lung cancer with pTNMg stage ≤I vs. nonlung cancer

<.0011.63 (1.33-1.99)<.0012.70 (1.53-4.75)Lung cancer with pTNM stage >I vs. nonlung cancer

.181.12 (0.95-1.32).690.90 (0.56-1.47)Postoperative hospital stay (6 days or above vs. under
6 days)

aePRO: electronic PRO (patient-reported outcome).
bP&P: paper and pencil.
cAdministration: generalized estimated equation model; α′=α/12=0.0042.
dOR: odds ratio.
eStatistically significant values are italicized (P<.05).
fFormer or current smoker except no smoking.
gpTNM: pathological tumor–node–metastasis.

Trajectories of Errors
The trajectories of overall errors and missing items over time
are illustrated for the ePRO and P&P assessments separately
(Figure 2). In the P&P group, 14.8% (65/440) of patients made
errors before surgery and then peaked on postoperative day 1
(POD 1; 117/440, 26.6%). The trajectory gradually decreased
after surgery, but remained higher than that before surgery

(17.2% [33/192] on POD 7). In the ePRO group, overall error
was 3.2% (6/189) before surgery, followed by a continuous
increase after surgery, peaking on POD 2 (13.1% [24/183]),
and then gradually decreased but remained higher than that
before surgery (POD 7 in 5.1% [3/59]). Similarly, missing items
peaked on POD 1 in the P&P group (25.9% [111/429]) and on
POD 2 in the ePRO group (12.0% [22/183]; Figure 2B). The
details are presented in Table 4.
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Figure 2. Error incidence rate of responded records with overall errors or item missing during 8 timepoints in hospital. ePRO: electronic PRO, P&P:
paper and pencil, PRO: patient-reported outcome.

Table 4. Error incidence records of responded records with overall errors or item missing during 8 time points in hospital.a

Completed patientsItem missingOverall errorsTime
(days)

P&P, nePRO, nP valued,eP&Pc (n=440), n (%)ePROb

(n=189),
n (%)

P valued,eP&Pc (n=440),

n (%)

ePROb (n=189), n (%)

440189Mode=.005;
time=.06;

MTg=.88

40/440 (9.1)6/189
(3.2)

Mode=.005;
time=.03;

MTg=.69

65/440 (14.8)6/189 (3.2)0f

429182111/429 (25.9)20/182
(11.0)

117/429 (27.3)21/182 (11.5)1

43418394/434 (21.7)22/183
(12.0)

100/434 (23.0)24/183 (13.1)2

42718489/427 (20.8)13/184
(7.1)

96/427 (22.5)13/184 (7.1)3

40016964/400 (16.0)13/169
(7.7)

69/400 (17.3)14/169 (8.3)4

34511364/345 (18.6)8/113
(7.1)

73/345 (21.2)9/113 (8.0)5

2788554/278 (19.4)6/85 (7.1)58/278 (20.9)6/85 (7.1)6

1925929/192 (15.1)3/59 (5.1)33/192 (17.2)3/59 (5.1)7

aAdministration: generalized estimated equation (GEE) model.
bePRO: electronic PRO (patient-reported outcome) (web-based).
cP&P: paper-and-pencil.
dAdjusted GEE model P values reported for time effect (as continual variable), mode effect (reference as P&P mode), interaction between mode and
time effect (MT). All others are baseline covariant.
eStatistically significant values are italicized (P<.05).
fDay 0 represented the 1 time before surgery, and 1-7 refers to the 1st to day 7th after surgery.
gMT: interaction between mode effect and time effect.

The inflection time points were POD 2 for the ePRO assessment
and POD 1 for the P&P assessment (Table 5). The incidence
of errors on the ePRO assessments significantly increased from
before surgery to POD 2 (estimate=0.51; P=.01, in model 2)
and significantly decreased after POD 2 (estimate=–0.21;

P<.001). However, errors on the P&P assessment significantly
increased over the first 2 assessment time points (estimate=0.73;
P<.001, in model 2) and slightly decreased after POD 1
(estimate=–0.10; P<.001). The details of item missing using
2-piecewise model are described in Multimedia Appendix 4.
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Table 5. Two-piecewise regression analysis for each mode with overall errors during 8 time points in hospital.a

Overall errorsMode

P valuecEstimate 2d (standard error)P valuecEstimate 1b (standard error)

Electronic PRO mode

<.001–0.20 (0.04).010.50 (0.20)Model 1e

<.001–0.21 (0.05).010.51 (0.20)Model 2f

<.001–0.24 (0.05).0040.55 (0.19)Model 3g

Paper and pencil mode

<.001–0.08 (0.02)<.0010.67 (0.06)Model 4e

<.001–0.10 (0.02)<.0010.73 (0.05)Model 5h

<.001–0.11 (0.02)<.0010.74 (0.05)Model 6g

aAdministration: 2-piecewise model; inflection point, POD (postoperative day) 1 for P&P (paper and pencil) and POD 2 for ePRO (electronic PRO
[patient-reported outcome]) .
bEstimate 1: piecewise regression coefficient on the left side of the inflection point, from before surgery to POD 2 in the ePRO mode or from before
surgery to POD 1 in the P&P mode after surgery
cStatistically significant values are italicized (P<.05).
dEstimate 2: piecewise regression coefficient on the right side of the inflection point.
eModels 1 and 4: no adjustment.
fModel 2: adjustment for education, hospital level, and disease type.
gModels 3 and 6: adjustment for age group, gender, education, employment, surgical approach, hospital type, BMI, smoking history, Charlson Comorbidity
Index score, chest tube, disease type, and postoperative hospital stay (days).
hModel 5: adjustment for age group, gender, education, surgical approach, hospital type, Charlson Comorbidity Index score, chest tube, and disease
type.

Discussion

Principal Findings
For the first time, using data from studies that included PROs
as major outcomes in the setting of thoracic surgery, we profiled
6 types and 2 trajectories of errors for PRO data collected daily
using 2 major assessments (ePRO or P&P). Nearly one-fifth of
the records and half of the patients had errors when longitudinal
PROs were used as outcomes, even when a quality check was
implemented immediately after the completion of data
collection. We demonstrated that, compared with the P&P
assessment, the ePRO assessment had higher compliance, which
is necessary to maintain data quality, but needed more time for
patient adaptation. In addition, significant selection bias was
identified for the ePRO assessment, with younger, better
educated, and more physically active patients being more likely
to use. This quantification of the quality of frequently collected
PRO data might support study design, data quality control, and
data audits for surgical studies using PROs as outcomes and
will help guide resource allocation when implementing
PRO-based surgical patient care.

Magnitude of Data Errors
The ePRO assessment had fewer errors. Over one-third of the
errors occurred on P&P assessments, and these were errors that
could be avoided by using the ePRO assessment. One study
described missing items on anxiety questionnaires at 3
assessment points, and the results were as follows: 31.8% for
P&P versus 2.08% for ePRO in the hospital [15]. Another study

that investigated food-frequency questionnaires at 2 time points
over 10 years revealed that the average rate of missing items
on the form was 9% for P&P assessments and 3% for the
electronic version [17]. The lower rates of errors observed in
those 2 studies may be attributed to the lower frequency of
measurement and the younger participants. Zeleke et al [42]
analyzed 2492 records in an RCT involving healthy people and
reported that 41.89% of the paper records and 30.89% of the
electronic records had 1 or more types of data quality issues.
Compared with those studies, our analysis, which had clear
definitions of data inaccuracy and incompleteness, suggested
the need for careful data quality monitoring plans in studies that
require frequent assessments of PROs.

Missing items on assessments of PROs is a core issue and is
nearly ubiquitous in clinical research. In this study, missing
items accounted for a significant proportion (over three-fifths)
of all errors. There is strong evidence that much of these missed
items occur at random and are therefore almost impossible to
eliminate in the real world [19,43,44]. Our results showed that
missing items decreased by one-fifth when ePRO assessment
was used, indicating that using this format could improve PRO
data quality in further studies.

Adaptation
The trajectories in errors significantly changed each day during
the perioperative period, and different trends were observed for
each assessment mode. Interestingly, constant trends, with an
initial increase followed by a decrease over time, were observed
with both the P&P and ePRO assessments in this study, whereas
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the results in a similar study showed random peaks and irregular
trends when the data were presented according to the date of
collection [42]. There are 2 possible reasons for the difference.
First, the sequence of time points that this study followed merely
ordered the data according to the natural progression of days,
from day 1 of the survey to day 25 of the survey, whereas our
analysis considered the sequence of response time points for
each patient. Second, that study was performed at public health
and demographic surveillance sites, whereas we targeted surgical
patients in hospitals. By contrast, a learning curve usually occurs
for the use of a new technological progress (reflected by a
decreasing error rate) as a function of the accumulation of
experience over time [45]. Errors peaked on POD 1 for P&P
assessments and on POD 2 for ePRO assessments, suggesting
that patients took less time to adapt to the former. Studies have
reported that more experience and time are needed to adapt to
electronic methods [46]. Basch et al [4] found that patients with
prior computer use experience benefited relatively more from
the web-based PRO monitoring and alerting system.

In general, paper-based assessments are expected to be the first
choice [17]. P&P is still a major method of assessment in clinical
research, especially for older, poorer, or sicker patients. To
accommodate a more representative patient set, ePRO needs to
be made more user-friendly. For example, reducing the
complexity of operating the interface, adding or optimizing
automated interactive voice functions, and designing automated
telephone systems outside of the hospital should be considered
[47]. Given the convincing equality in measuring patient
perception, a mixed-mode system involving both P&P and ePRO
assessments could be a better choice. The preferred option might
be ePRO assessments, with P&P assessments as the secondary
choice for almost all patients in clinical studies.

What Are the Factors That Influenced Data Quality?
In this analysis, patients treated in provincial hospitals were
more likely to produce poor-quality PRO data regardless of
whether they used the P&P or ePRO assessments. The
explanation was that the majority of patients and heaviest
clinical workload are concentrated in provincial hospitals in
China [48]. Medical staff in provincial hospitals are busier than
those in municipal or county-level hospitals in routine clinical
practice, which may result in less effort given to data
monitoring. For any patient-centered practice or research, more
efforts are required to obtain better data availability and accuracy
in health care system. Other shared factors affecting errors in
both modes are education level and physical status. Therefore,

we suggest that there should be prespecified means of assistance
provided to participants who are more likely to struggle to
complete the assessments [49]. For example, measures might
be taken to help patients complete scheduled PRO assessments
when they have greater difficulties filling in the form [50].
Compared with P&P assessments, ePRO assessments had fewer
risk factors for poor data quality. One possible explanation
might be the homogeneous population using ePRO assessments
due to biased sampling, as their use requires a certain level of
education [51].

Limitations
We acknowledge that the results are limited by the potential
sample bias and the differences in study designs and data
collection tools. We may have overestimated the differences
between the P&P and ePRO assessments because RCTs are
managed better than observational studies [52], although the
same team of clinical coordinators and same data quality control
standard operating procedure were used for both projects. A
second limitation is that the data were only collected during
hospitalization because almost all ePRO assessments were
administered after discharge in our study. This is similar to a
study that showed that the ePRO assessment was more
cost-effective and user friendly for clinical staff and patients
[16,31] and suggested that there is a trend in the implementation
of ePRO assessments in clinical research. Finally, this study
lacks evidence of the equivalence of the data collected with the
2 forms of assessment, and therefore cannot state whether the
data collected with the 2 assessments are equally valid. Further
research is needed to confirm these results.

Conclusions
In conclusion, this study with substantial sample and
longitudinal design demonstrates the pros and cons of the 2
most commonly used methods (ePRO and P&P), which will
help promote web-based patient care [53]. It is possible to
improve the quality of longitudinal PRO data by using
web-based assessments. Although ePRO was found to be
superior to P&P in terms of data quality, ePRO-related sampling
bias should be taken into consideration when designing clinical
research using longitudinal PROs as a major outcome.

Alternatively, providing the option of using either the ePRO or
the P&P assessment would improve the representativeness of
samples if the comparativeness of the data obtained with the
ePRO and P&P assessments is confirmed by well-designed
equivalence studies.
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Abstract

Background: The 2020 COVID-19 pandemic prompted the rapid implementation of new and existing digital technologies to
facilitate access to health and care services during physical distancing. Older people may be disadvantaged in that regard if they
are unable to use or have access to smartphones, tablets, computers, or other technologies.

Objective: In this study, we synthesized evidence on the impact of digital technologies on older adults’ access to health and
social services.

Methods: We conducted an umbrella review of systematic reviews published from January 2000 to October 2019 using
comprehensive searches of 6 databases. We looked for reviews in a population of adults aged ≥65 years in any setting, reporting
outcomes related to the impact of technologies on access to health and social care services.

Results: A total of 7 systematic reviews met the inclusion criteria, providing data from 77 randomized controlled trials and 50
observational studies. All of them synthesized findings from low-quality primary studies, 2 of which used robust review methods.
Most of the reviews focused on digital technologies to facilitate remote delivery of care, including consultations and therapy. No
studies examined technologies used for first contact access to care, such as online appointment scheduling. Overall, we found no
reviews of technology to facilitate first contact access to health and social care such as online appointment booking systems for
older populations.

Conclusions: The impact of digital technologies on equitable access to services for older people is unclear. Research is urgently
needed in order to understand the positive and negative consequences of digital technologies on health care access and to identify
the groups most vulnerable to exclusion.

(J Med Internet Res 2021;23(11):e25887)   doi:10.2196/25887
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Introduction

For at least a decade, the World Health Organization has
encouraged member states to become leaders in serving citizens
online, using digital technology to improve health and social
care services [1]. Digital technologies are electronic tools,
systems, and resources that generate, store, or process data [2].
The emergence of a novel coronavirus (SARS-CoV-2, which
causes COVID-19) has led to the rapid rollout of digital
technologies to support patient access to health and social care,
while ensuring physical distancing [3]. Digital technologies
were playing a growing role in connecting health and social
care services with their users before the COVID-19 pandemic.
A survey of patients aged 65 years and over in 9 countries in
2013 reported that over three-quarters preferred to book and
manage their medical appointments online, and over
three-quarters felt that online access to medical records was
important [4]. The annual survey of 770,000 patients in UK
family practice has described small increases in the proportion
of people booking appointments (14.9% in 2019, up from 12.9%
in 2018) and ordering repeat prescriptions online (16.2% in
2019, up from 14.3% in 2018) [5].

Supporting people to use digital health resources may help
improve access to services, improve physical and mental
well-being, and encourage shared decision-making [5].
However, estimates suggest that 37% of the world’s estimated
7.8 billion population are digitally excluded [6], with older
people, people on low incomes, and other marginalized groups
most likely to be affected [5,7]. In the United States, around
80% of the population accesses the internet, but its use falls
sharply with increasing age. Approximately 70% of the people
aged 65 to 74 years are online, compared with 52% of those
aged 75 to 84 years, and 38% aged ≥85 years [8]. In the United
Kingdom, out of a total population of 66.4 million,
approximately 11 million (20%) lack digital skills, and 8.4
million (8.5%) never go online [9], and just over half of the
latter are aged over 65 [5]. There is a clear relationship between
internet use and health, with increasing age, female gender, and
greater deprivation being associated with lower internet use
[10]. Potential barriers to digital access include lack of
awareness, confidence, capacity, or skills [11,12], a reluctance
to change established behaviors, and poor internet access [5].
Affordability and acceptability of digital technology is important
in later life, and it is noteworthy that many devices have been
developed without the involvement of older people [13]. The
involvement of older adults in technological design and
development can facilitate acceptability, although it is a complex
matter and requires careful consideration [14].The recent
widespread introduction of digital alternatives to face-to-face
interactions makes it vital that we understand their impact on
older adults’ ability to access health and social care services
that they need. In the United Kingdom, the National Health
Service (NHS) roadmap sets out the milestones for digital health
and social care to support people to live healthier lives and use
fewer care services using technologies such as mobile phones
and smartphones, tablets, and smart televisions [15]. It includes
NHS digital health and wellbeing apps, such as the NHS app,
which provides access to a range of NHS services via

smartphones or tablets, and NHS login, which allows patients
to view and access their personal health information online [16].
These technologies could potentially improve access to services
by (1) facilitating first contact with services, (2) replacing
face-to-face care with remote service delivery, and (3) providing
access to professional support through remote patient monitoring
[2]. Therefore, this review of reviews aims to answer the
question of whether digital technologies improve access to
health and social care for older adults and identify the
characteristics of any digital interventions that are effective in
increasing access to services for older adults.

Methods

Reporting Standards
We employed an umbrella review methodology to summarize
the findings of previously published reviews [17]. The review
adheres to the PRISMA (Preferred Reporting Items for
Systematic Reviews and Meta-Analysis) checklist for the
reporting of systematic reviews [18]. The PRISMA checklist
for this study is provided in Multimedia Appendix 1. Moreover,
a review protocol was registered in the PROSPERO database
[19].

Inclusion Criteria
The inclusion criteria were based on the PICOS (Population,
Interventions, Comparator, Outcomes, and Study Designs) [20]
criteria, which will be described in the following section.

Participants
Reviews of studies on older adults aged ≥65 or a combination
of older and younger populations were selected in order to
compare the effects of digital technologies on health care access
between younger and older people.

Intervention
We used studies on any form of digital technology intended to
facilitate access to appropriate health and social care services.
These technologies enable first contact access (eg, online
appointment scheduling) and are used as platforms for
consultations and therapy interventions. They are also used in
the remote care of patients. Furthermore, we recognized the fact
that access to health and social care services would encompass
availability and supply (ie, the degree of availability and quantity
of supply at hand, regardless of whether they are used),
utilization, equity, effectiveness, and quality of care [21].

Outcomes
We aimed to study the impact of digital technology on access
to health and social care, which included the changes made in
access and use of services as well as the cost-effectiveness of
interventions that facilitate access and delivery of health and
social care.

Study Designs
The study design of this paper encompassed any type of
systematic review.
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Search Strategy
We searched the following databases: Epistemonikos,
MEDLINE (Ovid), Cochrane Database of Systematic Reviews
(Wiley), ASSIA (ProQuest), PROSPERO, and for gray literature
in Health Management Information Consortium (Ovid) and
King’s Fund. We used thesaurus headings along with title and
abstract terms to search for digital technologies combined with
specified outcomes for older people. The Canadian Agency for
Drugs and Technologies in Health systematic review filter was
adapted for databases that contained multiple study designs
[22]. Searches were limited to the English language and the
material published from January 1, 2000, to October 2019. The
MEDLINE strategy is reported in Multimedia Appendix 2. The
search results were downloaded to Endnote X9 (Clarivate
Analytics) and deduplicated.

Data Collection
Two-stage screening was conducted by 2 reviewers
independently using the Rayyan (Rayyan Systems) systematic
review application [23]. We first tested and refined the inclusion
and exclusion criteria on a sample of titles and abstracts to
ensure that they were robust enough to capture relevant articles.
The titles and abstracts of the reviews were screened against
the refined inclusion criteria, followed by full text assessment
of the selected articles. We resolved disagreements between the
reviewers by discussion or by arbitration from another member
of the review team.

Data Extraction
We extracted data into an Excel (Microsoft Corporation)
spreadsheet, using a form based on the Cochrane Data Extraction

and Assessment Template [20] to record the relevant review
characteristics. The extracted data included: (1) author and year
of publication; (2) title; (3) objective of the review; (4)
description of the included population; (5) total number of older
people; (6) intervention; (7) technology type; (8) what the
intervention is enhancing; (9) primary outcomes; (10) secondary
outcomes; (11) overall statement on quality appraisal; and (12)
review authors’ summary. To ensure comprehensiveness, we
piloted the abstraction form on 2 reviews, which identified a
need for minor modifications. Risk of bias was assessed using
the ROBIS (Risk of Bias in Systematic Reviews) tool [24]. We
chose to use ROBIS as opposed to AMSTAR 2 (A Measurement
Tool to Assess Systematic Reviews) because we are experienced
with the former, and a comparative analysis of the two tools
showed little difference between them [25].

Data Analysis
We presented our main results in tabular format with a narrative
synthesis. We grouped the results according to the three
purposes of digital health technology, which consist of enabling
first contact access, consultations and therapy, and remote
monitoring. Due to a lack of data, we were unable to analyze
the effects of interventions at ages over 65 years.

Results

Database searches identified 2809 unique records. The initial
screening of title and abstracts excluded 2616 records, leaving
193 for full text assessment (Figure 1). We identified 7 reviews
eligible for inclusion.
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analysis) flow diagram.

Characteristics of the Included Reviews
A total of 7 reviews published between 2006 and 2019 met the
inclusion criteria [26-32]. A descriptive summary of review
characteristics is presented in Table 1. The 7 included reviews
include a total of 77 randomized controlled trials (RCTs) and
50 observational studies. We assessed the overlap across the
reviews and identified 7 RCTs [33-39] reported in more than 1

review, but no observational studies that were included in more
than 1 review. The studies in the reviews included 49 from the
United States, 40 from Europe (including 7 from the United
Kingdom), 9 from Australia, 6 from Canada, and 6 from the
rest of the world. Country of origin was not stated for the
remaining 17 studies. All of the studies reported outcomes for
adults aged 65 and older, and 2 reviews included adults from
age 18 [26,32].
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Table 1. Summary of included systematic reviews.

OutcomeType of technologyInterventionPopulationStudy designs includ-
ed in the review

Author

Hospital admissions and
emergency department
visits

Videophones, smart-
phone, and mobile
phone

TelemonitoringAdults aged >65 (in 10 out of
11 studies)

RCT,a observationalBauce [26]

Hospital admissions and
emergency department
visits

Telephone and com-
puters

Telehealth (mental
health)

Adults aged ≥65 with a diagno-
sis of depression or self-report-
ed depressive symptoms

RCT, observationalHarerimana
[27]

Hospital admissions and
readmissions

Videophones,

personal computers or
laptops, and TV

TelehealthAdults aged >65, either living
alone or receiving informal care

ObservationalHusebo [28]

Heart failure and all-
cause hospitalizations

TelephoneStructured telephone
support or telemonitoring
(heart failure)

Adults with heart failure (8
studies included people with a
mean age of ≥70)

RCTInglis
[29,40]

Hospital readmissionsNot reportedHome telecareAdults with heart failure (11
studies included people with a
mean age of ≥65)

RCT, observationalMartinez
[30]

Hospital readmission and
healthcare costs

Telephone and com-
puter

Telehealth for managing
risk of malnutrition

Adults with a mean age of ≥65
years living independently, in
receipt of intervention for
management risk of malnutri-
tion

RCT, observationalMarx [31]

Cost-effectiveness or
utility of eHealth tech-
nologies

ComputerTelehealth, cognitive be-
havior therapy

Older adults (11 studies includ-
ed people with a mean age of
≥65 years)

RCT, observationalSanyal [32]

aRCT: randomized controlled trial.

Risk of Bias Assessment
Details of the risk of bias assessment can be found in Table 2.
Overall, the risk of bias was high for 5 reviews [26-28,30,32],

and low for 2 reviews [29,31]. The main issues were the absence
of clear inclusion criteria and the lack of publicly available
protocols with predefined criteria. A detailed description of risk
of bias assessment is reported in Multimedia Appendix 3.

Table 2. Risk of bias using ROBIS (Risk of Bias in Systematic Reviews) assessment.

Phase 3Phase 2Review

Overall risk of biasSynthesis and find-
ings

Data collection and study
appraisal

Identification and selection
of studies

Study Eligibility
Criteria

HighHighHighUnclearHighBauce [26]

HighHighHighUnclearHighHarerimana [27]

HighHighHighHighHighHusebo [28]

LowLowLowLowLowInglis [29,40]

HighHighHighHighHighMartinez [30]

LowLowLowLowLowMarx [31]

HighHighUnclearLowHighSanyal [32]

Outcomes
Table 3 summarizes the identified evidence, presenting it
according to the purpose of the digital technology and the
reported outcomes. None of the reviews reported outcomes that
were related to the changes in access to services. In total, 6
reviews reported on hospital admissions [26-31], 1 reported on

healthcare costs [31], and 1 on the cost-effectiveness of digital
technology [32]. A variety of digital technologies were used by
healthcare professionals and older adults to support interventions
for telemonitoring or telecare: videophones or video
conferencing equipment, internet-based applications, and
smartphones.
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Table 3. Overview of the identified evidence by type of digital technology and outcome.

OutcomeObjective

Costs and cost-effectivenessHealth service utilizationPurpose of digital technology

No reviews identifiedNo reviews identifiedDigital technology to enable first point of contact access (eg,
online appointment scheduling)

Sanyal [32]Harerimana [27]; Marx [31]; Husebo [28]; Inglis [29];
Martinez [30]

Digital technologies or platforms for consultations and therapy
interventions

Sanyal [32]Bauce [26]Digital technology for remote monitoring interventions

First Point of Contact Access
No systematic reviews reported evidence about the impact of
digital technology to facilitate first point of contact access with
health services, such as online appointment scheduling.

Consultations and Therapies
In total, 5 reviews reported on health care service utilization,
in malnutrition [31], heart failure [29,30], and mental health
[27,28], as outcomes of digital technologies, but only 2 reviews
were judged to be at low risk of bias and thus of higher quality
[29,31].

Malnutrition
Marx and colleagues [31] reported weak evidence for the
effectiveness of telehealth interventions to address malnutrition
among community-dwelling older adults. They identified 9
studies (7 RCTs and 2 observational); 2 of the 9 studies reported
significant reductions in hospital readmissions in the intervention
groups. However, when the data were pooled, the reduction in
hospital admissions was not significant; (odds ratio 0.52, 95%

CI 0.24-1.16); P=.11; n=160; I2=0%).

Heart Failure
Inglis and colleagues [29] focused on whether structured
telephone support and telemonitoring were effective for older
people with heart failure. They found 41 RCTs that assessed
heart failure–related hospitalizations. A meta-analysis of some
of the included studies reported a 15% reduction in risk for heart
failure–related hospitalizations with structured telephone support
(relative risk 0.85, 95% CI 0.77-0.93; n=7030; 16 studies;

I2=27%) and a 29% reduction in telemonitoring (relative risk
0.71, 95% CI 0.60 to 0.83; n=2148; 8 studies; I²=20%). There
were no impacts reported on all-cause hospitalizations. The
quality of the evidence reported for these heart failures and
all-cause hospitalization studies was rated very low [29].
Evidence from the lower-quality reviews reported positive
impacts of digital technology interventions on service utilization.
Martinez and colleagues [30] reviewed 42 articles on the value
of home monitoring for heart failure patients, 5 of which
reported findings for older people. Remote consultations and
follow-up care were associated with lower admission and
readmission rates.

Mental Health
Husebo and colleagues [28] sought to understand the care
content and utilization of virtual visits, particularly the uses and
experiences of adults aged 65 and over. In their review, 1 study

reported that all-cause readmissions were lower in the telehealth
group (n=102) compared with standard care (n=116). At 30
days, 16 (16%) versus 22 (19%) and at over 6 months, 46 (46%)
versus 60 (52%) of intervention versus control patients were
readmitted [41]. Telehealth has also been used to deliver mental
health care for older adults with depressive symptoms
(telemental health). In a 6-month single (quasi-experimental)
study of 76 patients, identified by Harerimana and colleagues
[27], telemental health reduced hospital admissions by 80% (46
versus 9 admissions) and emergency room visits 60% (80 versus
32 visits) [42]. Evidence for the impact of digital technologies
on economic outcomes was sparse. Moreover, 1 single review
of eHealth technologies in the management of chronic diseases
reported limited evidence, which did not support the assessment
of cost-effectiveness [32].

Remote Monitoring
Two reviews reported evidence about technologies for remote
monitoring, both of which were judged to be of poor quality.
Bauce and colleagues [26] assessed the effectiveness of
telemonitoring (videoconferencing) interventions on heart failure
outcomes in 11 studies (10 RCTs and 1 single-group study).
Five studies reported significant reductions in hospital
admissions, and 2 others reported significant reductions in
emergency department visits. The authors speculated that the
reduction in healthcare use was likely to be due to the early
detection and treatment of symptoms attributable to the
intervention. Reduction in hospital admissions due to
telemonitoring was supported by Queirós and colleagues [43].
Their systematic review assessed the use of technologies in the
remote care of patients with long-term conditions such as
diabetes, congestive heart failure, chronic obstructive pulmonary
disease, and mental disorders [43].

Discussion

Principal Results
We identified evidence on a variety of digital technologies to
facilitate interaction between older people and services at
different parts of the care pathway. However, we found no
reviews of technology to facilitate first point of contact access
such as online appointment booking systems. There was no
significant difference in hospital admissions for telehealth
interventions (but this may have been due to the studies’ lack
of power as there were only 160 participants in the pooled
analysis) [31]. However, for heart failure, structured telephone
support resulted in 15% reduction in admissions [29]. Other
reviews were of too low a quality to permit confidence in
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findings, however, and there were no signs that a focus on
reviews with too low a risk of bias would change anything.
From the 7 overlapping RCTs [33-39], benefits to the older
population in access were poorly measured and not clearly
reported. In these RCTs, focus was on reducing hospital
admissions, and there was little account of whether these
technologies are enabling older people to interact with or access
health and social care services more effectively. There was also
no review evidence for newer technologies such as smartphone
apps (eg, the NHS app in the United Kingdom), some of which
were already in widespread use before COVID-19 [15].

The 2020 COVID-19 pandemic prompted the rapid
implementation of alternatives to face-to-face interactions in
health and social care [3]. This was a pragmatic response to a
novel emergency that allowed care delivery to continue. As the
pandemic evolves, digital innovations that have been
implemented at speed should be evaluated to ensure that they
are effective and affordable so that they can promote equitable
access and do not selectively overlook certain sections of the
population [14]. However, none of the included reviews
addressed the issue of affordability and acceptability of digital
technology in later life. For sections of the population who lack
digital literacy or a means of digital engagement, the benefits
are less clear, and there is every possibility that they will be
harmed by losing the ability to access services in traditional,
nondigital ways.

Most of the evidence [26-31] was concerned with digital
technologies to facilitate remote delivery of care, including
consultations and therapy, reflecting a research focus congruent
with policy priorities [15]. However, these evaluations were
more focused on reducing hospital utilization rather than
enhancing access to services. Whether digital technologies do
reduce hospital admissions and visits by facilitating timely
access to appropriate alternative care is impossible to determine
from the evidence presented. Evidence on the cost-effectiveness
of digital health technologies was confined to 1 low-quality
review, from which no clear conclusions can be drawn [32].

Limitations
To the best of our knowledge, this is the first rapid synthesis of
systematic reviews on digital technology aimed at enhancing
access to health and social care services for older adults. We
followed a rapid evidence synthesis approach, and our database
searching, handling of data, and reporting adhered to published
guidelines for undertaking a robust standard systematic review
[18,44]. We restricted our searches to English language
publications due to time constraints and acknowledge that this
may have excluded relevant material. Two limitations of the
material should be highlighted. First, most of the studies
contained within our included reviews were randomized trials
of effectiveness and cost-effectiveness. However, we found that
the benefits to the older population in access are poorly
measured and not clearly reported in studies of digital
technology. Second, most of the reviews failed to adequately
report their findings, and formal assessments of the
methodological quality indicated a low-quality evidence base.

This leads us to be cautious in our interpretation of the evidence
and any conclusions drawn.

Comparison With Prior Work
Our assessment of the dearth of evidence on first point of contact
digital technology is supported by other works. A recent review
of approaches to the evaluation of digital health interventions
identified little evidence from randomized controlled trials and
carried out measurement of service utilization in only a minority
of the studies [45]. Our review suggests that digital health
technologies may be associated with reductions in health service
use. This is supported by multiple systematic reviews in younger
populations of patients with long-term conditions [43]. There
is a particular gap in the evaluation of any digital technologies
used in social care.

Implications for Policy, Research, and Practice
The COVID-19 pandemic has resulted in the rapid
implementation of digital interventions to allow continued access
to services when infection risk was high. This rapid rollout went
beyond any evidence for effectiveness, driven by the
extraordinary need to reduce face-to-face contact. However,
prepandemic concerns about the adverse effects of digital
technologies on access to services for older people remain valid.
For older people who are digitally excluded, these digital
interventions risk exacerbating any problems they already faced
when trying to access health and social care services. This, in
turn, has implications for workload in primary care, and health
care providers must take on greater responsibility to ensure that
this important section of the population receives the care it
needs. There is a notable gap in the evidence for studies
assessing the impact of technologies to enable first point of
contact for health and social care services (eg, online platforms
to book appointments). A mapping review of primary studies
is required to understand this impact on different population
subgroups, but this is unlikely to be sufficient. Further work is
needed to understand the effectiveness and cost-effectiveness
of digital technologies and their effect on equity of access to
health and social care services. This should encompass access
to appropriate care, which may lead to reductions in the use of
other services as well as changes in health outcomes. The
paucity of evidence in this area points to the need for a broad
research program in partnership with older people and service
providers in order to understand the characteristics of digital
technologies, which can enhance access to services.

Conclusions
The current systematic review evidence on the potential for
digital technologies to improve access to health and social care
for older adults is limited in both scope and quality. However,
these limited attempts raise the possibility that providing digital
interventions in addition to or as a replacement for face-to-face
services may reduce demands on hospitals. Further research is
required, and the widespread use of digital technologies to
facilitate access to health and social care during the COVID-19
pandemic offers an ideal opportunity to better understand the
barriers, facilitators, and limitations of their use.
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Abstract

Background: Viewing their habitual smoking environments increases smokers’ craving and smoking behaviors in laboratory
settings. A deep learning approach can differentiate between habitual smoking versus nonsmoking environments, suggesting that
it may be possible to predict environment-associated smoking risk from continuously acquired images of smokers’ daily
environments.

Objective: In this study, we aim to predict environment-associated risk from continuously acquired images of smokers’ daily
environments. We also aim to understand how model performance varies by location type, as reported by participants.

Methods: Smokers from Durham, North Carolina and surrounding areas completed ecological momentary assessments both
immediately after smoking and at randomly selected times throughout the day for 2 weeks. At each assessment, participants took
a picture of their current environment and completed a questionnaire on smoking, craving, and the environmental setting. A
convolutional neural network–based model was trained to predict smoking, craving, whether smoking was permitted in the current
environment and whether the participant was outside based on images of participants’ daily environments, the time since their
last cigarette, and baseline data on daily smoking habits. Prediction performance, quantified using the area under the receiver
operating characteristic curve (AUC) and average precision (AP), was assessed for out-of-sample prediction as well as personalized
models trained on images from days 1 to 10. The models were optimized for mobile devices and implemented as a smartphone
app.

Results: A total of 48 participants completed the study, and 8008 images were acquired. The personalized models were highly
effective in predicting smoking risk (AUC=0.827; AP=0.882), craving (AUC=0.837; AP=0.798), whether smoking was permitted
in the current environment (AUC=0.932; AP=0.981), and whether the participant was outside (AUC=0.977; AP=0.956). The
out-of-sample models were also effective in predicting smoking risk (AUC=0.723; AP=0.785), whether smoking was permitted
in the current environment (AUC=0.815; AP=0.937), and whether the participant was outside (AUC=0.949; AP=0.922); however,
they were not effective in predicting craving (AUC=0.522; AP=0.427). Omitting image features reduced AUC by over 0.1 when
predicting all outcomes except craving. Prediction of smoking was more effective for participants whose self-reported location
type was more variable (Spearman ρ=0.48; P=.001).

Conclusions: Images of daily environments can be used to effectively predict smoking risk. Model personalization, achieved
by incorporating information about daily smoking habits and training on participant-specific images, further improves prediction
performance. Environment-associated smoking risk can be assessed in real time on a mobile device and can be incorporated into
device-based smoking cessation interventions.

(J Med Internet Res 2021;23(11):e27875)   doi:10.2196/27875
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Introduction

Background
Cigarette smoking is the leading cause of preventable deaths in
the United States [1], and tobacco use is responsible for more
than 7 million annual deaths worldwide [2]. Although most
smokers are motivated to quit [3], fewer than 10% of quit
attempts are successful [4], which has motivated ongoing efforts
to develop more effective cessation strategies.

New, mobile device-based cessation interventions have
improved 6-month [5] and 12-month [6] cessation outcomes,
and success rates can be further improved [7] by tailoring
interventions to individual users and momentary contexts, such
as the user’s geographic location [8]. This paradigm has been
formalized as the just-in-time adaptive intervention (JITAI)
[9,10], wherein a cessation support system continuously
monitors contextual factors through ecological momentary
assessment (EMA; ie, repeated self-reporting), passive sensing,
or a combination of the two, then provides context-sensitive
support to smokers at times when it is most needed. By
monitoring user physiology [11-14], geographic location [8,15],
and recent smoking events [15], a cessation support system can
estimate smoking risk from moment to moment and then
intervene when the estimated risk is high.

However, most smoking cessation interventions neglect an
important contributor to smoking behaviors—the smoker’s
external environment. A growing body of evidence, collected
in both laboratory and real-world settings, suggests that smoking
risk is affected not only by internal factors but also by the
smoker’s current environmental context. For example, images
of personal smoking environments increase smoking behaviors
and self-reported craving [16-19] and activate neural circuits
associated with craving, contributing to subsequent smoking
behaviors [20]. Consistent with these findings, a recent study
showed that self-reported environmental conditions, such as
being around other smokers or in a place where smoking is
permitted, were stronger predictors of smoking lapse than
internal states (eg, smoking urge) [21].

Current technologies can now quantify the effects of
environmental factors on real-world smoking behaviors [22].
Wearable cameras and mobile devices allow images of daily
environments to be acquired near continuously at low cost
[23-26], and computer vision models, now highly accurate and
optimized for mobile devices [27], can identify environmental
features in these images. These features can then be linked to
smoking and craving, along with other behaviors or outcomes
of interest. This process is objective, does not require manual
annotation of images, and scales to large data sets and study
populations.

In a previous study, we demonstrated that computer vision could
distinguish between daily environments where smokers
commonly smoke and those where they rarely smoke. Using

the approach outlined above, we also uncovered specific objects
and settings associated with smoking versus nonsmoking
environments [28]. These findings suggest that environmental
features monitored via computer vision may provide important
contextual information that can improve the prediction of
momentary smoking risk. However, these two extremes, known
smoking and nonsmoking environments, do not reflect the full
range of environments that smokers encounter in their daily
lives.

Objective
In this study, we collected a representative sample of images
of smokers’daily environments through photograph-augmented
EMA (photoEMA). In each assessment, participants
self-reported recent smoking and their current craving level and
then took a picture of their environment. A mobile-optimized
convolutional neural network was trained to predict smoking
risk and other outcomes relevant to smoking (craving, whether
smoking was permitted in the current environment, and whether
the participant was outside) based on environmental images and
other participant-specific features. We hypothesized that
out-of-sample prediction would be effective, providing a basis
for an environment-aware JITAI, and that prediction
performance could be improved through model personalization,
in which images from a given participant are used to refine
model predictions for that participant. We also aim to understand
how model performance varies by location type, as reported by
participants. Our final prediction model, QuitEye, was deployed
on a mobile device and can assess environment-associated
smoking risk and craving in real time to support
environment-aware smoking cessation interventions.

Methods

Study and Participants
Recruitment and all study procedures were approved by the
Duke University Health System Institutional Review Board,
and written consent was obtained from all participants. Smokers
(≥10 cigarettes per day for ≥2 years) aged ≥18 years were
recruited from the Durham, North Carolina area. Participants
were recruited from the community for a study of smoking
behavior via printed and web advertisements and
word-of-mouth. Participants were excluded if they regularly
used noncigarette tobacco products (eg, e-cigarettes); currently
used smoking cessation medications; planned to quit smoking,
otherwise altered their smoking pattern, left the study area or
anticipated a major life event during the study; had current or
recent alcohol or drug abuse problems; or were pregnant,
breastfeeding, or planning to become pregnant during the study.
Eligible participants completed an initial visit to (1)
biochemically verify their smoking status (ie, carbon monoxide
breath test) and test for illicit drug use, (2) test for pregnancy,
and (3) complete questionnaires on nicotine dependence and
tobacco use history. Participants who met all eligibility
requirements (n=52) then downloaded the photoEMA app

J Med Internet Res 2021 | vol. 23 | iss. 11 | e27875 | p.454https://www.jmir.org/2021/11/e27875
(page number not for citation purposes)

Engelhard et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


(Metricwire) to their smartphone and were trained on its use.
Following the 14-day photoEMA period, participants completed
a follow-up visit during which an interview was conducted to
assess drug and alcohol use, tobacco purchasing, and any other
events that might have affected smoking (eg, illness) or daily
living (eg, death in the family) patterns. Participants were
compensated for up to US $350 in total, including daily (US
$5) and weekly (US $50) incentives for high photoEMA
completion. All procedures were observational, and no
randomization or intervention was performed.

PhotoEMA Collection
Participants completed the photoEMA assessments for 14 days.

Random Prompts
Participants specified their typical wakeful hours during the
screening. They were prompted six times daily at randomly
spaced intervals. The average interval between prompts was
120 minutes in duration. At each assessment, participants rated
their current levels of urge to smoke (1 item) and affect and
stress (11 items; not reported here). In addition, they captured
a time-stamped image of their current location. Finally, they
were prompted to label the location with a prepopulated list of
common locations (eg, bedroom, office, car, or park), other
location information (eg, indoors or outdoors and whether
smoking was permitted), current activity (eg, working or running
errands), social environment (eg, presence of others), and recent
alcohol and caffeine use.

Smoking-Initiated Assessments
Participants were also instructed to complete assessments each
time they smoked. They were asked how many cigarettes they
smoked in this location on this occasion and all items from the
random prompt assessments.

Across Prompt Types
Participants were instructed to delay responding if they were
in situations or locations where responding to, or initiating
prompts, would be distracting (eg, in a meeting) or dangerous
(eg, while driving). Across assessments, participants were asked
to compose pictures to avoid including other people but to
otherwise leave environments as they are.

Craving data were dichotomized based on the median
self-reported craving for all participants. Self-reported craving
of a moderate or lower level was coded as negative, and
self-reported craving of quite a bit or higher level was coded
as positive. Other outcomes (smoking, whether smoking was
permitted, and whether the participant was outside) were binary;
therefore, no binarization was required.

Convolutional Neural Network Model
QuitEye is based on MobileNetV2, a convolutional neural
network architecture optimized for mobile devices [27]
pretrained on ImageNet [29]. QuitEye also incorporates the
following additional information: (1) participant age and sex,
(2) known smoking locations inside and outside the home as
indicated by self-report at baseline, (3) time since the last
cigarette, (4) time of day and day of the week, and (5) a
participant-specific indicator variable (in the longitudinal models
only).

To determine the impact of each of these elements on prediction
performance, we conducted ablation studies in which models
that did not incorporate a given element were also trained and
evaluated. For example, we trained a model without age and
sex to assess the impact of these factors on prediction
performance, and to estimate performance for a possible
deployment in which these were not available. Models that did
not incorporate image features were also trained and evaluated
to determine the impact of the images on prediction
performance.

QuitEye is a multi-task architecture that jointly predicts four
binary outcomes: smoking, craving, whether smoking is
permitted, and whether the participant is outside. Prediction of
whether the participant is outside was included both to
contextualize other performance figures and because inside or
outside status is associated with smoking behaviors. Nonimage
features were concatenated with image features from the global
pool layer of MobileNetV2, and a single hidden neural network
layer (rectified linear unit activation) was applied. Nonimage
features were again concatenated to the output of this layer, and
a second fully connected layer (sigmoid activation) was then
used to predict each of the four binary outcomes. The QuitEye
architecture is shown in Figure 1.
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Figure 1. Diagram of QuitEye, which extracts image features using the MobileNetV2 convolutional neural network, then predicts smoking status,
craving, whether smoking is permitted, and whether the participant is outside based on a combination of image features and additional data collected
from participants with a mobile device.

Training and Evaluation
QuitEye was trained using Tensorflow v1.15 in Python v3.7 on
a single Titan XP GPU. MobileNetV2 parameters were
initialized to values learned on ImageNet [29], and all
parameters were fine-tuned. Two training and evaluation
procedures were used to evaluate out-of-sample performance
(ie, out-of-the-box performance, without first learning from
images from a given participant) and personalized model
performance (ie, after learning from a subset of that participant’s
images).

Out-of-sample performance was assessed by training and
evaluating the model using nested cross-validation [30] with
five outer folds and five inner folds. In the nested
cross-validation procedure, out-of-sample performance was
evaluated on each outer fold after developing the model using
data from the remaining folds. In each development set, an inner
cross-validation procedure was used to determine the optimal
hyperparameter settings.

Personalized model performance was assessed by developing
the model with data from all participants from days 1 to 10,

then evaluating it on data from days 11 to 14. Images used in
model development were divided at random into training (80%)
and validation (20%) sets.

Hyperparameters included the width of the hidden layer (Figure
1), hidden layer dropout rate, and learning rate. Performance
was evaluated using the area under the receiver operating
characteristic curve (AUC) for each of the four prediction tasks.

Additional models were trained using the procedures outlined
above to quantify the impact of additional (nonimage) features
on performance. Features were categorized as (1) baseline
information, including participant demographics and smoking
habits; (2) information that could be collected via mobile
devices, including the time elapsed since the participant last
smoked and the time of day; and (3) a unique participant
identifier, which was incorporated as a categorical feature in
the personalized models only. Including this identifier adds
participant-specific parameters to the model, allowing
predictions to be explicitly personalized. However, even when
this identifier is omitted, the personalized model development
scheme (ie, training on days 1-10 from all participants) allows
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the model to learn from each participant’s previously visited
locations when predicting their current risk.

Mobile Device Implementation (QuitEye)
A nonpersonalized (out-of-sample) model incorporating image
features only was implemented in TensorFlow Lite to allow
prediction via mobile devices. Other features were omitted so
that predictions could be made based on images only without
additional data collection. A prototype mobile app was built
using Flutter or Dart and tested on Google Pixel 3 (Android).
QuitEye is applied to individual frames from a live video feed
at a rate of approximately eight samples per second and is
configured to display smoking and craving predictions
corresponding to each frame.

Data Availability
The data sets analyzed in this study are not publicly available
because they contain images of participants’ personal daily

environments that cannot be deidentified. However, the code
supporting this work is available from the corresponding author
upon reasonable request.

Results

Demographics and Descriptive Statistics
Of the 77 individuals screened for the study, 52 (68%) were
eligible and consented to participate. Four participants were
withdrawn or lost to follow-up, and the remaining 48
participants completed the study. One participant completed
their study visits remotely because of in-person visit restrictions
related to COVID-19. Among the participants who completed
the study, a total of 8008 images were collected, 3648 (45.55%)
of which were from completed random prompts and 4360
(54.45%) of which were from completed smoking prompts.
Demographic characteristics, image details, and other descriptive
statistics are presented in Table 1.
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Table 1. Demographics and descriptive statistics (N=48).

ValuesCharacteristics

Demographics

Sex

32:16Female:male

32 (67)Female, n (%)

Age (years)

40.5 (31-49)Value, median (IQR)

19-64Value, range

Race, n (%)

31 (65)White

19 (40)Black or African American

1 (2)American Indian

1 (2)Native Hawaiian or Pacific Islander

Ethnicity, n (%)

46 (96)Not Hispanic or Latino

2 (4)Hispanic or Latino

Smoking history

Cigarettes per day (weekday)

15 (12-20)Value, median (IQR)

7-30Value, range

Cigarettes per day (weekend)

15 (14-20)Value, median (IQR)

10-30Value, range

Fagerstrom test of nicotine dependence

6 (4-7)Value, median (IQR)

2-9Value, range

Images

Total images taken

163 (117-200)Value, median (IQR)

63-406Value, range

Images when smoking

87 (67-132)Value, median (IQR)

25-322Value, range

Images when craving

58 (19-99)Value, median (IQR)

1-210Value, range

Images when smoking permitted

122 (96-160)Value, median (IQR)

25-388Value, range

Images when outside

45 (20-78)Value, median (IQR)

3-183Value, range
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Model Performance
Without personalization (out-of-sample performance), QuitEye
predicted smoking with AUC=0.723 and average precision
(AP)=0.785, craving with AUC=0.522 and AP=0.427, whether
smoking was permitted with AUC=0.815 and AP=0.937, and
whether the participant was outside with AUC=0.929 and

AP=0.922. With personalization, performance was substantially
improved: QuitEye predicted smoking with AUC=0.827 and
AP=0.882, craving with AUC=0.837 and AP=0.789, whether
smoking was permitted with AUC=0.932 and AP=0.981, and
whether the participant was outside with AUC=0.977 and
AP=0.956 (Figures 2 and 3).

Figure 2. Receiver operating characteristic curves for each of the four outcomes for both the nonpersonalized (out-of-sample) and personalized
(longitudinal) models. AUC: area under the receiver operating characteristic curve.
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Figure 3. Precision recall curves for each of the four outcomes for both the nonpersonalized (out-of-sample) and personalized (longitudinal) models.

Image features were critical to these performance figures for
all outcomes except craving. In the nonpersonalized
(out-of-sample) models, removing the image features lowered
AUC by 0.221 when predicting smoking, by 0.229 when
predicting whether smoking was permitted, and by 0.253 when
predicting whether the participant was outside but by only 0.027
when predicting craving. In the personalized (longitudinal)
models, removing the image features lowered AUC by 0.192
when predicting smoking, by 0.168 when predicting whether
smoking was permitted, and by 0.178 when predicting whether
the participant was outside but increased AUC by 0.034 when
predicting craving (Table 2).

In the out-of-sample models, baseline information about
household smoking locations improved the prediction of craving
(ΔAUC=0.050) and whether smoking was permitted
(ΔAUC=0.020), but other nonimage features had less impact.
Surprisingly, knowing the time since the last cigarette did not

improve the prediction of smoking (ΔAUC=−0.014) or craving
(ΔAUC=−0.026; Table 2). Performance among individual
participants when predicting smoking was highly correlated
with performance predicting whether smoking was permitted
(Spearman ρ=0.55; P<.001), whereas correlations between other
pairs of outcomes were not statistically significant.

In the personalized models, the participant identifier
substantially improved the prediction of craving (ΔAUC=0.070),
and baseline information about smoking locations outside of
the household slightly improved the prediction of craving
(ΔAUC=0.013); however, nonimage features had little effect
on performance (ΔAUC<0.007). Similar to the out-of-sample
models, performance among individual participants when
predicting smoking was highly correlated with performance
predicting whether smoking was permitted (r=0.71; Spearman
ρ<0.001). However, this was not the case for any other pairs of
outcomes.
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Analyses of model calibration showed that outcome probabilities
predicted by QuitEye were consistent with true outcome rates,
except when predicting craving via the out-of-sample model

(Figure 4). This suggests that the predicted smoking probability
reflects the true environment-associated smoking probability.

Table 2. Model performance (area under the receiver operating characteristic curve) before and after removal of specific data elements.

Area under the receiver operating characteristic curve (Δa)Model performance

OutsideSmoking permittedCravingSmoking

Out-of-sample models

0.949 (N/A)0.815 (N/A)0.522 (N/A)0.723 (N/Ab)Base model (all features)

0.696 (−0.253)0.586 (−0.229)0.495 (−0.027)0.502 (−0.221)Images

0.952c (0.002)0.810 (−0.005)0.542 (0.021)0.729 (0.006)Demographics

0.944 (−0.005)0.819 (0.004)0.548 (0.026)0.737 (0.014)Time since last cigarette

0.945 (−0.004)0.806 (−0.008)0.553 (0.032)0.726 (0.003)Time of day, weekday or weekend

0.950 (0.001)0.795 (−0.020)0.472 (−0.050)0.735 (0.012)Household smoking locations

0.948 (−0.001)0.812 (−0.003)0.513 (−0.009)0.717 (−0.006)Other smoking locations

Longitudinal models

0.977 (N/A)0.932 (N/A)0.837 (N/A)0.827 (N/A)Base model (all features)

0.799 (−0.178)0.764 (−0.168)0.871 (0.034)0.635 (−0.192)Images

0.976 (−0.001)0.929 (−0.003)0.836 (−0.002)0.824 (−0.002)Demographics

0.975 (−0.002)0.938 (0.006)0.840 (0.003)0.828 (0.002)Time since last cigarette

0.975 (−0.002)0.929 (−0.003)0.844 (0.007)0.831 (0.004)Time of day, weekday or weekend

0.976 (−0.001)0.925 (−0.007)0.836 (−0.002)0.826 (0.000)Household smoking locations

0.976 (−0.001)0.929 (−0.003)0.824 (−0.013)0.824 (−0.003)Other smoking locations

0.975 (−0.002)0.926 (−0.006)0.767 (−0.070)0.829 (0.002)Personal identifier

aChange in the area under the receiver operating characteristic curve compared to the base model.
bN/A: not applicable.
cItalics indicate the best performing model for that outcome.

Figure 4. Calibration curves for the nonpersonalized (out-of-sample; left panel) and personalized (longitudinal; right panel) models. Model-predicted
probabilities are aggregated by percentile (N=6 bins), then compared with the proportion of positive outcomes in each bin. Good calibration implies
that model predictions are an accurate estimate of the true probability of a positive outcome.
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Effect of Location on Performance
Analyses of model performance by self-reported location type
showed that QuitEye is more effective in some locations than
others. For the nonpersonalized (out-of-sample) model (Figure
5), smoking prediction was most effective at work
(AUC=0.848), followed by stores or restaurants (AUC=0.806).
Across all prediction tasks, prediction tended to be less effective
for images taken within vehicles. Many of these images showed
outside scenery as viewed from the vehicle, leading the model
to incorrectly predict that the participant was outside
(AUC=0.603) rather than inside the vehicle.

Improvements in performance from personalized training also
varied by location (Figures 5 and 6). AUC was improved most

for outdoor home locations—prediction of smoking was
improved by ΔAUC=0.230 in these locations, and prediction
of whether smoking was permitted was improved by
ΔAUC=0.435.

Smoking prediction was more effective for participants whose
self-reported location type was more variable (r=0.48; P=.001),
quantified as the entropy of self-reported location type. This
effect was not observed in other prediction tasks. Smoking
prediction was also more effective for those with higher mutual
information between smoking and self-reported location type
(r=0.53; P<.001); the mutual information quantifies the degree
to which location type provides information about smoking
behavior (Figure 7). This effect was not observed in other
prediction tasks.

Figure 5. Outcomes and model performance by location type (out-of-sample). The bar plots indicate the proportion of positive outcomes (with SE) by
self-reported location type, and the line plots indicate model performance (average precision) for images taken in each location. NA: prediction
performance is not applicable, because there is no variability in the outcome in this location type.
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Figure 6. Outcomes and model performance by location type (personalized). The bar plots indicate the proportion of positive outcomes (with SE) by
self-reported location type, and the line plots indicate model performance (average precision) for images taken in each location. NA: prediction
performance is not applicable, because there is no variability in the outcome in this location type.

Figure 7. Effect of location variability on performance. Higher performance of smoking risk prediction among individual participants is associated
with higher variability in self-reported locations (left panel) and higher mutual information between self-reported location type and smoking status (right
panel). AUC: area under the receiver operating characteristic curve.
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Mobile Implementation Screenshots of real-time smoking and craving risk prediction
using the QuitEye mobile app are presented in Figure 8.

Figure 8. Mobile implementation of QuitEye. Screenshots of real-time smoking and craving risk prediction via the QuitEye mobile app in a high
smoking risk environment (left panel) and a low smoking risk environment (right panel).

Discussion

Principal Findings
A growing body of knowledge suggests that habitual smoking
environments promote craving and smoking behaviors. Our
previous study demonstrated that computer vision could
distinguish between habitual smoking and nonsmoking
environments, leading us to hypothesize that real-world smoking
risk has important, quantifiable environmental correlates that
can be leveraged to predict smoking behaviors more effectively
in real time. This study confirms this hypothesis: QuitEye
effectively predicted smoking status and associated outcomes
across the full range of environments encountered by our sample
of smokers in their daily lives. By learning from other smokers’
behaviors, our models can scan a smoker’s environment to
predict their current smoking risk. QuitEye also predicted
whether smoking was permitted in the current location and
whether the smoker was inside or outside, providing important
context relevant to smoking cessation interventions. The results
show that knowledge of recent smoking and daily smoking
habits (eg, time of day) improved these predictions, but it is the
images themselves that contributed most to good prediction
performance for all outcomes except craving.

Importantly, these results provide additional evidence that the
environmental correlates of smoking vary among smokers. Our

nonpersonalized models achieved good out-of-sample prediction
performance, suggesting that environmental factors are shared
among smokers more than they are distinct. However, model
personalization led to statistically significant improvements in
smoking risk prediction, implying that there are meaningful
environmental correlates of smoking behaviors that are specific
to individual smokers.

To achieve personalization in this study, smokers had to
self-report their smoking behaviors for 10 days while collecting
images of their daily environments. These data were then used
to refine the prediction model. This process is burdensome but
may be particularly important for smokers whose daily
environments are atypical or whose smoking behaviors do not
follow common patterns. If this is not possible, a lesser degree
of personalization can be achieved by asking smokers to provide
information about the locations where they commonly smoke.
Alternatively, models can be iteratively improved during use,
for example in a mobile app, by prompting the user to confirm
or deny smoking predictions made by the model.

The ability to predict environment-associated smoking risk in
real time unlocks a range of environment-focused smoking
cessation interventions. Real-time risk prediction can be used
to trigger a JITAI [9] in which support is provided to smokers
via a mobile device at the time and place when it is most needed
[31]. Information about environment-associated risk can be
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combined with information about the smoker’s internal state,
provided by wearable devices, to obtain a more comprehensive
estimate of smoking risk and craving. We anticipate that
information about the external environment would enhance the
prediction of smoking risk from other data streams (eg, heart
rate from wearable devices), but the degree to which these data
sources complement one another has yet to be explored.
Ultimately, we envision a system in which wearable eyewear
(eg, smart glasses) continuously acquires images of the user’s
external environment, alerts them with visual feedback when
high-risk environments are detected, and suggests appropriate
coping strategies for a given context. As augmented reality
technologies mature [22], this paradigm can be used not only
to support smoking cessation but also to understand and respond
to environmental correlates of a broader range of health-related
symptoms and behaviors.

However, several other intervention types are possible. For
example, QuitEye could be used to identify environmental
correlates of smoking risk in a smoker’s daily environment
before a quit attempt, allowing them to restructure their
environments or daily activity patterns to increase the likelihood
of quitting successfully. As QuitEye can predict the smoking
risk associated with any image, including images of locations
not yet visited, it can help smokers preemptively avoid visiting
prosmoking environments. During a quit attempt, for instance,
a smoker might choose to visit a restaurant that has a lower
smoking risk, as determined based on images available on the
internet.

Although images improved the prediction of smoking
substantially, they did not improve the prediction of craving.
To the contrary, our best-performing craving prediction models
do not incorporate image features, and out-of-sample prediction
performance for craving was poor. Our laboratory research
suggests that habitual smoking environments do provoke
craving, but this study’s results do not provide additional support
for this finding. Consequently, the role of environmental factors
in the emergence of craving, or in the progression from craving
to smoking itself, remains unclear. These conflicting findings
may be partly owing to our EMA procedure. At the time of
smoking, participants were asked to report their craving before
smoking. Thus, the corresponding image taken at the time of
smoking may not match the external environment corresponding
to self-reported craving. However, in a follow-up analysis, we
attempted to predict craving only from random prompts, and
similar AUC values were observed. Further studies are needed
to examine the environmental correlates of craving more
thoroughly. In particular, continuous image acquisition (via
wearable cameras or smart glasses) may provide additional
environmental or social cues that are relevant to craving but not
captured by a single image. Alternatively, general craving may
be driven more by internal (eg, low plasma nicotine levels and
negative affect) rather than external factors.

As shown in Figure 7, smoking risk prediction was more
effective for participants whose locations were more variable
and for whom location type provided more information about
smoking behavior. Some participants’ smoking environments
were mostly distinct from their other daily environments,
allowing our models to identify a strong relationship between

environmental factors and smoking status. Other participants
tended to smoke in the same environments where they spent
most of their time, making it difficult to identify robust
environment-smoking associations. Notably, this difference
was not associated with demographic factors in this study. More
studies are needed to understand these groups and determine
whether there are identifiable subpopulations of smokers among
whom QuitEye is particularly effective or ineffective.

Limitations
Although EMA provides more accurate smoking tracking than
other self-report methods [32], smoking events may have been
omitted or incorrectly reported. Our models predicted
self-reported smoking, which may differ from true smoking
events. Although our EMA procedure was designed to be brief
and minimally burdensome, picture-taking and other EMA
requirements may have increased the number of smoking events
omitted by our participants. Furthermore, some EMA responses
may not have been completed promptly upon smoking, thus
reducing self-report validity. Other outcomes were also
self-reported and subject to participant error or omission. As
previously discussed, our EMA asked participants to self-report
their craving before smoking in the smoking-initiated prompts,
which may have introduced additional errors or variability.

In addition to smoking-initiated prompts, participants completed
a total of six system-initiated prompts at randomly selected
times throughout the day. More frequent prompts would have
provided a more comprehensive sample of participants’ daily
environments, but this might have also resulted in reduced EMA
adherence. Camera design and image quality varied among
participants, who used their own smartphones to take pictures.
Variability in image quality can be reduced by acquiring images
using wearable cameras or smart glasses. This approach would
also allow images to be captured throughout the day, providing
complete information about the participants’daily environments.

Future Directions
This study did not include a quit attempt. The results showed
that QuitEye predicts smoking risk effectively outside of a quit
attempt, but its ability to predict lapses and relapse after quitting
is unknown. Other (nonimage) data streams from mobile devices
have been used to predict lapse risk [21], and we anticipate that
QuitEye would provide complementary information about
environment-associated risk factors. In future work, we will
explore the relationship between the environmental correlates
of smoking before quitting and the environmental correlates of
lapse and relapse.

Owing to privacy concerns, participants were asked to avoid
taking pictures of other people. However, this restriction may
have prevented us from identifying interpersonal triggers and
other important social determinants of smoking. The ability to
recognize these and other dynamic environmental features is
an important advantage of our approach compared with other
sources of environmental information, such as GPS. In future
work, we hope to explore the use of computer vision to identify
the social determinants of smoking.

Now that QuitEye has been implemented as a mobile app, we
can prospectively evaluate the real-time prediction of

J Med Internet Res 2021 | vol. 23 | iss. 11 | e27875 | p.465https://www.jmir.org/2021/11/e27875
(page number not for citation purposes)

Engelhard et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


environment-associated risk and develop environment-aware
mobile health cessation interventions. These interventions will
incorporate information about the environment in addition to
user physiology and other information with recognized
predictive values [11-15]. An important goal of this study is to
quantify the contribution of each data source (eg, physiology
vs environment) to overall prediction performance. Initial
interventions incorporating QuitEye will use smartphone
cameras to identify environment-associated smoking risks in
smokers’daily environments. Later interventions will use smart
eyewear to continuously acquire images of the smoker’s
environment and provide support when high-risk environments
are encountered. An important component of this study will be
to evaluate the benefit of just-in-time support versus the cost
of false alarms, which will allow us to select an appropriate risk
threshold for triggering the intervention.

Conclusions
Images of daily environments can be used to predict smoking
risk effectively. Our risk prediction system, QuitEye, also
predicts craving, whether smoking is permitted, and whether
the participant is outside, providing important contextual
information that could inform JITAIs for smoking cessation.
Performance can be further improved through personalization,
achieved by (1) fine-tuning QuitEye with images of a given
smoker’s daily environment or (2) asking participants to provide
information about their habitual smoking environments. QuitEye
has been optimized for mobile devices and implemented as a
mobile app, allowing environment-associated smoking risk to
be continuously assessed in a mobile device-based smoking
cessation intervention.
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Abstract

Background: Patient engagement is a worldwide trend in health care. Patient portals have the potential to increase patients’
knowledge about their health and care and therefore enhance patient engagement. Portal users’experiences are needed to determine
if these portals work appropriately and if there are barriers to achieving the aims that were set before their implementation.

Objective: The aim of this study is to analyze pharmacy customers’ experiences of the Finnish nationwide patient portal My
Kanta in terms of benefits, problems, and potential improvements.

Methods: A questionnaire survey was conducted among pharmacy customers in the spring of 2019. The questionnaires (N=2866)
were distributed from 18 community pharmacies across mainland Finland to customers aged ≥18 years who were purchasing
prescription medicines for themselves or their children aged <18 years. Using open-ended questions, customers were asked about
their experiences of the benefits and problems of My Kanta and what improvements could be made. Their responses were encoded
and categorized using inductive content analysis, stored in SPSS Statistics for Windows, and analyzed using frequencies.

Results: Of the 2866 questionnaires, a total of 994 (34.68%) questionnaires were included in the analysis. Most respondents
were My Kanta users (820/994, 82.5%); of these 820 users, 667 (81.3%) reported at least one benefit, 311 (37.9%) reported at
least one problem, and 327 (39.9%) reported at least one potential improvement when using My Kanta. The most commonly
mentioned benefits were opportunities to view health data (290/667, 43.5%) and prescriptions (247/667, 37%) and to renew
prescriptions (220/667, 33%). The most extensively reported problems with My Kanta were that the portal lacks health data
(71/311, 22.8%), navigating the service and searching for information is difficult (68/311, 21.9%), and the delay before health
data are incorporated into the service (41/311, 13.2%). The most frequently suggested potential improvements were that My
Kanta needs more comprehensive health data (89/327, 27.2%); the service should be easier to navigate and information easier to
access (71/327, 21.7%); the service should have more functions (51/327, 15.6%); and health data should be entered into the portal
more promptly (47/327, 14.4%).

Conclusions: Pharmacy customers reported more benefits than problems or potential improvements regarding the use of My
Kanta. The service is useful for viewing health data and prescriptions and for renewing prescriptions. However, portal users
would like to see more data and functions available in the portal and data searches to be made easier. These improvements could
make the data and functions provided by the portal easier to view and use and hence promote patient engagement.

(J Med Internet Res 2021;23(11):e31483)   doi:10.2196/31483
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Introduction

Background
Promoting patient engagement is a worldwide trend, with the
goal of improving patient-centered care and providing greater
safety in health care [1]. The opportunity to access one’s own
medical data is regarded as a key element in patient engagement,
as it provides patients with more information about their own
health and care. In recent decades, many countries have
developed national eHealth strategies, including the
implementation of electronic health record systems [2]. Some
of these systems include an opportunity for patients to view
their electronic health records via patient portals. However,
enhancing patient engagement requires not only implementing
patient portals for data viewing but also ensuring that these
services are user-friendly and can be used appropriately [1].
Collecting data regarding patients’ perceptions, needs, and
experiences when updating patient-centered health services is
also part of patient engagement. In the case of patient portals,
it is important to understand how patients use the medical data
provided and whether the portal has achieved the goals set
before its implementation. The aims of portals are to increase
patients’ empowerment and thus encourage them to take more
responsibility for their own health and care.

As patient portals have only been introduced in recent years,
only a limited number of studies have investigated users’
experiences of their usability. However, some studies have been
conducted, mainly in the United States and the Netherlands,
where patient portals are targeted at certain regions, diseases,
or organizations [3-7]. On the other hand, few studies have
investigated nationwide patient portals [8-10], partly because
they have been implemented in only a few countries, mainly
Nordic countries. Studies focused on users’ experiences of
patient portals have shown that users are mostly satisfied with
these portals [6-10]. Commonly reported benefits that portals
have provided for their users are that medical records are
viewable and can be read before or after visits and that users

find themselves better informed and more empowered and
engaged in their own care [3-7,9-11]. Being able to communicate
with health care professionals has also been viewed as beneficial
[3-6,11]. The problems encountered when using portals are
mostly related to difficulty in understanding the information
recorded within the portal and to the log-in process [3-5,10,11].
Users have reported that the portals could be improved by
including more information, facilitating faster entry of data into
the portals, and making the information more understandable
[4,8-11]. Previous studies seem to indicate that experiences of
patient portal use are fairly similar regardless of whether the
portal is nationwide or specific to a certain area, disease, or
organization.

Study Context
Kanta Services is a Finnish nationwide entity providing services
such as Patient Data Repository and Prescription Center into
which health records and prescriptions recorded in all public
and private health care units and pharmacies across Finland are
saved [12]. Users of the services are health care professionals,
pharmacists, and the public.

My Kanta, a nationwide patient portal, is part of Kanta Services
and allows patients to access their health and prescription
information [13]. Access to My Kanta requires a Finnish social
security number and electronic authentication, such as a web
banking code, an electronic ID, or a mobile certificate. My
Kanta was initially introduced in 2010, and its content has been
extended over the years [12,13]. In its early years, it only
provided an opportunity to view e-prescriptions. Today,
however, patients can browse their own or their dependents’
e-prescriptions and health data recorded as part of both public
and private health care (Textboxes 1 and 2) [13,14,15]. Patients
can also request prescription renewal and save their living will
and organ donation testament. My Kanta also provides an
opportunity to view in which health care units or pharmacies
the user’s own data have been browsed or processed. We have
reported a more detailed description of My Kanta and the
Finnish e-prescription system in a previous study [16].
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Textbox 1. Contents of My Kanta.

Contents

• e-Prescriptions (all prescriptions have been issued electronically in Finland since 2017)

• Name, dosage, and indication of medicine

• Prescribing date and organization, prescriber

• Valid date of prescription

• Quantities of medicines outstanding

• Medicine purchases and dispensing events

• Prescription renewals

• Health care units and pharmacies where prescription information has been processed

• Health data

• Records of health care visits, diagnoses, critical risk factors

• Laboratory test results, x-ray examinations

• Referrals, medical certificates and reports

• Health care units where health records have been browsed

Textbox 2. Functions of My Kanta.

Functions

• Viewing e-prescriptions and health data

• Printing out a summary of e-prescriptions

• Requesting a prescription renewal

• Giving informed consent to share health data

• Preventing the sharing of certain health data or e-prescriptions

• Saving a living will and organ donation testament

• Giving consent to other European pharmacies to dispense e-prescriptions (currently possible in Estonia, Croatia, and Portugal)

• Acting on behalf of dependents (at the time of the study, this refers to dependents aged <10 years. Access has only been extended gradually to
underage dependents, aged 10-17 years, since October 2020).

• Viewing e-prescriptions and health data

• Submitting a prescription renewal request

• Giving informed consent to share a dependent’s health data

According to Kanta Services statistics, the My Kanta portal is
widely used in Finland [17]. In 2019, more than 2 million people
(total Finnish population 5.5 million) were using My Kanta,
and the total number of log-ins was about 21 million. The
familiarity of pharmacy customers with My Kanta, portal use,
and experiences of its usability for viewing e-prescriptions were
investigated in its early years in 2015 [18]. Since then, health
data have been added to the portal, and portal use has increased
significantly; hence, up-to-date studies are now needed. This
study is part of a larger research project studying My Kanta use
for viewing and monitoring health and prescription information
from the patients’ perspective. We have previously reported on
the use of different functions and the usability of the service
surveyed by means of structured questions and have investigated
the factors related to the use and nonuse of the service [16,19].

Objectives
The aim of this study is to investigate pharmacy customers’
experiences of the benefits and problems of the Finnish
nationwide patient portal My Kanta and how it could be
improved.

Methods

Study Setting
A questionnaire survey was conducted in early spring 2019 of
pharmacy customers aged ≥18 years who were purchasing
prescription medicines for themselves or their children <18
years. This target group was chosen as we wanted to reach
people who potentially have a need to use My Kanta.
Questionnaires (Multimedia Appendix 1) were distributed in
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18 community pharmacies from 6 regions across mainland
Finland. Using convenience sampling, 1 university pharmacy
branch (owned by a university but operating as a privately
owned pharmacy), 1 large privately owned city pharmacy, and
1 small privately owned rural pharmacy were recruited from
each region. The number of questionnaires delivered to each
pharmacy was in proportion to the number of prescriptions
dispensed annually by the pharmacy and ranged between 40
and 320. A total of 3560 questionnaires were mailed to the
pharmacies. Pharmacists were instructed to inform all eligible
customers about the survey after dispensing prescription
medicines and to offer them the questionnaire. Pharmacies were
not required to keep a record of customers who declined to
participate. Customers filled in the questionnaires at home and
mailed them in return envelopes to the research group.
Questionnaires were handed out as long as there were forms
left for a maximum of 2 weeks. After the study period,
pharmacists reported the number of remaining questionnaires
to allow the calculation of the response rate. Reminders could
not be sent because the respondents’ personal data were not
collected. Altogether, 2866 questionnaires were distributed.

Questionnaire
The 4-page questionnaire included 22 structured, Likert-scale,
and open-ended questions (Multimedia Appendix 1). The
questionnaire consisted of 3 parts. The first part was for all
respondents and concerned background information, the second
part was for those respondents who used My Kanta, and the
third part was for respondents who did not use My Kanta. The
questionnaire was designed using My Kanta pages and previous
surveys of patient portals [7,13,18,20-25]. It was initially tested
for face validity by 3 researchers who were experienced in
designing questionnaire surveys. Thereafter, the questionnaire
and data collection procedure were piloted in a pharmacy, with
minor revisions made as a result.

This study reports the results from 3 open-ended questions from
the second part of the questionnaire. The questions were as
follows: What advantages or benefits has the use of My Kanta
provided to you?What problems have you experienced when
using My Kanta? How could My Kanta be improved to make it
easier for you to monitor and manage your medication and
health information? We used open-ended questions to ask about
the benefits, problems, and potential improvements to get an
overview of issues that spontaneously come to respondents’
minds when they think about their experiences of My Kanta
use. Background information was obtained by means of
structured questions, except for the respondent’s year of birth
and number of regularly used prescription medicines, which
were obtained using open-ended questions.

Data Analysis
A 2-phase analysis (qualitative and quantitative) was used. In
the qualitative analysis, responses to open-ended questions were
encoded and categorized using inductive content analysis. The
analysis started by recording the answers in a table in Word

2016 (Microsoft Corp). This was continued to the point of
saturation, which means that no new aspects related to the
research questions emerged in the answers. After the saturation
point, the remaining answers were examined, and only
supplements to the previous aspects and new ideas were
recorded. The saturation points for benefits, problems, and
potential improvements were questionnaires 176, 248, and 250,
respectively. In addition, if the answer to the question about
benefits included a problem, it was moved to the analysis of
problems, and if the answer to problems included an
improvement idea, it was moved to the analysis of potential
improvements. An analysis unit could be a single word, a
sentence, or a group of sentences describing an idea related to
benefits, problems, or potential improvements. Accordingly,
an answer pertaining to more than 1 subject was separated into
several analysis units. Simplifications were then made using
these units. The simplifications were compared and then sorted
into emerging subcategories, which were named according to
all the simplifications in that subcategory. Similar subcategories
were combined into main categories, and the main categories
were named according to their content. Each questionnaire was
then studied, and the responses were encoded into the main
categories formed. The categorized data were stored in SPSS
Statistics for Windows 10 (version 27.0; IBM Corp) for
quantitative analysis. Data were analyzed using frequencies.
Inductive content analysis was conducted by 2 researchers (AO
and MS) after the simplifications were made. Contradictory
categorizations were discussed by the research group. Content
analysis was discussed by the research group throughout the
process.

Ethical Statement
Ethical approval required by the funding organization was
granted by the Committee on Research Ethics of the University
of Eastern Finland (statement 23/2018). Participation in the
survey was voluntary. Filling in the questionnaire and mailing
it to the research group were regarded as informed consent to
participate. No incentives were provided to the participants.
Pharmacy owners consented to handing out questionnaires in
their pharmacies.

Results

Study Population
Altogether, 996 questionnaires were returned. Two
questionnaires, however, were blank and were therefore
excluded. Consequently, 34.68% (994/2866) of questionnaires
were included in the study. Most respondents were female
(687/994, 69.4%; Table 1). The mean age of the respondents
was 62 (SD 14.484; range 18-99) years. Most respondents
(820/994, 82.5%) were My Kanta users. The characteristics of
My Kanta users were very similar to those of all respondents,
with the exception of more frequent internet use and internet
use to search for health-related information.
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Table 1. Characteristics of the questionnaire respondents.

My Kanta users (n=820), n (%)Total respondents (n=994), n (%)Characteristics

819 (99.9)990 (99.6)Gendera

576 (70.3)687 (69.4)Female

243 (29.7)303 (30.6)Male

791 (96.5)958 (96.4)Age (years)a

50 (6.3)54 (5.6)18-34

236 (29.8)269 (28.1)35-59

396 (50.1)467 (48.7)60-74

109 (13.8)168 (17.5)≥75

Education

129 (15.7)185 (18.6)Basic education

444 (54.1)523 (52.6)Secondary education

247 (30.1)286 (28.8)University degree

818 (99.8)992 (99.8)Regiona

107 (13.1)135 (13.6)Southern Finland

109 (13.3)144 (14.5)Southwestern Finland

155 (18.9)192 (19.4)Western and Central Finland

189 (23.1)224 (22.6)Eastern Finland

193 (23.6)222 (22.4)Northern Finland

65 (7.9)75 (7.6)Lapland

814 (99.3)987 (99.3)Internet usea

772 (94.8)851 (86.2)Daily or on several days a week

42 (5.2)79 (8)Once a week or less often

0 (0)57 (5.8)Not at all

819 (99.9)991 (99.7)Internet use to search for health-related informationa

770 (94)842 (85)Yes

49 (6)149 (15)No

809 (98.7)982 (98.8)Chronic diseases diagnosed by a physiciana

682 (84.3)823 (83.8)Yes

113 (14)140 (14.3)No

14 (1.7)19 (1.9)Does not know

780 (95.1)942 (94.8)Number of regularly used prescription medicinesa

87 (11.2)101 (10.7)0

496 (63.6)604 (64.1)1-4

197 (25.3)237 (25.2)≥5

My Kanta use

820 (100)820 (82.5)Yes

0 (0)21 (2.1)Has used it but is not going to use it anymore

0 (0)153 (15.4)Has never used it

aSome of the respondents did not answer the question.
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Benefits
Of the My Kanta users, 81.3% (667/820) described at least one
benefit that My Kanta use had provided (Table 2). The most
frequently stated benefits were opportunities to view one’s own

health data (290/667, 43.5%) and e-prescriptions (247/667,
37%) and to renew prescriptions (220/667, 33%). Many users
(107/667, 16%) also thought it was useful in general that their
own information was viewable via the service.

Table 2. Benefits that My Kanta has provided for its users.

Respondents (n=667), n (%)Benefitsa

290 (43.5)Health data viewable in the service

—bViewing health data

—Viewing laboratory results

—Viewing records of health care visits

247 (37)e-Prescriptions viewable in the servicec

—Monitoring e-prescriptions

—Monitoring validity of prescriptions

—Monitoring amounts of outstanding medicines

—Monitoring the need for prescription renewals

—Prescriptions are in the service

220 (33)Prescription renewals

—Opportunity to renew prescriptions

—Ease of prescription renewing

107 (16)One’s own information viewable in the service

—One’s own information can be viewed or checked

—Ease of viewing one’s own information

—One’s own information viewable anytime or anywhere

—One’s own information viewable at home

—All information in one place

42 (6.3)Fever contacts and calls to health services

—Fewer calls

—No need to visit a physician

—No need to visit a health care center or pharmacy

35 (5.2)Easy to take care of health-related matters

—Easy

—Can be used anytime or anywhere

—Can be used at home

—Saving time

58 (8.7)Other

—Printing out information

—Saving organ testament

—Saving living will

—Acting on behalf of others

aFrom each main category, the most common subcategories are reported in the table.
bNot available.
cIn Finland, all prescriptions are issued electronically.

The main category Health data viewable in the service included
responses concerning laboratory results, records of health care

visits, and health data in general (Table 2). It was thought useful
that laboratory results, records of health care visits, and health
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data in general were viewable and could be easily monitored
via the service. The respondents stated that by using My Kanta,
they could keep up to date with their health information. They
also found it useful, after their health care visit, to be able to
check what had been discussed during the visit or what the
physician had recorded.

The most frequent response in the main category E-prescriptions
viewable in the service was that e-prescriptions could be (easily)
viewed and monitored via the service (Table 2). Some users
said that they kept a check on how long e-prescriptions were
valid, whether there were any medicines outstanding, or whether
e-prescriptions needed to be renewed. Some users found it useful
that e-prescriptions were included in the service as there was
no longer any need to keep paper versions and all prescriptions
were safe in one place.

The main category Prescription renewals included responses
that regarded the opportunity to renew prescriptions via the

service as beneficial (Table 2). The renewal process was
described as straightforward and fast.

In the main category One’s own information viewable in the
service, the responses focused on the benefits of having access
to one’s own information in general and that it was useful that
information could easily be checked in one place, at anytime
and anywhere (Table 2). Many respondents said that it was
useful to be able to view this information in the privacy of their
homes.

Problems
More than 1 in every 3 users (311/820, 37.9%) described at
least one problem in the use of My Kanta (Table 3). The most
frequently mentioned problems were that the service lacked
health data (71/311, 22.8%) and that users had difficulty
navigating within the service and searching for information
(68/311, 21.9%). Some users regarded the delay in health data
being downloaded into the service to be a problem (41/311,
13.2%).
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Table 3. Problems that users have experienced with My Kanta.

Respondents (n=311), n (%)Problemsa

71 (22.8)The service is lacking health data

—bLaboratory results not available

—Records of certain health care visits or units not available

—Old data not available

68 (21.9)Difficulty navigating the service and searching for information

—Difficulty finding information

—The service is badly organized

—Problems switching between pages

41 (13.2)Health data viewable with a delay

—Health data downloaded into the service with a delay

—Records of health care visits downloaded into the service with a delay

—Laboratory test results downloaded into the service with a delay

33 (10.6)Telecommunication problems

—The service does not open properly

—The service cuts off the user or is disrupted

—Problems with the internet connection

31 (10)User-driven challenges in using the service

—Illnesses inhibit use of the service

—Uncertainties about using computer or internet

—Unaware of the content of the service

—Difficulty understanding the health data recorded

—My Kanta and other patient portals get mixed up

27 (8.7)Inconveniences in logging in

—Logging in is not possible without web banking codes

—Web banking codes are not always carried

—Web banking does not work properly

—Logging in with web banking codes is laborious

23 (7.4)Difficulty in prescription monitoring

—Invalid and valid prescriptions become mixed

—Difficulty understanding valid dates of prescriptions or amounts of outstanding medicines

—Prescriptions cannot be arranged

21 (6.8)Inconveniences in renewing prescriptions

—Certainc prescriptions cannot be renewed

—Physician has not renewed the prescription

—Problems choosing a health care unit for renewal

13 (4.2)Incorrect information in the service

—Information recorded incorrectly

—Other persons’ data in the service

—Difficulty correcting erroneous information

37 (11.9)Other

—Difficulty printing out e-prescriptions and health data
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Respondents (n=311), n (%)Problemsa

—Guardian cannot see the data of dependents who are younger than 10 years

—Uncertainties in data sharing procedures

aFrom each main category, the most common subcategories reported in the table.
bNot available.
cFor example, prescriptions issued in private health care or prescriptions issued over 28 months ago.

The main category The service is lacking health data included
responses that My Kanta is lacking certain data (Table 3). Users
reported that laboratory results were either partly or completely
unavailable. In addition, some users reported that the records
of certain health care visits or units did not seem to have been
entered into the system. Some responses said that records of
private health care providers, such as occupational health care,
were missing. Users also reported that some information had
disappeared, or they would like to see their health information
from the years before the introduction of My Kanta.

Difficulty finding information in the service was frequently
reported to be a problem in the main category Difficulty
navigating the service and searching for information (Table 3).
Some respondents did not specify what information they could
not find, whereas others mentioned laboratory results or records
of a particular health care visit. Some users thought that the
service was badly arranged. For example, layout, menus, and
headings were considered unclear, which complicated their
ability to navigate within the service. Some users reported that

switching between different pages did not work properly, as
they could not move back to the previous page but instead were
transported to the starting page.

Responses in the main category Health data viewable with a
delay refer to the feeling that there are delays in health data
being downloaded into the service (Table 3). Some respondents
did not specify what health data they meant, whereas others
mentioned records of health care visits or laboratory results.

Potential Improvements
Of My Kanta users, 39.9% (327/820) reported at least one
potential improvement in the service (Table 4). The most
common suggestions for improvements were that the health
data provided in the portal should be more comprehensive
(89/327, 27.2%) and navigating the service and searching for
information should be made easier (71/327, 21.7%). Some users
suggested new functions that could be incorporated into the
service (51/327, 15.6%) or would like health data to be entered
more promptly into the service (47/327, 14.4%).
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Table 4. Potential improvements proposed by users.

Respondents (n=327), n (%)Proposed improvementsa

89 (27.2)More comprehensive health data

—bData from all health care units should be available

—All data viewable in the service

—Records of health care visits in more detail

—Old data should be incorporated into the service

71 (21.7)Facilitating navigation in the service and searching for information

—Data grouping more clearly

—Clearer layout

—Simplification of the service

—Use guidance

51 (15.6)More functions incorporated into the service

—Secure messaging

—Notifications

—Vaccinations

—More information about medicines

—Opportunity to correct erroneous information

47 (14.4)Faster downloading of health data

—Laboratory results entered into the service with a shorter delay

—Record of health care visits into the service with a shorter delay

—Data entered into the service with a shorter delay

33 (10.1)Easier monitoring of prescriptions

—Certainc prescriptions should be removed

—Clearer order for prescriptions

—Clearer prescription information

23 (7)Health data in plain language

—Diagnosis, terms, and medical reports in easy-to-comprehend language

—Laboratory results in easy-to-comprehend language

22 (6.7)Easier logging in and mobile use

—Other waysd to log-in than web banking codes

—Simplifying the log-in procedure

—Mobile app should be introduced

19 (5.8)Making it easier to act on behalf of others

—Opportunity to act on behalf of dependents aged 10-18 yearse

—Opportunity to act on behalf of adults (>18 years)e

26 (8)Other

—Improvements in prescription renewals

—Improvements in printing out information

—Data protection

aFrom each main category, the most common subcategories are reported in the table.
bNot available.
cFor example, invalid or noncurrent prescriptions.
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dFor example, username and password or PIN code.
eIn Finland, the age of majority is 18 years.

Responses in the main category More comprehensive health
data related to health data that is or should be in the portal
(Table 4). These responses included the view that health data
from all visits or units should be added to the service. Some
respondents did not specify from which units’data were missing,
whereas others mentioned as an example of private health care
providers or oral health care. Many users wanted the laboratory
results to be viewable in the service. Some of these respondents
had no laboratory results in the service, whereas for others, they
were only partially available. Some users wanted records of
health care visits to be more detailed. A few respondents wanted
data from the years before My Kanta or data that had
disappeared to be added to the service.

In the main category Facilitating navigation in the service and
searching for information, some respondents wanted the data
to be grouped more clearly (Table 4). It was also suggested that
there could be clear sections for different data, such as laboratory
results, data from certain units, or the latest data. Some
respondents wanted data to be arranged in a clearer
chronological order. Some thought that searching for particular
information should be made easier and the layout of the service
clearer. Specifically, the headings and menus were considered
to be unclear. Some users wanted the service to be simpler.
Others reported that they would like to have more guidance in
using the service. A few would like to receive face-to-face
guidance, whereas others thought that some kind of manual or
more general information should be provided.

The main category More functions incorporated into the service
included responses proposing the addition of new functions to
the portal (Table 4). Some users wanted secure messaging
between patients and health care providers. It was considered
an advantage if patients could ask physicians or nurses about
their care or medicines via the service, or, in the case of
prescription renewals, if they could send messages to their
physician. Respondents also proposed the introduction of novel
notifications, for example, an SMS text message to a mobile
phone informing them when prescriptions had to be renewed
or when new records were downloaded to the portal. Some users
wanted more information about medicines to be included in the
portal, such as drug interactions or costs. It was also suggested
that vaccinations should be included. Some users wanted to
have an opportunity to correct erroneous information via the
service or to report incorrect information.

In the main category Faster downloading of health data, some
respondents wanted to see laboratory results, records of health
care visits, or data in general to be viewable in the service more
promptly (Table 4). A few respondents wanted data to be entered
into the service without delay or with a shorter delay, so they
could use the information at their next appointment.

Discussion

Principal Findings and Comparison With Prior Work
In this study, more pharmacy customers reported benefits than
problems or potential improvements when using the nationwide

patient portal My Kanta. Users consider My Kanta beneficial
because health and prescription information can be easily viewed
and monitored, and prescription renewals can be submitted via
the service. In general, the fact that all these services are
available regardless of time and place, for example, in the
privacy of the patient’s home, is regarded as a benefit. However,
the system is not perfect, and some drawbacks were reported.
Ideas for improvement mainly concerned certain frequently
mentioned problems. The results of this study are mostly in line
with those of previous studies investigating users’ experiences
regarding the benefits, problems, and potential improvements
of patient portals [3-11]. This suggests that there are no major
differences in users’ experiences between nationwide and
organization-specific portals, although these portals differ
slightly from each other in terms of content and functions.

The My Kanta functions rated most beneficial, that is, viewing
health data and prescriptions and renewing prescriptions, are
also the most widely used [16]. According to a study conducted
in 2014 among the Finnish population on the use of electronic
services in health care, respondents said that in the future, they
would like to have access to their laboratory test results, health
records, and prescriptions, and an opportunity to submit renewal
requests [24]. Thus, as these options are now available,
individuals naturally regard them as the most beneficial, and
these functions are most extensively used. The present results
also indicate that My Kanta met users’ expectations well. In
addition, the portal has achieved its intended goal of making it
easier for patients to obtain their health information and hence
participate in their own care.

In line with previous studies [3-7,9-11], the ability to view one’s
own health data was regarded as the most beneficial function
of the patient portal. However, users reported some problems
that may discourage the use of health data and thus patient
engagement. Some users found the language used in their health
records too difficult to understand. This is also a finding from
previous studies conducted in Finland [16] and other countries
[3,5,10,11]. My Kanta is a nationwide portal that can be used
by anyone living in Finland with an ID for electronic services.
It is important that the language used in the portal is plain
enough to allow everyone to easily understand the recorded
data. Physicians should be informed about this finding so that
they can avoid writing reports with professional terminology
that laypeople will not understand. It would also be useful if
My Kanta contained explanations of laboratory test
abbreviations and reference values.

To increase and facilitate patient engagement, there are other
issues that require attention. Many users reported that not all
their health data, especially laboratory results and data from
certain health care units, were available. This prevents patients
from gaining a comprehensive picture of their health and care.
Health data from public health care started to be included in
My Kanta in 2013 and from private health care in 2016 [12]. It
may be that at the time of this study, not all units had started to
record their data in My Kanta, as this took place step by step.
It should also be noted that the portal is continuously developing
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and that the amount of health data that can be accessed is
constantly increasing [26]. For example, since the questionnaires
were returned, oral health care data and vaccinations have begun
to be downloaded to the portal. Furthermore, there is a
possibility that data on some health care visits or units are
delayed as health care professionals want to discuss the
significance of findings with the patient before the data are made
available in My Kanta [27]. In Finland, there is no exact time
period determining when certain data should be entered in My
Kanta; instead, this is left to the discretion of health care units
or professionals. In some cases, records can be delayed
indefinitely if their availability is seen as a risk to the patient’s
life or care. It would be important to inform patients about these
delay procedures as many users wanted their health data to be
downloaded to My Kanta more promptly. The wish of patients
to have their health data downloaded to the portal without delay
has also emerged in studies conducted in other countries
[3,9,11]. In contrast, in a study conducted in the Netherlands,
users did not want their health data to be downloaded to the
portal before they had visited a physician [5]. Some users may
not have the ability to understand information, such as the
meaning of laboratory results, and thus, delaying the data may
be necessary to prevent unnecessary concerns. Nevertheless, it
may be that patients are unaware of the reasons for a delay, and
they should be informed accordingly, for instance, when visiting
the health care provider.

Users also stated that some data were difficult to find in My
Kanta. This was also highlighted in a previous study that
investigated My Kanta usability [16]. In this study, many
suggestions were made to make searching for information easier,
for example, organizing data in the portal in different ways.
Users also wanted the service to be simpler, especially headings.
However, many of the suggestions differed from each other, so
the first step in making information easier to find could be better
instructions on the use of the portal, which was also the wish
of users. It is evident that further investigations should be
conducted to determine the optimal information search strategy.
At the moment, Kanta pages on the internet include a
considerable amount of self-guidance. There is a My Kanta
web-based course including guidance videos and instructions
to acquaint users with My Kanta functions and how to start
using the portal [28]. Clients can also request help from the
customer service [29]. However, as the wishes for easier use of
the portal and more guidance were mentioned in many responses
and as some users reported they were unaware of the content
of My Kanta, it can be assumed that this information and
guidance have not reached all citizens. A wish for further
guidance on My Kanta use was also reported in a previous study
[16]. As suggested in this study, it may be necessary to provide
face-to-face guidance or a manual.

Opportunities to view and renew prescriptions emerged as the
most commonly experienced benefits, which is a finding at odds
with previous studies [3,5,7,10]. This difference may be due to
the fact that there are only few countries where the use of
e-prescriptions is as widespread as in Finland, where all
prescriptions have been issued electronically since 2017 [30].
In Finland, My Kanta is the only way for patients to view and
monitor their prescriptions, other than by visiting or calling

health care units or pharmacies. In addition, the survey
respondents were pharmacy customers who used prescription
medicines, which may have biased the result. Although users
experienced the ability to view prescriptions as beneficial, some
suggested ways to make prescription monitoring easier.
Respondents wanted to see prescriptions not in use removed
from the service or the opportunity to arrange prescriptions or
hide unnecessary prescriptions. This would simplify the overall
view of their prescriptions in the service. Kanta Services is
developing a national medication list [31]. This will be an
up-to-date list of currently used medicines to be included in My
Kanta, which may help patients to obtain an overview of their
medication. Users also had difficulty understanding prescription
information, especially valid dates and amounts of outstanding
medicines. Health care professionals should explain this
information to patients in health care units and pharmacies.

In this study, prescription renewal via My Kanta was
experienced as easy, and some users stated that they now visited
or called health care providers less often because they were able
to send renewal requests via the portal. This saves time for
health care professionals, which is one of the aims of eHealth
services [2]. However, the renewal of prescriptions without any
communication between the patient and health care professionals
may pose risks for pharmacotherapy monitoring. More studies
are therefore needed on prescription renewal via My Kanta so
that the overall impact of this function on health care
professionals’ workload and pharmacotherapy monitoring can
be evaluated.

Users also wanted to see new information or functions included
in the portal. This is in line with previous studies [3,4,8,10,11],
indicating that portal users want all their health-related data to
be available via these services. It could be argued that users
would prefer patient portals to be web-based places where they
could deal with many aspects of their health and medication.
Communicating with health care professionals and notifications
were the most often desired new functions. In Finland, some
private health care providers have their own organization-based
patient portals, which include communication features. It is
common worldwide for these functions to be part of
organization- or area-specific portals, and when available, these
are also some of the most beneficial functions reported by portal
users [3-7,11]. However, they have not been implemented in
nationwide portals [9,10]. A communication function could be
a useful way to enhance patient engagement and decrease the
need for contact with health care. However, this might increase
the workload of health care professionals, and therefore, before
such a function is implemented in a nationwide patient portal,
its impacts would need to be scrutinized in detail. The possibility
of including notifications in My Kanta, as suggested in this
survey, should also be evaluated. Users also wanted an
opportunity to correct erroneous information on the portal. Some
users reported that they had noted that their own data were
incorrect or that there was some other person’s data in their
portal. This problem was also mentioned in a previous study
on My Kanta use [16]. In Finland, the procedure for correcting
erroneous information is for the patient to contact the health
care unit where the incorrect information has been entered and
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ask them to correct the error [13]. Evidently, this procedure is
regarded as inconvenient.

Strengths and Limitations
This study has both strengths and limitations. The findings are
based on a nationwide patient portal that has been widely
adopted by the Finnish population. By handing out the
questionnaires from the pharmacies after dispensing the
prescription medicine, we reached our target group (ie, medicine
users who potentially have a need to use My Kanta). People
who have prescription medicines also have contacts in health
care and hence health data recorded in the service. Thus,
medicine users represent a population with both health data and
prescriptions recorded in My Kanta. This makes it a good
population to study the use of My Kanta service. However, this
target group may bias the results concerning prescriptions, as
all respondents used prescription medicines.

The study sample was large and included pharmacy customers
from all parts of the country. Evaluating the representativeness
of the results is challenging because there are no comparable
statistics on the characteristics of Finnish pharmacy customers.
As the customers were recruited anonymously, we have no
knowledge of the characteristics of those who declined to
participate or those who did not return the questionnaires. The
response rate in this study (994/2866, 34.68%) was low.

However, the respondents’ characteristics (age, gender,
education, and region) were fairly similar to those in earlier
Finnish studies of pharmacy customers conducted using the
same method with better response rates (40%-44%) [18,32].

The questions reported in this study were not validated
measures. However, the questions were based on previous
studies, with minor revisions [25,33]. In addition, both face
validity and pilot tests were conducted. Many users (311/820,
37.9%-667/820, 81.3%) responded to the open-ended questions
presented in this study. The reliability of categorization was
ensured by the fact that 2 researchers conducted an inductive
content analysis. Contradictory categorizations were discussed
in the research group to obtain a consensus.

Conclusions
Finnish pharmacy customers experience more benefits than
problems or potential improvements when using the nationwide
patient portal My Kanta. They perceive the portal as an easy
and beneficial way to view their health data and prescriptions
and to renew their prescriptions. However, portal users wanted
the service to include more information and functions, and for
data searches to be made easier. Fulfilling these wishes could
encourage even greater use of the portal and help patients use
the data recorded there. These improvements could allow
patients to become more involved in their own health and care.
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Abstract

Background: Secure patient portals are widely available, and patients use them to view their electronic health records, including
their clinical notes. We conducted experiments asking them to cogenerate notes with their clinicians, an intervention called
OurNotes.

Objective: This study aims to assess patient and provider experiences and attitudes after 12 months of a pilot intervention.

Methods: Before scheduled primary care visits, patients were asked to submit a word-constrained, unstructured interval history
and an agenda for what they would like to discuss at the visit. Using site-specific methods, their providers were invited to
incorporate the submissions into notes documenting the visits. Sites served urban, suburban, and rural patients in primary care
practices in 4 academic health centers in Boston (Massachusetts), Lebanon (New Hampshire), Denver (Colorado), and Seattle
(Washington). Each practice offered electronic access to visit notes (open notes) to its patients for several years. A mixed methods
evaluation used tracking data and electronic survey responses from patients and clinicians. Participants were 174 providers and
1962 patients who submitted at least 1 previsit form. We asked providers about the usefulness of the submissions, effects on
workflow, and ideas for the future. We asked patients about difficulties and benefits of providing the requested information and
ideas for future improvements.

Results: Forms were submitted before 9.15% (5365/58,652) eligible visits, and 43.7% (76/174) providers and 26.76% (525/1962)
patients responded to the postintervention evaluation surveys; 74 providers and 321 patients remembered receiving and completing
the forms and answered the survey questions. Most clinicians thought interim patient histories (69/74, 93%) and patient agendas
(72/74, 97%) as good ideas, 70% (52/74) usually or always incorporated them into visit notes, 54% (40/74) reported no change
in visit length, and 35% (26/74) thought they saved time. Their most common suggestions related to improving notifications
when patient forms were received, making it easier to find the form and insert it into the note, and educating patients about how
best to prepare their submissions. Patient respondents were generally well educated, most found the history (259/321, 80.7%)
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and agenda (286/321, 89.1%) questions not difficult to answer; more than 92.2% (296/321) thought sending answers before the
visit a good idea; 68.8% (221/321) thought the questions helped them prepare for the visit. Common suggestions by patients
included learning to write better answers and wanting to know that their submissions were read by their clinicians. At the end of
the pilot, all participating providers chose to continue the OurNotes previsit form, and sites considered expanding the intervention
to more clinicians and adapting it for telemedicine visits.

Conclusions: OurNotes interests patients, and providers experience it as a positive intervention. Participation by patients, care
partners, clinicians, and electronic health record experts will facilitate further development.

(J Med Internet Res 2021;23(11):e29951)   doi:10.2196/29951

KEYWORDS

electronic health record; previsit information; physician-patient relations; patient portal; mobile phone

Introduction

Background
Patient engagement is essential for improving patient experience,
reducing the cost of care, and improving population health [1].
With the proliferation of secure patient portals over the past
decade, patients have gained a powerful engagement tool [2,3].
Millions of patients and their care partners now go on the web
to communicate with members of the care team and review their

medical records. Beginning in April 2021, as part of the 21st

Century Cures Act, patients nationwide have access to virtually
all information in their electronic health records, including the
notes of their clinicians [4].

Hundreds of provider organizations implemented open notes
on their patient portals following publication of the first open
notes study in 2012 [5,6]. Patients rate note reading as very
important for remembering what happened in their office visits,
remembering their care plan, taking care of their health, and
feeling in control of their care [7-10]. Patients have also
expressed interest in doing more than passively reading their
notes. In the first study of open notes, 60% wanted to be able
to comment on notes, and 35% wanted to be able to approve
their notes [5]. Though few primary care physicians thought
patients should approve the content of notes, approximately
one-third agreed they should be able to comment. Researchers
have since shown that reading notes and inviting patients to
comment on their notes can benefit patient safety [11-16].
Though many clinicians face time pressures, a majority report
spending the same or less time writing open notes [17]. The
National Academy of Medicine’s Vital Directions for Health
and Health Care initiative recommends that patients and
authorized family caregivers be able to modify their health
records [18]. Though many ambulatory care practices collect
information from patients in brief questionnaires, we know of
no efforts inviting them to actively write in their records. As a
step in this direction, we decided to mount a pilot inviting
patients to contribute to their visit notes, thus transforming the
official record of their care into cogenerated OurNotes.

We designed, implemented, and evaluated portal mechanisms
for patients and their care partners to contribute to notes of
providers documenting their ambulatory visits. Following advice
from expert interviews, we determined to focus on previsit
communications by asking patients to (1) write a brief history

since the last visit and (2) to identify up to three priorities for
the upcoming visit [19].

Objectives
Our objectives were to have providers incorporate this previsit
input into their visit notes, thereby taking a first step toward
OurNotes, and to assess patient and provider experiences with
this pilot intervention. We hypothesized that clinicians and
patients would find it beneficial to submit the information before
visits, especially patients with a heavy burden of illness, and
that the intervention would be time-neutral or possibly save
time for clinicians. This paper reports the principal findings
from 12-month pilots of this intervention in 4 sites.

Methods

Overview
Primary care practices associated with 4 sites across the United
States participated: Beth Israel Deaconess Medical Center
(BIDMC) in Boston, UCHealth (UCH) in Aurora, Colorado
(including a women’s health clinic), Dartmouth-Hitchcock
Medical Center (DHMC) in Lebanon, New Hampshire, and
University of Washington Medicine (UW) in Seattle (including
a safety net clinic and a clinic that serves primarily privately
insured patients). Each site has well-established mechanisms
for offering open notes to patients. The OurNotes and site project
teams developed an overall intervention design and evaluation
plan. The study protocols were approved by the institutional
review boards of the participating institutions.

Intervention
The intervention included primary care providers and patients
who were registered on the patient portal. During the 12-month
pilot period, these patients were invited via a secure portal
message or email to complete a form addressing two questions
before a scheduled visit: How have you been since your last
visit?What are the most important things you would like to
discuss at your visit? (list up to 3). Answers were limited to
2000 and 300 characters, respectively. Clinicians could view
the completed forms before and during the visit, and when they
wrote the visit note, they could decide whether and to what
degree to incorporate the patient’s words.

Between mid-2017 and early 2019, each site built its own
implementation process and supported the information
technology infrastructure. Although all asked the same two
questions up to 1 week before the visit, the sites differed in their
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approaches (Multimedia Appendix 1). Notably, 2 sites
implemented practice-wide approaches with many clinicians
(UC and UW), and 2 recruited volunteer clinicians (BIDMC
and DHMC). Two sites (UC and UW) used Epic (Epic Systems
Corporation, Verona, Wisconsin) to facilitate the insertion of
patients’ submissions into notes. They were able to launch 9
months earlier than the other 2 sites.

In all sites, invitations to patients (Multimedia Appendix 2)
included links to the form (Multimedia Appendix 3). The
invitation described the intervention, explained that completing
the form was voluntary, and noted that the form might not be
read if they did not keep the appointment. At BIDMC, UC, and
UW, automated processes sent the previsit invitations;
physicians at DHMC selected patients from the weekly schedule,
and clinic staff or the physician sent the invitation message.

Evaluation
Pilot interventions were conducted between June 2018 and April
2020. Three sites (BIDMC, UC, and UW) used portal tracking
data to monitor the use of the form throughout the pilot, and
clinicians at DHMC made periodic estimates. The evaluation
plan also included surveys of both clinicians and patients at
each site and moderated discussions with the selected groups.
However, the COVID-19 pandemic led to restrictions on
research activities and diversion of information systems
resources to support clinical care. Therefore, we were unable
to complete all parts of the planned evaluation. We completed
both patient and clinician surveys at the 2 sites that finished
their 12-month pilots in 2019 (UC and UW), and surveyed
clinicians at the other 2 sites (BIDMC and DHMC) in Spring
2020. However, without information systems resources to
identify and track participants in early 2020, we were unable to
conduct patient surveys at BIDMC or DHMC. We were also
unable to convene focus groups.

The research team developed survey items based on pilot
objectives, informal comments, and feedback from each site.
We asked clinicians about the usefulness of patient responses,
effects on workflow, and ideas for the future. We asked patients
about the difficulties and benefits of answering the questions
and about ideas for future improvements. To assess the burden
of illness, we asked the patients if they had a chronic illness.
The surveys included brief sets of sociodemographic items and
both closed-ended and free-text questions. The questionnaires
are available on request.

We invited clinicians who had received at least three completed
previsit forms in the previous 6 months to complete the survey.
We invited patients at UC and UW who had submitted at least
one form during the pilot study. Clinicians in the 4 sites were
contacted between June 2019 and July 2020, and UC and UW
patients were contacted between September and October 2019.
All participants received an invitation and up to two reminders.
Each site offered an incentive of US $10 to US $50, following
local guidelines. The surveys were conducted using Research
Electronic Data Capture (REDCap, Vanderbilt).

Analysis
Descriptive statistics were used to summarize response rates
for the survey, survey responses, and the proportion of visits
for which patients returned forms (using portal tracking data at
BIDMC, UC, and UW, and clinician estimates at DHMC). In
addition, patient results were stratified according to whether
they reported having a chronic illness.

We completed thematic analyses of the free-text comments from
the surveys. Patients were asked two questions: one for ways
to improve the OurNotes previsit process, and one for other
comments. To analyze responses, 2 authors first scanned the
responses and noted that both questions drew comments related
to both OurNotes and to other topics; therefore, we combined
the comments for analysis. We reviewed 30 comments
independently and drafted six topics, then independently
reviewed 30 new comments and defined the final set of themes
for coding: comments about the two questions, the form,
workflow, patient engagement, whether the submitted form was
read by clinicians, and others. Using REDCap, both authors
coded all responses with up to three codes each, and 1 selected
representative examples.

Clinicians were asked a single question about how to improve
the previsit OurNotes process and any other comments. Two
authors reviewed 30 comments to establish a list of nine themes,
then 1 author reviewed all comments, assigned 1 or more themes
to each, and selected representative thematic examples.

Results

Overview
In the 3 sites with portal tracking, patients were invited to
complete forms before 58,652 scheduled visits, 5365 (9.1%)
forms were submitted, and in the site without portal tracking,
forms were returned before approximately 50% (260/520) visits
(Multimedia Appendix 1). We invited 174 clinicians to complete
the evaluation survey, and 76 (43.7%) responded. Two
respondents did not remember receiving any completed forms,
leaving an analytic data set of 74 clinicians. We contacted 1962
patients who had submitted at least one form and 525 (26.8%)
responded; 204 did not remember completing a form, leaving
an analytic data set of 321 patients.

Clinician Results
Among the 74 clinician respondents, 49 (66%) were women,
61% (45/74) obtained their licenses since 2000, and 54% (40/74)
reported 21 or more patient visits per week. On average,
clinicians reported receiving between 1 and 3 patient forms per
week in the previous 3 months (Table 1). Nearly all respondents
agreed that having the information from the forms was a good
idea, and 70% (52/74) reported that they usually or always
incorporated responses of patients in the visit notes. Almost
90% (66/74) of clinicians reported that having the previsit
information of patients either saved time or did not change the
visit length.
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Table 1. Responses from 74 clinicians about their experiences with OurNotes.a

Value, n (%)Response optionsSurvey question

In the last 3 months, about how many questionnaires did you receive from patients?

17 (23)<1/week

38 (51)1-3/week

19 (26)4-10/week

0 (0)>10/week

In general, receiving the interim history before a visit is a good idea.

69 (93)Agree or somewhat agree

5 (7)Disagree or somewhat disagree

In general, receiving the patient agenda before a visit is a good idea.

72 (97)Agree or somewhat agree

2 (3)Disagree or somewhat disagree

How often did you incorporate some or all of what the patient wrote into your visit note?

12 (16)Never or rarely

10 (14)Sometimes

52 (70)Usually or always

How having patients’ answers to the questions affected time spent writing notes?

4 (5)Took longer

61 (82)No change

9 (12)Took less time

How useful were interim histories sent by patients?

7 (9)Not useful

50 (68)Somewhat useful

17 (23)Very useful

How useful to have patients’ visit priorities at start of visit?

1 (1)Not useful

31 (42)Somewhat useful

38 (51)Very useful

4 (5)Not available at start

Recall one or more instances where a patient’s submission was very important?

25 (34)Yes

49 (66)No

Did it change the time to complete a patient encounter?

8 (11)Increased time

40 (54)No change

26 (35)Saved time

aTable excludes 2 respondents who did not remember receiving previsit forms.

The process of entering the responses of a patient to the record
varied among the participating sites. In 2 sites where the previsit
information could be automatically inserted into the visit note,
92% (45/48) preferred this approach. At the other 2 sites, most
clinicians copied and pasted the information, 48% (11/23), read
or typed all or part of the words of patients into the note, 13%

(3/23), or simply referred to having read what the patient wrote,
30% (7/23).

Clinicians were asked to describe their experiences with the
intervention and to suggest changes or improvements. Their 57
text responses centered on better notifications about completed
forms, the need for easy insertion of patient text into the note,
and ways to support patient participation (Textbox 1). Clinicians
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suggested that patients could be encouraged to be more engaged
and taught about how to complete the form so that it would be

more helpful for the visit.

Textbox 1. Examples from 57 clinicians’ responses to: “What changes/improvements would you suggest for the process tested in this pilot? Did it help
or hinder you in providing care? Do you have other comments?”

Timely notifications to clinicians

• Send the questionnaire results to my in-basket so I am more likely to see them before the visit.

• There were times I only learned of the patient's written comments from the patient during the visit. I think the patient was disappointed that I had
not seen the comments in advance.

Incorporating patient’s writing into note

• It would be great if there was an easier way to incorporate patient notes into my own note.

• Improve the way the content of the message is incorporated into the body of the note: it would ideally blast in inside of quotation marks at
whatever point the cursor is in the note body.

Supporting patient participation

• This could be very useful but for it to pay off would require “training ” my patients so that the responses are helpful to both patient and provider.

• Having this done on a regular basis would require a culture change where patients are less passive and more engaged and proactive about their
care and ultimately get more out of each clinic visit.

• I do hope patients receive some type of disclaimer that their doctor might not be able to address all their concerns in a visit, even if the patient
lists them all.

• Integration with our existing previsit questionnaires.

Other

• Good system. Please keep it very simple for patients and providers.

• [Customize for] differences between annual visits, [follow-up] visits, and urgent visits.

Patient Results
Among the 321 patients who completed the survey from 2 sites
(UC and UW), 57.9% (186/321) were women, 79.7% (255/320)
were White, and 73.1% (234/320) had completed a 4-year
college degree (Table 2). Half (158/320, 49.3%) of the
respondents reported having three or more visits to their primary
care provider in the previous 12 months, 68.2% (219/321)

reported having one or more major chronic conditions, and
77.2% (247/320) reported their health as excellent, very good,
or good. There were very few differences between respondents
at the 2 sites (data not shown), other than more women
responding in Colorado than in Washington (74% and 47% of
respondents, respectively), and a higher proportion of
respondents reporting White race in Colorado versus
Washington (88% vs 74%, respectively).
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Table 2. Self-reported characteristics of 321 patient respondents.a

Values, n (%)Patient characteristic

Age (years)

78 (24.4)18-44

102 (31.9)45-64

140 (43.7)≥65

Sex

186 (58.1)Female

123 (38.4)Male

5 (1.6)Transgender

6 (1.9)Prefer not say

Race

255 (79.7)White

11 (3.4)Black

25 (7.8)Asian, Hawaiian, or Pacific Islander

13 (4.1)Other

16 (5.0)Multiple races

Ethnicity

300 (94.0)Non-Hispanic

19 (6.0)Hispanic

Education

126 (39.4)Masters or doctoral degree

108 (33.7)4-year degree or some grad school

72 (22.5)Some college or technical school

14 (4.4)High school or less

Overall health

247 (77.2)Excellent, very good, or good

73 (22.8)Fair or poor

Chronic illnessb

219 (68.2)Yes

102 (31.8)No

Visits to primary care provider in last 12 months

162 (50.6)1-2

158 (49.4)3 or more

aRespondents from UCHealth University of Colorado Hospital and University of Washington Medicine only; we were unable to survey patients at Beth
Israel Deaconess Medical Center and Dartmouth-Hitchcock Medical Center in Spring 2020 due to constraints imposed by the COVID-19 pandemic.
Table excludes 204 respondents who did not remember completing any previsit forms.
bDo you have a chronic illness such as asthma, chronic obstructive pulmonary disease, diabetes, high blood pressure, arthritis, heart disease, or cancer?

More than half of the patients (170/321, 52.9%) completed more
than one previsit form (Table 3). In general, few patients
reported any difficulty, and more than 80.6% (259/321) had no
difficulty answering the questions. About 68.8% (221/321)
reported that answering the questions helped them prepare for
the visit. Among the 85% (273/321) who reported reading their
notes after the visit, 41% (112/273) found that the note included
some or all that they had written on the previsit form, whereas

more than one-third did not know whether what they had written
was included in their visit notes. Patients overwhelmingly agreed
that sending their commentary was a good idea (296/321,
92.2%). Most patients preferred to receive the previsit form 2-7
days before their visit. We found no substantive differences in
responses between patients who did and did not report having
a chronic illness (data not shown).
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Table 3. Responses from 321 patients about their experiences with OurNotes.

Value, n (%)ResponsesQuestion

In the last 12 months, how many times did you complete the OurNotes questionnaire before a visit?

151 (57)Once

170 (53)More than once

How difficult was it to answer, “How have you been since your last visit?”

259 (80.7)Not at all difficult

60 (18.7)Somewhat difficult

2 (0.6)Very difficult

How difficult was it to answer, “What issues would you like to focus on at your visit?”

286 (89.1)Not at all difficult

32 (10)Somewhat difficult

3 (0.9)Very difficult

Did answering the questions help you prepare for the visit?

221 (68.8)Yes

66 (20.6)No

34 (10.6)Don’t know

Did answering the questions change the conversation between you and your provider?

135 (42.1)Yes, positive effect

100 (31.2)No effect

7 (2.2)Yes, negative effect

79 (24.6)Don’t know

Did answering the questions help you and your provider make decisions about your care?

150 (46.7)Yes, it helped

90 (28.1)No effect

3 (0.9)No, more difficult

78 (24.3)Don’t know

After the visit, did you read your provider’s note?

273 (85)Yes

33 (10.3)No

15 (4.7)Don’t know

Did the provider’s note include what you had written? (If yes)

112 (41)Yes, some or all

35 (12.8)No, but clearly provider had read my answers

23 (8.4)No, not included

103 (37.7)Don’t know

In general, sending an update about myself before a visit is a good idea.

296 (92.2)Agree or somewhat agree

21 (6.5)Disagree or somewhat disagree

4 (1.3)Don’t know

In general, sending the issues that I want to focus on before visit is a good idea.

301 (93.8)Agree or somewhat agree

17 (5.3)Disagree or somewhat disagree

3 (0.9)Don’t know
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Value, n (%)ResponsesQuestion

When would you like to receive the request for your answers?

131 (43)2 days before the visit

161 (53)3-7 days before the visit

12 (4.0)>7 days before the visit

The patients wrote 282 comments in free text (Textbox 2). The
coders agreed on codes for 161 responses and reached a
consensus through discussion on the remaining 121. The
comments most often (N=55) addressed the two questions in
the form; about half wrote that they liked the questions as they
were, and half found the questions too general. More specific
comments related to the question asking for an interim history,
with many making suggestions for more detailed queries, or
requesting guidance on how to respond. The respondents wrote
33 comments about other aspects of the form and suggested
some improvements. About half of the respondents commented
on the space available for answers thought it adequate, and half
wanted more room. Respondents saw the form as a tool

supporting their engagement with care (27 comments), most
often as a mechanism and incentive for collecting their thoughts
before a visit. The 20 comments related to workflow often
focused on improved visit efficiency, although several
mentioned finding it inefficient when they were asked the same
questions again at the visit; 27 comments referenced perceptions
that the submitted forms were not read by their clinicians.
Several suggested alerts to let the provider know the form was
available, and to let the patient know it had been opened. Among
other topics mentioned were concerns about privacy, patients
for whom the form might present difficulties, and appreciation
for specific staff, clinicians, portals, or institutions.
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Textbox 2. Examples from 282 patient responses to: “What improvements would you suggest for the future?” and “Please write any other comments
you would like to make.”

The 2 questions

• The questions seem alright. It leaves room for the response to be personalized.

• The first question is a bit broad. It wasn't entirely clear to me how much detail my doctor would like or need.

• As someone not familiar with health care, I want more guidance around what is helpful for me to share with my provider about my health. I need
examples or clearer descriptions.

• When it says “since last visit”—tell me when the last time I saw this provider was, I see several different doctors...

The form

• I think the form is easy to use, very clear and has just the right amount of space.

• I would not suggest making it any more complicated.

• The shorter the form, the more likely I'll do it.

• It would be helpful to have a brief recap of what our last visit entailed.

• Need more space and the ability to attach documents.

Patient engagement

• I like how it focuses me on what needs to be accomplished.

• Sometimes, I have to sit there and think about more than the first question, but that's ok.

• It leads me to the point that I have superior care in part because of my proactive participation in my own care.

• This program improves doctor-patient communication and facilitates my sense of being connected to the physician.

• I think leaving it so we can fill it in is super helpful. It makes some of the tougher subjects easier to approach.

Workflow

• I found that this makes the flow of the appointment better.

• I prefer to provide the updates online rather than filling out the form when I check in. It seems more efficient for all of us.

• Although, I spend time answering these, it seems I am asked again at the start of my appointment. This is repetitive and unnecessary.

• Some kind of follow up-did the provider open the note? After the visit, did my issues/concerns get addressed?

• Have the doctor have a printout before they enter patient’s room so they can discuss every issue together.

Was the submitted form read?

• I really don't know if it is read before the visit.

• The breakdown was from the doctor, who either had not read them or else for some reason wanted to quiz me to see if I knew what I had
written...The time I had spent completing the notes was not treated with respect.

• I did not feel that the questionnaire was helpful, as it was not mentioned or referenced by the doctor or the team.

• I’m not sure the providers saw my answers before the visit. Perhaps they need an alert or flag when the patient has completed these questionnaires?

• It would be nice if I received some confirmation that my notes were received and read.

Other

• I would caution using this method with older people: my 79-year-old mother has difficulty with online medical forms and gets angry or frustrated
with them.

• Too many complex medical issues for me to place this in a previsit note.

• I have some privacy issues with typing details of my doctor's concerns into the system in advance. I’m ok typing in the general purpose. I don’t
have control over the information once I type it into the system and data tends to stick around forever.

• Let me know if it will be anonymous or who will know.
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Discussion

Principal Findings
To our knowledge, this is the first study published on patients
and clinicians cogenerating visit notes, or OurNotes. Patients
were asked to prepare both interim histories about their
conditions and their goals for an upcoming scheduled primary
care visit, and participating patients and clinicians were strongly
supportive. Consistent with our prime hypothesis, patients found
completing the forms largely beneficial, and our hypothesis that
OurNotes would have a neutral or positive impact on the time
of clinicians appears to have been substantiated. We did not
find additional benefits for patients with chronic illnesses.

In this pilot inquiry, participants offered many suggestions on
how to improve the process. Patient respondents described how
thinking through and providing the information supported their
own engagement with care and helped visits flow more
efficiently, but many wrote that they needed guidance about
what to write. Clinicians often included the submissions of
patients in their visit notes, suggested technical changes that
would facilitate the process, and encouraged future efforts to
teach patients to write interim histories that are more
informative. Overall, both patients and clinicians suggest that
this provides an important opportunity for better care. Based
on this early proof of concept, all 4 sites decided after the
12-month pilot to continue the intervention, while considering
also how to enhance this new approach to transparent
patient-clinician communication and patient engagement.

Challenges in the Pilot Implementation
Patients, in aggregate, submitted forms for fewer than 10% of
eligible visits. We have no direct evidence from nonparticipants
about why they chose not to send forms, and demographic data
to analyze differences between them and participants were not
available. A number of factors could explain this low level of
participation, including insufficient communication with patients
about the project before the intervention began, and the stated
desire of patients in survey comments for guidance in answering
the questions. The factors discussed below may have also
contributed to this. Although evaluating reasons for
nonparticipation was not among the objectives of this pilot
study, it will be important to ascertain this in future research.

Although patients generally liked the idea of submitting
information before visits, if such submissions are not readily
available to providers before or during the visit, it could prove
hurtful, as some patients may feel their input is being
overlooked. Another challenge is how to support patients who
may feel intimidated by being asked to write free text. Perhaps
emphasizing the acceptability of writing phrases rather than
complete sentences, allowing dictation functions such as those
on smartphones, or offering other ways to record a verbal history
may help. For patients to prepare and for clinicians to respond,
designing a variety of effective approaches will require input
from clinicians, patients, researchers, and information systems
specialists.

Incorporating patient-written text into visit notes was an entirely
new functionality in all 4 sites, and each designed and

implemented an approach within the timeframe of the pilot to
enable the most important steps in the process while attempting
to minimize the impact on clinicians’ workflow. All sites
experienced occasional glitches; clinicians commented
particularly about sometimes not knowing that a patient had
submitted a form until after the visit, and about issues with
getting text of patients into their notes. After 12 months, each
practice clearly required technical changes to facilitate various
steps in the process. Although most clinicians reported no
negative impact on their time, this important factor needs further
study.

Three Recommendations for Future Implementations
First, both patients and clinicians wanted a closed
communication loop for previsit information. Clinicians
expressed frustration about sometimes not knowing patients
had submitted forms, or not being able to find them, and patients
were disappointed or frustrated after taking time to complete
the forms and then having their clinicians seemingly ignore
what they had done. In a closed loop, clinicians would always
know before an appointment that the patient had sent
information, and patients would know whether the clinician had
viewed their submissions. Using automated notifications for
both patients and providers, technology can create such a system.
Completed forms could be delivered directly to clinicians,
although they worry about keeping up with an ever-growing
in-box and potential medicolegal liability in unread items.
Including links to submitted forms on daily schedules of
clinicians could be one way to avoid additional messaging.
Providers may also consider deadlines or messaging to
encourage early patient submissions, in consideration for
clinicians who review patients’ data the day or evening before
a session, rather than at the time of the visit.

Second, both patients and clinicians explicitly asked for
education that would help patients write informative interim
histories. Some patients wrote of simply not knowing how to
approach a request for a history. Lacking educational
interventions, clinicians found the histories to be less useful
than the visit priorities patients formulated. A foundational
question concerns whether to ask patients to use a semistructured
format, in addition to or in place of free text. In an informal
meeting with members of one patient family advisory council,
participants suggested that patients should be offered both
options. Alternatively, might we prompt for interim histories
by problem, or make forms that solicit unstructured histories
before primary care visits, whereas those to subspecialists might
be better suited to structured queries and responses?

Third, it is clear from the patient participation rate that we must
learn more about how to encourage patients to take advantage
of new opportunities to provide information to their clinicians
outside of time-pressured encounters. For many, this involves
registering more patients on patient portals, particularly those
from vulnerable populations, and ensuring that they have
adequate access, education, and support to use the portal [20,21].
Today, many patients fill out forms on paper or tablet computers
in the waiting room [22]. Completing a web-based form at home
facilitates timely review of prior open notes and may invite
more consideration and thought, but it may also raise privacy
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concerns. Some survey respondents were intimidated by the
form. Many of these concerns can be addressed with education,
testimonials by patients and clinicians, and other outreach
strategies. An appealing interface, dictation function, and
seamless submission process may be helpful. Using some
principles of behavioral economics, such as incentives for both
patients and clinicians, may also improve rates of participation
[23-25]. Encouraging patient engagement is always a
multi-pronged, long-term undertaking.

Limitations
This pilot study had important limitations. Most importantly,
the proportion of patients who returned previsit forms was
modest, and we were unable to conduct postimplementation
evaluations with patients in 2 of the 4 sites because of the
COVID-19 pandemic. Although we found no difference between
the experiences of patients with and without chronic illness, we
did not examine records to more fully ascertain their burden of
illness. Response rates were within the usual range for
web-based surveys [26], but nearly 40% of the patients did not
remember submitting a previsit form, a function perhaps of
having completed a single form many months before the survey,
or of the ever-increasing amount of electronic communication
with which patients contend. Finally, we did not collect
quantitative information about the proportion of submitted forms
that were actually used in the visits.

Conclusions
Overall, in 4 different sites, each with a common goal but many
degrees of freedom to design their own intervention, providers
and patients liked the idea of patients providing information in
advance of their visits and incorporating their observations into
visit notes. Further development and research will be needed
to assess barriers to patient participation, establish reliable
notifications about information submitted by patients, and enable
seamless incorporation of patient-generated text into notes.

This exploration is just beginning, and many questions arise.
For both patients and clinicians, how should one balance time
and effort before an encounter with time spent during a visit?
Can cogenerating notes improve a crucial element of care:
supporting mutual trust among patients, families, and clinicians?
Could cogeneration of notes have particular benefits for those
with multiple chronic conditions and those nearing the end of
life? Can we effectively bring care partners into the process?
Should we ask patients to think more broadly about their goals
for health care, addressing issues germane to far more than an
individual, time-constrained visit? As care delivery evolves in
response to the COVID-19 pandemic, might OurNotes prove
an effective component of telemedicine [27]? Future exploration
may provide useful insights.
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Abstract

Background: Sharing electronic health records with patients has been shown to improve patient safety and quality of care.
Patient portals represent a convenient tool to enhance patient access to their own health care data. However, the success of portals
will only be possible through sustained adoption by its end users: the patients. A better understanding of the characteristics of
users and nonusers is critical for understanding which groups remain excluded from using such tools.

Objective: This study aims to identify the determinants of the use of the Care Information Exchange, a shared patient portal
program in the United Kingdom.

Methods: A cross-sectional study was conducted using a web-based questionnaire. Information collected included age, gender,
ethnicity, educational level, health status, postcode, and digital literacy. Registered individuals were defined as having had an
account created in the portal, independent of their actual use of the platform; users were defined as having ever used the portal.
Multivariate logistic regression was used to model the probability of being a user. Statistical analysis was performed in R and
Tableau was used to create maps of the proportion of Care Information Exchange users by postcode area.

Results: A total of 1083 participants replied to the survey (186% of the estimated minimum target sample). The proportion of
users was 61.58% (667/1083). Among these, most (385/667, 57.7%) used the portal at least once a month. To characterize the
system’s users and nonusers, we performed a subanalysis of the sample, including only participants who had provided at least
information regarding gender and age. The subanalysis included 650 individuals (389/650, 59.8% women; 551/650, 84.8% >40
years). Most participants were White (498/650, 76.6%) and resided in London (420/650, 64.6%). Individuals with a higher
educational degree (undergraduate and professional, or postgraduate and higher) had higher odds of being a portal user (adjusted
odds ratio [OR] 1.58, 95% CI 1.04-2.39 and OR 2.38, 95% CI 1.42-4.02, respectively) compared with those with a secondary
degree or below. Higher digital literacy scores (≥30) were associated with higher odds of being a user (adjusted OR 2.96, 95%
CI 2.02-4.35). Those with a good overall health status had lower odds of being a user (adjusted OR 0.58, 95% CI 0.37-0.91).

Conclusions: This work adds to the growing body of evidence highlighting the importance of educational aspects (educational
level and digital literacy) in the adoption of patient portals. Further research should not only describe but also systematically
address these inequalities through patient-centered interventions aimed at reducing the digital divide. Health care providers and
policy makers must partner in investing and delivering strategic programs that improve access to technology and digital literacy
in an effort to improve digital inclusion and reduce inequities in the delivery of care.
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Introduction

Background
A growing body of evidence supports providing patients access
to their electronic health records to improve several aspects of
quality of care, including patient safety [1-3],
patient-centeredness [4,5], and effectiveness [3]. Patient portals
are currently recognized as a promising mechanism for
improving health care data sharing with patients. Patients may
use portals for a range of purposes, including entering,
retrieving, or sharing their health care information,
communicating with health care providers, and self-managing
their health [6]. The use of patient portals can improve health
outcomes (eg, in the case of type 2 diabetes) [7,8], increase
patient satisfaction [9], improve medication safety and adherence
[10-12], and improve communication between the patient and
the health care provider [9-13].

The success of patient portals and the subsequent achievement
of their proposed benefits will only be possible through sustained
adoption by its end users: the patients. However, questions
remain about how health care providers and policy makers can
encourage sustainable adoption by patients without exacerbating
the pre-existing digital divide or widening discrepancies in the
delivery of care [14]. In fact, despite the increasing
implementation of patient portals by health care institutions and
governments worldwide, adoption by patients has remained
slower than expected [15,16]. A meta-analysis published by
Fraccaro et al [17], including 40 studies, showed an overall
mean adoption rate of 52% (95% CI 42%-62%). However, the
authors emphasize that the evaluation of adoption in clinical
practice may have different results from those obtained in
randomized controlled trials [17].

Several individual and sociotechnical factors have been
suggested to affect portal adoption, such as age, health status,
educational level, and patient activation (ie, the knowledge,
skills, and confidence a person has in managing their own health
and care) [18-20]. Although there is some evidence of higher
adoption by those with poorer health status [21,22] and higher
educational level [20], there is mixed evidence about the impact
of age [21,23] and patient activation [24,25]. Technology-related
factors may also play an important role, with higher digital
health literacy, better portal design, and higher perceived
usefulness and ease of use being potentially associated with a
positive impact [26].

In 2015, Patients Know Best teamed up with Imperial College
National Health Service Healthcare Trust to roll out the Care
Information Exchange (CIE) across North West London the
largest shared patient portal program in the United Kingdom,
hosting records of more than 2.3 million people living in North
West London [27]. The CIE collects data from hospitals and
general practitioners’ practices in North West London and 15
other hospitals outside of North West London, including

Birmingham, Bristol, Liverpool, Manchester, Scotland, and
Wales [27]. The CIE was the first to introduce mass registration,
enabling people to sign up and access their health record at scale
and with speed in a number of ways: either by speaking to a
member of staff, using the kiosk check-in screen commonly
found in hospital outpatient waiting rooms, or by letter of
invitation to their home. The CIE contains patient information,
including appointment details, test results, care plans, discharge
summaries, clinical letters, and information on medications. If
a patient’s primary care practice has signed up, data such as
allergies, medications, and diagnoses will also be visible to
them. Patients may access their records whenever they wish to
review information or when notified about new information,
such as available test results [3].

Objectives
This study aims to characterize individuals registered with the
CIE and explore the differences between users and nonusers in
terms of their demographic, geographic, health status, and
educational characteristics (ie, educational level and digital
health literacy) and motivation to be involved in their own health
care (as a proxy measure for patient activation), thus identifying
the main determinants of use of the portal. Our hypothesis is
that the users’ characteristics described above can affect the
adoption of CIE. This is key to understanding barriers to
adoption as well as understanding which groups remain
underserved or excluded from using patient portals, which is
critical for future patient-centered digital health care delivery.

Methods

Study Design, Participants, and Data Collection
We conducted a cross-sectional study using an anonymous
web-based questionnaire presented by Qualtrics.

Patients registered with the CIE portal and who had logged in
at least once during the study period (n=27,411) were invited
to follow the link to complete the survey. There were no specific
exclusion criteria; however, patients needed to be ≥18 years to
register to use the portal. This link contained general information
about the purpose of the survey, and informed consent was
obtained at the beginning of the survey. Considering this
population, a confidence level of 95% and a margin of error of
5%, the minimum sample size to ensure representativeness was
calculated as n=379 respondents. The survey was open for
completion between July 1, 2018, and July 1, 2019. No patient
identifiers were collected. Information collected included age,
gender, ethnicity, educational level, postcode (first part), digital
literacy, health status, and motivation to be involved in their
own health care (as a proxy for patient activation).

Measurements
Age was categorized into age bands (<30, 31-40, 41-50, 51-65,
≥65), and ethnicity was categorized as White or Black, Asian,
and minority. The first part of the postcode was categorized as
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London’s official postal district for descriptive purposes [28].
For the univariate and multivariate analyses, owing to the highly
skewed distribution toward West and North West London,
postcode areas were categorized as West London, North West
London, other London, or other.

Digital literacy was assessed using the eHealth Literacy Scale
(eHEALS), developed by Norman and Skinner [29]. This tool
identifies six core skills or literacies: (1) traditional literacy, (2)
health literacy, (3) information literacy, (4) scientific literacy,
(5) media literacy, and (6) computer literacy. On the basis of
these core literacies, the eHEALS tool assesses consumers’
knowledge, comfort, and perceived skills at finding, evaluating,
and applying eHealth information to health problems. The
eHEALS tool uses a 5-point Likert scale (1-strongly disagree
and 5-strongly agree), with a score ranging from 8 to 40, with
a higher score indicating higher literacy.

Overall health status was assessed via a multiple-choice question
(“How good do you think your health is?” with possible
responses: “Very good,” “Somewhat good,” “Neither good nor
poor,” “Somewhat poor,” and “Very poor”). Motivation to be
involved in their own care was similarly assessed via
multiple-choice questions (“In general, how motivated to be
involved in your health care are you?” with possible responses:
“A little,” “A moderate amount,” “A lot,” and “Very much”).

Registered individuals were defined as having had an account
created in the CIE portal, independent of their actual use of the
platform. Users and nonusers were defined as individuals having
answered “Yes” or “No,” respectively, to the question “Have
you ever used CIE?” Those who answered “Yes” (ie, users)
were also asked about their frequency of use (“How often do
you use CIE?” with response options as follows: “Less than
once a month,” “Once a month,” “Once a week,” and “Twice
a week or more”).

Data Analysis
Mean and SD were calculated for continuous variables, and
proportions and counts were calculated for categorical variables.
Univariate logistic regression modeled the odds of being a user
as a function of each individual predictor. The resulting
coefficients, expressed as log (odds) ratios, were transformed
into crude odds ratios (ORs) with a 95% CI.

Multivariate logistic regression was used to model the
probability of being a user as a function of age, gender,
educational level, digital literacy (categorical variables), and
overall health status. The variables were chosen for multivariate
analysis through automated, backward stepwise elimination.
With this procedure, all variables of interest are included in the
first iteration of the model and removed one by one, starting

with the ones for which elimination would improve the model
fit most and ending the process when removing an additional
variable worsens the model fit. Model quality comparisons were
conducted using the Akaike information criterion [30]. Basic
demographic variables (age and gender) were inputted as
forced-in covariates in the multivariate analysis. Adjusted ORs
with 95% CI were calculated.

Statistical analyses were conducted in RStudio, using the plyr,
dplyr, ggplot2, and car packages. Tableau software was used
to create maps of the total number of participants and the
proportion of CIE users by postcode area.

Ethics
The study was approved as a Service Evaluation at Imperial
College Healthcare National Health Service Trust (Registration
Number: 296/2018).

Results

Participants’ Characteristics
The survey link was shared with a total of 27,411 patients that
logged at least once (ie, were accredited to use the system)
between July 1, 2018, and July 1, 2019. A total of 1083 subjects
replied to the survey (186% of the estimated target sample).
The proportion of users was 61.58% (667/1083), and among
these, more than half (385/667, 57.7%) used the portal at least
once a month. Self-identified users and nonusers of CIE were
more likely to provide demographic information (for age:
251/667, 37.6% and 152/416, 36.5%, respectively; for gender:
246/667, 36.9%) and 36.6% (152/416). Of them, 650 participants
provided information regarding their gender and age, and we
limited the analysis to these individuals (+71.5% of the
estimated target sample).

In the subanalysis of patients who provided basic characteristics
regarding gender and age category, 59.8% (389/650) were
women, and 84.8% (551/650) were ≥40 years. Most participants
were White (498/650, 76.6%) and resided in London (651/1006,
64.7%). Among them, 55.9% (363/651) were from North West
London. A more detailed overview of the distribution of
participants by postcode area is provided in Figure 1. The mean
literacy score assessed by the eHEALS tool was 31.5 (SD 7.9),
and 22.3% (145/651) had a postgraduate degree or higher. Most
participants considered themselves very motivated to be
involved in their own care (374/651, 57.5%), and 41.8%
(272/651) considered themselves to have a good or very good
health status. A full description of the analyzed sample and the
characteristics of the nonuser and user groups is provided in
Table 1.
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Figure 1. Geographic location overview. General overview of England (left) and Central London (right, representing 64.7% of the subjects). Circle
size represents the total number of respondents per postcode area, and color code represents the percentage of Care Information Exchange users per
postcode area. The right-side image shows the stronger representation of North West London in the sample. CIE: Care Information Exchange.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e23481 | p.500https://www.jmir.org/2021/11/e23481
(page number not for citation purposes)

Neves et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 1. Characteristics of the participants according to their use of the system (N=650).

Total (N=650)Users (n=447)Nonusers (n=205)Characteristics

Gender, n (%)

389 (59.8)276 (61.7)113 (55.1)Female

258 (39.7)167 (37.4)91 (44.4)Male

3 (0.5)2 (0.4)1 (0.5)Other

0 (0)0 (0)0 (0)No response

Age band (years), n (%)

31 (4.8)22 (4.9)9 (4.4)<30

68 (10.5)48 (10.7)20 (9.8)31-40

85 (13.1)62 (13.9)23 (11.2)41-50

238 (36.6)166 (37.1)72 (35.1)51-65

228 (35.1)147 (32.9)81 (39.5)≥65

0 (0)0 (0)0 (0)No response

Ethnicity, n (%)

109 (16.8)75 (16.8)34 (16.6)BAMEa

498 (76.6)343 (76.7)155 (75.6)White

38 (5.8)22 (4.9)16 (7.8)Other

5 (0.8)5 (1.1)0 (0)No response

Geographic location, n (%)

London

4 (0.6)2 (0.5)2 (0.9)East

0 (0)0 (0)0 (0)East Central

7 (1.1)7 (1.6)0 (0)North

55 (8.5)40 (8.9)15 (7.3)North West

5 (0.7)5 (1.1)0 (0)South East

48 (7.4)28 (6.3)20 (9.8)South West

299 (46)203 (45.4)96 (46.8)West

2 (0.3)1 (0.2)1 (0.5)West Central

208 (31.8)146 (32.7)62 (30.2)Other

22 (3.5)13 (2.9)9 (4.4)No response

Educational degree, n (%)

193 (29.7)118 (61.1)75 (36.6)Secondary school or below

257 (39.5)180 (40.3)77 (37.6)Undergraduate or professional degree

145 (22.3)112 (25.1)33 (16.1)Postgraduate or higher

55 (8.5)35 (7.8)20 (9.8)No response

31.5 (7.9)32.9 (7.4)28.4 (8.1)Digital literacy (eHEALSb score), mean (SD)

Overall health status, n (%)

272 (41.8)177 (39.6)95 (46.3)Good or very good

161 (24.8)106 (23.7)55 (26.8)Neither good nor poor

217 (33.3)162 (36.2)55 (26.8)Poor or very poor

0 (0)0 (0)0 (0)No response

Motivation to be involved in own care, n (%)
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Total (N=650)Users (n=447)Nonusers (n=205)Characteristics

13 (2)6 (1.34)7 (3.4)Not very much

83 (12.7)43 (9.6)40 (19.5)A moderate amount

177 (27.2)116 (25.9)61 (29.8)A lot

374 (57.5)278 (62.2)96 (46.8)Very much

3 (0.5)2 (0.5)1 (0.5)No response

aBAME: Black, Asian, and minority ethnic.
beHEALS: eHealth Literacy Scale.

Differences Between Users and Nonusers
The characteristics of both users and nonusers were explored
using univariate logistic regression (crude ORs) and a logistic
regression model with predictors (adjusted ORs). The
differences between groups are shown in Table 2.

Crude ORs showed that individuals with a higher educational
degree (undergraduate or professional or postgraduate or higher)
had higher odds of being a portal user (crude OR 1.48, 95% CI
1.00-2.20 and crude OR 2.15, 95% CI 1.33-3.05, respectively)
than those with a secondary degree or below. Higher digital
literacy scores (>30) were also associated with higher odds of
being a user (crude OR 2.90, 95% CI 2.06-4.11) and those that
reported being “very much motivated to be involved in their
own care” (crude OR 3.38, 95% CI 1.10-10.3). Participants with
a good overall health status had lower odds of being users (crude
OR 0.63, 95% CI 0.43-0.94).

Adjusted ORs represent the multivariate analysis of the
predictors of CIE use. Initially, all variables were included in
the multivariate model, and backward stepwise elimination was
used to select the best-fit model. Digital literacy, education, and
health status remained in the naive best-fit regression, and
gender and age were reinputted as forced-in covariates, as

previously described in the Methods section. Sensitivity analyses
showed minimal differences as a result of their inclusion or
exclusion. All covariates that were statistically significant in
the naive model remained, and no additional variables gained
significance.

Adjusted ORs showed that individuals with a higher educational
degree (undergraduate or professional or postgraduate or higher)
had higher odds of being a portal user (adjusted OR 1.58, 95%
CI 1.04-2.39 and adjusted OR 2.38, 95% CI 1.42-4.02,
respectively) than those with a secondary degree or below.
Higher digital literacy scores (≥30) were also associated with
higher odds of being a user (adjusted OR 2.96, 95% CI
2.02-4.35). Those with a good overall health status had lower
odds of being a user (adjusted OR 0.58, 95% CI 0.37-0.91).

A significant association was found with increased motivation
to be involved in own care (crude OR) for those very motivated
to be involved in their own care is 3.38 (95% CI 1.10-10.3).
However, it was not possible to explore the effect in multivariate
analysis as the variable was removed from the best-fit model
as part of the stepwise backward elimination procedure. No
significant associations were found with age, gender, ethnicity,
or geographic location.
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Table 2. Characteristics of users according to their input with crude and adjusted odds ratios (ORs; N=650).

Adjusted modelbNonadjusted modelaCharacteristics

P valueAdjusted OR (95% CI)P valueCrude OR (95% CI)

Gender

N/AReferenceN/AcReferenceFemale

.670.92 (0.624-1.35).010.75 (0.54-1.05)Male

.980 (0-infinity).870.81 (0.07-9.12)Other

Age band

N/AReferenceN/AReference<30

.370.63 (0.22-1.76).970.98 (0.39-2.50)31-40

.800.88 (0.32-2.40).831.10 (0.44-2.74)41-50

.730.85 (0.34-2.12).890.94 (0.41-2.15)51-65

.370.65 (0.26-1.65).470.74 (0.33-1.69)≥65

Ethnicityd

——eN/AReferenceWhite

——.550.88 (0.59-1.33)BAMEf or other

Geographic locationd

——.740.94 (0.65-1.36)West London

——.411.19 (0.62-2.29)North West London

——.590.85 (0.47-1.53)Other London

——N/AReferenceOther

Educational degree

N/AReferenceN/AReferenceSecondary or below

.0011.58 (1.04-2.39).0491.48 (1.00-2.20)Undergraduate or professional

.032.38 (1.42-4.02).0022.15 (1.33-3.50)Postgraduate or higher

Digital literacy

N/AReferenceN/AReferenceLiteracy score <30

<.0012.96 (2.02-4.35)<.0012.90 (2.06-4.11)Literacy score ≥30

Overall health status

N/AReferenceN/AReferencePoor

.210.73 (0.45-1.20).060.65 (0.42-1.02)Neutral

.020.58 (0.37-0.91).020.63 (0.43-0.94)Good

Motivation to be involved in own cared

——N/AReferenceNot very much

——.171.25 (0.39-4.05)A moderate amount

——.712.22 (0.71-6.89)A lot

——.033.38 (1.10-10.3)Very much

aCrude odds ratios calculated from univariate logistic regression, where the probability of being a user was modeled.
bLogistic regression model with predictors: age, gender, education level, digital literacy, and health status.
cN/A: not applicable.
dThese variables were removed from multivariate analysis using a stepwise backward elimination procedure.
eNot available.
fBAME: Black, Asian, and minority ethnic.
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Discussion

Principal Findings
Participants with an undergraduate or professional degree were
58% more likely to use the portal than those with secondary
education or below (adjusted OR 1.58, 95% CI 1.04-2.39), and
those with a postgraduate degree were more than 2 times as
likely to use the portal (adjusted OR 2.38, 95% CI 1.42-4.02).
People with an eHEALS digital literacy score greater than 30
were nearly three times more likely to be portal users than those
with eHEALS scores below 30 (adjusted OR 2.96, 95% CI
2.02-4.35). These results reveal the impact of education and
literacy on the adoption of digital technologies and reinforce
their role as drivers of patient exclusion.

Participants with good overall health status were about half as
likely to have reported using the portal compared with those
reporting poor health status (adjusted OR 0.58, 95% CI
0.37-0.91). This reinforces that although the ability to use digital
technologies is an important contributor to their adoption, the
perceived need for service is equally important. People with
poor health will have more incentive to engage with technologies
that facilitate their health care than those without health
challenges.

No significant associations were found with age, gender,
ethnicity, geographic location, or motivation to be involved in
their own care. The fact that demographic factors such as these
were not strongly associated with use further indicates that
ability and need to use digital health management tools are
potentially the key drivers of their uptake.

Comparison With Previous Literature
Our findings are consistent with previous evidence suggesting
that portal users, compared with nonusers, are more often highly
educated and have higher eHealth literacy levels [31].

The spread and scale of digitally enabled care are happening
fast—in fact, faster than our ability to ensure that all patient
groups have the basic digital literacy tools to fully exploit its
potential. The educational level seems to be an independent
predictor of portal use; in an inpatient study, after adjusting for
age, gender, race and ethnicity, immigration status, educational
attainment, and employment status, those without an education
degree had higher odds of never logging on to the portal [20].

Previous studies have also found that patients with higher
eHealth literacy levels are more likely to be portal users [31,32].
Importantly, people’s self-perceived skills to use web-based
information actually have an impact on their health and the
quality of care received, and a lack of such skills may result in
adverse health outcomes [33,34]. According to Holt et al [35],
information about patients’ health literacy may provide a better
understanding of patients’ reasons for not using digital health
services rather than sociodemographic data.

The educational level seems to be an independent predictor of
portal use; in an inpatient study, after adjustment for age, gender,
race and ethnicity, immigration status, educational attainment,
and employment status, those without an education degree had
higher odds of never logging on to the portal [20]. Previous

studies also found that patients with higher eHealth literacy
have a higher likelihood of being portal users [31,32]. Similar
findings were reported by Holt et al [35], suggesting that
information about patients’ health literacy may provide a better
understanding of patients’ reasons for not using digital health
services rather than sociodemographic data.

The association between having a good overall health status
and a lower likelihood of being a portal user has also been
documented in previous studies. People with disabilities, chronic
conditions, and frequent use of health care services (and
caregivers of elderly parents or children) tend to be associated
with higher patient portal interest and use [19,22]. In this study,
we did not find any significant associations with age, gender,
ethnicity, or geographic location. The association between age
and portal use has been inconsistently reported, and although
some studies have suggested that elderly people use portals less
often [19,22,23], others did not find a significant effect [36].
Mixed results have also been found regarding gender differences
[33,34]. It has been previously suggested that ethnic minorities
use patient portals less often [37]. However, a study evaluating
disparities in enrollment and use of a patient portal concluded
that although minority patients were less likely to register to
use a patient portal, there were no racial and ethnic disparities
in the use of the patient portal among enrollees, suggesting that
the digital divide may be particularly important at enrollment,
rather than in continued use (ie, postenrollment) [21]. It is likely
that the association between ethnicity and portal use results
from a complex relationship modeled by a range of
sociodemographic, economic, and educational variables. In this
study, ethnicity was not, per se, an independent predictor of
portal use.

A significant association was found between portal use and
patient activation (expressed as the subjective motivation to be
involved in one’s own care), but significance did not remain in
multivariate analyses—in fact, this variable was removed from
the best-fit model as part of the stepwise backward procedure.
A few studies exploring this aspect have found inconsistent
results: while one study found slightly higher patient activation
measure scores in portal users [24], others found no significant
associations between patient activation measure levels and portal
log-in [25].

Strengths and Limitations
This study had several strengths. The sample size was 75%
higher than the estimated minimum sample size to ensure
representativeness and adequate statistical power. A
comprehensive set of characteristics was collected and analyzed
at the individual level, allowing us to explore not only the classic
demographic factors (age, gender, ethnicity, and educational
level) but also important variables such as overall health status,
motivation to self-manage, and health literacy (using a validated
tool). The high response rate and the overall large sample size
contribute to the robustness of these findings.

Some limitations of this study should also be acknowledged.
First, it must be noted that, although we achieved the minimum
sample size required, the overall response rate was low, which
has important considerations for generalizations about which
determinants drive portal adoption. Intrinsically to the study
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design, a range of selection biases cannot be excluded. Although
web-based surveys are a well-accepted method for data
collection, they induce a selection bias by excluding less
tech-savvy individuals, individuals with less digital literacy,
with less consistent access to the internet, and therefore those
who are less likely to adopt patient portals. Using an exclusively
web-based recruitment strategy also introduces an additional
selection bias, but unfortunately, we were not able to email
participants directly because of information governance
limitations. In addition, both users and nonusers were registered
at the portal, and therefore our results highlight potential
determinants of use among registered users and not general
determinants of initial engagement with the portal. This needs
to be considered in any attempt to perform external
generalizations. Although this study aimed to identify the
determinants of use between those that had already registered
(not the determinants to engage or register with a portal in the
first instance), future research should also address determinants
of initial engagement (ie, register with a portal in the first
instance).

In this study, patient portal use was patient-reported; therefore,
a potential information bias could also be present. As an
alternative, patient log-in can be used to measure portal use
[34]; however, this approach lacks contextual information.

It is also important to note that participants included in this
study were predominantly from a specific geographic location
(North West London); therefore, these results need to be
carefully interpreted in any attempt to perform external
generalizations (ie, to other geographic locations, populations,
or health care systems). In future work, it would be important
to evaluate not only the geographic location of the users but
also whether users live in an urban, rural, or mixed setting, given
the variation in accessibility (ie, internet access and connectivity
options) among those.

Finally, this study aimed to evaluate the impact of individual
factors. However, there are a plethora of sociotechnical factors
(including factors such as social determinants, portal design,
and communication strategies) that may equally influence
adoption rates and the impact that is important for evaluation
in future research.

Conclusions
This work adds to the growing body of evidence highlighting
the importance of educational aspects (educational level and
digital literacy) for sustainable implementation and use of
patient-facing electronic health record portals. To ensure that
all patients are able to benefit from patient portals, it is critical
that we move from identifying disparities in portal use to
systematically addressing them through patient-centered
interventions that reduce the digital divide.

Further research evaluating the impact of interventions to
improve portal use must therefore explore the effect on potential
disparities in use, addressing the impact on patients with a low
educational level, poor access to technology, or lack of ability
or confidence to use it for health-related purposes.

Equally, portal use can be improved by co-designing portals
with patients, incorporating user-centered design techniques,
and ensuring that a diverse group of potential users is included
in the process. In particular, involving older persons and those
with lower general health literacy and digital health literacy in
digital development can provide important insights into the
barriers experienced by these typically excluded groups and
co-design strategies to overcome them [38].

Therefore, it is critical to ensure that health care providers and
policy makers align across sectors, investing and delivering
strategic programs that improve access to technology and digital
literacy, in an effort to improve digital inclusion and reduce
inequities in the delivery of care.
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Abstract

Background: Patient-centered health care information systems (PHSs) enable patients to take control and become knowledgeable
about their own health, preferably in a secure environment. Current and emerging PHSs use either a centralized database,
peer-to-peer (P2P) technology, or distributed ledger technology for PHS deployment. The evolving COVID-19 decentralized
Bluetooth-based tracing systems are examples of disease-centric P2P PHSs. Although using P2P technology for the provision of
PHSs can be flexible, scalable, resilient to a single point of failure, and inexpensive for patients, the use of health information on
P2P networks poses major security issues as users must manage information security largely by themselves.

Objective: This study aims to identify the inherent security issues for PHS deployment in P2P networks and how they can be
overcome. In addition, this study reviews different P2P architectures and proposes a suitable architecture for P2P PHS deployment.

Methods: A systematic literature review was conducted following PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses) reporting guidelines. Thematic analysis was used for data analysis. We searched the following databases:
IEEE Digital Library, PubMed, Science Direct, ACM Digital Library, Scopus, and Semantic Scholar. The search was conducted
on articles published between 2008 and 2020. The Common Vulnerability Scoring System was used as a guide for rating security
issues.

Results: Our findings are consolidated into 8 key security issues associated with PHS implementation and deployment on P2P
networks and 7 factors promoting them. Moreover, we propose a suitable architecture for P2P PHSs and guidelines for the
provision of PHSs while maintaining information security.

Conclusions: Despite the clear advantages of P2P PHSs, the absence of centralized controls and inconsistent views of the
network on some P2P systems have profound adverse impacts in terms of security. The security issues identified in this study
need to be addressed to increase patients’ intention to use PHSs on P2P networks by making them safe to use.

(J Med Internet Res 2021;23(11):e24460)   doi:10.2196/24460
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Introduction

Motivation
Patients require access to their health information with the same
ease as with other web-based activities such as banking or
shopping; however, patients are often only one part of the
current health care processes and not the focus of attention [1].
Such limitations of traditional health care processes, widespread
individual adoption of digital systems, and advancements in
health care practice create a growing demand for
patient-centered health care information systems (PHSs). PHSs
are scalable information systems that leverage information
technology to support patients in managing and taking an active
role in their own health [1,2]. PHSs are not designed to replace
traditional health care information systems, such as electronic
health records, but rather to complement them [3] by offering
additional functionalities, such as translation of clinical
information into layman’s terms [4], provision of information
on medications a patient is taking [2,5], or provision of vetted
information to support self-administered interventions (eg,
reduce weight or quit smoking) [4].

The diversity and flexibility of PHSs enable them to provide
any functionality that patients find helpful [2], including
maintaining personal health records (PHRs) [6], tracking mental
wellness [7], subscribing to risk prediction services for chronic
diseases [6,8], and calculating pregnancy due dates [9]. Patients
are willing to use PHSs, as revealed in a survey of 800 American
patients in which 80% of the patients preferred a patient-centered
approach as they felt excluded in the management of their data
[10]. With PHSs, patients can access their health information
and share it with other stakeholders to co-ordinate their care
[1]. Practitioners can make better clinical decisions based on
instantaneous access to data in PHSs [11]. In patient-centered
health care environments, the value for patients is increased,
health care transaction costs are decreased, patients manage
interactions through the appropriate release of their own data,
and all health care stakeholders will be encouraged to collaborate
with patients and other stakeholders to achieve their goals [1].

Technically, PHSs can be deployed using centralized databases
(eg, Health Bank [12], Microsoft HealthVault [3], and PittPHR
[13]), distributed ledger technology (DLT; eg, Mint Health [14]
and Medicalchain [11]), and more flexible peer-to-peer (P2P)
technology (eg, OnePatient [15] and doc.ai [7]).

The detrimental effects of centralized health information
technology solutions controlled by economic actors are
well-known [16], for example, reluctance to innovate or the
creation of data silos [16]. DLT-based PHSs, such as MedRec,
which is under development at the Massachusetts Institute of
Technology [17], are currently spurring the P2P and
decentralization push in the health care domain. However, DLT
is a specialized P2P technology that does not align well with
the needs of the health care sector and the sensitivity of health
information. For instance, DLT systems consume excessive
computation and communication resources by requiring
redundant computations to ensure a consistent state of the ledger
across the network, which makes the logged transactions
available to all nodes participating in the network, and they

have slow processing speeds because multiple parties have to
independently verify transactions and arrive at an agreement
[18]. The mismatch between DLT and the needs of the health
care sector has a simple cause: DLT was primarily designed as
a backbone for cryptocurrencies that require one global
consistent record of transactions and can thrive even in
environments where trusted counterparties do not exist and
might even be malicious [19]. Accordingly, DLT is a P2P
technology that is too rigid for the health care context, where
it is sufficient for all parties involved in the care of a patient to
have a consistent view of a patient’s health status and existing
trust relationships between parties (eg, the patient-physician
relationship) can be leveraged. In this study, we take an
information security perspective and contribute to the emergence
of PHSs that come with the benefits promised by DLT PHSs,
such as decentralization, patient empowerment, and
interoperable health systems [18], but are implemented based
on less rigid and more flexible P2P technology. We refer to
such systems as P2P PHSs.

P2P PHS architectures can be based on hybrid P2P networks
(eg, P2HR [20]), approaches that combine centralized and P2P
architectures (eg, P2P PHR [6] or the e-toile framework in
Switzerland [21]), and highly decentralized networks (eg,
P2P-integrating health care enterprise [P2P IHE; 22]). Other
examples of P2P PHSs, which are disease-centric, are
decentralized systems for Bluetooth-based SARS-CoV-2 (or
COVID-19) contact tracing, for example, Pan-European
Privacy-Preserving-Proximity-Tracing (PEPP-PT) in Europe
[22], Trace-Together in Singapore [23], and Stoop in Austria
[24], which are used to notify people when they are near
SARS-CoV-2 carriers.

In P2P PHSs, the trust and identity of individual participants
do not need to be assured through technology. P2P PHSs provide
PHS functionalities locally (on any patient edge device such as
mobile phones, tablets, etc) under the sovereignty of individual
device owners. Patients can make their health information
directly available to other participants they trust without the
need for any centralized or distributed nodes to facilitate the
transactions. However, P2P PHSs have unique security issues
because patients must manage information security for their
health information largely by themselves, and even qualified
professional administrators are already challenged by the task
[25]. The absence of a central entity to act as a trusted computing
base on P2P networks [25,26] has profound adverse
consequences in terms of security that need to be addressed to
reap the benefits that P2P PHSs promise to offer.

Objectives
P2P PHSs raise challenging information security–related
questions: How can reliable data backups be implemented? If
credentials are lost or compromised, how can they be replaced
or blocked? How well is the system protected against
unauthorized access? P2P PHSs that are not DLT-based (eg,
OnePatient [15] and P2P PHR [6]) are an emerging phenomenon
that will become more relevant in the future as they are aligned
well with large-scale efforts to re-decentralize the internet (eg,
the Solid project by Tim Berners-Lee [27]) and support patients
in taking ownership of their health data [1,10]. Although P2P
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PHSs have been under development for over a decade [21], the
dedicated literature on P2P PHSs is sparse. To date, previous
studies have focused on security, privacy, and end-user features
on centralized and DLT-based PHSs [2,28-31] and did not
address security engineering specifically for P2P PHSs, which
comes with its own challenges due to a different underlying
architecture. To address this gap, this study focuses on security
engineering for P2P PHSs based on a systematic literature
review. We aim to answer the following research question:

Research question: What are the inherent security issues for
PHS deployment on P2P networks and how can they be
overcome?

Security issues are defined as any action that could be used to
disrupt the functionality of the P2P network or enable
unauthorized users to access, modify, or delete user data [32,33],
specifically, due to threats or vulnerabilities, such as malware,
bugs, access control failures, or patients' inadvertent exposure
of their data. To answer the research question, we aim to review
existing P2P and P2P PHS architectures and their design
choices, study existing PHS features, and propose a suitable
architecture for PHS deployment on P2P networks. Thereafter,
we aim to highlight the causes and consequences of existing
security issues in P2P PHSs and evaluate them based on the
identified P2P PHSs in the literature. On the basis of these P2P
PHS architectures, we propose security measures for secure
provision. To overcome the challenges on the path to P2P PHSs,
secure safeguards must be put in place to ensure that information
is securely transmitted and protected against cyberattacks [1,34].
Information security is essential for P2P PHSs and will, if
appropriately implemented and addressed, increase patients'
intention to use P2P PHSs [2,30].

Theoretical Background

P2P PHSs and the Need for Information Security
P2P technology for the provision of PHSs can be flexible and
inexpensive for users because it uses available devices at the
user’s end for deployment. The characteristics of P2P systems,
such as fault tolerance, security and trust, scalability,
availability, self-reconfiguration, and extensibility [35,36],

facilitate and suit the provision of PHSs. With millions of users
worldwide, P2P systems have shown strength in providing
services for sharing resources without the need for a central
server, for streaming multimedia content with distributed load
balancing, for volunteering of computing resources, and for
telephony applications. P2P PHSs, such as OnePatient [15] and
P2P PHR [6], leverage the power of P2P networks and mobile
technology to store health records locally under the control of
device owners, thereby increasing patient empowerment and
control and simplifying the implementation of data protection
principles [8,37,38]. P2P systems have better scalability because
operations can be executed locally and customized for different
purposes. Patients can easily manage access to their health
records by using a single-hop connection (eg, Wi-Fi Direct)
with other trusted parties (eg, a physician) without requiring a
wireless access point or another intermediary communication
network.

Factors that impact the security of centralized PHSs are the
database size, the large number of potentially affected users,
and the confidentiality of the stored data. The health care sector
experiences more data breaches than any other sector [39]. A
breach barometer in the United States reported 503 breaches
for health data in 2018, affecting over 15 million patients [40].
Similarly, the almost immutable nature of data storage in
blockchains makes it nearly impossible for users to erase their
stored (metadata) information, which conflicts with the
European General Data Protection Regulation (GDPR) [41].
Table 1 outlines the main advantages and disadvantages of P2P
PHSs.

For patients to benefit from the advantages of P2P PHSs, the
network needs to be robust and fault-tolerant. Information
security is paramount because of the high sensitivity of medical
data [30,42]. Therefore, a pertinent question is how to make
P2P PHSs resilient to attacks. P2P systems communicate over
the internet; therefore, they inherit the same security issues as
any other networked application on the internet. The P2P
architecture poses significant security issues such as index
poisoning attacks [43], Sybil attacks [44], chatty peer attacks
[45], or distributed denial-of-service (DDoS) attacks [46].

Table 1. Security advantages and disadvantages of peer-to-peer patient-centered health care information systems (P2P PHSs).

DisadvantagesAdvantagesDimension

Inconsistent views in the network allow attackers (and super
users) to cheat and remain undetected.

Patients technically govern data. Patients can define access
rights to their own PHSs.

Privacy management

Patients may lose access when the device is lost, and no
backup system is used by the patient.

Patients keep their medical data and software on their own
devices. Patients can determine the desired redundancy for
their data by backing up at their end.

Federated medical data

Specific security issues other than general networked applica-
tion attacks are introduced and slow deployment of security
patches by users results in insecure P2P systems.

No central attack profiles.Security

Maintenance effort for storing large amounts of data offline
can be high.

Data are available without a network connection, which
improves infrastructure resilience. Disrupted internet con-
nections will not stop data access.

Offline capability

Increased access control requirements for patients are hard to
satisfy with current health care processes and systems due to
bureaucracy and diverse levels of digitalization.

All health care stakeholders requiring access to patient data
have to interact with patients to achieve their goals.

Stakeholder interaction
management
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Moreover, P2P systems increase the attack surface owing to 3
disadvantages [26,47]: (1) increased chances of exposing
network traffic patterns to attackers; even with encryption, the
metadata can still reveal information to external attackers; (2)
an inconsistent view of the network (due to a lack of global
information), which affects integrity by allowing attackers to
cheat and remain undetected; and (3) increased vulnerability to
internal attackers due to the absence of a central entity to detect
malicious insiders and govern software and security updates.

P2P and PHS Networks

Origins
The concept of P2P was introduced in 1969 in the first Request
for Comments of the Internet Engineering Task Force; Request
for Comments-1 denotes a host-to-host connection [48]. UseNet
[49], a distributed messaging system, is often described as the
first true implementation of a P2P network and was established

in 1979. UseNet looks like a client server model from users'
point of view. However, servers communicate with each other
based on the concept of P2P and share content over the entire
group of UseNet servers without a central entity. With the surge
in popularity of P2P networks, the music and file-sharing P2P
application Napster [50] was introduced in 1999, which
exhibited some approaches to P2P networks known today. Later,
well-known and popular P2P systems emerged, such as Gnutella,
eDonkey, and BitTorrent. Within the last 2 decades, the first
health information systems were deployed on P2P networks—for
example, the e-toile P2P PHS framework aimed at connecting
all health care stakeholders in Geneva, Switzerland [21,51];
P2HR [20]; or the PEPP-PT COVID-19 contact tracing system
in Europe [22]. The features distinguishing P2P systems from
centralized systems are peer and resource discovery [35]. Since
there are no servers, peers (eg, patients, practitioners, or PHS
providers) must rely on techniques, such as indexing and routing
tables [52], to locate other peers in the network (Figure 1).

Figure 1. Peer-to-peer (P2P) architectures. Some P2P systems are supported by centralized servers, other P2P systems attempt to decentralize as far
as possible. Between these two extremes, hybrid systems benefit from the properties of both.

A P2P network, or system, is a type of computer network that
exhibits decentralized control, autonomy, virtualization, and
sharing of computing resources [47,50]. Peers participating in
the network form a P2P network of nodes and are equally
privileged. The network is self-organizing. Peers in the network
make their resources directly available to other peers without
the need for a central entity to facilitate or co-ordinate
transactions [35]—for example, patients can directly exchange
information with practitioners over their P2P PHSs. Peers in a
P2P network can share and download resources. This is in direct
contrast to traditional client-server networks in which
resource-sharing and downloading are performed by distinct
actors (eg, in PHRs such as Google Health or Microsoft Health
Vault).

Centralized
Centralized P2P PHS (eg, P2P PHR [6] and e-toile framework
[21]), and other centralized P2P systems (Napster, SETI@Home,

and BOINC [35,50]) combine the features from client-server
and decentralized architectures. One or more central servers are
used to manage administration, transaction, registration, or
resource discovery. To abide by data protection regulations,
such as the US Federal Health Insurance Portability and
Accountability Act (HIPAA) [6] or the GDPR [34,41], and
related regulations, health or personal information should be
stored separately from centrally managed operational data (eg,
status and metadata of transactions as in P2P PHR [6] or the
list of interoperable PHS providers and health care professionals
and their access rights in the e-toile framework [21]). In the
case of contact tracing systems such as PEPP-PT COVID-19
[22], the central server may be operated by a government or
trusted entity to generate identities and contact graphs. In
centralized P2P PHSs, the resources are indexed by the central
server (Figure 2). Although a client-server approach is used for
resource discovery, the actual communication that facilitates
resource transmission is decentralized [53].
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Figure 2. The centralized peer-to-peer (P2P) system. A peer E sends a message to the central server asking for the desired resource, the server runs a
lookup and determines the peers that contain the queried resource and then sends back the result to the requesting peer E. Once peer E obtained the list
(which consists of peer A and peer F), it establishes a direct connection to the peers.

In centralized P2P PHSs, data protection and security measures
based on regulations such as HIPAA [6] or GDPR [41] can be
enforced and implemented but PHSs may inherit issues from
centralized systems [35], such as vulnerability to insider attacks
and function creep by the entity running the server; reduced
tolerance to avoid single points of failure; and issues with
scalability and robustness. Central servers also become more
likely to cause a bottleneck when the number of peers increases.

Decentralized
In decentralized P2P systems, peers have equal rights and
responsibilities [35,54]. This can be seen in agent-based
co-ordination frameworks proposed for the exchange of
electronic health records between different providers (eg, P2P
IHE [6,51]) or other P2P systems (eg, BitTorrent, Gnutella,
Freenet, Chord, and PAST [35,50]). Each peer shares data that
may only be relevant to queries of other peers. A decentralized
P2P design is a user-based infrastructure because it requires no
specific additional infrastructure and depends solely on the
participating users to share resources (bandwidth and storage)
[26]. In a decentralized P2P system architecture, 2 further
dimensions are important [35]: the network structure and logical
network topology (overlay network).

The network structure of a P2P network can be single-tier or
multitier. In a single-tier network (eg, Gnutella, Freenet, and
PAST [35,50]), loads and functionalities are equally distributed
among the nodes participating in the network. In contrast, the
multitier network has a routing structure with hierarchical layers.
An example of a P2P protocol in this category includes the
Super-peer Architecture and Crescendo System [35].

The logical network topology can be structured or unstructured.
In unstructured P2P networks (eg, FreeNet, Gnutella, and
KaZaA [50]), which exhibit a mesh topology [26], each peer
maintains the list of its neighbors to which it may forward
queries. Hence, in most cases, a peer must search a large fraction
of the network when looking for a desired resource in the
network, as there is no precise mapping between the identifiers
of resources and peers [55]. Messages are continuously
propagated by neighbors in the network [26], which affects the
reliability of message delivery when the network is congested.
This type of P2P system can be unsuitable for PHS deployment,
especially in emergency situations where a patient’s medical
history (located with another remote peer) is urgently needed
for medical care.

To address these problems, structured P2P PHSs such as P2P
IHE [51] and other structured P2P systems (eg, Chord,
Kademlia, Pastry, and CAN [35]) have emerged. In structured
P2P systems, a mapping between peers and data exists, data
placement is under the control of Distributed Hash Tables
(DHTs), and each peer has to maintain routing tables. A DHT
is a hash table containing a key-value lookup function, and the
entire index is equally distributed among participating peers
[55]. The key-value store represents only the metadata of the
participating peers, for example, the mapping (id, ptr) indicates
that a resource with identifier id is located at a peer pointed to
by ptr. The general idea of structured P2P networks is to
minimize the number of peer lookups (eg, by adopting a
key-based routing strategy) to identify and locate a desired
resource in the network [35]. The cost of maintaining the
structured topology is high when participants arbitrarily join
and leave the network.
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The overall issue of decentralized P2P systems is the slow search
for peers offering the desired resources in the network [35], and
freedom to join or leave the network affects availability [20,56].
However, these systems do not have single points of failure and
benefit from other features, such as scalability and robustness
to operational errors. The lack of centralized control is a major
factor contributing to routing difficulties: routing becomes more
complicated with more diverse participating nodes [57], when
massive peer churn is present [58] and when there is a
dependence on nodes that could be malicious [59]. To remedy
this, a shared memory in a distributed tuple space architecture
[60], as used in the P2P PHS agent-based co-ordination
framework P2P IHE [51], can be leveraged. In such an
architecture, a distributed network of tuple centers is used as a
co-ordination framework to facilitate interactions between
various PHS providers and other health care stakeholders [51].

Hybrid
P2HR [20] is an example of a hybrid P2P PHS. Other P2P
systems (eg, BestPeer [35], BestPeer++ [61], or BitTorrent
[62]) eventually relied on this topology. Hybrid P2P
architectures were introduced to address the challenges of
centralized servers in P2P networks and the time required for
resource discovery in decentralized P2P networks [35,54]. They
combine the advantages of both architectures [50], such as
reliable resource discovery and scalability. Although there are
no servers in hybrid P2P systems, peer nodes that have more
resources in terms of storage, computation power, network
connectivity, stability, and uptime can fulfill the role of servers
and assist common peers with resource discovery. These nodes
are referred to as super peers. In hybrid P2P systems, resource
discovery can be performed by querying the super peer (in a
centralized manner) or using decentralized search techniques
[63]. Common peers form the lower layer, while super peers
form the upper layer.

Although super peers share some similar properties with servers
in a centralized P2P network, they are different [35]: (1) a super
peer only acts as a manager for its subset of peers in the
network—it is not as powerful as a server in centralized P2P
networks that oversees the entire network. For PHSs, dividing
patients into groups (eg, per hospital) ensures that patients’data
are only shared with users that require them [64]; (2) a super
peer also participates and acts as a common peer and facilitates
the same operations, such as resource-sharing and downloading.
As an analogy, the relationship of super peers with common

peers is similar to interactions between entities in human society:
for instance, in a hospital, physicians keep more knowledge and
connections with their patients than other personnel. As such,
patients with health issues are expected to ask for help from
physicians, as there is a higher probability that they are able to
handle the problem.

Super peers can act as federated authorities whereby
participating users can affiliate themselves with provider nodes
based on extant trust relationships (eg, friendship or treatment
relationships). Provider nodes are largely independent of each
other; hence, there is a federation of provider nodes. Each
provider is responsible for its common peers; however,
individual provider nodes can collaborate to provide services.
The placement of super peers in a privileged position enhances
the availability of resources, operations, computations, and
performance; however, this also raises issues regarding trust,
privacy, and integrity as super peers regulate services. The
absence of a super peer in the network may affect operations
in the network, thereby reducing the fault tolerance of the P2P
network. In terms of security, nodes operated by providers are
central points of attack (at least for the common peers served
by a particular super peer). As super peers manage subsets of
peers in the network, they are more attractive targets for attacks.
“The main vulnerability of federated systems are such
assumptions that federated service providers (e.g., super-peers)
will largely act honestly” [26].

P2P PHS Architecture
On the basis of the discussion of the different forms of P2P PHS
architectures in the previous section, the combination of multitier
structure and hybrid P2P architecture appears to be most
appropriate for P2P PHSs; therefore, we propose an architecture
with the following abilities (Figure 3): (1) enforcement of data
protection requirements similar to that of HIPAA and semantic
compliance through super peers as central index servers; (2)
registration and identity verification; (3) higher scalability and
availability of resources and lack of single points of failure; (4)
association of patients (tier 5, Figure 3) with their respective
PHS providers (tier 3, Figure 3) and practitioners (tier 4, Figure
3); and (5) faster PHS updates with security patches through
the super peer networks. The P2P PHS network is an overlay
of the modeled hierarchical relationships between the tuple
center and PHS providers, PHS providers and practitioners, and
practitioners and patients.
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Figure 3. Proposed peer-to-peer (P2P) high-level architecture for patient-centered health care information system (PHS). An aggregate relationship
exists between the practitioners and the patients. The patients control the access to their health data, and other entities require patient permission to
access a patient’s medical data, for example, by using tokens as currently being implemented in the MedicalChain PHS project [11].

Large health care IT organizations (eg, the German Healthcare
Technology Infrastructure; HTI [2,65]) are represented at the
top of the hierarchy in the architecture to facilitate certification
of various PHS providers (tier 1, Figure 3). They define and
enforce the implementation of various data regulations,
representation standards, and ontologies (eg, Health Level Seven
and Fast Health care Interoperability Resources [6]) to share
heterogeneous medical records across PHS networks. In the
second tier, a distributed public network of tuple centers (eg,
certified through a national health agency) is provided by trusted
third parties (tier 2, Figure 3). Agent-based systems (as in
centralized P2P PHSs [51]) can be used across P2P networks
with the tuple centers' action-reaction rules for communication
events [51]. Agent co-ordination models can handle services
for data semantics and peer lookup services while serving as

mediums for data sharing between P2P PHS providers, but the
actual inter-PHS communications are performed in a P2P
manner. P2P PHS providers can subscribe to any certified tuple
center. Communication of a PHS provider is limited to
communication with other subscribers to the PHS provider’s
tuple center subscriptions.

PHSs can be provided by any party. In our scenario, we
exemplify hospitals (hyper peers—managers of super peers and
other peers in the network) as PHS providers. The hyper peers
relay requests and responses among all subpeers across multihop
networks. Each hyper peer has its own separate private cloud
server, which stores a digital and secure copy of patient health
records (Figure 3). These records are a replica of the data
available on the patient’s local storage but are only made
available in the hyper peer’s private cloud if a patient subscribed
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to the corresponding additional PHS features (eg, for data
backup, ease of remote data sharing, or emergency access).
Accessibility and availability traits of the stored common peers’
data on the private cloud are in the control of patients through
their local PHS client software. This topology can have 2 issues:
(1) similar records of patients are stored locally on their mobile
devices and the cloud, which appears redundant, but this
redundancy curtails connectivity pitfalls while preserving P2P
PHS features in terms of offline capability, and (2) the cloud
storage can become inaccessible when the local patient PHS
device is lost when the device is used as the source of patient
identity verification and access authorization for cloud storage.

Each hyper peer has multiple health practitioners in the network,
which maintain patients’ public identities (under the control of
DHT [55,66]) for lookup functionality and ease of data access;
therefore, a patient (common peer) can be associated with
multiple practitioners from various hyper peers (practitioner A,
B, C, etc). In such cases, these hyper peers can communicate
via tuple centers. This way patient data stored on a cloud of
hospital B can be accessed by practitioners in hospitals A or C
for diagnosis or treatment, given that the patient grants access
rights. Each common peer on the network (corresponding to a
patient) is modeled on the local PHS and on the hyper peer’s
private cloud server. Common peers can grant access to their
health records to any party through single-hop radio
communication (without involving a third party in the
communication, eg, Wi-Fi direct) or multihop network
communications via the cloud storage of the hyper peers [65].
Other parties, such as researchers looking for data for research
purposes, can obtain read-permissions for patient records by
interacting with the practitioner via the hospitals' private
network, which forwards permission requests to patients.
However, only aggregated results (anonymized) are returned
to the researcher. Moreover, wearable mobile devices and
biotechnologies that provide biometric or psychometric data
can also be directly connected to a patient’s P2P PHS.

Methods

Literature Search
We conducted a systematic literature review (Figure 4)
following the PRISMA (Preferred Reporting Items for
Systematic Reviews and Meta-Analyses) reporting guidelines
[67,68] and used thematic analysis to guide the data analysis
process [69]. The systematic literature search in this study was
conducted using specialized academic search engines (IEEE
Digital Library, PubMed, Science Direct, ACM Digital Library,
Scopus, and Semantic Scholar; see Multimedia Appendix 1 for
further details). The search was conducted on articles published
between 2008 and 2020. The study selection was organized into
the following phases.

1. The search string was derived by breaking down the
research question into different facets, where their
alternative definitions and acronyms are included and
combined using the logical operators “OR” or “AND” [68].
The search string “(P2P OR Peer-to-Peer) AND
(vulnerabilities OR vulnerability OR threats OR threat)”
was applied to the title and abstract and adapted to the
specific syntax of the used search engines.

2. Eligibility criteria: we included all articles that could be
accessed, were written in English, were published in
academic outlets, and identified inherent security issues for
PHS deployment on P2P networks, as suggested for
thematic analysis [69].

3. Abstracts of the filtered articles were further analyzed by
the authors to remove irrelevant articles based on eligibility
criteria and other false-positive results.

4. Articles were grouped and duplicates were removed.
5. The remaining articles were read in full text and analyzed

by the authors (assisted by Atlas.ti software [70] to manage
codes and themes for thematic analysis [69]) to include
only relevant studies based on the eligibility criteria defined
in step 2.
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Figure 4. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram. P2P: peer-to-peer.

Identified Articles
Initially, 102,851 articles were identified using the search string.
The filtered articles were screened based on their titles using
the same search strings. A total of 99.29% (102,121/102,851)
false-positive results were removed. Further examination of the
abstracts of the remaining 0.71% (730/102,121) articles resulted
in the exclusion of 0.67% (685/102,121) articles. The main
reason for exclusion in this step was a lack of thematic fit with
our study (eg, a focus on P2P currency exchange or lending
platforms or security issues for largely unrelated technologies
such as robotics). We analyzed the full text of the remaining
0.04% (45/102,121) articles, and 0.01% (7/102,121) further
articles were excluded. We complemented the result set with
0.01% (11/102,121) additional articles that met the eligibility
criteria but not the inclusion criteria (eg, published before 2008).
Ultimately, 0.05% (49/102,121) articles remained.

Thematic Analysis
Data analysis was guided by thematic analysis [69] to identify
the relevant themes in the identified articles. The initial coding
was performed by the first author and refined and finalized in
group discussions with the other authors. The themes (codes)

were identified using the key security goals (theory-driven)
from the CIA (ie, confidentiality, integrity, and availability)
triad as organizing codes for data analysis (assisted by Atlas.ti
software [70] to manage codes and themes for the thematic
analysis). Confidentiality entails that unauthorized actors cannot
access information during transmission, processing, or in
storage. Integrity requires that the information not be modified
unintentionally or without authorization. Availability means
that the system is accessible to the user when needed. For each
of the codes identified, we looked at the impact of the security
issues associated with the codes to examine their impact on P2P
PHS (eg, potential for unauthorized access). We then
investigated and rated the consequences of potential exploits
of P2P-PHS security issues based on the Common Vulnerability
Scoring System (CVSS; see Multimedia Appendix 2 for further
details).

The systematic literature review revealed 8 main P2P security
issues (list of themes) extracted through data analysis and 7
factors promoting them. Table 2 shows the summary—generated
codebook—of the security themes identified along with their
sources and exemplary codes used to derive the themes during
the thematic analysis process.
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Table 2. Overview of peer-to-peer security themes identifieda.

StudyCombined themes, second-order themes, and first-order themes

[71-81]Pollution

Metadata pollution • Changing original file name or extension
• Replacing the file with a misleading one

Index pollution • Claims ownership of wanted but bogus content
• Sharing of the content record via the index

Content pollution • Modifying the file content
• Replacing the file with an incorrect one

[78,81-91]Malware

Virus • Infection of the system
• Appears to be part of legitimate programs

Spyware or ransomware • Spying or stealing user data
• Encrypts any kinds of files and data

Worm • Infection of P2Pb routing table
• Appears independent of existing programs

[35,80,82,92-95]Social engineering

Baiting • Tricks user to divulge sensitive information
• Relies on human error or mistakes

Phishing • Scam via email or SMS text messages
• Trick into divulging sensitive information

[35,43,45,47,56,71,73,77,81,89,95-102]Poisoning the network

Index poisoning • Sharing of bogus contents via indexing table
• Affects network quality of service

Routing table poisoning • Sharing of bogus contents via routing table
• Prevents from finding correct resources

[26,52,54,56,63,72,76,81,84,92,103-112]Sybil

Faking identity • Faking multiple identities for a single user
• Affects the redundancy property of P2P systems

51% attack • Outvoting of honest nodes in the network
• Cheating without being detected

[47,54,56,72,77,79,81,92,93,105-108,113-116]Eclipse

Large man-in-the-middle • Separating the network into several portions
• Acts as gateway and disrupts message flow

[43,45,72,76,77,80,81,84,88,92,94,95,97,98,100,102,105,110,117-119]DDoSc

Flooding • Invalid packets flood the network
• Impedes delivery of normal packets

TCP-DDoSd • Connection overload with full TCP-requests
• Denies connections from legitimate requests

[46,100,120-122]P2P traffic blockade

Port number blockade • Blocking of P2P network traffic
• Imposes bandwidth limits with P2P networks

aThe first- and second-order themes are only examples and not exhaustively listed.
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bP2P: peer-to-peer.
cDDoS: distributed denial-of-service.
dTCP-DDoS: transmission control protocol–distributed denial-of-service.

Results

Factors Promoting Security Issues in P2P Networks
To use a P2P network for resource-sharing,
multimedia-streaming, distributed-computing, or telephony
applications, users install a P2P application on their device and
permit the application to access and use device resources such
as cameras, microphones, or device storage. In P2P operation,
the P2P client application reads files from the user’s disc during
the uploads and writes to the user’s disc during download.
During this operation, personal or sensitive information can be
transmitted to the network.

Inadvertent Sensitive Information Disclosure
It is often not necessary that users’ confidential or personal
documents be exposed by worms or viruses, as many users
inadvertently expose these documents [123]. For example, a
node may request data X from the user, and the user sends back
the entire folder where data X is located. The user may end up
exposing all of their sensitive information for the following
reasons: (1) a user does not appropriately select or share the
requested data, (2) the interface design of the P2P application
confuses the user, and (3) the requester offers a huge incentive
to share. In 2012, an automated personal health information
tool was used to crawl different P2P networks (FastTrack,
Gnutella, and eD2K) to analyze Canadians’ personal health
information and personally identifiable information in the
exchanged text files [83]. Out of the 3924 P2P files with
unknown content, 1.45% (57/3924) of files were flagged as
personally identifiable information. Manual analysis of the 57
files revealed that 19% (11/57) contained health information

about an identifiable individual, that is, inadvertently disclosed
health information.

In 2019, a survey identified human errors, such as sending
personal information to unintended email recipients or releasing
personal information by accident, as the largest source of data
breaches in the health sector [39]. Similarly, several peers were
found to be inadvertently sharing their financial, email, and web
cache data in a study on the KaZaA P2P network [124]. In
addition, some P2P users share their personal information
intentionally to increase the number of files shared on the
network to meet the participation requirements of some P2P
systems [85].

Set-and-Forget
P2P clients tend to be set-and-forget applications that run in the
background [85,123,125]. This means that the user is not
cautiously tracking the activities of the P2P client, which
increases the opportunity for abuse.

No Borders
Geography is largely irrelevant in P2P networks [85], and no
region is safer than the other. A computer in Australia or
Argentina becomes part of the same network as a computer in
Nigeria (Figure 5). In open P2P networks, files can undoubtedly
migrate globally, and threats can come from any region of the
globe. Hence, the heterogeneity and geographically dispersed
nature of P2P networks can be a problematic factor affecting
security, quality of service guarantees, and scalability. However,
studies have shown that P2P networks converge to a certain
degree of geographical clustering [85,126]. Users may choose
to download and share content from their region to have lower
network use and latency than when downloading or sharing
content outside their region.

Figure 5. Geography example of a peer-to-peer (P2P) network.
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Growing Use and Network Heterogeneity
As a P2P network grows, an increasing number of leaks of
confidential files will occur in the network. In 2017, nearly 27
million P2P users downloaded and shared files on P2P networks
daily, which is 17 million more users than in 2006 [127,128].
Moreover, P2P networks are heterogeneous and fast-moving;
hence, users may not be able to keep track of security issues
and developers may neglect them [85].

No Content Verification
Conventional P2P networks have no trust mechanism to assist
users in deciding whether to share or download content in the
network. Similarly, they have no central authority responsible
for verifying the authenticity of the resources shared by users
[80]. Hence, there is no guarantee that users are sharing the
content they promise. This makes it easier for an attacker to
spread malware across a P2P network, for instance, to conduct
fraudulent activities or pollution attacks [72].

Digital Winds Spreading Files
Typically, P2P networks create file indexes using the names of
the files and the associated metadata [123]. This constitutes a
security issue, as it allows anybody to easily discover files in
P2P networks. For example, an opportunistic search with key
terms related to the top 10 publicly traded health care firms in
the United States revealed 20,000 patient records, 4 patients
with acquired immune deficiency syndrome (AIDS), 201
patients with a mental diagnosis, and 326 patients with cancer
[125]. The approaches that some P2P clients use to create and
manage file names have serious implications in exposing users’
private and confidential information. This can be a problematic
factor regarding security because users’ sensitive files can be
easily discovered owing to poor P2P client design.

Snooping Nodes
This factor enables attackers to leverage the open nature of P2P
networks [100]. The long routing paths across several nodes
create a loophole for malicious activity [94]. Peers in a
privileged position in the network (eg, super peers) are able to
see the communication of other common peers in the network.
For example, decentralized P2P systems such as Gnutella [35]
have no central servers or auxiliary mechanisms to co-ordinate
communication among users, but when a new user connects to
the Gnutella network, it chooses a node as its permanent entry
point [115]. Thus, high-speed nodes are inadvertently placed
in the central part of the topology and can observe the
communication of nodes in their local subgraph. Moreover,
communication in P2P networks stops being anonymous as
soon as the source node establishes a direct connection to a
destination node to download files [35]. The IP addresses of
both nodes are exposed to each other, which creates another
opportunity for abuse. Once the identity of the peer is revealed,
further attacks can be carried out [96].

Identified Security Issues and Their Impact on P2P
PHSs

Pollution
Pollution is a form of attack in which an attacker modifies the
original content (through mixing or substituting) so that it has

no use or is of low quality [72,79,81]. The polluted content
appears to be legitimate content (eg, by having a similar size,
format, and title) to trick users to download it. However, the
altered content may be malicious, fake, or corrupt. This affects
the network’s quality of service (especially in file, voice, and
video-based P2P streaming systems [72,73,75,79,80]), overall
system energy consumption [74], content availability [78], and
data integrity [72]. Pollution is an easy and fast way to
disseminate worms or viruses from one to many peers in the
network. Therefore, pollution can have an exponential impact
on the security of the entire network [72]. The pollution attack
was first discovered in 2005, where a crawler was used to
retrieve super peers in the KaZaA P2P network [73]. Analysis
of the contents collected by the crawler revealed that over 50%
of welcome copies (ie, introductory files for a collection of files)
for musical files in the KaZaA network were polluted [73].
Pollution is a serious attack on P2P networks, even in a scenario
with only one polluter [72,75]. The impact grows when the
number of polluters or peers attempting a request increases [75].
As a result, peers often require multiple times the network
bandwidth they need in a network free from pollution [75].
Furthermore, the attack is persistent. Even if the polluted
contents are identified and blocked by the network, the polluters
may remain alive in the network by disguising their identities
and can keep polluting the network.

Pollution is categorized based on the attackers’ strategy: (1)
metadata pollution, where a file extension or name is modified
and replaced with a misleading one; (2) content pollution, where
the file content is changed; and (3) index pollution, where an
attacker claims ownership of an unindexed bogus file and
uploads its record (IP address, port number, etc) to the entities
(eg, super peers on hybrid P2P) that maintain such records for
distribution [73,77]. In most cases, the polluters also attack
legitimate peers’ reputations or boost their own reputation
through whitewashing attacks [75,76]. Content pollution is the
most popular and common attack in P2P streaming systems
[74]; it was detected in 50%-80% of files in KaZaA and about
50% of popular files in eDonkey [73,74]. Pollution is not
necessarily caused by malicious users; P2P systems are
notorious for illegally sharing and disseminating copyrighted
content, and content is often polluted by copyright owners as a
countermeasure to protect their rights when legal actions fail
[71,72]. To facilitate the protection of copyright claims, some
P2P system providers even weaken protection from pollution
attacks in their network [73], although this affects the confidence
of users in such systems [72,73].

Impact of Pollution Attacks on P2P PHSs
Successful pollution attacks on P2P PHSs can be devastating
because of the higher integrity and availability requirements of
medical data than data shared in other P2P systems. The
consequences of its exploitation could be between low and high,
depending on the level of access gained; pollution attacks often
serve as a gateway to identify vulnerabilities (eg, unverified
inputs that can be used for SQL injection attacks [129]) and
mount further attacks (eg, ransomware attacks). For example,
in 2020, a patient in need of emergency care due to an aneurysm
died in Germany during a ransomware attack in a hospital. The
ransomware attack caused a network outage that disrupted
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emergency services, and the patient was sent to a health care
facility approximately 20 miles away [130]. This diversion
delayed the treatment of the patient by an hour and she died
[130]. The openness of P2P systems allows polluters to easily
join and leave the network [20,56]; however, identity
verification (eg, via insurance, job contract, token, etc) and
multifactor authentication concepts for P2P PHSs could create
an additional layer to reduce the vulnerability of the network.
Patients or practitioners polluting a P2P PHS through their
legitimate accounts can easily be traced; however, in some
situations, a double-faced user (legitimate but malicious) could
leverage open-source hacking tools such as Burp Suite [78] to,
for instance, alter an http request payload with an anonymous
ID, add polluted content, and forward it to the content
distribution network of a hospital to harm the network.

Malware
Malware refers to a wide range of attacks that compromise a
system without the knowledge of the system owner [84,90].
P2P networks present a greater risk for receiving malware; for
example, only 3 strains of malware infected over 68% of
compressed and archived files on the Gnutella network [84]. In
the first 3 quarters of 2019, 7.2 billion malware attacks were
reported globally [91]. In P2P networks, malware is
predominantly used to create botnets by leveraging worms
[84,89,90].

A botnet is a network of infected nodes that are usually
compromised by worms or viruses. Individual bots in the botnet
only use a small portion of the infected resource to remain
concealed and create only barely noticeable traffic to share data
from the compromised computers with the target [88,89]. The
bots are controlled by an attacker (botmaster) through
command-and-control servers [89].

A worm is independent and neither requires a host application
[84,87,92] nor human intervention [82] to propagate and
replicate itself over a network. Worms can result in a high fallout
in combination with other vulnerabilities and propagate
themselves over email attachments, web server infections, file
downloads (counterfeit worms), or other legitimate network
activities (silent worms) [78,81,82,84,87]. Passive (counterfeit
and silent worms) and active worms are 2 broader categories
of P2P worms; they both propagate like a biological virus, but
the former waits for victims to infect, while the latter actively
searches for new targets [84]. The threats to the amplification
of worm-based attacks in a P2P network are high, and the impact
grows based on network size, topology degree, or host
vulnerability [78]. In contrast to the internet, where worms need
to randomly search to identify vulnerable hosts, P2P worms
spread rapidly and infect all nodes in the network almost
instantaneously [84]. For example, the Antinny (passive and
counterfeit) worm that appeared on the Japan-based Winny P2P
network led to the disclosure of a large amount of private data:
thousands of patient health records, customers’ identifiable
information, top-secret military information, and documents of
a county police investigator, yielding information on major
investigations on 1500 individuals [85,86]. Furthermore, in
2001, in less than 14 hours, the Code-Red worm (active) infected

over 350,000 systems and caused more than US $1.2 billion in
damages in the first 10 days of its circulation [78].

P2P worms are some of the best facilitators of botnet-based
attacks and internet worms. P2P networks are, for instance,
known for sharing gray content, such as pornography and pirated
streaming media. This can lead users to incautiously monitor
unusual behaviors in the network [78,84,85]. Active P2P worms
have different attack strategies: pure random scan (PRS), offline
hit-list scan, and web-based scan [78,82,84]. The PRS is a
starting point, information gathering stage, and is the most
commonly used strategy [78]. PRS is useful when the infected
host (bot) possesses no prior vulnerability information of
potential targets and randomly selects and mounts attacks on
targets to propagate the infection, for instance, using random
IP addresses searched from the global internet address space
[78,82,84]. The offline hit-list scan is a more powerful strategy:
the attacker collects and continuously attacks targets using DNS,
network topology, and routing information of P2P systems (eg,
using crawler tools [83]) until all the hosts in the hit-list are
scanned, and the newly compromised bots attack using the PRS
strategy [78,82]. Instead of an offline hit-list, the web-based
scan strategy primarily launches attacks on its web-based P2P
neighbors, and then the worm disseminates further using PRS
through the infected worm hosts [78,82].

Impact of Malware on P2P PHSs
Ransomware constitutes the biggest threat with 151.9 million
attacks globally in the first 3 quarters of 2019 [91]. Moreover,
ransomware attackers are shifting tactics to target higher-value
institutions, such as hospitals [91]. In 2017, a malware was used
in the WannaCry ransomware attack, which infected more than
230,000 computers worldwide [131]. In the British National
Health Service, WannaCry disrupted scheduled treatments in
many hospitals, resulting in total damages of around £92 (US
$12.6) million in the United Kingdom [132]. The malware
hijacked users’ data, encrypted the data, and blackmailed users
before decrypting their data [133]. For health data on P2P
networks, which have a less controlled infrastructure,
ransomware attacks can become easier.

The effect of malware on P2P PHS could be high, although the
severity of malware attacks is context-dependent. The effect of
malware, such as Antinny [85,86], Anatova [134], or Code-Red
[78], on P2P PHSs will be detrimental if it denies patients and
physicians access to the PHS, steals patient data, or hijacks and
encrypts data for ransom. Structured P2P PHSs, similar to our
proposed architecture (Figure 3) or the e-toile framework in
Switzerland [21], could be less vulnerable to malware in
comparison with unstructured P2P PHSs. This is due to the
possibility of using control measures on the index and DHT
networks [55,66]. The factors that increase the attack surface
include that P2P client applications tend to be set and forget
[85,123,125] so that they run in the background while the user
is not monitoring its activities and that there is no centralized
control to detect and prevent attacks in P2P networks. The
impact of malware could also escalate beyond the boundary of
the P2P network and impede usability features such as
emergency access or guardian support. In P2P PHSs, these
disruptions can occur on a greater scale than in the example in
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the previous section, where a single patient could not be treated
in a hospital because of a ransomware attack [130].

Social Engineering Attack
Some P2P clients are being used by users with limited
knowledge of computers and information security [80,94,95].
Depending on the nature of the target network, the effect of
social engineering attacks—an attack on the users involved in
a system [93]—can facilitate exploits of other vulnerabilities.
P2P worms such as silent worms (eg, VBS.Gnutella worms
[82]) are based on social engineering, disguise themselves,
attach to a known file, and wait to compromise victims [93].
Moreover, some P2P systems (eg, Napster and BitTorrent [92])
implement mechanisms in which the users are incentivized to
share resources or content to gain greater performance and
access to content; therefore, experienced users or attackers can
exploit the eagerness and likely incautiousness of new users to
deceive them and obtain confidential information, which could
be used to conduct malicious attacks. Owing to the
set-and-forget nature of P2P file-sharing applications [35], users
may not realize the breach of confidentiality risks when using
them, which increases the chances of abuse.

Impact of Social Engineering on P2P PHSs
Social engineering can affect all types of P2P PHSs, where an
attacker can easily leverage the user layer to deceive patients
(older adult patients are more vulnerable to this attack than
others [135]). In the case of P2P PHSs, the threat impact could
be one user at a time, with the probability of escalating and
affecting others in the network. Social engineering can be
observed as an intelligent information gathering stage for
attackers to mount other attacks [129], such as scamming
patients to obtain, for instance, access credentials to their P2P
PHS accounts. Depending on the attackers’ goals, they may
modify patients’ health records or upload malware to the P2P
network to affect patients’ lives, health, location, privacy,
behaviors, or activities [93] and sabotage the PHS and its
providers.

Poisoning the Network
Poisoning can be performed either by index poisoning or by
routing table poisoning [102]. Many P2P systems have a lookup
service using indexing or routing table techniques [35,47,95].
A poison attacker can use this to inject invalid information such
as bogus resource identifiers or fake IP addresses into the lookup
service. An index poisoning attack affects the index of P2P
systems [43]. Injecting invalid information in the index or
routing table can slow down the query, prevent others from
finding the correct resources, or result in a peer wasting time
connecting to invalid peers [100,102], which eventually affects
the P2P network’s quality of service [101]. Some anticopyright
infringement organizations use poisoning attacks to prevent the
sharing of pirated content on P2P networks [89,99,100]. These
attacks are performed by identifying and poisoning the IP
addresses of the servers for pirated content or using their IP
addresses as evidence to sue the content server or P2P system
providers [71].

An index maintains records in a centralized manner (eg, Napster
[50], P2P PHR [6], or e-toile framework [21]) and enables users

to locate resource owners’ IP addresses and port numbers. In
index poisoning attacks, the attacker aims to compromise
indexing peers (peers that participate in the indexing) by adding
invalid information into their local indexes by simply sharing
the bogus information with the indexing peer [43,81].

A poison attacker can also attack a specific host; for example,
if the attacker wants to conduct a DDoS attack on the application
server at host 129.13.152.6, the invalid information may include
129.13.152.6 for the IP address and 80 for the port number.
Once the indexing peer has been poisoned, another peer can
search for a resource and eventually receive invalid information
from the poisoned peer and try to download the resource from
the victim host. Before downloading the resource, the
transmission control protocol (TCP) connection is established
with the victim host using invalid information. To download
the resource, the requesting peer sends a message to the desired
resource. When many peers try to download the resource from
the victim host, a TCP-connection DDoS comes into effect
[43,97,98].

Structured P2P systems (eg, P2P IHE [51], our proposed PHS
architecture [Figure 3], Chord, and Kademlia [35]) are
vulnerable to poison attacks [95], although resource discovery
is under the control of data structures (eg, DHT). In routing
table poisoning, the poison attacker exploits the fact that each
peer in a DHT-based P2P system maintains the routing tables
of its neighbors [47,56,73,77,95,96]. Each entry in the table
includes the neighbor’s identifier, IP address, and port number.
The attacker can deceive participating peers by injecting invalid
neighbors into their routing tables. The poisoned peer may
choose an invalid neighbor in its routing table and forward its
messages. If the routing tables of many peers are poisoned with
invalid information and each entry points to the IP address of
the victim host, the target receives a flood of messages from
the DHT [95]. A further type of content pollution attack is a
combination attack that combines index poisoning and
fake-block attacks to have a higher impact [45,77]. In this case,
poison attackers use an index poisoning attack to include their
IDs in the invalid information to be advertised. If the victims
establish the connection through the invalid information, they
may connect to a poison attacker, so that the attacker can feed
the victims with fake fragments and impose more harm on them.

Impact of Poisoning Attacks on P2P PHSs
Centralized P2P PHSs, such as P2P PHR [6] and the e-toile
framework [21], could suffer the worst effects of poison attacks
because they can cause DDoS or entire network failure and
disrupt the services offered by PHSs. For example, in the e-toile
framework [21], a list of health care stakeholders and their
access rights, data exchange, and authentication is managed by
a central index server; poisoning such an index could mean that

the data of a patient registered with PHSX in need of emergency

care at a remote hospital that uses PHSY could be inaccessible

to practitioners. Even if the networks of PHSX and PHSY are
not affected, the single point connecting the PHS providers is
disrupted. Depending on the urgency of a patient’s need for
treatment, the need for access to health data, and the longevity
of the attack, the patient’s health and life could be adversely
affected. In some P2P PHSs (eg, P2P PHR [6] or P2HR [20]),
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peers’ IP addresses are exposed to facilitate health information
exchange between different health entities; this makes the attack
even easier. For our proposed P2P PHS architecture (Figure 3),
there is a federation of PHSs and tuple center providers. Within
the context of the previous scenario, access and data exchange

will not be impacted if PHSY is in the same tuple group as PHSX.

Sybil Attack
The name Sybil attack was coined by Microsoft Research in
2002 based on the book Sybil about a patient, named Sybil,
diagnosed with dissociative identity disorder [111]. In computer
security, Sybils refer to multiple identities of a single user on
the same machine; this user can become powerful and control
a significant part of the network or use the identities to influence
the system behavior [54,56,81,109,110,112]. In DHT-based
P2P systems, a user can locally generate multiple node IDs for
many node instances on the same machine [108]—on the Kad
network, a single node can select multiple IDs concurrently
[107]. The creation of Sybils is considered the most harmful
behavior on a P2P system [54], as it offsets the network’s
redundancy property [81]. Sybil attacks occur in a P2P network,
when the reputation mechanisms are compromised [72], secure
authentication mechanisms are not implemented (eg, no proof
of identification is required for registration in the P2P session
initiation protocol network [106]), or verification of a client’s
IP address and its maximum number of connections per ID is
not implemented (eg, Kad network [98]). Limiting the number

of connections per IP address (eg, in eDonkey [84]) does not
prevent Sybil attacks because attackers can bypass this by having
many virtual IP addresses. It seems that there is no clear and
definite solution to prevent Sybil attacks [26]; this is due to the
openness and lack of admission control mechanisms in P2P
networks.

Sybils are used by attackers to conduct massive and organized
attacks on P2P networks [92]. For example, eclipse attacks [54]
amplify Sybil attacks through the combination of Sybil and ID
assignment or mapping attacks [105], which assigns identifiers
near the same portion of the ID space to sufficient Sybil nodes
(Figure 6). This enables the attacker to own a deciding power
of where in the ID space the new nodes are placed. When the
attacker owns more nodes than the benign nodes in the segment,
the attacker can control messages in the segment, bias reputation
score, create DDoS situations, or force servers to exceed their
CPU capacity [26,76,84], which is also known as a gateway
attack [92]. In blockchain P2P networks, Sybil attacks are, for
instance, used by attackers to outvote the honest nodes in the
network [52,63,104], which enables the attacker to cheat without
being detected. After a successful Sybil attack, attackers can
transmit or discard blocks, effectively block other users from
the network, carry out 51% of attacks to change the order of
transactions, prevent transactions from being confirmed, or even
reverse transactions that they made, which can lead to double
spending [103].

Figure 6. Example of Sybil attack [92]. The attacker placed his malicious nodes on one side of the network segment. Placing many malicious nodes
in the network enables the attacker to gain control of the activities of one-half of the network.

Impact of Sybil Attacks on P2P PHSs
Sybil attacks are helpful for attackers to disguise their identities,
access vital information managed in the PHS index service,
monitor communications between users, steal patient data, or
pollute the entire network to disrupt the entire PHS service
operation, which would affect patients’ health and life and
sabotage the PHS provider's reputation. In our proposed PHS
architecture (Figure 3) or the e-toile framework in Switzerland
[21], the national health IT agencies are tasked with effectively
handling health care stakeholders’ registration, authentication,
and verification; therefore, freedom to create multiple concurrent

IDs on the same system by any malicious user is reduced by
design. P2P PHSs, such as P2P IHE [6,51], could be more
vulnerable to Sybil attacks due to the difficulty in establishing
control mechanisms in a decentralized network. In any case,
attackers can leverage Sybil attacks to steal patients’ identities
(eg, for insurance coverage or blackmail).

Eclipse Attack
An eclipse attack is a large-scale man-in-the-middle (MitM)
attack that is commonly executed at the P2P network level
[54,92]; routing, sniffing, and traffic analysis attacks are variants
[56,79,81,93,105,106,115,116]. An eclipse attack aims to
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separate the entire network into 2 or more partitions (Figure 7)
by placing malicious nodes in a strategic routing path of the
P2P network [105,106,108] to surround benign nodes with
malicious neighbors [77]. In most cases, the routing mechanisms
are attacked [47]. This is accomplished by adding the attackers’
addresses to the neighbor list of the benign nodes [54,81] or
through fake routing updates and incorrect routing [105]. Once
the network is fully segmented with malicious nodes in between
the partitions, the attacker can act as a gateway and disrupt the

information flow between the network partitions, exclude groups
of nodes from the network, or steal peer identities [54,77]. This
affects the reliability, autonomy, and connectivity between peers
and the CIA properties of P2P networks [72,106,114]. In
addition to mounting an eclipse attack by manipulating the
overlay network, an attacker that has collected a significant
number of peer IDs and acts as a neighbor of benign nodes can
easily mount eclipse attacks [54,77,81,107].

Figure 7. Example of an eclipse attack [92]. The attacker successfully segmented the network into 2 ID spaces. The communications between the nodes
in the network must be forwarded by the malicious nodes.

Successful eclipse attacks require attackers to possess a high
proportion of fake nodes in the network and a higher number
of direct routes coming to their nodes than to the average benign
nodes in the network [54,77,81], especially in networks with
relaxed rules for maintaining the routing table [92]. P2P systems
that have no control over node placement in the ID space (eg,
Gnutella [54]) or freedom of choice for identifiers (eg, Kad
[107]) are highly vulnerable to eclipse attacks. P2P networks
are more susceptible to eclipse attacks when they are new [54].

As seen in the Bitcoin network, a botmaster with as few as 24
IP address blocks can eclipse any node with a minimum
probability of 85%, irrespective of the number of nodes in the
network [114]. Despite new security patches that address eclipse
attacks on the Bitcoin network, a novel form of eclipse attack,
EREBUS, was found [113], which partitions the network and
affects Bitcoin nodes' peering decisions. This shows the
likelihood of exploiting eclipses in P2P networks.

Impact of Eclipse Attacks on P2P PHSs
The lack of freedom to select and place identities and the
presence of a control infrastructure in centralized and hybrid
P2P PHS (eg, our proposed architecture [Figure 3] or the e-toile
framework in Switzerland [21]) reduces the impact of any form
of eclipse attack on P2P PHSs. This could be higher for
decentralized P2P PHSs such as P2P IHE [6,51] because of the
absence of centralized trust and control infrastructures and the
presence of eclipse attack vectors such as resource routing

mechanisms in the network [47]. In addition, a successful attack
could allow an attacker to eavesdrop on the conversation
between users in the network without potentially compromising
the patient's system. P2P PHSs on a patient device can be
configured with wearable smart sensors to allow health
practitioners or an embedded machine learning model to monitor
vital parameters (eg, heart rate variability). In the case of a
successful MitM attack on such P2P PHSs, the practitioners or
machine learning models may receive unreliable data, which
could lead to poor therapeutic or diagnostic decisions and even
loss of life [93,135]. An attacker can also share fake messages
that an older adult has fallen in order to summon the next-of-kin
or emergency services or use the patient's location or personal
data for blackmail [93,135].

DDoS Attack
A traditional denial-of-service (DoS) attack stops a service
[92,94]. Query flooding is the most common resource and key
to mounting DoS on P2P networks [77,105,117]. Invalid or
corrupted packets flood the network [95] and impede the
delivery of valid requests or messages in the
network—byzantine attacks [119]—and therefore stop all
communications passing through the affected routes. A DDoS
is said to occur when constant streams of invalid packets flood
the network in such a way that a single node has to deal with
massive traffic and runs out of bandwidth
[43,80,81,92]—bandwidth attacks (Figure 8). A lack of central
authority can be the root cause for DDoS [97], but the root cause
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can also be due to the absence of mechanisms that verify
response messages from other nodes (eg, in Kad [98]). Many
nodes (or zombies controlled by attackers, where each zombie
may control other attacking zombies) participate in DDoS

attacks [81,88], while the source of the attack is hidden behind
a separate layer or through spoofed IP addresses [84,92,105].
This disguise of the attackers makes it difficult to detect them
because they are often only indirectly involved [81].

Figure 8. Example of a distributed denial-of-service (DDoS) attack [92]. The attacker successfully executed the DDoS attack and compromised many
nodes in the network. The normal nodes cannot establish connections to other normal nodes.

The previously discussed index and DHT routing table poisoning
attacks and file request redirection (or topology change) attacks
are other methods of mounting DDoS [77,84,98,102,110,118].
A file request redirection attacker (chatty peer) advertises the
possession of many false resources that are rare in the P2P
network and then establishes several TCP connections with the
victims (requesting peers) [45,100,102]. However, if the
requesting peers ask for the blocks of the requesting resource,
the attacker only resends handshake messages to the victims
and never uploads any blocks. This makes the requesting peers
spend much time waiting in vain for the attacker's response and
blocking other legitimate users from making connections to
them. As such, TCP-connection DDoS comes into effect and
affects the availability of entire P2P networks [72]. A
request-redirection DDoS attack on internet equipment was
used to shut down tech giants’ websites (eg, Yahoo and
Amazon) in February 2000 [84], which shows the impact
severity of DDoS on any network.

DDoS is an active attack that makes it more aggressive. An
attacker often attacks the network to prevent certain users from
performing their tasks or put the system out of service in one
or many segments of the underlying infrastructure [76,84]. The
probability of a DDoS attack is high in large P2P networks
because nodes have to be reachable (usually outside of firewalls
restrictions, etc) by the network [92,117]. Depending on the
number of zombies, DDoS on decentralized P2P networks may
barely affect the entire network, except for a certain number of
affected peers. On the contrary, the impact could be higher on
centralized and hybrid systems because communication relies
on a single entity that is reachable throughout the network or
subnetwork. The higher the number and diversity of nodes

involved in the DDoS, the more difficult it is to be blocked
[81,97].

Impact of DDoS on P2P PHSs
When P2P PHS providers are hospitals, as in our proposed
architecture (Figure 3), and store all patients’ medical records,
a successful DDoS attack on the network (index or super peers)
will have severe consequences. The effect could disrupt the
network and data access and cause a delay in treatment and even
loss of life (eg, the case of a patient who died after a malware
hit a hospital in Germany [130]). In some centralized and hybrid
COVID-19 contact tracing systems (eg, PEPP-PT [22] and
Trace-Together [23]), the identifiers (ephemeral IDs) that are
used to share exposure notifications during smartphone
encounters are generated through a central authority (eg, a
hospital) and enough of them are generated in batches, for future
use and for constructing contact graphs of users when they are
infected [136]. A DoS on this server could prevent the IDs and
relevant estimations to reach the targets, and the affected persons
would have a false sense of safety since they are no longer
notified about encountered contacts. In any case, the effect of
DDoS is likely higher in centralized and hybrid P2P PHS than
in decentralized P2P PHSs such as P2P IHE [6,51]. This is
because of the presence of single points that manage other users
in the network. However, centralized control mechanisms also
ease the tracing of attackers and reduce the probability of DDoS
attacks.

P2P Traffic Blockade
In 2008, P2P networks accounted for almost 53% of internet
traffic in Germany, followed by web browsing (26%) and
streaming (7%) [122]. With respect to P2P network traffic,
BitTorrent accounted for 37%, web browsing for 15%, and
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eDonkey for 13% of P2P internet traffic [122]. Given the high
proportion of P2P traffic in most regions, it is not surprising
that a number of internet service providers (ISPs) are using
advanced filtering techniques to impose bandwidth limits and
throttle or block traffic associated with P2P systems, for
instance, by using port numbers, flow features, and deep packet
inspections [46,100,121]. In 2012, the United Kingdom High
Court ordered, for example, some ISPs (eg, O2, Virgin Media,
and TalkTalk) to block BitTorrent P2P traffic owing to its
potential for copyright infringements [120].

Impact of P2P Traffic Blockade on P2P PHSs
The consequence of a P2P traffic blockade on any type of P2P
PHS could be high because the effect could render the system
unavailable over the network, for instance, in a situation where
ISPs realize a high proportion of internet traffic caused by P2P
networks and impose bandwidth limits or block the traffic. If
any P2P PHS user is affected by the blockage, P2P PHSs, for
instance, for remote sharing of medical records or COVID-19
exposure notifications will be disrupted. This can potentially
affect patient health and contribute to virus spread. As a
workaround, users can move to a different region that does not
block traffic because P2P systems are not bound by borders.
The chances of being affected by a P2P traffic blockade when
using a PHS is higher in regions that often use network traffic
blockades as a public policy instrument (eg, in authoritarian
regimes).

Discussion

Principal Findings
Our findings support the idea that P2P system security is a
process rather than a product [33]. Moreover, security
encompasses not only technical issues but also human and
management problems. Therefore, it is highly relevant for the
development and use of P2P PHSs to consider the security issues
in P2P networks and the techniques used to exploit them, the
security requirements to prevent attacks, peculiarities of attacks,
and potential attacker profiles. Our findings are presented in
Tables 3 and 4. Security issues such as malware, social
engineering attacks, eclipse attacks, DDoS attacks, pollution
attacks, and P2P traffic blockades pose high threats (in case of
a successful attack) and have a high probability of being
exploited in P2P PHSs owing to the high number of factors
contributing to their chances of successful exploitation (Table
3); moreover, they can put any P2P PHS out of service, which
can potentially affect patients’ state of health. For illustrative
purposes, we discuss the factors and scores for malware and
eclipse attacks in detail below (refer to the section Identified
Security Issues and Their Impact on P2P PHSs for a detailed
discussion of the security issues).

The effect of any malware type depends on its propagation speed
and power. Malware that compromised a PHS can be
inadvertently spread by the patient (eg, when it is hidden in a
patient’s health records). Other factors promoting security issues

in P2P networks (set-and-forget, no borders, digital winds
spreading files, growing use, and network heterogeneity) and
no content verification (Table 3) can fuel malware propagation
in the network. If attackers compromise super nodes (eg,
practitioners or hospital nodes), they can spread malware even
more easily. A successful malware attack (eg, Antinny [85,86]
or Code-Red [78]) on any P2P PHS can affect the CIA properties
of the network and may cause a delay in treatment or even loss
of life (eg, the case of a patient who died after a malware hit a
hospital in Germany [130]). Malware can attack various network
layers (user, network, or transport layers) to mount DoS attacks,
poison the network, block P2P traffic, or compromise users’
identities or health data.

The severity of malware is low in centralized P2P PHSs (eg,
the e-toile framework in Switzerland [21] or P2P PHR [6]; Table
4) because the central index server can simply be used as a
trusted computing base [25,26] or a point to deploy control
measures to mitigate the propagation of malware in the network.
The severity of malware is medium in hybrid P2P PHSs (eg,
P2HR [20]), our proposed P2P PHS architecture (Figure 3;
Table 4), because there are no central attack profiles, and a
federated data ecosystem multiplies the effort required for
malware attacks by the number of federated subnetworks. The
severity of malware is high in decentralized P2P PHSs (eg, P2P
IHE [51]; Table 4) because of the lack of a trusted computing
base and high responsibility for individual users to maintain
routing information (DHT networks) and security measures
[25,26]. Once the neighbor lists of users are infected by
malware, the malware can spread further (eg, using a PRS
strategy) through the nodes’ subnetworks, which contributes to
the malware's high propagation speed [78,82].

Factors such as use and network heterogeneity, no borders, and
snooping nodes promote the impact of eclipse attacks on P2P
networks (Table 3). In most cases, a successful eclipse attack
allows an attacker to eavesdrop on the conversation between
peers in the network without potentially compromising the
victim's system. This impacts the reliability, autonomy,
connectivity, and CIA properties of P2P networks [72,106,114].

The severity of eclipse attacks is low in centralized P2P PHS
(eg, the e-toile framework in Switzerland [21]; Table 4) because
of the difficulty for users to create multiple fake identities (as
required to mount an eclipse attack [54,77,81]) and the likely
presence of trusted computing infrastructure in centralized P2P
PHSs. Nevertheless, attacks on central index servers (or super
peers in hybrid P2P PHSs) are likely to be able to snoop network
communications. The severity of eclipse attacks is medium in
hybrid and decentralized P2P PHSs (eg, P2P IHE [51]) or our
proposed P2P PHS architecture [Figure 3; Table 4]), as eclipse
attacks require a high number of compromised nodes and are
usually achieved through attacks on routing mechanisms
[47,54,77,81]. Decentralized and hybrid P2P PHSs require
routing mechanisms (eg, DHT) to facilitate health information
exchange and communication between patients and practitioners.
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Table 3. Factors promoting the security issues.

Factors promoting the security issuesSecurity issues

Snooping
nodes

No content
verification

Use and network
heterogeneity

Digital winds
Spreading Files

No bordersSet-and-forgetInadvertent sensitive
information disclosure

✓✓✓✓✓✓✓aMalware

✓✓✓✓✓✓Social engineering attack

✓✓✓✓✓Poisoning the network

✓✓✓Sybil attack

✓✓✓Eclipse attack

✓✓✓✓✓DDoS attack

✓✓✓✓✓✓✓Pollution

✓✓✓P2Pb traffic blockade

aFactor present.
bP2P: peer-to-peer.

Table 4. Severity ratings for peer-to-peer patient-centered health care information system security.

Exemplary security measuresSeverity score on P2P PHSaSecurity issues

DecentralizedHybridCentralized

HighMediumLowMalware • Firewall
• Antivirus and antispyware
• Mobile agent–based intrusion detec-

tion system
• Access policies

MediumMediumMediumSocial engineering attack • Education and awareness training

HighMediumLowPoisoning the network • Authentication protocol
• Trust and reputation system
• Access policies

MediumLowLowSybil attack • Authentication protocol
• Trust and reputation system
• End-to-end encryption

MediumMediumLowEclipse attack • Authentication protocol
• Trust and reputation system
• End-to-end encryption
• Access policies

MediumMediumHighDDoSb attack • Firewall
• Mobile agent–based intrusion detec-

tion system
• Bandwidth limitation per node
• Access policies

MediumMediumLowPollution • File and content verification
• Trust and reputation system
• End-to-end encryption
• Removal of polluted content

LowMediumHighP2P traffic blockade • End-to-end encryption
• Encryption of P2P traffic

aP2P PHS: peer-to-peer patient-centered health care information system.
bDDoS: distributed denial-of-service.
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Protecting P2P PHSs Against Security Issues
Under normal circumstances, patient-physician relationships
are based on trust, and P2P systems generally require trust
between their participants [46]. However, uncertainties regarding
the protection of user data, single points of failure, and the
integrity of the super peers remain. Under our proposed PHS
architecture (Figure 3), a trusted registration authority (eg, the
German HTI or a hospital) is introduced to the network to handle
administrative tasks such as authentication and verification and
can also issue or revoke credentials to users based on their
behavior [30]. End-to-end encryption [137] can be used to
maintain confidentiality in health care information systems [30]
and to reduce the trust required for other network participants.
For instance, the state-of-the-art cryptographic protocol Signal
for end-to-end encryption, which is used by popular instant
messaging apps [138], including WhatsApp, Wire, and Facebook
Messenger, can be used. Security analyses of the Signal protocol
show that it can resist most known attacks [139]. Furthermore,
transparency mechanisms can be used to make it easier to hold
a provider accountable for violating users’ trust [26], for
example, certificate transparency can be managed by a set of
services and neutral auditors to keep track of X.509 certificates
of providers and quickly observe rogue or hacked certificate
authorities. Such security techniques reduce the impact of eclipse
attacks, DDoS attacks, pollution attacks, poisoning attacks, and
P2P traffic blockade on P2P networks [52,81]. For example, an
intercepted message can be rendered useless for eclipse attackers
by encrypting it.

A discussion of all possible security measures (see Table 4 for
examples) for each identified security issue is beyond the scope
of this study. In line with the identified security issues, we focus
on trust and reputation models (TRM), identity authentication
schemes (IAS), and agent-based intrusion detection systems
(IDSs). As an overarching guideline, we extended an extant
guideline for secure provision of PHSs [2] (Figure 9) with 2
additional steps (selection and modeling of security measures
[step 3] and risk assessment [step 6]). The guideline is useful
for supporting individual PHS providers to deal with the
complexity of securing P2P PHSs.

An effective IAS addresses security issues such as Sybil attacks,
poisoning attacks, pollution attacks, and MitM attacks
[65,81,140] and is essential for health care information systems
[2,30]. By authenticating users and resources shared, the origin
of pollution or poisoning attacks can be traced, and the attackers
can be held accountable. Individual PHS providers leveraging
an effective IAS can strengthen security, which has the potential
to increase patients’ intention to use P2P PHSs. In Germany,
the German HTI planned to provide user authentication through
smart cards as a security measure for PHS providers [65,141].
However, the introduction of national HTIs often leads to

ambiguous, expensive, and protracted projects [65,141]. Until
such solutions are widely available, developers of P2P PHSs
should consider the use of other IASs for the secure provision
of PHSs in public networks [65].

Reputation systems are used to determine the trustworthiness
of nodes and to mitigate Sybil, poisoning, pollution, and MitM
attacks [142]. Reputation management for resources being
shared and peers [143] reduces vulnerabilities such as ID stealth
or pseudospoofing [144,145]. TRM techniques can be leveraged
in P2P PHS in any situation where a party misbehaves (eg, by
supplying inappropriate data to a PHS). Patients can report
misbehavior to reputation systems so that it can be reflected in
the reputation of the misbehaving party. Polluted resources can
also be reported and removed if their reputation is too low
[72,73,75,81].

To address the issues of malicious peers, worms, and DDoS
attacks in the network, an intelligent mobile agent–based IDS
can be deployed in strategic locations (eg, at a hospital node in
our proposed P2P PHS architecture, Figure 3; in the DHT
network in decentralized P2P PHSs such as P2P IHE [6,51]; or
at central index servers of centralized PHSs such as the e-toile
PHS [21]) to protect the corresponding subnetworks in P2P
networks. There are prototypes of scalable and decentralized
agent-based IDS that use 3 types of algorithms (heavy, medium,
and light scan algorithms) to detect malicious activities as early
as possible [87,146,147]. Backpropagation neural network
techniques can be used in IDS to reduce the response times and
false alarm rates [148,149]. To improve detection latency and
load balancing, a collaborative IDS uses publish and subscribe
techniques to selectively route evidence of malicious activities
between peers in the network using distributed lookup
mechanisms [150,151]. Worms scan and infect certain ports in
a network. A firewall can be used to monitor, filter, block, and
blacklist them; antivirus and antispyware tools can be leveraged
to remove or quarantine any suspicious file [81]. The DDoS
can be mitigated by limiting the download bandwidth for each
node. Other policies, such as restricting P2P access to verified
directories and scanning each file before opening, can mitigate
the impact of DDoS, malware, and poisoning attacks [97].

We added risk management (step 6) to the guideline for secure
provision of PHSs (Figure 9) to allow for prioritization of
security issues with higher impact and for the efficient use of
available resources [152]. Risk assessment (step 6a) focuses on
the identification and assessment of security issues based on
the likelihood of occurrence and the severity of exploits. The
cost-benefit analysis involves an analysis of the costs associated
with recovering from security breaches. In a situation where
the costs for mitigation are higher than the potential impact of
a security issue, P2P PHS providers may choose to accept some
level of risk.
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Figure 9. Guidelines for provision of the patient-centered health care information system (PHS) while ensuring security.

Limitations
This research focuses on security engineering for P2P PHSs.
Legal issues with respect to health care security management
are beyond the scope of this study. A further limitation of this
study is that P2P PHS is an emerging phenomenon; therefore,
our study does not provide real-world experiments or a review
of past P2P PHS security incidents. Moreover, the bandwidth,
computation, and storage cost analyses of the proposed P2P
infrastructure, how usability and deployability will affect P2P
PHS adoption, and how to handle patient registration with
multiple PHS providers are beyond the scope of this study.

Contributions
Our research provides a foundation for understanding P2P
system architectures and their advantages and disadvantages.
We propose and discuss a federated architecture (Figure 3)
suitable for PHS deployment, which could be adopted by any
P2P PHS provider, such as insurance companies, hospitals, or
other parties who want to implement P2P PHSs while
maintaining security. On the basis of the 3 different archetypical
P2P system architectures, we elicited and reviewed the inherent
security issues and factors promoting the security issues (Table
3). Moreover, we discuss the consequences of the security issues
and apply a severity scoring system (Table 4), signifying the
impact of each security issue for the 3 different architectures of
P2P PHSs—centralized, hybrid, and decentralized—based on
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the CVSS definitions (Multimedia Appendix 2). Although a
comprehensive discussion of security measures to address each
identified security issue is beyond the scope of this study, we
offer an overview of potential security measures that are useful
for maintaining security in P2P PHSs. We also extended a
guideline for the secure provision of PHSs in public networks
(Figure 9) for the P2P PHS context [2].

P2P PHSs (eg, COVID-19 contact tracing systems such as
PEPP-PT [22] or OnePatient [15]) require research from many
perspectives to facilitate widespread use because they are an
emerging phenomenon, pose major security issues (eg, by
requiring patients to manage information security largely by
themselves [65]), and are understudied. Extant research on PHS
security, privacy, and end-user features [2,28-31] focuses on
centralized and DLT-based PHS. Our research serves as an
introduction to P2P PHSs and potential security issues and
countermeasures. From an ethical perspective, our study is of
interest to initiatives aimed at empowering patients to take
ownership of and control access to their health data. P2P PHSs
promote socially desirable design features such as openness,
reduced dependence on platforms, abandonment of data silos,
and secure patient-to-practitioner communication. Given that
the security challenges are appropriately addressed, P2P PHSs
are also promising for simplifying the implementation of data
protection principles (eg, GDPR [8,34]). Secure P2P PHSs will
not only attract more stakeholders but will also be more efficient
in achieving the goals of patient-centered digital ecosystems
[153].

Future Research
Opportunities for future research include improved designs of
security models, such as IAS, TRM, and intelligent mobile
agent–based IDS, to strengthen security. PHSs have other more
safety-related security requirements that should also be
incorporated in their design, such as emergency access and
guardian support. Such features are vital for P2P PHS to
facilitate access in situations where patients are incapacitated.
However, they are also likely to invoke privacy concerns and
data protection challenges, as they require access to sensitive
information without consulting patients. By using reliable and
patient-centered backup options, P2P PHS providers can
integrate identity authentication management in backup servers
to facilitate the replacement of patient credentials in a situation
where they lose access to their credentials (eg, a stolen laptop).
In addition to the development of approaches to improve
education and awareness of patients regarding information
security challenges inherent to the sharing of data with third
parties [8], a questionnaire-based study focusing on other P2P

PHS stakeholders and asking about their security and privacy
concerns with respect to P2P PHSs could yield valuable
contributions. A guideline for the evaluation of P2P PHSs based
on information security standards (eg, ISO 27799:2016) could
also be very useful.

Conclusions
The idea of P2P PHSs to break up barriers among patients,
health care systems, physicians, and other stakeholders is
appealing. From the patients’ perspective, being empowered to
conveniently take ownership of and control access to their health
data through PHS might bring forth a digital ecosystem that
makes patients a more active contributor in their own care and
can streamline health care activities such as receiving and
accurately interpreting laboratory test results. In the United
States, HIPAA [6] specifies that patients have the liberty “to
see and get copies of their records, and request amendments”;
however, the act does not go into detail on appropriate
approaches to give access [3,30,154]. Currently, PHSs use DLT,
P2P technology, or centralized databases for deployment. To
mitigate the impact of security issues in centralized databases
and the lack of fit of DLT with PHS use cases, P2P PHSs
emerged (eg, OnePatient [15], doc.ai brands [7], or COVID-19
proximity tracing systems such as Stoop [24]), which store
health records locally (on any patient edge device such as a
mobile phone, a tablet computer, a desktop computer, etc) under
the control of individual device owners.

The benefits of P2P networks for PHSs include more options
for privacy self-management, autonomous control of
infrastructure, and high availability. However, these advantages
are associated with complications, as patients must also manage
information security largely by themselves. Gartner claims that
costs for remediating security issues would be reduced by 75%
if only 50% of system vulnerabilities were detected and
remediated before production [155]. Building a successful P2P
system that does not result in privacy or security violations for
users is difficult [26] and entails a collective effort that fixes
the remaining problems (eg, absence of a centralized entity to
detect malicious attacks and increased chances of exposing
network traffic patterns) with clear considerations of network
security and ease of use.

The enormous value of health data requires the provision of
security measures to protect PHSs from cyberattacks.
Overcoming security and privacy barriers in P2P PHS is also
important for increasing patients’ intention to use PHSs. PHS
providers and developers should neither ignore the inherent or
past security issues of P2P systems nor be careless about future
ones.
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Abstract

Background: As we are witnessing the evolution of social media (SM) use worldwide among the general population, the
popularity of SM has also been embraced by health care professionals (HCPs). In the context of SM evolution and exponential
growth of users, this scoping review summarizes recent findings of the e-professionalism of HCPs.

Objective: The purpose of this scoping review is to characterize the recent original peer-reviewed research studies published
between November 1, 2014, to December 31, 2020, on e-professionalism of HCPs; to assess the quality of the methodologies
and approaches used; to explore the impact of SM on e-professionalism of HCPs; to recognize the benefits and dangers of SM;
and to provide insights to guide future research in this area.

Methods: A search of the literature published from November 1, 2014, to December 31, 2020, was performed in January 2021
using 3 databases (PubMed, CINAHL, and Scopus). The searches were conducted using the following defined search terms:
“professionalism” AND “social media” OR “social networks” OR “Internet” OR “Facebook” OR “Twitter” OR “Instagram” OR
“TikTok.” The search strategy was limited to studies published in English. This scoping review follows the PRISMA-ScR
(Preferred Reporting Items for Systematic Reviews and Meta-Analyses Extension for Scoping Reviews) guidelines.

Results: Of the 1632 retrieved papers, a total of 88 studies were finally included in this review. Overall, the quality of the studies
was satisfactory. Participants in the reviewed studies were from diverse health care professions. Medical health professionals
were involved in about three-quarters of the studies. Three key benefits of SM on e-professionalism of HCPs were identified: (1)
professional networking and collaboration, (2) professional education and training, and (3) patient education and health promotion.
For the selected studies, there were five recognized dangers of SM on e-professionalism of HCPs: (1) loosening accountability,
(2) compromising confidentiality, (3) blurred professional boundaries, (4) depiction of unprofessional behavior, and (5) legal
issues and disciplinary consequences. This scoping review also recognizes recommendations for changes in educational curricula
regarding e-professionalism as opportunities for improvement and barriers that influence HCPs use of SM in the context of
e-professionalism.

Conclusions: Findings in the reviewed studies indicate the existence of both benefits and dangers of SM on e-professionalism
of HCPs. Even though there are some barriers recognized, this review has highlighted existing recommendations for including
e-professionalism in the educational curricula of HCPs. Based on all evidence provided, this review provided new insights and
guides for future research on this area. There is a clear need for robust research to investigate new emerging SM platforms, the
efficiency of guidelines and educational interventions, and the specifics of each profession regarding their SM potential and use.
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Introduction

Background
Global digital growth shows no sign of slowing, with a million
new people worldwide coming online every day. This growth
is clearly fueling social media (SM) use, as 45% of the world’s
population are now SM users: a whopping 3.5 billion people
[1]. The popularity and use of SM has increased substantially
in the past few years, despite controversy around privacy,
hacking, fake news, and all other negative aspects of online life
[2].

Social media have been defined as “a group of online
applications that allow for the creation and exchange of content
generated by users” [3] and can be categorized into five groups:
(1) collaborative projects (eg, Wikipedia), (2) blogs or
microblogs (eg, Blogger or Twitter), (3) content communities
(eg, YouTube), (4) social networking sites (SNSs; eg,
Facebook), and (5) virtual gaming or social worlds (eg, Second
Life) [4]. SNSs (eg, Facebook) are “applications that enable
users to connect by creating personal information profiles,
inviting friends and colleagues to have access to those profiles,
and sending e-mails and instant messages between each other”
[4]. There is a lot of mixing and confusion between the terms
SM and SNSs with SM being a newer and a much broader term,
encompassing SNSs.

As we are witnessing the evolution of SM use globally among
the general population, popularity of SM has also been embraced
by health care professionals (HCPs) [5]. It is further reflected
as a considerable growth in the research about SM use in health
and medicine [6], mainly focusing on the roles of SM or SNSs
in linking patients and HCPs [7-9] or use of SM/SNSs for
communication among HCPs [10].

Within these new platforms exists an unprecedented ability to
expand access and communication, with the potential to
revolutionize the way medical professionals interact with peers,
patients, and the public. However, along with this expanded
access lies the potential for inadvertent overlap between the
physicians’personal and professional lives. Boundary concerns
are increasing with the blurring of personal and professional
lines on SM [11]. Anything placed on the internet is essentially
permanent, and our “digital footprint” stays forever documented
in this virtual yet, for almost everyone, accessible world.

A definition for a new term “e-professionalism” was given by
Cain and Romanelli [12] as “attitudes and behaviors (some of
which may occur in private settings) reflecting traditional
professionalism paradigms that are manifested through digital
media.” The intersection between medical professionalism and
SM has been termed also as online professionalism or digital
professionalism [13].

Prior reviews have focused on the e-professionalism of medical
students, residents, or physicians [14], or have presented a full
spectrum of SM-related challenges and opportunities in the
context of medical professionalism of diverse types of HCPs
[15,16], but these studies were conducted almost 6 years ago.
Within that time frame, the number of SM users (both HCPs
and patients), SM influence on private and professional life,
and new features within SM have increased substantially leaving
scientific research struggling to keep up [17-19]. Since the end
of November 2014, the number of Facebook users has doubled
(from 1.35 billion to 2.7 billion) and the number of Instagram
users almost quadrupled (from 300 million to 1.158 billion).
New SM platforms like TikTok have gained popularity [20]. A
gap has emerged in comprehensive understanding of the ways
SM has influenced the medical field, especially professional
behavior. With time being crucial in the context of SM evolution
and exponential growth of users, this scoping review maps and
summarizes recent findings and fills the knowledge gap about
e-professionalism of HCPs.

Objective
The purpose of this scoping literature review was to characterize
the recent original peer-reviewed research studies published
between November 1, 2014, to December 31, 2020, on
e-professionalism of HCPs; to assess quality of the
methodologies and approaches used; to explore the impact of
SM on e-professionalism of HCPs; to recognize benefits and
dangers of SM; and to provide insights to guide future research
in this area.

Methods

A Scoping Review
We performed a scoping review to explore the extent of the
latest current evidence on e-professionalism of HCPs. The
review questions were what are the reported outcomes of the
benefits and dangers, and of SM on e-professionalism for HCPs,
and what was the quality of methodologies and approaches used
on the use of SM affecting e-professionalism of HCPs? The
review subquestions were which knowledge gaps have been
identified in studies and what are the recommendations for
future research?

The scoping review method was chosen to map and summarize
the evidence, and inform future research in the domain of
e-professionalism of HCPs [21-23]. We performed a scoping
review consistent with the guidance provided by the Joanna
Briggs Institute Reviewer Manual [24,25]. The scoping review
follows the PRISMA-ScR (Preferred Reporting Items for
Systematic Reviews and Meta-Analyses Extension for Scoping
Reviews) guidelines [26]. The protocol was registered on the
Open Science Framework (registration DOI
10.17605/OSF.IO/YR8TW) [27] on April 9, 2021.
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Search Strategy
A search of the literature was performed in January 2021 using
3 databases (PubMed, CINAHL [EBSCO], and Scopus). The
searches were conducted for the period from November 1, 2014,
to December 31, 2020, using the following defined search terms:
“professionalism” (a Medical Subject Headings [MeSH] term)
AND (“social media” [a MeSH term] OR “social networks”
OR “Internet” [a MeSH term] OR “Facebook” OR “Twitter”
OR “Instagram” OR “TikTok”) included in the title or abstract
or keywords. The search strategy was limited to studies
published in English.

The full search strategy is summarized in Multimedia Appendix
1. A senior information specialist validated the search strategy.
For a comprehensive assessment, we also searched the reference
lists of all the included articles to identify other studies that may
be relevant to our review.

Study Inclusion and Exclusion Criteria
Studies were included in this review if they were original
research focused primarily on the use of SM among health
professionals and studied the uses, benefits, or dangers of SM.

Studies were excluded from this review if they were not in
English; were books, dissertations, reviews, reports, abstracts
only, case studies, opinions, letters, commentaries, policies,
guidelines, or recommendations; did not focus primarily on the
use of SM among health professionals; did not study the uses,
benefits, or dangers of SM among health professionals; did not
study HCPs as a study population; described the use of SM
primarily with a marketing or advertising focus; and were not
available as full text in the final search.

Eligibility and Data Extraction
Following the search, all references captured by the search
engine were uploaded to the reference management system
Zotero (Corporation for Digital Scholarship). Duplicates were
identified and removed. Initial screening of the studies, based
on the information contained in the titles and abstracts, was
undertaken independently by 2 reviewers (TVR and JV). The
interrater reliability (IRR) between them was established. IRR
to screen the papers was determined using the indices average
pairwise percent agreement, Cohen kappa, and Krippendorff
α (alpha) [28]. IRR was calculated with the ReCal (“Reliability
Calculator”), an online utility that computes IRR coefficients
[29]. To assess the eligibility of the papers, two researchers
(TVR and JV) independently reviewed and evaluated the studies.
Discrepancies were discussed with reference to the research

objectives until consensus was reached on the inclusion for the
analysis.

Data extraction was done in two passes. In the first pass, seven
reviewers (TVR, JV, DR, LMP, DJ, KS, MM) extracted the
data from included studies; in the second pass, two reviewers
(TVR and JV) agreed on the extracted data. The following data
were extracted: authors, year, country of origin, study objective
and design, data analysis methods, study population, type of
SM, key measures, conclusions/recommendations, and ethics
statements.

Quality Evidence Assessment
The Quality Assessment Tool for Observational Cohort and
Cross-Sectional Studies developed by the National Heart, Lung,
and Blood Institute was used to evaluate the quality of the
quantitative studies [30]. The Critical Appraisal Skills
Programme appraisal tools were used to evaluate the quality of
the qualitative and mixed methods reviewed studies [31]. Quality
evidence assessment was performed by two reviewers (TVR
and JV). If there was a discrepancy, a third reviewer was
consulted (LMP).

Ethics Approval and Consent to Participate
This was a scoping review with no data collected from human
participants. Ethical approval was not needed.

Results

Findings
Figure 1 shows the PRISMA flowchart illustrating the searching
process and how the studies were included in the review. The
literature search retrieved 1632 papers, and after removing
duplicates, 749 titles and abstracts were screened. The IRR
between the two researchers (TVR and JV) who screened titles
and abstracts was established. IRR values indicated high
reliability (average pairwise percent agreement 89%, Cohen
kappa 0.80, Krippendorff α=.83). Full texts of 126 papers were
assessed for eligibility. We also searched the reference lists of
the included articles and found another 10 relevant articles for
inclusion. Thus, a total of 88 studies were finally included in
this review. Details of the studies including year, country of
origin, study objective and design, data analysis methods, study
population,  type of SM, key measures,
conclusions/recommendations, and ethics statements are shown
in Multimedia Appendix 2. The studies (n=671) that were
excluded are shown in Multimedia Appendix 3, along with the
reasons for their exclusion.
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flowchart of the selection procedure. HCP: health care
professional; SM: social media.

Characteristics of the Reviewed Studies
The studies were conducted in 40 countries, the majority being
based in the United States (n=35), Canada (n=13), Australia
(n=10), and the United Kingdom (n=10). Other countries with
one or two studies were Brazil, China, Greece, Dominican
Republic, Germany, Hong Kong, India, Ireland, Italy, Kingdom
of Saudi Arabia, Mexico, New Zealand, Nigeria, Pakistan,
Philippines, Singapore, South Africa, South Korea, Spain,
Taiwan, Thailand, Turkey, and the United Arab Emirates
(Multimedia Appendix 2). A total of 8 studies were conducted
in several countries simultaneously [32-39]. Participants in the
reviewed studies were from diverse health care professions
(Table 1).

Medical health professionals were involved in about
three-quarters of the studies. On several occasions, more than

one health care profession was involved in the evaluated studies.
Regarding the educational level of targeted HCPs, 35 studies
investigated students [32,40-73]; 41 studies investigated
residents or practicing HCPs [34-39,74-108]; 5 studies
investigated deans or directors of programs [109-113]; and 7
studies investigated several educational levels of HCPs, students,
residents, faculty members, or practicing HCPs [33,114-119].

Table 2 describes the types of SM/SNSs studied; the majority
of the studies were unspecific, studying use of any type of SM
or SNS. Only Facebook or “all SMs/SNSs with specific
reference to Facebook” was analyzed in one-third of the studies
(Multimedia Appendix 2). Twitter [38,44,80,91,110], Instagram
[101], and YouTube [37] were specifically targeted SM/SNSs
in 7 studies.
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Table 1. Types of health care professions included in the reviewed studies.

Studies (N=88), naHealth care profession

Medical

2Deans and directors

6Faculty

11Specialists

8Doctors (general)

15Residents

23Students

Dental

2Program directors

1Faculty

1Doctors (general)

5Students

Nursing

1Deans and directors

2Faculty

3Nurses

8Students

Pharmacy

2Pharmacists

4Students

4Other health care professionalsb

aA study could include more than one type of health care professional.
bOther health care professionals are physiotherapists, physician assistant students, and osteopathic medicine students.

Table 2. Types of social media or social networking sites.

Studies, nSocial media/social networking site

59Unspecific (any type of social media/social networking sites)

21Facebook

1All social media sites with specific reference to Facebook

3All social media sites with specific reference to Facebook and Twitter

1Instagram

2Twitter

1YouTube

Assessing the Quality of Studies
Overall, the quality of the studies was satisfactory. Most of the
reviewed studies met the criteria in checklists (Multimedia
Appendix 4). All studies were exploratory in nature, and the
findings were descriptive. Among 88 studies, 49 were
quantitative [32, 33, 35, 38-43, 51-53, 55, 59-61, 64, 66-69, 71,
72, 74, 75, 77-80, 82, 85, 88, 89, 91, 94-96, 98, 100, 102,
105-108, 110, 113, 114, 116, 118], 12 were qualitative [34, 36,
44, 45, 49, 57, 73, 76, 92, 93, 101, 104], and 27 used mixed
methods [35, 37, 46-48, 50, 54, 56, 58, 62, 63, 65, 70, 81, 83,

84, 86, 87, 90, 97, 99, 103, 109, 111, 112, 115, 117]. Most
studies used surveys (n=64) [32, 33, 35, 38-43, 47, 48, 51-55,
57, 59-62, 64-72, 74, 75, 77-82, 85, 88, 89, 91, 94-98, 100, 102,
103, 106-119]. The questionnaires used in surveys were mostly
developed by researchers. Of these survey studies, only about
one-third had a response rate of 50% or greater, and 9 studies
did not explicitly report a response rate
[39,53,60,63,65,67,72,75,96]. In the mixed methods studies,
dominantly, content or thematic analyses were used. A total of
11 studies conducted in-depth or semistructured interviews
[34,36,44,49,58,65,73,76,97,104,117], and 6 studies used focus
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groups [45,49,58,70,112,117]. Most studies included (n=77)
had clear ethical statements within the paper either stating ethical
board approval or exemption, and 11 studies did not explicitly
report an ethical statement [37-39,53,54,72,74,90,105,108,117].

SM Use Patterns Among Health Care Professionals
Studies that assessed SM use among different types of HCPs
found high use among students, from 66.9% to 98.7%
[40,43,50,51,60,61,64-66,68-70,102]; the highest with 98.7%
using Facebook at least once a week was established among
dental students. Lower rates of use were seen in practicing
HCPs, physicians of different specialties, and program directors
(PDs) or faculty, mostly ranging from 50% to 80%
[35,39,74,80,83,85,86,88,89,91,96,105,106,108,110,113,114].
The exceptions were 3 studies: family medicine residents and
physicians in Saudi Arabia where 95.4% of participants reported
having an SM account and checking them at least once a day
[79], 93.4% of medical doctors in a Singapore hospital [100],
and 100% of Chinese registered nurses owned an SM account
[107].

Several studies demonstrated a “generation gap” in SM use,
where students are more likely than faculty to use SM
[114,115,117,118]. A linear relationship between increasing
age and decreasing SM use was also found among physicians
of the same specialty or other HCPs [85,91,94,95,100,106].

Significant gender differences were established in several studies
[71,79,91,95,105,107].

Irfan et al’s [79] study showed females using SM more for
professional purposes, and Wang et al’s [107] study, where the
study population was registered nurses, was similar. In Patel et
al’s [91] study where a subgroup analysis on Twitter use for
professional purposes revealed a significant gender difference:
only one in four users was a female radiologist and only 14%
of highly active users were female. Gender difference was
established also in Gupta et al’s [62] content study of Facebook
profiles (in favor of male medical students, ranging from 73.5%
to 96.4%) [62], and 98.8% of all participants were males in a
study about orthopedic surgeons [105].

Studies showed privacy settings deployment from 71% to 97%
among HCPs [40,42,65,66,68,96,100,115,117,118]. Only 4
studies explicitly stated the percentage of students who had set
their Facebook account on private: 37% of pharmacy students
[40], 83.6% and 91% of dental students [64,65], and 71% of
medical students [42]. More students than faculty used privacy
features [115,118]. Results from a study among doctors in
Singapore suggest that there is a knowledge deficit in terms of
understanding of the privacy settings of SM accounts. From
30% to 55% of the respondents had an incorrect understanding
of their SM account settings despite 95.5% claiming that they
were aware that the institution had a SM policy [100]. Use of
real names was investigated in 2 studies; in both, the vast
majority of HCPs used their own names on Facebook [51,117],
but on Twitter (45%) and Instagram (54%), far fewer dental
students presented themselves with real names [51].

Studies also investigated the purpose of SM use, whether
participants mixed professional and personal information and
activities on SM sites (blended profiles) or adopted a separation

strategy where professional information and activities were
clearly separated from personal ones (dual citizenship)
[34,39,69,78,79,91,96,97,106]. In Duke et al’s [115] study,
significant differences were established between nursing
students’ and faculties’ purpose of use, where almost twice as
many students used SM for educational purposes than did faculty
(58.5% vs 27.6%; P<.001), and almost 96% of students used
SM to talk about academic-related problems compared to only
28% of faculty who did so (P<.001). Irfan et al [79] investigated
family medicine residents and physicians use of SM not only
for personal purposes (76%) or professional reasons (26%);
they have determined that participants also use SM for general
education (46%) and in a smaller proportion (18.2%) for
continuing medical education [79]. A study among South
African nurses established that they experience difficulty in
separating their professional and personal lives when using SM
[73].

In terms of themes covered in the reviewed studies, we have
focused on two major themes: benefits and dangers of SM on
e-professionalism of HCPs. This scoping review also recognizes
an evaluation of effects of existing approaches on promoting
e-professionalism and barriers that influence HCPs use of SM
in the context of e-professionalism.

Benefits of Social Media on E-Professionalism of
Health Care Professionals
For the selected studies, there are three recognized benefits of
SM on e-professionalism of HCPs: (1) professional networking
and collaboration, (2) professional education and training, and
(3) patient education and health promotion.

Professional Networking and Collaboration
The benefits of SM on e-professionalism of HCPs can be seen
as improvements of established networks or possibilities for
collaboration through SM sites [33, 34, 36, 38, 39, 44-46, 53,
69, 72, 76, 78, 79, 92, 97, 106-108, 117]. Besides providing the
opportunity for connecting with others and sharing experiences
[38,39,46,53,69,72,78,106-108], SM have enabled the creation
of communities for support. This enables students to help each
other in studying and interacting with faculty who can provide
advice, encouragement, and virtual mentorship [44]. Chretien
et al [44] describe two roles that medical students use via SM,
first, as access to information and, second, as a voice, a platform
for advocacy, and an opportunity to state attitudes and opinions.
SM is also where they gained control of their digital footprint
and a sense of equalization within the medical hierarchy. SM
provide for students, residents, and faculty a good discussion
medium and an engaging way to get high-quality current
information [79,117]. Professional networking and
collaborations on SM enable the development and building of
professional identities for health care professions
[34,38,39,45,67,73,104]. Some studies emphasize SM benefits
of peer-to-peer advising or learning, provision of emotional
support, and identifying approaches through which physicians
establish interpersonal trust on SM [36,45,92].

Professional Education and Training
Several studies have demonstrated students’ use of SM for
acquiring knowledge, to gain access to information from experts
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with whom they otherwise would not be able to connect with,
or for creating communities that can then be used as means for
supportive, professional, and social learning [44,45,58,66].

A survey among US surgeons indicated that 70% of respondents
believe SM benefits professional development, similar to
findings among Chinese urologist where 52.7% believe that
SM provides a platform for surgical or medical education
[95,106].

Canadian urologists (59%) consider SM as a simple information
repository that is likely to increase in the continuing professional
development space [95]. About 80% of HCPs from Saudi Arabia
agreed with the benefits of using SM in health care services and
considered that the use of these technologies in the provision
of health services improves their professional knowledge and
that SM can be a useful tool by which physicians may promote
their services [75].

In Duke et al’s [115] study, significant differences were
established between nursing students’ and faculties’ purpose of
use, where almost twice as many students used SM for
educational purposes than did faculty (58.5% vs 27.6%; P<.001),
and almost 96% of students used SM to talk about
academic-related problems compared to only 28% of faculty
who did so (P<.001). Irfan et al [79] investigated family
medicine residents’ and physicians’ use of SM for not only
personal purposes (76.0%) or professional reasons (26.0%);
they have determined that participants use SM also for general
education (46.0%) and, in a smaller proportion, for continuing
medical education (18.2%).

Patient Education and Health Promotion
Positive professional behaviors and attitudes regarding patient
education and health promotion were also reported
[34,37,75,97,106]. George et al [47] investigated US medical
students’ attitudes about what positive role SM can play in
improving communication with patients. A total of 44% of
respondents stated they should and would react if a patient
sought their medical advice via Facebook. Some students
acknowledged the potential usefulness of SM in medical
practice, patient education, health promotion, and interpersonal
communication, if applied in a safe and responsible manner
[47]. The thematic analysis of pharmacists’ semistructured
interviews recognized addressing unprofessional posts made
by peers as positive online behavior. Another positive
professional activity was the use of SM to educate society in
general about the role that pharmacists play in the health care
system, their clinical roles, and how they can promote quality
care for patients [34]. More than half of the HCPs in a
cross-sectional study in Saudi Arabia agreed with the benefits
of using SNSs in health care services as a suitable tool for
patient education and raising public health awareness [75]. The
results of the study among Saudi Arabian orthopedic surgeons
showed that they are more likely to post online for the sake of
sharing general medical knowledge as opposed to giving specific
treatment advice. Most of them were open to the possibilities
of using SM more with their patients for the sake of education,
knowledge sharing, and improving patient outcomes [97]. In
terms of communication with patients, in Long et al’s [106]
study, the majority of urologists thought SM had improved

efficiency in patient education (65.4%) and patient
communication (55.1%).

Dangers of Social Media on E-Professionalism of
Health Care Professionals
For the selected studies, there are five recognized dangers of
SM on e-professionalism of HCPs: (1) loosening accountability,
(2) compromising confidentiality, (3) blurred professional
boundaries, (4) depiction of unprofessional behavior, and (5)
legal issues.

Loosening Accountability
According to some studies in this review, loosening
accountability can be seen as a danger to e-professionalism from
two points of view: eroding public trust by providing poor
quality of information on SM [39,106,117] and damaging to
the professional image [43, 45, 51, 56, 57, 59, 64, 66, 68, 70,
73, 102, 106, 112].

Potential damage to the professional image has been depicted
by students as concerns about repercussions of their posts on
career development or future employment, since employers are
checking SM profiles of candidates [43, 45, 51, 56, 57, 59, 66,
68, 70].

Students are concerned about the extent of representation of the
students’ character on SM; they edit profiles before interviews
or career fairs [57,70] or intend to review or modify their
profiles when they become qualified [45,51]. As students get
closer to graduation, they are more concerned about future
employment opportunities and their professional career. In
addition, it has been reported that there is more awareness of
online responsibilities as students progress through their program
because employers can, and at times do, use SM profiles to
make hiring decisions [56].

Three reviewed studies investigated PDs’ (medical and dental)
attitudes about the use of SM for admission criteria
[109,110,112]. In a study that evaluated how SM is being used
in dental hygiene programs admissions and policy, only 4% of
programs evaluated a potential student’s internet presence,
mostly by searching on Facebook. Of those respondents that do
not evaluate internet presence in applicants, more than half are
not considering adding this to the admissions criteria (57.2%).
Others are considering it (39.1%), and a small number (3.6%)
plan to implement this in the future [109]. Use of SM is higher
among medical PDs, and they more often view the online
behavior of residency applicants, surgical residents, and faculty
surgeons [110]. Among general surgery PDs, 18% reported
visiting the SM profiles of medical students applying for surgical
residency. Overall, 11% of PDs reported lowering the rank or
completely removing a residency applicant from the rank order
list because of online behavior [110].

Compromising Confidentiality
Being both an ethical and potentially legal issue, many of the
studies have investigated attitudes toward compromising
confidentiality, concerns that HCPs have about use of SM,
patient privacy, and violations of Health Insurance Portability
and Accountability Act (HIPAA) standards as a separate
problem. Breaches of patient privacy was a concern for many
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different types of HCPs [34,43,47,57,91,94,97,107,111,119].
Bagley et al’s [41] results showed that the frequency of a
student’s updates of a Facebook status appears to be associated
with a risk of violating HIPAA online. Similar findings were
made in Wejis et al’s [96] study. Greater disclosure on Facebook
was associated with lesser awareness of the consequences of
posting information on Facebook, a greater need for popularity,
a higher level of self-esteem, a greater number of Facebook
friends, and a higher frequency of signing in to Facebook [96].
In a study among nursing students, perceptions of confidentiality
existed on the level of knowledge; all students knew that posting
patient names or pictures was a breach of confidentiality.
However, 34% were aware of other students who had breached
patient confidentiality on Facebook [43]. “Cognitive
dissonance,” a disconnect between what they thought they would
do versus what they thought they should do was also reported
by George et al [47].

Examples of compromising confidentiality and breaches of
patient privacy were reported in several studies. In Long et al’s
[106] study among Chinese urologists, nearly half of the
respondents had experience posting information or pictures of
patients’SM, but only 5% of them sought their patients’consent
before posting [106]. In an exploratory qualitative study among
nursing students in South Africa, students admitted that there
is no responsible use of SM. They have stated that each of them
perceives responsible use of SM differently. They took pictures,
recorded video and audio clips of patients and of clinical
interactions involving patients, and posted this information on
SM compromising confidentiality [73]. In Wang et al’s [107]
study, 13.4% of Chinese registered nurses (n=88) confessed
that they had “sometimes” posted anonymous patient
information on SM.

Blurred Professional Boundaries
Traditional boundaries are blurred on many levels by online
interactions. Blurred boundaries between professional and
personal spheres of SM use [34, 39, 47, 51, 69, 78, 79, 91, 96,
97, 106], with concerns about exposure of one’s private life or
separating private and professional profiles have been presented
in numerous studies of this review.

Several studies in this review investigated the purpose of SM
use and whether participants mixed professional and personal
information and activities on SM sites (blended profiles) or
adopted a separation strategy where professional information
and activities were clearly separated from personal ones (dual
citizenship) [34,78,79,91,96].

Numerous studies document blurred boundaries between patient
and HCPs, and between students and faculty [40, 43, 47, 59,
64, 65, 68, 70, 73, 75, 78, 82, 85, 98, 100, 105, 107, 114, 117].
Medical students have different attitudes regarding online
interaction with a patient. “Friending a patient” is generally not
acceptable nor endorsed; a wide range of opinions have been
observed concerning this issue, ranging from one-third for
medical students in Brazil [59] that find this unacceptable to
92% for senior medical students in New Zealand [70].

Among physicians, the majority have legal concerns about
communicating with patients through SM [78,105,117]. In

Fuoco and Leveridge’s [78] study about attitudes toward and
use of SM among urologists, online patient interaction was
endorsed by only 14% of urologists. Even though 56% of
urologists agreed that SM integration in medical practice will
be “impossible” due to privacy and boundary issues, 73% felt
that online interaction with patients would become unavoidable
in the future, especially for those in practice [78].

Students were anxious about the possibility their teachers could
read about their personal life on SM. Dental students are
ambivalent toward “friending” a faculty member [65]. From
pharmacy students’ perspectives, an active user is generally
open to “friending” the outside world. However, the majority
were still reluctant to “friend” faculty members at their school.
Students have beliefs that student-faculty interactions should
remain professional, and SM sites are not appropriate venues
for such professional communication [40]. Academic faculty
members were worried that connecting via SM with students
or residents would blur the boundaries of the teacher-student
relationship. In Jafarey et al’s [117] study, almost half of faculty
members found it inappropriate to friend a current student, and
friending patients was not acceptable for 70% of respondents,
with major differences found in age groups; it was acceptable
to friend patients to 31% of trainees and 62% of students
compared to only 5% of faculty. In a similar linear progression,
younger age associated with more openness to being friends
with patients was also demonstrated by Klee et al [82].
Two-thirds of family medicine residents and half of practicing
physician respondents believed it was not ethical to be SM
friends with patients.

Brisson et al [114] found that faculty were more likely than
students to have been approached by patients on SNSs (53% vs
3%). Karveleas et al’s [64] study showed a significantly higher
percentage of fifth-year dental students (48.3%) compared to
fourth-year students (20.6%; P<.001) who had received a
Facebook friend request from one or more patients [64].

Depiction of Unprofessional Behavior
Numerous studies in this review have tried to assess the extent
of unprofessional behavior posted by HCPs themselves or seen
to be posted by their peers. Although there is no uniform
consensus on what constitutes unprofessional behavior, studies
most frequently associated it with online content pertaining to
alcohol intoxication; substance or illegal drug use, nudity, and
sexuality; demeaning content about patients, peers, educators,
clinical sites, or the profession as a whole; discriminatory
content; profanity; and aggressive/bullying content toward
coworkers. Surveys that captured students’ self-report of posted
unprofessional behavior reported witnessing the investigated
examples with varying frequencies [32, 42, 43, 55, 59, 62, 64,
73, 114, 118]. Among Brazilian medical students, frequencies
ranged from 13.7% for “violation of patient’s privacy” to 85.4
% for “photos depicting consumption of alcoholic beverages”
[59]. Posting of unprofessional content was highly prevalent
among medical students in Australia despite understanding that
this might be considered inappropriate and despite awareness
of professionalism guidelines. A total of 34.7% of students
reported unprofessional content (eg, evidence of being
intoxicated 34.2%, illegal drug use 1.6%, posting patient
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information 1.6%, and depictions of an illegal act 1.1%) [36].
In Kenny and Johnson’s [51] study among dental students, 34%
had questionable content on their profile, while 3% had definite
violations of professionalism on their profile and 25% had
unprofessional photographs on their profile including alcohol
and different levels of nudity. Of those with unprofessional
photographs, 52% had a documented affiliation with the dental
school also visible on their profile [56]. In another study among
dental students by Karveleas et al [64], unprofessional content
had been posted by most students. A total of 71.7% of students
had posted pictures from holidays, 41.5% moments in
nightclubs, and 26.2% photographs wearing swimwear or
underwear. Alcohol consumption and smoking were published
by 19.1% and 5.5% of responders, respectively, while 0.4% of
responders admitted having posted photographs of themselves
using illegal drugs [64].

An international survey among health science students, from 8
universities in 7 countries, registered that a significant number
of students (20.5%) across all health science disciplines
self-reported sharing clinical images inappropriately [32].
Furthermore, medical students who observed unprofessional
behaviors were more likely to participate in such behaviors [55],
and the phenomenon of “distancing” was described among
nursing students, while the existence of unwise posting on SNSs
was widely acknowledged, students tended to attribute such
behavior to others [43].

Age difference in the terms “older and wiser,” meaning more
cautious about posting unprofessional behavior online, was
proven in studies comparing students’ and faculties’ online
behavior. Medical students were more likely than faculty to
display content they would not want patients to see (57% vs
27%), report seeing inappropriate content on colleagues’ SNS
profiles (64% vs 42%), and ignore harmful postings by
colleagues (25% vs 7%) [114]. Medical students in Kitsis et
al’s [118] study reported the self-posting of profanity, depiction
of intoxication, and sexually suggestive material more often
than faculty (P<.001). Medical students and faculty both
reported peers posting unprofessional content significantly more
often than self-posting [118].

Studies that assessed the online unprofessional behavior of
residents or practicing HCPs were dominantly among different
physicians’specialties (emergency medicine [EM], public health
professionals, surgical residents or practicing surgeons, urology
residents or practicing urologists, different
residencies/specialties) [77, 80, 83, 84, 86, 87, 89, 96, 99, 100,
119], with 1 study investigating nurses [107] and 1 investigating
pharmacists [34].

Soares et al’s [119] study compared EM trainees’ and faculties’
perceptions of unprofessional SM behaviors to those of state
medical board directors from a prior published study [120].
They found that themes involving patient information,
inappropriate communication, and discriminatory speech elicited
similar probabilities of anticipated investigation by both EM
and state medical board directors, compared to published data.
However, compared with state medical board directors, EM
physicians were less likely to anticipate that themes involving
alcohol and disrespectful speech would be investigated. A study

to assess changes in unprofessional content on urologists’ SM
was done by Koo et al [83]. Comparing the cohort in practice
versus the cohort at the completion of residency, there were no
significant differences in how many urologists had public
Facebook accounts (70% vs 71%) or whose accounts had
concerning content (43% vs 40%). Examples of concerning
content included images and references to intoxication, explicit
profanity, and offensive comments about patients. The presence
of unprofessional content at the completion of residency strongly
predicted having unprofessional content later in practice. A
similar comparison was made among surgical residents and
practicing surgeons [86,87]. In a study among surgical residents,
14.1% had potentially unprofessional content, and 12.2% had
clearly unprofessional content. Binge drinking, sexually
suggestive photos, and HIPAA violations were the most
commonly found variables in the clearly unprofessional group
[86]. Among attending surgeons, 10.3% had potentially
unprofessional content, and 5.1% had clearly unprofessional
content. Inappropriate language and sexually suggestive material
were the most commonly found variables in the clearly
unprofessional group [87]. Loo et al’s [99] study among faculty
and residents in Singapore suggested that doctors within the
same residency do not necessarily have a uniform set of
professional priorities regarding professionalism on SM. Data
from Kesselheim et al’s [80] study on pediatric residents clearly
demonstrates “cognitive dissonance” in residents’ approach to
lapses in professionalism while using SM. More than half of
the responding residents rated posting of online comments about
the workplace as “completely inappropriate,” yet a similar
proportion estimate that residents engage in this behavior at
least monthly [80]. Among nurses in China, 7.6% reported that
they had “sometimes” posted identifiable patient information
on SM. When asked about colleagues’ online professionalism,
half (50.3%) of the participants indicated that they had
“sometimes” witnessed their colleagues’ inappropriate SM posts
and 49.5% reported “never” [107].

Among pharmacists, examples of perceived unprofessional
behaviors included revealing details of personal life and
activities; open complaints about the pharmacy sector,
coworkers, physicians, and patients; inappropriate description
of pharmacists’ roles and activities; and breaches of patient
confidentiality [34].

Legal Issues and Disciplinary Consequences
Unprofessional behavior on SM of HCPs can have legal
consequences, potentially affecting credibility and licensure.
Several studies have emphasized this issue or reflected on
disciplinary legal consequences if SM are used inappropriately
[61,64,78,90,111,113,115,116].

Fuoco and Leveridge [78] raised the controversy of whether
medical regulatory bodies should monitor the SM activities of
HCPs. In all, 94.6% of respondents agreed that physicians need
to exercise caution in personal SM posting, although 57% felt
that medical regulatory bodies should “stay out of [their]
personal SM activities,” especially those in practice for less
than 10 years. Most urologists agreed that care should be taken
in posting on SM sites, as unprofessional posts can put one at
risk of discipline, so medicolegal guidance would be beneficial
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in this aspect as well. Duke et al [115] emphasized that use of
SM platforms, while potentially beneficial, can have professional
and legal implications if not used appropriately in both personal
and academic use. Faculty and students need to be aware that
this could negatively impact their professional image and the
nursing profession [115].

In Great Britain since 2013, all General Dental Council (GDC)
registrants’ online activities have been regulated by the GDC’s
SM guidelines. Failure to comply with these guidelines results
in a Fitness to Practice (FtP) complaint being investigated.
Documentary analysis of FtP cases from September 2013 to
June 2016 revealed that 6 complaints in relation to SM were
investigated. A total of 2.4% of FtP cases published on the GDC
website during that period were related to breaches of the SM
guidelines. All of the cases investigated were proven and upheld.
Most of those named in the complaints were dental nurses, and
the most common type of complaint was inappropriate Facebook
comments [90]. Staud and Kearny’s [113] study identified how
online SM behaviors influence the licensure and enforcement
practices of dental professionals. Dental boards are aware of
potential online unprofessional behaviors and have implemented
various consequences. Dental boards should consider developing
policies to address potential online unprofessional behavior to
protect the public that they serve [113]. In a recent study among
Greek dental students, 75.3% of responders admitted not being
aware whether the behavior of dentists on SM could result in
legal sanctions [64].

Garg et al [116] conducted a survey of individual and
institutional risks associated with the use of SM among residents
and faculty in EM. EM residents and faculty members cause
and encounter high-risk-to-professionalism events frequently
while using SM; these events present significant risks to the
individuals responsible and their associated institution. Some
of the observations and occurrences documented in that study
fall within the scope of HIPAA and put individuals and
institutions at legal risk. The authors emphasize that, in addition
to federal ramifications for medical institutions in regard to
unprofessional conduct on SM by employees, the individuals
responsible for the high-risk-to-professionalism events face
state licensing consequences.

Evaluation of Existing Approaches’ Effects on
Promoting E-Professionalism
A total of 10 studies have tried to assess effectiveness of
educational sessions or workshops incorporated in students’ or
residents’ curriculum [46,48,52,54,55,60,63,81,89,103], and 1
study assessed the effects of formal SM instruction and policy
on residents’ ability to navigate case-based scenarios about
online behavior in the context of professional medicine [88].
In 4 studies that included medical students as participants
[46,48,60,63], educational interventions were positively accepted
by students and showed a positive impact on the way they view
themselves and their use of SM.

Flickinger et al [46] stated that medical educators have an
opportunity not only to provide valuable guidance to students
in using SM wisely but also to promote the development of
professional identities by implementing SM interventions into
the medical curricula [46]. In a cohort study by Gomes et al

[48], 94% of medical students reported some increase in
awareness, and 64% made changes to their SM behavior due to
the session, reflecting the longer-term impact. Walton et al [60]
preformed an exploratory pre-post study to examine the internet
presence of a Canadian medical school graduating class by
scanning students’ public profiles on Facebook. They
incorporated this information into an educational activity (3-hour
long session) addressing professionalism and SM, and evaluated
the impact of this activity on students’ SM behavior. Repeated
searches for all class members 1 month following the
educational intervention revealed that many students had
changed their privacy settings to further restrict public access
to information on their Facebook accounts. Fewer overall
students could be found by any search strategy, and in particular,
there was a significant decrease in the proportion that could be
found using only a simple name search. Significantly, fewer
students displayed personal information or friends lists. Finally,
there was a significant reduction in the number of students who
openly displayed large numbers of personal photographs [60].

A similar positive effect of educational intervention was
described among nursing students by Marnocha et al [52]. The
study assessed effects of a peer-facilitated SM education session
on changes in attitudes and knowledge among recently admitted
prelicensure nursing students. Participants described plans to
use a more reflective, cautious, and accountable use of SM after
the intervention. Uncertain or unprofessional attitudes and
knowledge showed significant improvements after the
intervention [52].

One study did not find a positive correlation between educational
interventions and the impact on e-professionalism among
students [55]. Medical students received two 45-minute
educational sessions on digital professionalism. Findings of this
study suggest that isolated sessions on professionalism are not
sufficient to sustain perceptions and behaviors of
professionalism. Their results reflect an erosion of
professionalism related to information security that occurred
despite medical school and hospital-based teaching sessions to
promote digital professionalism. According to Mostaghimi et
al’s [55] study, true alteration of trainee behavior will require
a cultural shift that includes continual education; better role
models; and frequent reminders for faculty, house staff, students,
and staff.

A study conducted among pharmacy students showed that they
are active users of peer-mediated SM learning groups. Pharmacy
students have reservations regarding online professionalism and
doubt the place of SM in education that includes the teacher
[54].

In 3 studies that assessed the effectiveness of educational
sessions on residents’ perception of e-professionalism
[81,89,103], the positive impact was also determined. In
Khandelwal et al’s [81] study, a postworkshop survey revealed
that the postgraduate trainees perceived significant improvement
in their understanding of e-professionalism. Compared with the
preworkshop phase, residents were more comfortable defining
professionalism, recognizing attributes of professionalism,
describing the social contract, understanding the role of the code
of conduct, and applying principles of professionalism to
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challenging scenarios [81]. Similar findings were presented in
Mohiuddin et al’s [89] study where reflective practice-based
sessions regarding the impact of SM on professionalism in
surgery were well favored by the residents. Participants reported
having an increased awareness to protect patient privacy and
use SM more professionally [89]. Robertson et al [103]
described a SM training program aimed to provide medical
residents with academic and practical knowledge regarding the
effective use of SM. Participants’ knowledge of SM policies
increased as a result of the SM training. They have also
increased the ability to identify potentially inappropriate media
interactions and to identify appropriate responses to such
interactions, and they gained an understanding of how their
actions on SM affect others [103].

One study aimed to determine the effects of formal SM
instruction and policy on residents’ ability to navigate
case-based scenarios about online behavior in the context of
professional medicine [88]. Prior SM instruction or familiarity
with an SM policy were associated with improved performance
on case-based questions regarding online professionalism.

Barriers to Using Social Media for Health Care
Professionals
Analyzing our review sample, we have recognized that some
papers highlighted important aspects of barriers that influence
HCPs use of SM in the context of e-professionalism. These
barriers are lack of time or time constraint, lack of knowledge
or technical skills, lack of previous education or supportive
institutional SM policies, ignorance to existing SM policies,
and problem developing and sustaining mutual trust on SM.
HCPs perceived them less as risks and more as something that
keeps them away from using SM, either at all, more often, or
with more quality. Lack of free time or time constraint was
often recognized as a barrier [39,69,74,79,91,93,96], as well as
lack of knowledge or technical skills for use of SM
[33,39,76,79,93,118]. The majority of these studies that
recognize the lack of time or lack of knowledge as barriers have
respondents on the level of practicing HCPs. By age distribution,
representatives of “millennials” or “generation Z” were not
included as study participants. As shown in Adilaman et al’s
[74] study, this demonstrates a significant gap in SM use
between younger users and mid- to late-career users. This study
also found that midcareer physicians (aged 45-54 years) had
statistically significantly more hesitations around joining
medically geared SM sites for professional purposes, compared
with those aged 25-34 years [74]. In a qualitative study among
physicians by Campbell et al [76], participants expressed many
levels of uncertainty about their preparedness, their impact, the
potential for repercussions, and the future of physicians’
presence on SM. Participants described feeling unprepared when
they started using SM. Many participants described concerns
such as lacking knowledge about how to use certain SM
platforms versus others. Several participants felt that they were
“digital immigrants” [76].

A lack of previous education about SM was emphasized in
several studies [33,98,102].

A lack of SM policies was also recognized as a barrier, either
as a lack of models/guidelines in how to conduct themselves

online in their role as physicians, which is manifested as fear
of saying the wrong thing online [76] or related mainly to being
unclear about whether they are supported by their employer and
professional bodies [93,97]. Contrary to that finding, even if
institutions have SM policies or guidelines, HCPs acknowledged
reluctant behavior regarding existing SM policies [78,85,114]
or ignorance to their existence [61,64,65,100]. A lack of
awareness of existing institutional SM policies was also
observed for physiotherapists; 41.6% were not aware whether
there was one or not [85], and half of the medical students and
faculty were unaware of existing institutional SM guidelines
[114].

Panahi et al [36] recognized the problem of developing and
sustaining mutual trust as one of the main barriers to knowledge
sharing on SM platforms [36]. Physicians trust their peers on
SM in a slightly different way than in face-to-face
communication. The study found that the majority of participants
established trust on SM mainly through previous personal
interaction, authenticity and relevancy of voice, professional
standing, consistency of communication, peer recommendation,
and nonanonymous and moderated sites.

Discussion

Principal Findings
A scoping review method was used to capture the latest current
evidence on e-professionalism of HCPs. The 88 studies included
in this scoping review cover a broad spectrum of the benefits
and dangers of SM on e-professionalism for HCPs, alongside
barriers perceived as threats for the limitation of SM use in the
context of e-professionalism and effects of existing approaches
on promoting e-professionalism. This review includes
multi-perspective views from various health care professions
(medical, dental, nursing, pharmacy, and physiotherapy) and
from various generations of HCPs (students, residents, practicing
HCPs, faculty members, and PDs/deans). Overall, the quality
of the studies was satisfactory. All studies were exploratory in
nature, and the findings were descriptive. Medical health
professionals were involved in about three-quarters of the
studies. The majority of the studies were unspecific, studying
use of any type of SM or SNSs. Only Facebook or “all SM/SNSs
with specific reference to Facebook” was analyzed in more than
one-third of the studies. Twitter [38,44,80,91,110], Instagram
[101], and YouTube [37] were specifically targeted SM/SNSs
in 7 studies.

Benefits of Social Media on E-Professionalism of Health
Care Professionals
Benefits of SM on e-professionalism of HCPs can be seen as
improvements of established networks or possibilities for
collaboration through SM sites [33, 34, 36, 38, 39, 44-46, 53,
69, 72, 76, 78, 79, 92, 97, 106-108, 117]. Besides providing the
opportunity for connecting with others and sharing experiences
[38,39,46,53,69,72,78,106-108], SM have enabled the creation
of communities for support. The benefits of SM on
e-professionalism of HCPs, identified in this scoping review as
professional networking and collaboration, have been
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documented in previous research for physicians [121-123],
nursing profession [124,125], or other HCPs [126-129].

The benefits of peer advice, learning from peers, provision of
emotional support, and identifying approaches through which
physicians establish interpersonal trust on SM [36,45,92] are
novel insights into the domain of e-professionalism of HCPs
on SM.

Professional networking and collaborations on SM enable the
development and building of professional identities for health
care professions [34,38,39,45,67,73,104]. Professional identity
formation among medical students now entails consideration
by students about whether and how they can continue to use
SM as physicians. Ruan et al’s [104] study tried to define the
properties and development of the digital self and its interactions
with the current professional identity development theory. SM
introduces new features to professional identity in the digital
world. The formation of digital identity, its development, and
its reconciliation with other identities were features described,
and educational institutions should give more importance to
navigating professional identity development. According to
Cruess et al [130], students may develop “identity dissonance”
when components of their identity as physicians conflict with
their identity as laypersons. Research regarding identity
development in SM has been primarily confined to electronic
professionalism through best practice guidelines. Evolving the
possibilities of SM allows HCPs to reach a large audience and
can act to increase their popularity among colleagues and
patients [69]. SM also creates space for self-presentation and
self-promotion that has already been embraced by some HCPs,
enabling them to become microcelebrities [131].

Several studies have demonstrated students’ use of SM for
acquiring knowledge, for gaining access to information from
experts with whom they otherwise would not be able to connect,
or for creating communities that can then be used as a means
for supportive, professional, and social learning [44,45,58,66].

A number of studies have been conducted to investigate the
ways in which health care students informally use SM for
educational purposes [132]. The results identified efficient
communication with educators, peer collaboration, and small
group learning and sharing resources as key strengths [133].
SM has been proven to be used for educational purposes at
medical schools, for example, to complement university courses
[134,135]. SNSs can facilitate efficient communication,
interactions, and connections among health professionals in
education and training, with limitations identified as technical
knowledge, professionalism, and risks of data protection [10].
Students’ use of SM for health education is overwhelmingly
higher in the last few years, with almost the same proportion
using SM often or always [69,136]. Our findings are consistent
with previous research.

Dangers of Social Media on E-Professionalism of Health
Care Professionals
According to some studies in this review, loosening
accountability can be seen as a danger on e-professionalism
from two points of view, eroding public trust by providing poor
quality of information on SM [39,106,117] and damage to

professional image [43, 45, 51, 56, 57, 59, 64, 66, 68, 70, 73,
102, 106, 112].

Potential damage to professional image has been depicted by
students as a concern about repercussions of their posts, on
career development, or on future employment since employers
are checking SM profiles of candidates [43, 45, 51, 56, 57, 59,
66, 68, 70]. In addition, it has been reported that there is more
awareness of online responsibilities as students progress through
their program because employers can, and at times do, use SM
profiles to make hiring decisions [56,137]. Three reviewed
studies investigated PDs’ (medical and dental) attitudes about
use of SM for admission criteria [109,110,112]. Students should
be concerned about the level of professionalism presented on
their profiles. Information available on SM has been already
used regarding admissions to medical or nursing programs,
selection for residence, or employment for over 8 years
[137,138]. In 2016, the Mayo Clinic announced that it will take
scholarly SM activity into account when considering academic
promotion [139]. With time, it is reasonable to expect that more
programs, schools, or any kind of potential employers of HCPs
will use this “screening SM profiles” approach more often in
the admissions process.

Compromising confidentiality concerns were described in
numerous studies in this review [34, 43, 47, 57, 91, 94, 97, 107,
111, 119], especially about breaches of patient privacy or
possible risks of violating HIPAA online. As previous research
shows, the public availability of information on patients and
physicians represents a threat to privacy [140-142], with the
potential for a negative impact on patient-physician relationships
[143,144]. Students and residents have a “cognitive dissonance”
approach to lapses in their professionalism while using SM. It
is a disconnect between what they thought they would do versus
what they thought they should [47,80]. This inconsistency
between attitudes and actions has been observed also elsewhere
[145,146].

Traditional boundaries are blurred on many levels by online
interactions. Blurred boundaries between professional and
personal spheres of SM use [34, 39, 47, 51, 69, 78, 79, 91, 96,
97, 106], with concerns about exposure of one’s private life,
presenting details of personal life, or separating private and
professional profiles, have been presented in numerous studies
in this review. The recommendation that health professionals
maintain a separate account with a different name, a “dual
citizen approach,” that maintains online professional and private
identities by creating separate online profiles was introduced
in 2011 by Mostaghimi and Crotty [147]. Surprisingly this issue
is still prevalent. Several studies in this review investigated the
purpose of SM use, whether participants mixed professional
and personal information and activities on SM sites (blended
profiles) or adopted a separation strategy where professional
information and activities were clearly separated from personal
ones (dual citizenship) [34,78,79,91,96]. Recent research shows
that, for some HCPs, the risk of using SM is still a concern for
the exposure of one’s private life [10,39,148].

Boundaries are blurred between patients and HCPs, and between
students and faculty [40, 43, 47, 59, 64, 65, 68, 70, 73, 75, 78,
82, 85, 98, 100, 105, 107, 114, 117].
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Although online interaction with a patient is generally not
acceptable nor endorsed, a wide range of opinions have been
observed concerning this issue, ranging from one-third for
medical students in Brazil [59] that find this unacceptable to
92% for senior medical students in New Zealand [70]. This
disproportion in range could be explained by cultural and age
differences. Some studies have demonstrated generation gap
differences in friending patients, with younger age being
associated with more openness to be friends with a patient
[82,117]. Both students and faculty are worried that connecting
via SM would blur the boundaries of the teacher-student
relationship, also recognized in other studies [148,149].

Chester et al’s [70] study in this review addresses a deficit in
data and knowledge regarding patient-targeted Googling. This
study provides a comprehensive understanding of
patient-targeted Googling in concert with SNS use among senior
New Zealand medical students. Results of this study show that
16.7% of respondents had conducted patient-targeted Googling.
There is some evidence of an association between SNS use and
likelihood of patient-targeted Googling, with high SNS users
more likely to conduct patient-targeted Googling, but as the
authors acknowledge, their observations were made on a small
number of observations. Previous research in the United States
showed that 2.3% of medical students had visited a patient’s
profile on an online social network [150].

Various concerns about potential professionalism implications
[151-153] exist, particularly related to breaches of patient
confidentiality, professional boundaries, and depiction of
unprofessional behaviors. Chretien and Tuck’s [14] review of
online professionalism studies found that themes involving
patient identifying images, inappropriate communications, and
discriminatory language were consistently regarded as most
inappropriate, whereas derogatory speech, images of alcohol,
and partial nudity were considered only moderate to least
inappropriate. Numerous studies in this review have tried to
assess the extent of unprofessional behavior, posted by HCPs
themselves or seen to be posted by their peers. Surveys that
captured students’ self-report of posted unprofessional behavior
(eg, evidence of being intoxicated, illegal drug use, posting
patient information, sharing clinical images inappropriately,
and depictions of an illegal act) reported witnessing the
investigated examples with varying frequencies
[32,42,43,55,59,62,64,73,114,118].

Age difference in the term “older and wiser,” meaning more
cautious about posting unprofessional behavior online, was
proven in studies comparing students’ and faculties’ online
behavior [114,118]. A similar comparison was made among
surgical residents and practicing surgeons with a decreasing
percentage of unprofessional content among attending surgeons
[86,87]. An interesting paradoxical observation from Kitsis et
al’s [118] study is that, although students seemed more
concerned than faculty about their professional images, their
online behavior did not reflect this concern. Medical students
reported that they considered their online presence to be
unprofessional four times more often than faculty. In view of
these findings, one might expect medical students to monitor
their online presence regularly. Surprisingly, they rarely reported
self-monitoring and at a rate similar to the faculty. This study

shows that medical students’posting of unprofessional material
does not decrease during medical school and that medical
students self-post and notice peers’ unprofessional posts more
often than faculty do [118].

Other studies have determined important differences exist in
perceptions of inappropriate SM behavior among various
stakeholders. Medical students often regard themes of speech,
alcohol, and dress as components of online ‘‘social identity’’
rather than potential unprofessional behavior [154,155]. In
contrast, patients, supervisors, and regulatory groups
demonstrate more conservative views. An online survey using
mock Facebook profiles found that, compared to university
students, faculty and members of the public rated images
significantly less appropriate [156]. Survey results showed that
among students there is little consensus on what constitutes
unprofessional behavior beyond the US HIPAA violations, and
students have felt that posting inappropriate material on personal
SM sites was “unavoidable” [156].

It seems that consensus about what constitutes unprofessional
behavior, even evoked as a question since Chretien et al’s [155]
study in 2010, has still not been reached. There are numerous
studies with examples of definitions of unprofessional behavior
on SM [42,110,157,158]. Although there is no uniform
consensus on what constitutes unprofessional behavior, studies
most frequently associated it with online content pertaining to
alcohol intoxication; substance or illegal drug use, nudity, and
sexuality; demeaning content about patients, peers, educators,
clinical sites, or the profession as a whole; discriminatory
content; profanity; and aggressive/bullying content toward
coworkers. Karveleas et al’s [64] study among dental students
showed that students’ perceptions of and attitudes toward
e-professionalism is complicated and contradictory. In their
study, posting holiday pictures or wearing swimwear was
categorized as unprofessional. Are these depictions of behaviors
and situations unprofessional? What constitutes “potentially
unprofessional behavior” has made quite a stir recently in
medical scientific circles and the medical population in general.

In December 2019, a paper by Hardouin et al [159] was
published investigating open, publicly available Facebook
profiles of young vascular surgeons for unprofessional posts
(text, images, or video content). The paper used a coding matrix,
previously developed and used in other studies, for content
analysis [83,84,87]. There were two distinct categories depicting
e-professionalism of found content: “clearly unprofessional”
and “potentially unprofessional.” Three male researchers created
new anonymous Facebook profiles and screened through the
available data. In the “potentially unprofessional” category,
images of trainees in swimwear (bikinis) screened in the research
were included. This sparked controversy primarily on Twitter
but also on other SM sites and mainstream media about the
objectivity and bias of the researchers, reviewers, and editors,
creating a hashtag #medbikini [160]. A substantial number of
HCPs participated in the outraged reaction to branding posting
such images or videos in bikinis as a possible sign of
unprofessional behavior. They posted this content with
#medbikini and their disapproval of such a label and referred
to the gender bias of the researchers, questioning possibly
outdated norms of behavior for HCPs [161]. This ultimately led
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to the retraction of the paper and publication of a “Retraction
notice” by the editors of the Journal of Vascular Surgery [162].

In a recently published paper by Pronk et al [163] that studied
all levels of medical professionals (students, residents, and
specialists), the authors found that all investigated groups
perceived information or pictures to be unprofessional related
to alcohol abuse, partying, and sexually suggestive posts,
creating a dissonance between the #medbiniki movement’s
perception of professionalism and collected data [163].
However, they argue that some of the participants’ opinions
could have changed due to the debate initiated by the #medbikini
movement, which occurred after their data collection.

Another recent study by Meira et al [164] investigating
professionalism perception of orthodontist through exposure of
laypeople, dental students, and dentists to images usually found
on Instagram found that images related to social and family
relationships were associated with lower scores regarding the
perception of professional credibility for all groups [164]. They
argued that their results indicate that personal images, possibly
because they are not related to the professional context,
contribute little toward the professional image of orthodontists
on Instagram.

Unprofessional behavior on SM of HCPs can have legal
consequences, potentially affecting credibility and licensure.
Several studies have emphasized this issue or reflected on
possible professional consequences if SM are used
inappropriately [61,64,78,90,111,113,115,116].

Previous research has described associations of specific SM
behaviors with the risk of investigation and subsequent
disciplinary action by regulatory agencies by state medical
boards and reported that online violations of professionalism
by physicians were quite common and often led to disciplinary
actions [120,165]. The consequences in the breach of privacy
in the nursing profession can be severe and may lead to civil or
criminal penalties [166]. Recent studies have also recognized
that consequences of unprofessional online SM use can result
in expulsion, lawsuits, job loss, and permanently damaged
professional reputations [167]. This can also result in inaction
or lack of use of SM for beneficial purposes, as the fear of legal
issues can hinder use. This was recognized in a recent study by
Al-Khalifa et al [168] where on a population of Saudi Arabian
dentist only 41% of them were inclined to give online
consultations. They argued the rest were possibly fearing
potential legal ramifications. In an age of social distancing due
to COVID-19, this could lead to patients not receiving
information or care that they need and could have possibly
gotten through online contact.

Recommendations for E-Professionalism Curriculum
Changes
Ten years ago, many schools lacked policies specific to SM use
[151], but nowadays schools have developed specific guidelines
[169,170]. Guidelines are also available from numerous
professional societies [171-178], and a recent review about
available guidelines from nine medical international bodies has
been published [179]. Previous work on health care education
interventions and experiences has noted how learners may be

motivated to reduce the hazards of SM, revise SM
confidentiality settings, or even terminate SM involvement upon
realizing that online postings may have an enduring presence
[180,181].

Effectiveness of educational interventions about
e-professionalism or impact of existing SM policies has been
recognized in this review, since numerous studies explored
educational interventions for promoting e-professionalism
[46,48,52,54,55,60,63,81,89,103].

On an educational level for students, recommendations are to
include a variety of e-professionalism topics into a curriculum
to provide students with a clear picture of what constitutes
professional violations on SM and assist them in distinguishing
between personal and professional personas online
[42,43,47,49,50,53,54,64,103,111,114]. Hsieh et al’s [63] study
demonstrates the possibility of how SM can be used as a learning
platform for professionalism, enabling students a virtual space
in which to share positive examples that reflect the authentic
experience in a clinical environment. Our previous findings
demonstrate that the perception of unprofessional behavior
varies among HCPs, mostly associated with age of the
participants [86,109,114,118]. Similar findings were confirmed
also for health science students who struggle with the concepts
associated with professionalism [182]. Teaching professionalism
in general offers challenges for educators, and these challenges
are amplified when the topic moves into cyberspace, where
students are digital natives and faculty are generally digital
immigrants [136]. Several studies in this review have recognized
the need to include students in the development of guidelines
[47] or to assist in education with somebody of their age group,
providing personal experiences and more of a “nonauthoritative”
approach [49].

O’Sullivan et al [32] have also recognized the importance of
schools using an evidence-based approach to policy creation
and to involve students in the process of the creation of these
policies. A recent study by Wissinger and Stiegler [183] also
highlights the importance of formal integration of
e-professionalism into the health care curricula to prepare
students for situations they will face once employed. By placing
the responsibility of learning e-professionalism inside the walls
of academia, students are prepared to take control of their online
identity and craft a persona that represents their professional
image [167]. As Chretien and Kind [183] described it, a victory
for online professionalism would be providing trainees with
tools and guidance needed to ascend on the SM hierarchy
pyramid of needs, from public trust to discovery.

Similar recommendations were described in this review for
residents, with important issues that must be addressed during
curriculum development: integrate trainees as educators,
encourage peer-to-peer regulation, and provide opportunity for
reflection. Effective educational interventions for teaching online
professionalism must include the skills necessary for residents
not only to recognize inappropriate behavior on SM but also to
learn how to address it themselves [80,103]. There is a
qualitative distinction between disseminating guidelines and
formally integrating SM instruction into medical curricula,
which should become imperative for HCP education,
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undergraduate or graduate level, or continuing medical education
[42]. Similar conclusions were made in a systematic review of
SM in residency [184]. Economides et al’s [184] review depicts
evolving perceptions and a paradigm shift, where a growing
body of literature is now focusing on promoting responsible
SM use, examining how SM training can enhance professional
growth and academic scholarship. As the tone of the dialogue
shifts from trepidation to interest or even to enthusiasm, it is
clear that there is a need for formalized standards and education
on SM use established within the trainee’s curriculum.

Barriers to Social Media Use for Health Care
Professionals
Analyzing our review sample, we have recognized that some
papers highlighted important aspects of barriers that influence
HCPs use of SM in context of e-professionalism. A lack of free
time or time constraint was often recognized as a barrier
[39,69,74,79,91,93,96], as well as a lack of knowledge or
technical skills for use of SM [33,39,76,79,93,118]. Studies in
this review with “lack of time” or “lack of knowledge” barriers
had respondents that were practicing HCPs and older HCPs;
representatives of “millennials” or “generation Z” were not
included as study participants. This demonstrates a significant
gap in SM use between younger users and mid- to late-career
users [74,82]. This is consistent with previous research
demonstrating that in addition to the practical barriers to
adoption of SM in the professional realm, a generation gap
exists, with millennials using SM for contact and information
far more frequently than members of generation X and baby
boomers [150]. Similar results can be found in Chan et al’s [10]
systematic review where identified positive predictors of use
of SNSs for professional purposes were younger age (20-39
years), fewer years of professional experience (0-10 years), and
lower rank, such as residents.

Our results show that even though a lack of SM policies was
recognized as a barrier, even if institutions have SM policies or
guidelines, HCPs acknowledged reluctant behavior regarding
existing SM policies [78,85,114] or ignorance to their existence
[61,64,65,100]. This should be considered as a warning to
increase awareness on this matter, as SM will continue to be
increasingly ubiquitous and integrated in health care. As Parsi
and Elster [185] note, “if we fail to engage this technology
constructively, we will lose an important opportunity to expand
the application of medical professionalism within contemporary
society.” Since the SM world is changing so fast, adopting novel
approaches to existing SM policies becomes essential. As Kerr
et al [101] suggest, it is imperative for nursing education,
professional regulatory bodies, and employers to develop more
robust and dynamic policies and guidelines related to the
appropriate use of SM within the profession, especially with
the growing presence of web-based HCP microcelebrities [131].

Comparison With Prior Work
Compared to other literature reviews published on related topics,
this scoping review is the first to capture original research about
e-professionalism in terms of methods, subjects, and themes
since Chretien and Tuck [14], who conducted a synthetic review
to characterize the original peer-reviewed research on online
professionalism of medical students, residents, or physicians.

The review included 32 studies and recognized general areas
of online professionalism (use and privacy, assessment of
unprofessional behavior, consensus-gathering of what constitutes
unprofessional or inappropriate behaviors, and education and
policies) with no clear separation between challenges or benefits
and addressed only online professionalism of medical students,
residents, or physicians. Other reviews presented a full spectrum
of SM-related challenges and opportunities in the context of
medical professionalism of diverse types of HCPs [15,16] or in
the context of SM as an emerging tool in education [132,186],
but these studies were conducted several years ago.

Similar conclusions were made in other research. Although
there exist concerns about misuse of SM and violation of
e-professionalism by HCPs, SM can also be used constructively
as a tool for professional development; as a means of accessing
information, marketing practices and services, job opportunities;
and as a means of sharing or adding opinions on issues of
interest to HCPs and to other like-minded individuals online
[44,187].

Ventola [121] recognized benefits, risks, and best practices for
HCPs. He concluded that SM can provide considerable benefits
in professional networking or collaboration, professional
education, patient’s care, education, and health programs. All
these benefits of SM were recognized in this scoping review as
well. According to Ventola [121], there are some risks related
to poor quality of information, damage to professional image,
breaches of patient privacy, violation of the patient-HCP
boundary, and licensing and legal issues, which was also
recognized in this scoping review. Likewise, risks such as
privacy and accuracy of information, compromising
confidentiality, eroding public trust, and loosening
accountability were presented in previous research
[156,188,189].

Gaps in the Literature and Potential Areas for Further
Research
This review demonstrates dominance of Facebook in research
done so far. With the rapid evolution of SM, future insights
should be more oriented toward new and emerging SM sites.
Instagram has gained an enormous following with new features
like “Stories” and “Reels” within the SM itself, which are
completely scientifically unexplored. Snapchat and TikTok
have also gained a substantial following, especially among the
student population. TikTok did not even exist in 2014;
nowadays, TikTok has 689 million users worldwide [20]. They
function on a completely different set of parameters, being that
the content is time limited. New research should consider how
to approach the youngest generation of HCPs who are using
these SM sites and how to design a novel study methodology
to gain insight, due to the time limitation of the content.

Gaining popularity on SM is not only reserved for adolescents
and young adults. Creation of influencers who are HCPs can
affect perception of the professional image, either positively or
negatively. This has been rarely analyzed so far.

Geographical locations may affect the generalization of findings
in research on SM use. Asian countries have regionally oriented
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SM and SNSs like WeChat not used in European countries or
the United States. Cultural differences should also be considered.

The curriculum implementation of SM guidelines and
educational efforts are also there to be evaluated. As the
diversity of such actions is apparent, efficiency is key in getting
the proper message to a generation of “millennials” with a short
attention span.

The COVID-19 pandemic has caused much of the world’s
population to isolate itself and many of us to shift our lives to
digital tech platforms, especially SM and SNSs, all experiencing
strong growth. Previous research has shown that more people
are relying on SM to find and share health information during
times of crisis. Future research should investigate how the
pandemic affected our e-professional behavior. We are
experiencing an unprecedented time in health care and education
due to the COVID-19 pandemic, so the use of SM in
patient/HCP communication and student education should also
be explored in more detail.

SM can also be used in marketing and self-promotion [190].
Dental medicine is much more open to such actions, with
medical professionals showing a lack of interest and being more
worried about legal ramifications. Research into the reasons of
such divergence and insight into the negative attitudes is
essential for creating a platform for implementing SM in a
positive and professional manner.

Findings of this research confirm the dominance of medical
students or physicians as a study population of HCPs in the
context of e-professionalism. Future research could be done to
further investigate other types of HCPs with an emphasis on
the specifics of each profession regarding their SM potential
and use. Comparison among different types of HCPs would add
novel insights to the field of e-professionalism.

Limitations of the Review
We acknowledge that scoping reviews have several limitations,
but a scoping review allowed us to gain a wide-ranging
understanding of the impact of SM on e-professionalism of

HCPs. Research into SM is rapidly growing, and this scoping
review is a snapshot of the latest current evidence on
e-professionalism of HCPs.

There might be a selection bias (failure to search in additional
potentially relevant databases to which the university does not
have access) and a publication bias (we only searched in 3
databases, we did not extensively search for gray literature, and
our search was limited to the English language). All studies
were exploratory in nature, and the findings were descriptive.
The questionnaires adopted in the surveys were mostly
developed by the researchers, where validation mostly was not
done. Research on SM is growing so fast that evidence may
have been published in electronic media or platforms not
indexed through the academic databases. Thus, findings in this
review are limited to research published in traditional
peer-reviewed journals only.

Conclusions
A scoping review was conducted that included 88 studies,
offering current evidence on e-professionalism of HCPs. Almost
all studies were found to be of adequate quality. Findings in
reviewed studies indicate the existence of both benefits of SM
on e-professionalism such as professional networking and
collaboration, training, and education, and, on the other hand,
the dangers of SM, such as loosening of accountability,
compromising doctor-patient confidentiality, blurred
professional boundaries, depiction of unprofessional behavior
on SM, and legal consequences.

Even though there are some barriers recognized, this review
has highlighted existing recommendations for including
e-professionalism in educational curricula of HCPs. Based on
all evidence provided, this review provided new insights and
guides for future research on this area. There is a clear need for
robust research to investigate new emerging SM platforms, the
efficiency of guidelines and educational interventions, and the
specifics of each profession regarding their SM potential and
use.

 

Acknowledgments
The authors thank Prof Howard H Goldman and Alejandro Ortiz, PhD, School of Medicine, University of Maryland for their
support. This study was funded by the Croatian Science Foundation under project UIP-05-2017 “Dangers and benefits of social
networks: E-Professionalism of healthcare professionals – SMePROF.”

Authors' Contributions
TVR, JV, and DJ conceived and designed the review, and TVR coordinated it. TVR, JV, and LMP were involved in developing
the search strategy, and TVR, JV, LMP, DJ, KS, and MM extracted the data. Data analyses were undertaken by TVR and JV,
whereas data interpretation was done by TVR, JV, LMP, and MM. TVR drafted the review. All authors reviewed and approved
the final version of the manuscript.

Conflicts of Interest
None declared.

Multimedia Appendix 1
Search strategy.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.555https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


[PDF File (Adobe PDF File), 210 KB - jmir_v23i11e25770_app1.pdf ]

Multimedia Appendix 2
Summary of the reviewed studies (n=88).
[PDF File (Adobe PDF File), 479 KB - jmir_v23i11e25770_app2.pdf ]

Multimedia Appendix 3
List of the excluded studies and the reasons for exclusion.
[DOCX File , 102 KB - jmir_v23i11e25770_app3.docx ]

Multimedia Appendix 4
Quality of the reviewed studies.
[DOCX File , 55 KB - jmir_v23i11e25770_app4.docx ]

References
1. Kemp S. Digital 2019: global internet use accelerates. We Are Social. 2019 Jan 30. URL: https://wearesocial.com/uk/blog/

2019/01/digital-in-2019-global-internet-use-accelerates/ [accessed 2020-10-22]
2. Social media fact sheet. Pew Research Center. 2019 Jun 12. URL: https://www.pewresearch.org/internet/fact-sheet/

social-media/ [accessed 2020-10-22]
3. Hamm MP, Chisholm A, Shulhan J, Milne A, Scott SD, Klassen TP, et al. Social media use by health care professionals

and trainees: a scoping review. Acad Med 2013 Sep;88(9):1376-1383. [doi: 10.1097/ACM.0b013e31829eb91c] [Medline:
23887004]

4. Kaplan AM, Haenlein M. Users of the world, unite! The challenges and opportunities of Social Media. Business Horiz
2010 Jan;53(1):59-68. [doi: 10.1016/j.bushor.2009.09.003]

5. Smailhodzic E, Hooijsma W, Boonstra A, Langley DJ. Social media use in healthcare: a systematic review of effects on
patients and on their relationship with healthcare professionals. BMC Health Serv Res 2016 Aug 26;16:442 [FREE Full
text] [doi: 10.1186/s12913-016-1691-0] [Medline: 27562728]

6. Giustini D, Ali SM, Fraser M, Kamel Boulos MN. Effective uses of social media in public health and medicine: a systematic
review of systematic reviews. Online J Public Health Inform 2018;10(2):e215 [FREE Full text] [doi:
10.5210/ojphi.v10i2.8270] [Medline: 30349633]

7. Capurro D, Cole K, Echavarría MI, Joe J, Neogi T, Turner AM. The use of social networking sites for public health practice
and research: a systematic review. J Med Internet Res 2014 Mar 14;16(3):e79 [FREE Full text] [doi: 10.2196/jmir.2679]
[Medline: 24642014]

8. Moorhead SA, Hazlett DE, Harrison L, Carroll JK, Irwin A, Hoving C. A new dimension of health care: systematic review
of the uses, benefits, and limitations of social media for health communication. J Med Internet Res 2013 Apr 23;15(4):e85
[FREE Full text] [doi: 10.2196/jmir.1933] [Medline: 23615206]

9. Coiera E. Social networks, social media, and social diseases. BMJ 2013 May 22;346:f3007. [doi: 10.1136/bmj.f3007]
[Medline: 23697672]

10. Chan WS, Leung AY. Use of social network sites for communication among health professionals: systematic review. J
Med Internet Res 2018 Mar 28;20(3):e117 [FREE Full text] [doi: 10.2196/jmir.8382] [Medline: 29592845]

11. Ashton KS. Teaching nursing students about terminating professional relationships, boundaries, and social media. Nurse
Educ Today 2016 Feb;37:170-172. [doi: 10.1016/j.nedt.2015.11.007] [Medline: 26602238]

12. Cain J, Romanelli F. E-professionalism: a new paradigm for a digital age. Curr Pharm Teaching Learning 2009
Dec;1(2):66-70. [doi: 10.1016/j.cptl.2009.10.001]

13. Greysen SR, Kind T, Chretien KC. Online professionalism and the mirror of social media. J Gen Intern Med 2010
Nov;25(11):1227-1229 [FREE Full text] [doi: 10.1007/s11606-010-1447-1] [Medline: 20632121]

14. Chretien KC, Tuck MG. Online professionalism: a synthetic review. Int Rev Psychiatry 2015 Apr;27(2):106-117. [doi:
10.3109/09540261.2015.1004305] [Medline: 25804627]

15. Gholami-Kordkheili F, Wild V, Strech D. The impact of social media on medical professionalism: a systematic qualitative
review of challenges and opportunities. J Med Internet Res 2013 Aug 28;15(8):e184 [FREE Full text] [doi: 10.2196/jmir.2708]
[Medline: 23985172]

16. Grajales FJ, Sheps S, Ho K, Novak-Lauscher H, Eysenbach G. Social media: a review and tutorial of applications in medicine
and health care. J Med Internet Res 2014 Feb 11;16(2):e13 [FREE Full text] [doi: 10.2196/jmir.2912] [Medline: 24518354]

17. Kemp S. Digital 2014: global digital statshot December 2014. DataReportal. URL: https://datareportal.com/reports/
digital-2014-global-digital-statshot-december-2014 [accessed 2021-04-19]

18. Kemp S. Digital 2014: global social media users pass 2 billion mark. DataReportal. URL: https://datareportal.com/reports/
digital-2014-global-social-media-users-pass-2-billion-mark [accessed 2021-04-19]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.556https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

jmir_v23i11e25770_app1.pdf
jmir_v23i11e25770_app1.pdf
jmir_v23i11e25770_app2.pdf
jmir_v23i11e25770_app2.pdf
jmir_v23i11e25770_app3.docx
jmir_v23i11e25770_app3.docx
jmir_v23i11e25770_app4.docx
jmir_v23i11e25770_app4.docx
https://wearesocial.com/uk/blog/2019/01/digital-in-2019-global-internet-use-accelerates/
https://wearesocial.com/uk/blog/2019/01/digital-in-2019-global-internet-use-accelerates/
https://www.pewresearch.org/internet/fact-sheet/social-media/
https://www.pewresearch.org/internet/fact-sheet/social-media/
http://dx.doi.org/10.1097/ACM.0b013e31829eb91c
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23887004&dopt=Abstract
http://dx.doi.org/10.1016/j.bushor.2009.09.003
https://bmchealthservres.biomedcentral.com/articles/10.1186/s12913-016-1691-0
https://bmchealthservres.biomedcentral.com/articles/10.1186/s12913-016-1691-0
http://dx.doi.org/10.1186/s12913-016-1691-0
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27562728&dopt=Abstract
http://europepmc.org/abstract/MED/30349633
http://dx.doi.org/10.5210/ojphi.v10i2.8270
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30349633&dopt=Abstract
https://www.jmir.org/2014/3/e79/
http://dx.doi.org/10.2196/jmir.2679
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24642014&dopt=Abstract
https://www.jmir.org/2013/4/e85/
http://dx.doi.org/10.2196/jmir.1933
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23615206&dopt=Abstract
http://dx.doi.org/10.1136/bmj.f3007
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23697672&dopt=Abstract
https://www.jmir.org/2018/3/e117/
http://dx.doi.org/10.2196/jmir.8382
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29592845&dopt=Abstract
http://dx.doi.org/10.1016/j.nedt.2015.11.007
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26602238&dopt=Abstract
http://dx.doi.org/10.1016/j.cptl.2009.10.001
http://europepmc.org/abstract/MED/20632121
http://dx.doi.org/10.1007/s11606-010-1447-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20632121&dopt=Abstract
http://dx.doi.org/10.3109/09540261.2015.1004305
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25804627&dopt=Abstract
https://www.jmir.org/2013/8/e184/
http://dx.doi.org/10.2196/jmir.2708
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23985172&dopt=Abstract
https://www.jmir.org/2014/2/e13/
http://dx.doi.org/10.2196/jmir.2912
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24518354&dopt=Abstract
https://datareportal.com/reports/digital-2014-global-digital-statshot-december-2014
https://datareportal.com/reports/digital-2014-global-digital-statshot-december-2014
https://datareportal.com/reports/digital-2014-global-social-media-users-pass-2-billion-mark
https://datareportal.com/reports/digital-2014-global-social-media-users-pass-2-billion-mark
http://www.w3.org/Style/XSL
http://www.renderx.com/


19. Kemp S. Digital 2020: October global statshot. DataReportal. URL: https://datareportal.com/reports/
digital-2020-october-global-statshot [accessed 2021-04-19]

20. Tankovska H. Number of social network users worldwide from 2017 to 2025. Statista. URL: https://www.statista.com/
statistics/278414/number-of-worldwide-social-network-users/ [accessed 2021-04-19]

21. Arksey H, O'Malley L. Scoping studies: towards a methodological framework. Int J Soc Res Methodology 2005
Feb;8(1):19-32. [doi: 10.1080/1364557032000119616]

22. Munn Z, Stern C, Aromataris E, Lockwood C, Jordan Z. What kind of systematic review should I conduct? A proposed
typology and guidance for systematic reviewers in the medical and health sciences. BMC Med Res Methodol 2018 Jan
10;18(1):5 [FREE Full text] [doi: 10.1186/s12874-017-0468-4] [Medline: 29316881]

23. Tricco AC, Soobiah C, Antony J, Cogo E, MacDonald H, Lillie E, et al. A scoping review identifies multiple emerging
knowledge synthesis methods, but few studies operationalize the method. J Clin Epidemiol 2016 May;73:19-28. [doi:
10.1016/j.jclinepi.2015.08.030] [Medline: 26891949]

24. Peters M, Godfrey C, McInerney P, Munn Z, Trico A, Khalil H. Chapter 11: scoping reviews. JBI Global Wiki. URL:
https://jbi-global-wiki.refined.site/space/MANUAL/3283910770/Chapter+11%3A+Scoping+reviews [accessed 2021-04-09]

25. Peters MDJ, Godfrey CM, Khalil H, McInerney P, Parker D, Soares CB. Guidance for conducting systematic scoping
reviews. Int J Evid Based Healthc 2015 Sep;13(3):141-146. [doi: 10.1097/XEB.0000000000000050] [Medline: 26134548]

26. Tricco AC, Lillie E, Zarin W, O'Brien KK, Colquhoun H, Levac D, et al. PRISMA Extension for Scoping Reviews
(PRISMA-ScR): checklist and explanation. Ann Intern Med 2018 Oct 02;169(7):467-473 [FREE Full text] [doi:
10.7326/M18-0850] [Medline: 30178033]

27. Vukusic Rukavina T, Viskic J, Machala Poplasen L, Relic D, Marelic M, Jokic D, et al. Dangers and benefits of social
media on e-professionalism of healthcare professionals: scoping review. OSF. 2021 Sep 23. URL: https://osf.io/yr8tw
[accessed 2021-11-10]

28. Neuendorf K. The Content Analysis Guidebook 2nd edition. London: SAGE Publications; 2017.
29. Freelon DG. ReCal: intercoder reliability calculation as a web service. Int J Internet Sci 2010;5(1):33 [FREE Full text]
30. Quality assessment tool for observational cohort and cross-sectional studies. National Heart, Lung, and Blood Institute.

URL: https://www.nhlbi.nih.gov/health-pro/guidelines/in-develop/cardiovascular-risk-reduction/tools/cohort [accessed
2019-04-27]

31. CASP checklists. Critical Appraisal Skills Programme. URL: https://casp-uk.net/casp-tools-checklists/ [accessed 2019-04-11]
32. O'Sullivan E, Cutts E, Kavikondala S, Salcedo A, D'Souza K, Hernandez-Torre M, et al. Social media in health science

education: an international survey. JMIR Med Educ 2017 Jan 04;3(1):e1 [FREE Full text] [doi: 10.2196/mededu.6304]
[Medline: 28052842]

33. D'Souza K, Henningham L, Zou R, Huang J, O'Sullivan E, Last J, et al. Attitudes of health professional educators toward
the use of social media as a teaching tool: global cross-sectional study. JMIR Med Educ 2017 Aug 04;3(2):e13 [FREE Full
text] [doi: 10.2196/mededu.6429] [Medline: 28778841]

34. Benetoli A, Chen TF, Schaefer M, Chaar B, Aslani P. Pharmacists' perceptions of professionalism on social networking
sites. Res Social Adm Pharm 2017;13(3):575-588. [doi: 10.1016/j.sapharm.2016.05.044] [Medline: 27423783]

35. Levati S. Professional conduct among registered nurses in the use of online social networking sites. J Adv Nurs 2014
Oct;70(10):2284-2292. [doi: 10.1111/jan.12377] [Medline: 24617801]

36. Panahi S, Watson J, Partridge H. Fostering interpersonal trust on social media: physicians' perspectives and experiences.
Postgrad Med J 2016 Feb;92(1084):70-73. [doi: 10.1136/postgradmedj-2015-133270] [Medline: 26627975]

37. Ahmad T, Sattar K, Akram A. Medical professionalism videos on YouTube: content exploration and appraisal of user
engagement. Saudi J Biol Sci 2020 Sep;27(9):2287-2292 [FREE Full text] [doi: 10.1016/j.sjbs.2020.06.007] [Medline:
32884409]

38. Borgmann H, DeWitt S, Tsaur I, Haferkamp A, Loeb S. Novel survey disseminated through Twitter supports its utility for
networking, disseminating research, advocacy, clinical practice and other professional goals. Can Urol Assoc J
2015;9(9-10):E713-E717 [FREE Full text] [doi: 10.5489/cuaj.3014] [Medline: 26664662]

39. Nikiphorou E, Studenic P, Ammitzbøll CG, Canavan M, Jani M, Ospelt C, EMEUNET. Social media use among young
rheumatologists and basic scientists: results of an international survey by the Emerging EULAR Network (EMEUNET).
Ann Rheum Dis 2017 Apr;76(4):712-715. [doi: 10.1136/annrheumdis-2016-209718] [Medline: 27797750]

40. Alkhateeb F, Alameddine S, Attarabeen O, Latif D, Osolin S, Khanfar N, et al. Pharmacy students' use of social media sites
and perception toward Facebook use. Arch Pharm Pract 2015;6(4):77. [doi: 10.4103/2045-080x.165134]

41. Bagley JE, DiGiacinto D, Lawyer J, Anderson MP. Health Care Students Who Frequently Use Facebook Are Unaware of
the Risks for Violating HIPAA Standards. J Diagn Med Sonography 2014 Apr 09;30(3):114-120. [doi:
10.1177/8756479314530509]

42. Barlow CJ, Morrison S, Stephens HO, Jenkins E, Bailey MJ, Pilcher D. Unprofessional behaviour on social media by
medical students. Med J Aust 2015 Dec 14;203(11):439. [doi: 10.5694/mja15.00272] [Medline: 26654611]

43. Barnable A, Cunning G, Parcon M. Nursing students' perceptions of confidentiality, accountability, and e-professionalism
in relation to Facebook. Nurse Educ 2018;43(1):28-31. [doi: 10.1097/NNE.0000000000000441] [Medline: 28857955]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.557https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://datareportal.com/reports/digital-2020-october-global-statshot
https://datareportal.com/reports/digital-2020-october-global-statshot
https://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/
https://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/
http://dx.doi.org/10.1080/1364557032000119616
https://bmcmedresmethodol.biomedcentral.com/articles/10.1186/s12874-017-0468-4
http://dx.doi.org/10.1186/s12874-017-0468-4
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29316881&dopt=Abstract
http://dx.doi.org/10.1016/j.jclinepi.2015.08.030
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26891949&dopt=Abstract
https://jbi-global-wiki.refined.site/space/MANUAL/3283910770/Chapter+11%3A+Scoping+reviews
http://dx.doi.org/10.1097/XEB.0000000000000050
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26134548&dopt=Abstract
https://www.acpjournals.org/doi/abs/10.7326/M18-0850?url_ver=Z39.88-2003&rfr_id=ori:rid:crossref.org&rfr_dat=cr_pub%3dpubmed
http://dx.doi.org/10.7326/M18-0850
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30178033&dopt=Abstract
https://osf.io/yr8tw
http://dfreelon.org/publications/2010_ReCal_Intercoder_reliability_calculation_as_a_web_service.pdf
https://www.nhlbi.nih.gov/health-pro/guidelines/in-develop/cardiovascular-risk-reduction/tools/cohort
https://casp-uk.net/casp-tools-checklists/
https://mededu.jmir.org/2017/1/e1/
http://dx.doi.org/10.2196/mededu.6304
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28052842&dopt=Abstract
https://mededu.jmir.org/2017/2/e13/
https://mededu.jmir.org/2017/2/e13/
http://dx.doi.org/10.2196/mededu.6429
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28778841&dopt=Abstract
http://dx.doi.org/10.1016/j.sapharm.2016.05.044
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27423783&dopt=Abstract
http://dx.doi.org/10.1111/jan.12377
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24617801&dopt=Abstract
http://dx.doi.org/10.1136/postgradmedj-2015-133270
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26627975&dopt=Abstract
https://linkinghub.elsevier.com/retrieve/pii/S1319-562X(20)30240-0
http://dx.doi.org/10.1016/j.sjbs.2020.06.007
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32884409&dopt=Abstract
http://europepmc.org/abstract/MED/26664662
http://dx.doi.org/10.5489/cuaj.3014
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26664662&dopt=Abstract
http://dx.doi.org/10.1136/annrheumdis-2016-209718
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27797750&dopt=Abstract
http://dx.doi.org/10.4103/2045-080x.165134
http://dx.doi.org/10.1177/8756479314530509
http://dx.doi.org/10.5694/mja15.00272
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26654611&dopt=Abstract
http://dx.doi.org/10.1097/NNE.0000000000000441
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28857955&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


44. Chretien KC, Tuck MG, Simon M, Singh LO, Kind T. A digital ethnography of medical students who use Twitter for
professional development. J Gen Intern Med 2015 Nov;30(11):1673-1680 [FREE Full text] [doi: 10.1007/s11606-015-3345-z]
[Medline: 25952652]

45. Ferguson C, DiGiacomo M, Saliba B, Green J, Moorley C, Wyllie A, et al. First year nursing students' experiences of social
media during the transition to university: a focus group study. Contemp Nurse 2016 Oct;52(5):625-635. [doi:
10.1080/10376178.2016.1205458] [Medline: 27334672]

46. Flickinger TE, O'Hagan T, Chisolm MS. Developing a curriculum to promote professionalism for medical students using
social media: pilot of a workshop and blog-based intervention. JMIR Med Educ 2015 Dec 01;1(2):e17 [FREE Full text]
[doi: 10.2196/mededu.4886] [Medline: 27731846]

47. George DR, Navarro AM, Stazyk KK, Clark MA, Green MJ. Ethical quandaries and Facebook use: how do medical students
think they (and their peers) should (and would) act? AJOB Empirical Bioethics 2014 Apr 14;5(2):68-79. [doi:
10.1080/23294515.2013.864344]

48. Gomes AW, Butera G, Chretien KC, Kind T. The development and impact of a social media and professionalism course
for medical students. Teach Learn Med 2017;29(3):296-303. [doi: 10.1080/10401334.2016.1275971] [Medline: 28272900]

49. Henning MA, Hawken S, MacDonald J, McKimm J, Brown M, Moriarty H, et al. Exploring educational interventions to
facilitate health professional students' professionally safe online presence. Med Teach 2017 Sep;39(9):959-966. [doi:
10.1080/0142159X.2017.1332363] [Medline: 28562145]

50. Jawaid M, Khan MH, Bhutto SN. Pak J Med Sci 2015;31(1):209-213 [FREE Full text] [doi: 10.12669/pjms.311.5643]
[Medline: 25878645]

51. Kenny P, Johnson IG. Social media use, attitudes, behaviours and perceptions of online professionalism amongst dental
students. Br Dent J 2016 Nov 18;221(10):651-655. [doi: 10.1038/sj.bdj.2016.864] [Medline: 27857111]

52. Marnocha S, Marnocha M, Cleveland R, Lambie C, Limberg CY, Wnuk J. A peer-delivered educational intervention to
improve nursing student cyberprofessionalism. Nurse Educ 2017;42(5):245-249. [doi: 10.1097/NNE.0000000000000368]
[Medline: 28252547]

53. Mather C, Cummings E, Nichols L. Social media training for professional identity development in undergraduate nurses.
Stud Health Technol Inform 2016;225:344-348. [Medline: 27332219]

54. Mawdsley A. Pharmacy students' perceptions of social media in education. Pharm Education 2015;15(1):108-110 [FREE
Full text]

55. Mostaghimi A, Olszewski AE, Bell SK, Roberts DH, Crotty BH. Erosion of digital professionalism during medical students'
core clinical clerkships. JMIR Med Educ 2017 May 03;3(1):e9 [FREE Full text] [doi: 10.2196/mededu.6879] [Medline:
28468745]

56. Nason KN, Byrne H, Nason GJ, O'Connell B. An assessment of professionalism on students' Facebook profiles. Eur J Dent
Educ 2018 Feb;22(1):30-33 [FREE Full text] [doi: 10.1111/eje.12240] [Medline: 27735108]

57. Ness GL, Sheehan AH, Snyder ME. Graduating student pharmacists' perspectives on e-professionalism and social media:
qualitative findings. J Am Pharm Assoc (2003) 2014;54(2):138-143. [doi: 10.1331/JAPhA.2014.13188] [Medline: 24632929]

58. Nicolai L, Schmidbauer M, Gradel M, Ferch S, Antón S, Hoppe B, et al. Facebook groups as a powerful and dynamic tool
in medical education: mixed-method study. J Med Internet Res 2017 Dec 22;19(12):e408 [FREE Full text] [doi:
10.2196/jmir.7990] [Medline: 29273572]

59. Rocha PN, de Castro NAA. Opinions of students from a Brazilian medical school regarding online professionalism. J Gen
Intern Med 2014 May;29(5):758-764 [FREE Full text] [doi: 10.1007/s11606-013-2748-y] [Medline: 24395103]

60. Walton JM, White J, Ross S. What's on YOUR Facebook profile? Evaluation of an educational intervention to promote
appropriate use of privacy settings by medical students on social networking sites. Med Educ Online 2015;20:28708 [FREE
Full text] [doi: 10.3402/meo.v20.28708] [Medline: 26198434]

61. Dobson E, Patel P, Neville P. Perceptions of e-professionalism among dental students: a UK dental school study. Br Dent
J 2019 Jan 11;226(1):73-78. [doi: 10.1038/sj.bdj.2019.11] [Medline: 30631197]

62. Gupta S, Singh S, Dhaliwal U. Visible Facebook profiles and e-professionalism in undergraduate medical students in India.
J Educ Eval Health Prof 2015;12:50. [doi: 10.3352/jeehp.2015.12.50] [Medline: 26582630]

63. Hsieh J, Kuo L, Wang Y. Learning medical professionalism - the application of appreciative inquiry and social media. Med
Educ Online 2019 Dec;24(1):1586507 [FREE Full text] [doi: 10.1080/10872981.2019.1586507] [Medline: 30831060]

64. Karveleas I, Kyriakouli A, Koukou M, Koufatzidou M, Kalogirou E, Tosios KI. The relationship between Facebook
behaviour and e-professionalism: a questionnaire-based cross-sectional study among Greek dental students. Eur J Dent
Educ 2021 Feb;25(1):151-158. [doi: 10.1111/eje.12585] [Medline: 32780448]

65. Knott PN, Wassif HS. Older and wiser? First year BDS graduate entry students and their views on using social media and
professional practice. Br Dent J 2018 Sep 14;225(5):437-440. [doi: 10.1038/sj.bdj.2018.745] [Medline: 30168814]

66. Sadd R. Student nurse attitudes and behaviours when using social network sites. Stud Health Technol Inform 2019 Aug
21;264:1342-1346. [doi: 10.3233/SHTI190445] [Medline: 31438144]

67. West CA, Wagner JM, Greenberg SB, Buck E, Hsieh P, Horn K, et al. Examining medical students’ social media beliefs
and behaviors and their relationship to professional identity. Med Sci Educator 2018 Mar 26;28(2):389-399. [doi:
10.1007/s40670-018-0562-1]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.558https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://europepmc.org/abstract/MED/25952652
http://dx.doi.org/10.1007/s11606-015-3345-z
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25952652&dopt=Abstract
http://dx.doi.org/10.1080/10376178.2016.1205458
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27334672&dopt=Abstract
https://mededu.jmir.org/2015/2/e17/
http://dx.doi.org/10.2196/mededu.4886
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27731846&dopt=Abstract
http://dx.doi.org/10.1080/23294515.2013.864344
http://dx.doi.org/10.1080/10401334.2016.1275971
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28272900&dopt=Abstract
http://dx.doi.org/10.1080/0142159X.2017.1332363
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28562145&dopt=Abstract
http://europepmc.org/abstract/MED/25878645
http://dx.doi.org/10.12669/pjms.311.5643
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25878645&dopt=Abstract
http://dx.doi.org/10.1038/sj.bdj.2016.864
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27857111&dopt=Abstract
http://dx.doi.org/10.1097/NNE.0000000000000368
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28252547&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27332219&dopt=Abstract
https://pharmacyeducation.fip.org/pharmacyeducation/article/view/346
https://pharmacyeducation.fip.org/pharmacyeducation/article/view/346
https://mededu.jmir.org/2017/1/e9/
http://dx.doi.org/10.2196/mededu.6879
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28468745&dopt=Abstract
http://europepmc.org/abstract/MED/27735108
http://dx.doi.org/10.1111/eje.12240
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27735108&dopt=Abstract
http://dx.doi.org/10.1331/JAPhA.2014.13188
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24632929&dopt=Abstract
https://www.jmir.org/2017/12/e408/
http://dx.doi.org/10.2196/jmir.7990
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29273572&dopt=Abstract
http://europepmc.org/abstract/MED/24395103
http://dx.doi.org/10.1007/s11606-013-2748-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24395103&dopt=Abstract
http://europepmc.org/abstract/MED/26198434
http://europepmc.org/abstract/MED/26198434
http://dx.doi.org/10.3402/meo.v20.28708
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26198434&dopt=Abstract
http://dx.doi.org/10.1038/sj.bdj.2019.11
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30631197&dopt=Abstract
http://dx.doi.org/10.3352/jeehp.2015.12.50
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26582630&dopt=Abstract
http://europepmc.org/abstract/MED/30831060
http://dx.doi.org/10.1080/10872981.2019.1586507
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30831060&dopt=Abstract
http://dx.doi.org/10.1111/eje.12585
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32780448&dopt=Abstract
http://dx.doi.org/10.1038/sj.bdj.2018.745
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30168814&dopt=Abstract
http://dx.doi.org/10.3233/SHTI190445
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31438144&dopt=Abstract
http://dx.doi.org/10.1007/s40670-018-0562-1
http://www.w3.org/Style/XSL
http://www.renderx.com/


68. Yang Y, Jeong E, Je NK, Jee J, Yoo JC, Choi EJ. An Analysis of Pharmacy Students’ Social Networking Service Activities
and Perceptions Regarding E-Professionalism under the Newly Implemented 6-year Pharmacy Educational System in South
Korea. Indian J Pharm Education Res 2016 Jan 01;50(1):63-69. [doi: 10.5530/ijper.50.1.9]

69. Avcı K, Çelikden SG, Eren S, Aydenizöz D. Assessment of medical students' attitudes on social media use in medicine: a
cross-sectional study. BMC Med Educ 2015 Feb 15;15:18 [FREE Full text] [doi: 10.1186/s12909-015-0300-y] [Medline:
25890252]

70. Chester AN, Walthert SE, Gallagher SJ, Anderson LC, Stitely ML. Patient-targeted Googling and social media: a
cross-sectional study of senior medical students. BMC Med Ethics 2017 Dec 04;18(1):70 [FREE Full text] [doi:
10.1186/s12910-017-0230-9] [Medline: 29202840]

71. Gettig JP, Noronha S, Graneto J, Obucina L, Christensen KJ, Fjortoft NF. Examining health care students' attitudes toward
e-professionalism. Am J Pharm Educ 2016 Dec 25;80(10):169 [FREE Full text] [doi: 10.5688/ajpe8010169] [Medline:
28179718]

72. Hinojo-Lucena F, Aznar-Díaz I, Cáceres-Reche M, Romero-Rodríguez J. Use of social networks for international collaboration
among medical students. Educación Médica 2020 Mar;21(2):137-141. [doi: 10.1016/j.edumed.2018.08.009]

73. Nyangeni T, Du Rand S, Van Rooyen D. Perceptions of nursing students regarding responsible use of social media in the
Eastern Cape. Curationis 2015 Jul 24;38(2):1496 [FREE Full text] [doi: 10.4102/curationis.v38i2.1496] [Medline: 26244464]

74. Adilman R, Rajmohan Y, Brooks E, Urgoiti GR, Chung C, Hammad N, et al. Social media use among physicians and
trainees: results of a national medical oncology physician survey. J Oncol Pract 2016 Jan;12(1):79-80, e52. [doi:
10.1200/JOP.2015.006429] [Medline: 26443837]

75. Alshakhs F, Alanzi T. The evolving role of social media in health-care delivery: measuring the perception of health-care
professionals in Eastern Saudi Arabia. J Multidiscip Healthc 2018;11:473-479. [doi: 10.2147/JMDH.S171538] [Medline:
30275699]

76. Campbell L, Evans Y, Pumper M, Moreno MA. Social media use by physicians: a qualitative study of the new frontier of
medicine. BMC Med Inform Decis Mak 2016 Jul 15;16:91 [FREE Full text] [doi: 10.1186/s12911-016-0327-y] [Medline:
27418201]

77. Dawkins R, King WD, Boateng B, Nichols M, Desselle BC. Pediatric residents' perceptions of potential professionalism
violations on social media: a US national survey. JMIR Med Educ 2017 Jan 31;3(1):e2 [FREE Full text] [doi:
10.2196/mededu.5993] [Medline: 28143804]

78. Fuoco M, Leveridge MJ. Early adopters or laggards? Attitudes toward and use of social media among urologists. BJU Int
2015 Mar;115(3):491-497. [doi: 10.1111/bju.12855] [Medline: 24981237]

79. Irfan KS, Farhana I, Eiad AF, Nassr AM, Al Mohammed AQ, Maya N, et al. Family physicians' utility of social media: a
survey comparison among family medicine residents and physicians. Afr Health Sci 2018 Sep;18(3):817-827 [FREE Full
text] [doi: 10.4314/ahs.v18i3.41] [Medline: 30603016]

80. Kesselheim JC, Schwartz A, Belmonte F, Boland KA, Poynter S, Batra M, Association of Pediatric Program Directors
Longitudinal Educational Assessment Research Network (APPD LEARN) Study Group on Social MediaProfessionalism.
A national survey of pediatric residents' professionalism and social networking: implications for curriculum development.
Acad Pediatr 2016 Mar;16(2):110-114. [doi: 10.1016/j.acap.2015.12.004] [Medline: 26718877]

81. Khandelwal A, Nugus P, Elkoushy MA, Cruess RL, Cruess SR, Smilovitch M, et al. How we made professionalism relevant
to twenty-first century residents. Med Teach 2015;37(6):538-542. [doi: 10.3109/0142159X.2014.990878] [Medline:
25594336]

82. Klee D, Covey C, Zhong L. Social media beliefs and usage among family medicine residents and practicing family physicians.
Fam Med 2015 Mar;47(3):222-226 [FREE Full text] [Medline: 25853534]

83. Koo K, Bowman MS, Ficko Z, Gormley EA. Older and wiser? Changes in unprofessional content on urologists' social
media after transition from residency to practice. BJU Int 2018 Aug;122(2):337-343. [doi: 10.1111/bju.14363] [Medline:
29694713]

84. Koo K, Ficko Z, Gormley EA. Unprofessional content on Facebook accounts of US urology residency graduates. BJU Int
2017 Jun;119(6):955-960. [doi: 10.1111/bju.13846] [Medline: 28393475]

85. Laliberté M, Beaulieu-Poulin C, Campeau Larrivée A, Charbonneau M, Samson É, Ehrmann Feldman D. Current uses (and
potential misuses) of Facebook: an online survey in physiotherapy. Physiother Can 2016;68(1):5-12 [FREE Full text] [doi:
10.3138/ptc.2014-41] [Medline: 27504042]

86. Langenfeld SJ, Cook G, Sudbeck C, Luers T, Schenarts PJ. An assessment of unprofessional behavior among surgical
residents on Facebook: a warning of the dangers of social media. J Surg Educ 2014;71(6):e28-e32. [doi:
10.1016/j.jsurg.2014.05.013] [Medline: 24981657]

87. Langenfeld SJ, Sudbeck C, Luers T, Adamson P, Cook G, Schenarts PJ. The glass houses of attending surgeons: an
assessment of unprofessional behavior on Facebook among practicing surgeons. J Surg Educ 2015;72(6):e280-e285. [doi:
10.1016/j.jsurg.2015.07.007] [Medline: 26276300]

88. Lefebvre C, Mesner J, Stopyra J, O'Neill J, Husain I, Geer C, et al. Social media in professional medicine: new resident
perceptions and practices. J Med Internet Res 2016 Jun 09;18(6):e119 [FREE Full text] [doi: 10.2196/jmir.5612] [Medline:
27283846]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.559https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://dx.doi.org/10.5530/ijper.50.1.9
https://bmcmededuc.biomedcentral.com/articles/10.1186/s12909-015-0300-y
http://dx.doi.org/10.1186/s12909-015-0300-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25890252&dopt=Abstract
https://bmcmedethics.biomedcentral.com/articles/10.1186/s12910-017-0230-9
http://dx.doi.org/10.1186/s12910-017-0230-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29202840&dopt=Abstract
http://europepmc.org/abstract/MED/28179718
http://dx.doi.org/10.5688/ajpe8010169
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28179718&dopt=Abstract
http://dx.doi.org/10.1016/j.edumed.2018.08.009
http://europepmc.org/abstract/MED/26244464
http://dx.doi.org/10.4102/curationis.v38i2.1496
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26244464&dopt=Abstract
http://dx.doi.org/10.1200/JOP.2015.006429
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26443837&dopt=Abstract
http://dx.doi.org/10.2147/JMDH.S171538
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30275699&dopt=Abstract
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-016-0327-y
http://dx.doi.org/10.1186/s12911-016-0327-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27418201&dopt=Abstract
https://mededu.jmir.org/2017/1/e2/
http://dx.doi.org/10.2196/mededu.5993
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28143804&dopt=Abstract
http://dx.doi.org/10.1111/bju.12855
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24981237&dopt=Abstract
http://europepmc.org/abstract/MED/30603016
http://europepmc.org/abstract/MED/30603016
http://dx.doi.org/10.4314/ahs.v18i3.41
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30603016&dopt=Abstract
http://dx.doi.org/10.1016/j.acap.2015.12.004
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26718877&dopt=Abstract
http://dx.doi.org/10.3109/0142159X.2014.990878
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25594336&dopt=Abstract
http://www.stfm.org/FamilyMedicine/Vol47Issue3/Klee222
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25853534&dopt=Abstract
http://dx.doi.org/10.1111/bju.14363
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29694713&dopt=Abstract
http://dx.doi.org/10.1111/bju.13846
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28393475&dopt=Abstract
http://europepmc.org/abstract/MED/27504042
http://dx.doi.org/10.3138/ptc.2014-41
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27504042&dopt=Abstract
http://dx.doi.org/10.1016/j.jsurg.2014.05.013
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24981657&dopt=Abstract
http://dx.doi.org/10.1016/j.jsurg.2015.07.007
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26276300&dopt=Abstract
https://www.jmir.org/2016/6/e119/
http://dx.doi.org/10.2196/jmir.5612
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27283846&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


89. Mohiuddin Z, Shahid H, Shuaib W. Social media impact: utility of reflective approach in the practice of surgery. Indian J
Surg 2015 Dec;77(Suppl 3):893-898 [FREE Full text] [doi: 10.1007/s12262-014-1056-z] [Medline: 27011477]

90. Neville P. Social media and professionalism: a retrospective content analysis of Fitness to Practise cases heard by the GDC
concerning social media complaints. Br Dent J 2017 Sep 08;223(5):353-357. [doi: 10.1038/sj.bdj.2017.765] [Medline:
28883584]

91. Patel SS, Hawkins CM, Rawson JV, Hoang JK. Professional social networking in radiology: who is there and what are
they doing? Acad Radiol 2017 May;24(5):574-579. [doi: 10.1016/j.acra.2016.09.026] [Medline: 28153576]

92. Pereira I, Cunningham AM, Moreau K, Sherbino J, Jalali A. Thou shalt not tweet unprofessionally: an appreciative inquiry
into the professional use of social media. Postgrad Med J 2015 Oct;91(1080):561-564 [FREE Full text] [doi:
10.1136/postgradmedj-2015-133353] [Medline: 26294333]

93. Scragg B, Shaikh S, Shires G, Stein Hodgins J, Mercer C, Robinson L, et al. An exploration of mammographers' attitudes
towards the use of social media for providing breast screening information to clients. Radiography (Lond) 2017
Aug;23(3):249-255. [doi: 10.1016/j.radi.2017.04.004] [Medline: 28687294]

94. Surani Z, Hirani R, Elias A, Quisenberry L, Varon J, Surani S, et al. Social media usage among health care providers. BMC
Res Notes 2017 Nov 29;10(1):654 [FREE Full text] [doi: 10.1186/s13104-017-2993-y] [Medline: 29187244]

95. Wagner JP, Cochran AL, Jones C, Gusani NJ, Varghese TK, Attai DJ. Professional use of social media among surgeons:
results of a multi-institutional study. J Surg Educ 2018;75(3):804-810. [doi: 10.1016/j.jsurg.2017.09.008] [Medline:
28964746]

96. Weijs C, Majowicz S, Coe JB, Desmarais S, Jones-Bitton A. The personal use of Facebook by public health professionals
in Canada: implications for public health practice. J Commun Healthcare 2017 Jan 12;10(1):8-15. [doi:
10.1080/17538068.2016.1274846]

97. Justinia T, Alyami A, Al-Qahtani S, Bashanfar M, El-Khatib M, Yahya A, et al. Social media and the orthopaedic surgeon:
a mixed methods study. Acta Inform Med 2019 Mar;27(1):23-28 [FREE Full text] [doi: 10.5455/aim.2019.27.23-28]
[Medline: 31213739]

98. Lee YJ, Hwang J, Lee SI, Woo S, Hahn SW, Koh S. Impact of experience of psychiatrists and psychiatry residents regarding
electronic communication and social networking on internet use patterns: a questionnaire survey for developing
e-professionalism in South Korea. BMC Med Educ 2019 Nov 08;19(1):411 [FREE Full text] [doi:
10.1186/s12909-019-1771-z] [Medline: 31703677]

99. Loo ME, Wong B, Lee YM. Evaluating the appropriateness of Facebook posts – What do faculty and residents consider?
Asia Pacific Scholar 2020 Sep 1;5(3):71-82. [doi: 10.29060/taps.2020-5-3/oa2226]

100. Low JM, Tan MY, Joseph R. Doctors and social media: knowledge gaps and unsafe practices. Singapore Med J 2020 Apr
21:1. [doi: 10.11622/smedj.2020067] [Medline: 32312027]

101. Kerr H, Booth R, Jackson K. Exploring the characteristics and behaviors of nurses who have attained microcelebrity status
on Instagram: content analysis. J Med Internet Res 2020 May 26;22(5):e16540 [FREE Full text] [doi: 10.2196/16540]
[Medline: 32452809]

102. Renew JR, Ladlie B, Gorlin A, Long T. The impact of social media on anesthesia resident recruitment. J Educ Perioper
Med 2019;21(1):E632 [FREE Full text] [Medline: 31406704]

103. Robertson M, Shoss MK, Broom MA. Social media: social intelligence training module. MedEdPORTAL 2016 Aug
26;12:10442 [FREE Full text] [doi: 10.15766/mep_2374-8265.10442] [Medline: 31008220]

104. Ruan B, Yilmaz Y, Lu D, Lee M, Chan TM. Defining the digital self: a qualitative study to explore the digital component
of professional identity in the health professions. J Med Internet Res 2020 Sep 29;22(9):e21416 [FREE Full text] [doi:
10.2196/21416] [Medline: 32990636]

105. Duymuş TM, Karadeniz H, Şükür E, Atiç R, Zehir S, Azboy İ. Social media and internet usage of orthopaedic surgeons.
J Clin Orthop Trauma 2017;8(1):25-30 [FREE Full text] [doi: 10.1016/j.jcot.2016.10.007] [Medline: 28360492]

106. Long X, Qi L, Ou Z, Zu X, Cao Z, Zeng X, et al. Evolving use of social media among Chinese urologists: opportunity or
challenge? PLoS One 2017;12(7):e0181895 [FREE Full text] [doi: 10.1371/journal.pone.0181895] [Medline: 28753632]

107. Wang Z, Wang S, Zhang Y, Jiang X. Social media usage and online professionalism among registered nurses: a cross-sectional
survey. Int J Nurs Stud 2019 Oct;98:19-26. [doi: 10.1016/j.ijnurstu.2019.06.001] [Medline: 31255853]

108. Hazzam J, Lahrech A. Health care professionals' social media behavior and the underlying factors of social media adoption
and use: quantitative study. J Med Internet Res 2018 Nov 07;20(11):e12035 [FREE Full text] [doi: 10.2196/12035] [Medline:
30404773]

109. Henry RK, Pieren JA. The use of social media in dental hygiene programs: a survey of program directors. J Dent Hyg 2014
Aug;88(4):243-249. [Medline: 25134957]

110. Langenfeld SJ, Vargo DJ, Schenarts PJ. Balancing privacy and professionalism: a survey of general surgery program
directors on social media and surgical education. J Surg Educ 2016;73(6):e28-e32. [doi: 10.1016/j.jsurg.2016.07.010]
[Medline: 27524278]

111. Marnocha S, Marnocha MR, Pilliow T. Unprofessional content posted online among nursing students. Nurse Educ
2015;40(3):119-123. [doi: 10.1097/NNE.0000000000000123] [Medline: 25501656]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.560https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://europepmc.org/abstract/MED/27011477
http://dx.doi.org/10.1007/s12262-014-1056-z
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27011477&dopt=Abstract
http://dx.doi.org/10.1038/sj.bdj.2017.765
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28883584&dopt=Abstract
http://dx.doi.org/10.1016/j.acra.2016.09.026
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28153576&dopt=Abstract
http://europepmc.org/abstract/MED/26294333
http://dx.doi.org/10.1136/postgradmedj-2015-133353
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26294333&dopt=Abstract
http://dx.doi.org/10.1016/j.radi.2017.04.004
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28687294&dopt=Abstract
https://bmcresnotes.biomedcentral.com/articles/10.1186/s13104-017-2993-y
http://dx.doi.org/10.1186/s13104-017-2993-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29187244&dopt=Abstract
http://dx.doi.org/10.1016/j.jsurg.2017.09.008
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28964746&dopt=Abstract
http://dx.doi.org/10.1080/17538068.2016.1274846
http://europepmc.org/abstract/MED/31213739
http://dx.doi.org/10.5455/aim.2019.27.23-28
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31213739&dopt=Abstract
https://bmcmededuc.biomedcentral.com/articles/10.1186/s12909-019-1771-z
http://dx.doi.org/10.1186/s12909-019-1771-z
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31703677&dopt=Abstract
http://dx.doi.org/10.29060/taps.2020-5-3/oa2226
http://dx.doi.org/10.11622/smedj.2020067
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32312027&dopt=Abstract
https://www.jmir.org/2020/5/e16540/
http://dx.doi.org/10.2196/16540
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32452809&dopt=Abstract
http://europepmc.org/abstract/MED/31406704
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31406704&dopt=Abstract
http://europepmc.org/abstract/MED/31008220
http://dx.doi.org/10.15766/mep_2374-8265.10442
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31008220&dopt=Abstract
https://www.jmir.org/2020/9/e21416/
http://dx.doi.org/10.2196/21416
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32990636&dopt=Abstract
http://europepmc.org/abstract/MED/28360492
http://dx.doi.org/10.1016/j.jcot.2016.10.007
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28360492&dopt=Abstract
https://dx.plos.org/10.1371/journal.pone.0181895
http://dx.doi.org/10.1371/journal.pone.0181895
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28753632&dopt=Abstract
http://dx.doi.org/10.1016/j.ijnurstu.2019.06.001
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31255853&dopt=Abstract
https://www.jmir.org/2018/11/e12035/
http://dx.doi.org/10.2196/12035
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30404773&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25134957&dopt=Abstract
http://dx.doi.org/10.1016/j.jsurg.2016.07.010
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27524278&dopt=Abstract
http://dx.doi.org/10.1097/NNE.0000000000000123
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25501656&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


112. Al Qarni AM, Al Shehri SZ, Wahab MMA. Perceptions and attitudes of family medicine residency program directors
regarding ranking applicants for residency programs using their social media accounts: a national study in Saudi Arabia. J
Family Community Med 2019;26(2):133-140 [FREE Full text] [doi: 10.4103/jfcm.JFCM_176_18] [Medline: 31143087]

113. Staud SN, Kearney RC. Social media use behaviors and state dental licensing boards. J Dent Hyg 2019 Jun;93(3):37-43.
[Medline: 31182567]

114. Brisson GE, Fisher MJ, LaBelle MW, Kozmic SE. Defining a mismatch: differences in usage of social networking sites
between medical students and the faculty who teach them. Teach Learn Med 2015;27(2):208-214. [doi:
10.1080/10401334.2015.1011648] [Medline: 25893945]

115. Duke VJA, Anstey A, Carter S, Gosse N, Hutchens KM, Marsh JA. Social media in nurse education: utilization and
e-professionalism. Nurse Educ Today 2017 Oct;57:8-13. [doi: 10.1016/j.nedt.2017.06.009] [Medline: 28683342]

116. Garg M, Pearson DA, Bond MC, Runyon M, Pillow MT, Hopson L, et al. Survey of individual and institutional risk
associated with the use of social media. West J Emerg Med 2016 May;17(3):344-349 [FREE Full text] [doi:
10.5811/westjem.2016.2.28451] [Medline: 27330669]

117. Jafarey A, Shekhani S, Azam M, Gill R, Shirazi B, Hassan M, et al. Physicians in cyberspace: finding boundaries. Asian
Bioethics Rev 2016;8(4):272-289. [doi: 10.1353/asb.2016.0023]

118. Kitsis EA, Milan FB, Cohen HW, Myers D, Herron P, McEvoy M, et al. Who's misbehaving? Perceptions of unprofessional
social media use by medical students and faculty. BMC Med Educ 2016 Feb 18;16:67 [FREE Full text] [doi:
10.1186/s12909-016-0572-x] [Medline: 26887561]

119. Soares W, Shenvi C, Waller N, Johnson R, Hodgson CS. Perceptions of unprofessional social media behavior among
emergency medicine physicians. J Grad Med Educ 2017 Feb;9(1):85-89 [FREE Full text] [doi: 10.4300/JGME-D-16-00203.1]
[Medline: 28261400]

120. Greysen SR, Johnson D, Kind T, Chretien KC, Gross CP, Young A, et al. Online professionalism investigations by state
medical boards: first, do no harm. Ann Intern Med 2013 Jan 15;158(2):124-130. [doi:
10.7326/0003-4819-158-2-201301150-00008] [Medline: 23318312]

121. Ventola CL. Social media and health care professionals: benefits, risks, and best practices. P T 2014 Jul;39(7):491-520
[FREE Full text] [Medline: 25083128]

122. Panahi S, Watson J, Partridge H. Social media and physicians: exploring the benefits and challenges. Health Informatics J
2016 Jun;22(2):99-112 [FREE Full text] [doi: 10.1177/1460458214540907] [Medline: 25038200]

123. Markham MJ, Gentile D, Graham DL. Social media for networking, professional development, and patient engagement.
Am Soc Clin Oncol Educ Book 2017;37:782-787 [FREE Full text] [doi: 10.1200/EDBK_180077] [Medline: 28561727]

124. Wink DM. Social networking sites. Nurse Educ 2010;35(2):49-51. [doi: 10.1097/NNE.0b013e3181ced776] [Medline:
20173583]

125. Recommendations for: social media usage and maintaining privacy, confidentiality and professionalism. National Council
of State Boards of Nursing. URL: https://www.ncsbn.org/NSNA_Social_Media_Recommendations.pdf [accessed 2020-10-22]

126. Mazman SG, Usluel YK. Modeling educational usage of Facebook. Comput Education 2010 Sep;55(2):444-453. [doi:
10.1016/j.compedu.2010.02.008]

127. Bosch TE. Using online social networking for teaching and learning: Facebook use at the University of Cape Town.
Communicatio 2009 Nov;35(2):185-200. [doi: 10.1080/02500160903250648]

128. Mason R. Learning technologies for adult continuing education. Stud Continuing Education 2006 Jul;28(2):121-133. [doi:
10.1080/01580370600751039]

129. Liu Q, Peng W, Zhang F, Hu R, Li Y, Yan W. The effectiveness of blended learning in health professions: systematic
review and meta-analysis. J Med Internet Res 2016 Jan 04;18(1):e2 [FREE Full text] [doi: 10.2196/jmir.4807] [Medline:
26729058]

130. Cruess RL, Cruess SR, Boudreau JD, Snell L, Steinert Y. A schematic representation of the professional identity formation
and socialization of medical students and residents: a guide for medical educators. Acad Med 2015 Jun;90(6):718-725.
[doi: 10.1097/ACM.0000000000000700] [Medline: 25785682]

131. Ryan G. International perspectives on social media guidance for nurses: a content analysis. Nurs Manag (Harrow) 2016
Dec 01;23(8):28-35. [doi: 10.7748/nm.2016.e1555] [Medline: 27905234]

132. Cheston CC, Flickinger TE, Chisolm MS. Social media use in medical education: a systematic review. Acad Med 2013
Jun;88(6):893-901. [doi: 10.1097/ACM.0b013e31828ffc23] [Medline: 23619071]

133. Maloney S, Moss A, Ilic D. Social media in health professional education: a student perspective on user levels and prospective
applications. Adv Health Sci Educ Theory Pract 2014 Dec;19(5):687-697. [doi: 10.1007/s10459-014-9495-7] [Medline:
24566977]

134. Bahner DP, Adkins E, Patel N, Donley C, Nagel R, Kman NE. How we use social media to supplement a novel curriculum
in medical education. Med Teach 2012;34(6):439-444. [doi: 10.3109/0142159X.2012.668245] [Medline: 22449268]

135. Pander T, Pinilla S, Dimitriadis K, Fischer MR. The use of Facebook in medical education--a literature review. GMS Z
Med Ausbild 2014;31(3):Doc33. [doi: 10.3205/zma000925] [Medline: 25228935]

136. Prensky M. Digital natives, digital immigrants part 1. On Horizon 2001 Sep;9(5):1-6. [doi: 10.1108/10748120110424816]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.561https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.jfcmonline.com/article.asp?issn=2230-8229;year=2019;volume=26;issue=2;spage=133;epage=140;aulast=Al
http://dx.doi.org/10.4103/jfcm.JFCM_176_18
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31143087&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31182567&dopt=Abstract
http://dx.doi.org/10.1080/10401334.2015.1011648
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25893945&dopt=Abstract
http://dx.doi.org/10.1016/j.nedt.2017.06.009
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28683342&dopt=Abstract
http://escholarship.org/uc/item/0760h2kf
http://dx.doi.org/10.5811/westjem.2016.2.28451
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27330669&dopt=Abstract
http://dx.doi.org/10.1353/asb.2016.0023
https://bmcmededuc.biomedcentral.com/articles/10.1186/s12909-016-0572-x
http://dx.doi.org/10.1186/s12909-016-0572-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26887561&dopt=Abstract
http://europepmc.org/abstract/MED/28261400
http://dx.doi.org/10.4300/JGME-D-16-00203.1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28261400&dopt=Abstract
http://dx.doi.org/10.7326/0003-4819-158-2-201301150-00008
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23318312&dopt=Abstract
http://europepmc.org/abstract/MED/25083128
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25083128&dopt=Abstract
https://journals.sagepub.com/doi/10.1177/1460458214540907?url_ver=Z39.88-2003&rfr_id=ori:rid:crossref.org&rfr_dat=cr_pub%3dpubmed
http://dx.doi.org/10.1177/1460458214540907
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25038200&dopt=Abstract
https://ascopubs.org/doi/10.1200/EDBK_180077?url_ver=Z39.88-2003&rfr_id=ori:rid:crossref.org&rfr_dat=cr_pub%3dpubmed
http://dx.doi.org/10.1200/EDBK_180077
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28561727&dopt=Abstract
http://dx.doi.org/10.1097/NNE.0b013e3181ced776
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20173583&dopt=Abstract
https://www.ncsbn.org/NSNA_Social_Media_Recommendations.pdf
http://dx.doi.org/10.1016/j.compedu.2010.02.008
http://dx.doi.org/10.1080/02500160903250648
http://dx.doi.org/10.1080/01580370600751039
https://www.jmir.org/2016/1/e2/
http://dx.doi.org/10.2196/jmir.4807
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26729058&dopt=Abstract
http://dx.doi.org/10.1097/ACM.0000000000000700
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25785682&dopt=Abstract
http://dx.doi.org/10.7748/nm.2016.e1555
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27905234&dopt=Abstract
http://dx.doi.org/10.1097/ACM.0b013e31828ffc23
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23619071&dopt=Abstract
http://dx.doi.org/10.1007/s10459-014-9495-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24566977&dopt=Abstract
http://dx.doi.org/10.3109/0142159X.2012.668245
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22449268&dopt=Abstract
http://dx.doi.org/10.3205/zma000925
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25228935&dopt=Abstract
http://dx.doi.org/10.1108/10748120110424816
http://www.w3.org/Style/XSL
http://www.renderx.com/


137. Peck JL. Social media in nursing education: responsible integration for meaningful use. J Nurs Educ 2014 Mar;53(3):164-169.
[doi: 10.3928/01484834-20140219-03] [Medline: 24530130]

138. Chauhan B, George R, Coffin J. Social media and you: what every physician needs to know. J Med Pract Manage
2012;28(3):206-209. [Medline: 23373164]

139. Cabrera D. Mayo Clinic includes social media scholarship activities in academic advancement. Medium. 2016. URL: https:/
/tinyurl.com/cm6whmcz [accessed 2021-11-06]

140. Gorrindo T, Groves JE. Web searching for information about physicians. JAMA 2008 Jul 09;300(2):213-215. [doi:
10.1001/jama.2008.44] [Medline: 18612120]

141. Thompson LA, Black E, Duff WP, Paradise Black N, Saliba H, Dawson K. Protected health information on social networking
sites: ethical and legal considerations. J Med Internet Res 2011 Jan 19;13(1):e8 [FREE Full text] [doi: 10.2196/jmir.1590]
[Medline: 21247862]

142. Jent JF, Eaton CK, Merrick MT, Englebert NE, Dandes SK, Chapman AV, et al. The decision to access patient information
from a social media site: what would you do? J Adolesc Health 2011 Oct;49(4):414-420 [FREE Full text] [doi:
10.1016/j.jadohealth.2011.02.004] [Medline: 21939873]

143. Moubarak G, Guiot A, Benhamou Y, Benhamou A, Hariri S. Facebook activity of residents and fellows and its impact on
the doctor-patient relationship. J Med Ethics 2011 Feb;37(2):101-104. [doi: 10.1136/jme.2010.036293] [Medline: 21160080]

144. Brown J, Ryan C, Harris A. How doctors view and use social media: a national survey. J Med Internet Res 2014 Dec
02;16(12):e267 [FREE Full text] [doi: 10.2196/jmir.3589] [Medline: 25470407]

145. George DR, Green MJ, Navarro AM, Stazyk KK, Clark MA. Medical student views on the use of Facebook profile screening
by residency admissions committees. Postgrad Med J 2014 May;90(1063):251-253. [doi: 10.1136/postgradmedj-2013-132336]
[Medline: 24578513]

146. Nagler A, Andolsek K, Rudd M, Sloane R, Musick D, Basnight L. The professionalism disconnect: do entering residents
identify yet participate in unprofessional behaviors? BMC Med Educ 2014 Mar 27;14:60 [FREE Full text] [doi:
10.1186/1472-6920-14-60] [Medline: 24674275]

147. Mostaghimi A, Crotty BH. Professionalism in the digital age. Ann Intern Med 2011 Apr 19;154(8):560-562. [doi:
10.7326/0003-4819-154-8-201104190-00008] [Medline: 21502653]

148. Mawdsley A, Schafheutle EI. Using Facebook to support learning and exam preparation in a final-year undergraduate
pharmacy clinical therapeutics module. Curr Pharm Teaching Learning 2015 Nov;7(6):869-875. [doi:
10.1016/j.cptl.2015.08.010]

149. Cain J, Scott DR, Tiemeier AM, Akers P, Metzger AH. Social media use by pharmacy faculty: student friending,
e-professionalism, and professional use. Curr Pharm Teaching Learning 2013 Jan;5(1):2-8. [doi: 10.1016/j.cptl.2012.09.002]

150. Bosslet GT, Torke AM, Hickman SE, Terry CL, Helft PR. The patient-doctor relationship and online social networks:
results of a national survey. J Gen Intern Med 2011 Oct;26(10):1168-1174 [FREE Full text] [doi: 10.1007/s11606-011-1761-2]
[Medline: 21706268]

151. Kind T, Genrich G, Sodhi A, Chretien KC. Social media policies at US medical schools. Med Educ Online 2010 Sep
15;15:5324 [FREE Full text] [doi: 10.3402/meo.v15i0.5324] [Medline: 20859533]

152. Tran K, Morra D, Lo V, Quan SD, Abrams H, Wu RC. Medical students and personal smartphones in the clinical environment:
the impact on confidentiality of personal health information and professionalism. J Med Internet Res 2014 May 22;16(5):e132
[FREE Full text] [doi: 10.2196/jmir.3138] [Medline: 24855046]

153. Chretien KC, Kind T. Social media and clinical care: ethical, professional, and social implications. Circulation 2013 Apr
02;127(13):1413-1421. [doi: 10.1161/CIRCULATIONAHA.112.128017] [Medline: 23547180]

154. Finn G, Garner J, Sawdon M. 'You're judged all the time!' Students' views on professionalism: a multicentre study. Med
Educ 2010 Aug;44(8):814-825. [doi: 10.1111/j.1365-2923.2010.03743.x] [Medline: 20633221]

155. Chretien KC, Goldman EF, Beckman L, Kind T. It's your own risk: medical students' perspectives on online professionalism.
Acad Med 2010 Oct;85(10 Suppl):S68-S71. [doi: 10.1097/ACM.0b013e3181ed4778] [Medline: 20881708]

156. Jain A, Petty EM, Jaber RM, Tackett S, Purkiss J, Fitzgerald J, et al. What is appropriate to post on social media? Ratings
from students, faculty members and the public. Med Educ 2014 Feb;48(2):157-169. [doi: 10.1111/medu.12282] [Medline:
24528398]

157. White J, Kirwan P, Lai K, Walton J, Ross S. 'Have you seen what is on Facebook?' The use of social networking software
by healthcare professions students. BMJ Open 2013;3(7):E003013 [FREE Full text] [doi: 10.1136/bmjopen-2013-003013]
[Medline: 23883886]

158. Chretien KC, Greysen SR, Chretien J, Kind T. Online posting of unprofessional content by medical students. JAMA 2009
Sep 23;302(12):1309-1315. [doi: 10.1001/jama.2009.1387] [Medline: 19773566]

159. Hardouin S, Cheng TW, Mitchell EL, Raulli SJ, Jones DW, Siracuse JJ, et al. RETRACTED: Prevalence of unprofessional
social media content among young vascular surgeons. J Vasc Surg 2020 Aug;72(2):667-671. [doi: 10.1016/j.jvs.2019.10.069]
[Medline: 31882313]

160. Laughney C. What you need to know about the infamous #MedBikini study. Medium. URL: https://medium.com/beingwell/
what-you-need-to-know-about-the-infamous-medbikini-study-1d814e1ebe44 [accessed 2021-04-18]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.562https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://dx.doi.org/10.3928/01484834-20140219-03
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24530130&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23373164&dopt=Abstract
https://medium.com/@cabreraerdr/mayo-clinic-includes-social-media-scholarship-activities-in-academic-advancement-72d91292d1f4
https://medium.com/@cabreraerdr/mayo-clinic-includes-social-media-scholarship-activities-in-academic-advancement-72d91292d1f4
http://dx.doi.org/10.1001/jama.2008.44
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=18612120&dopt=Abstract
https://www.jmir.org/2011/1/e8/
http://dx.doi.org/10.2196/jmir.1590
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21247862&dopt=Abstract
http://europepmc.org/abstract/MED/21939873
http://dx.doi.org/10.1016/j.jadohealth.2011.02.004
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21939873&dopt=Abstract
http://dx.doi.org/10.1136/jme.2010.036293
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21160080&dopt=Abstract
https://www.jmir.org/2014/12/e267/
http://dx.doi.org/10.2196/jmir.3589
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25470407&dopt=Abstract
http://dx.doi.org/10.1136/postgradmedj-2013-132336
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24578513&dopt=Abstract
https://bmcmededuc.biomedcentral.com/articles/10.1186/1472-6920-14-60
http://dx.doi.org/10.1186/1472-6920-14-60
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24674275&dopt=Abstract
http://dx.doi.org/10.7326/0003-4819-154-8-201104190-00008
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21502653&dopt=Abstract
http://dx.doi.org/10.1016/j.cptl.2015.08.010
http://dx.doi.org/10.1016/j.cptl.2012.09.002
http://europepmc.org/abstract/MED/21706268
http://dx.doi.org/10.1007/s11606-011-1761-2
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21706268&dopt=Abstract
http://europepmc.org/abstract/MED/20859533
http://dx.doi.org/10.3402/meo.v15i0.5324
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20859533&dopt=Abstract
https://www.jmir.org/2014/5/e132/
http://dx.doi.org/10.2196/jmir.3138
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24855046&dopt=Abstract
http://dx.doi.org/10.1161/CIRCULATIONAHA.112.128017
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23547180&dopt=Abstract
http://dx.doi.org/10.1111/j.1365-2923.2010.03743.x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20633221&dopt=Abstract
http://dx.doi.org/10.1097/ACM.0b013e3181ed4778
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20881708&dopt=Abstract
http://dx.doi.org/10.1111/medu.12282
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24528398&dopt=Abstract
https://bmjopen.bmj.com/lookup/pmidlookup?view=long&pmid=23883886
http://dx.doi.org/10.1136/bmjopen-2013-003013
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23883886&dopt=Abstract
http://dx.doi.org/10.1001/jama.2009.1387
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19773566&dopt=Abstract
http://dx.doi.org/10.1016/j.jvs.2019.10.069
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31882313&dopt=Abstract
https://medium.com/beingwell/what-you-need-to-know-about-the-infamous-medbikini-study-1d814e1ebe44
https://medium.com/beingwell/what-you-need-to-know-about-the-infamous-medbikini-study-1d814e1ebe44
http://www.w3.org/Style/XSL
http://www.renderx.com/


161. Annear S. #MedBikini: here’s why health care professionals are posting photos of themselves in bathing suits. The Boston
Globe. URL: https://www.bostonglobe.com/2020/07/24/metro/
medbikini-heres-why-healthcare-professionals-are-posting-photos-themselves-bathing-suits-social-media/ [accessed
2021-04-18]

162. Hardouin S, Cheng TW, Mitchell EL, Raulli SJ, Jones DW, Siracuse JJ, et al. Retraction notice. J Vasc Surg 2020
Oct;72(4):1514. [doi: 10.1016/j.jvs.2020.08.018] [Medline: 32972597]

163. Pronk SA, Gorter SL, van Luijk SJ, Barnhoorn PC, Binkhorst B, van Mook WNKA. Perception of social media behaviour
among medical students, residents and medical specialists. Perspect Med Educ 2021 Aug;10(4):215-221 [FREE Full text]
[doi: 10.1007/s40037-021-00660-1] [Medline: 33826108]

164. Meira TM, Prestes J, Gasparello GG, Antelo OM, Pithon MM, Tanaka OM. The effects of images posted to social media
by orthodontists on public perception of professional credibility and willingness to become a client. Prog Orthod 2021 Mar
08;22(1):7 [FREE Full text] [doi: 10.1186/s40510-021-00353-9] [Medline: 33682012]

165. Greysen SR, Chretien KC, Kind T, Young A, Gross CP. Physician violations of online professionalism and disciplinary
actions: a national survey of state medical boards. JAMA 2012 Mar 21;307(11):1141-1142. [doi: 10.1001/jama.2012.330]
[Medline: 22436951]

166. Spector N, Kappel DM. Guidelines for using electronic and social media: the regulatory perspective. Online J Issues Nurs
2012 Sep 30;17(3):1 [FREE Full text] [Medline: 23036057]

167. Wissinger CL, Stiegler Z. Using the extended parallel process model to frame e-professionalism instruction in healthcare
education. Teach Learn Med 2019;31(3):335-341. [doi: 10.1080/10401334.2018.1528155] [Medline: 31157561]

168. Al-Khalifa KS, Al-Swuailem AS, AlSheikh R, Muazen YY, Al-Khunein YA, Halawany H, et al. The use of social media
for professional purposes among dentists in Saudi Arabia. BMC Oral Health 2021 Jan 12;21(1):26 [FREE Full text] [doi:
10.1186/s12903-021-01390-w] [Medline: 33435911]

169. Gay S. School of Medicine: social media guidance for medical students. University of Nottingham. 2019. URL: https:/
/www.nottingham.ac.uk/medicine/documents/medicine-policies/social-media-guidance.pdf [accessed 2020-10-22]

170. Medical student social media and online activity policy. Indiana University School of Medicine. 2021. URL: https://policies.
medicine.iu.edu/policies/edu-adm-0007/index.html#history [accessed 2021-11-04]

171. MMS physicians’ guide to social media. The Massachusetts Medical Society. 2015. URL: http://www.massmed.org/
Governance-and-Leadership/Committees,-Task-Forces-and-Sections/MMS-Physicians--Guide-to-Social-Media-(pdf)/
[accessed 2021-11-04]

172. Social media: practical guidance and best practice. British Medical Association. 2018. URL: https://www.bma.org.uk/
media/1852/bma-social-media-practical-guidance-2018.pdf [accessed 2020-10-22]

173. Social media for family physicians: guidelines and resources for success. American Academy of Family Physicians. 2013.
URL: https://www.aafp.org/dam/AAFP/documents/about_site/SocialMediaFamPhys.pdf [accessed 2020-10-22]

174. Social media and medical professionalism: a guide to online professionalism for medical practitioners and medical students.
Australian Medical Association. 2020 Feb. URL: https://ama.com.au/sites/default/files/
Social_Media_and_the_Medical_Profession_FINAL.pdf [accessed 2020-10-22]

175. WMA statement on the professional and ethical use of social media. World Medical Association. 2011 Oct. URL: https:/
/www.wma.net/policies-post/wma-statement-on-the-professional-and-ethical-use-of-social-media/ [accessed 2020-10-22]

176. Kind T. Professional guidelines for social media use: a starting point. AMA J Ethics 2015 May 01;17(5):441-447 [FREE
Full text] [doi: 10.1001/journalofethics.2015.17.5.nlit1-1505] [Medline: 25986088]

177. Shore R, Halsey J, Shah K, Crigger B, Douglas SP, AMA Council on Ethical and Judicial Affairs. Report of the AMA
Council on Ethical and Judicial Affairs: professionalism in the use of social media. J Clin Ethics 2011;22(2):165-172.
[Medline: 21837888]

178. Farnan JM, Snyder Sulmasy L, Worster BK, Chaudhry HJ, Rhyne JA, Arora VM, American College of Physicians Ethics,
Professionalism and Human Rights Committee, American College of Physicians Council of Associates, Federation of State
Medical Boards Special Committee on Ethics and Professionalism. Online medical professionalism: patient and public
relationships: policy statement from the American College of Physicians and the Federation of State Medical Boards. Ann
Intern Med 2013 Apr 16;158(8):620-627 [FREE Full text] [doi: 10.7326/0003-4819-158-8-201304160-00100] [Medline:
23579867]

179. Hennessy CM, Smith CF, Greener S, Ferns G. Social media guidelines: a review for health professionals and faculty
members. Clin Teach 2019 Oct;16(5):442-447. [doi: 10.1111/tct.13033] [Medline: 31144449]

180. Cain J, Scott DR, Akers P. Pharmacy students' Facebook activity and opinions regarding accountability and e-professionalism.
Am J Pharm Educ 2009 Oct 01;73(6):104 [FREE Full text] [doi: 10.5688/aj7306104] [Medline: 19885073]

181. Williams J, Feild C, James K. The effects of a social media policy on pharmacy students' facebook security settings. Am
J Pharm Educ 2011 Nov 10;75(9):177 [FREE Full text] [doi: 10.5688/ajpe759177] [Medline: 22171105]

182. Hall M, Hanna L, Huey G. Use and views on social networking sites of pharmacy students in the United kingdom. Am J
Pharm Educ 2013 Feb 12;77(1):9 [FREE Full text] [doi: 10.5688/ajpe7719] [Medline: 23459621]

183. Chretien KC, Kind T. Climbing social media in medicine's hierarchy of needs. Acad Med 2014 Oct;89(10):1318-1320
[FREE Full text] [doi: 10.1097/ACM.0000000000000430] [Medline: 25076202]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.563https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://www.bostonglobe.com/2020/07/24/metro/medbikini-heres-why-healthcare-professionals-are-posting-photos-themselves-bathing-suits-social-media/
https://www.bostonglobe.com/2020/07/24/metro/medbikini-heres-why-healthcare-professionals-are-posting-photos-themselves-bathing-suits-social-media/
http://dx.doi.org/10.1016/j.jvs.2020.08.018
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32972597&dopt=Abstract
http://europepmc.org/abstract/MED/33826108
http://dx.doi.org/10.1007/s40037-021-00660-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33826108&dopt=Abstract
http://europepmc.org/abstract/MED/33682012
http://dx.doi.org/10.1186/s40510-021-00353-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33682012&dopt=Abstract
http://dx.doi.org/10.1001/jama.2012.330
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22436951&dopt=Abstract
http://nursingworld.org/MainMenuCategories/ANAMarketplace/ANAPeriodicals/OJIN/TableofContents/Vol-17-2012/No3-Sept-2012/Guidelines-for-Electronic-and-Social-Media.html
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23036057&dopt=Abstract
http://dx.doi.org/10.1080/10401334.2018.1528155
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31157561&dopt=Abstract
https://bmcoralhealth.biomedcentral.com/articles/10.1186/s12903-021-01390-w
http://dx.doi.org/10.1186/s12903-021-01390-w
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33435911&dopt=Abstract
https://www.nottingham.ac.uk/medicine/documents/medicine-policies/social-media-guidance.pdf
https://www.nottingham.ac.uk/medicine/documents/medicine-policies/social-media-guidance.pdf
https://policies.medicine.iu.edu/policies/edu-adm-0007/index.html#history
https://policies.medicine.iu.edu/policies/edu-adm-0007/index.html#history
http://www.massmed.org/Governance-and-Leadership/Committees,-Task-Forces-and-Sections/MMS-Physicians--Guide-to-Social-Media-(pdf)/
http://www.massmed.org/Governance-and-Leadership/Committees,-Task-Forces-and-Sections/MMS-Physicians--Guide-to-Social-Media-(pdf)/
https://www.bma.org.uk/media/1852/bma-social-media-practical-guidance-2018.pdf
https://www.bma.org.uk/media/1852/bma-social-media-practical-guidance-2018.pdf
https://www.aafp.org/dam/AAFP/documents/about_site/SocialMediaFamPhys.pdf
https://ama.com.au/sites/default/files/Social_Media_and_the_Medical_Profession_FINAL.pdf
https://ama.com.au/sites/default/files/Social_Media_and_the_Medical_Profession_FINAL.pdf
https://www.wma.net/policies-post/wma-statement-on-the-professional-and-ethical-use-of-social-media/
https://www.wma.net/policies-post/wma-statement-on-the-professional-and-ethical-use-of-social-media/
https://journalofethics.ama-assn.org/article/professional-guidelines-social-media-use-starting-point/2015-05
https://journalofethics.ama-assn.org/article/professional-guidelines-social-media-use-starting-point/2015-05
http://dx.doi.org/10.1001/journalofethics.2015.17.5.nlit1-1505
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25986088&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21837888&dopt=Abstract
https://www.acpjournals.org/doi/abs/10.7326/0003-4819-158-8-201304160-00100?url_ver=Z39.88-2003&rfr_id=ori:rid:crossref.org&rfr_dat=cr_pub%3dpubmed
http://dx.doi.org/10.7326/0003-4819-158-8-201304160-00100
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23579867&dopt=Abstract
http://dx.doi.org/10.1111/tct.13033
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31144449&dopt=Abstract
http://europepmc.org/abstract/MED/19885073
http://dx.doi.org/10.5688/aj7306104
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19885073&dopt=Abstract
http://europepmc.org/abstract/MED/22171105
http://dx.doi.org/10.5688/ajpe759177
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22171105&dopt=Abstract
http://europepmc.org/abstract/MED/23459621
http://dx.doi.org/10.5688/ajpe7719
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23459621&dopt=Abstract
https://journals.lww.com/25076202.pmid
http://dx.doi.org/10.1097/ACM.0000000000000430
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25076202&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


184. Economides JM, Choi YK, Fan KL, Kanuri AP, Song DH. Are we witnessing a paradigm shift?: A systematic review of
social media in residency. Plast Reconstr Surg Glob Open 2019 Aug;7(8):e2288 [FREE Full text] [doi:
10.1097/GOX.0000000000002288] [Medline: 31592016]

185. Parsi K, Elster N. Why can't we be friends? A case-based analysis of ethical issues with social media in health care. AMA
J Ethics 2015 Nov 01;17(11):1009-1018 [FREE Full text] [doi: 10.1001/journalofethics.2015.17.11.peer1-1511] [Medline:
26595241]

186. Roy D, Taylor J, Cheston CC, Flickinger TE, Chisolm MS. Social media: portrait of an emerging tool in medical education.
Acad Psychiatry 2016 Feb;40(1):136-140. [doi: 10.1007/s40596-014-0278-5] [Medline: 25800704]

187. Alsobayel H. Use of social media for professional development by health care professionals: a cross-sectional web-based
survey. JMIR Med Educ 2016 Sep 12;2(2):e15 [FREE Full text] [doi: 10.2196/mededu.6232] [Medline: 27731855]

188. Fenwick T. Social media and medical professionalism: rethinking the debate and the way forward. Acad Med 2014
Oct;89(10):1331-1334 [FREE Full text] [doi: 10.1097/ACM.0000000000000436] [Medline: 25076200]

189. Harrison B, Gill J, Jalali A. Social media etiquette for the modern medical student: a narrative review. Int J Med Students
2014 Dec 24;2(2):64-67. [doi: 10.5195/ijms.2014.86]

190. de Melo Simplício AH. Social media and dentistry: ethical and legal aspects. Dental Press J Orthod 2019;24(6):80-89
[FREE Full text] [doi: 10.1590/2177-6709.24.6.080-089.sar] [Medline: 31994651]

Abbreviations
EM: emergency medicine
FtP: Fitness to Practice
GDC: General Dental Council
HCP: health care professional
HIPAA: Health Insurance Portability and Accountability Act
IRR: interrater reliability
MeSH: Medical Subject Headings
PD: program director
PRISMA-ScR: Preferred Reporting Items for Systematic Reviews and Meta-Analyses Extension for Scoping
Reviews
SM: social media
SNS: social networking site

Edited by R Kukafka; submitted 14.11.20; peer-reviewed by WSY Chan, Y Yilmaz; comments to author 14.01.21; revised version
received 19.04.21; accepted 23.09.21; published 17.11.21.

Please cite as:
Vukušić Rukavina T, Viskić J, Machala Poplašen L, Relić D, Marelić M, Jokic D, Sedak K
Dangers and Benefits of Social Media on E-Professionalism of Health Care Professionals: Scoping Review
J Med Internet Res 2021;23(11):e25770
URL: https://www.jmir.org/2021/11/e25770 
doi:10.2196/25770
PMID:34662284

©Tea Vukušić Rukavina, Joško Viskić, Lovela Machala Poplašen, Danko Relić, Marko Marelić, Drazen Jokic, Kristijan Sedak.
Originally published in the Journal of Medical Internet Research (https://www.jmir.org), 17.11.2021. This is an open-access
article distributed under the terms of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work, first published in the
Journal of Medical Internet Research, is properly cited. The complete bibliographic information, a link to the original publication
on https://www.jmir.org/, as well as this copyright and license information must be included.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25770 | p.564https://www.jmir.org/2021/11/e25770
(page number not for citation purposes)

Vukušić Rukavina et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://europepmc.org/abstract/MED/31592016
http://dx.doi.org/10.1097/GOX.0000000000002288
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31592016&dopt=Abstract
https://journalofethics.ama-assn.org/article/why-cant-we-be-friends-case-based-analysis-ethical-issues-social-media-health-care/2015-11
http://dx.doi.org/10.1001/journalofethics.2015.17.11.peer1-1511
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26595241&dopt=Abstract
http://dx.doi.org/10.1007/s40596-014-0278-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25800704&dopt=Abstract
https://mededu.jmir.org/2016/2/e15/
http://dx.doi.org/10.2196/mededu.6232
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27731855&dopt=Abstract
https://journals.lww.com/25076200.pmid
http://dx.doi.org/10.1097/ACM.0000000000000436
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25076200&dopt=Abstract
http://dx.doi.org/10.5195/ijms.2014.86
https://www.scielo.br/scielo.php?script=sci_arttext&pid=S2176-94512019000600080&lng=en&nrm=iso&tlng=en
http://dx.doi.org/10.1590/2177-6709.24.6.080-089.sar
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31994651&dopt=Abstract
https://www.jmir.org/2021/11/e25770
http://dx.doi.org/10.2196/25770
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34662284&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


Original Paper

Cancer Communication and User Engagement on Chinese Social
Media: Content Analysis and Topic Modeling Study

Liang Chen1, PhD; Pianpian Wang2, PhD; Xin Ma3, MA; Xiaohui Wang4, PhD
1School of Journalism and Communication, Tsinghua University, Beijing, China
2School of Media and Communication, Shenzhen University, Shenzhen, China
3Department of Communication, University of Maryland, Maryland, MD, United States
4Department of Media and Communication, City University of Hong Kong, Hong Kong, China

Corresponding Author:
Pianpian Wang, PhD
School of Media and Communication
Shenzhen University
#3883 Baishi Road
Nanshan District
Shenzhen, 518000
China
Phone: 86 15013528703
Email: pian.wang@szu.edu.cn

Abstract

Background: Cancer ranks among the most serious public health challenges worldwide. In China—the world’s most populous
country—about one-quarter of the population consists of people with cancer. Social media has become an important platform
that the Chinese public uses to express opinions.

Objective: We investigated cancer-related discussions on the Chinese social media platform Weibo (Sina Corporation) to
identify cancer topics that generate the highest levels of user engagement.

Methods: We conducted topic modeling and regression analyses to analyze and visualize cancer-related messages on Weibo
and to examine the relationships between different cancer topics and user engagement (ie, the number of retweets, comments,
and likes).

Results: Our results revealed that cancer communication on Weibo has generally focused on the following six topics: social
support, cancer treatment, cancer prevention, women’s cancers, smoking and skin cancer, and other topics. Discussions about
social support and cancer treatment attracted the highest number of users and received the greatest numbers of retweets, comments,
and likes.

Conclusions: Our investigation of cancer-related communication on Weibo provides valuable insights into public concerns
about cancer and can help guide the development of health campaigns in social media.

(J Med Internet Res 2021;23(11):e26310)   doi:10.2196/26310

KEYWORDS

cancer-related information; social media; topic modeling; user engagement; Weibo; cancer

Introduction

Background
Cancer ranks among the most widespread threats to public health
worldwide. In China—the world’s most populous
country—roughly one-quarter of the population consists of
people with cancer. According to the most recent statistics,
approximately 4,292,000 individuals have been diagnosed with

aggressive cancer, and 2,890,000 people in China died from the
disease in 2015 [1].

During the past decade, social media has become an important
platform that the public uses to express opinions [2]. The number
of Chinese people who use social media specifically to exchange
cancer-related information has increased dramatically [3,4].
Among the most popular social media sites in China, Weibo
(Sina Corporation)—China’s equivalent of Twitter—has
gradually become the primary channel that scholars use to help
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them understand public concerns about health-related issues.
However, due to the massive amounts of data on Weibo and
other social media platforms, efficiently extracting public
opinions from social media data has emerged as a critical
challenge for researchers [5].

In response to this challenge, this study was conducted to
investigate how China’s public has discussed cancer on Weibo
by summarizing data on the platform via automatic text
analytics. First, we conducted topic modeling to categorize
cancer-related messages on Weibo. Second, a regression analysis
was performed to examine the relationships between various
cancer topics and user engagement. The findings could help
health care practitioners with designing cancer prevention
programs for responding to public concerns, thereby increasing
these programs’ effectiveness.

Literature Review
Traditionally, face-to-face communication between physicians
and patients is the primary method of obtaining health
information from patients with cancer and their families.
However, with the advent of information and communication
technologies, an increasing number of people have been using
social media to obtain, generate, and share various information
about cancer [6]. Social media has become the main channel
where individuals can discuss potential causes and treatments
of the disease as well as express their thoughts and emotions
about cancer (ie, those that they cannot otherwise share with
relatives and friends due to social stigmatization) [7]. In
addition, a large number of health professionals have considered
the availability of health information on the internet to be a
positive development and have created and disseminated
cancer-related information on social media [8]. Weibo, as one
of the most popular social media platforms in China, has also
provided a space that Chinese people can use to share and
discuss various health-related issues. As such, Weibo is not
only a major source of web-based health information; it also
provides scholars with unprecedented opportunities to gauge
the public’s perceptions and their understanding of health-related
issues in China [9,10].

Scholars have conducted content analyses of social media
platforms to examine how the public perceives certain diseases,
such as H1N1 and breast cancer [11,12]. In recent years, some
studies have examined health-related information on social
media by using social computing methods in order to explore
the general public’s attitudes, thoughts, and feelings toward
certain issues in an unobtrusive and comprehensive way
[4,13]. For instance, Han et al [14] examined public attitudes
and perceptions regarding types of cancer by analyzing
cancer-related messages on Twitter via semantic network
analysis. They found that breast cancer, lung cancer, and prostate
cancer were the three most frequently discussed types of cancer
on Twitter. Moreover, discussions about cancer contained
positive and negative feelings toward and concerns about cancer.

Although extant research has focused on the number of messages
about different types of cancer and the public’s sentiment toward
cancer on Twitter, the nature of cancer-related messages on
Chinese social media is still understudied. To address this gap
in the literature, we used text analytics to answer the following

research question: what does the Chinese public talk about when
discussing cancer on Weibo (research question 1)?

Some scholars have also investigated the influences that a
message’s content has on user engagement when cancer-related
messages are disseminated on social media platforms. Social
media engagement is measured in terms of users’ interactions
with a message. This includes having a conversation with other
users through comments and performing actions that
demonstrate support, such as liking or retweeting [15,16].
Engagement with a social media message is generally
recognized as the most important indicator of popularity and
public interest [17]. Some studies have indicated that messages
about a specific topic or those that include certain elements
generate different levels of user engagement. For example,
Wang et al [18] found that messages that describe personal
cancer-related experiences resulted in a higher level of
engagement (ie, more shares and comments), while cancer
prevention–related topics failed to engage social media users.
Chen et al [19] also found that social media messages about
fear and treatment efficacy attracted more public attention and
received a greater number of likes, comments, and retweets. In
this study, we investigated the relationships between topics of
cancer-related messages and user engagement when such
messages are discussed and shared on Weibo. User engagement
was measured based on the number of comments, likes, and
retweets. Therefore, we proposed the following research
question: which cancer topics generate the highest levels of user
engagement on Weibo (research question 2)?

Methods

Data Collection
We searched for the keyword cancer and terms that represented
25 types of cancer to identify cancer-related messages on Weibo
that were posted between June 2015 and June 2016. Instead of
mining a full year’s worth of data, we randomly selected 7
consecutive weeks and downloaded all tweets that were
published during this period by using a Python web crawler.
Using consecutive weeks as the sampling frame is one of the
most commonly used approaches to obtaining data for content
analyses, and this method was confirmed to have relatively good
efficiency and accuracy in previous studies [20]. After extracting
the data, we formed a data set that contained each message’s
content, the time of posting, the number of retweets, the number
of comments, the number of likes, and the users who posted
each message. We excluded advertisements and messages that
were not related to cancer from the data set. The final data set
consisted of 16,654 cancer-related messages on Weibo.

Prior to the analysis, we cleaned the data by using the standard
preprocessing steps developed in previous studies [21,22]. The
procedures included converting the words in messages to
lowercase words; removing stop words, punctuation, numbers,
and nonword characters; and stemming the remaining text.
Afterward, we extracted all nouns from the text by using the
JiebaR package in R (R Foundation for Statistical Computing),
since nouns still carry meaning even without context and are
useful for identifying topics in the text of messages on social
media. Due to the messages’ language distribution
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characteristics, we expected a vast number of very infrequent
words in the vocabulary of a collection [23]. Hence, we also
removed all of the words that appeared fewer than 5 times in
the data set. This is one step in the standard procedures for
processing textual data [24], and this step can enhance an
algorithm’s performance remarkably and stabilize the stochastic
inference of latent Dirichlet allocation (LDA) [25].

Topic Modeling With LDA
Topic modeling algorithms are statistical methods that are used
to analyze words in a text to discover the major themes in the
text [26]. Topic modeling also enables users to organize and
summarize a large number of documents that would be
impossible to annotate manually. We used the LDA topic
modeling technique, which generated the following two
probability distribution outputs: the probability distribution of
topics in each document and the probability distribution of terms
representing each topic. We determined the number of topics
by repeating our analysis with different numbers of topics and
comparing the perplexity of each analysis. A lower value of
perplexity represents a better model fit [27], and increasing the
number of topics generally reduces the perplexity value. When
choosing the number of topics, one should consider both the
simplicity and interpretability of the textual content [22].

Regression Analysis
A regression analysis was conducted to investigate how the
topics discussed in cancer-related Weibo posts influenced user
engagement. The unit of analysis was the text of a Weibo post.
The dependent variable was engagement, which was
operationalized as the number of retweets, number of comments,
and number of likes that a message received. The independent
variables were the cancer-related topics that were revealed by
the topic modeling analysis. Further, this study considered a
series of control variables to control the potential influence that
message characteristics had on user engagement, including the
number of nouns in a message; whether a message contained a
URL, a mention of usernames, or a hashtag; and whether a
message was news. The independent variables were entered
into the regression model according to their assumed causal
order. Specifically, control variables were entered in the first
block, and the second block included the topics. The probability
distributions generated by the LDA analysis revealed the topic
data for each message and the probability of a message falling
into a particular topic category. The distribution of the number
of nouns was left skewed. Thus, a square root transformation
was performed prior to the analysis. The number of retweets,
comments, and likes followed a power-law distribution. A log
transformation was performed prior to the analysis.

Results

Word Frequency Statistics
According to the frequency statistics, the keyword that was
mentioned the most often in the data set was breast cancer
(1465/16,654, 8.80%), followed by leukemia (1315/16,654,
7.90%), esophageal cancer (1155/16,654, 6.93%), and lymph
cancer (1121/16,654, 6.73%). Other cancers that were frequently
discussed included lung cancer (808/16,654, 4.85%), gastric

cancer (761/16,654, 4.57%), cervical cancer (729/16,654,
4.34%), and brain cancer (637/16,654, 3.83%). In summary,
discussions about cancer on Weibo focused on the following
three cancer categories: digestive cancers (ie, esophageal cancer,
gastric cancer, intestinal cancer, gallbladder carcinoma, and
liver cancer), urogenital cancers (ie, cervical cancer,
metrocarcinoma, endometrial cancer, uterine cancer, bladder
cancer, prostate cancer, renal cancer, renal adenocarcinoma,
and ovarian cancer), and lymphoid and hematopoietic cancers
(ie, leukemia, lymph cancer, and lymphoma). In addition, a
large part of the discussions referred to cancer and malignancy
in a more general sense.

Topic Modeling via LDA
By conducting topic modeling to analyze the text and comparing
the perplexity indices, we found that categorizing topics into 6
topic categories was optimal. Based on our findings, as well as
findings from previous cancer-related studies [27], we identified
the following six topics.

Topic 1: Social Support
The topic of social support encompassed a wide range of
opinions about forms of social support and available help for
coping with cancer. The most commonly used keywords that
represented social support were child, hope, love, friend, father,
mother, classmate, son, daughter, and family. In addition, the
keyword leukemia was also found in discussions about social
support, largely because relatives and friends of people with
leukemia tend to seek social support on Weibo.

Topic 2: Cancer Treatment
The topic of cancer treatment represented discussions involving
the keywords treatment, tumor, early stage, later stage,
symptom, patient, surgery, hospital, method, chemotherapy,
diagnose, and appearance and other words that immediately
suggested the topic of cancer treatment.

Topic 3: Cancer Prevention
The topic of cancer prevention generally concerned issues
related to cancer prevention, especially food and eating habits.
The most frequently used keywords that represented this topic
were risk, food, foodstuff, research, vegetables, diet, prevention,
fruit, anticancer, drinking, chance, intake, soy milk, cured food,
vitamins, and fat. As such, this topic covered not only cancer
prevention but also relationships among food, eating habits, and
cancer risks.

Topic 4: Women’s Cancers
The most frequently used keywords that represented the specific
characteristics of women’s cancers were female, uterus, breast
cancer, cervical cancer, HPV, age, menstruation, fertility, and
ovarian cancer. Discussions about this topic included several
common types of women’s cancers and important related topics,
such as the human papilloma virus, menstruation, fertility, and
age.

Topic 5: Smoking and Skin Cancer
This topic represented smoking-related cancers and skin cancer
in particular. The most frequently used keywords included
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secondhand smoke, skin cancer, lung cancer, smoker, sunscreen,
risk, quit smoking, ultraviolet light, and child.

Topic 6: Others
We classified the sixth topic as “others,” since it contained
several topics related to cancer prevention, men’s cancers,

alcohol, and other types of cancer. The most frequently used
keywords were golden rules for cancer prevention, exercise,
cell phone, male, prostate, BMI, heart, beer, drinking, oral
cancer, and intestinal.

Figure 1 shows the intertopic distance of all topics.

Figure 1. Intertopic distance map. A: LDAvis package and the 30 most common words representing each topic; B: translated from Chinese terms. The
size of the circles indicates the topic proportions for all text. HPV: Human Papilloma Virus.

Descriptive Analysis of Engagement
Table 1 presents the descriptive statistics and intercorrelations
of the three measures of engagement. The number of retweets
for all of the messages varied from 0 to 8033 (mean 10.73, SD
169.54). The number of comments ranged from 0 to 10,897
(mean 6.38, SD 142.08). The number of likes ranged from 0 to
48,963 (mean 20.21, SD 516.83). The distribution of all of the

engagement measures followed a long-tail distribution; a few
messages generated a high level of engagement, while most of
the others languished in obscurity. Moreover, the correlation
tests showed a strong correlation between the number of retweets
and comments, while the binary relationships between these
two popularity indices and the number of likes were moderate.
This indicated that the three measures were highly related and
presented unique aspects of user engagement.
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Table 1. Descriptive analysis and correlation matrix of user engagement measures.

Number of likescNumber of commentsbNumber of retweetsaPopularity measures

Number of retweets

0.414d0.732d1r

<.001<.001—eP value

Number of comments

0.484d10.732dr

<.001—<.001P value

Number of likes

10.484d0.414dr

—<.001<.001P value

aThe mean number of retweets was 10.73 (SD 169.54).
bThe mean number of comments was 6.38 (SD 142.08).
cThe mean number of likes was 20.21 (SD 516.83).
dSignificant at the P<.001 level.
eNot applicable.

Regression Analysis Results
Table 2 presents the results from the ordinary least squares
regression analysis for predicting engagement. All factors were
significantly associated with the number of retweets, and social
support was the primary factor related to the number of retweets.
In addition, social support, cancer treatment, women’s cancers,
and smoking and skin cancer were positively related to the
number of comments. The topic of cancer prevention was not
significantly associated with the number of comments on
messages (P=.09). It means that the coefficient of it (.016) is
not significant. Besides, all factors were positively associated

with the number of likes, except for the inclusion of URLs
(P=.07) and the cancer prevention topic (P=.06).

The results of the regression analysis indicated that among all
five cancer topics, discussions about social support had the
greatest effect on user engagement indices, that is, the number
of retweets (β=.26; P<.001), comments (β=.36; P<.001), and
likes (β=.34; P<.001). In other words, social support was the
most popular cancer topic on Weibo. Messages that contained
discussions about social support were more likely to attract
users’ attention and stimulate engagement on social media.
Further, the cancer treatment and smoking and skin cancer topics
were also strong predictors of user engagement, which suggests
that these topics attract a lot of public attention.
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Table 2. Regression results based on user engagement measures as the criteria (N=16,651).

Number of likesd, βbNumber of commentsc, βbNumber of retweetsa, βbVariables

0.001.001Intercept

Control variables

.056e–.005e.118eNoun count

.014e–.050e.066eInclusion of a URL

.023f.028e.044eInclusion of a username mention

.126e.057e.114eInclusion of a hashtag

.108e.042e.144eThe message was news

Topics

.337e.361e.262eSocial support

.116e.097e.125eCancer treatment

.023e.016e.033eCancer prevention

.059e.038e.054eWomen’s cancers

.123e.084e.110eSmoking and skin cancer

aThe R2 value for the number of retweets is 0.066 (P<.001).
bIndicates the β weights or standardized regression weights.
cThe R2 value for the number of comments is 0.089 (P<.001).
dThe R2 value for the number of likes is 0.075 (P<.001).
eSignificant at the P<.001 level.
fP=.002

Discussion

Principal Findings
Our study made an initial attempt at conducting a systematic
textual analysis of cancer-related messages on Weibo. By using
word frequency statistics and conducting topic modeling and
regression analyses, we identified the major topics of public
discussions about cancer on Chinese social media and examined
the relationship between different cancer topics and user
engagement.

The word frequency statistics indicated that the cancer that is
discussed the most often on Weibo is breast cancer, followed
by leukemia, esophageal cancer, and lymphoma. This contradicts
the incidence and mortality rates of cancer in China [1], where
lung cancer, stomach cancer, and liver cancer are the most
prevalent cancers, followed by breast cancer. A plausible
explanation for this is that the survival rate of patients with
breast cancer is greater than the survival rates of most patients
with other types of cancer. Consequently, many patients with
breast cancer and their families might spend a longer time
expressing their opinions and seeking relevant information on
Weibo [28,29]. In addition, according to Weibo’s annual report,
68.8% of Weibo users are aged 18-35 years, 77.8% of users
have a high level of education, and users in high-income areas
account for a relatively large proportion of users [30]. In other
words, a majority of Weibo users are young people with high
socioeconomic statuses. However, those with a higher risk of
cancer and mortality are typically older adults and people with

low socioeconomic statuses. As such, we found a difference
between the cancers discussed on Weibo and the cancers with
the highest mortality rates in China.

We used automatic text analytics to examine cancer-related
discussions on Weibo. The discussions were categorized into
the following six topics: social support, cancer treatment, cancer
prevention, women’s cancers, smoking and skin cancer, and
other topics. Our topic categories summarize the main topics
that are discussed by the public when they talk about cancer,
and they are statistically supported by a large amount of data.
In particular, the results revealed that people mainly seek and
provide social support messages about cancer on Weibo.
Moreover, our regression results confirm that social support is
the most popular cancer topic on Weibo. Messages about social
support received a larger number of retweets, comments, and
likes than those about other topics. These results align with
findings from previous studies [29,31] and can possibly be
explained by the Chinese collectivist culture, in which people’s
decision-making is usually interdependent. When developing
medical responses to health problems, Chinese people tend to
rely on advice and support from health care professionals and
people with similar health conditions [32].

Our results also suggest that many public discussions about
cancer on Chinese social media focus on cancer treatment. In
addition, messages about cancer treatment received a large
number of retweets, comments, and likes. This suggests that
most Weibo users pay more attention to (ie, retweet, comment
on, and like) messages that discuss cancer symptoms and
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treatments and pay less attention to other topics, such as cancer
prevention. However, a closer look at the discussions indicates
that most messages on Weibo exaggerate the effects that diet
has on cancer treatment. For instance, the following message
captures this tendency quite well:

[Onion wine is effective in treating cancer] Tu Ge is
a 40-year-old man. After diagnosed with cancer, he
drank onion wine every day. Then, the cancer cells
are getting smaller.

Although such messages on Weibo attract a lot of attention and
generate a lot of discussion, such inaccurate statements can
misguide individuals’ responses to cancer [33]. Further, while
health-related misinformation is a long-standing area of research
[34], studies on the effects of nonmalicious misinformation
remain scarce. Future studies could investigate specific
categories of misinformation about cancer, especially the
difference between malicious and nonmalicious cancer-related
misinformation.

Interestingly, our results show that while people do not discuss
smoking and skin cancer very often on Weibo, messages about
smoking-related topics are more likely to generate a high level
of user engagement. One possible explanation for this could be
that unlike other cancer topics, such as cancer treatment and
prevention, that attract people living with cancer, smoking is a
common issue in China. As a result, smokers and their relatives
and friends may be interested in sharing and engaging in
smoking-related discussions. Thus, smoking-related messages
generate a higher level of user engagement on Weibo.

Our findings provide several insights. First, the thematic
framework that we discovered via topic modeling could
complement and verify the traditional categorization of
cancer-related topics. The categorization of public discussions
also sheds light on the public’s knowledge and awareness of
cancer-related issues [35]. Second, by combining automatic text
analytics and regression analyses, we provided an approach to
summarizing and gaining insights from a large amount of

user-generated content. In terms of practicality, this means that
the topic modeling of cancer-related content on Weibo can be
conducted to monitor the public’s attention to cancer in real
time. Third, the regression analysis showed that the social
support and cancer treatment topics attracted the most public
attention. These findings could help relevant agencies and health
care professionals to understand social media users’ needs and
suggest strategies for designing effective health campaigns and
promotions.

Limitations and Suggestions for Future Research
Our study has several limitations. First, because data on social
media change greatly over time, the messages posted at the time
of this study may not fully reflect the current situation.
Additionally, since our analysis did not account for the time of
posting, the dynamic nature of the public’s attention to
cancer-related topics remains unknown. Especially since the
State Council of China issued the guideline on Internet Plus
Healthcare in 2018, the health information industry in China
has witnessed rapid growth and structural changes. Therefore,
on the basis of this study, we call for further studies on this topic
to compare discussions conducted at different time points to
gain insights into how health-related discussions on social media
will evolve over time.

Second, it is possible that the cancer-related posts of users who
are more popular on social media platforms attracted more
attention. Thus, the number of followers that an individual
Weibo user has could be a strong confounder of the number of
retweets, comments, and likes. However, this factor was not
taken into consideration in this study due to the lack of
techniques and resources. Future studies can conduct
hierarchical regression analyses to investigate this issue.

Finally, we analyzed data from Weibo only. Therefore, any
generalization of our results should take the characteristics of
Weibo users into consideration [36]. Future research should be
conducted to analyze data on other social media platforms and
cross-verify our results.
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Abstract

Background: Adolescents and young adults frequently post alcohol-related content (ie, alcoholposts) on social media. This is
problematic because both social norms theory and social learning theory suggest that viewing alcoholposts of peers could increase
drinking behavior. It is therefore paramount to understand the effects of exposure to alcoholposts on viewers.

Objective: This study aimed to investigate the causal effects of exposure to alcoholposts on alcohol consumption by using a
rigorous design.

Methods: We conducted a 6-week longitudinal study during which alcoholposts were measured by a newly developed app that
copied Facebook posts shared by participants (n=281) to a new social media environment. In addition, daily questionnaires
assessed alcohol use. Effects of natural alcoholposts (ie, posted by the participants) were assessed in phase 1, and effects of
experimental posts (ie, posted by fake participants) were explored in phase 2.

Results: Results showed that natural alcoholposts increased the occurrence and quantity of drinking the following day. That is,
exposure to a single additional alcoholpost increased the log odds of drinking the next day by 0.27 (b=.27, credible interval [CI]
.18 to .35). Furthermore, the number of natural alcoholposts had a positive (predictive) effect on the number of glasses drunk the
next day (b=.21, CI .14 to .29). In phase 2 when experimental posts were also present, these effects decreased. Experimental posts
themselves had hardly any effects.

Conclusions: This study illustrates clear and direct effects of exposure to alcoholposts on next-day alcohol consumption and
suggests that alcoholposts represent an important societal problem that interventions need to address.

(J Med Internet Res 2021;23(11):e28237)   doi:10.2196/28237

KEYWORDS

social media; social networking site (SNS); alcohol-related posts; alcoholposts; alcohol consumption

Introduction

Interpersonal Communication About Alcohol Use
Adolescent alcohol abuse is related to severe accidents, brain
damage, and future alcohol addiction [1,2]. Studies in offline,
face-to-face contexts have shown that interpersonal
communication about alcohol influences alcohol consumption
[3,4]. However, as a result of significant changes in the
interpersonal communication and media landscape,

communication today often takes place online [5]. In particular,
adolescents and young adults frequently visit social networking
sites (SNSs) such as Facebook and Instagram and often post
alcohol-related content on these sites [6,7]. Examples of
alcohol-related SNS content (henceforth: alcoholposts) are party
pictures posted on Facebook in which groups of people are
holding alcoholic drinks or Instagram photos in which a close-up
of a cocktail is shown [8]. Given the prevalence of alcoholposts,
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it is paramount to understand the effects of exposure to
alcoholposts on their viewers.

Some recent studies suggest that alcoholposts are related to
increased alcohol consumption. Unfortunately, however, most
of these studies do not allow for strong conclusions about
causality because they use cross-sectional designs [6,9-11],
making it impossible to conclude whether posting or seeing
more alcoholposts leads people to consume more alcohol or
vice versa. Furthermore, previous studies frequently rely on
retrospective self-reported social media use [8,12-14], which
can be problematic because people may have difficulty
remembering what they have encountered on social media and
at what exact time, especially if the inquired recollection
overarches a longer period (eg, in the past year). Last, not many
studies have experimentally investigated effects of alcoholposts
in a realistic social media environment. Thus, to ascertain the
effects of alcoholposts on alcohol use, there is an urgent need
for longitudinal studies that combine daily measurements of
alcohol consumption with daily objective measurements of
alcohol-related social media content and that experimentally
study the effects of alcoholposts on drinking behavior.

Alcohol-Related Content on Social Media
The rise of social media introduced new ways for young people
to communicate with each other. A multitude of studies
examining platforms such as Facebook, Instagram, and YouTube
show that young people post many alcoholposts. Although
estimated percentages of young people posting alcoholposts
vary between 36% to 96%, studies agree that alcohol is
frequently visible on SNS [6,7,15]. Most adolescents and young
adults indicate that they post alcoholposts because they want
to entertain others or celebrate and share nice moments with
friends [16]. Furthermore, it has been suggested that posting
alcoholposts is something that people are generally not
consciously aware of, as it often happens without deliberate
intent [17].

Content analyses have drawn several important conclusions
about the nature of alcoholposts: (1) they mostly portray alcohol
use as a normal part of life (eg, pictures of dinners or parties),
(2) they almost always involve a positive context (eg, laughing
faces), and (3) they often contain a social component (eg,
showing groups of people) [8,18,19]. All 3 aspects are
problematic. The first 2 because they imply that alcoholposts
express to viewers that alcohol use is positive and normal, while
at the same time the negative consequences of alcohol use (eg,
drunk people embarrassing themselves) are ignored. The third
aspect is also alarming, because a vast body of research
consistently confirms that social norms are very powerful in
influencing behavior [20-23]. Thus, viewing alcoholposts in
which many people are drinking alcohol is likely to have a
strong influence on behavior. Given these characteristics and
the presence of alcoholposts on social media, it is vital to better
understand how viewing such posts influences drinking
behavior.

Why Viewing Alcoholposts May Make People Drink
The tenets of both social norms theory [24] and social learning
theory [25] would predict that seeing alcoholposts strongly

increases drinking behavior among viewers. Social learning
theory and later social cognitive theory [26] posit that behaviors
can be learned from observing and imitating others. Moreover,
it is suggested that especially seeing behavior rewarded or
punished can lead to learning effects and behavior changes. As
argued, alcoholposts are often positive and social (eg, showing
laughing people being present at fun events). These aspects of
alcoholposts may make alcohol use seem rewarding, leading
viewers to increase their drinking behaviors.

Social norms theory similarly suggests that behavior is
influenced by people’s perceptions of how others think and act.
These perceived norms are more important for behavior than
objective norms (ie, what others actually do), while they are
likely to be based on misperceptions of how others behave [27].
In the context of alcohol use, it has been shown that people
often mistakenly think that others drink more alcohol than they
do themselves (ie, pluralistic ignorance [28]). This false belief
may be reinforced by exposure to alcoholposts in which
seemingly everyone is engaging in drinking behaviors. Such a
belief may particularly increase drinking behaviors in viewers
who want to fit in and behave in line with existing norms (see
also Beullens and Vandenbosch [29]).

Studies on the Relationship Between Alcoholposts and
Alcohol Consumption
Thus, in line with both social norms theory and social learning
theory, viewing alcoholposts of peers on social media is
expected to increase drinking behavior. Several recent studies
have addressed this relationship; however, some important
aspects of these studies limit the implications of this previous
research.

Cross-sectional Studies
Several cross-sectional studies suggest that exposure to
alcoholposts is related to drinking behaviors [9,10]. For example,
Ranney et al [30] linked state-wide alcohol tweets with
emergency care visits. Geusens and Beullens [6] observed that
self-reported alcoholposts on social media were related to
increased self-reports of alcohol abuse, and Thompson and
Romo [11] found that self-reported alcoholposts were associated
with alcohol-induced problems. However, in these studies
questionnaires measured both seeing alcoholposts in a previous
period and alcohol use in the previous period. Therefore, it is
not clear whether alcoholposts predict drinking or are a
consequence of (ie, simply reflect) it.

Longitudinal Studies
A handful of recent studies have used a longitudinal design to
address the relationship between exposure to alcoholposts and
alcohol use. For example, Tucker and colleagues [15] showed
that greater self-reported exposure to alcoholposts in 7th grade
predicted drinking in 8th grade, controlled for drinking at 7th
grade. Erevik and colleagues [31] showed that especially
self-reported disclosure (instead of exposure) of alcoholposts
predicted alcohol use 1 year later. Furthermore, in a study by
Boyle et al [12], self-reported exposure to alcoholposts during
the first 6 weeks of college predicted alcohol use 6 months later,
controlled for previous alcohol use. However, these longitudinal
studies all measured exposure to alcoholposts by using

J Med Internet Res 2021 | vol. 23 | iss. 11 | e28237 | p.575https://www.jmir.org/2021/11/e28237
(page number not for citation purposes)

Hendriks et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


self-report (eg, questions such as “How often during the past 3
months did you see pictures on an SNS showing or talking about
someone who is drunk?” [9]). This is problematic, since
evidence suggests that it is very hard to correctly recall media
exposure (ie, recall bias), especially if it covers a longer time
period in the past [13,14]. The problem of self-reported media
exposure is not unique to this context and poses a challenge for
researchers in many other related fields [32].

Furthermore, these previous studies used a long time span
between exposure to alcoholposts and alcohol use (eg, 6 or 12
months), whereas a short time span (eg, 1 day) would provide
useful insights into the direct effects of viewing an alcoholpost
on drinking shortly afterward. That is, although longitudinal
designs with longer time spans may provide information on
long-term effects of alcoholposts, it is unclear what occurs
exactly in between waves, making the direct and short-term
effects of alcoholposts unknown. Thus, although a few valuable
longitudinal studies exist, limitations in their designs curtail our
understanding of the direct causal effects of alcoholposts on
alcohol use. In this study, we applied a longitudinal design in
which we measured exposure to alcoholposts objectively and
included daily measurements of exposure to alcoholposts as
well as alcohol use.

Experimental Studies
Not many experimental studies exist that address the effect of
exposure to alcoholposts on alcohol use. One experimental study
by Alhabash et al [33] manipulated various aspects of alcohol
marketing posts and studied subsequent effects (see also
Alhabash et al [34]). In line with this, another experimental
study by Noel [35] on alcohol marketing manipulated types of
ads as well as comments and studied effects on purchase
intentions. Although very valuable, these studies focused on
alcohol marketing and not on user-generated content.
Furthermore, these studies did not use a realistic immersive
social media environment reflecting real-life conditions. We
argue it is essential to use an experimental design to study the
effects of alcoholposts in order to be able to make inferences
about causality. That is, if participants are randomly assigned
to different alcoholpost conditions, then any differences between
groups with regard to drinking behavior can be attributed to the
exposure to the specific posts within the experimental
conditions. Therefore, to solidify our claims about the causal
effects of alcoholposts, we also used an experimental design in
which the effects of experimentally manipulated exposure to
alcoholposts were assessed. We did this in a realistic social
media environment closely resembling real life.

Our Study
In sum, although previous studies have provided valuable
insights into alcohol-related social media use, to provide a clear
answer about the causal effects of exposure to alcohol content
on social media, we used a longitudinal study that combined
objectively measured daily exposure to alcoholposts with daily
measurements of alcohol consumption (ie, whether [occurrence]
and how much [quantity] people drink). Because previous
research has shown that existing alcoholposts are mainly positive
and social and social norms theory, social learning theory, and

empirical evidence suggest that seeing alcoholposts leads to
increased drinking behavior, we expected the following:

• H1: Exposure to natural alcoholposts increases the
occurrence and quantity of alcohol consumption.

Furthermore, in a second phase of our study we experimentally
investigated the effects of alcoholposts. More specifically,
existing alcoholposts were observed in the first phase (ie, natural
posts), and additional alcoholposts were experimentally
manipulated during the second phase (ie, experimental posts).
The experimental posts differed in terms of valence (negative
versus positive about alcohol) and the degree to whether they
were social (ie, showed people), and we investigated how these
experimental posts influenced daily measures of alcohol
consumption. Because previous research [21,36] has shown that
the activation of positive alcohol associations (eg, as a
consequence of positive alcoholposts) and the observation of
other people drinking alcohol (eg, as a consequence of social
alcoholposts) can increase alcohol consumption, we expected
the following:

• H2a: Exposure to positive experimental alcoholposts
increases the occurrence and quantity of alcohol
consumption, whereas negative experimental alcoholposts
decrease the occurrence and quantity of alcohol
consumption.

• H2b: Exposure to social experimental alcoholposts has a
stronger influence on the occurrence and quantity of alcohol
consumption than exposure to nonsocial alcoholposts.

In this study, we focused on college students, based on a
previous study highlighting that college students (aged 18 to
30 years) posted far more alcoholposts than high school students
(aged 12 to 18 years) [17]. Furthermore, we chose to focus on
Facebook because this was the most popular social media
channel among our target group (college students in the
Netherlands) at the time the study was conducted. That is, 89%
of Dutch people aged 20 to 39 years used Facebook, in
comparison with 46% who used Instagram and 32% who used
Snapchat [37]. Among those aged 15 to 19 years, Facebook use
was also very high (72%), although Instagram (73%) and
Snapchat (72%) were starting to get more users. Furthermore,
several studies conducted in this context showed that
alcoholposts were common on Facebook. For example, Van
Hoof et al [38] showed that 99% of college student Facebook
profiles contained alcohol references. Therefore, we used
Facebook to study effects of alcohol content.

Methods

To obtain daily exposure measurements of alcoholposts, we
developed a social media app that copied participants’Facebook
posts to a new and realistic social media environment (more
information below). Effects were assessed on daily
measurements of alcohol consumption.

Participants
Participants were all students and participated in groups (ie,
they were asked to sign up as a group: friends, classmates,
colleagues). Most groups were friends or classmates. The reason
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for recruiting in groups is that we wanted participants to know
some but not all of the other participants. That is, we wanted
them to see posts of people who were familiar to them (as is
normally the case on social media), but we also wanted them
to see posts of people unfamiliar to them. That way, we could
add experimental posts of fake unfamiliar participants to the
study without participants’ awareness. In all analyses we
controlled for group (ie, we did multilevel analyses).

The baseline survey was answered by 306 participants. During
the course of 6 weeks, 25 participants never answered the daily
survey and were therefore omitted from analyses. Therefore,
281 participants, who were part of 49 groups, were included in
the analyses (208 women, 73 men, mean age [SD 1.90] 20.53
years, range 17 to 30 years). All participants were Dutch. In the
Netherlands, the minimum legal age to purchase alcoholic
beverages is 18 years.

There were 49 groups in total. Group sizes ranged from 2 to 18
participants. Most groups consisted of 4 to 5 people. That is, 7
(14%) groups had 2 to 3 participants, 25 groups (51%) had 4
to 5 participants, 8 groups (16%) had 6 to 7 participants, 4
groups (8%) had 8 to 9 participants, and 5 groups (10%) had
10 to 18 participants. At the beginning of the study, there were
722 existing Facebook friendships within these groups (out of
922 possible friendships within groups). Across groups, there
were 653 friendships (out of 38,418 possible friendships across
groups). On average, a participant had a Facebook friendship
with 4.6 participants from another group.

Design
The study used a longitudinal design with 43 measurements (1
baseline survey and 42 daily measurements). Participants first
completed a baseline survey and starting 1 week later, they were
followed for 6 weeks (ie, 42 days in total) during which
alcohol-related social media use and alcohol consumption were
measured on a daily basis.

The study had 2 phases: during the first 3 weeks, posts were
merely observed (ie, natural posts), and during the next 3 weeks,
fake participants (ie, profiles made by the experimenter) posted
additional alcoholposts (ie, experimental posts). In order to test
the influence of different types of experimental posts, we
manipulated 2 aspects of the experimental posts. That is, based
on studies that show that alcoholposts are usually positive and
social [8,19], we manipulated whether the post had a negative
or positive context and also whether the post was social or not
social (ie, no people visible). Groups were randomly assigned
to 1 of the 4 conditions in this 2 (negative versus positive) × 2
(not social versus social) between-subjects design. During phase
2, participants only saw experimental posts within the same
condition (eg, only positive social experimental posts).

Procedure
Participants were recruited at university campuses and student
buildings and were asked to participate in groups (minimum
size of 4 people). At the beginning of the baseline survey,
participants were informed about what their participation in the
study entailed (ie, completing daily questionnaires, engaging
with the SNS app, and giving access to their Facebook posts)
after which they provided their informed consent.

To prevent participants from correctly guessing the purpose of
the study, they were told that they would be involved in 2
separate study parts (ie, 1 focusing on the questionnaire, and 1
focusing on Facebook using the SNS app). Next, they answered
questions concerning demographics and expected covariates
(ie, gender, study year, habitual frequency of alcohol use, and
habitual quantity of alcohol use). At the end of the baseline
survey, participants received instructions on how to download,
install, and use the SNS app.

A week thereafter the study started. Participants took part in
the study for 6 weeks. Every day, they had 2 tasks: answer a
short questionnaire (measuring alcohol use on the previous day)
and visit and engage with the SNS app. Filler questions (about
exercising and snacking behaviors) were added to the
questionnaire to obscure the real purpose of the study. To help
remind participants, we sent push messages with a link to the
questionnaire via the SNS app every day at 9 AM. Furthermore,
participants could click on the SNS app, view posts, and engage
(ie, like and/or comment) with posts (more information on the
SNS app is described later). Participants were told that it was
very important to answer the questionnaire and visit the app
every day. We monitored whether participants opened and
engaged with the SNS tool (time was not monitored). When
participants did not log in, they would receive a reminder to
engage with the tool. In the beginning, this was done for
everyone on a daily basis. After a few weeks, ensuring that
participants were engaging actively, this was done by randomly
checking activity levels of participants.

As stated, the study had 2 phases: during the first 3 weeks (days
1 to 21), posts were merely observed. That is, only real posts
(ie, natural posts) of the participants were visible in the app.
During the next 3 weeks (days 22 to 43), fake participants (ie,
profiles made by the experimenter) posted additional
alcoholposts (ie, experimental posts; based on the 4
between-subject conditions).

After 43 days, participants answered the final survey after which
they were debriefed and rewarded (€30 [US $35] per
participant). All participants were extensively debriefed,
especially on the fact that there were (positive) fake
experimental posts in the second phase and that they should be
aware of the negative consequences of alcohol use. At any time,
participants were allowed to withdraw their participation, also
after reading the debrief (and what the study was really about).
The study underwent extensive ethical screening and received
ethical approval by the University of Amsterdam’s ethical board
(2018-PC-8731).

Materials

SNS App
To measure social media use, an app was developed for this
study by the software company Akyla. After participants
downloaded and accepted the terms of the app, it was able to
copy all posts that participants posted on Facebook from that
moment on. These posts were subsequently posted in the app,
which strongly resembled a Facebook environment. See Figure
1 for a visual representation of the timeline. In this app,
participants were able to see their and other participants’ posts
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and engage (ie, like and/or comment) with them in a similar
way as can be done on Facebook. Using this app had several
advantages over using Facebook directly: (1) we were absolutely
sure what posts and in what order participants were exposed to
in the app (with current Facebook algorithms, this is not
transparent and individual-specific), (2) we only showed

participants posts of other participants (and not of friends of
friends) and we only collected participants’ posts and not posts
of their friends who did not participate in this study, thereby
decreasing privacy concerns, and (3) we were able to add
experimental posts to this SNS context in a realistic way.

Figure 1. Visual representation of the timeline of the social networking site tool.

Natural Posts
All posts posted in the SNS app were automatically stored for
the experimenter in an Excel (Microsoft Corp) file. This Excel
file was coded in order to determine whether posts were
alcoholposts based on a coding book by Hendriks et al [8]. If a
post clearly showed alcohol in the picture or clearly referred to
alcohol in the header, it was coded as an alcoholpost. If this was
the case, it was also coded whether the context of alcohol was
positive (eg, showing laughing people or positive consequences
of alcohol use [having fun]), negative (eg, showing frowning

people or negative consequences of alcohol use [a hangover]),
or neutral (ie, when it was not clearly positive or negative), and
whether the alcoholpost was social or not (showing people
versus no people visible).

Experimental Posts
There were 24 experimental posts in total. Participants saw 6
experimental alcoholposts within their allocated condition
distributed over a period of 3 weeks. All posts fit the condition;
however, we used different types of posts to make the
manipulation less obvious and provide more variation. That is,
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we used 3 personal posts, 2 campaign posts, and 1 news post.
The personal posts were similar to the majority of alcoholposts
previously reported in literature [8] and showed personal photos
of experiences (eg, a night out). The campaign posts reflected
posts by professional organizations, either being existing alcohol
commercials (in case of the positive conditions) or existing
antialcohol campaigns (in case of the negative conditions). The
news posts were existing news messages about, depending on
the condition, the negative or positive effects of alcohol use.
The 24 experimental posts were based on an extensive pilot
study (n=41, 29 women, 12 men, mean age [SD 3.23] 22.90
years, range 18 to 36 years), in which 54 posts were evaluated.

Pilot participants evaluated the posts on a Likert scale from
1=very negative to 7=very positive by answering questions
related to valence (“I think this post is very negative/very
positive about alcohol” and “I find it likely that the person
posting this is very negative/very positive about alcohol”) and
social aspects (“How many people did you see/tagged in the
post?” and “Do you consider this to be a ‘social’ post?” and
“Did the post include an individual or social activity?”). Of
these posts, the most clearly negative/positive and
social/nonsocial posts were chosen. See Figure 2 for all
experimental posts used and Multimedia Appendix 1 for
translations.

Figure 2. All experimental posts used during phase 2.

Measures

Daily Alcohol Consumption
Alcohol consumption was measured in the short daily
questionnaire by addressing occurrence (whether people drink)
and quantity (how much they drink). Occurrence was measured
by the question “Did you drink alcohol yesterday?” (no/yes),
and quantity was measured by “How many alcoholic drinks did
you consume?” (mean 1.57 [SD 3.27] glasses, range 0 to 50
glasses).

Filler Questions
In the daily questionnaire, filler questions were asked about
exercising and snacking behavior to make the focus on alcohol
less obvious.

Covariates
The covariates habitual frequency of alcohol use (ie, “How often
do you normally consume alcohol?” 8-point scale ranging from
“I never drink” to “once a day or more often”), habitual quantity
of alcohol use (ie, “On a drinking day, how many alcoholic
drinks do you usually have?” 10-point scale ranging from “1”
to “10 or more”), gender, and study year were measured in the
baseline survey.

Analyses

Multilevel Modeling
We tested multilevel models with 3 levels (ie, daily alcohol use
reports [level 1] nested within participants [level 2] nested within
groups [level 3]). To examine the effects of alcoholposts on
alcohol occurrence, a logistic regression was conducted, and to
investigate effects on alcohol quantity, a negative binomial
model was tested. We used the Hamiltonian Monte Carlo
estimation as implemented in the R package rstanarm [39]. We
used a Bayesian approach (Multimedia Appendix 2) to data
analysis [40], enabling us to draw conclusions about the
probability that a parameter is in a particular range (ie, credible
interval). The reader may use this interval for testing null
hypothesis significance by checking if the interval contains
zero, but we prefer to interpret the intervals because null
hypothesis significance testing is highly contested [41,42].

Random Effects
Alcohol drinking is usually a habit linked to particular days in
the week [43]. In our sample, we observed clear differences
between the weekdays in terms of the number of participants
who drank alcohol. In addition, we may expect that students
have their own individual habitual drinking days. A separately
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estimated multilevel model with days nested within participants
suggested that participants varied in terms of the weekdays on
which they drink alcohol. The fact that participants had different
preferred drinking days may compromise the causal
interpretation of effects of alcoholposts on drinking probability
and drinking quantity. That is, alcoholposts are likely to show
alcohol use that occurred on the posting day or the preceding
day. Imagine that participants have different typical drinking
days: for example, participant 1 tends to drink on Thursdays
and participant 2 drinks on Fridays. Participant 1’s Thursday
drinking may result in an alcoholpost that precedes the Friday
drinking of participant 2; however, the alcoholpost does not
cause a higher probability or quantity of drinking for this
habitual Friday drinker. For this reason, it is important to control
for each participant’s individual drinking probability and
quantity on each day of the week. In multilevel modeling terms,
we included varying (ie, random) effects of the day of the week
at the participant level. Effects of exposure to alcoholposts
represent changes in the occurrence or quantity of alcohol
drinking in comparison to what we normally expect for a
participant on this day of the week. In other words, exposure
effects show if participants drink more or more often than they
normally do on this day of the week.

Random Intercepts
Furthermore, we found that there was variation in average
alcohol use and quantity across groups and participants. Some
groups drink more often or more glasses of alcohol than other
groups. The same applies to participants, where individual
drinking differences were visible. Therefore, for both the
participant and group, we used random intercepts.

Covariates
The models controlled for the day of the week and for 4
characteristics of the participants: gender (female: no=0), study
year, habitual frequency of alcohol use, and habitual quantity
of alcohol use (reported during the baseline survey).

Results

Descriptives
Across the 6 weeks of the study, the response rate to complete
the daily questionnaire among the remaining 281 participants
was 80.8%. Although participants were stimulated to use the
SNS tool daily, some days they did not engage with the app.
On average, participants used the app on 24 out of 43 days.

There were 547 posts in total. In phase 1, 271 participants shared
a post (approximately 1 post per participant), and in phase 2,
194 participants posted something (0.7 post per participant). A
total of 39 posts (15 posts in phase 1 and 24 posts in phase 2)
were natural alcoholposts, which were posted on 27 separate
days. These alcoholposts were posted by 14 participants in phase
1 and 22 participants in phase 2. Focusing on exposure to
alcoholposts, the mean number of alcoholposts seen on the
previous day was 8.5 (phase 1) and 13.8 (phase 2). There were
7 participants in phase 1 (2.4%) and 15 participants (5.3%) in
phase 2 who never viewed an alcoholpost on the previous day.
Based on these numbers, we can conclude that almost all

participants were exposed to alcoholposts and that this happened
frequently.

Coding of these posts revealed that 26 showed a positive context,
11 were neutral, and 2 showed a negative context. Furthermore,
34 of these posts were social (ie, showing people) and 5 were
nonsocial (no people visible).

We had exposure measurements for all days except the first day
of the observation period. This left us with 8794 alcohol reports
(level 1) submitted on 41 days by 281 participants (level 2) who
were assigned to 49 groups (level 3). All cases had a valid score
on whether the participant drank alcohol; 5 cases had a missing
or invalid score for the number of glasses of alcohol consumed
and were dropped from the analysis of alcohol quantity
consumption.

Hypotheses Testing

Effects of Natural Alcoholposts
We assumed that natural alcoholposts may affect the occurrence
of drinking alcohol on the next day and the quantity of alcohol
drunk on the next day (H1). The number of alcoholposts created
on the day preceding the day with reported alcohol use is our
indicator of exposure to alcoholposts. In our model, we tested
the effects of natural alcoholposts for the entire period (phase
1 and phase 2); however, we added phase as a moderator so that
we could determine the effects of natural posts for each phase
separately and also formally test the interaction effect.

Phase 1
We started our analyses by looking at phase 1 (ie, the phase
without experimental posts). Results showed that in phase 1,
the number of natural alcoholposts had a positive (predictive)
effect on the probability of drinking the following day. Exposure
to a single additional alcoholpost increased the log odds of
drinking the next day by 0.27 (b=.27, credible interval [CI] .18
to .35). This means that, for example, seeing 1 instead of no
alcoholpost the day before increased the chance of drinking
alcohol from 40% to 47%. Seeing 4 instead of no alcoholposts
on the preceding day increased the chance of a drinking day to
66%. (This example is based on drinking on a Saturday for a
female, first-year student with average scores on other
predictors).

Furthermore, not only occurrence but also quantity of alcohol
use was predicted by alcoholpost exposure. That is, the number
of natural posts also had a positive (predictive) effect on the
number of glasses drunk (b=.21, CI .14 to .29). Using the same
example as before, this means that seeing 1 instead of no
alcoholpost the day before increased the number of alcohol
beverages consumed from 1.64 glasses to 2.03 glasses. Seeing
4 instead of no alcoholposts on the preceding day further
increased the number of alcohol beverages consumed to 3.86
glasses. Therefore, H1 is supported for phase 1.

Phase 2
In phase 2, experimental posts were added to the app. As these
additional posts may have affected the influence of natural posts,
we estimated whether the influence of natural posts depended
on the phase (ie, an interaction effect). Indeed, the analyses
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showed that there is an interaction effect when predicting the
probability of drinking (b=–.35, CI –.48 to –.22) and when
predicting the number of glasses drunk (b=–.27, CI –.38 to
–.15), suggesting that the effects of natural posts depended on
the phase. Indeed, although we found a positive effect of natural

alcoholposts on alcohol use in phase 1, we saw no convincing
positive effects of natural alcoholposts in phase 2 on occurrence
(b=–.08, CI –.17 to 0.1) or quantity (b=–.05, CI –.13 to .03).
See Figure 3 for all credible intervals and Figure 4 for an
illustration of this interaction effect.

Figure 3. Predicted effects of natural alcoholposts per experimental phase and their 95% and 50% credible intervals for the model predicting occurrence
and the quantity of alcohol consumed.

Figure 4. Regression lines for the effects of natural posts on alcohol consumption (occurrence and quantity) in phase 1 and phase 2. The different
slopes of the bold and dashed lines illustrate the interaction effect.

Effects of Experimental Posts
H2a predicted that positive experimental alcoholposts lead to
increased alcohol occurrence and quantity, whereas negative
experimental alcoholposts lead to lower alcohol occurrence and
quantity. Results strongly suggest that positive experimental
posts have small positive unstandardized regression weights
when predicting occurrence (b=.06, CI –.02 to .14, posterior
probability of a positive effect is .933), but we are less sure of
a positive effect on quantity (b=.02, CI –.05 to .09, posterior
probability of a positive effect is .710). Although this suggests
that positive experimental posts are more likely to have a

positive than negative effect on the occurrence of alcohol use,
we are not sufficiently sure about an effect because these
credible intervals contain zero.

Looking at negative posts, the effects become even more
uncertain and their directions are contradictory. That is, negative
experimental posts have small positive unstandardized
regression weights when predicting occurrence (b=.02, CI –.06
to .10) and small negative rather than positive unstandardized
regression weights when predicting quantity (b=–.02, CI –.10
to .05). These results do not allow us to draw a conclusion about
the effects of negative experimental posts. We therefore find
little support for H2a.
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H2b predicted that social experimental alcoholposts had stronger
effects on occurrence and quantity than nonsocial posts. Results
showed that social experimental posts have small positive
unstandardized regression weights when predicting occurrence
(b=.05, CI –.03 to .14); however, this was not the case when
predicting quantity (b=.00, CI –.08 to .08). Furthermore,
nonsocial alcoholposts have small regression weights when
predicting alcohol occurrence (b=.02, CI –.06 to .11) and
quantity (b=.00, CI –.07 to .07). Although this suggests that
social experimental posts are more likely to have a positive than
negative effect on alcohol use and these effects seem larger than
those from nonsocial posts, we are not sufficiently sure about
the effects of social posts because these credible intervals
contain zero. Thus, we do not see strong support for H2b.

Type of Posts
As shown in Methods, we used 3 types of experimental
alcoholposts (ie, personal posts, campaign messages, and news
messages). It is possible that some of these posts are more
influential than others, potentially explaining the varying effects
of experimental posts described above. Therefore, we

exploratively tested whether these types of experimental posts
have different effects.

As can be seen in Figure 5, personal or news posts did not hold
clear negative or positive effects on alcohol occurrence (b
personal=.02 , CI personal –.07 to .11; b news=–.06, CI news
–.17 to .05) or quantity (b personal=.00, CI personal –.08 to
.08; b news=–.05, CI news –.16 to .05). However, experimental
campaign posts (ie, both proalcohol commercials and antialcohol
campaigns) had a positive effect on alcohol occurrence (b=.16,
CI .06 to .26), although not on quantity (b=.03, CI –.05 to .12).
An additional campaign post increases the odds of a drinking
day on the next day by 16%. Using the same example as before
but now focusing on the second phase, this means that seeing
1 experimental campaign post instead of no experimental
alcoholposts on the preceding day increased the chance of
drinking alcohol from 53.9% to 57.8%, and seeing 3 campaign
posts increased the chance of a drinking day to 65.2%. See
Figure 5 for the credible intervals. Please see Multimedia
Appendix 3 for additional tables outlining our results, including
the influence of control variables.

Figure 5. Predicted effects of experimental campaign, news, and personal alcoholposts and their credible intervals for both models predicting occurrence
and quantity of alcohol consumed.

Discussion

Principal Findings
Given that alcoholposts are often present on social media and
have potentially undesirable effects on alcohol use, the purpose
of this study was to investigate the causal effects of exposure
to alcoholposts on alcohol consumption. We conducted a
longitudinal study that combined daily measurements of alcohol
consumption with objectively measured daily measurements of
alcohol-related social media content and that in a second phase
also experimentally studied the effects of alcoholposts on
alcohol use. Our analyses provide 3 main findings: (1)
alcoholposts increase the occurrence and quantity of alcohol
consumption on the next day, (2) these effects of alcoholposts
disappeared in the second phase of the study when the

experimental alcoholposts were posted, and (3) the experimental
alcoholposts had hardly any effect on drinking behavior.

The first finding was that exposure to an alcoholpost increased
the chance of drinking alcohol as well as the number of alcoholic
beverages consumed that following day. Thereby, this study
suggests a direct causal effect of exposure to alcoholposts on
proximal (next day) alcohol consumption. Although several
studies have explored this relationship in a cross-sectional
[6,9-11] or longitudinal way [eg, 12], limitations in these designs
have restricted the conclusions that could be to drawn on the
causal direct effects of alcoholposts. By using daily alcohol
consumption measures and daily objective measures of
alcoholposts, this study shows that if young people encounter
alcoholposts in their social media environment, this increases
the chance that and how much they drink the next day.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e28237 | p.582https://www.jmir.org/2021/11/e28237
(page number not for citation purposes)

Hendriks et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


The second finding was that the effect of exposure to
alcoholposts depends on the phase of the study. Whereas in
phase 1 the effects of natural alcoholposts on alcohol use were
very clear, there were hardly any effects of these alcoholposts
visible in phase 2. A potential explanation for this may be that
the addition of the experimental posts (6 for each condition)
influenced the impact of the natural alcoholposts. Previous
research confirms that alcoholposts are positive and social
[18,19]. By adding negative and nonsocial posts, we have
provided a more diverse alcohol-related social media
environment that is not necessarily all proalcohol, which might
have dampened the undesirable effects of natural alcoholposts.
If this is indeed the case, this provides important ideas for
interventions, as this suggests that adding antialcohol content
to a social media environment decreases the undesirable impact
of alcoholposts. Future research is necessary to investigate
whether this indeed is the case.

The third main finding was that exposure to the experimental
alcoholposts had almost no effect on drinking behavior. That
is, negative experimental posts did not decrease alcohol use,
positive alcoholposts did not increase alcohol use, and neither
did social posts differ in effects from nonsocial posts. This was
quite surprising, as the experimental posts were based on
existing alcoholposts and subjected to an extensive pilot study.
At first glance, a possible explanation why natural posts had
more effects than experimental posts is related to familiarity.
That is, the natural posts in our study were posted by real
individuals (and experimental posts were posted by fake
individuals), making it more likely that the posters were known
by other participants. However, we would like to highlight that
participants were part of 49 groups, and they were familiar with
on average only 4.6 participants from other groups (see
Methods). Thus, natural alcoholposts very often were placed
by strangers as well. Therefore, we do not think that familiarity
can fully explain the differences between experimental and
natural posts.

An alternative explanation for why we found almost no effects
of experimental posts may be because some of the alcoholposts
we used (eg, news posts about alcohol) were not very common
in a real social media environment. However, we did find an
effect of 1 type of experimental alcoholpost: campaigns.
Experimental campaign posts increased whether people drink
the next day (but not how much they drink). Interestingly,
however, campaigns increased the chance of a drinking day
regardless of whether this campaign post was positive about
alcohol (ie, an alcohol commercial) or negative about alcohol
(ie, an antialcohol campaign). A possible explanation may be
that seeing alcohol on social media can serve as a prime and
may trigger existing alcohol-related associations that are positive
(eg, alcohol is fun [36]), even if alcohol is portrayed negatively.
Another explanation may be that antialcohol campaigns
increased drinking because of psychological reactance [44].
That is, when individuals feel threatened in their freedom (eg,
when a campaign suggests that they should drink less), this may
cause reactance against the message. These explanations for
this undesirable effect need to be tested in future studies because
this may suggest that using antialcohol campaigns on social
media may not be a wise strategy.

The purpose of this study was to provide insight into the causal
effects of alcoholposts on alcohol use. Because our findings
confirm effects of natural alcoholposts but show hardly any
effects of experimental posts, we can be relatively sure about
order effects but still need more research to be fully certain of
the causality of effects. That is, by showing that alcoholposts
predict next day drinking and by controlling for personal
drinking rates, we show that there are direct acute relations
between seeing an alcoholpost and drinking (instead of the other
way around). However, we cannot exclude the possibility that
third variables exist that relate to both alcoholposts and drinking
(eg, alcohol-related events). We therefore recommend additional
experimental research manipulating alcoholposts to provide
even more clarity on the causality of effects.

Practical Implications
The most important finding of this study is that exposure to
alcoholposts increases whether and how much college students
drink. Given the abundance of alcohol-related content on social
media [6,9], this is a worrisome conclusion. Previous studies
have shown high percentages (ie, between 36% and 96%) of
young people having alcoholposts on their profile. Our study
shows a different perspective on this percentage: that is, we
counted 36 respondents (13%) who posted at least 1 alcoholpost,
a percentage that is a much lower than those mentioned in
previous literature. A potential explanation is that our study is
unique in using a short timespan to study the direct effects of
alcoholposts. Previous studies have often coded posts in a period
of a year or by even coding entire profiles existing of many
years. It is therefore not surprising that the latter strategy would
yield more alcoholposts than the former. If our study would
have focused on a period of 1 year instead of 6 weeks, the
percentages found would probably be more in line with previous
research.

Although the number of alcoholposts was relatively low in our
study, the 39 alcoholposts reflect a large number of people who
are exposed to the alcoholposts. On the 43 days of this study,
there were 39 instances in which participants saw an alcoholpost.
As stated, 1 alcoholpost can already increase the occurrence
and quantity of drinking, meaning that exposure to 39
alcoholposts can have a big impact on drinking behavior. We
believe this is the crux of the problem of alcoholposts: a single
alcoholpost on social media may have enormous reach and
simultaneously affect hundreds of people. This problematic
impact of alcoholposts becomes even worse if the person posting
the alcoholpost is popular and has a large number of friends or
followers (ie, is a social influencer [45]), thereby highlighting
the need to address this urgent societal issue.

The question then is how to tackle this problem? Although this
was not the purpose of the study, we propose 2 potential ways
to approach this issue: decrease the posting of alcoholposts and
decrease the unhealthy effects of alcoholposts. Many strategies
might or might not work in this regard, and future studies need
to explore these intervention ideas. To address the first issue,
one might need to make young people aware that alcoholposts
can pose a real problem and have a negative impact. Also, one
could highlight that other people (eg, future employers or
parents) might negatively evaluate posters of alcoholposts,
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or—as people are often not consciously aware that alcohol is
visible in their posts—one could implement automatic warnings
on social media when people are about to post an alcoholpost
that state “You are about to share a post in which alcohol is
visible. Are you sure you want to do that?”

To address the second issue, one could make the social media
environment more heterogeneous by adding negative alcohol
content. However, based on our finding regarding experimental
campaign posts, one should be mindful of the type of negative
alcohol content chosen for this purpose. Stimulating peers to
also post negative alcohol experiences (eg, hangover posts)
might be a possibility. It could also be an idea to stimulate
negative comments to alcoholposts or have people withdraw
their tags from alcoholposts. Doing so might decrease the
normative beliefs in young viewers that alcohol is normal and
positive [27-29].

An alternative approach would be to illustrate the “fake” nature
of alcoholposts (eg, by showing an alcoholpost with the caption
“What you think happened?” next to which an alcohol photo is
shown in which a person is lying drunk on the ground with the
caption “What happened after”). Future research is needed to
test whether these ideas have desirable public health outcomes.

Limitations
Although our study design had several strengths, some
limitations should also be noted. First, even though our study
used objective social media measurements, alcohol use was
measured through self-report. The reason this was done was
that measuring alcohol consumption in objective ways (eg,
through breathalyzers or observations [46]) for 42 consecutive
days would be very difficult to implement in practice. However,
to increase the reliability of the alcohol reports, a push message
was sent each morning asking about alcohol consumption on
the previous day, thereby keeping the length of time between
the actual behavior and recollection to a minimum. Although
it has been argued that self-reported alcohol consumption
measures can be reliable and valid [47], especially if the recall
covers a short period in time, future research should try to
replicate our findings using more objective measures of alcohol
use.

A second limitation might be that our study was relatively
intensive by asking participants for daily participation in the
app and questionnaire over a period of 6 weeks. This may have
potentially led to a decrease in engagement at the end of this
period. This could also be a potential explanation why there
were hardly any effects in phase 2. Although we had no visible
dropout at this time and people still logged in daily to the app
during the last 3 weeks, we cannot be sure they were as engaged
with the app as they were during the first 3 weeks. Potentially,
participants paid less attention to the posts in the app (including
the alcoholposts), thereby decreasing their potential impact.

This might also explain the limited effects of the experimental
posts because these only occurred during the last 3 weeks. Future
studies could take into account measures of engagement to
address such explanations.

Third, our study focused on the influence of alcohol posts on
Facebook because this was the most popular platform among
our target group and alcohol posts were common on Facebook.
However, in recent years, other social media platforms (eg,
Snapchat and Instagram) have gained popularity, especially
among adolescent users [48]. Although we expect the effects
of a single alcoholpost described in this paper to be visible in
other social media contexts as well, it might be the case that the
effects are even more pronounced on Instagram or Snapchat.
On Instagram, pictures tend to have higher quality and are made
more attractive by adding filters [16], potentially leading to
more positive and appealing alcohol pictures and possible
stronger effects. On Snapchat, posts can be shared privately or
only appear for a short amount of time. This could potentially
lead to more extreme posts being shared (eg, drunken pictures),
with possibly stronger effects on drinking behavior. Future
research is therefore needed to investigate how our findings on
the effects of alcoholposts translate to other platforms.

Fourth, another limitation is that the SNS app only included
posts from college students. Therefore, it is possible that the
posts were more homogenous than they would be on a real
Facebook timeline, which may also include posts from, for
example, family members. However, we did see that the posts
in the tool covered many different topics aside from alcohol.
Furthermore, in real life, young people mostly interact with
their peers on social media (and generally tend to avoid their
parents), and Facebook’s algorithm ensures that they will
especially see posts by like-minded individuals [49].
Nevertheless, although we think that the SNS app resembled
real life to a sufficient degree, it might be improved by also
including posts from diverse individuals leading to a more
heterogenous social media environment.

Conclusion
This study shows a clear and direct effect of exposure to
alcoholposts on next-day alcohol consumption. Seeing a natural
alcoholpost increases whether young people drink the following
day as well as the number of drinks they consume. Although
these effects were less visible in the second phase of the study
when experimental alcoholposts were also present, these
findings suggest that alcoholposts represent an important societal
problem that future interventions need to address. Furthermore,
the finding that campaigns increased the chance of a drinking
day regardless of whether the campaign post was positive (ie,
an alcohol commercial) or negative (ie, an antialcohol campaign)
about alcohol is relevant for campaign planners and should be
further explored in future research.
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Abstract

Background: Online health communities (OHCs) have emerged as the leading venues for behavior change and health-related
information seeking. The soul and success of these digital platforms lie in their ability to foster social togetherness and a sense
of community by providing personalized support. However, we have a minimal understanding of how conversational posts in
these settings lead to collaborative societies and ultimately result in positive health changes through social influence.

Objective: Our objective is to develop a content-specific and intent-sensitive methodological framework for analyzing peer
interactions in OHCs.

Methods: We developed and applied a mixed-methods approach to understand the manifestation of expressions in peer interactions
in OHCs. We applied our approach to describe online social dialogue in the context of two online communities, QuitNet (QN)
and the American Diabetes Association (ADA) support community. A total of 3011 randomly selected peer interactions (n=2005
from QN, n=1006 from ADA) were analyzed. Specifically, we conducted thematic analysis to characterize communication content
and linguistic expressions (speech acts) embedded within the two data sets. We also developed an empirical user persona based
on their engagement levels and behavior profiles. Further, we examined the association between speech acts and communication
themes across observed tiers of user engagement and self-reported behavior profiles using the chi-square test or the Fisher test.

Results: Although social support, the most prevalent communication theme in both communities, was expressed in several
subtle manners, the prevalence of emotions was higher in the tobacco cessation community and assertions were higher in the
diabetes self-management (DSM) community. Specific communication theme-speech act relationships were revealed, such as
the social support theme was significantly associated (P<.05) with 9 speech acts from a total of 10 speech acts (ie, assertion,
commissive, declarative, desire, directive, expressive, question, stance, and statement) within the QN community. Only four
speech acts (ie, commissive, emotion, expressive, and stance) were significantly associated (P<.05) with the social support theme
in the ADA community. The speech acts were also significantly associated with the users’ abstinence status within the QN
community and with the users’ lifestyle status within the ADA community (P<.05).

Conclusions: Such an overlay of communication intent implicit in online peer interactions alongside content-specific theory-linked
characterizations of social media discourse can inform the development of effective digital health technologies in the field of
health promotion and behavior change. Our analysis revealed a rich gradient of expressions across a standardized thematic
vocabulary, with a distinct variation in emotional and informational needs, depending on the behavioral and disease management
profiles within and across the communities. This signifies the need and opportunities for coupling pragmatic messaging in digital
therapeutics and care management pathways for personalized support.
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Introduction

Lifestyle risk factors, such as tobacco use, poor diet, and
physical inactivity, play an essential role in chronic disease
management [1]. These health risk behaviors, albeit modifiable,
result in a large number of premature deaths in the United States
[2,3]. Although there are illness-specific self-management tasks,
the adoption and maintenance of health behaviors are core tasks
for the management of multiple chronic diseases, such as cancer,
diabetes, and cardiovascular conditions [4-6]. Numerous
interventions and public health campaigns have been developed
to help patients incorporate new behaviors (eg, adherence to
medication regimens) [7] and modify existing risky behaviors
(eg, smoking cessation) [8,9] to prevent and manage chronic
diseases and promote well-being. However, adherence to healthy
behaviors requires significant support that targets individualistic
factors and environmental influences for long time intervals
[10,11].

Online health communities (OHCs) have gained popularity as
venues for behavior change [12-17]. These platforms provide
novel opportunities to understand complex relationships among
individual actions and environmental influences in health
behavior change. With the onset of mobility and connectivity
in the communication sector, messages exchanged in
health-related online communities reflect the intricacies of
human health behavior as experienced in real time at the
individual, community, and societal levels [18]. The majority
of studies that have examined communication content in online
communities have been limited to (1) content-agnostic analysis,
such as identifying the structural characteristics of online social
networks to understand how such differences might impact
smoking-related behaviors [19,20]; (2) content-rich analysis,
such as identifying topics, themes, and opinions from
diabetes-related conversations [21,22] or capturing sentiments
of individuals toward alternative smoking products [23]; and
(3) content-inclusive social network analysis, such as combining
content-dependent attributes with social network ties to analyze
what content is being exchanged in a social tie to explain how
social relationships influence behavior change [24,25]. Although
several studies on health-related online communities have used
manual and automated methods to analyze the content of
communication, few studies have focused on the latent intent
of the communication, thus ignoring the essential context
relevant to health-related decision making.

In this paper, using the concepts drawn from pragmatics [26],
we focus on the context of language in use, in addition to the
form or content of health-related online exchanges. Pragmatic
analyses enable the characterization of communication intent.
Social media communication may express beliefs, ask questions,
and direct another person to act. In addition to the content of
the message, the context of how it is said and delivered layers
further meaning to the exchange. Although pragmatics capture

many aspects of semiotics (inclusive of semantics and syntax)
in the transmission of a message, we narrow our scope to the
speech acts prevalent in threaded discussions. Language can
not only state ideas but also accomplish action through speech
acts [27-29]. According to speech act theory, which was
introduced by Austin [27] and later developed by Searle [28,29],
speech acts capture the range of impact, or force, expressed
within messages, including promises, warnings, proclamations,
and statements [28,29]. Previous work on speech act analysis
within online text-based communication has been applied to
synchronous conversations, such as away messages on instant
messengers [30], or asynchronous conversations, such as emails
[31], status messages on Facebook [32,33], consumer reviews
[34], forum posts [35], tweets [36,37], and emojis in WhatsApp
chats [38]. Such analysis has revealed how individuals make
statements, ask questions, offer suggestions, comment, and
produce other speech acts that can be used to describe the
strength of overall consumer sentiments through understanding
implicit expressions and discourse patterns.

Although the majority of earlier works using pragmatics are in
the general domain, in this paper we propose a methodological
framework using speech act theory [27-29] and apply it to the
messages exchanged in OHCs. Leveraging our prior work
[22,39], which focused on the extraction of conversational
themes and mapping of health behavior theory, we describe the
relationships between theory-linked communication themes
embedded in health-related peer interactions and their
manifestation as individuals attempt behavior modification and
self-management of chronic conditions. To ensure
generalizability, our methodological framework was applied in
the context of two different OHCs: (1) one for tobacco cessation
and (2) another for DSM. We chose these two domains because
existing research has established the influence of social
relationships on risky health behaviors (eg, tobacco cessation)
and lifestyle factors (eg, diet, physical activity, medication use,
and self-monitoring of blood glucose) that impact type 2 diabetes
mellitus (T2DM)-related health outcomes; for example, an
individual is more likely to comply with health-related goals
and adhere to preventive practices, provided their social ties
also engage in similar behaviors by changing their intrapersonal
beliefs, attitudes, or knowledge [40-43]. Through this analysis,
we aim to address the following research questions:

(1) How are communication content and intent expressed in
OHCs for behavior change and chronic disease management?

(2) How is communication intent associated with self-reported
user behavior and observed user engagement in an OHC?

Methods

Figure 1 describes the important components of our
mixed-methods approach, which are explained in more detail
in subsequent sections.
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Figure 1. Outline of the methodological framework of the study.

Data Set Selection
The proposed research was conducted in the context of two
different OHCs: one for tobacco cessation and another for DSM.

QuitNet (QN) is one of the largest OHCs promoting tobacco
cessation amongst its users [44]. The users of this community
are usually smokers willing to quit or ex-smokers willing to
stay abstinent. Initial studies have shown a strong correlation
of an individual’s participation in QN with abstinence compared
to individuals who do not participate in such communities [45].
The data set used in this study was drawn from a previously
studied quality improvement database spanning from 2000 to
2015, consisting of nearly 2.46 million peer interactions
organized into 289,456 unique threads exchanged by 64,884
unique users. Using the inbuilt sample() function of the random
module in Python, we randomly selected a subset of 2005
messages from this data set, organized into 132 unique threads
posted by 884 unique community users.

The American Diabetes Association (ADA) support community
is an online support group for individuals who have diabetes
(type 1, type 2, or prediabetes) to engage with their peers as
well as their caregivers [46]. The community users interact with
one another on a wide variety of topics ranging from medication
use, diet, and physical activity to daily monitoring of blood
glucose levels. Even though the outcomes among type 1 diabetes
mellitus (T1DM), T2DM, or prediabetes are impacted by
behaviors (eg, lifestyle, medication use, self-monitoring of blood
glucose) that can be heavily influenced by an individual’s social
infrastructure, for this research, we focused on interactions
related to T2DM. The data set spanned from 2015 to 2018,
consisting of nearly 58,965 peer interactions specific to T2DM

organized into 5829 unique topics posted by 1909 users. Using
the inbuilt sample() function of the random module in Python,
we randomly selected a subset of 1006 messages from this data
set, organized into 99 unique topics posted by 141 unique
community users.

Based on our prior research that focused on the qualitative
analysis of digital communication from these OHCs [22,39],
we expanded our data sets for this study in order to attain
thematic saturation and a justifiable data set size amenable to
manual analysis. Further, we selected the given size ranges for
the two data sets in order to create a gold-standard annotated
data set that can be efficiently used for downstream automated
text mining techniques.

Qualitative Analysis

Message-Level Content and Intent Characterization
We conducted an in-depth qualitative analysis, in which we
used directed content analysis [47] and discourse analysis [48]
techniques, of a random sample of 3011 messages from QN
and ADA online communities. Based on a modified version of
Searle's taxonomy of speech acts [28,29], we classified the
messages using discourse analysis into 10 categories, as
described in Multimedia Appendix 1. By combining the speech
acts (how) with the content (what) of these communications,
we can understand how the community users accomplish their
common goals, such as tobacco cessation or diabetes
control—that is, how, using online exchanges, do these
communities shape their identity, support their users, and
accomplish the goal of helping individuals sustain positive
health changes effectively and efficiently. Further, we used the
coding schema provided in Multimedia Appendix 2 to map
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speech acts to inductively derived, theoretically linked
communication themes [22,46,49]. Communication themes
capture the essence or meaning of the conversation (which
essentially pertains to communication content). They are
obtained through the aggregation of behavioral and cognitive
constructs from multiple behavior change theories [22,46,49].
The communication theme codes were inductively derived using
grounded theory techniques in our prior work [22,46]. For
illustration purposes, consider the following message from the
QN community to show how codes were assigned to these
messages:

YES Cravings will go away!!! It’s hard to believe, I
didn't believe it either, but figured a zillion people
here said they would and they were right!!! Just hang
in, tough it out, stick head in freezer and breath deep
and whatever you do, if any chance of slipping might
creep up remember the 3 post rule!! Again, the
Cravings are going to stop, it’s going to be ok, I
promise!!!

This message has embodied an overarching theme of cravings
where the user who has posted the message is providing advice
on how to deal with cravings and is providing specific
instructions to the other user in the form of social support
(communication theme) as to how they can deal with this issue.
The user used a directive speech act, where the intention was
to get one’s peer to remember the three-post rule, where the
user is encouraged to make a post if they are craving for a smoke
and wait for at least three responses. The user also used an

assertive speech act, where the user talked about their beliefs
associated with cravings, such as “Cravings are going to stop.”

Communication themes and speech act codes were not mutually
exclusive and may relate to multiple codes. Two independent
researchers were involved in the coding process. Each coder
used a qualitative coding schema to independently assign
communication theme and speech act categories to a subset of
messages by performing line-by-line analysis of every message
using directed content analysis techniques [47]. Each message
was chosen as the coding unit for analysis. Since we followed
a predetermined set of codes to label the peer messages from
the two communities, there was no indication for the need for
new communication themes or speech acts to capture the content
or intent of the communication. Interrater reliability was
calculated between coders to ensure objectivity in the coding
process using the Cohen kappa (κ; .78 for communication
themes and .76 for speech acts) [50].

User Engagement and Behavior Characterization
We manually developed an empirical user persona based on
users’engagement levels and behavior profiles. Table 1 provides
an overview of the data set characteristics from both
communities. The average number of messages posted by QN
and ADA community users were 2 (SD=3.37) and 7 (SD=13.73),
respectively. Based on this, we divided our users into three
engagement levels: high-engagement users (>3 messages for
QN and >=8 messages for ADA), medium-engagement users
(2-3 messages for QN and 4-7 messages for ADA), and
low-engagement users (1 message for QN and 1-3 messages
for ADA).
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Table 1. Data set characteristics.

ADAbQNaCharacteristics

—46Average age of users, years (n=594)

Gender distribution (n)

—130Male

—463Female

—291Not identified

User engagement status, n (%)

31 (21.8)128 (14.5)High

29 (20.4)244 (27.6)Medium

81 (57.0)512 (57.9)Low

Tobacco abstinence status (n=254) specific to QN, n (%)

—162 (63.8)Abstinent users

—47 (18.5)Non-abstinent users

—1Relapsed users

—2Users who started their quit

—42 (16.5)No self-reported status

DSMc behavior persona (n=141) specific to ADA, n (%)

60 (42.6)—Users on medications

23 (16.3)—Users on no medications

12 (8.5)—Users with newly diagnosed T2DMd

66 (46.8)—Users with advanced T2DM

36 (25.5)—Users with lifestyle changes

47 (33.3)—Users with no lifestyle changes

58 (41.1)—No self-reported signatures

aQN: QuitNet.
bADA: American Diabetes Association.
cDSM: diabetes self-management.
dT2DM: type 2 diabetes mellitus.

We also reported their self-reported smoking status by manually
analyzing the messages, leveraging the fact that QN community
users tend to specify the number of days since they last smoked
in their message postings as a form of tradition. From these
data, we estimated the user abstinence status for a subset of
users (n=254) and identified users as falling into one of the
following categories: abstinent (status 1), non-abstinent (status
0), relapsed (status 1 to status 0), users who started their quit
recently (status 0 to status 1), and users with no self-reported
smoking status.

Further, we constructed a DSM behavior persona for a subset
of users (83/141, 58.86%) based on their self-reported forum
signature and classified them as follows based on their DSM
strategies and diagnostic features: (1) medication versus
nonmedication users—the users were differentiated based on
whether they managed their diabetes with the help of
medications, such as metformin (Glucophage) or insulin, from
those who did not use any medications for self-management or
had no mention of medication use in their self-reported

signatures; (2) users with newly diagnosed T2DM versus users
with advanced T2DM—the users were differentiated based on
whether they had a diagnosis of diabetes for less than 4 years
(2017 or onward) from those that had had a diagnosis of diabetes
for over 4 years (earlier than 2017); and (3) incorporation of
lifestyle changes versus no incorporation of lifestyle
changes—the users were differentiated based on whether they
had incorporated lifestyle changes, such as low-carb diets or
exercise, into their daily routines from those who did not
incorporate such changes or had no such mentions in their
self-reported signatures.

Statistical Analysis
Further, the associations among user behavior and engagement
profiles with speech acts and communication themes were
evaluated by statistical analysis approaches, such as the
chi-square test or the Fisher test, depending on the sample size.
We also used the Cramer V to assess their correlation strengths.
All statistical analyses were performed using the R programming
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language (using the stats package), and the significance level
was P<.05. Results

Qualitative Analysis
The qualitative analysis of the 3011 messages exchanged by
QN and ADA community users provided insights into the nature
of the thematic interest of the community users and the variance
in the expression of intentions among them (Figures 2 and 3).

Figure 2. Prevalence of communication themes in QN and ADA communities. ADA: American Diabetes Association; QN: QuitNet.

Figure 3. Prevalence of speech acts in QN and ADA communities. ADA: American Diabetes Association; QN: QuitNet.

QN Community Communication Themes
Community-driven traditions were quite popular in the QN
community, such as bonfires, which is a virtual event in which
users bring their unsmoked cigarettes and throw them into the
fire, sharing stats with one another in the form of the number
of days since they last smoked and celebratory exchanges upon
meeting certain milestones, or pledges, which is a ritual in which
users extend their hand to other community users to stay
committed to abstinence. Messages describing incentives to not
smoke (teachable moments), such as improved quality of life
(eg, family bonding), better perception of everyday moments
(eg, savoring food), reduction in health risks (eg, cancer), were

also common in the QN community. The QN community users
also posted messages seeking help to fight cravings or making
a confession to others about their relapse or obstacles that
uninspired users to stay quit. Pharmacotherapy options in the
form of gums and patches that helped users stay away from
tobacco were also commonly discussed to help those struggling
in staying quit.

ADA Community Communication Themes
In the ADA community, medication-related conversations
centering around the use of insulin (Lantus), metformin, etc,
were quite prevalent (pharmacotherapy). Anxiety issues or the
inability to manage blood glucose levels within the desired
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range were the most commonly expressed obstacles among
ADA community users (obstacles). The ADA community users
also shared their progress via objective metrics, such as
improved A1c values and adherence to healthy diets.
Patient-reported outcomes were shared by ADA community
users, such as higher blood glucose readings caused by
beta-blockers.

QN Community Communication Intent
The most prevalent intention behind user communication in QN
was emotion, which emphasizes the nature of providing
emotional support to one another through such digital platforms.
Declarative intentions where QN community users provide
objective information in the form of stating their quit dates or
days since the last smoke were also common. Assertions, such
as “It really does get better, people told me that and I thought
they were lying, but it really does,” show how an individual’s
belief shapes their tobacco cessation–related goals. Directives,
where QN community users provide support and guidance to
one another, and commissive intentions, such as pledges or
promises, were also prevalent. Some QN community users had
expressive intentions underlying their communication with other
community users, where they tried to convey their feelings about
struggles with the quitting process or applauding the
achievements of their peers. Statements such as “In my first few
weeks of this quit I replaced the pack of ciggs that was always
in my purse with a stack of index cards” focused on providing
information about health practices that helped users stay focused
on their health-related goals.

ADA Community Communication Intent
In the ADA community, assertion speech acts embedded within
the messages, such as “Consider blurry vision as a sign of high
blood sugar” or “Diet and exercise are the primary tools of
defense against diabetes” were commonly present within the
peer interactions. There was also a high prevalence of statements
highlighting health-related practices of community users, such
as “Since my diagnosis I have cut down carbs, started exercising
and taking metformin with the goal of keeping A1C values close

to normal.” Directives, such as “Follow up with your primary
care physician to get the medications checked” or “Check your
blood glucose values at least before every meal in the
beginning,” highlighted the presence of peer support and
guidance within the community. Stance speech acts in the form
of “I agree, meds are a source of consternation” or “I disagree
with your point” were also prevalent in ADA peer interactions.
Many ADA community users looking for guidance from their
peers posted their queries or questions in the forums. Declarative
speech acts, such as “I will no longer eat or drink carelessly,”
where ADA community users announced objective information
regarding their health-related goals, were also common.
Expressive and emotion speech acts were also prevalent in ADA
peer interactions to describe their efforts toward DSM or to
applaud the achievements of their peers.

Figure 4 shows the co-occurrence matrix of communication
themes and speech acts for both communities, where the color
scale represents the percentage of messages in which a given
speech act was present; the x axis represents the speech act
categories, and the y axis represents the communication themes
categories. In the QN community, there was a high prevalence
of commissive speech acts in the readiness theme, which is
expected, since this theme reflects motivations to initiate positive
health changes. In addition, there was a high prevalence of
declaratives in the traditions theme, since most of the traditions
in the QN community focus on sharing quit statistics with other
community users. In the QN community, directives were highly
prevalent in teachable moments and the cravings theme. In the
ADA community, directives were highly prevalent in
pharmacotherapy theme, where users gave directions to one
another on the use of medications, such as insulin and
metformin. The stance speech act was highly prevalent in ADA
messages where users’ opinions were at a conflict with other
community users, and the expressive speech act was commonly
present in the obstacles theme, where the ADA community
users shared their psychological state of dealing with issues
such as not managing their diet plan on a day-to-day basis.

Figure 4. Mapping of communication themes and speech acts captured via peer interactions in the two OHCs. ADA: American Diabetes Association;
OHC: online health community; QN: QuitNet.
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Results From Statistical Analysis
The associations between all categories of speech acts and the
five most prevalent categories of communication themes within
the QN and ADA communities are shown in Tables 2 and 3,
where P and V refer to the P value and the Cramer V value,
respectively. In concrete terms, it means that in the QN
community, the emotion speech act, for example, was often
used in the context of the user’s readiness to quit smoking or
was often expressed when a user participated in
community-specific traditions (eg, bonfires, pledges). Similarly,

stance and statement speech acts, for example, were often
prevalent in the discussions outlining motivations to quit
smoking (teachable moments). Declarative and directive speech
acts, for example, were often used in the context of a user’s
progress with smoking cessation. The strength of association
was highest for the desire speech act within the social support
theme (Cramer V=.26), followed by the directive speech act
within the social support theme (Cramer V=.20) and the
declarative speech act within the traditions theme (Cramer
V=.15); see Table 2.

Table 2. Evaluation of the association between speech acts and communication themes in the QNa community.

Readiness, P(V)Teachable moments, P(V)Traditions, P(V)Progress, P(V)Social support, P(V)

.02 (0.03)<.001 (0.11)<.001 (0.13).04 (0.02)<.001 (0.07)Assertion

<.001 (0.07)<.001 (0.06)<.001 (0.07).71<.001 (0.07)Commissive

<.001 (0.08)<.001 (0.09)<.001 (0.15)<.001 (0.08)<.001 (0.11)Declarative

.02 (0.03)<.001 (0.04)<.001 (0.12)<.001 (0.13)<.001 (0.26)Desire

<.001 (0.10)<.001 (0.12).30<.001 (0.09)<.001 (0.20)Directive

<.001 (0.08)<.001 (0.11)<.001 (0.08).73.14Emotion

.18<.001 (0.04).02 (0.03).02 (0.03).002 (0.04)Expressive

.68.10.94.51.11Question

.99<.001 (0.04)<.001 (0.07).47<.001 (0.05)Stance

<.001 (0.07)<.001 (0.14)<.001 (0.11).004 (0.03).05 (0.02)Statement

aQN: QuitNet.

In the ADA community, for example, the assertion speech act
was mostly used in the context of a user’s readiness to manage
lifestyle behaviors that influence diabetes. The commissive
speech act was often prevalent within the social support,
readiness, and teachable moments communication themes.

Messages conveying the user’s experiences with hurdles
(teachable moments) often contained expressive and stance
speech acts. The social support theme often had higher
prevalence of the emotion, expressive, and stance speech acts
(see Table 3).

Table 3. Evaluation of the association between speech acts and communication themes in the ADAa community.

Readiness, P(V)Teachable moments, P(V)Traditions, P(V)Progress, P(V)Social support, P(V)

.03 (0.04).37.74.40.35Assertion

.004 (0.05).04 (0.04).99.51<.001 (0.06)Commissive

.62.49.99.15.35Declarative

.13.84.99.62.45Desire

.24.07.89.51.22Directive

.90.48.15.001 (0.06).004 (0.05)Emotion

.29<.001 (0.07).140.74<.001 (0.06)Expressive

.67.22.13.04 (0.04).99Question

.84<.001 (0.07).50.63.02 (0.04)Stance

.66.45.25.45.61Statement

aADA: American Diabetes Association.

Figure 5 shows the distribution of speech acts across the three
user engagement levels for both communities, where the x axis
represents the speech act categories and the y axis represents
the percentage of messages in which a given speech act was
present. In the QN community, low-engagement users had a
high prevalence of the desire (2%) and expressive (18%) speech

acts compared to high- or medium-engagement users, which
indicates that low-engagement users are willing to incorporate
behavior change but somehow need more motivation to engage
with other users of the community who have successfully quit.
Emotion (37%) and declarative (28%) speech acts were more
frequently expressed by high-engagement users compared to
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other engagement levels, showing how active users in the QN
community play an essential role in providing emotional support
to other users in this community. Statistical analysis showed
that there is a significant association (P<.05) between the overall
expression of speech acts and user engagement levels based on
the counts of messages expressing different speech acts

exchanged by individual user groups, while the overall strength
of association is weak (Cramer V=.07). Post hoc analysis
revealed that there is a significant association (P<.05) between
the assertion, declarative, question, and statement speech acts
and the user engagement levels in the QN community (see Table
4).

Figure 5. Distribution of speech acts across users’ engagement levels. ADA: American Diabetes Association; QN: QuitNet.

Table 4. Statistical analysis results for users’ engagement levels in the QNa community.

Cramer VChi-square or Fisher exact test (P)Speech acts

0.04.04Assertion

—.23Commissive

0.06.005Declarative

—.34Desire

—.61Directive

—.88Emotion

—.47Expressive

0.05.03Question

—.77Stance

0.13<.001Statement

aQN: QuitNet.

Within the ADA community, the low-engagement users
expressed the desire (6%) and declarative (17%) speech acts
to a greater extent compared to other engagement levels. The
high-engagement users of the ADA community provided
directives (29%) to other users compared to other engagement
levels, which indicates that these users might be able to
appropriately guide other community users per users’concerns.
High-engagement users within the ADA community were also

quite opinionated as they expressed high levels of stance (22%).
Statistical analysis showed that there is a significant association
(P<.05) between the overall expression of speech acts and user
engagement levels, while the overall strength of association is
weak (Cramer V=.13). Post hoc analysis revealed that there is
a significant association (P<.05) between the commissive,
declarative, directive, and stance speech acts and the user
engagement levels in the ADA community (see Table 5).
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Table 5. Statistical analysis results for users’ engagement levels in the ADAa community.

Cramer VChi-square or Fisher exact test (P)Speech acts

—.80Assertion

0.11<.001Commissive

0.08.002Declarative

—.06Desire

0.06.03Directive

—.18Emotion

—.12Expressive

—.74Question

0.06.02Stance

—.28Statement

aADA: American Diabetes Association.

The distribution of different speech acts by the percentage of
messages exchanged per the QN community user’s abstinence
status is shown in Figure 6, where the x axis represents the
speech act categories and the y axis represents the percentage
of messages in which a given speech act was present. Abstinent
users had different informational needs than non-abstinent users.
Their role and context in making contributions differed from
those new to the community or in a different stage of behavior
change. They had a high prevalence of emotion (28%) and
expressive (19%) speech acts. The other commonly occurring
speech acts among abstinent users were assertion (18%),

directive (17%), and statement (17%). The most highly prevalent
speech act among non-abstinent users was directive (21%), and
they also expressed themselves with the commissive (17%) and
declarative (13%) speech acts through promises to themselves
or the community. The other commonly occurring speech acts
among non-abstinent users were emotion (13%) and statement
(12%). The stance speech act was only expressed by abstinent
users and had low prevalence (2%). The prevalence of the desire
speech act was comparable across QN community users per
their abstinence status—4% for abstinent users and 5% for
non-abstinent users.

Figure 6. Distribution of speech acts according to the user’s abstinence status in the QN community. QN: QuitNet.

We also examined the distribution of different speech acts by
the percentage of messages exchanged per the ADA community
users’ medication status, as shown in Figure 7, where the x axis
represents the speech act categories and the y axis represents
the percentage of messages in which a given speech act was
present. The most highly prevalent speech acts for both
medication and nonmedication users were assertion (50% and
54%, respectively) and statement (both 38%). The other
commonly occurring speech acts among medication and

nonmedication users were directive (27% and 28%,
respectively), stance (20% and 24%, respectively), and question
(18% and 17%, respectively). Regarding the distribution of
different speech acts by the percentage of messages exchanged
per ADA community users’ diagnosis status (Figure 7), the
most highly prevalent speech acts for newly diagnosed T2DM
and advanced T2DM users were assertion (46% and 52%,
respectively) and statement (38% and 39%, respectively). The
newly diagnosed T2DM users had a higher prevalence of the
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stance (25%) speech act, while advanced T2DM users had a
higher prevalence of the directive (29%) speech act. The users
who incorporated lifestyle changes provided directives (29%)
to others and also shared their health practices through the use
of statements (40%). The users who incorporated lifestyle

changes had a high prevalence of the assertion (54%), question
(21%), and stance (26%) speech acts in their peer interactions
compared with users who had not incorporated lifestyle changes
(Figure 7).

Figure 7. Distribution of speech acts according to the user’s behavior profiles in the ADA community. ADA: American Diabetes Association; T2DM:
type 2 diabetes mellitus.

Table 6 shows the results of the statistical analysis across user
behavior profiles within the two OHCs, where P and V refer to
the P value and the Cramer V value, respectively. There was a
statistically significant (P=.002) association between the
expression of speech acts and abstinence status in the QN
community. Similarly, there was a statistically significant
(P=.03) association between the prevalence of various
communication themes and abstinence status in the QN
community. There was a statistically significant (P=.007)
association between the expression of speech acts and lifestyle
change status in the ADA community. This significance was

also noted in the prevalence of communication themes and
lifestyle change status within the ADA community (P=.001).
The relationship strength between speech acts and abstinent
status (Cramer V=.22) and between speech acts and lifestyle
change status (Cramer V=.12) was weak. There was no
significant relationship between the expression of speech acts
and the ADA community users’ medication or diagnosis status.
Further analysis is required to identify the specific categories
of speech acts that might contribute to these significant
relationships.

Table 6. Statistical analysis results across user behavior profiles in the two OHCsa.

Cramer VChi-square or Fisher exact test (P)

Speech acts

0.22.002QNb (abstinent vs non-abstinent users)

—.95ADAc (users on medications vs users on no medications)

—.26ADA (users with newly diagnosed T2DMd vs users with advanced T2DM)

0.12.007ADA (users with lifestyle changes vs users with no lifestyle changes)

Communication themes

0.16.03QN (abstinent vs non-abstinent users)

—.23ADA (users on medications vs users on no medications)

—.08ADA (users with newly diagnosed T2DM vs users with advanced T2DM)

0.16<.001ADA (users with lifestyle changes vs users with no lifestyle changes)

aOHC: online health community.
bQN: QuitNet.
cADA: American Diabetes Association.
dT2DM: type 2 diabetes mellitus.

Discussion

Principal Results
Our study focused on analyzing the speech acts embedded within
the user communications in OHCs using the mixed-methods

approach in order to gain an understanding of the factors
contributing toward behavior change in the context of two health
care domains, tobacco cessation and diabetes self-management
(DSM). The study of communication intent to understand and
model health-related user communications is not without
precedent. For example, earlier research used a similar
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pragmatics-based discourse analytic framework to investigate
the expression of empathy within a T2DM Facebook support
group and found that empathy may be expressed and perceived
differently depending on the user’s perspectives [51]. Similarly,
in our study, although management of T2DM may include
promises of behavior change through diet, exercise, and
increased adherence to medication regimens, commissive speech
acts formed only a small fraction of the discussion. Although
we used the 10 categories of speech acts from Searle's taxonomy
of speech acts, other studies have focused on only stance-taking
intentions of complaining or disagreeing [52] or
relationship-building through use of the self-praise speech act
to understand how this speech act instills positive values among
the smoking cessation community users [53]. However, it is
important to look at all the categories of speech acts in order to
characterize what constitutes persuasive communications so
that we can better enable individuals to improve their
health-related behaviors through high-impact, just-in-time
adaptive support.

Another study [54] used a smoking cessation public forum called
SmokingisBad to understand how information is shared between
initiators/help seekers and respondents/advice givers using the
analytical lens of persuasion and interpersonal pragmatics. This
study reported how advice givers focus more on the
interpersonal side of interaction to provide motivation and
support to initiators to become successful quitters [54]. In our
study, too, we noticed statistically significant differences in the
expression of communication themes as well as speech acts
based on the abstinence status of QN community members. The
statistically significant association between the speech acts and
communication themes discussed among different user behavior
subgroups (abstinent vs non-abstinent users, users with lifestyle
changes vs no lifestyle changes) corroborates how the intent of
peer interactions and social dialogue are unique to an
individual’s behavior profile and also differ for a shared
collection of communication themes. Abstinent users engaging
with a smoking cessation community are likely to have different
needs than those seeking support to stop smoking. Non-abstinent
users making a promise to themselves or peers through the use
of a commissive statement (eg, “I will stop smoking tomorrow.”)
logically follows. Existing tobacco cessation interventions
oftentimes target an individual’s readiness based on their stage
of behavior change (as defined by the transtheoretical model of
change [55]) and have proven to be effective in helping
individuals reduce their nicotine intake [56,57]. In addition to
the behavioral stage, our study enables the identification of the
cognitive and behavioral state of individuals, as manifested in
their peer interactions at a granularity that was not previously
explored through incorporation of attributes that describe
communication content and intent. The uniqueness of our study
lies in understanding the intent of the community users, not just
based on one’s conversations with their peers, but also based
on their self-reported behavior profiles as well as observed
engagement levels, thus offering intrapersonal and interpersonal
contexts of psychosocial and behavioral domains crucial to
self-management of risky behaviors and chronic health
conditions.

Significant associations between speech acts, communication
themes, and user engagement within the two OHCs also suggest
variances in preferred methods of expression and peer
discussions, depending on the engagement levels of users. It is
also interesting to note that ADA community users with low
engagement had a higher prevalence of the desire speech act in
their communication with peers, reflecting on their needs to
fulfill their self-management goals. However, most ADA
community users with high engagement had a high prevalence
of the directive speech act, which may reflect their ability to
provide guidance to their peers, thus emphasizing the role of
peer mentors and patient expertise [58]. This provides an
additional layer of social complexity that can be harnessed in
the design of various digital health tools through the inclusion
of advanced interactions in the form of recommendation engines
that facilitate meaningful peer and content connections,
conversational agents for guided training, etc. Such
technological implementations can take into consideration the
specific intentions associated with the engagement status of
users within an OHC in order to help low-engagement users
who need motivation and social support by exposing or
recommending them to high-engagement users who have been
able to maintain constant engagement using such platforms or
to relevant topics based on their thematic interests. The age
group of the community users also affects their perceptions and
engagement with technology and is another important factor to
consider in order to maximize the potential of digital health
tools to improve consumer engagement with such platforms to
facilitate behavior change [59], which is outside the scope of
our analysis due to data constraints associated with our data
sets.

In terms of the associations between speech acts and
communication themes, all of the speech acts (except question)
were significantly associated with the social support theme
within the QN community. Only a few speech acts (commissive,
emotion, expressive, and stance) were significantly associated
with the social support theme in the ADA community. As social
support is delivered within the full range of speech acts, this
indicates robust use of many different subtle forms of
transmission, emphasizing how the messages are formed matters.
Areas of differentiation in how these ideas are shared (and why
it differs in areas such as progress, readiness for change, and
traditions) indicate areas where coupling pragmatic action with
message content has the potential for impact. The differences
observed among online communities to discuss communication
themes such as traditions, obstacles, and patient-related
outcomes also highlight the distinctive approaches necessary
to address independent communities. Previous research has
shown that smokers who receive comprehensive cessation
counseling over the telephone using techniques that focus on
cognitive, emotional, and coping processes tend to have
increased acceptance of cravings to smoke [60]. Similarly, in
our study, we found that in the QN community, the directive
speech act was highly prevalent in the cravings theme; thus,
digital behavior change interventions can benefit from
incorporating such additional insights into cravings to improve
message crafting and content tailoring capabilities per the user’s
needs.
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Implications for the Design of Digital Health
Interventions
Understanding the organic evolution of interaction ingredients
in health-related online social conversations facilitates the
synthesis of support infrastructure, including virtual chat rooms
and digital assistants in health care, and depends on the
comparable and adaptive emulation of naturalistic expressions
in peer interactions. Such analysis can enable (1) construction
of user representations and their information needs and (2)
modeling of collective social resilience and human behavior
patterns in collaborative endeavors in digital settings. This
deeper understanding can result in downstream technologies
such as digital therapeutics and virtual coaching agents with
real-time naturalistic conversational capabilities. The results of
our study indicate that we can use linguistic taxonomies (eg,
Searle's taxonomy of speech acts) in order to capture the latent
needs of OHC users based on their interactions with their peers,
alongside their topics of interest (communication content), which
can subsequently result in more responsive and personalized
digital health interventions to support behavior change. This
can have implications for designing digital care management
pathways for individuals and communities based on their
self-reported digital behaviors and engagement preferences,
thereby enabling individuals to make better choices, and support
them in sustaining long-term behavior change, thus ultimately
improving their quality of life.

Limitations
Our study is not without limitations. Although QN and ADA
messages were selected at random, the relatively small and
uneven sample sizes may have resulted in inaccurate
representations of the overall prevalence of speech acts and
thematic emphasis. However, our sample of 3011 messages
using qualitative research methods is appropriate for the study
objectives. Even though we used empirically sound and reliable
methods for coding the peer conversations, our analysis might
be limited by subjective bias in the annotation process that is
inherent in human coding in qualitative research [61]. Although
we extracted the behavior profiles of the users who had
self-reported their abstinence status within the QN forum
messages and those who had created self-reported signatures
within the ADA community, such extraction may be affected
by incomplete or inaccurate self-report accounts and as such
may not be representative of the general population. Moreover,

our analysis did not consider sociodemographic and cultural
factors, which can also result in differences in expressions. Our
analysis was primarily focused on text-based user
communications and did not consider other aspects of online
user behavior within an OHC (eg, likes, dislikes, shares), which
can also provide additional insights. OHCs can also be used for
spreading health-related misinformation [62], which can have
a negative influence on such behaviors. However, we did not
consider the manifestation of misinformation as a separate theme
within our data sets, which should be formalized through
content-flagging mechanisms in future studies. The timeline of
the data sets used in the study is not recent (2000-2015 for QN
and 2015-2018 for ADA). We will attempt to obtain current
data sets in future studies; however, we believe the findings still
hold since the basic tenet of the social interactions remains the
same. Future work should consider coding more messages in
order to ensure category saturation for speech acts and
communication themes so as to curate a balanced annotated
data set. Our efforts to develop semiautomated methods to scale
up the application of communication themes and speech act
labels to large-scale data sets using deep learning models (eg,
convolutional neural networks [CNNs]) [63], bidirectional
encoder representations from transformers (BERT) [64]), and
social influence models [65-67] are underway.

Conclusions
Digital health platforms, specifically OHCs, provide
unprecedented opportunities for researchers to transform into
empathetic listeners of people’s endeavors, from small-scale,
1-day-at-a-time to large-scale life-consuming behavior
modifications. Such listening capabilities will help us glean the
needs of individuals to initiate and sustain positive health
changes. This paper proposes an analytical framework to enable
deep social listening capabilities to uncover the unmet needs of
individuals, thus laying the foundation for next-generation
technology innovation efforts. Our efforts to overlay the
communication intent implicit in peer interactions alongside
content-specific theory-linked characterizations of social media
discourse have provided insights into topic diversity and latent
interactions of users within these topics. Such content-specific
and intent-sensitive methodological framework can inform the
development of cognitively enabled big data analytics and
machine learning models that better harvest the digital footprint
of social media users.
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Abstract

Background: Sleep apnea is a respiratory disorder characterized by frequent breathing cessation during sleep. Sleep apnea
severity is determined by the apnea-hypopnea index (AHI), which is the hourly rate of respiratory events. In positional sleep
apnea, the AHI is higher in the supine sleeping position than it is in other sleeping positions. Positional therapy is a behavioral
strategy (eg, wearing an item to encourage sleeping toward the lateral position) to treat positional apnea. The gold standard of
diagnosing sleep apnea and whether or not it is positional is polysomnography; however, this test is inconvenient, expensive, and
has a long waiting list.

Objective: The objective of this study was to develop and evaluate a noncontact method to estimate sleep apnea severity and
to distinguish positional versus nonpositional sleep apnea.

Methods: A noncontact deep-learning algorithm was developed to analyze infrared video of sleep for estimating AHI and to
distinguish patients with positional vs nonpositional sleep apnea. Specifically, a 3D convolutional neural network (CNN)
architecture was used to process movements extracted by optical flow to detect respiratory events. Positional sleep apnea patients
were subsequently identified by combining the AHI information provided by the 3D-CNN model with the sleeping position
(supine vs lateral) detected via a previously developed CNN model.

Results: The algorithm was validated on data of 41 participants, including 26 men and 15 women with a mean age of 53 (SD
13) years, BMI of 30 (SD 7), AHI of 27 (SD 31) events/hour, and sleep duration of 5 (SD 1) hours; 20 participants had positional
sleep apnea, 15 participants had nonpositional sleep apnea, and the positional status could not be discriminated for the remaining
6 participants. AHI values estimated by the 3D-CNN model correlated strongly and significantly with the gold standard (Spearman
correlation coefficient 0.79, P<.001). Individuals with positional sleep apnea (based on an AHI threshold of 15) were identified
with 83% accuracy and an F1-score of 86%.

Conclusions: This study demonstrates the possibility of using a camera-based method for developing an accessible and easy-to-use
device for screening sleep apnea at home, which can be provided in the form of a tablet or smartphone app.

(J Med Internet Res 2021;23(11):e26524)   doi:10.2196/26524
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Introduction

Sleep apnea is a chronic respiratory disorder occurring due to
frequent respiratory airflow reduction during sleep. Cessation
of airflow lasting for more than 10 seconds is called apnea,
whereas partial reduction in airflow by more than 30% for at
least 10 seconds—in association with more than a 3% drop in

blood oxygen saturation level or arousals—is called hypopnea.
Sample images indicating the chest movements during normal
breathing, hypopnea, and apnea are shown in Figure 1. The
apnea-hypopnea index (AHI) is an indicator of the severity of
sleep apnea, which measures the hourly occurrence rate of
apneas and hypopneas [1]. Untreated sleep apnea raises the risk
of hypertension, heart diseases, and stroke [2].

Figure 1. Sample sum of chest and abdomen movements in (A) apnea, (B) hypopnea, and (C) normal breathing.

Positional sleep apnea refers to sleep apnea patients for whom
the AHI in the supine sleeping position is at least 50% higher
than that in the nonsupine sleeping positions [3]. Recent studies
have shown that changing to a lateral sleeping position can
decrease the AHI for patients with positional sleep apnea [4].
This behavioral intervention is known as “positional therapy,”
and is an effective noninvasive and nonpharmaceutical treatment
for those with positional sleep apnea [5].

The current clinical approach to diagnose sleep apnea and to
determine whether or not it is positional is based on

polysomnography (PSG). However, PSG requires connecting
more than 20 sensors to a user, which is inconvenient. A trained
sleep technician manually analyzes recorded PSG signals and
annotates the sleep position overnight. Moreover, PSG is
expensive (>US $400) and has a long waiting time in some
areas (4-36 months in Canada [6]). As a result, up to 85% of
the population at risk of sleep apnea remain undiagnosed [7].
It is therefore useful to investigate screening technologies that
could identify individuals at high risk via a simpler test.
Increasing access to testing, diagnosis, and subsequent treatment
could improve the patient’s quality of life by decreasing
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hypertension and sleepiness, and can also reduce overall health
care costs [8-10].

Researchers have developed several easy-to-use, convenient,
and accessible methods for sleep apnea monitoring. Merchant
et al [11] developed a skin-adhesive patch recording nasal
pressure, blood oxygen saturation, pulse rate, respiratory effort,
sleep time, and body position to estimate the AHI. Ayas et al
[12] evaluated the performance of a wrist-worn device utilizing
a peripheral arterial tonometer, actigraphy, and arterial oxygen
saturation to diagnose sleep apnea. Varon et al [13] introduced
a method for the automatic detection of sleep apnea from
single-lead electrocardiogram by training a least-squares support
vector machines classifier on the features extracted from the
electrocardiogram signal. Several studies estimated AHI and
respiratory events from analyzing tracheal sound or tracheal
movements, or the combination of tracheal sound with oxygen
saturation [14-18]. Lévy et al [19] utilized pulse oximetry to
quantify arterial oxygen saturation and to diagnose sleep apnea.

Although these methods are more convenient than PSG, sensors
attached to the body could potentially disrupt the user’s regular
sleep pattern. Therefore, researchers have continued to develop
noncontact methods to screen individuals at risk of sleep apnea.
For example, we previously developed a deep-learning model
to distinguish between different types of apnea. However, as
the model was not capable of detecting events, we used ground
truth labels for this purpose [20]. Jakkaew et al [21] used a
thermal camera to estimate breathing rate and body movements;
however, they did not analyze the breathing pattern to identify
sleep apnea, and the method was not designed to detect sleep
position. Deng et al [22] used six active infrared cameras and
a Kinect sensor to detect body position and breathing pattern
(abnormal vs normal breathing). However, they did not evaluate
their method in a clinical environment to demonstrate the
performance for the detection of sleep apnea or positional sleep
apnea. In addition, using six cameras and the Kinect will be
difficult to set up in clinical or home settings, which hinders
large-scale adoption. Davidovich et al [23] developed a new
framework to extract the breathing pattern from a piezo-electric
sensor placed under the patient’s mattress through extracting
time and frequency domain features and then calculating the
AHI. Nandakumar et al [24] used a smartphone to emit inaudible
waves and to analyze the waves’ echoes from the user’s body
to detect respiratory events. However, these noncontact methods
did not present cross-validation performance, and due to
restriction in their modalities, they are not able to identify

positional sleep apnea patients, which is crucial for proper
treatment.

To identify patients at risk of sleep apnea and to distinguish
those with positional sleep apnea, an alternative is to use
computer vision and machine-learning techniques. We here
propose a noncontact algorithm that analyzes infrared videos
captured from a participant during sleep to estimate the AHI
and to distinguish patients with positional vs nonpositional sleep
apnea. Specifically, we used a 3D convolutional neural network
(CNN) to analyze movements in infrared videos, to detect
apneas, and to estimate the AHI. In experimental evaluation,
this model outperformed a baseline model that previously
reported state-of-the-art results in noncontact AHI estimation
[25]. We also combined this technique with another CNN-based
approach that detects the sleeping position [26] to calculate the
AHI in different sleeping positions and to identify patients with
positional sleep apnea. The methods and results developed in
this study represent the first noncontact approach to
automatically distinguish positional from nonpositional sleep
apnea.

Methods

Data Collection
The University Health Network Research Ethics Board approved
this study (approval number 13-7210-DE). Participants aged
18 to 85 years and without a history of cardiovascular or renal
diseases were recruited for this study. Participants were recruited
among patients referred for sleep diagnosis at the sleep
laboratory of the Toronto Rehabilitation Institute, University
Health Network. All participants signed a written consent form
before taking part in the study. There were no limitations on
blanket usage, movement, or clothing worn during sleep.

Simultaneously with overnight PSG (Embla s4500) that was
used for a clinical diagnosis of sleep, infrared videos of
participants were recorded at a resolution of 640×480 with 30
frames per second. The participants’ video data were collected
and synchronized with PSG signals all night for 5 (±1) hours
while sleeping in a single session.

The infrared camera (Point Grey Firefly MV, 0.3 MP,
FMVU-03MTM) was mounted approximately 1.5 meters above
the bed. For illumination, a separate infrared light source (Raytec
RM25-F-50) was mounted on the ceiling. A schematic of the
camera setup and sample frame is shown in Figure 2.
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Figure 2. Data collection setup and a sample anonymized image frame on the right. IR: infrared.

Respiratory events (apneas and hypopneas) and sleep positions
(supine, lateral) of the participant throughout the night were
annotated by a trained sleep technician who was blinded to the
study. Since the video data were synchronized with PSG data,
once the technician annotated the PSG data, all video frames
were automatically labeled.

AHI Estimation
The video frames were first downsampled from 30 Hz to 2 Hz
to reduce the computational cost. As breathing frequency is
approximately 0.5 Hz during sleep, the reduced frequency of 2
Hz exceeds the Nyquist rate by a factor of 2. To track respiratory
movements in the infrared video frames, a CNN dense optical
flow (Flownet 2.0 [27]) was used, which provides accurate

optical flow at a fast frame rate. Optical flow extracts movement
in the x (side to side) and y (up and down) directions for each
pixel in one video frame to the next. The minimum duration of
an apnea is 10 seconds. This translates to 20 (or 19 in the worst
case) video frames within the duration of an event. To estimate
respiratory events, a 3D-CNN was trained on a sliding window
of 18 optical flow images (ie, resulting from 19 consecutive
video frames). Infrared videos were captured at a resolution of
640×480 pixels, resulting in optical images with a size of
640×480×2. The architecture of the 3D-CNN that was trained
on the input tensors with a size of 640×480×2×18 is shown in
Multimedia Appendix 1. Sample input and dense optical flow
images are shown in Figure 3.

Figure 3. Sample input and dense optical flow images.

The 3D-CNN was trained with class-weighted cross-entropy
loss (5 for events and 1 for normal) and the Adam optimizer.
An initial value of 0.001 for the learning rate and a batch size
of 25 for 25,000 epochs were chosen. The total number of

parameters in this network was 8,284,265, including 8,281,829
trainable parameters and 2436 nontrainable parameters.
Depending on the sleep apnea severity, respiratory events are
less frequent in comparison to normal breathing; thus, the data
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sets were highly imbalanced. In training time, to balance the
data set, stride lengths of 0.5 and 15 seconds were used for
apneas and normal breathing, respectively. In test time, a stride
length of 0.5 seconds was used to predict the binary label of
normal breathing versus apneas. The threshold of the trained
binary classification (event vs normal) was set to 0.1 to
maximize the area under the curve on the training data.

To estimate the AHI, a linear regression model was trained on
the following three features: (1) the number of detected events,
(2) the total duration of detected events longer than 9 seconds
divided by sleep duration, and (3) sleep duration.

The performance of the 3D-CNN was compared against another
approach developed by our group, which previously
demonstrated state-of-the-art performance in noncontact
vision-based estimation of the AHI [25]. A brief overview of
this baseline approach is presented here. To extract
respiratory-related motion, movements of 768 uniformly
scattered points in the video frames were extracted using a
sparse optical flow. Principal component analysis (PCA) was
applied on the extracted point trajectories over 30-second sliding
windows with a stride of 1 second to compute the predominant
movements, which were associated with breathing during sleep
[28]. This approach was previously validated by Zhu et al [29]
and was shown to accurately track breathing rate in overnight
infrared videos. To identify respiratory events from the
respiratory-related motion, three features were extracted,
including the respiratory rate, average power of respiratory
movement, and total displacement of tracked points. Compared
to normal breathing, the respiratory rate drops during respiratory
events. To extract the respiratory rate, the energy of extracted
respiratory movements was calculated using fast Fourier
transform with a window of 10 seconds. The frequency
associated with the highest energy was then considered as the
respiratory rate. The second feature was the average power of

respiratory movement, which decreases during a respiratory
event. This feature was computed as the mean of absolute
squares of respiratory displacement within a 10-second window.
The last feature was total displacement, which indicates
nonrespiratory movement (eg, arousals), and was determined
by the summation of all of the raw optical flow movements
(before applying PCA). Using these 3 features, a random forest
binary classifier with 50 trees was trained to estimate sleep
apnea events (apneas and hypopneas). Finally, to estimate the
AHI, a linear regression model was trained using 2 features: (1)
the number of predicted sleep apnea events normalized by the
estimated events’duration and (2) the estimated events’duration
normalized by the total sleep duration obtained from the total
recording time.

Detecting Positional vs Nonpositional Sleep Apnea
For sleep position detection, a previously developed algorithm
[26] was used. This method estimates body position (supine vs
lateral) from a video frame using a CNN. Sample supine and
lateral images are shown in Figure 4. This position detector was
applied to the first video frame of each video. After each large
movement (detected by thresholding the total displacement of
tracked featured points extracted by optical flow over 1 second),
the detector was used again to estimate the new sleeping
position. As a result, a body position (supine vs lateral) was
assigned to each video frame during the entire sleeping period.
Once respiratory events and their associated sleep positions
were detected, 6 features were calculated per person: (1) number
of detected events in supine position, (2) number of detected
events in lateral position, (3) total recording time in supine
position, (4) total recording time in lateral position, (5) supine
AHI, and (6) lateral AHI. These features were then used to train
a binary random forest classifier with three trees to distinguish
between positional and nonpositional sleep apnea patients.
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Figure 4. Sample supine (left) and lateral (right) frames.

Validation
Leave-one-person-out cross-validation was used to evaluate the
performance of AHI estimation as well as the performance of
positional vs nonpositional sleep apnea detection algorithms.
Bland-Altman plots and Spearman correlation coefficients were
used to evaluate the performance of AHI estimation. Since an
AHI of 15 is commonly used as a threshold for screening sleep
apnea [30], the algorithm performance on classifying subjects
as having sleep apnea was evaluated based on the threshold of
AHI=15. Confusion matrices, accuracy, precision, recall, and
F1-score measures were used to assess classification

performance. The same measures were used to assess the
performance of positional vs nonpositional sleep apnea
classification.

Results

Demographic information of the 41 individuals (26 men and
15 women) recruited for this study is shown in Table 1. There
were 20 participants with positional sleep apnea, 15 participants
with nonpositional sleep apnea, and 6 participants that only
slept in one position and as such the apnea could not be
identified as either positional or nonpositional.
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Table 1. Participants’ demographic features for apnea-hypopnea index (AHI) estimation (N=41).a

Value, mean (SD)Characteristics

53 (13)Age (years)

30 (7)BMI (kg/m2)

5 (1)Sleep duration (hours)

9 (6)Number of changes in body position

75 (18)Sleep efficiency (%)

15 (7)REMb sleep percentage (%)

68 (16)Mean wake heart rate (bpmc)

67 (16)Mean REM heart rate (bpm)

82 (9)Minimum SaO2
d

94 (3)Mean SaO2

27 (31)AHI (events/hour)

41 (39)Supine AHI (events/hour)

21 (34)Lateral AHI (events/hour)

aParticipants’ information was obtained from the sleep reports of the overnight sleep study annotated by sleep technicians.
bREM: rapid eye movement.
cbpm: beats per minute.
dSaO2: arterial oxygen saturation.

The threshold used in this study for detecting position changes
and ignoring the small movements (eg, breathing or pulse) was
empirically set to 20,000 pixels. The total displacement was
calculated by summing the displacement of all optical flow
feature points [28] over 1 second and was checked against this
threshold.

To evaluate the performance of AHI detection, Figure 5 and
Figure 6 show the scatterplots and Bland-Altman plots between
the estimated AHI and PSG-based AHI for both the 3D-CNN
model and the baseline model (Zhu et al [25]).

Figure 5. Scatterplots of polysomnography (PSG) apnea-hypopnea index (AHI) vs estimated AHI values. The blue and red lines indicate fitted and
unity lines, respectively. CNN: convolutional neural network.
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Figure 6. Bland-Altman plots of apnea-hypopnea index (AHI) estimation algorithms. PSG: polysomnography; Est: estimated; CNN: convolutional
neural network.

The Spearman correlation coefficients (ρ) for AHI estimation
were 0.55 and 0.79 for the baseline and 3D-CNN approach,
respectively (P<.001 in both cases). In addition, the
Bland-Altman plot indicated that our method outperformed the
baseline according to the smaller mean (0.3 vs 8.9) and tighter
95% limits of agreement (ie, a smaller value for 1.96 of the

standard deviation: 40.9 vs 56.5). Confusion matrices and the
performance measures for identifying sleep apnea patients based
on the AHI=15 threshold are shown in Figure 7 and in Table 2,
respectively. The 3D-CNN approach obtained 83% accuracy
and an F1-score of 86%, outperforming the baseline approach,
which obtained an accuracy of 73% and an F1-score of 74%.

Figure 7. Confusion matrices for screening patients with sleep apnea based on the apnea-hypopnea index threshold of 15. CNN: convolutional neural
network.

Table 2. Performance of models on screening patients with sleep apnea.

F1-scoreRecallPrecisionAccuracyMethod

85.7195.4577.7882.933D-CNNa

74.4272.7376.1973.17Baseline (Zhu et al [25])

aCNN: convolutional neural network.

The position detection algorithm estimated the body position
with 83% accuracy, an F1-score of 83%, 77% precision, and
91% recall. The performance of the combination of the position
detection algorithm with AHI detection on patients with

positional sleep is shown in Figure 8. The 3D-CNN model
classified 13 out of 20 patients with positional sleep apnea
correctly. Performance measures for detecting positional vs
nonpositional sleep apnea are presented in Table 3.
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Figure 8. Confusion matrix for identifying positional sleep apnea. CNN: convolutional neural network.

Table 3. Performance of the models in detecting positional vs nonpositional sleep apnea.

F1-scoreRecallPrecisionAccuracyMethod

68.4265.0072.2265.713D-CNNa

41.0340.0042.1134.29Baseline (Zhu et al [25])

aCNN: convolutional neural network.

Discussion

Principal Findings
The main contributions of this study are: (1) the development
and experimental validation of a new noncontact approach to
estimate AHI, and (2) application of this method to
automatically identify individuals with positional sleep apnea.
The newly developed 3D-CNN–based method outperformed
the baseline model in estimating the AHI in infrared video data.
However, it was ~4 times slower than the baseline algorithm.
Nevertheless, the new model could still process 5 hours of sleep
data in ~20 hours. Through combining estimated sleeping
position information with estimated AHI, this is the first
noncontact method that can identify a positional sleep apnea
patient.

The developed algorithm achieved comparable performance to
existing contact methods (eg, those using a single wearable
sensor or a sensor placed under the mattress). For example,
Hafezi et al [15] analyzed tracheal movements captured by an
accelerometer to estimate AHI and to identify patients with
sleep apnea. They reported a Spearman correlation of 0.86
between estimated and ground-truth (PSG) AHI values, and
accuracy and F1-score values of 84% and 82%, respectively,
in detecting individuals with AHI≥15. As such, they achieved
a higher correlation coefficient (0.86 vs 0.79) but a lower
F1-score (82% vs 86%) than our noncontact approach. An
advantage of using a noncontact method over contact-based
approaches is ease of use and convenience. Davidovich et al
[23] used a piezo-electric sensor under a mattress to estimate

the AHI. They obtained an R2 value of 0.86 for AHI estimation,

and accuracy and F1-score values of 88% and 84%, respectively,
in identifying individuals with AHI≥15. Using a camera has the
potential to result in a more accessible assessment technology,
as it can be implemented in the form of a tablet or mobile phone
app.

Limitations
Our study has some limitations. One limitation is the failure of
the event detection algorithm when the participant moved out
of the field of view of the camera or when the room lighting
condition suddenly changed. Another limitation is the small
number of participants (N=41). The algorithm was validated
via leave-one-person-out cross-validation. Future work should
examine the generalizability of these models to data collected
in new environments.

Conclusion and Future Work
This study applied machine learning and computer vision
approaches to develop a CNN-based method to detect respiratory
events in different sleeping positions from data collected via an
infrared camera. This method was validated on data from 41
participants to estimate AHI and to identify patients with
positional sleep apnea.

This model could be used toward the development of affordable
and easy-to-use technologies for screening sleep apnea at home
(eg, in the form of a tablet or smartphone app). Such a system
could help physicians in choosing suitable treatments for sleep
apnea patients. Ultimately, improved treatment will reduce the
consequences of untreated sleep apnea such as car accidents,
heart disease, diabetes, and high blood pressure.
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Abstract

Background: Syncope evaluation and management is associated with testing overuse and unnecessary hospitalizations. The
2017 American College of Cardiology/American Heart Association (ACC/AHA) Syncope Guideline aims to standardize clinical
practice and reduce unnecessary services. The use of clinical decision support (CDS) tools offers the potential to successfully
implement evidence-based clinical guidelines. However, CDS tools that provide an evidence-based differential diagnosis (DDx)
of syncope at the point of care are currently lacking.

Objective: With input from diverse health systems, we developed and demonstrated the viability of a mobile app, the Multilevel
Implementation Strategy for Syncope optImal care thrOugh eNgagement (MISSION) Syncope, as a CDS tool for syncope diagnosis
and prognosis.

Methods: Development of the app had three main goals: (1) reliable generation of an accurate DDx, (2) incorporation of an
evidence-based clinical risk tool for prognosis, and (3) user-based design and technical development. To generate a DDx that
incorporated assessment recommendations, we reviewed guidelines and the literature to determine clinical assessment questions
(variables) and likelihood ratios (LHRs) for each variable in predicting etiology. The creation and validation of the app diagnosis
occurred through an iterative clinician review and application to actual clinical cases. The review of available risk score calculators
focused on identifying an easily applied and valid evidence-based clinical risk stratification tool. The review and decision-making
factors included characteristics of the original study, clinical variables, and validation studies. App design and development relied
on user-centered design principles. We used observations of the emergency department workflow, storyboard demonstration,
multiple mock review sessions, and beta-testing to optimize functionality and usability.
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Results: The MISSION Syncope app is consistent with guideline recommendations on evidence-based practice (EBP), and its
user interface (UI) reflects steps in a real-world patient evaluation: assessment, DDx, risk stratification, and recommendations.
The app provides flexible clinical decision making, while emphasizing a care continuum; it generates recommendations for
diagnosis and prognosis based on user input. The DDx in the app is deemed a pragmatic model that more closely aligns with
real-world clinical practice and was validated using actual clinical cases. The beta-testing of the app demonstrated well-accepted
functionality and usability of this syncope CDS tool.

Conclusions: The MISSION Syncope app development integrated the current literature and clinical expertise to provide an
evidence-based DDx, a prognosis using a validated scoring system, and recommendations based on clinical guidelines. This app
demonstrates the importance of using research literature in the development of a CDS tool and applying clinical experience to
fill the gaps in available research. It is essential for a successful app to be deliberate in pursuing a practical clinical model instead
of striving for a perfect mathematical model, given available published evidence. This hybrid methodology can be applied to
similar CDS tool development.

(J Med Internet Res 2021;23(11):e25192)   doi:10.2196/25192

KEYWORDS

cardiology; medical diagnosis; medicine; mobile applications; prognostics and health; syncope

Introduction

Syncope is a common yet complex presenting symptom that
requires thoughtful and efficient evaluation to determine the
etiology of the patient’s loss of consciousness (LOC). Estimates
indicate that one-half of all Americans will experience syncope
during their lives, with recurrence rates as high as 13.5% [1].
The prognosis of a patient with syncope depends on the etiology
and other potential underlying medical conditions. Although
vasovagal reflex–mediated syncope and orthostatic hypotension
are the two most common types with benign courses, a cardiac
or neurologic etiology of syncope is associated with significantly
higher rates of morbidity and mortality [2]. The major challenge
in the evaluation of patients with syncope is that most patients
are asymptomatic at the time of their presentation. Because of
concerns that patients presenting with syncope are at risk for
an impending catastrophic event, the overuse and inappropriate
use of testing and hospital admission are common [1].
Substantial published research, including our team’s work,
documents the current practice of underutilization of efficient
tests, overutilization of unnecessary tests, overexpenditure
associated with syncope management, and heightened risk to
patients due to unnecessary tests and hospitalizations [3-6].
Aiming to provide guidance on optimizing the evaluation and
management of syncope, a collaboration of the American
College of Emergency Physicians (ACEP), the Society for
Academic Emergency Medicine (SAEM), the American College
of Cardiology (ACC), the American Heart Association (AHA),
and the Heart Rhythm Society (HRS) issued a Guideline for the
Evaluation and Management of Patients With Syncope in 2017
(ie, 2017 Syncope Guideline) [7]. However, studies have found
that awareness and implementation of the 2017 Syncope
Guideline remain low, and current practice in the evaluation
and management of syncope substantially deviates from clinical
practice guidelines (CPGs) [3,8].

The use of clinical decision support (CDS) tools offers the
potential to successfully implement evidence-based clinical
guidelines. To assist clinicians in assessing patient risk, several
syncope risk stratification calculators have been developed over
the past 20 years, each with slightly different predicted clinical
outcomes within various time frames [9-13]. Although risk
calculators are useful, these existing tools for syncope function
as medical risk calculators and do not provide any diagnosis or
follow-up recommendations. CDS tools that provide an
evidence-based differential diagnosis (DDx) of syncope at the
point of care are currently lacking. A shared decision-making
(SDM) tool for low-to-intermediate-risk patients with
unexplained syncope who present to an academic emergency
department (ED) in the United States is being developed but is
still in the feasibility stage [14]. By incorporating CPGs and
clinicians’ input, CDS tools hold great potential for improving
evaluation, diagnosis, care delivery, and, ultimately, outcomes
in patients presenting with syncopal symptoms.

Developing a multicomponent, Multilevel Implementation
Strategy for Syncope optImal care thrOugh eNgagement
[MISSION]) is a multisystem implementation study aiming to
adopt, adapt, and implement evidence-based practices (EBPs);
engage interdisciplinary expertise; and facilitate care delivery
that reduces variability, improves quality, and lowers cost. With
input from diverse health systems, our study team developed
the MISSION Syncope OptimalCare Pathway (Figure 1) based
on the 2017 Syncope Guideline. The MISSION Syncope mobile
app was designed to be a practical tool for the implementation
of the MISSION Syncope OptimalCare Pathway.

The objectives of this study were to develop and demonstrate
the viability of the MISSION Syncope app as a CDS tool for
syncope diagnosis and prognosis that walks users through
clinical assessment in a clear and concise manner consistent
with EBPs and to provide recommendations based on input
from the user.
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Figure 1. The MISSION Syncope OptimalCare Pathway. This is the pathway to be used by clinicians to adapt and implement EBPs, engage
interdisciplinary expertise, and facilitate care delivery that reduces variability, improves quality, and lowers cost. ACS: acute coronary syndrome; CAD:
coronary artery disease; CHF: congestive heart failure; CSS: Canadian Syncope Score; CV, cardiovascular; EBP: evidence-based practice; ECG:
electrocardiogram; ED: emergency department; IV, intravenous; LVOT: left ventricular outflow tract; MISSION: Multilevel Implementation Strategy
for Syncope optImal care thrOugh eNgagement; PCP: primary care provider; PO: per os; SBP: systolic blood pressure; TLOC: transient loss of
consciousness.

Methods

The development of the app was a multistep process that
included (1) reliable generation of an accurate DDx, (2)
incorporation of an evidence-based clinical risk tool for
prognosis, and (3) user-based design and technical development.

The internal review board at the University of Kentucky
approved this study.

DDx
This process was guided by integrating the current literature
and clinical expertise. Current guidelines recommend an initial
assessment based on a comprehensive history, physical exam,
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orthostatic vital signs, basic laboratory findings, and a resting
electrocardiogram (ECG) [7]. These recommendations are broad
and incorporate a wide range of data points and clinical
indicators that complicate meaningful implementation in an
app. Therefore, it was first necessary to determine relevant and
proven clinical indicators that are critical in assisting diagnosis
and prognosis assessment.

A literature search using PubMed and Google Scholar databases
consisted of the search terms “syncope,” “orthostatic
hypertension,” “neurogenic syncope,” “vasovagal syncope,”
and “cardiogenic syncope.” The search was limited to studies
on humans. In addition, we analyzed the reference lists of
identified articles to confirm we had not missed any relevant
literature. The final literature search was performed on February
20, 2020. Based on the literature review, we compiled an initial
list of variables; these were then reviewed by an interdisciplinary
team of clinicians and consolidated into a final list. This
literature review focused on the quality of study, identification
of common predictors, and consolidation of study results through
subject expert review and feedback. Some variables were
consolidated to establish consistency and minimize different
cutoffs (eg, an appropriate QT interval, ie, the time from the
start of the Q wave to the end of the T wave, in different studies
had varying optimal cutoff values). Focusing on app usability,
the goal was to have 15-20 questions (ie, variables). This
required consolidation if questions were deemed to assess a
similar clinical condition and had comparable odds or likelihood
ratios (LHRs). For example, a history of heart disease
generically, ischemic heart disease, and atrial fibrillation were
reported in separate studies with LHRs ranging from 2.4 to 7.3
[15,16]. Given the collinearity of these diseases associated with
syncope, the strength of the studies, and the relative LHRs of
other variables, a decision was made to consolidate these into
a single question and associate the LHR from the most
appropriate study.

Based on the clinical metrics identified in the literature review,
we defined the inputs for a statistical model to provide an
evidence-based DDx. This was done with an interdisciplinary
team consisting of app developers, subject experts, and a
statistician. To determine a diagnosis using a statistical model,
we needed to identify the LHR for each question. This process
was completed based on the quality of published research studies
and subject expert (author VG) review, with special attention
to variables without an LHR, a highly varying LHR, or an LHR
that seemed discordant from other clinical data. This
consideration included assessing the quality of original study
data, sample size, patient population studied, and how the study
applied to a general adult patient population.

We used the logistic regression model to calculate posttest
log-odds of each cause of syncope (vasovagal, orthostatic, or
cardiogenic) and included neurogenic LOC (eg, seizure) as the
highest-risk nonsyncopal etiology. We defined binary logistic
regression models for each etiology based on the LHRs we
identified from the literature review. The use of LHRs can be
beneficial in diagnosing individual patients [17].
Mathematically, a binary logistic model has a dependent variable
with two possible values, which we defined as yes or no for
each etiology. In the logistic model, the log-odds for the value

labeled “yes” is a linear combination of one or more independent
variables (Equation 1). The log-odds can then be transformed
into a probability for a “yes” for each etiology (Equation 2).

For the model to work, we needed to define the βi parameters
for the model. Since we did not have sufficient data to estimate
these parameter values, we instead decided to use LHRs from
the existing literature. β0 is the y intercept and is defined as the
pretest odds for each etiology (Equation 3). Since this app was
developed primarily for use in the ED, we decided to use the
general population prevalence data for the different etiologies
of syncope as our initial pretest odds for β0. This would be mean
that if we did not have any other information about the patient,
the statistical model would define the posttest log-odds based
on the general prevalence of each etiology. The rest of the model
parameters, βi, corresponded to each clinical indicator we had
identified earlier. We then applied the LHRs (Equation 5)
identified from the literature (after subject expert review and
adjudication) to the appropriate questions. To simplify our
model, we converted each variable into a binary (yes or no)
question. Using the pretest odds ratio, the user input for each
question, and the LHRs for each question, the app calculated a
posttest log-odds ratio for each etiology of syncope and
neurogenic LOC based on our logistic model. Based on these
posttest probabilities calculated from posttest log-odds, the app
subsequently displays a ranked order of each etiology as a DDx.
The etiology with the highest probability is the most likely
diagnosis.

For each type of syncope, a posttest probability p was calculated
using logistic regression:

where

The diagnostic model was evaluated by an interdisciplinary
team of experienced clinicians who assessed past cases (ie,
medical chart reviews) using a web-based app developed
specifically for ease of testing. The team performed a
retrospective chart review of 30 patients who had presented to
the ED with syncope, and compared their own diagnoses with
the highest ranked differential of the statistical model. Through
an iterative review and validation process, the model parameters
were fine-tuned by adjusting the LHRs and the number and
grouping of questions. The clinicians also identified high-risk
conditions that could be missed by the diagnostic model and
where a specific logic would need to be applied. The intention
of this process was not to construct a perfect statistical model
but rather a more pragmatic one that more closely aligns with
appropriate real-world clinical practice.

The app was developed to be an adjunct to, and not a
replacement for, a clinician’s evaluation experience and insight;
therefore, clinicians were prompted to pick their top differential
(the user-selected differential) even if it did not coincide with
the highest ranked app-derived differential. This created a
feedback mechanism for continued improvement of the app
with data on weighting of questions as well as refinement of
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the mathematical formula and the parameters to the logistic
regression model. Given that the Canadian Syncope Score (CSS)
uses the clinician’s decision in the calculation of risk
stratification, the user-selected DDx, either agreeing or
disagreeing with the app-generated DDx, is used for subsequent
steps in the prognosis evaluation [9]. The highest ranked
app-generated DDx will be used only if the user chooses not to
select a diagnosis.

Incorporation of an Evidence-Based Clinical Risk Tool
and Recommendation Development
The review of available risk score calculators focused on
identifying the one easily applied and valid evidence-based
clinical risk stratification tool. The review and decision-making
factors included characteristics of the original study, clinical
variables, and a validation study. After vetting other scoring
systems, the Project MISSION team selected the CSS for risk
stratification based on the available literature [9,18]. The CSS
was chosen for its robust data and predictive capabilities;
however, it is heavily focused on cardiogenic syncope [9]. This
was felt to be appropriate clinically as true neurogenic syncope
is rare (although neurogenic LOC is more often seen) [19].
Furthermore, the CSS has additive data on the timing of events
in higher-risk patients.

The CSS uses a point system for available questions, two of
which incorporate a general clinical assessment [9]. The answers
to these questions were based on the user-selected differential
when possible and otherwise defaulted to the app-derived
differential. The remaining components were extracted from
the user inputs from the assessment step, and a rapid
classification into low (<1), intermediate (1-3), and high risk
(>3) was conducted [9].

Next, we defined the scope of the recommendations by
considering three different criteria: weighing diagnostic
recommendations (what testing to do), disposition
recommendations based on prognosis, and question-specific
recommendations. These recommendations were generated
based on the agreement or disagreement with app-derived and
user-selected DDx. Recommendations were developed for all
possible combinations of recommended and selected diagnoses.

User-Based Design and Technical Development
In designing the user interface (UI), we relied on user-centered
design principles and specific goals were considered, including
to be clear and concise, only provide information as necessary,
have a logical layout, and be visually appealing. Since patients
suffering syncope tend to present to the ED, we began by
observing physicians in the ED and the ED workflow in general
to understand the needs of users and the environment in which
the app would be used. This observational information combined
with more input from the practicing physicians on the team was
used to create a storyboard of the patient evaluation process.
This storyboard was then used to construct the various screens
of the app workflow, each screen representing a different step
in the process. We determined the process to involve examining
the patient with questions and tests, determining a DDx,
assessing the risk for adverse outcomes, and, finally, providing
recommendations and performing patient follow-up.

The storyboard was worked into low-fidelity wireframes to
determine the appropriate elements and display the general flow
of the app. This stage of the design process also included
evaluating existing medical apps that provide guidelines,
protocols, and risk calculators. We evaluated the
ManageAnticoag and Guideline Clinical apps, both from the
ACC, and Calculate by QxMD to understand the current
landscape of similar apps, determine the best practices, and
decide what works and what does not [20-22]. After an iterative
process, these wireframes were then worked into high-fidelity
mockups using Adobe Xd (Adobe Creative Cloud; Adobe Inc.,
San Jose, CA, USA). Using these mockups and input from the
study team, we finalized the user experience (UX) and UI for
the app. The MISSION Syncope app was then developed using
React Native 0.60 (Facebook Open Source; Facebook Inc.,
Menlo Park, CA, USA), a cross-platform mobile app
development framework.

While the initial wireframes were being developed, we worked
on the database and web application programming interface
(API) design to be used by the app to store and retrieve data.
The database was designed to store the questions, the
corresponding LHRs for each kind of syncope, risk stratification,
and recommendation text. In addition, the database would store
each syncope evaluation performed by the user, the answer to
each of the questions, the app-derived differential and
user-selected differential, and the final recommendation of the
app. The web API was built using C# and .NET Core with the
database in Microsoft SQL Server (Microsoft Corporation,
Redmond, WA, USA).

Based on input from emergency medicine (EM) and other
physicians, the study team determined in the early development
process that the app would not require login credentials to ensure
that the clinicians would be comfortable using it and the data
collected would be inherently anonymous. To maintain data
integrity and secure the web API, anonymous authentication
was implemented using Firebase Authentication (Google Cloud
Platform; Google Inc., Menlo Park, CA, USA).

Testing was an integral part of the development life cycle. There
were various phases of testing, each with a specific goal. In the
first phase, we focused on testing the UI and ensuring a
consistent UX across devices with varying screen resolutions,
screen sizes, manufacturers, and operating systems. This was
performed using the App Live testing platform (BrowserStack,
Mumbai, India) on real mobile phones (iOS or Android).

In the second phase of testing, the app went through an
alpha-testing phase where the app was distributed using Apple’s
TestFlight and Google Play’s Developer testing platforms to
members of the Project MISSION team. The goal of this phase
was to determine usability. This allowed the team to consider
the UI/UX of the app and test it over a period on their own
mobile phones and provide feedback accordingly.

After making tweaks and fixes based on this testing, participants
were recruited for the final beta-testing phase. These participants
were primarily physicians, fellows, and residents from EM and
cardiology. This phase allowed us to open up testing to a broader
audience of users who were not directly involved in the
development of the app, and allowed us to gather objective
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feedback on usability, DDx, and performance. The beta-testers
were asked to use the app for a period of several weeks, after
which we conducted focus groups to obtain feedback. The focus
groups were divided up based on their experiences, primarily
differentiating between attending fellows or residents, and
medical students. After these rounds of testing and updates to
the model parameters and UI, the final version of the app was
distributed through the Apple App Store and Google Play.

Results

DDx
The final list of questions, associations, and LHRs are provided
in below (Tables 1 and 2). For variables that provided different
cutoffs, the clinical lead identified the most appropriate one
based on the literature and other sources (eg, a QT interval cutoff
of 480 ms was used as it was part of the CSS) [9].

Some questions were included even if they did not have LHRs,
given the importance in the DDx; were part of the CSS [9]; or
were separately handled in the mathematical model. Since
cardiac syncope (5%-21% of cases) and vasovagal syncope
(21%-48%) are the highest causes of transient LOC (TLOC),
most questions were defined for cardiogenic and vasovagal
syncope [19]. The two questions included for orthostatic syncope
had highly variable LHRs. One of the 2017 Guideline Class I
recommendations is volume loading for patients with positive
orthostatic vital signs, and given the overlap in the literature
between positive orthostatic vitals and other causes of syncope,
an additional question assessing the provider’s clinical suspicion
for an orthostatic cause of syncope was added to aid in the DDx
[7]. Two questions associated with neurogenic nonsyncopal

episodes were included with no LHRs because neurogenic LOC
is usually not true syncope. These questions purely served as a
checkpoint for routing providers to a primary neurologic
workup.

The logistic regression models were found to be more complete
for cardiogenic and vasovagal syncope; however, we
encountered issues for neurogenic LOC and orthostatic syncope
due to limited studies on a DDx for these etiologies. We derived
this conclusion by performing an analysis of the data collected
from app usage during the alpha- and beta-testing phases. We
compared the highest-ranked DDx generated by our
mathematical formula with users’ selections to determine
congruence with our formulas. We found that when the user
determined the DDx to be cardiogenic or vasovagal, our
mathematical formula derived the same result in 70% of cases.
A specific logic was applied to the formula based on clinical
experience. The decision was made to handle the two
low-performing etiologies, orthostatic and neurogenic LOC, by
applying artificial weighting to move these etiologies to the top
of the differential if all questions for each type were answered
with yes and by providing targeted question-specific
recommendations. For example, the MISSION Syncope app
recommends volume loading when a patient is orthostatic, but
the app-derived or user-selected differential can be cardiogenic
or vasovagal, respectively [7]. For neurogenic LOC, weighting
was purely based on clinical experience, with no reference to a
discrete LHR, because no consistent LHR exists in the literature
that would mathematically rank this etiology to the top of the
differential. In addition, since the neurogenic risk to the patient
(prognosis) was not addressed by the CSS, a deliberate mention
of concerning features and additive recommendations were
deemed important [9].
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Table 1. Final assessment questions, with LHRsa for vasovagal syncope.

LHR–LHR+ReferenceQuestion

0.307.29[16]Is the patient less than or equal to 35 years of age?

1.820.072[15,16,23]Does the patient have a history of heart disease (atrial fibrillation/flutter, ventricular tachycardia,

heart block, heart failure, stable ischemic heart disease, valvular heart disease)?b

0.4988.85[16]Did the syncopal episode occur in the context of any of the following: warm or crowded place,

prolonged standing, fear, emotion, pain, or using the toilet?b

NULLcNULLc[23,24]Was the syncopal episode associated with chest pain?

NULLcNULLc[13,15,16,23-25]Was the syncopal episode associated with palpitations?

NULLcNULLc[13,15]Was the syncopal episode associated with exertion?

NULLcNULLc—Was the syncopal episode associated with position change?d

1.080.104[16]Was the syncopal episode associated with hypoxia?

0.5525.10[13,15,16,23-25]Was the syncopal episode associated with nausea, vomiting, or a warm/flushed feeling?

NULLcNULLc[16]Does the patient describe any of the following: severe headache, focal neurologic deficit, or

postictal state?e

NULLcNULLc—Were there convulsions witnessed associated with the syncope?d

NULLcNULLc—Is there a new murmur on exam?d

NULLcNULLc[16]Is the resting SBPf <90 mmHg or >180 mmHg?

NULLcNULLc—Were orthostatic vitals positive (>20 mmHg drop in SBP or >30 beats per minute increase in

heart rate)?g

NULLcNULLc—Do you think orthostasis is the cause for syncope?g

NULLcNULLc—Were there any new focal neurologic deficits on physical exam?e

NULLcNULLc—Is the QRS axis abnormal (<–30 degrees or >100 degrees)?b

NULLcNULLc—Is the QRS duration prolonged (>120 ms)?b

NULLcNULLc—Is the corrected QT interval prolonged (>480 ms)?b

NULLcNULLc[26]Is the troponin elevated (high-sensitivity cardiac troponin t>14 ng/L)?b

aLHR: likelihood ratio.
bInput for the Canadian Syncope Score (CSS).
cRatios not found in the literature.
dIncluded to prompt additional considerations.
eArtificially weighted for neurogenic loss of consciousness (LOC).
fSBP: systolic blood pressure.
gArtificially weighted for orthostatic syncope.
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Table 2. Final assessment questions, with LHRsa for cardiogenic syncope.

LHR–LHR+ReferenceQuestion

3.240.13[16]Is the patient less than or equal to 35 years of age?

0.742.93[15,16,23]Does the patient have a history of heart disease (atrial fibrillation/flutter, ventricular tachycardia,

heart block, heart failure, stable ischemic heart disease, valvular heart disease)?b

1.430.167[16]Did the syncopal episode occur in the context of any of the following: warm or crowded place,

prolonged standing, fear, emotion, pain, or using the toilet?b

0.8814.25[23,24]Was the syncopal episode associated with chest pain?

0.8533.78[13,15,16,23-25]Was the syncopal episode associated with palpitations?

0.8964.36[13,15]Was the syncopal episode associated with exertion?

NANAd—Was the syncopal episode associated with position change?c

0.943.74[16]Was the syncopal episode associated with hypoxia?

1.380.354[13,15,16,23-25]Was the syncopal episode associated with nausea, vomiting, or a warm/flushed feeling?

1.210.170[16]Does the patient describe any of the following: severe headache, focal neurologic deficit, or

postictal state?e

NULLfNULLf—Were there convulsions witnessed associated with the syncope?c

NULLfNULLf—Is there a new murmur on exam?c

0.8945.88[16]Is the resting SBPg <90 mmHg or >180 mmHg?

NULLfNULLf—Were orthostatic vitals positive (>20 mmHg drop in SBP or >30 beats per minute increase in

heart rate)?h

NULLfNULLf—Do you think orthostasis is the cause for syncope?h

NULLfNULLf—Were there any new focal neurologic deficits on physical exam?e

NULLfNULLf—Is the QRS axis abnormal (<–30 degrees or >100 degrees)?b

NULLfNULLf—Is the QRS duration prolonged (>120 ms)?b

NULLfNULLf—Is the corrected QT interval prolonged (>480 ms)?b

0.5341.98[26]Is the troponin elevated (high-sensitivity cardiac troponin t>14 ng/L)?b

aLHR: likelihood ratio.
bInput for the Canadian Syncope Score (CSS).
cIncluded to prompt additional considerations.
dNA: not available.
eArtificially weighted for neurogenic loss of consciousness (LOC).
fRatios not found in the literature.
gSBP: systolic blood pressure.
hArtificially weighted for orthostatic syncope.

Incorporation of an Evidence-Based Clinical Risk Tool
and Recommendation Development
Based on the MISSION Syncope OptimalCare Pathway,
recommendations included testing recommendations and
disposition. Considering the lack of space on a mobile screen
for large amounts of text, the Project MISSION team decided
to categorize these recommendations into primary, secondary,
and question specific. Primary recommendations were based
on the user-selected DDx or that generated by the app if a user
did not pick a diagnosis. The secondary recommendations would
only be displayed if the app-generated DDx was discordant with
the user-selected DDx. The question-specific recommendations

referred to considerations specifically for orthostasis and
neurogenic LOC if app users answered positively to only one
of the questions associated with the etiology. Finally, based on
the CSS classification, the implication of the risk score was
provided as either discharge from the ED with outpatient workup
(low risk), short-term observation of 6 hours or less
(intermediate risk), or longer-term observation and admission
(high risk).

User-Based Design and Technical Development
The app provides a presentation layer with limited logic and
data storage and is designed to work online, with interactions
processed on the backend web API and stored in the server
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database. We collected all the information anonymously and
recorded answers to all the assessment questions, the
highest-ranked app-generated DDx, the user-selected DDx, and
the CSS, allowing us to gather valuable information about
syncope cases and to validate our model.

After input from frontline clinicians, we designed four screens
that would be part of the main app workflow and reflect the
steps in a real-world patient evaluation: Assessment, Differential
Diagnosis, Risk Stratification, and Recommendations. See
Multimedia Appendices 1 and 2 for the app installation guide
and app assessment examples, respectively. The Assessment
screen in the initial design consisted of a card deck–like UI,
with each question on a separate card, a UI design most
commonly seen in trivia apps. Our beta-testing focus group
almost unanimously recommended against this design and
instead recommended displaying the questions in list format.
In addition to the aforementioned screens, based on user
feedback, we determined that a home screen would be needed
to have a place for the user to start new evaluations and view
all the evaluations they have performed in the past. The list of
evaluations included information about risks and the DDx of
each. Based on the recommendations from the beta-testing focus
group, we also included onboarding screens to the app. These
are shown to the user when they start the app for the first time,
and walk them through the purpose and usage of the app. In
addition to the usability of the app, the beta- and alpha-testing
phases allowed us to judge the consistency of the app diagnosis
and recommendation.

Discussion

Principal Findings
Most CDS tools have a narrow scope of utility; they either are
risk score calculators (eg, MDCalc) or provide information that
might not be effectively specific (eg, ManageAnticoag) [20,27].
These latter apps often have a comprehensive list of variables,
which limits the capability of providing specific, actionable
recommendations and complicates decision making. The existing
CDS tools for syncope are limited and only provide a risk score
without subsequent recommendations or diagnostic support.
Mobile apps also suffer from such a narrow scope, either
focusing on patient education/engagement or translating risk
score calculators to a mobile platform. Most publications on
mobile apps fall into one of three categories: (1) proposal or
initial development of a medical mobile app, (2) specific
considerations in the development of mobile apps (eg, security
or usability), and (3) position papers to improve standardization
or evaluate the efficacy of apps. Our study falls into the first
category. However, most of these apps are designed for patient
engagement and education or risk calculators with embedded
guideline recommendations. Our app development study is
distinct in that provides prognostic information based on the
validated CSS, an evidence-based approach to the DDx, and
recommendations consistent with ACC/AHA guidelines [7,9].
There are also limited CDS tools for the diagnosis and
management of syncope specifically. Several key learning points
from this development process include (1) handling gaps in the
literature and lack of a pre-existing study with such a model,

(2) clearly and deliberately defining the scope of the app, (3)
finding a balance between perfection and usability, and (4)
dealing with technical challenges inherent to building a medical
app. It is imperative to consciously identify and accept the
potential of uncertainty in this type of project, as gaps exist in
published research on patients presenting with syncope. We felt
it most appropriate to mirror a clinical approach to these gaps
by using adjunct variables, applying values to variables that are
consistent with clinical experience, and deciding alternative
approaches to addressing high-risk variables. This cannot be
attempted in isolation and needs to be thoroughly vetted and
tested within an interdisciplinary team with clinical, statistical,
and technical expertise. As such, the differentiating factor of
such a team is successfully combining the various domains of
knowledge into a cohesive approach.

Defining the scope of an app is a necessary part of any software
implementation and requires a dedicated focus during the
ideation phase of the app design. Otherwise, there is a risk of
building extraneous details into an app that will not be clinically
useful and will be distracting to the user. The aim was to create
an app that is clear, concise, and consistent, while providing
the user with specific and actionable information and not
complicating the UX with cluttered and generic information.
With the MISSON Syncope app, we took a more holistic
implementation approach with a focused set of
recommendations. This app benefited from having a
well-developed MISSION Syncope OptimalCare Pathway. A
care pathway is the synthesis of guideline recommendations
into an optimal pattern of practice considering complex clinical
features that are part of the DDx and workup. Therefore, in
similar software implementation, development of a care pathway
should be a critical first step in the process. The pathway can
guide what questions would be asked and what
recommendations would be provided; without this, the app can
become a series of disjointed questions addressing guideline
recommendations that could be, at times, discordant with one
another.

Successful app implementation requires a deliberate pursuit of
a practical formula instead of striving for a perfect mathematical
model. Creation of a nuanced, comprehensive formula results
in a large number of variables, and although more extensive
and possibly more accurate, it might not be practical for use as
a mobile app. Additionally, since a perfect formula is untenable,
given the current data and knowledge, potential incorrect
assessments without acknowledging uncertainties and
probabilities may provoke users to devalue the app and result
in less acceptance. Therefore, a natural design point would be
deciding between a perfect mathematical formula and a practical
formula. Additionally, the formula was limited by a lack of
study data and the LHRs available in the current literature,
especially for orthostatic and neurogenic syncope. Importantly,
the data collected by the app can provide useful information
about filling gaps in the evaluation of syncope and guide future
modifications.

Finally, in developing the app, we had to make a few deliberate
decisions about the technical buildout. Deciding the supported
screen sizes was especially challenging when building a
cross-platform app that runs on both iOS and Android devices.
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With limited resources and a small development team, we
decided to use the BrowserStack App Live testing platform to
test the app on numerous real devices. Another challenge was
deciding whether a user should be required to log into the app.
To promote easy adoption and to secure the backend API, we
developed an anonymous authentication system using the
Firebase (Google LLC) mobile platform. This also helped in
making our data collection inherently anonymous. One challenge
that does not have a clear solution is determining the veracity
of each evaluation—in other words, determining which
evaluations are genuine and which are hypothetical scenarios
that users might be entering to test out the app. One solution
can be to disregard the first few evaluations for each user;
another could be to allow the user to flag such hypothetical
scenarios. Future versions of the app could incorporate technical
changes based on use.

App development is an iterative process with opportunities for
continuous improvement. Having gone through the development
process, our team has become more informed about how to
apply app development to other disease states and develop
similar clinical support tools.

Limitations
The limitations of this study included a lack of app evaluation
by a larger number of users. The app will likely benefit from
evaluation with input from a larger number of syncope cases
by comparing the physicians’ DDx and app-derived DDx for

these cases. To test and improve our statistical model, we
provide the user with a ranked order of differentials and
determine the accuracy of the app by comparing the
app-generated DDx to the user-selected DDx, thus creating a
feedback loop for continuous improvement. Another limitation
is that although we set up alpha- and beta-testing groups, we
did not have extensive user feedback on how well the UI works
and where it can be improved. Future work would include
conducting a comprehensive retrospective chart review study,
where we will evaluate a larger number of syncope cases that
are presented in the ED against the DDx, recommendation, and
risk stratification provided by the app. In addition, we plan to
set up a process to continuously update the model parameters
based on new studies and LHRs in continued literature reviews.

Conclusion
The MISSION Syncope app development integrated the current
literature and clinical expertise to provide an evidence-based
DDx, a prognosis using a validated scoring system, and
recommendations based on clinical guidelines. This app
demonstrates the importance of using research literature in the
development of a CDS tool and applying clinical experience to
fill the gaps in available research. It is essential for a successful
app to be deliberate in pursuing a practical clinical model instead
of striving for a perfect mathematical model, given available
published evidence. This hybrid methodology can be applied
to similar CDS tool development.
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Abstract

Background: Bipolar disorder (BD) is the 10th most common cause of frailty in young individuals and has triggered morbidity
and mortality worldwide. Patients with BD have a life expectancy 9 to 17 years lower than that of normal people. BD is a
predominant mental disorder, but it can be misdiagnosed as depressive disorder, which leads to difficulties in treating affected
patients. Approximately 60% of patients with BD are treated for depression. However, machine learning provides advanced skills
and techniques for better diagnosis of BD.

Objective: This review aims to explore the machine learning algorithms used for the detection and diagnosis of bipolar disorder
and its subtypes.

Methods: The study protocol adopted the PRISMA-ScR (Preferred Reporting Items for Systematic Reviews and Meta-Analyses
Extension for Scoping Reviews) guidelines. We explored 3 databases, namely Google Scholar, ScienceDirect, and PubMed. To
enhance the search, we performed backward screening of all the references of the included studies. Based on the predefined
selection criteria, 2 levels of screening were performed: title and abstract review, and full review of the articles that met the
inclusion criteria. Data extraction was performed independently by all investigators. To synthesize the extracted data, a narrative
synthesis approach was followed.

Results: We retrieved 573 potential articles were from the 3 databases. After preprocessing and screening, only 33 articles that
met our inclusion criteria were identified. The most commonly used data belonged to the clinical category (19, 58%). We identified
different machine learning models used in the selected studies, including classification models (18, 55%), regression models (5,
16%), model-based clustering methods (2, 6%), natural language processing (1, 3%), clustering algorithms (1, 3%), and deep
learning–based models (3, 9%). Magnetic resonance imaging data were most commonly used for classifying bipolar patients
compared to other groups (11, 34%), whereas microarray expression data sets and genomic data were the least commonly used.
The maximum ratio of accuracy was 98%, whereas the minimum accuracy range was 64%.

Conclusions: This scoping review provides an overview of recent studies based on machine learning models used to diagnose
patients with BD regardless of their demographics or if they were compared to patients with psychiatric diagnoses. Further research
can be conducted to provide clinical decision support in the health industry.

(J Med Internet Res 2021;23(11):e29749)   doi:10.2196/29749
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Introduction

Background
Bipolar disorder (BD) is a predominant mental disorder that
involves dramatic shifts in mood and temper. It is the 10th most
common cause of frailty in young adults and affects
approximately 1% to 5% of the overall population [1]. It is
mostly initiated during emotional states caused by disturbances
in thinking, ranging from extreme mania and excitement to
severe depression [2]. An epidemiological survey reported that
its prevalence is rapidly increasing every year [3]. BD is
associated with an evidently higher early mortality [4]. Bipolar
patients have unfortunate life situations because these patients
have a lifetime 9 to 17 years lower than that of normal people
[5]. Additionally, several studies from various countries
including Denmark and the United Kingdom state that this
mortality difference has continuously been increasing since the
last decades [6]. Although the maximum number of death cases
in BD are due to cardiovascular diseases and diabetes, some
death cases are due to unnatural events. Suicide is also relatively
predominant in the patients with BD [6]. Suicide rates in patients
with BD are 10%-20% higher than in the general population
[4]. This context demonstrates significant background
knowledge on bipolar disorder.

To effectively comprehend BD conditions and stipulate better
treatment, primary exposure to mental disorders is a crucial
phase. Different from finding other long-lasting situations that
depend on laboratory trials and statistical analysis, BD is
stereotypically detected based on patients’ self-statements in
precise surveys planned for uncovering specific types of
feelings, moods, and public relations [4]. Owing to the growing
accessibility of information relating to patients’ mental health
levels, artificial intelligence (AI) and machine learning (ML)
skills are proving useful for deepening our comprehension of
mental health situations, and they are promising methods to
support psychiatrists in making better clinical decisions and
analyses [7]. In recent years, AI techniques have shown superior
performance in countless data-rich implementation frameworks,
including BP [8,9].

In a previous review, Diego et al [10] discussed the applications
of ML algorithms in diagnosing BD. They focused on 5 main
application domains of ML in BD: diagnosis, prognosis,
treatment, data-driven phenotypes plus research, and clinical
direction. In contrast, the current review aims to evaluate
existing literature on the applications of ML in BD diagnosis.
Moreover, in the current review, we only focused on the role
of ML in diagnosing BD and its types, which has not been
previously comprehensively reviewed in any other study. We
also discuss the strengths and challenges associated with the
present work, future research guidelines for spanning the breach
among the applications of ML procedures and patient diagnosis.

Research Problem
BD is misdiagnosed as depressive disorder that leads to
difficulties and delay in the treatment of affected patients [1].
Approximately 60% of patients with BD are looking for
treatment of major depressive disorders [11]. According to a
National Chinese Mental Health Survey report, while the

incidence of BD in China increased by 4.5% within a 12-month
period, the recognition rate of BD as a depressive disorder
increased to 39.9% [12]. Hence, there is an urgent demand to
diagnose BD correctly. Moreover, ML increasingly provides
various advanced methods to diagnose BD at the individual
level to achieve better clinical results [10]. Many scientists have
used support vector machine (SVM) algorithms to build BD
classification models using neuroimaging information to
differentiate BD from major depression [13]. In Taiwan,
scientists have designed prediction algorithms using random
forests that calculate the genetic risk scores of BD [14].
However, based on all the evidence, it is necessary to provide
a scoping review that focuses on all applications of ML for BD
diagnosis. The current review aims to explore how ML
algorithms are used for better diagnosis of BD.

Methods

Review Approach
The current scoping review was conducted to provide an
understanding regarding the role of ML in diagnosing BD. A
scoping review is an approach that is systematically executed
to enable researchers to examine emerging evidence from
available studies on a specific topic [15]. It is also helpful for
identifying knowledge gaps in a given field [15]. This scoping
review follows the PRISMA-ScR (Preferred Reporting Items
for Systematic Reviews and Meta-Analyses Extension for
Scoping Reviews) guidelines recommended in 2016 [16].

Search Strategy

Search Sources
We conducted a systematic search in 3 electronic databases:
PubMed, Google Scholar, and ScienceDirect. We searched for
articles published between January 2016 and December 2021.
The search was conducted between March 16 to March 20,
2021. The references lists of the included articles were reviewed
to check for possible articles that could be included.

Search Terms
The search strategies applied differed depending on the nature
of the databases chosen for the search and are given in
Multimedia Appendix 1. For example, PubMed allows the
application of limiters such as “humans” and “English” language
articles. In addition, further search terms for BD were added as
we uploaded the references of Medical Subject Headings
(MeSH) in PubMed. Google Scholar and ScienceDirect limit
the number of search terms. Therefore, some search terms were
not used when searching in these 2 databases. The intervention
terms identified were (“Artificial Intelligence*” OR “Deep
Learning” OR “Machine Learning” OR “Natural Language
Processing” OR neural network* OR “unsupervised learning”
OR “supervised learning”). The disorder terms identified were
(“Bipolar disorder” OR “Bipolar 1 Disorder” OR “Bipolar 2
Disorder” OR “bipolar mood disorder” OR “bipolar affective
disorder” OR “Cyclothymic Disorder” OR Cyclothym* OR
manic*. Regarding search terms related to studies’ outcome,
which was bipolar disorder diagnosis, the search terms used
were (diagnos* OR recog* OR prognosis OR detect* OR
screening*).
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The articles obtained from the search were uploaded to the
Rayyan intelligent review application (Rayyan Systems Inc) in
an EndNote (Clarivate) format [17]. This application allows
researchers to collaborate and review articles at easily and at a
faster pace [17]. Reviewers can create individual or collaborative
reviews and make decisions regarding including or excluding
the articles independently [17]. We considered 2 aspects when
determining the key terms to be used for the current scoping
review, which were population and interventions. The population
we considered comprised Individuals with or without any health
condition regardless of their gender, age, and ethnicity. The

interventions considered include the ML models and algorithms
used for diagnosing BD. The search terms were selected based
on several scoping and systematic reviews we encountered
during the preliminary search phase in the databases specified
above.

Study Eligibility Criteria
Articles met the inclusion criteria if they achieved the main
objective, namely providing an overview on the role of ML in
diagnosing BD. The criteria identified for the inclusion and
exclusion phases are given in Textbox 1.

Textbox 1. Criteria for study selection.

Inclusion criteria

• Empirical studies

• Peer-reviewed articles, theses, dissertations, and reports

• No restrictions related to machine learning algorithms and models

• No restrictions on country of study

• English language

• No restrictions related to population

• Bipolar disorder

Exclusion criteria

• Newspapers, magazines, reviews, proposals, and posters

• Any language other than English

• Machine learning algorithms that do not detect bipolar disorder

• Nonhuman subjects

Study Selection
In the first phase, 3 researchers (NA, OM, and ZJ) screened the
titles and abstracts of the retrieved articles in an independent
manner. In the second phase, the reviewers went through the
full text of the articles included from the first phase. The
retrieved articles were uploaded to the Rayyan intelligent review
application in an EndNote format [17]. Disagreements were
discussed amongst the 3 reviewers and decisions were made
via consensus.

Data Extraction
For data extraction, a form was developed to include all the
different data considered for the scoping review such as the ML
model, accuracy, and type of data used. A description of the
data extraction fields is included in Multimedia Appendices 2
and 3. Data extraction was performed independently by the 3
reviewers (NA, OM, and ZJ) using and Microsoft Excel
(Microsoft Corporation). Any disagreements regarding the
extracted data were resolved via consensus. A summary of all
the data extracted from included studies is given in Multimedia
Appendices 4.

Data Synthesis
This scoping review follows a narrative synthesis approach to
synthesize the extracted data of the studies that made it to the
final phase of inclusion and exclusion. From this analysis, we

included studies that used ML models to assess participants
with BD compared with other psychiatric disorders and healthy
controls. The studies were classified based on the ML model
used to diagnose BD, whether the model was an existing one
or a novel one, BD type, data used, accuracy of diagnosis, other
statistical measures, and whether the data used were private
(gathered by the researchers) or public (open-access data). We
also summarized the characteristics of the selected articles.
Furthermore, we categorized the ML models into 10 categories
and identified the characteristics of the selected studies that
fitted under each category for the diagnosis of BD.

Results

Search Outcomes
In this scoping review, we retrieved 573 potential articles from
3 different databases and included 33 studies for data synthesis,
as shown in Figure 1. Among these, 488 articles remained after
eliminating 85 duplicates. In the first phase of screening the
titles and abstracts of the articles, 430 records (wrong
intervention=130 articles, population=137 articles, outcome=73
articles, study design=24 articles, publication types=40 articles,
publication year=25 articles, and language=1 article) were
excluded. In the second phase, we reviewed the full text of 58
articles and included 31 articles. Then, 2 additional studies were
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added after checking the reference lists. Finally, 33 articles were selected for data synthesis.

Figure 1. PRISMA (Preferred Reporting Items for Systematics Reviews and Meta-Analyses) flow diagram.

Characteristics of the Included Studies
Among the 33 included articles, 30 were research articles (91%)
[14,18-46], whereas 3 articles were conference proceedings
(9%) [24,42,47], as shown in Table 1 and Multimedia Appendix
4. Articles were published in 14 different countries; China (8,
24%) [14,18-20,22,25,30,39], India (1, 3%) [21], Germany (2,
6%) [23,47], United Kingdom (1, 3%) [26], United States (8,
24%) [27,28,32,34,37,38,41,45], Korea (2, 6%) [29,36], Egypt
(1, 3%) [31], Turkey (2, 6%) [31,43], Italy (1, 3%) [33], Brazil
(1%) [47], Australia (1%) [35], the Netherlands (1, 3%) [36],
Norway (1, 3%) [37], Canada (1, 3%) [40] and Japan (1, 3%)
[46]; however, the highest numbers of articles were from China

and the United States, as observed in Figure 2. The highest
numbers of the articles were published in 2018 and 2019 (7,
21.21%), as shown in Figure 2 and Multimedia Appendices 5
and 6. The basic purposes of the included studies were model
development (24, 73%), evaluation (5, 16%), data analysis (3,
9%), and model adaptation (2, 6%) for the diagnosis of BD. In
the included studies, different types of BD were diagnosed using
ML techniques such as BD type 1 (27, 81%), BD type 2 (27,
82%), psychotic bipolar (3, 9%), chronic bipolar (2, 6%), and
first episode bipolar (1, 3%). Multimedia Appendix 4 provides
the characteristics of the included studies, the purposes of the
ML techniques used in these studies, and the types of ML
models used to diagnose BD in the included studies.
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Table 1. General characteristics of the included studies (N=33).

Studies, n (%)Characteristic

Publication type

30 (91)Research articles

3 (9)Conference proceedings

Publication status

33 (100)Published

Country of publication

8 (24)China

7 (21)United States

3 (9)United Kingdom

2 (6)Canada

2 (6)Germany

1 (3)Brazil

1 (3)Japan

1 (3)Australia

1 (3)Italy

1 (3)Turkey

2 (6)Korea

1 (3)Norway

1 (3)Netherlands

1 (3)India

1 (3)Egypt

Year of publication

6 (18)2021

5 (15)2020

7 (21)2019

7 (21)2018

3 (9)2017

5 (15)2016

Basic purpose

24 (73)Model development

5 (15)Evaluation

3 (9)Data analysis

2 (6)Model adaptation

Disorder type

27 (82)Bipolar disorder type 1

27 (82)Bipolar disorder type 2

3 (9)Psychotic bipolar

2 (6)Chronic bipolar

1 (3)First episode bipolar

Area

33 (100)Machine learning

3 (9)Deep learning
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Studies, n (%)Characteristic

Purpose of machine learning algorithms

33 (100)Diagnosis and detection

Figure 2. Publications by year and country.

Types of ML Models Used to Diagnose Bipolar
Disorder in the Included Studies
As shown in Multimedia Appendix 4, the included studies
demonstrate 8 types of ML models that have been used to
diagnose BD. The most common ML model used belonged to
the classification model category, comprising 56% (18/33) of

the studies [14,18-26,29-32,36-38,42]. The least commonly
used models were natural language processing models [48],
clustering algorithms [27], and deep learning–based models
[29,30,32]; the various types of models and methods used in
the included studies for diagnosing BD are presented in Table
2 and Multimedia Appendix 4.
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Table 2. Machine learning models and algorithms, methods, and tools used in the included studies (N=33).a,b

Study IDNumber of studies, n (%)Model categories

Classification models

[18-26]9 (28)Support vector machine

[29-32]4 (12.12)Artificial neural network

[31]1 (3.03)Artificial neural network-particle swarm optimization

[14,23,29,36]4 (12.12)Random forest

[35]1 (3.03)Prediction rule ensembles

[37,38]2 (6.06)Gaussian process model

[42]1 (3.03)Nearest neighbor classification algorithm

[42]1 (3.03)Naive Bayes algorithm

[42]1 (3.03)Decision tree algorithm

Model-based clustering

[41]1 (3.03)Growth mixture modeling

[19]1 (3.03)Linear discriminant analysis

Regression models

[14]1 (3.03)Baseline logistic regression

[33,34,47]3 (9.09)Linear regression

[33,47]2 (6.06)Elastic net method

[19,34]2 (6.06)Least absolute shrinkage and selection operator

[39]1 (3.03)Fuzzy TOPSIS method

Clustering algorithms

[27]1 (3.03)K-means clustering

Deep learning–based models

[29,30]2 (6.06)Deep neural network

[29]1 (3.03)Convolutional neural network

[32]1 (3.03)DeepBipolar

Natural language–based model

[48]1 (3.03)Natural language processing

Bipolar disorder assessment toolsc

[33]1 (3.03)Structured clinical interview for DSM-IVd

aMachine learning models/algorithms were not reported in 2 studies, of which 1 study used a novel machine learning approach to diagnose bipolar
disorder type I. The name of the model is not mentioned.
bMachine learning methods were only reported in 8 studies.
cThis is an interview-based assessment tool for diagnosis.
dDSM-IV: Diagnostic and Statistical Manual of Mental Disorders, Fourth Edition.

Classification Models
The includes studies employed 9 different types of classification
models. In 9 (28%) of the 33 studies, SVM-based models were
used to diagnose BD (specific types are not mentioned) [18-26].
In 1 study [18], this model was used to diagnose chronic BD
and first-episode BD, whereas in 3 studies [19,21,26], SVM
was used to diagnose type 1 and type 2 BD. However, SVM
[24] was also used to diagnose unspecified types of BD. There
are 4 studies (12%) that used artificial neural networks (ANNs)
[29-32] for diagnosis purposes. Specifically, random forests

were used in 4 studies (12%) [14,23,29,36] for diagnosing type
1 and type 2 BD, whereas in 2 studies (6%), Gaussian process
models were used to diagnose BD type 1 [37,38]. ANN-particle
swarm optimization (ANN-PSO) (3.03%) [31] was only used
in 1 study to diagnose BD (types are not mentioned), whereas
prediction rule ensembles (3.03%) [35], the decision tree
algorithm (3.03%) [42], the nearest neighbor classification
algorithm (K-NN) (3.03%) [42], and the naive Bayes algorithm
(3.03%) [42] were employed to diagnose type 1 and type 2 BD.
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Regression Models
The 33 included studies used 4 different types of regression
models. Baseline logistic regression used in only 1 (3.03%)
study for diagnosing BD and other psychiatric disorders [14].
Linear regression models were used in 3 (9.09%) studies
[33,34,47] to diagnose type 1, type 2, and unspecified BD. In
2 (6.06%) studies [33,47], the elastic net method and least
absolute shrinkage and selection operator (LASSO) [19,34]
were used for diagnosing of type I, type II, and other unspecified
BD types.

Model-Based Clustering
Linear discriminant analysis (LDA) and growth mixture
modeling (GMM) were employed in 2 (6.06%) studies [19,41]
for diagnosing type 1 and type 2 BD.

Deep Learning–Based Models
Among the 33 studies, 1 (3.03%) used deep neural networks
and convolutional Neural Network algorithms [29], and 1
(3.03%) study employed DeepBipolar [32] to diagnose BD
(types are not mentioned).

Natural Language–Based Model
A natural language processing model was employed by 1
(3.03%) study [48] to diagnose type 1 and type 2 BD.

BD Assessment Tools
Only 1 (3.03%) study [33] used SCID (Structured Clinical
Interview for DSM-IV), a BD assessment tool, for diagnosing
type 1 and type 2 BD.

Fuzzy TOPSIS Method
The Fuzzy TOPSIS method was employed in 1 (3.03%) study
[39] for diagnosing type 1 and type 2 BD (3.03%).

Clustering Algorithms
In 1 study (3.03%) [27], K-means clustering was used for
detecting psychotic BD.

Features of the Data Used in the Included Studies
The sample sizes were not consistent, and different sample sizes
were used in the included articles ranging from 15 to 25,000.
In 18 (56%) of the 33 studies, the sample size was less than 300
(56%), whereas in 12 (36.4%) studies, the sample size was
above 300, as indicated in Table 3 and Multimedia Appendix
4. The most important feature of the included study was the
data type. Multidimensional data were used in the selected
articles, out of which data in 61.13% (19) of the studies belong
to the clinical category, whereas 38.7 % (12) of the studies
involved nonclinical data such as that in genomic and
genome-wide association studies (GWAS). Private data sources
(nongovernment sources or any other clinical data that are not
publicly available) were the most commonly used in the included
studies, whereas the least commonly used data sources were
public (government sources, public databases, online websites,
and freely available databases). Most of the included studies
used already existing ML models for data evaluation (10,
30.3%), whereas the second common purpose was model
adaptation (6, 18.2%). Only few studies developed novel ML
models (2, 0.6%), as shown in Multimedia Appendix 4. The
most common BD types mentioned in the selected studies were
type 1 and type 2, whereas the least common types were chronic
bipolar, first episode bipolar, and psychotic bipolar disorders,
as observed in Table 1 and Multimedia Appendix 4.
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Table 3. Features of data used in the included studies (N=33).

ValueFeature

Data set size (sample size),a n (%)

9 (28)<100

9 (28)100-200

7 (21)200-600

3 (9)700-1000

2 (6)>2000

Data type,b n (%)

19 (58)Clinical data

12 (36)Nonclinical data

Data sources,c n (%)

21 (64)Private

9 (28)Public

Sample typed (%)

>90Disorder samples

10Healthy control

aData set size was only reported in 30 studies.
bData types were only mentioned in 31 studies. Clinical data include blood samples, electronic medical records, neurological data, magnetic resonance
imaging data, electroencephalography and microarray expression data, whereas nonclinical data include phenotype data, genotype data, genomic data,
and genome wide association studies.
cPublic data include government sources, public databases, websites, and freely available databases, whereas private data include nongovernment
sources, personal information, or data of specific hospitals or research organizations. Private data include databases that are not available in the public
domain.
dMore than 90% of the samples used in the included studies were bipolar disorder samples (regardless of type), whereas 10% of the samples were
healthy control samples.

Types of Data Sets Used in the Included Studies
Data types were only mentioned in the 31 of the 33 studies. As
shown in Table 4 and Multimedia Appendix 4, clinical and
nonclinical data are reported in the included articles. The
following data sets were collected from various public and
private sources: clinical data (immune-inflammatory signature,
blood sample, neuropsychological, neurocognitive,

electroencephalography and PGBI-10M manic symptom data)
[18-28,30,31,33,38,41-43,46,49] and nonclinical data
(Cambridge Neuropsychological Test Automated Battery
cognitive scores, microarray expression data sets, large-scale
GWAS, fractional anisotropy, axial diffusivity, radial diffusivity,
electronic medical records, bipolarity indices, affective disorder
evaluation scale, daily mood ratings survey and phenotypic data
sets) [14,19,21,24,29,32,34,36,37,45,47,49,50].

J Med Internet Res 2021 | vol. 23 | iss. 11 | e29749 | p.637https://www.jmir.org/2021/11/e29749
(page number not for citation purposes)

Jan et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 4. Data set types used in the included studies (N=33).

Study referenceData typea

Clinical data (n=19)

[33]Immune-inflammatory signature

[46]Blood samples (serum)

[18]Neuropsychological data

[43]Neurocognitive data

[19]Affective Disorder Evaluation scale

[20-23,26-28,30,38,40]Magnetic resonance imaging ( structural and functional)

[24,31]Electroencephalography

[41]PGBI-10Mb manic symptom data

[42]Microarray expression data set

Nonclinical data (n=12)

[34]CANTABc cognitive scores

[14,45]Large-scale genome-wide association

[36,45,50]Phenotypic data set

[37]Fractional anisotropy

[37]Radial diffusivity

[37]Axial diffusivity

[47]Electronic medical record

[36]Passive digital phenotypes

[19]Bipolarity index

[49]Daily mood ratings survey

[21,25]Diffusion tensor images

[19]Affective Disorder Evaluation scale

[29]Activity monitoring

[31]Genomic data

aIn several studies, more than one data type was used.
bPGBI-10M: Parent General Behavior Inventory-10-Item Mania Scale.
cCANTAB: Cambridge Neuropsychological Test Automated Battery.

Statistical Validations of ML Models and Algorithms,
Methods, and Tools Used in the Included Studies
The accuracies of the ML models and algorithms were reported
in 24 studies, as shown in Table 5 and Multimedia Appendix
4. The accuracy level ranged from ≤70% to >91%. The accuracy
level was ≤70% in 3 studies [25,32,36], 71%-78% in 7 studies
[18,23,34,37,43,47,49], 83%-90% in 9 studies
[14,20,21,26,28,29,31,33,42], and >91% in 5 studies
[19,22,24,35,40]. The highest accuracy was 98%, found in only
1 study, whereas the lowest accuracy level was 64%. The mean
value of the accuracy in 26 studies was 82.06%, whereas the
median value was 84%.

Sensitivity was reported in only 15 studies; it ranged from ≤60%
to >90%. Sensitivity was ≤60% in 1 study [46], 65%-67% in 2
studies [37,38], 75%-78% in 3 studies [14,18,47], 80%-88% in

8 studies [20-22,26,29,31,41,42], and above 90% in 1 study
[35]. The mean value of sensitivity was 78.26%, whereas the
median value was 82%. Moreover, specificity was only
mentioned in 13 studies. The value of specificity ranged from
≤70% to 92% in 1 study [46], 74%-77% in 3 studies [18,42,49],
80%-90% in 6 studies [14,20,29,37,41,47], and >90% in 4
studies [21,22,26,35]. The mean specificity value was 85.36%
and the median was 85.4%.

The proportion of the area under the curve (AUC) value was
only reported in 10 studies, ranging from ≤69% to >97%. In 3
studies, the AUC ratio was ≤70% [23,36,45]; in 2 studies, it
was 74%-78% [31,43] and 84%-88% [14,47], and in 3 studies
[19,28,33], it was >90%. The maximum AUC ratio was 97%,
whereas the minimum AUC value was 65%. The mean AUC
value was 80.95% in 10 studies, whereas the median value was
81%.
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Table 5. Statistical validation.

Study referenceStatistics

Accuracy, %a

[25,31,36]≤70

[18,23,34,37,43,47,49]71-78

[14,20,21,26,28,29,31,33,42]83-90

[19,22,24,35,40]>91

Sensitivity, %b

[46]≤60

[37,38]65-67

[14,18,47]75-78

[20-22,26,29,31,41,43]80-88

[35]>90

Specificity, %c

[46]≤70

[18,38,43]74-77

[14,20,29,37,41,47]81-89

[21,22,26,35]>92

AUC, %d

[23,36,45]≤70

[32,43]74-78

[14,47]84- 88

[19,28,33]>91

aRatio of accuracy was not reported in 7 studies. In some studies, different values were mentioned, so the overall values do not sum up.
bSensitivity was not mentioned in 18 studies.
cSpecificity was not mentioned in 20 studies.
dAUC: area under the curve. It is basically used for statistical validation of any data. AUC values were not reported in 23 studies.

Discussion

Principal Findings
Previous studies stressed the importance of ML classifiers to
aid in diagnosing BD accurately, as it is frequently
misdiagnosed. Approximately 60% of BD cases are
misdiagnosed as major depressive disorders, and a proper
diagnosis may take up to 10 years [46]. AI and ML exhibit
considerable potential in clinical decision support and analysis
with the help of big data, especially in mental health [7].

In this review, we explored the uses of ML techniques in
diagnosing BD. From the 573 studies retrieved, 33 studies were
included in this review. To explore the use of ML in diagnosing
BD, the information was classified into 3 main categories as
follows:

Machine Learning Models Used for Diagnosing BD
This review identified ML models, methods, and tools used for
diagnosing BD, some of which did not use ML methods as the
primary tool for diagnosis but used them as a supportive tool.

SVMs were the most commonly used ML models in diagnosing
BD in 9 (27%) of the 33 studies, followed by ANNs (5, 15%),
followed ensemble models (3, 9%), linear regression (3, 9%),
and the Gaussian process model (2, 6%). Further, natural
language processing, linear discriminant analysis, and logistic
regression were used once in each study (3, 9%). Additionally,
7 studies applied other ML models that were emerging models
or used a program to perform the diagnoses. However, only 1
study used a BD assessment tool, SCID, for the diagnosis of
BD and an ML model as a supportive tool. Further, 1 study did
not specify which ML model was employed. Hence, the use of
ML models to diagnose BD is influenced by the diagnosis of
BD, which is why studies have been exploring different ML
models to better diagnose such mental disorders.

Data Sets Used in the Included Studies
The included studies used 2 types of data in diagnosing BD
(clinical and nonclinical data). Clinical data were the most
widely used, in 19 (53%) of the 33 studies. Among these 19
studies, 10 used magnetic resonance imaging (MRI) to classify
bipolar patients compared to other groups. Other less commonly
used data are mentioned in Table 4.
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Nonclinical data were used in 12 studies (36%); some examples
of nonclinical data used are large-scale GWAS (2, 6%),
phenotypic data sets (2, 6%), diffusion tensor images (DTIs)
(2, 6%) and other less commonly used data (Table 4). It is not
surprising that nonclinical data are less commonly used because
they mainly depend on surveys and tests related to mental
disorders, which may lead to some biased results.

Validation of ML Models
The retrieved studies used 4 main validation measures to validate
the ML models; these measures are accuracy, sensitivity,
specificity, and AUC.

The accuracy of the ML models and algorithms was reported
in 24 studies. The accuracy ranged from ≤70% to >91%. The
highest accuracy achieved was 98% in only 1 study, whereas
the lowest accuracy was 64%. Most studies achieved an
accuracy of 83%-90% (9, 37.5%). The mean value of the
accuracy was 82.06%. Moreover, sensitivity was only reported
in 15 studies; it ranged from ≤60 to >90%. The mean value of
sensitivity was 78.26%, whereas most studies (8, 53.3%)
achieved sensitivity values between 80% and 88%. Furthermore,
specificity was only mentioned in 13 studies. The value of
specificity ranged from ≤70 to 92%. The mean value of
Specificity was 85.4%, and most studies (6, 46.15%) achieved
specificity values of 80%-90%. Finally, the AUC value was
only reported in 10 studies, ranging from ≤69% to >97%. The
maximum AUC value was 97%, whereas the minimum value
was 65%. The mean AUC value was 81%. An important factor

is that we were unable to compare the ML models and better
categorize them owing to the variety of validation methods used
in the reviewed studies. However, accuracy tended to be the
most used measure in validating the ability of ML models to
diagnose BD.

Comparison With Prior Work
Diego et al [10] conducted a systematic review that explored
the applications of ML in diagnosing BD. The authors included
articles from PubMed, Embase, and Web of Science published
in any language up to 2017. They extracted 757 articles and
included 51 studies in their review. They focused on
categorizing the studies based on the data used to diagnose,
treat, and prevent BD. Our focus was providing insight on the
ML techniques used to diagnose various types of BD, including
bipolar 1, bipolar 2, chronic bipolar, and episode bipolar.
However, the articles lack information on the type of BD used
to train and test the ML models (20 out of 33 studies did not
specify the BD type). Thus, the data were categorized based on
the ML model used to classify bipolar patients. Furthermore,
we highlighted the advantages of the different data types used
for different ML models. MRI data that were specifically used
for SVMs and Gaussian process models showed good accuracy.
However, EEG data used for SVMs showed higher accuracy
than MRI data (98%), whereas DTI data showed lower accuracy
than MRI and EEG data in case of SVMs (68.3%). Hence, we
can infer that the predictive power and accuracy of ML models
depend on the type of input data, as summarized in Table 6.
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Table 6. Model performance metrics.

AUCaAccuracy, %Specificity, %Sensitivity, %Proposed modelStudy IDData type

NRc85.285.477.7Random forest[14]GWASb

NR77.07776SVMd[18]Neuropsychological data

92.196.0NRNRSVM[19]ADEe and BPxf

NR858585SVM[20]MRIg

NR87.692.782.3SVM[21]MRI

NR92.497.187.5SVM[22]MRI

7476.0NRNRSVM[23]MRI

NR83.592.384.6SVM[26]MRI

NR70.374.266.4Gaussian process
model

[38]MRI

NR98.0NRNRSVM[24]EEGh

NR89.89NR83.87ANNi[31]

NR68.3NRNRSVM[25]DTIj

NR848482RF,k CNN,l and ANN[29]Activity monitoring

NR89.89NR83.87ANN-PSOm[31]Genomic data

9786NRNRLinear regression and
elastic net methods

[33]Immune-inflammatory signature

84788175Linear regression and
elastic net methods

[47]EMRn

NR71.0NRNRLinear regression and

LASSOp
[34]CANTABo cognitive score

6765NRNRRF[36]Phenotypic data set (passive digital phenotype)

NR75.084.2166.67Gaussian Process
model

[37]Fractional anisotropy, radial diffusivity, and axial
diffusivity

NRNR8983Growth mixture mod-
eling

[41]PGBI-10Mq manic symptom data

aAUC: area under the curve.
bGWAS: genome-wide association.
cNR: not reported in the article.
dSVM: support vector machine.
eADE: Affective Disorder Evaluation.
fBPx: bipolarity index.
gMRI: magnetic resonance imaging.
hEEG: electroencephalography.
iANN: artificial neural network.
jDTI: diffusion tensor images.
kRF: random forest.
lCNN: convolutional neural network.
mANN-PSO: ANN-particle swarm optimization.
nEMR: electronic medical record.
oCANTAB: Cambridge Neuropsychological Test Automated Battery.
pLASSO: least absolute shrinkage and selection operator.
qPGBI-10M: Parent General Behavior Inventory-10-Item Mania Scale.
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Future Research and Practical Implications
This review categorized the most common ML models and data
used in diagnosing BD. Based on our findings, ML models can
diagnose BD using clinical and nonclinical data. Future research
should explore the studies involving patients in clinical and
nonclinical settings to better evaluate the accuracy of the ML
models.

Moreover, future studies should explore the influence of external
factors like social media and the influence of the society on
mental disorders to evaluate the influence of these factors on
the patients and their effects on the performance of the ML
models.

Furthermore, ML models should be compared with other
traditional techniques for diagnosing BD like the Affective
Disorder Evaluation (ADE) scale and Structured Clinical
Interview for DSM-IV.

Only 2 studies reviewed used data sets with sizes above 2000,
which is not surprising considering that most studies had data
size as a limitation. In future studies, the ML models should be
trained and validated on a larger data set and have a larger
healthy control sample, as it was less than 10% in the reviewed
studies.

As AI use in the health sector is growing rapidly, physicians
should pay careful attention to some major issues that stand in
the way of dealing with sensitive data such as medical
information because of data ownership and security issues.

BD symptoms overlap with other mood disorders, specifically
MDD, and this leads to the misdiagnosis of BD [20]. Future
research should explore the main indicator that shows the patient
is diagnosed with BD; for example, studies showed that patients
diagnosed with BD have abnormal gray matter density in the
MRI images of the brain. Another major indicator is regional
homogeneity (ReHo), which indicates the activity of the brain
while at rest [20,23]. Although some studies explored the use
of some ML techniques that use binary classification methods
such as SVMs and logistic regression, it is still not clear how
ML techniques can distinguish BD, healthy people, and other
mood disorders without the need for 2 groups (binary
classification).

In addition, clinicians and researchers should explore the use
of ML technology in clinical settings and address the clinical
implications and outcomes of ML in diagnosing BD. Future
investigations should focus on understanding of people’s
physiological and psychological behavior regarding the use of
these technologies and the level of acceptance shown by
physicians and patients. Finally, clinicians should explore the
effectiveness of diagnosing models in clinical settings and
develop predictive models that can predict mental disorders like
BD.

Strengths and Limitations

Strengths
The present review was conducted to address the lack of scoping
reviews that gather and categorize ML models used in
diagnosing BD. The importance of this review stems from the

fact that the traditional ways of diagnosing BD may lead to late
diagnosis (an average of 10 years delay until formal diagnosis).
This review explored studies that examined the ability of ML
models to diagnose BD using a variety of data.

The most recent reviews focused on the implications of ML in
patients with BD focused either on a specific ML model (neural
networks) [51] or on the application of ML using MRI data
[52]. This review explored the application of ML models in
diagnosing BD without any limitations in terms of the technique
or the type of data used, which gives a deeper insight into the
technologies used in this field.

The studies considered in this review were the latest one to
reduce bias in terms of date selection. We also conducted a
backward referencing check by which we found 2 studies.
Finally, the study selection included 3 reviewers working
independently and any disagreements in the process were
discussed and a decision was made upon consensus; this ensured
reduced selection bias.

Limitations
This review included only 3 databases (PubMed, Google
Scholar, and ScienceDirect), and other databases were not
included, such as Embase, IEEE, Scopus, and the ACM Digital
Library. This may have led to the absence of some studies that
might be relevant to our review; for example, we did not include
XGBoosting or LGBM, which are the most common ensemble
models used for diagnosis purposes. Some of these databases
were not included because of inaccessibility and time
constraints. Moreover, we only considered articles published
in the last 5 years (2016-2021). We missed categorizing
supervised and unsupervised ML models, such as logistic
regression, which is a supervised learning method.

We retrieved studies published in English only, which
potentially led to the absence of other relevant studies published
in other languages, especially French. Our study included data
belonging to the United States, United Kingdom, China,
Germany, Japan, Turkey, Korea, Italy, India, Canada, Norway,
Egypt, Australia, Brazil, and the Netherlands. We missed
including data from other populations. This made our results
less comprehensive.

Furthermore, this review focused mainly on ML models
diagnosing BD, regardless of what the patients were compared
to in the training and testing sets (other psychiatric diagnoses)
and regardless of the demographics of the patients. This may
lead to biased decisions compared to other psychiatric diagnoses
without having a healthy control sample. Moreover, our search
queries lacked terms related to specific ML algorithms or
models. Hence, we did not retrieve articles that used these terms
in the title or abstract instead of ML. This again reduced the
diversity of our scoping review.

Conclusions
This scoping review grouped recent studies based on the ML
model used to diagnose patients with BD regardless of their
demographics or their assessments compared to patients with
other psychiatric diagnoses. We have also provided information
about the data used and summarized the data that were most
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commonly used in diagnosing BD. The goal of this review was
to provide insights into how these technologies can help in faster

and better diagnosis of BD and to promote their use in making
clinical decisions in the health industry.
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Abstract

Background: Public health research studies often rely on population-based participation and draw on various recruitment
methods to establish samples. Increasingly, researchers are turning to web-based recruitment tools. However, few studies detail
traditional and web-based recruitment efforts in terms of costs and potential biases.

Objective: This study aims to report on and evaluate the cost-effectiveness, time effectiveness, and sociodemographic
representation of diverse recruitment methods used to enroll participants in 3 cities of the Interventions, Research, and Action in
Cities Team (INTERACT) study, a cohort study conducted in Canadian cities.

Methods: Over 2017 and 2018 in Vancouver, Saskatoon, and Montreal, the INTERACT study used the following recruitment
methods: mailed letters, social media (including sponsored Facebook advertisements), news media, partner communications,
snowball recruitment, in-person recruitment, and posters. Participation in the study involved answering web-based questionnaires
(at minimum), activating a smartphone app to share sensor data, and wearing a device for mobility and physical activity monitoring.
We describe sociodemographic characteristics by the recruitment method and analyze performance indicators, including cost,
completion rate, and time effectiveness. Effectiveness included calculating cost per completer (ie, a participant who completed
at least one questionnaire), the completion rate of a health questionnaire, and the delay between completion of eligibility and
health questionnaires. Cost included producing materials (ie, printing costs), transmitting recruitment messages (ie, mailing list
rental, postage, and sponsored Facebook posts charges), and staff time. In Montreal, the largest INTERACT sample, we modeled
the number of daily recruits through generalized linear models accounting for the distributed lagged effects of recruitment
campaigns.

Results: Overall, 1791 participants were recruited from 3 cities and completed at least one questionnaire: 318 in Vancouver,
315 in Saskatoon, and 1158 in Montreal. In all cities, most participants chose to participate fully (questionnaires, apps, and
devices). The costs associated with a completed participant varied across recruitment methods and by city. Facebook advertisements
generated the most recruits (n=687), at a cost of CAD $15.04 (US $11.57; including staff time) per completer. Mailed letters
were the costliest, at CAD $108.30 (US $83.3) per completer but served to reach older participants. All methods resulted in a
gender imbalance, with women participating more, specifically with social media. Partner newsletters resulted in the participation
of younger adults and were cost-efficient (CAD $5.16 [US $3.97] per completer). A generalized linear model for daily Montreal
recruitment identified 2-day lag effects on most recruitment methods, except for the snowball campaign (4 days), letters (15
days), and reminder cards (5 days).
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Conclusions: This study presents comprehensive data on the costs, effectiveness, and bias of population recruitment in a cohort
study in 3 Canadian cities. More comprehensive documentation and reporting of recruitment efforts across studies are needed to
improve our capacity to conduct inclusive intervention research.

(J Med Internet Res 2021;23(11):e21142)   doi:10.2196/21142

KEYWORDS
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Introduction

Background
Urban interventions have the power to shape how people move,
feel, and interact in cities, with the potential to improve health
outcomes for all [1]. To understand the impacts of urban change
on populations over time, researchers are using existing panel
data sets [2-4] or collecting primary data [5,6]. Although
representative population-based cohorts are key to successful
population health intervention research [7], recruitment remains
challenging [8,9]. Web-based recruitment strategies are
increasingly used [10] because of their potential for wide reach
over a short period and relatively low cost. Web-based
technologies and related tools, such as smartphone apps or
wearables, open new opportunities for data collection with lower
participation burden. However, challenges to recruitment remain,
including concerns over data privacy [11], time commitment
for longitudinal studies [12], and limited reach toward
marginalized populations [8,9]. All these can lead to biased
samples, study delays, and increased costs [13].

Currently, few large-scale population health cohort studies have
provided detailed reports on recruitment methods and
effectiveness [6,14]. In a recent systematic review of studies
that used Facebook to recruit participants in health, medical, or
psychosocial research [10], only 19 out of 110 studies published
between 2012 and 2017 reported details on cost and number of
recruited participants by method. On average, the cost per
completed participation through Facebook was CAD $6.79 (US
$5.23; excluding staff time), although this varied widely (range
CAD $1.36-$110 [US $1.05-$84.6]). Most of these studies were
cross-sectional, with the exception of 2 cohort studies that
focused on specific populations [15,16]. In a recent longitudinal
web-based study examining physical activity through sustainable
transport approaches in European cities, collaborations with
local organizations, Facebook, mailing lists, and direct street
recruitment were the most effective approaches to recruit
participants, and Facebook was the most time-efficient method
[6].

Objective
The overarching aim of this paper is to report and evaluate the
effect of different recruitment methods used to enroll
participants in a cohort study in 3 Canadian cities, led by the
Interventions, Research, and Action in Cities Team
(INTERACT) [5].

Methods

Study Design and Procedures
INTERACT uses a longitudinal design that is currently applied
to 4 Canadian cities: Montreal, Saskatoon, Vancouver, and
Victoria [5]. Local teams aimed to recruit approximately
300-person samples, except for Montreal, where the initial goal
was 3000 participants across the Montreal region, where we
aimed to evaluate a larger set of built environment interventions.

In our analyses, we only concentrated on 3 of the 4 INTERACT
cities: Montreal, Saskatoon, and Vancouver, where we asked
participants to report on how they had heard about the study.
Interested participants were invited to complete a web-based
eligibility questionnaire after consenting to the study.
Participants could identify how they had heard about the study,
either through a letter in the mail, referral from a friend or family
member, social media (eg, Facebook and Twitter), met with
study team, website, or other. In Saskatoon, they could choose
from a few additional specific options (eg, posters on buses).
This information was used to run the analyses by the recruitment
method.

Eligible participants could choose from different levels of
participation. The participants were asked to complete two
web-based questionnaires: a health questionnaire and the
Visualization, Evaluation, and Recording of Itineraries and
Activity Spaces (VERITAS), a map-based activity space and
social network questionnaire [17,18]. In addition, participants
could choose to download and activate a smartphone app
collecting GPS and accelerometer data for 30 days and answer
Ecologic Momentary Assessment of well-being for 7 days. They
could also choose to wear a hip-worn multi-sensor device
(SenseDoc; Mobysens Technologies) for 10 days.

Target Sampling and Eligibility Criteria
Generally, participants were recruited through convenience
sampling, with additional recruitment efforts aimed at reaching
priority populations. Priority populations are those who are
vulnerable or marginalized and need to be prioritized in research
on healthy cities to ensure that every person has a fair and just
opportunity to be as healthy as possible. Priority populations
represent communities defined based on their age, gender, race,
income, or ability. These priority populations include women,
Black and Indigenous people, people with disabilities, people
with low incomes, and older adults. For example, some social
media campaigns specifically targeted underrepresented or
low-income neighborhoods. The choice of inclusion criteria
and survey questions was shaped by conversations with our
knowledge user partners. Therefore, our recruitment approaches
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varied based on each site’s target sample and context. The
specific recruitment tactics deployed in each city are described
in the Interventions and Participants by City section. Inclusion
criteria across all sites were as follows: being aged ≥18 years,
being able to read or write English (or French in Montreal) well
enough to answer a web-based questionnaire, and not planning
to move out of the region in the next 2 years.

Interventions and Participants by City
In Vancouver, INTERACT evaluates the impact of the Arbutus
Greenway, a 9-km former railway being redeveloped into a
continuous walking and cycling corridor. Recruitment was
conducted from April 20 to September 20, 2018 (123 days).
The initial inclusion criteria required participants to live in one
of the 8 forward sortation areas (FSAs) within 2 km of
Greenway and be aged ≥45 years. To boost recruitment and to
be consistent with age limits used in other sites, recruitment
was then extended from June 18 to 12 FSAs within 3 km of the
Arbutus Greenway and to adults aged ≥18 years. Participants
were entered into a lottery to win one of 5 CAD $50 (US $39.5)
Visa gift cards and a CAD $600 (US $461.5) gift certificate for
a stay at a resort hotel.

In Saskatoon, INTERACT is studying the impact of a Bus Rapid
Transit (BRT) system. Inclusion criteria included riding the bus
at least once in a typical month or living within 800 m of the
proposed BRT lines as determined by their postal codes.
Recruitment ran from September 19, 2018, to January 4, 2019
(108 days). The participants received a CAD $10 (US $7.69)
gift certificate upon completion of the health questionnaire. To
encourage participants to contribute more data, participants
were entered into a prize draw and received an additional chance
of winning for each additional level of participation (VERITAS
Questionnaire, app, or SenseDoc). Prizes included transit passes,
a Bluetooth speaker, and headphones.

In Montreal, INTERACT evaluated the impacts of built
environment interventions related to the Montreal Sustainability
Plan (Plan Montréal durable 2016-2020). Interventions of
interest include traffic calming measures, new transportation
infrastructure, place-making, and greening programs. Target
areas for recruitment included the Island of Montreal, Longueuil,
Brossard, Saint-Lambert, and Laval. Participants were recruited
between June 6 and December 21, 2018 (199 days). Participants
were entered into a prize draw, with 20 CAD $100 (US $76.9)
Visa gift cards and 1 prize with a value of CAD $500 (US
$384.6): a choice of an iPad, a bicycle, or a stay at a resort hotel.
Similar to Saskatoon, participants’chances of winning increased
with their level of participation.

Recruitment Methods
Recruitment methods deployed at all sites included social media,
news media, partner communications, snowball recruitment,
and other methods, including in-person recruitment activities.
Specific efforts and opportunities were tailored to each city.

Mailed Letters
Mailed letters were sent to Vancouver and Montreal. Mailing
lists were rented from Canada Post. For the initial recruitment
in Vancouver, 8614 personalized letters with an accompanying

bookmark were sent to all homes in the 8 FSAs within 2 km of
the Greenway where an individual aged ≥45 years lived. In
Montreal, a mailed letter campaign with 3 types of options was
sent to 15,000 people: a personalized letter with a postcard
followed by a reminder postcard 2 weeks later (n=5000; group
A), a personalized letter with a color card without a reminder
(n=5000; group B), or a nonpersonalized postcard only (n=5000;
group C). Letters were sent out by a third-party mail provider
from the Canada Post Marketing program. Mailings were
stratified by postal code to enable group identification based
on the participants’ postal code.

Social Media
All 3 cities used the INTERACT Twitter account
(@teaminteract) and Facebook page [19] for promotion. In
Montreal, the Centre de recherche du CHUM Facebook account
also posted INTERACT content. In an effort to recruit
underrepresented groups, messaging was adapted to younger
people, and Facebook advertising was boosted in low-income
postal codes in Montreal and Saskatoon. Facebook group
administrators of community groups and nonprofit organizations
in Montreal were contacted to post an invitation to the study.

News Media
Across all sites, the study was advertised through unpaid media
coverage, through press releases to local media outlets, and by
contact with journalists. In Montreal, the study was featured on
news outlets such as La Presse and Le Devoir, CBC Montreal,
Montreal Gazette, and TVA Nouvelles. In Saskatoon, the study
was featured on CTV local news and CBC Saskatoon. In
Vancouver, local CBC radio shows covered the study.

Newspaper Advertisement
In Montreal, information about the study was published in the
Société de transport de Montréal section of the Journal Métro,
free of charge.

Partner Communications
The research staff leveraged partner mailing lists, newsletters,
and web-based spaces to promote the study. Efforts were made
to reach community organizations working closely with citizens.
Local teams also took advantage of institutional networks to
share information, such as using listservs and university portals
to advertise the study.

Snowball Recruitment
In Vancouver and Montreal, Refer a friend campaigns were
launched using MailChimp. The participants were sent an email
to share with a friend. Participants received a CAD $10 (US
$7.69) gift card for every 2 referred friends who had signed up.
In Saskatoon, participants were encouraged to share information
about the study in their network, although no incentive was
provided.

Other
We participated in a variety of community events to promote
this study. In Saskatoon, research staff distributed flyers at bus
terminals. In Vancouver, research staff attended farmers’
markets, street parties, and seniors’ activities around Arbutus
Greenway. In Montreal, the team participated in city and
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community events, distributed flyers at the Centre hospitalier
de l’Université de Montréal, and visited local food banks. At
these events, we collected email addresses for follow-up with
interested people. All 3 cities designed and distributed posters
to advertise the study. In Vancouver, posters were placed in
cafés, local shops, and community spaces. In Saskatoon, posters
were placed on buses. In Montreal, posters were placed in
universities, community centers, and municipal buildings.

Recruitment Effectiveness Metrics

Cost
To calculate the cost of each recruitment method, we added the
cost of producing materials (ie, printing costs), transmitting
recruitment messages (ie, mailing list rental, postage, and
sponsored Facebook post charges), and staff time. Staff time
was assessed as 0.5 hours per Facebook post, 4 hours per
in-person event, 2 hours per media publication, 2 hours per
partner post, 50 hours for the mailed letters, and 35 hours for
the snowball campaign. Compensation and expenses for prizes
were excluded from the cost, as they were not consistent across
sites.

Sociodemographic Profiles
We provide descriptive statistics on recruited populations for
each method for age (4 categories: 18-34 years, 35-54 years,
55-64 years, and 65-88 years); gender (man, woman, and other);
household income (CAD $0-49,999 [US $0-38,460]; CAD
$50,000-99,999 [US $38,461-$76,922]; and CAD $100,000
[US $76,923] or more); education (less than a university degree,
university degree, and graduate degree); and ethnicity (White;
Indigenous or Aboriginal; and visible minorities, including
South Asian, Chinese, Black, Filipino, Latin American, Arab,
Southeast Asian, West Asian, Korean, and Japanese).

Effectiveness
Recruitment method–specific effectiveness was determined by
calculating the cost per completer, completion rate of the health
questionnaire, and completion delay. The completion rate was
calculated as the number of people who completed the health
questionnaire divided by the number of eligible participants.
Completion delay is defined as the time between the completion
of eligibility and the health questionnaires.

Statistical Analyses
City differences in completion rate and completion delay were
tested using the Kruskal–Wallis rank-based nonparametric
method. A pairwise Wilcoxon test was used for multiple
pairwise comparisons. Cost and compliance analyses per
recruitment method were calculated for each city.

Modeling of daily recruitment by method and intensity was
conducted for Montreal, where recruitment activities were
recorded daily, and the sample size was larger. We modeled the
number of participants recruited each day from the start to the

end of the recruitment period (n=199 days). A recruited person
was defined as someone who had completed the eligibility
questionnaire and was deemed eligible and accepted to
participate. Recruited participants were chosen over those who
had completed the health surveys (eg, completers, above) to
identify how different recruitment methods were able to reach
participants and obtain their willingness to participate.

We fitted a distributed lag model using generalized linear
regression to estimate the number of participants recruited on
any given day. Predictive variables for each day were the type
and intensity of recruitment campaigns, which included the
following: (1) mailed letters, (2) people reached through paid
Facebook posts and advertisements, (3) unpaid Facebook posts,
(4) mailed reminders, (5) partner communications, (6) snowball
recruitment campaigns, (7) wide-reach news media coverage
(articles published in La Presse and Le Devoir, the 2 major
francophone newspapers in Montreal), (8) smaller-reach news
media coverage, and (9) other means of recruitment, including
person events, posters, advertisements on web-based venues
such as university websites, and classified advertisements. To
consider the potential lag effect in recruitment for each method,
we built different finite distributed lag weights ranging from 1
to 15 days [20]. Semilog transformations of the distributed
lagged variables were used for Facebook reach:

yd = α + β1 × [x1(d-s)] + β2 × [log x2(d-s)] + β3 × [x3(d-s)] +
β4 [x4(d-s)] + β5 [x5(d-s)] + β6 [x6(d-s)] + β7 [x7(d-s)] + β8

[x8(d-s)] + β9 [x9(d-s)] +µt

where yd=number of participants recruited on a given day, lag
length (s)=1, 2, 3....q, x1=mailed letters, x2=paid Facebook
reach/1000, x3=unpaid Facebook posts, x4=mailed reminders,
x5=partner communications, x6=snowball recruitment
campaigns, x7=wide-reach news media coverage,
x8=smaller-reach news media coverage, and x9=other means.

We retained the most efficient lag length (number of days) for
each campaign type based on statistical significance, model fit
(Akaike Information Criteria and Bayesian Information Criteria),
and R-squared. We also visually examined the distribution of
the residuals by plotting the observed and predicted estimates.
Full details on the construction of the lagged variables and
results of all combinations of different lag lengths (summarized
in a CSV file) are provided on INTERACT’s GitHub account
[21]. Multimedia Appendix 1, Table S1 provides an example
of 2- and 4-day lagged intensity variables. RStudio (version
3.6.1) was used to conduct all statistical analyses.

Results

The recruitment flowchart (Figure 1) provides details of
recruitment, dropouts, eligibility, and completion of the health
questionnaire. Participation choices by city are presented in
Table 1.
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Figure 1. Flowchart of recruitment numbers in the 3 Interventions, Research, and Action in Cities Team (INTERACT) cities.
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Table 1. Overall recruitment: participation option and health questionnaire completion by citya.

VancouverSaskatoonMontreal

380 (100)402 (100)1536 (100)Total number of recruited participants per city, N (%)

318/380 (83.7)315/402 (78.4)1158/1536 (75.4)Total number of recruited participants who completed the health questionnaire per city,
n/N (%)

Participation option

1. Full participation (with a smartphone app and multi-sensor device)

161/380 (42.4)225/402 (56)937/1536 (61)Number of recruited participants, N1/N (%)

134/161 (83.2)179/225 (79.6)744/937 (79.4)Participants who completed a health questionnaire, n/N1 (%)

2. Intermediate participation (with a smartphone app)

68/380 (17.9)67/402 (16.7)277/1536 (18)Number of recruited participants, N2/N (%)

51/68 (75)56/67 (84)201/277 (72.6)Participants who completed health questionnaire, n/N2 (%)

3. Intermediate participation (with multi-sensor device)

72/380 (18.9)13/402 (3.2)N/AbNumber of recruited participants, N3/N (%)

68/72 (94)9/13 (69)N/AParticipants who completed health questionnaire, n/N3 (%)

4. Basic participation (only questionnaires)

79/380 (20.8)97/402 (24.1)322/1536 (20.9)Number of recruited participants, N4/N (%)

65/79 (82.3)71/97 (73.2)213/322 (66.1)Participants who completed health questionnaire, n/N4 (%)

aThe percentage of participants who completed the health questionnaire is provided per participation option.
bN/A: not applicable.

Recruitment Methods and Corresponding
Sociodemographic Profiles
Table 2 provides sociodemographic information using the
recruitment method. City-specific numbers are provided in
Multimedia Appendices 2 and 3. Most participants were
recruited through social media (n=687). The participants were
younger (mean age 41.8 years, SD 14.1, years) than those
recruited through most other means, especially traditional media
(mean age 58.5 years, SD 12.6, years). Other methods were
more effective in recruiting younger participants, such as partner
communications (mean 35.2 years, SD 16.1, years) or snowball
sampling (mean 39.5 years, SD 15.1, years), compared with
social media. Gender imbalance was strong across all methods,
with 69% of all recruits identifying as women, 30% as men,
and less than 1% as other genders. Social media recruitment
was the most gendered (78% women vs 21% men vs 0.4% other)
and letters the least (57% women vs 43% men). Recruits were
distributed across income categories, with the highest share of

lower-income participants (less than CAD $50,000 per year
[US $38,461 per year]) recruited through partner
communications (40%), other methods (32%), and social media
(29%). All methods managed to recruit higher-income brackets
(15.2% of the sample had household incomes equal to or above
CAD $150,000 per year (US $115,384 per year), but this was
particularly strong for mailed letters (22% of recruits by that
category). Finally, most of the people in the sample identified
as White (83.6%), followed by visible minorities (South Asian,
Chinese, Black, Filipino, Latin American, Arab, Southeast
Asian, West Asian, Korean, and Japanese: 13.6%), and
Indigenous (1.6%). There were differences in proportions among
the cities: in Montreal and Vancouver, only 10.1% and 15.1%
were visible minorities and 0.4% and 1.3% were Indigenous,
whereas Saskatoon’s sample consisted of 24.8% of visible
minorities and 6.3% of Indigenous participants. Interestingly,
in Saskatoon, 38.9% of the visible minority participants were
recruited through partner communication.
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Table 2. Demographic characteristics by recruitment methoda.

Total
(n=1791)

Other
(n=253)

Snowball
recruitment
(n=121)

Partner com-
munications
(n=218)

News media
(n=230)

Social media
(n=687)

Mailed letters
(n=282)

Demographics

Age category (years), n (%)

514 (28.7)56 (22.1)58 (47.9)108 (49.5)44 (19.1)238 (34.6)10 (3.5)18-34

594 (33.2)75 (29.6)34 (28.1)47 (21.6)74 (32.2)273 (39.7)91 (32.3)35-54

303 (16.9)29 (11.5)11 (9.1)17 (7.8)62 (27)95 (13.8)89 (31.6)55-64

250 (13.9)39 (15.4)12 (9.9)13 (6)46 (20)48 (7)92 (32.6)65-88

Education, n (%)

420 (23. 5)74 (29.2)21 (17.4)63 (28.9)26 (11.3)142 (20.7)94 (33.3)Less than university degree

646 (36.1)82 (32.4)51 (42.1)79 (36.2)90 (39.1)259 (37.7)85 (30.1)University degree

708 (39.5)94 (37.2)49 (40.5)70 (32.1)113 (49.1)282 (41)100 (35.5)Graduate degree

Gender, n (%)

541 (30.2)81 (32)45 (37.2)67 (30.7)84 (36.5)144 (21)120 (42.6)Male

1236 (69)170 (67.2)75 (62)149 (68.3)144 (62.6)537 (78.2)161 (57.1)Female

9 (0.5)2 (0.8)0 (0)2 (0.9)2 (0.9)3 (0.4)0 (0)Other

Income category, n (%)

486 (27.1)82 (32.4)31 (25.6)87 (39.9)36 (15.7)200 (29.1)50 (17.7)CAD $0- $49,999 (US $0- $38,460)

517 (28.9)56 (22.1)41 (33.9)38 (17.4)91 (39.6)212 (30.9)79 (28.0)CAD $50,000- $99,999 (US $38,461-
$76,922)

318 (17.8)45 (17.8)20 (16.5)33 (15.1)49 (21.3)122 (17.8)49 (17.4)CAD $100,000-$149,999 (US $76,923-
$115,383)

146 (8.2)22 (8.7)9 (7.4)14 (6.4)19 (8.3)53 (7.7)29 (10.3)CAD $150,000-$199,999 (US
$115,384-$153,845)

126 (7)13 (5.1)10 (8.3)15 (6.9)15 (6.5)40 (5.8)33 (11.7)≥CAD $200,000 (US $153,846)

Ethnicity, n (%)

1497 (83.6)195 (77.1)93 (76.9)155 (71.1)217 (94.3)591 (86.0)246 (87.2)White

29 (1.6)11 (4.3)<5 (0.8)5 (2.3)010 (1.5)<5 (0.7)Indigenous or Aboriginal

243 (13.6)42 (16.6)23 (19)55 (25.2)11 (4.8)81 (11.8)31 (11)Visible minorities

aMissing responses: age: 7.25% (130/1791); education: 0.95% (17/1791); gender: 0.28% (5/1791); income: 11.05% (198/1791); and ethnicity: 1.23%
(22/1791).

Questionnaire Completion
Completion rate, calculated as the proportion of eligible recruits
who completed the health questionnaire, varied by city and by
recruitment method (Table 3). The completion rate was highest
for Vancouver (83.6%) and lowest for Montreal (75.4%; Figure
1). The completion rate by recruitment method varied from
88.4% (mailed letters) to 72.5% (snowball recruitment), yet
between-city variations were also observed. For example,
Vancouver’s completion rate for those recruited through letters

was 97.1%, compared with 87.1% in Montreal. The time elapsed
between eligibility and health questionnaire completion varied
widely across participants and recruitment methods but did not
differ between cities. Those recruited through letters were
quickest to complete the questionnaires (mean 9.1 days, SD
29.9, days), whereas the slowest were those recruited through
social media (mean 14.3 days, SD 37.7, days), followed by
partner communications (mean 13.8 days, SD 31.4, days), media
(mean 11.8 days, SD 34.6, days), and other means (mean 10.6
days, SD 25.8, days).
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Table 3. Completion of eligibility and health questionnaires and time taken by recruitment method for baseline INTERACTa in Montreal, Saskatoon,
and Vancouver.

Recruitment method

TotalOtherSnowball
recruitment

Partner com-
munications

News mediaSocial mediaMailed letters

2318 (100)340 (14.67)167 (7.20)264 (11.39)284 (12.25)944 (40.73)319 (13.76)Number of participants who completed eli-
gibility questionnaire (recruited), n (%)

1791 (100)253 (14.13)121 (6.75)218 (12.17)230 (12.84)687 (38.36)282 (15.74)Number of participants who completed
health questionnaire (completer), n (%)

12.3 (10.4)10.6 (25.8)9.6 (28.6)13.8 (31.4)11.8 (34.6)14.3 (37.7)9.1 (29.9)Average days from eligibility to completion
of health questionnaire, mean (SD)

77.374.472.582.681.072.888.4Completion rate, %

aINTERACT: Interventions, Research, and Action in Cities Team.

Cost-effectiveness
Cost per completer by recruitment method varied by city (Table
4). The average cost per completer for the 3 cities (Montreal,
Saskatoon, and Vancouver) was CAD $23.28 (US $17.91).
City-specific costs per completion were CAD $26.52 (US $20.4)
in Montreal, CAD $23.80 (US $18.3) in Vancouver, and CAD
$10.85 (US $8.35) in Saskatoon. Cost per completer by
recruitment method varied by city. Partner communications was
the most cost-effective recruitment method across cities, with
an average cost of CAD $5.16 (US $3.97) per completer. They
were particularly efficient in Saskatoon, costing <CAD $1(US
$1.3) per completer. News media cost on average CAD $7.35
(US $5.65) per completer and generated a considerable number
of participants in Montreal.

Social media, which generated the most recruits, came third in
terms of cost-effectiveness across cities, at an average cost of
CAD $15.04 (US $11.57) per completer. The highest recruitment
cost resulted from mailed letters, at an average of CAD $108.30
(US $83.3) per completer (CAD $130.80 (US $100.6) in
Montreal; CAD $83.56 (US $ 64.27) in Vancouver). Comparing
different mailed options showed that personalized letters were
much more cost-effective than postcards only, and reminder
cards did not help recruitment. The cost per completer for group
B (personalized letter and color card only; n=88) was CAD
$60.11 (US $46.23), followed by group A (personalized letter,
color card, and a reminder postcard; n=75) at CAD $106.68
(US $82.06), and group C (nonpersonalized postcard only) was
the costliest at CAD $796.34 (US $612.57) per completer (n=8
recruitment).

Table 4. Cost per completer by city and recruitment method.

Total (n=1791)Vancouver (n=318)Saskatoon (n=315)Montreal (n=1158)Reported recruitment method

282 (15.7)134 (42.1)0 (0)148 (12.8)Mailed letters, n (%)a

108.30 (83.31)83.56 (64.27)N/A130.80 (100.61)Cost per completer, CAD$ (US$)b

687 (38.4)96 (30.2)88 (27.9)503 (43.4)Social media, n (%)

15.04 (11.56)22.91 (17.62)16.13 (12.4)13.35 (10.27)Cost per completer, CAD$ (US$)

230 (12.8)0 (US 0)4 (1.3)226 (19.5)News media, n (%)

7.35 (5.65)N/A74.04 (56.95)6.17 (4.75)Cost per completer, CAD$ (US$)

253 (14.1)65 (20.4)79 (25.1)109 (9.4)Other, n (%)

33.20 (25.54)72.70 (55.92)21.60 (16.62)18.05 (13.88)Cost per completer, CAD$ (US$)

218 (12.2)1 (0.3)126 (40)91 (7.9)Partner communications, n (%)

5.16 (3.97)347.10 (267)0.88 (0.68)7.32 (5.63)Cost per completer, CAD$ (US$)

121 (6.8)22 (6.9)18 (5.7)81(7)Snowball recruitment, n (%)

21.85 (16.8)59.80 (46)0 (0)16.40 (12.6)Cost per completer, CAD$ (US$)

23.28 (17.9)23.80 (18.3)10.85 (8.35)26.52 (20.4)Average cost per completer, CAD$ (US$)

aNumber of participants who completed the health questionnaire Percentages indicate the proportion of city participants recruited through this specific
method.
bCost per completer includes the cost of all materials, expenses, and staff time and is expressed in Canadian dollars. Additional costs of participant
compensation in Saskatoon (CAD $10 [US $7.69]) for questionnaire completion) are not included in this table.
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Recruitment Modeling in Montreal
We modeled the number of people recruited per day over the
199-day recruitment period, which included 1536 participants
from the Montreal cohort who completed the eligibility
questionnaire and were willing to participate. The predictor
variables included campaign events by recruitment type. Within
the 199-day recruitment period, there were 227 campaign events,
including (1) 151 days of paid Facebook posts and
advertisements with an average reach of 2770 (SD 3558)
potential participants (minimum=144, maximum=20,156); (2)
44 unpaid Facebook posts posted over 34 days; (3) a mailed
letter campaign reaching 15,000 people; (4) a mailed reminder
campaign reaching 5000 people; (5) 18 communications with
partners who sent out newsletters or shared information on their
web-based spaces; (6) 2 wide-reach media coverage events; (7)
6 smaller-reach media coverage events; (8) 1 snowball
recruitment campaign; and (9) 16 other events, including 2
in-person community events.

The model performed relatively well overall, with an adjusted
R-square of 0.78. The model parameters are listed in Table 5.
Each coefficient should be interpreted as the effect of a

campaign event or the number of participants recruited. The
weights for each campaign are distributed over several days
(specific lag per campaign type), and the sum of weights per
campaign event equals 1. The model estimates 107 recruits that
occur over 15 days for the letter campaign sent to 15,000
participants. Every 1% increase in Facebook reach per 1000
participants resulted in a 0.014 increase in recruitment. For
example, an increase of 10% (277 participants) from the average
Facebook reach of 2770 participants per day recruited an
estimated 3.8 participants over 2 days. Unpaid Facebook posts
recruited an estimated 3.2 participants over 2 days. On average,
every wide-reach news article was associated with the
recruitment of 164 participants over the course of 2 days.
Finally, on average, each smaller-reach news media campaign
was associated with an estimated recruitment of 10 participants.
The best model fit and residual distribution indicated 2-day lag
effects for all recruitment methods, except for 4 days for
snowball recruitment, 15 days for the mailed letter campaign,
and 5 days for the mailed reminder campaigns. Figure 2 shows
the predicted and observed daily recruitment during the 199-day
recruitment period.

Figure 2. Predicted and observed daily recruitment of Montreal’s Interventions, Research, and Action in Cities Team (INTERACT) cohort.
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Table 5. Results of the regression model estimating the number of participants recruited per campaign event (number of observations=199)a.

95% CIP valueEstimated number of recruited
participants per campaign event

Predictors (lag in days)

39.6 to 173.4.002106.5bMailed letters (15 days)

−13.5 to 47.2.2816.9Mailed reminders (5 days)

0.6 to 2.1<.0011.4bLog paid Facebook reach per 1000 (2 days)

1.5 to 5.0.0023.2bFacebook unpaid posts (>2 days)

149.0 to 178.2<.001163.6bWide-reach news media coverage (>2 days)

−2.7 to 0.0.05−1.3Other recruitment means (>4 days)

−1.4 to 8.4.163.5Partner communications (>2 days)

−24.4 to 29.3.852.5Snowball recruitment (>4 days)

4.1 to 16.8.00110.4bSmaller-reach news media coverage (>2 days)

2.9 to 5.7<.0014.3bIntercept

aR2/R2 adjusted=0.79/0.78.
bP<.05.

Discussion

Study Significance
This study documents the procedures and effectiveness of
recruitment efforts to constitute baseline population-based
samples in 3 Canadian cities as part of the INTERACT study.
We further propose a daily recruitment modeling strategy that
provides estimates of effectiveness for various recruitment
campaigns, which we applied to the 199-day Montreal
recruitment period. The existing literature generally lacks
detailed reporting on recruitment performance [8,22]. To our
knowledge, this is the first Canadian study to provide detailed
performance indicators, including the time- and
cost-effectiveness of different population-based recruitment
methods.

Recruitment Method and Cost-effectiveness
Social media is a powerful and relatively cost-effective way to
recruit participants. Approximately one-third of our participants
were recruited through social media (687/1791, 38.4%), at an
average cost of CAD $15.04 (US $11.56) per participant.
However, these participants also took the longest to complete
the questionnaires and had the lowest completion rates. This is
possibly because social media users have direct access to the
web-based recruitment material and therefore are more inclined
to start the process, even with medium levels of motivation.

In contrast, letters had the highest and fastest completion rates
(Table 6). Even if few of those receiving a letter were engaged,
those who did were committed. Researchers recruiting samples
for longitudinal studies or for studies requiring substantial time
commitments from participants may want to consider such
trade-offs and plan for potentially different follow-up rates by
recruitment strategy. Previous studies found that follow-up rates
were generally lower when participants were recruited on the
web [23,24]. Although this study reports only baseline

recruitment, future work should also consider differential
attrition rates linked to the different recruiting methods.

The effectiveness of social media for recruitment has increased
over the years. Montreal’s (CAD $10.18 [US $7.83]) and
Saskatoon’s (CAD $14.45 [US $11.11]) social media costs
(excluding staff time to facilitate comparisons with the literature)
are in line with previously reported median costs of CAD $11.60
(US $8.92) for Facebook recruitment across 18 studies [10]. In
Vancouver, where we initially targeted older adults living in a
small geographic area, social media costs were higher (CAD
$21.30 [US $16.38]) but in line with a recent Canadian study
that recruited a hard-to-reach population through Facebook
(CAD $19.27 [US $14.82]) [25].

Facebook posts were reported as an efficient recruitment method
for a cohort study across 7 European cities (recruitment period:
2014-2016), although the cost per completer was not
documented [6]. Earlier reports on one of the largest prospective
cohort studies in the United Kingdom (recruitment period:
2009-2012) showed that Facebook posts are less efficient than
mailed letters, SMS text messages sent on mobile phones, and
emails [12]. However, since 2009, the share of the population
with a social media account has grown, and Facebook has
considerably refined its advertisement program, facilitating
reach and recruitment [26]. Facebook advertisement features
now make it possible to specifically target local areas or
population segments based on individual profiles. These tools
allow research teams to react to potential biases during the
recruitment process, for example, by adjusting campaigns by
targeting underrepresented geographic areas or population
groups. Concomitantly, physical mail use has diminished, at
least for letter correspondence. A previous study on smoking
targeting young adults in Montreal (recruitment: 2011-2012)
reported a 25% participation rate through letter recruitment [27],
a much higher number than was achieved here (<1%). This
difference might be linked to the presence of compensation and
the age of the participants because CAD $10 (US $7.69) gift
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certificates were given to those completing the survey.
Transformations in communication habits and lower receptivity
for mailed communication may also partly explain this
difference. Finally, letters recruited older men than other
methods, whereas social media recruited younger women,
meaning these methods may be complementary.

Garnering attention for the study through newspaper articles
was the second most effective strategy in Montreal, recruiting
a high share of participants (226/1158, 19.5%) at a low cost
(CAD $6.17 [US $4.75] per participant including staff time).
Opportunities to publicize public health research in mainstream
news outlets should be seized not only as a way to reach future
participants, but also as a means to highlight existing research
on the topic.

We recommend that researchers use multiple recruitment
methods to amplify the impact of messaging and reach a greater
diversity of participants. In Montreal, social media recruits were
younger (mean age 41.8 years, SD 14.1, years) than those
recruited through letters (mean age 58.8 years, SD 12.6, years)
and media campaigns (mean age 51.4 years, SD 14.8, years).
However, our social media recruitment profiles echo Canada’s
Facebook users: 38.2% (192/503) of our social media recruits
were aged 18-34 years (42% of Facebook users in Canada),
40.2% (202/503) were aged 35-54 years (34% of Facebook
users in Canada), 14.5% (73/503) were aged 55-64 years (12%
of Facebook users in Canada), and 7.2% (36/503) were aged
≥65 years (10% of Facebook users in Canada) [28]. Gender
imbalance was present across all recruitment methods but
especially so among social media recruits: in Montreal, 77.1%
(388/503) of the social media recruits were women compared
with an average of 68% (788/1158) recruited through all other
means of recruitment; in Saskatoon, 76.1% (67/88) were women
compared with 73.7% (232/315); and in Vancouver, 85.4%
(82/96) were women compared with 67.9% (216/318). Our
gender imbalance is in the higher range of the 22 studies
reporting a gender split in a 2016 systematic review, for which

the median proportion of women was 61.1% [10]. We did not
anticipate such a gender imbalance, although research has shown
that women tend to join [29] web surveys and volunteer their
time more than men [30], which may explain why more women
completed the surveys.

INTERACT engaged with community organizations and
institutions that had already established communication with
citizens to promote the study. Low-income populations were
best recruited through partner newsletters, consistent with
previous research that supports working with community
partners to reach priority populations [8,22]. Contacting citizens
through such partners may improve the receptivity and trust of
the participants [8]. This requires that the research team develop
relationships with community partners who work directly with
marginalized groups. Building relationships with both advocacy
organizations as knowledge users and service delivery
organizations as recruitment partners requires early and ongoing
engagement from the research staff throughout the project.

When evaluating the extent of bias by sociodemographic factors
in recruitment methods, one should consider the
sociodemographic characteristics of each recruitment method.
For example, because there is a higher share of female Facebook
users, a nonbiased recruitment among Facebook users would
result in more women participating. Similarly, mailing lists tend
to have more up-to-date information on homeowners than
tenants. This means that mail campaigns may be more effective
in recruiting homeowners. Certain community organizations
may have relationships with priority populations, facilitating
recruitment. It is important to be aware of the sociodemographic
population characteristics that these methods do reach before
drawing conclusions about recruitment bias. Furthermore,
although it is useful to assess bias for each specific method,
using a variety of recruitment methods will tend to increase
reach across sociodemographic groups. Table 6 presents a
summary of the results and lessons learned from the INTERACT
recruitment campaigns.
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Table 6. Summary of strengths and weaknesses of each recruitment method, as seen in the INTERACTa study (lessons learned from INTERACT
results).

WeaknessesStrengthsRecruitment method

Mailed letters •• Most expensive cost-per-completer rateHighest and quickest completion rates
• Effective at recruiting older populations
• Higher share of older men than other methods

Social media •• Had the lowest and slowest completion ratesGenerally cost-effective for recruiting a large
cohort

• Effective in recruiting women and younger
participants

News media •• Low effectiveness for recruiting participants
without a university degree

Low cost-per-completer rate
• Effective at recruiting older participants

• Little control from research team to garner atten-
tion from media

Partner communications •• Slow completion rateHigh completion rate
• •Effective in reaching priority population partic-

ipants
Important investments in time for building trust
with partners

• Effective for recruiting participants without a
university degree

• Least expensive cost-per-completer rate

Snowball recruitment •• Tends to reinforce trends within sample compo-
sition, because referred participants resemble
their peers

Ease of implementation through automated
email campaigns

aINTERACT: Interventions, Research, and Action in Cities Team.

Recruitment Method and Time Efficiency
One of the contributions of this study is that it provides a novel
method to predict the number of daily recruits in a
population-based recruitment effort, testing finite distributed
lag weights for each recruitment approach. These results can
inform the timing of different recruitment campaigns, including
indications of their expected reach through time. We provide a
detailed methodology, R syntax, and sample data on GitHub to
facilitate the reproduction of this approach in other contexts. A
systematic review [31] of modeling techniques used to predict
recruitment to randomized clinical trials revealed a variety of
modeling approaches, including Poisson and negative binomial
models or Bayesian, time series, and Markov chain models.
Using Poisson and negative binomial models does not capture
the immediate rise in recruitment after special campaigns (eg,
the peaks of recruited participants after wide-reach news media
coverage). Bayesian, time series, and Markov chain analyses
are less simple to reproduce [31]. With distributed lag weights
as proposed in our study, ordinary least square models can be
used [32]. Our model performed well in predicting daily
recruitment, and recruitment-specific lags provided useful
indications about temporal reach.

Limitations
The INTERACT study requires considerable time and effort
from the participants. Beyond recruitment methods, the
messaging used can affect diversity in recruitment. We used a
variety of hooks and angles to capture the participants’attention.
The impact of these factors was not assessed in this study.
Moreover, differences in protocol in each city, notably
compensation and prizes, may explain some of the variation in

questionnaire completion rates among the cities. Future research
may want to explore the impact of different types of messaging
and visuals, including levels of participation and the impact of
incentives on completion rates. It is possible that participants
could have heard about the study from several sources,
suggesting over- and underestimations and possible correction
effects among methods. However, the model performs well in
terms of cumulative recruitment; lag effects per method provide
useful indications of the temporal dimensions of different
recruitment approaches. Lower recruitment rates among priority
populations are due to barriers such as distrust of participants
and lack of knowledge in research, cultural beliefs and language
issues [9], fear of stigmatization among those who may have
engaged in high-risk behavior [8], issues related to low
(technology) literacy, limited knowledge on the benefits the
research might provide [33], privacy concerns, competing
interests among busy participants [34], and lack of trust in
web-based recruitment strategies [35]. The research team
addressed these barriers in part by dedicating efforts to
presenting the goals of the research and recruiting participants
in person, connecting with community organizations that could
promote the study among their clients and members, and
providing phone or in-person assistance to participants
answering questionnaires. Recruitment methods are only part
of the equation for making participation more appealing and
safer for all. Consequently, research teams should decide on the
protocol at the outset and budget accordingly. Building trust
and addressing logistical hurdles with priority populations are
key goals for our next waves and should be considered at the
forefront of any population health research.
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Another limitation of the recruitment model is the inability to
determine the sociodemographic profiles of the (unknown)
exposed populations. Although Facebook Analytics provides
profile statistics on the people reached through advertisements,
such as sex, age, and geography, equivalent data for other
recruitment methods were not available. For example, the
number of people who are exposed to news media, snowball
campaigns, or partner newsletters is unknown. Our model did
not control for the demographic characteristics of those who
were exposed to our campaigns.

Conclusions
Our study provides detailed documentation of recruitment efforts
and the costs of population baseline samples across 3 Canadian
cities. We also provide a novel lag-based modeling approach

to evaluate the effectiveness of different recruitment strategies,
illustrated using data from Montreal. Different recruitment
methods had different costs, returns, and possible biases,
suggesting that diversifying recruitment methods are useful to
increase reach and sample diversity. Local contexts should not
be ignored, as shown by the differences among the cities.
Research teams should keep detailed logs of recruitment
activities and ask participants to report how they were recruited
to improve reporting of recruitment efficiency and costs. With
increasing opportunities to collect large-scale citizen science
data stemming from web-based platforms, smartphones, or
wearables, setting up comprehensive recruitment strategies and
better understanding how and why citizens choose to participate
or not is important for the future of population-based research.
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Abstract

Background: Artificial intelligence (AI)–driven symptom checkers are available to millions of users globally and are advocated
as a tool to deliver health care more efficiently. To achieve the promoted benefits of a symptom checker, laypeople must trust
and subsequently follow its instructions. In AI, explanations are seen as a tool to communicate the rationale behind black-box
decisions to encourage trust and adoption. However, the effectiveness of the types of explanations used in AI-driven symptom
checkers has not yet been studied. Explanations can follow many forms, including why-explanations and how-explanations. Social
theories suggest that why-explanations are better at communicating knowledge and cultivating trust among laypeople.

Objective: The aim of this study is to ascertain whether explanations provided by a symptom checker affect explanatory trust
among laypeople and whether this trust is impacted by their existing knowledge of disease.

Methods: A cross-sectional survey of 750 healthy participants was conducted. The participants were shown a video of a chatbot
simulation that resulted in the diagnosis of either a migraine or temporal arteritis, chosen for their differing levels of epidemiological
prevalence. These diagnoses were accompanied by one of four types of explanations. Each explanation type was selected either
because of its current use in symptom checkers or because it was informed by theories of contrastive explanation. Exploratory
factor analysis of participants’ responses followed by comparison-of-means tests were used to evaluate group differences in trust.

Results: Depending on the treatment group, two or three variables were generated, reflecting the prior knowledge and subsequent
mental model that the participants held. When varying explanation type by disease, migraine was found to be nonsignificant
(P=.65) and temporal arteritis, marginally significant (P=.09). Varying disease by explanation type resulted in statistical significance
for input influence (P=.001), social proof (P=.049), and no explanation (P=.006), with counterfactual explanation (P=.053). The
results suggest that trust in explanations is significantly affected by the disease being explained. When laypeople have existing
knowledge of a disease, explanations have little impact on trust. Where the need for information is greater, different explanation
types engender significantly different levels of trust. These results indicate that to be successful, symptom checkers need to tailor
explanations to each user’s specific question and discount the diseases that they may also be aware of.

Conclusions: System builders developing explanations for symptom-checking apps should consider the recipient’s knowledge
of a disease and tailor explanations to each user’s specific need. Effort should be placed on generating explanations that are
personalized to each user of a symptom checker to fully discount the diseases that they may be aware of and to close their
information gap.

(J Med Internet Res 2021;23(11):e29386)   doi:10.2196/29386
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symptom checker; chatbot; artificial intelligence; explanations; trust; knowledge; clinical communication; mHealth; digital health;
eHealth; conversational agent; virtual health care; symptoms; diagnostics; mobile phone
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Introduction

Overview
Health care is a need so universal that the right to adequate
medical care is enshrined in the Universal Declaration of Human
Rights [1]. Yet, globally, governments face long-term
challenges. High-income countries struggle with the financial
burden of providing health care to aging populations with
complex needs [2]. Meanwhile, half the world’s population
“lacks access to essential health services [3]...” More
immediately, the COVID-19 pandemic is straining health care
systems while making it necessary for care to be delivered
remotely where possible [4].

These pressures have cultivated interest in “tools that use
computer algorithms to help patients with self diagnosis or self
triage,” called symptom checkers (SCs) [5]. Although SCs have
been developed using a broad range of techniques including
Bayesian [6], rule-based, and deep learning methods [7], they
are generally referred to as using artificial intelligence (AI) [8].
SCs are typically presented as smartphone chatbot apps and are
created for one of two aims. First, akin to a visit to a primary
care practitioner, some SCs are built to allow individuals to
check what may be causing their health symptoms out of all
common health conditions. Second, as a specific subset, some
SCs check for symptoms of one disease only, typically
COVID-19.

Private companies who build these apps [8] and government
officials [9] believe SCs can improve provision of health care
in two ways: (1) those with benign conditions can be easily
triaged to less resource-intensive care, allowing human clinicians
to focus on patients in need [10], and (2) SCs reduce the need
for individuals to travel. This drives efficiencies in high-income
countries [11] and allows those in countries with less care
provision to access medical advice from remote locations.

Given their rapid global deployment, SCs have faced much
scrutiny. Debate has focused on their accuracy, including their
potential to fail to detect dangerous illnesses [12] or to provide
overly cautious diagnoses [5,8]. Equally as important is the
human aspect of SCs. By their nature, SCs abstract from the
human interaction of a patient and physician [5]. The presented
diagnosis may or may not provide additional insights as to why
the app has come to a particular decision (Multimedia Appendix
1). Even assuming that an SC provides an accurate diagnosis,
lay individuals must still follow triage instructions to achieve
the intended benefits of SCs at a population level. Ensuring that
users trust SCs is therefore of paramount importance if SCs are
to achieve their intended benefits with regard to reducing the
pressures faced by health care systems globally.

As with SCs, trustworthiness is seen as a necessary requirement
for widespread adoption of AI. An essential component of
trustworthiness is the capacity of a system (or its operator) to
explain its behavior, for example, the rationale behind a
particular diagnosis. Explanations are seen as a tool to
communicate the rationale behind black box decisions to
encourage user trust and adoption.

Recent studies have started to examine the effectiveness of
different types of AI explanations [13-15], but to date no studies
have specifically looked at SC explanations. Qualitative analysis
of general sentiment toward medical conversational AI agents
reveals a mixed reception [16], which suggests that choosing
the right type of explanation in SCs is critically important for
the systems to be well received. The lack of study of
explanations in SCs poses challenges because poor explanations
could reduce a person’s inclination to use SCs, fuel health
anxiety [17], or cause them to seek a second opinion from a
human clinician, all of which would further burden health care
systems. Furthermore, explanations can take many forms,
including why-explanations and how-explanations, each of
which may encourage user trust to different degrees. Social
theories suggest that why-explanations are better at
communicating knowledge and cultivating trust in laypeople,
but this hypothesis has yet to be tested for SCs.

This paper presents the results of an exploratory study of
layperson perception of SC explanations. Trust is used as a
measurement of explanatory quality because good explanations
are known to increase trust in AI systems [18], increasing the
likelihood that the recipient will follow its output [19]. In this
section, we begin by grounding the study in philosophical
theories of contrastive explanation alongside cognitive
psychology studies of causality. These theories emphasize that
humans require explanations when information gaps are created.
Although SCs currently address the need for explanation by
explaining how the system derived the answer, humans typically
prefer why-explanations. In the Methods section, we discuss the
methodology used to conduct a study of 750 laypeople, where
each participant was presented with a diagnosis of one of two
diseases that was accompanied by one of four explanations. The
results are presented in the Results section. In the Discussion
section, we discuss findings that suggest trust may vary by
explanation type for a lesser-known disease and that trust in
explanation is significantly affected by the disease being
explained. In the Conclusions section, we provide
recommendations for SC system builders. The data and code
required to reproduce all findings are publicly available [20].

Explanations in Theory and Practice

Overview
As this study focuses on the impact of varying types of SC
explanations on layperson trust, it is first necessary to understand
the purpose and use of explanations in AI. Explanations in
theory and practice have long been studied by researchers,
resulting in expansive literature on the subject. Here we adopt
Lewis’ [21] definition of an explanation as the provision of the
causal history of an event. We also draw on Hilton [22] and
Miller [23] to argue that explanations are ambiguous in being
both a verb and a noun where an explainer explains (verb)
something (noun) to generate understanding (verb) in a
recipient.

Explanations and Their Purpose
Explanatory theory has typically focused on the function of
explanations as a mechanism to transmit information about the
explanandum (the event or phenomenon being explained) to
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further inform a recipient’s knowledge [24]. However,
explanations can be used in many ways, including to persuade
[25], assign blame [26], or even deceive the recipient [27,28].
Given these purposes, the explainer and the recipient may
frequently have differing goals [25].

The goal of the SC explanation is to generate enough trust in
the recipient so that they will follow triage instructions to reduce
health system burden [8,10]. This is distinct from the goal of
the recipient, which is to understand what is causing their
symptoms [29].

Explanation Seeking and Knowledge
Explanations may be prevalent in human and social interactions,
but they are not ubiquitous. People select when to seek an
explanation [26]. Intrinsic provocation to seek an explanation,
referred to as explanation seeking curiosity, is strongly predicted
by future learning and future utility and moderately predicted
by lack of knowledge [30].

The influential information gap theory described by Lowenstein
[31] proposes that a delta between an individual’s current
knowledge and their desired knowledge cultivates curiosity. It
is normatively correct to seek an explanation when an event or
phenomenon does not fit one’s mental model [32]. Empirically,
information gaps have been shown to provoke explanation
seeking in both children [33] and adults [34].

Knowledge and explanation are intimately linked [35]. When
presented with information, the recipient must be aware of their
lack of knowledge to seek an explanation [31]. An explanation
must sufficiently transmit information [36], which is evaluated
against prior beliefs and knowledge, particularly in
knowledge-rich domains [25], the desired result being an
updated mental model in the recipient [26]. The recipient’s
perception of an explanation subsequently provides insight into
their knowledge of the phenomenon or the event being explained
[22,37]. Hence, explanatory quality is critical because
“explanations that are good and are satisfying to users enable
users to develop a good mental model. In turn, their good mental
model will enable them to develop appropriate trust in the AI
[18].”

Everyday Explanations
Explanations can take many forms, for example, scientific,
causal, teleological, or everyday. A universally accepted
taxonomy does not exist [38]. Given this study’s focus on
laypeople and prior scholarship suggesting their utility in AI
[23,38], our focus will be on everyday explanations. These are
a form of explanation, which are commonly observed in social
interaction, defined as an answer to a why question [21,23,39].

Lewis [21] asserts that most explanations are typically answers
to why questions, for example, “Why did you do that?” or “Why
did that happen?” Why questions are implicitly contrastive, with
the form of the question being “why that decision rather than
something else? [21].” When humans answer a why question,
we offer an explanation (P) relative to some other event that
did not occur (Q). This is termed a contrastive explanation,
where P is referred to as the fact (an event that occurred) and
Q is the foil (an event that did not occur) [39].

The factual component of a why question can have many
potential foils. Consider the question “Why did you watch Game
of Thrones?” Its foils could include “rather than the news?” or
“instead of going out?” The foil itself generates context for the
explanation to be provided. In human interactions, foils are
often not explicitly stated in the why question. Instead, humans
infer the foil from the tone and context of the interaction [39].
Importantly, the cause explained is dependent on the
questioner’s interest implied through conversation. This further
emphasizes the assertion by Miller [23] that explanations are
social and conversational [22].

Explaining the contrast can be easier than explaining the fact
itself because P does not need to be sufficient for the event to
occur, provided it differentiates between the causal difference
of P and Q [40]. Contrastive explanations also have the benefit
of constraining the information to be provided [39]. The
constraining effect of a contrastive explanation is helpful to
humans because it reduces the cognitive burden of processing
an explanation [26].

Humans rarely provide an exhaustive causal chain as an
explanation, preferring instead to select one or two pertinent
causes [25,36]. In the example of the television show choice, a
layperson would not justify the selection by providing their life
story, listing influential childhood events. Instead, the explainer
might answer, “It’s more exciting than real life,” and “I was
tired,” respectively. These explanations may not entirely explain
P; however, they sufficiently and succinctly differentiate
between P and Q. For the remainder of this paper, for simplicity,
contrastive explanations will be referred to as why-explanations.

Explanation Complexity
Striking an appropriate balance in terms of the complexity of
an explanation is difficult. Thagard's [41] theory of explanatory
coherence states that people prefer simple, general explanations.
This preference has been validated empirically [23]. For
example, Read and Marcus-Newhall [42] evaluated this using
a scenario about a woman with three symptoms: weight gain,
fatigue, and nausea. The study participants received one of the
following three explanation types describing what was causing
her ill health:

1. Narrow:
a. Having stopped exercising (explains weight gain).
b. Having mononucleosis (explains fatigue).
c. Having a stomach virus (explains nausea).

2. Broad: she is pregnant (explaining all three).
3. Conjunctive: all of the causes in 1 are true.

The participants preferred the broad explanation of pregnancy
(option 2), preferring simple explanations that had fewer causes
and explained more events.

Contemporary laboratory-based studies reiterate human
preference for simple explanations over complex ones
[13,36,43-45]. However, experiments in natural settings have
revealed that complexity increases explanatory satisfaction
[28,46] and that complexity preferences are aligned with the
complexity of the event itself [47-49].
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Frequently, studies in cognitive psychology examine diagnostic
explanation through discussion of an alien race’s illnesses to
avoid reliance on prior knowledge. This removes a confounder;
however, we should be cautious applying the findings to real-life
SCs, given the relationship between explanation and knowledge
(see Explanation Seeking and Knowledge section). Importantly,
most of the experiments required high levels of literacy and
comprehension. They were performed on cognitive psychology
students or recruits screened for literacy ability. This is in
contrast with reality: 1 in 7 of the UK population are functionally
illiterate and would struggle to read a medicine label [50], and
only half have an undergraduate degree [51].

In short, variance in explanatory preference has been noted
between laboratory and natural experimental settings. In
addition, experiments have been conducted on study groups
with different characteristics to the general population. This
reveals a need to validate preferences before generalizing to
technologies used by the layperson population.

Explanations in AI

Overview
It should not be assumed that the presentation of explanations
in AI systems matches with human explanatory behaviors and
needs. Whereas the need for humans to explain themselves is
often taken for granted in particular situations, there is continued
debate around whether it is necessary for AIs to explain
themselves. Turing Award winner Geoffrey Hinton argues that
explanations are not necessary because humans cannot explain
their own neural processes [52]. A study of medical students
supports this because half of them were found to rely on intuitive
thinking in diagnostic decision-making [53].

Recognizing that AI systems are frequently used to (help) make
impactful decisions, explanations can be said to be required for
at least two reasons. First, explanations are necessary for users
to adopt AI technologies. When explanations are provided, trust
and propensity to rely on systems increases [23,54-57]. If AI
systems are not trusted, they are less likely to be adopted by
their users, limiting the efficacy of the technology [19,58].
Second, the General Data Protection Regulation, the European
Union law for data protection and privacy, places two relevant
requirements on AI systems: they (1) must provide “meaningful
information about the logic involved in the decision-making
process” and (2) should ideally provide “an explanation of the
decision [59].”

This results in a focus on explaining the decision-making of AI
systems [57]. To do this, the algorithmic processes are examined
to generate an explanation (the product), and the contained
knowledge is subsequently communicated to the recipient (a
social process) [23]. In contrast to human explanatory
preferences, current AI explanations predominantly provide
answers to how questions, not why questions.

How-Explanations in AI
AI models are often treated as black boxes due to their
complexity and opacity. The explainable AI field predominantly
focuses on increasing the transparency of how models produce
their outputs, typically for use by computer programmers and

expert users. This essentially answers a how question: “How
did you decide that?”

There are a vast number of techniques that are used to explain
how an AI model comes to a decision or otherwise produces an
output [13]. These functional explanations will be referred to
as how-explanations. Two such how-explanations are currently
used to explain the outputs of SCs (see Explanations in Symptom
Checkers section):

1. Input influence: Presents a list of the variables input to the
model with a quantitative measure of their contribution
(positive or negative) to the outcome [60]. Consider a
system that reads mammograms. An input influence
explanation might highlight visual areas of the scan that
strongly influenced its diagnosis of a tumor.

2. Case-based reasoning: Displays a case from the model’s
training data that is closest to the one being classified [61].
In the mammogram example, a case-based reasoning
explanation might declare the scan to be negative and
provide another individual’s mammogram to explain the
verdict.

Both these explanatory methods require their human recipient
to have domain knowledge to evaluate the explanation. Neither
provides an explicitly contrastive explanation or an answer to
a why question. Instead, a cognitive burden is placed on a human
expert recipient to evaluate and contrast a large number of data
points to determine whether they agree with the decision. In the
mammogram example, a person not trained in radiology would
have insufficient knowledge to understand either explanation,
potentially resulting in the recipient perceiving them as poor
quality.

When AI systems are deployed to wider society, system builders
(such as software engineers and designers) must package the
technology into software. For general audiences, the system
builders take these how-explanations and translate them into a
form comprehensible to a nonexpert [15]. Although this
approach seems natural to many computer scientists and lawyers,
it is not necessarily the best approach for SCs.

SCs, like many AI systems, are often presented as conversational
agents or assistants. Humans are prone to anthropomorphism
[62], and virtual assistants have many features that lead users
to infer human-like agency in the assistants’ behavior [63]. In
human conversation, we prefer social why-explanations (see
Everyday Explanations section). If SCs are to act as
conversational agents, this suggests that the explanations being
offered should adhere to norms of human conversation by
creating a shared understanding of the decision made between
the system and a human recipient [64]. Given that it is system
builders who currently generate explanations for AI systems,
the large body of work on explanations rooted in sociological,
philosophical, and cognitive theories is underused [38].

Why-Explanations in AI
The conflict between layperson perceptions of how-explanations
and why-explanations is the focus of this study. Given human
preferences, the hypothesis is that there will be a preference for
why-explanations of SC outputs. As such, a type of
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why-explanation that has been proposed as more effective and
accessible will be included, the counterfactual explanation.

Counterfactual explanations present how the factors considered
to reach a decision must change for an alternative decision to
be made [26,40,65]. A counterfactual explanation implicitly
answers the why question “Why did you decide outcome P rather
than outcome Q?” by examining what would happen if the
variables V = (v1, v2,...) were different [65,66]. Returning to the
mammogram example, a user may ask “Why did you diagnose
a tumor [rather than no tumor]?” to which the counterfactual
explanation may state “If these pixels were not white, I would
not have diagnosed a tumor.”

Counterfactual explanations appear naturally in human
cognition. They are a pattern that feature prominently in our
day-to-day thoughts [67], with the capability to think
counterfactually emerging around the age of two [68]. They are
also contrastive, aligning with human explanatory preferences
(see Everyday Explanations section). Counterfactual
explanations are considered an efficient way of communicating
causal reasoning [66,69]. They are effective in highlighting
model discrimination [70] and, importantly for this work, they
offer a type of why-explanation [27,40,66]. Counterfactual
explanations do require cognitive effort on the recipient’s part.
However, by their nature, they bound the scope of explanation,
reducing cognitive burden [69], and are advocated as a more
accessible method for nontechnical users [65].

This study aims to investigate layperson trust in SC
explanations. Humans have strong preferences for
why-explanations, whereas technical methods developed to
explain AI systems to date typically give how-explanations.
Three explanation types of relevance have been identified for
evaluation. To directly address this study’s focus, the current
state of explanations in SCs were examined. SCs, like other AI
systems, currently tend to provide how-explanations.

Explanations in Symptom Checkers
To explore the current use of explanations in SCs, we surveyed
10 commercially available SCs (Multimedia Appendix 1). All
SCs surveyed were presented in chatbot format to provide a
natural mechanism for data collection from the user, mimicking
their experience of speaking to a clinician. This further
reinforces the view that “causal explanation takes the form of
conversation and is thus subject to the rules of explanation [22],”
that is, the recipient foremost requires a why-explanation.

Current SCs do not allow users to indicate what kind of
explanation they require. Instead, the explanation type and
content are predefined by system builders. The explanations
provided are succinct, typically consisting of a single sentence.
This succinctness is likely driven by software user-experience
principles, which classify complexity as a detractor to
technology adoption [71]. Again, this presentation contrasts
with the rich explanations typically generated in the explainable
AI field for expert users.

The SCs typically presented a form of explanation alongside
the suggested diseases causing symptoms. They were observed
taking two forms: (1) a contraction of an input influence

explanation which provided one or two health symptoms that
most positively influenced the SC’s decision; (2) a social proof.

Social proofs, popularized to system builders by Cialdini [72]
and Eyal [73] are based on extensive psychological studies that
demonstrate that humans are both consciously and unconsciously
susceptible to others’cues when making decisions. Social proof
tactics can include cues such as user reviews and likes on social
media. In the case of SCs, social proof is offered by explaining
how many people with the same symptoms have previously
been diagnosed with a particular disease. Generating a more
detailed view of a social proof would involve providing details
of other cases classified by the model, that is, a case-based
explanation. Consequently, a social proof explanation can be
viewed as a contraction of a case-based reasoning explanation.

This evaluation of current SCs shows that they either provide
an input influence explanation or a social proof explanation,
both of which are how-explanations.

Against this backdrop of the purpose of explanations, human
explanatory preferences, and explanation use in SCs, this
exploratory study seeks to answer 2 research questions:

Research question 1: Does the type of explanation affect a
layperson’s trust in the explanation provided by a symptom
checker?

Research question 2: Is the person’s level of trust affected by
existing knowledge of a disease?

Methods

Experimental Design
To answer these questions, a 2×4 between-subjects experimental
design was constructed, with the participants randomly assigned
to a treatment group.

To answer research question 1, four explanation types were
selected that reflect the state of the art in explanations of AI and
SC outputs: input influence, social proof, counterfactual
explanation, and no explanation. In the case of the no
explanation type, no specific statement was presented that
alluded to how or why the model came to a decision; it was
included to provide a baseline for the perception of explanatory
quality in chatbot interactions. In the mammogram example,
the no explanation type would simply output, “This scan is
negative.”

To address research question 2, two diseases were selected that
had differing levels of population awareness:

1. Migraine: This was chosen as the well-known disease
because it affects 1 in 7 of the population [74], making it a
disease with high population awareness whose symptoms
are widely understood.

2. Temporal arteritis: This was selected as the lesser-known
disease because it has a low incidence rate of approximately
0.035% in individuals aged above 50 years [75].

Both diseases involve head pain, which was selected for
relatability as the majority of the population have experienced
headaches [76]. Epidemiological data were used as a proxy for
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layperson knowledge to limit study scope because knowledge,
like trust, is an intangible variable to measure. The explanations
shown are presented in Table 1. Analysis of variance (ANOVA)
was planned to compare mean scores across the treatment
groups. Given the limited prior research, the anticipated effect

size was unknown, and a small effect size (Cohen's d=0.2) was
chosen. G*Power (Heinrich Heine University) was used to
calculate the sample size required for this effect size among 4
groups with a power β=.8. Erring on the side of caution, a goal
of 200 participants per group was set.

Table 1. Explanations shown to participants for each combination of the four explanation types and two diseases.

ExplanationExplanation type and Disease

Input influence

“I think this because you have a headache that came on slowly and you feel nauseous.”Migraine

“I think this because you have severe head pain in the side of your temples and your scalp and jaw
are painful.”

Temporal arteritis

Social proof

“I think this because 8,217 people with your symptoms were diagnosed with a Migraine.”Migraine

“I think this because 8,217 people with your symptoms were diagnosed with Temporal Arteritis.”Temporal arteritis

Counterfactual explanation

“If you didn’t feel sick I’d have suggested you have a tension headache.”Migraine

“If your scalp and jaw didn’t hurt, I’d have suggested you had a Migraine.”Temporal arteritis

No explanation

No statement presentedMigraine

No statement presentedTemporal arteritis

Stimulus Design
Chatbot simulation videos were created using a design and
prototyping tool (Botsociety Inc). Information was presented
in the manner of the Calgary-Cambridge model of
physician-patient consultation [77], in line with the
conversational presentation style used in current SCs. To avoid
visual elements from confounding the experiment, the chatbot
design was limited to text interaction. This contrasts with
modern SCs, which use graphics to indicate additional
explanatory factors such as the AI-model confidence.

To verify stimuli presentation and question phrasing (see
Creating a Trust Measurement Scale section), the stimuli and
survey were piloted by conducting cognitive interviews with

11 individuals ranging in age from 28 to 62 years. The
interviews revealed that at the end of the SC interaction, the
participants expected to receive information that matched their
typical consultation experiences. This included information
about the disease and medical safety nets. Safety nets are a
clinical management strategy to ensure the monitoring of
patients who are symptomatic, with the aim of avoiding a
misdiagnosis or nontreatment of a serious disease, for example,
“If your symptoms persist or get worse, please seek medical
advice.” Consequently, these were included. The final SC videos
were approximately 3 minutes in length, with most of the content
being identical for each disease. Once the SC came to a
conclusion, information was presented in the order shown in
Figure 1.
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Figure 1. The order of information presented at the end of the symptom checker flow.

The content of the explanations provided was set according to
a medical advisor’s clinical knowledge. For input influence, the
two symptoms most likely to indicate the disease to a doctor
were selected. Likewise, with counterfactual explanation, the
symptom most likely to change a clinician’s resulting opinion
was chosen. For social proof, it was decided not to mirror current
SC presentations (eg, “8/10 people with X had symptom Y”)

because it is known that probability information affects
perceptions of explanations [36,44]. Instead, it was opted to
state a large number of reference cases, as cognitive interviews
indicated that lower numbers suggested a less-advanced AI
model. Example screenshots of the stimuli are presented in
Figure 2.

Figure 2. Screenshots of chatbot stimulus showing the start (left) and end (right) of social proof treatment of migraine.
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Creating a Trust Measurement Scale
Trust is a hypothetical construct that cannot be observed or
measured in a direct, physical sense [78]. Measurement scales
for AI systems must minimally investigate two questions: “Do
you trust the output?” (faith) and “Would you follow the
system’s advice?” (reliance) [79]. Experiments that have
analyzed the reliability of trust scales have found high
Cronbach's α values, suggesting that these scales are a reliable
tool for measuring trust [80]. Nevertheless, there is a lack of
agreement in the human-computer interaction field of how to
measure trust in explanations. Hoffman [18] highlights that
many scales are specific to the application context. Existing
scales are also oriented toward evaluating opinions from expert
users who repeatedly use a system over periods of time. This
is in contrast to using an SC where an individual is likely to use
it infrequently, that is, when they have a medical need.

This study’s trust scale was based on Hoffman's Explanation
Satisfaction Scale, with the scale tailored toward a layperson
user [18]. Four categories of measurement were developed:
faith (in the system), reliance (propensity to perform an action
based on the explanation), satisfaction (attitude toward the
explanation), and comprehension (of the explanation). In all, 3
questions were asked per category. The questions were inspired
by scales developed by the human-computer interaction
community [80-83], which had many commonalities. The full
set of survey questions are presented in Tables S1 and S2 of
Multimedia Appendix 2.

Data Collection

Participant Recruitment
Participants were recruited using the web-based platform
Prolific. Qualtrics (Qualtrics, LLC) was subsequently used to
randomly allocate the participants to a treatment group and
gather survey responses. Participants who took less than 210
seconds to complete the experiment were removed as this would
imply that they took less than 30 seconds to complete the survey,
indicating satisficing. The final data set comprised 750
participants who were paid £1.45 (US $1.96 minimum wage
equivalent) for their time.

Ethical Considerations
A number of ethical issues were considered in designing the
study, including the following:

• Tests on individuals who are symptomatic require
appropriate clinical trial procedures to be followed.

• If participants are not supervised by a clinician, an SC that
is 100% accurate must be provided to avoid a misdiagnosis.
Such an SC does not currently exist [5].

• Commercial SCs are designed to diagnose numerous
diseases, resulting in a plethora of diagnostic pathways. SC
model mechanisms are often nondeterministic, making real
SCs uncontrollable in an experimental setting.

• The stimuli shown to participants must be medically safe
and accurate to avoid misleading them.

• The act of observation could cause the development of
health anxiety [84].

To mitigate each of these concerns, nonsymptomatic participants
were asked to watch a video of an SC interaction. They were
informed that this was not tailored to their own health needs.
A General Medical Council–registered primary care physician
experienced in SC design advised on the presented materials to
ensure medical accuracy, safety, and realism. The participants
were limited to individuals residing in the United Kingdom,
which offers universal health care, and they were provided with
resources to access clinical support if they became concerned.
The study received ethical approval (reference:
SSHOIIC1A19007) from the University of Oxford.

Results

Participants
Data from the 750 participants were analyzed using R (The R
Foundation). The participants’ ages ranged from 18 to 87 years
(mean 35.8, SD 12.6). Of the 750 participants, 512 (68.3%)
were in full-time or part-time employment. Most (723/750,
96.5%) had experienced a headache. The majority of
respondents in the migraine treatment group viewed their disease
as benign compared with a minority of those assigned to
temporal arteritis (Table 2).

Table 2. Perceived seriousness of disease by percentage of respondents (N=750; migraine, n=367; temporal arteritis, n=383).

DiseaseSeriousness

Temporal arteritis, n (%)Migraine, n (%)

40 (10.4)256 (69.8)Not very serious

266 (69.5)105 (28.6)Moderately serious

77 (20.1)6 (1.6)Very serious

Exploratory Factor Analysis
The data were subsetted by topic, and exploratory factor analysis
was performed to generate dependent variables from the 12
survey questions that measured trust. To test the impact of
explanation type on layperson trust (RQ 1), the data were
subsetted by disease, allowing the assessment of the impact of
varying explanation types while holding disease constant.
Similarly, to assess whether knowledge of a disease affects trust

in explanation (RQ 2), the data were subsetted by explanation
type, allowing the assessment of varying diseases while holding
explanation type constant. As the measurement scale quantified
different aspects of trust, the underlying factors could be
correlated. To allow for correlation, oblimin (oblique) rotation
was used.

Depending on the subset, two or three dependent variables
emerged. In cases where the loadings resulted in two variables,
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these were consistently interpreted as attitudes of Faith and
Comprehension. In cases where the loadings produced three
variables, themes of Faith and Comprehension still emerged,
alongside an additional Depth variable. In this context, Faith
was defined as blind trust in the explanation itself,

Comprehension as an understanding of the information provided,
and Depth as the richness of information provided.

For loadings of trust by disease, see Table 3, and for loadings
of trust by explanation type, see Table 4.

Table 3. Summary of items, factor loadings, and correlations by disease with oblimin rotation where factors are displayed with their interpreted variable

names (N=750; migraine, n=367; temporal arteritis, n=383)a.

MigraineTemporal arteritisQuestion

DepthComprehensionFaithComprehensionFaith

N/AN/A0.80N/Ac0.8316b

N/AN/A0.79N/A0.8317

N/AN/A0.68N/A0.7418

N/AN/A0.62N/A0.5819

N/AN/A0.57N/A0.5420

N/AN/A0.77N/A0.7821

N/AN/A0.74N/A0.7522

0.57N/AN/AN/A0.5523

0.92N/AN/A—d—d24

N/A0.83N/A0.88N/A25

N/A0.65N/A0.71N/A26

N/A0.42N/A0.46N/A27

N/A0.76N/A0.79N/A28

Factor correlations

N/AN/A—eN/A—eFaith

N/A—e0.50—e0.58Comprehension

—e0.390.52—d—dDepth

aFor clarity, only factor loadings>0.4 are presented.
bSurvey questions are presented in Table S1 of Multimedia Appendix 2.
cN/A: not applicable.
dLoadings of questions that were removed and correlations of factors not generated by analysis.
eSelf-correlations.
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Table 4. Summary of items, factor loadingsa, and correlations by explanation type with oblimin rotation where factors are displayed with their interpreted
variable names (N=750; input influence, n=189; social proof, n=183; counterfactual explanation, n=192; no explanation, n=186).

No explanationCounterfactual explanationSocial proofInput influence>Question

DCFCFDdCFCcFb

N/AN/A0.76N/A0.81N/AN/A0.77N/Ae0.8816

N/AN/A0.82N/A0.86N/AN/A0.65N/A0.7517

N/AN/A0.68N/A0.68N/AN/A0.71N/A0.6318

N/AN/A0.60N/A0.46N/AN/A0.59N/A0.6419

N/AN/A0.66N/A0.56N/AN/A0.65N/A0.4420

N/AN/A0.78N/A0.82N/AN/A0.80N/A0.7921

N/AN/A0.83N/A0.71N/AN/A0.70N/A0.7122

0.66N/AN/AN/A0.430.65N/AN/A—f—f23

0.90N/AN/AN/A0.460.71N/AN/AN/A0.4324

N/A0.86N/A0.85N/AN/A0.75N/A0.90N/A25

N/A0.70N/A0.73N/AN/A0.60N/A0.69N/A26

N/A0.59N/A0.44N/AN/AN/A0.410.50N/A27

N/A0.86N/A0.74N/AN/A0.79N/A0.78N/A28

Factor correlations

N/AN/A—gN/A—gN/AN/A—gN/A—gF

N/A—g0.50—g0.51N/A—g0.47—g0.54C

—g0.450.59—f—f—g0.350.47—f—fD

aFor clarity, only factor loadings >0.4 are presented.
bF: faith.
cC: comprehension.
dD: depth.
eN/A: not applicable.
fLoadings of questions that were removed and correlations of factors not generated by analysis.
gSelf-correlations.

Comparison of Explanation Trust by Varying
Explanation Type
Variances in trust sentiment by explanation type were examined
by performing multivariate ANOVAs (MANOVAs) on each
disease subset. The MANOVA tests were followed by separate
ANOVAs performed on each dependent variable.

For temporal arteritis, MANOVA suggested a marginal effect
of explanation type on explanation trust, V=0.0289; F6758=1.85;
P=.09. ANOVAs revealed nonsignificant treatment effects on
Faith, F3379=1.32; P=.27 and Comprehension, F3379=2; P=.11.

For migraine, MANOVA revealed no significant effect of
explanation type on explanation trust, V=0.0187; F91,089=0.759;
P=.65. ANOVAs revealed nonsignificant effects on Faith,

F3363=0.7; P=.55; Comprehension, F3363=1.13; P=.34; and
Depth, F3363=1.34; P=.26.

Comparison of Explanation Trust by Varying Disease
To investigate varying the disease presented, MANOVAs were
performed on each explanation type subset using a single
independent variable: the disease provided. MANOVA tests
were followed by two-tailed t tests performed on each dependent
variable.

Input influence (P=.001), social proof (P=.049), and no
explanation (P=.006) were found to be significant, with
counterfactual explanation (P=.053); t tests were used as a post
hoc test. Means and SDs are presented in Table 5, and the
parametric test results are reported in Multimedia Appendix 3.
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Table 5. Mean scores and SDs for trust in explanation by varying disease presented (N=750; input influence, n=189; social proof, n=183; counterfactual
explanation, n=192; no explanation, n=186).

Depth, mean (SD)Comprehension, mean (SD)Faith, mean (SD)Explanation type and disease

Input influence

N/Aa0.0799 (0.968)–0.141 (1.12)Migraine

N/A–0.0774 (0.902)0.137 (0.736)Temporal arteritis

Social proof

–0.0614 (0.939)0.0661 (0.883)–0.116 (0.931)Migraine

0.0594 (0.826)–0.0639 (0.917)0.113 (0.955)Temporal arteritis

Counterfactual explanation

N/A0.144 (0.839)0.023 (0.856)Migraine

N/A–0.142 (0.984)–0.022 (1.042)Temporal arteritis

No explanation

0.0134 (0.913)0.219 (0.823)0.0381 (0.974)Migraine

–0.0123 (0.936)–0.201 (1)–0.035 (0.946)Temporal arteritis

aN/A: not applicable.

Inclination to Use the SC
An overview of situations where participants would consider
using an SC of this nature is presented in Table 6. Chi-square

tests revealed no significant differences in these responses. For
brevity, statistics are not reported here.

Table 6. Inclination to use symptom checkers (N=750; respondents were permitted multiple answers).

Respondents, n (%)When would you use this type of symptom checker?

64 (8.5)I would never use this kind of symptom checker

126 (16.8)Any time I felt poorly

317 (42.3)If I felt moderately unwell

328 (43.7)If I couldn’t speak to a human clinician

383 (51.1)In situations where I would currently Google my symptoms

Discussion

Overview
Relatively little is known about the effect of explanations on
layperson users’ trust in increasingly ubiquitous AI SCs. This
study aims to investigate the impact on trust among laypeople
of how-explanations, which are commonly used by system
builders, alongside a theoretically grounded why-explanation.

The findings reveal nuanced effects of the explanation that are
first examined through varying the explanation type (see Impact
of Varying Explanation Type section) and subsequently through
varying the disease (see Impact of Varying Disease section).
Finally, the participants’high propensity to use SCs is discussed,
indicating that suboptimal explanations may be constraining
SCs’ ability to deliver health care more effectively (see
Propensity to Use SCs section).

Impact of Varying Explanation Type

Factor Analysis as an Indication of Trust and Knowledge
As exploratory factor analysis generated different components
per disease, the participants seemed to have differing

conceptualizations of trust. The clean loading of the migraine
responses into three components suggests greater nuance in
interpretation compared with the less clear factor structure of
temporal arteritis. Temporal arteritis did not generate a Depth
component, and factor analysis required the removal of a
question related to sufficient detail. As indicated previously,
temporal arteritis was selected with the expectation that
recipients generally knew less about temporal arteritis than
about migraine.

Given the link between explanation and understanding [37,85],
it follows that a recipient’s perception of explanation quality
gives insight into their mental model of the explanandum. The
lack of a clear perception of Depth, coupled with the unclear
factor loadings, suggests that the participants had less knowledge
of temporal arteritis. In other words, there was a larger
information gap between participants’ general medical
knowledge of temporal arteritis compared with their knowledge
of migraine. Where an information gap occurred, an asymmetric
knowledge condition was created where the participants had a
need for knowledge to be transmitted [63].
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Impact of Explanation Type in Trust of Migraine
Explanation
Varying the type of explanation provided for migraine resulted
in no significant difference in explanatory trust. This is likely
attributable to the participants’ knowledge of migraine.

Studies have demonstrated that patients evaluate medical
information against their underlying knowledge base [86-88].
It is likely that as the participants watched the symptoms being
described in the experiment, they relied upon their existing
knowledge and formed a hypothesis of what may be the cause.
As migraine symptoms are commonly known, the subsequent
diagnosis of migraine aligned with the participants’knowledge.

An information gap is strongly predictive of an individual’s
need to be provided with an explanation [34]. The migraine
results are supported by evidence that explanations are only
required when there is an information gap between the
explanation and existing knowledge [33]. In addition, because
migraine is a common disease, it is highly probable; it is known
that high priors increase the acceptance of explanations [36].
The lack of effect suggests that for a common, benign,
well-known disease, the participants generally did not ask why
the SC chose the diagnosis or how it came to the answer. Either
the diagnosis made sense, or it did not. Thus, the explanation
is not evaluated [14], and there is no impact of the explanation
on the users’ trust.

Impact of Explanation Type on Trust of Temporal
Arteritis Explanation
Varying the type of explanation provided for temporal arteritis
was reported as marginally significant (P=.09). This claim is
made because significant findings when examining the effect
of varying the disease (see Impact of Varying Disease section)
add further support to the evidence that an effect is being
observed. It is likely that the need for an explanation is stronger
for temporal arteritis than for migraine. This explanatory need
caused the participants to critically evaluate the temporal arteritis
explanation. Before exploring these needs, it is instructive to
first consider the stimulus that the participants were shown.

The chatbot video ends by informing the user that the disease
requires immediate clinical attention and showing the user
booking an appointment with a general practitioner. This
severity was noted by the participants, 90% (345/383) of whom
judged temporal arteritis to be moderately or very severe (Table
2). When presented with a diagnosis of temporal arteritis, most
of the participants would not be knowledgeable of its symptoms.
A diagnosis of an unknown, severe disease may have surprised
or even alarmed the participants, causing an emotional response.

There are two potential factors that stimulated a greater need
for explanation in the temporal arteritis group. First, as a rare
disease with lesser-known symptoms, temporal arteritis created
an information gap that caused a desire for an explanation (see
Explanation Seeking and Knowledge section). Second, human
emotion is known to affect explanation [37] and can influence
how we experience events [89]. Surprise is a known predictor
of explanation seeking when evaluating how a stimulus aligns
with prior beliefs [34,90]. It is therefore possible that emotions
such as surprise or even fear generated by the diagnosis may

have provoked a greater need for an explanation. As the
measurement of emotion was beyond the scope of this study,
this would be a promising direction for future research.

Returning to the main discussion regarding the participants’
need for an explanation, the marginal results suggest that an
explanation may have improved trust, but there was no clear
effect. The lack of significance was surprising, given the
presence of a no explanation experimental treatment.
Considering the result in the context of the experimental format
illuminates possibilities as to why this should be so.

All experimental treatments, even no explanation, involved
viewing a 3-minute chatbot interaction. The conversational
nature of the interaction transmitted explanatory information
[22]. The participants would have consulted their existing
medical knowledge to build a hypothesis of the diagnosis while
viewing the video. Finally, the description of the disease itself
contained factual information. Therefore, the participants likely
viewed all treatments, including no explanation, as a form of
explanation. This is despite the no explanation type providing
no explicit detail of how or why the SC derived its diagnosis.

The three remaining explanation types provided an answer to
a why or how question. When framed by the need to close the
temporal arteritis information gap, it seems that these
explanations did not fully succeed. It seems that the explanation
was not complete enough to be persuasive [45]. Lack of
completeness in a medical explanation highlights a serious issue.
There are tens of thousands of illnesses and conditions that can
affect humans [91]. Of these, a layperson likely knows a handful
of common illnesses and those that are the subject of public
awareness campaigns. To a layperson, the explanations
presented likely did not rule out other diseases that they were
aware of. For example, when a layperson evaluated the
symptoms presented by the counterfactual explanation, might
they have wondered if headache and jaw pain also indicated a
stroke? Returning to facts and foils (see Everyday Explanations
section), it is logical that individuals can only generate foils of
diseases that they are aware of. This is important because
currently SCs have no awareness of the specific foil each user
generates.

It is possible that the SC explanations are viewed as less
effective because of a phenomenon known as causal discounting:
“The role of a given cause in producing a given effect is
discounted if other plausible causes are present [92].” In this
scenario, the cause (temporal arteritis) is discounted in producing
the effects (health symptoms) because other diseases could
plausibly cause them.

Further support for causal discounting can be found in the text
comments left by the participants upon survey completion. Of
the 750 participants, 195 (26%) left comments. Of these 195,
59 (30.3%) indicated that they were fearful that a more serious
disease may have been missed, equally distributed between the
two diseases. This is a common concern, with 55% of patients
fearing misdiagnosis [93]. As such, layperson need for
reassurance that other serious diseases have been considered
and dismissed is an important factor when explaining diagnoses.
Although these comments were equally distributed between the
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two diseases, the need to address causal discounting was greater
for the disease that created the larger information gap.

It is possible that the simple explanations provided in this study
were not sufficiently complete to close the recipient’s
information gap [46] and answer their foil. Although humans
may prefer simple explanations [44], they do not blindly prefer
them, instead calibrating their preferences according to the
context of the explanandum [47]. This study’s findings support
those in previous works where explanations that are viewed as
incomplete are less satisfying to the recipient [30,48]. In the
case of the complex nuances of a diagnosis, this study aligns
with the findings that people expect a level of complexity that
matches that of the event itself [48]. This is orthogonal to the
conversational maxim by Grice [94] that explanations should
not suggest causes they think the explainee knows. In an SC
scenario, this study suggests that the SC must explain that it has
considered diseases that the explainee is aware of.

Having evaluated the effect of varying the explanation type on
trust in an explanation for a given disease, this discussion now
moves to the second perspective of this study: holding the
explanation type constant and varying the disease being
explained.

Impact of Varying Disease

Overview
This section builds on the previous finding that the disease being
explained is a key factor in determining trust in explanation.
As the findings are nuanced, this section sequentially examines
the results of each explanation type. Two general themes
emerged from this line of enquiry: (1) the uniqueness of
symptoms better closes information gaps, and (2) different
explanation types prime users to respond according to the
explanation’s emphasis. In cases where the emphasis is at odds
with the user’s own mental model, this causes cognitive
dissonance, highlighting the danger of providing explanations
when a user’s explicit foil is not understood.

Before entering this exploration, it should be noted that although
the MANOVAs conducted on three of the four explanation types
were significant, post hoc t tests were not necessarily so (Table
S2 of Multimedia Appendix 2). This suggests that the facets of
trust in an explanation combine to create effects. It is also
acknowledged that by dividing the respondents into the four
explanation type groups, the post hoc tests were underpowered,
and larger sample sizes were required for validation.

Input Influence
The most interesting finding when examining results by
explanation type are that with regard to input influence, Faith
is significantly different between the diseases (P=.053), with
the temporal arteritis explanation more trusted than the migraine
explanation (Table 5). The explanation given for temporal
arteritis states a headache with scalp and jaw pain whereas
migraine gives slow onset headache and nausea (Table 1).
Returning to the discussion of the simplicity-complexity paradox
and causal discounting, the distinctiveness of the combined
symptoms given for temporal arteritis likely better closed the
participants’ information gap [95]. These unusual symptoms

provide a simple explanation that excludes other diseases that
the explainee may be aware of, cultivating greater faith [46].
Meanwhile, headache and nausea are symptoms that could be
explained by diseases other than migraine, rendering it less
trustworthy. As Faith explains the largest amount of variance
in the factors of trust, the significance here underscores the
marginal result when examining trust by explanation types for
temporal arteritis.

Viewing input influence through this lens raises another
important point. It is impossible to tell whether the participants
perceived the explanation to be a how-explanation or a
why-explanation. The aforementioned reasoning indicates that
the participants were making a contrastive evaluation (indicating
why); yet, we know that an expansion of the input influence
explanation would result in a how-explanation (see
How-Explanations in AI section).

Social Proof
Social proof is the only explanation format, which is clearly
answering how the SC generated a diagnosis. It is known that
the provision of an explanation can influence the importance
of different features in understanding category membership
[96,97]. In addition, laypeople observing AI systems are known
to construct an internal mental model of the cognitive process
of the software itself [98,99]. Interestingly, question 27—“It’s
easy to follow what the system does.”—loaded into Faith,
whereas for other explanation types, this question loaded into
Comprehension (Table 4). This suggests that the how cue of
social proof changed the participants’ perception of the SC’s
cognitive mechanism. The participants were implicitly trusting
social proof as a clustering technique as opposed to
understanding the mechanism itself.

It is surprising that social proof generated a Depth factor, given
the nature of this explanation. Return to the conversational
nature of the SC causing participants to form a mental model
of the disease as they observe questions being answered. By
not providing an explanation which contains medical
information, the recipient is left to evaluate their mental model
against the diagnosis. This raises the question: does providing
some form of explanation create more questions than it answers
for laypeople?

Counterfactual Explanation
Comprehension was found to be significant (P=.03), with a
small effect size and migraine being better comprehended than
temporal arteritis (Table 5). Again, this points to the previous
debate around information gaps and existing medical knowledge.
The counterfactual explanation for migraine undid nausea, a
well-known migraine symptom, matching general knowledge
of migraines. For temporal arteritis, suggesting “If your scalp
and jaw didn’t hurt, I’d have suggested you had a migraine”
did not sufficiently close the information gap for the participants.
In the example, the user did have these symptoms. Erasing their
existence did not rule out other diseases that the participants
were aware of. It is not inconceivable that the participants saw
the counterfactual explanation and thought, “But they do have
scalp and jaw pain, couldn’t these be caused by another serious
condition like a stroke?”
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Although counterfactual explanations may be theoretically
advocated by social science as being effective in SC-type
situations, a good explanation must be “relevant to both the
question and to the mental model of the explainee [23,95,100].”
The counterfactual explanations provided in this study, although
medically valid, did not address the participants’why questions.
This led to a significant impact on comprehension between the
diseases; yet, there was no significant impact when comparing
explanation types for the same disease. Existing literature calls
for the use of counterfactual explanations [38], typically oriented
toward expert users. As information gaps are smaller for expert
users than for laypeople, the level of information required for
transmission may differ. For example, a medical physician
would be capable of ruling out serious, common diseases when
observing the SC video, whereas the study findings indicate
that a layperson may not be able to do so. Again, this stresses
the importance of understanding a layperson’s specific foil
before generating an explanation.

No Explanation
With regard to the no explanation type, Comprehension was
significant (P=.002), with a medium effect size and migraine
being comprehended better than temporal arteritis. Notably, the
factors generated for no explanation explained approximately
10% more of the variance in data than the factors for other
explanation types (Multimedia Appendix 2). The no explanation
format did not explain how the SC worked or why it suggested
a particular disease. Again, the participants were left to consult
their own medical knowledge. These results build on the
discussion that providing an explanation may provoke doubt in
the recipient by misaligning with their own mental model of
both medical knowledge and of how the SC derives results (see
Social Proof section).

Propensity to Use SCs
Despite middling levels of trust in the SC explanations, 91.5%
(686/750) of the participants stated that they would consider
using this type of SC (Table 6). This demonstrates that a large
proportion of the digitally literate lay population would be
prepared to use an SC when in real health need.

Of the 367 participants in the migraine group, 211 (57.5%)
agreed or strongly agreed that the patient should follow the
medical advice provided, as did 71.2% (273/383) of those shown
temporal arteritis. It seems that a large proportion of the
participants felt that a different intervention was necessary. It
is not possible to tell whether the participants who were shown
temporal arteritis and felt that the patient should not see a
general practitioner urgently believed that the symptoms were
benign (and that the patient should stay at home) or so serious
that an ambulance should be called. The participants’
disagreement with the triage instruction could be due to a
concern that other diseases that they believe possible had not
been considered and discounted, requiring further medical
investigation. It could also be that they perceived that there was
a greater emergency. This highlights that SC diagnoses are not
subject to automation bias [101], the blind belief in a computer
instruction because it has been generated by an intelligent
system. Instead, users are skeptical of the SC’s results. Returning
to the societal principle of using SCs to reduce the burden on

health care systems, this study shows that SC explanations must
be improved to avoid a second human clinical opinion at an
inappropriate triage level, increasing the burden on the health
system.

Limitations
As this study was conducted to mirror the experience of a current
SC, there are many confounding factors that could have affected
the results. The explanations were examined in isolation;
however, in a real-life scenario, intrinsic inputs such as pain,
concern, and cognitive impairment may change layperson
preference. It is also possible that the sample size was
insufficient to detect small effects between the explanation
types, given other confounding factors such as trust in the
technology itself.

Ultimately, these results suggest that the field is ripe for further
exploration. Productive lines for future inquiry could include
measuring desire for explanation by disease, assessing
information gaps and explanation seeking behaviors pre- and
post explanation, emotion engendered by diagnosis and
subsequent reaction to explanation, the level of complexity
preferred in an SC diagnostic explanation, and understanding
of diseases that users are concerned about. Crucially, future
research must seek to understand users’ foils in all these
scenarios.

Conclusions
Millions of people around the world today are being encouraged
to use SCs as a first port of call when seeking nonemergency
medical care. Despite the prevalence of SCs, no specific research
has been conducted into the effectiveness of delivering AI
explanations to laypeople in the SC setting. SCs today provide
explanations that explain how the AI cognitively derived its
decision, although social science literature suggests humans
prefer why-explanations. High-quality explanations are
necessary to engender trust in an AI system, which is particularly
important for SCs because lack of trust would cause users to
seek second opinions from human clinicians. This additional
demand could overburden health care systems and fail to deliver
the promoted benefits of using SCs.

Our results suggest that the disease being explained is a primary
factor in determining trust in subsequent explanation (RQ 2).
This supports the view that when laypeople are presented with
realistic scenarios, they use prior knowledge [102]. The disease
diagnosed may or may not produce an information gap, resulting
in differing needs for explanations and knowledge transmission.
Our results show that an SC must explain the explanandum, as
well as demonstrate that it has considered diseases that the
explainee is aware of, to sufficiently close their information
gap. Hence, transmitting knowledge is not as simple as selecting
the pertinent cognitive elements of the model. Prior studies on
medical diagnosis have abstracted away from human scenarios
to isolate explanatory effects [13,30]. This study aligns with
the findings that everyday, human explanations are far more
nuanced and complex than laboratory-based experiments have
suggested [48].

This study also provides some evidence that varying the
explanation type affects layperson trust of the explanation (RQ
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1), although these results are nuanced. For the well-known
disease, information gaps were not cultivated; therefore, varying
the explanation type had no effect. For the lesser-known disease,
varying the explanation type resulted in marginally significant
differences in trust. When the explanation type was held constant
and the disease varied, three of the four explanations resulted
in significant MANOVAs, indicating that facets of trust interact
to create an overall perception of trust. Crucially, post hoc t
tests, where significant, revealed that for some explanation
types, temporal arteritis explanations were more trusted, and
for some, migraine explanations were more trusted. The
explanation types likely primed the participants to respond to
particular signals highlighted within the explanations, resulting
in these differences. Despite this, the explanation type did affect
the level of trust in the explanation itself. These findings
highlight a particular challenge of this study’s design: by not

knowing a participant’s specific foil, the generically constructed
explanations could not communicate sufficient knowledge,
hampering the evaluation of the how-explanation and
why-explanation formats.

The core finding of this study highlights that in order to close
a user’s information gap, the AI explanation must be generated
with an understanding of that user’s unique foil. System builders
must not presume to know what question a layperson is asking
of the system. Although system builders today work to elucidate
the mechanisms of the AI system in a simple format, it is more
important to close the gap between a layperson’s general medical
knowledge and the disease diagnosed. Part of this process must
communicate that other diseases the user is aware of have been
considered. Thus, system builders need to progress beyond
communicating a simple, generic explanation toward the ability
to receive real-time foils from a user.
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Abstract

Background: This study aims to identify a novel potential use for web portals in health care and health research: their adoption
for the purposes of rapidly sharing health research findings with clinicians, scientists, and patients. In the era of precision medicine
and learning health systems, the translation of research findings into targeted therapies depends on the availability of big data
and emerging research results. Web portals may work to promote the availability of novel research, working in tandem with
traditional scientific publications and conference proceedings.

Objective: This study aims to assess the potential use of web portals, which facilitate the sharing of health research findings
among researchers, clinicians, patients, and the public. It also summarizes the potential legal, ethical, and policy implications
associated with such tools for public use and in the management of patient care for complex diseases.

Methods: This study broadly adopts the methods for scoping literature reviews outlined by Arskey and O’Malley in 2005.
Raised by the integration of web portals into patient care for complex diseases, we systematically searched 3 databases, PubMed,
Scopus, and WestLaw Next, for sources describing web portals for sharing health research findings among clinicians, researchers,
and patients and their associated legal, ethical, and policy challenges. Of the 719 candidate source citations, 22 were retained for
the review.

Results: We found varied and inconsistent treatment of web portals for sharing health research findings among clinicians,
researchers, and patients. Although the literature supports the view that portals of this kind are potentially highly promising, they
remain novel and are not yet widely adopted. We also found a wide range of discussions on the legal, ethical, and policy issues
related to the use of web portals to share research data.

Conclusions: We identified 5 important legal and ethical challenges: privacy and confidentiality, patient health literacy, equity,
training, and decision-making. We contend that each of these has meaningful implications for the increased integration of web
portals into clinical care.

(J Med Internet Res 2021;23(11):e26450)   doi:10.2196/26450
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Introduction

Background
Medical care and health research are jointly undergoing
significant changes brought about by the internet [1-3]. New
web portals, apps, and programs are helping to facilitate
unprecedented levels of data sharing and collaboration,
potentially enabling more precise targeted treatment and rapid
research translation [4-6]. Web portals have been a significant
part of this emerging web-based health ecosystem, providing
patients with a mechanism for accessing electronic health
records, managing appointments and prescriptions, and
communicating directly with care providers [7]. Much has been
written about the technical and ethical challenges associated
with the development and integration of web portals into clinical
settings [8,9]. However, portal technology might also be used
to connect health researchers to clinicians, patients, and the
public. Web portals, for example, could be a useful platform
for broad and rapid dissemination of research results. Although
the most prevalent and widely discussed types of web portals
are those used to manage patient interactions with the health
care system (so-called patient portals), other potential uses are
being increasingly identified.

Objective
This study aims to identify one such novel potential use: the
adoption of web portals to rapidly share health research findings
with clinicians, scientists, and patients. In the era of precision
medicine and learning health systems, the translation of research
findings into targeted therapies depends on the availability of
big data and emerging research results. Web portals may work
to promote the availability of novel research, working in tandem
with traditional scientific publications and conference
proceedings. Web portals raise the possibility that important
research findings will be shared efficiently not only with
scientists and clinicians but also with patients and members of
the public. This study aims to examine how web portals can be
used to facilitate such sharing. We seek to preliminarily outline
how web portals can be used to advance research sharing
objectives and to identify legal and ethical barriers that might
challenge these functions. We will distinguish between web
portals as a general category, by which we mean web resources
that aggregate health information for a specific purpose, and
therapeutic portals, by which we mean web portals designed
to aggregate health research findings and make them available
to a diverse array of researchers, clinicians, and the general
public. Therapeutic portals may be contrasted with one
prominent type of web portal, the patient portal. This is a system
typically used to share individual patient data, facilitate clinical
interaction, and record specific health outcomes [10]. For the
purposes of this study, we propose the concept of a therapeutic
portal in an attempt to capture nuances that are not fully
expressed in discussions on the use of web portals for managing
and sharing health research findings. In the era of precision
medicine and learning health systems, as interactions between
clinicians, researchers, and the public take on a unique and
pressing character, we are of the view that the language of
therapeutic portals better fits the potential emerging use of portal
technology in these contexts. Although the distinction between

these kinds of web portals is subtle, it has potentially important
implications for the provision of care and for the legal and
ethical obligations of clinicians in health care systems
increasingly modulated by the internet.

Our interest in studying the feasibility of therapeutic portals is
motivated by an ongoing multidisciplinary molecular genetics
research project to better characterize and categorize the
incidences of acute myeloid leukemia (AML) [11]. The
Leucegene project is a biobank-based study adopting
next-generation sequencing, chemotherapeutics, and
precision-medicine approaches for identifying prognostic
markers and therapeutic targets for AML [12]. Research in this
area, which brings together the efforts of researchers, clinicians
who apply novel prognostic testing regimes, and patients who
ultimately benefit from AML treatments derived from novel
precision-medicine therapies, is fertile ground for exploring the
use of internet-mediated tools for widely sharing advancements
in the treatment and study of AML. Although using such systems
promises to maximize the potential exploitation of new
knowledge by making it accessible to as wide an audience as
possible, it also raises difficult practical and ethical difficulties.

In this regard, this review aims to explore the potential use of
web portals that work to share research results in the context of
complex diseases with the research community, clinicians, and
patients. In particular, we set out to understand whether such
tools are presently in use, how they may be implemented, and
how we might account for the pressing policy challenges they
raise. This study will help contextualize and support the
development of web portals intended to promote information
sharing in health care systems by increasingly applying
precision-medicine approaches to combat complex diseases.
This review examines the potentially expanding scope and utility
of web portals and highlights the policy challenges associated
with this expansion. This will be achieved by outlining the
results of a scoping literature review attempting to ascertain the
extent to which web portals have been considered to facilitate
communication between researchers and clinicians. Therapeutic
portals are internet-enabled tools for sharing information
between health researchers conducting basic science research
and clinicians implementing best health practices. Tools of this
kind expand on the increasing reach of patient portals by
broadening their scope of application and inflating their role in
patient care. Although there is a sense in which the use of web
portals for sharing health research and disease data among
clinicians and investigators is a logical extension of the form
and function of existing tools that bring together patients and
care providers, little direct consideration of such platforms
appears to be present in the literature. This review poses 2
questions: (1) Are therapeutic portals being developed and used
in health systems? (2) What legal and ethical issues might be
raised by the use of therapeutic portals for sharing health
research and disease data with researchers, clinicians, and the
general public? This study will address these questions in 3
sections. First, we outline the methods used to preliminarily
survey the literature in consideration of the questions above.
Second, we summarize our results and describe how they apply
to the development and use of therapeutic portals. Third, we
discuss our findings with a broader literature on web portals
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and health research dissemination. We also note the limitations
of our research and suggest that more work on this topic is
needed.

Methods

We designed this scoping literature review following the
theoretical model set out by Arskey and O’Malley [13]. Scoping
reviews are a social research methodology that aim to rapidly
map the key concepts underpinning a research area and the
main sources and types of evidence available [14]. Scoping
reviews are typically contrasted with more extensive systematic
reviews. This study, following Arskey and O’Malley, is intended
to identify the broad contours of existing literature and note the
gaps requiring further attention [13]. We adopted an iterative
search process comprising 5 stages. First, we developed the
following 2 research questions: (1) Are therapeutic portals being
developed and used in health systems? (2) What legal and ethical
issues might be raised by the use of therapeutic portals for
sharing health research and disease data with researchers,
clinicians, and the general public? Second, we identified relevant
studies by searching web databases. Specifically, we consulted
Scopus, PubMed/MEDLINE, and WestLaw Next using fixed
Boolean keywords including online portal AND health AND
communication AND research* AND clinic*. Our search
strategy initially focused on web portals as a general category,
noting that scholarly sources describing portals used primarily
for communicating research findings to a wide audience were
not organized using discretely identifiable terminologies. We
refined search terms iteratively and scanned source references
to broaden the scope of the review. A primary search was
conducted in April 2019, and a final search was conducted in
March 2020. We did not time limit our search to obtain the
widest possible array of sources. Initially, we identified 719
articles and papers from each source. Third, we selected studies
for inclusion according to the criteria developed post hoc, as
we became increasingly familiar with the literature. Owing to
the nature of the research questions, as well as inconsistent
language in the literature for explaining the function of web
portals, determining which sources to include in our analysis
sample proved to require a delicate balance. We worked with
a set of flexible inclusion criteria. We included sources that met
any one of the following broad criteria: (1) description of a web
portal in actual use for the purpose of sharing research findings
or non–patient-specific data; (2) description of a potential use

case for web portals that share research findings or
non–patient-specific data among researchers, clinicians, and
the public; (3) description of a potential use case for web portals
that permit access to health research findings or lay explanations
of health research findings for patients or the general public;
and (4) descriptions of legal and ethical issues associated with
any of the above criteria. We excluded (1) duplicate sources,
(2) sources not available in English, and (3) sources that
primarily discuss the use of web portals for purposes other than
the sharing of health research. Exclusion criterion 3 resulted in
a large number of sources being screened out. In particular,
numerous sources focused narrowly on the development and
implementation of patient portals were generally not included
in the review. Of the 719 sources initially collected, 22 (3%)
sources were retained for the final review. Fourth, we charted
source data for each retained resource, including the author,
year of publication, and conclusions. These data are outlined
in Table 1. Fifth, we summarized and reported the results of the
review in this study.

Results

Initial Screening
We selected 22 sources for the final review. Of the 719 sources
initially obtained, 25 (3%) were eliminated as duplicates and 2
(0.2%) were unavailable in English. This left 96.2% (692/719)
of papers for which we conducted a title and abstract review.
Of these, we found that a high number primarily outlined work
on the adoption of patient portals. Following exclusion criteria
3 above, those sources that did not include discussion about the
potential communication of research findings, in addition to
patient data such as testing results and treatment plans, were
generally determined to fall outside the ambit of this review.
We eliminated 93% (671/719) of sources that were determined
not to meet the inclusion criteria described above. Operating
on a relatively narrow conception of therapeutic portals, we did
not expect to find a large number of sources that would meet
the inclusion criteria outlined above. Nevertheless, we
determined that the 3% (22/719) included sources provide an
overview of this emerging field and suggest that the adoption
of web portals for sharing research findings will become
increasingly prominent in the coming years. This limited
overview of the early literature in this space may work to ground
subsequent discussions. Figure 1 outlines the steps taken to
conduct this review.
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Figure 1. Scoping review flowchart.

Study Selection
The sources retained for the final review were relatively varied
in their theoretical and methodological orientations. Several
studies, for example, described patient portals enhanced by the
inclusion of health data that would not be included in patient
charts. One such approach is exhibited in a work by Nordqvist
et al [15], who outlined the attitudes of health professionals on
a patient portal supplemented with disease-specific information
intended to promote adolescent diabetes care. Other articles
documented the creation of a novel web portal for safely sharing
participant-level data with researchers [16,17] or an open web
portal designed to facilitate the sharing of gene association data
for lung cancer [18]. Other records included in our final sample
mentioned issues surrounding research data sharing somewhat
less directly [19]. Following the abstract and title review, we
determined that these sources warranted inclusion in the final
analysis. Where the precise contours of a proposed or existing
portal were not clearly delineated, we erred on the side of the
inclusion. This led to the analysis of a number of articles that

do not directly contemplate what we have described as
therapeutic portals, but that do contemplate use cases to facilitate
access to health research findings. We believe that these sources
fall under inclusion criteria 2, describing a potential use case
for web portals that share research findings or
non–patient-specific data among researchers, clinicians, and
the public. We explore these themes in greater detail in the
Discussion section.

Results Charting
We charted our overarching results in Table 1, which
summarizes findings derived from sources reviewed at this final
stage and conveys our determination on whether these sources
describe tools that could reasonably be considered therapeutic
portals. Of the 22 references, we established that 8 (36%)
contemplated a web resource to facilitate some form of
communication among researchers, patients or the public, and
clinicians. The manner in which these resources describe
therapeutic portals varies considerably.
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Table 1. Methodological and theoretical orientations of reviewed articles.

Therapeutic portalArticle conclusionsArticle objectiveStudy and article title

NoCombining features of mHealth apps and
portals could increase patient engagement

Limitations and potential of 2 kinds of
patient-facing information technology:
portals and applications

Baldwin et al [19], Patient portals and
health apps: Pitfalls, promises, and what
one might learn from the other symptoms

YesPortal highlights the need for liaison be-
tween researchers, policy makers, and the
public

Describes HENVINET, a portal for shar-
ing research findings among scientists,
policy makers, and the public

Bartonova [20], How can scientists bring
research to use: The HENVINET experi-
ence

NoPortal determined access to park space.
Promotes integrating community and so-

Describes a web portal combining location
and health data to identify areas for poten-
tial greenspace development

Bostrom et al [21], Strategic and integrat-
ed planning for healthy, connected cities:
Chattanooga case study cial metrics to equitably address public

health challenges

YesWebsites had a low level of visibility rela-
tive to resources intended for other audi-

Assesses teen health websites for accessi-
ble and reliable health information

Bowler et al [22], The visibility of health
web portals for teens: A hyperlink anal-
ysis ences. Information for teens present on

resources that lack health expertise

YesThe Lung Cancer Explorer is publicly ac-
cessible and provides genomic and tissue
image data for lung cancer

Discusses a lung cancer database with ex-
pression and clinical data from 6700 pa-
tients in 56 studies

Ling Cai et al [18], LCE: An open web
portal to explore gene expression and
clinical associations in lung cancer

YesThere are many high-quality web re-
sources available for mental health. The

Describes the Beacon web portal, which
aggregates lists of high-quality health

Christensen et al [23], Beacon: A web
portal to high-quality mental health

Beacon portal attempts to identify and
gather them in a single resource

websites sharing information on mental
health

websites for use by health professionals
and the public

NoImplemented eHealth portal was a valu-
able source of information and a gateway
for facilitating positive patient interactions

Discusses implementation of a web portal
intended to help weight loss surgery pa-
tients achieve healthy outcomes

Das et al [24], The impact of an eHealth
portal on health care professionals’ in-
teraction with patients: qualitative study

NoThe portal makes available the results of
more than 4000 clinical trial data sets from
8 companies and nonprofits

Presents the Vivli portal, which is intended
to support the sharing of anonymized
clinical study data

Kaiser [16], A new portal for patient
data

YesGenomeConnect portal allows members
of the public to participate in genetics re-

Presents the GenomeConnect portal,
which provides a space for patients and

Kirkpatrick et al [25], GenomeConnect:
matchmaking between patients, clinical

search and to contribute to the validation
of novel clinical tests

members of the public to share health his-
tory and genetic test results

laboratories and researchers to improve
genomic knowledge

NoWeb portals of the kind described have
the potential to improve the global burden

Describes an open access portal for linking
disparate source health information for

Kohler [26], Can internet access growth
help reduce the global burden of noncom-
municable diseases? of noncommunicable disease if implement-

ed at scale
reducing preventable lifestyle-related risk
factors associated with noncommunicable
disease

NoParticipants interested in portal features
that fulfill information needs, such as ac-
cess to their eHealth record

Studies the perspectives of cancer sur-
vivors on the possible features of an inter-
active web portal

Kuijpers et al [27], An interactive portal
to empower cancer survivors: a qualita-
tive study on user expectations

NoData sharing portals have an important
role to play in addressing issues around
reidentification and anonymization

Presents the Vivli portal for supporting
anonymized clinical study data sharing

Li et al [17], Moving data sharing for-
ward: the launch of the Vivli platform

NoPhysicians reported a high level of re-
search adoption and appealed to their

Perspectives of physicians on interaction
with biomedical research presented on a
web portal

Maggio et al [28], Qualitative study of
physicians’ varied uses of biomedical
research in the USA multi-faceted roles as clinicians, educators,

and researchers

NoInternet-enabled tools help to facilitate the
sharing of health information between

Describes use of eHealth and mHealth
systems by patients with multiple sclerosis

Marrie et al [29], Use of eHealth and
mHealth technology by persons with
multiple sclerosis clinicians and patients with multiple scle-

rosis

YesBCK–Web portal communicates high-
quality medical and experiential knowl-
edge

Describes development of the BCK–Web
portal, a web resource for sharing health
information with patients with breast can-
cer

McKemmish et al [30], Consumer em-
powerment through metadata-based in-
formation quality reporting: the breast
cancer knowledge web portal
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Therapeutic portalArticle conclusionsArticle objectiveStudy and article title

NoWeb tools help to facilitate individual
health management in concert with health
coaching

Establishes a set of core objectives and
processes implementing a web portal for
lifestyle changes and individual health
management

Melchart et al [31], Introduction of a web
portal for an individual health manage-
ment and observational health data sci-
ences

NoA web portal for rehabilitation among
cardiac patients may increase health liter-
acy

Explores use of a web portal cardiac pa-
tient rehabilitation. Outlines health literacy
effects

Melholt et al [32], Cardiac patients’ ex-
periences with a telerehabilitation web
portal: implications for eHealth literacy

YesClinicians felt comfortable recommending
web resources for which available infor-
mation was verifiably reliable

Documents clinician perspectives on the
use of an open access web portal for pa-
tients with juvenile diabetes

Nordfeldt et al [33], To use or not to use
– practitioners’ perceptions of an open
web portal for young patients with dia-
betes

YesClinicians exhibited positive attitudes to-
ward the portal. Support close collabora-
tion between stakeholders in the develop-
ment of future portals

Describes clinician perspectives on the
use of a Web 2.0 portal for juvenile pa-
tients with diabetes

Nordqvist et al [15], Health profession-
als’ attitudes towards using a web 2.0
Portal for child and adolescent diabetes
care: qualitative study

NoPersons affected by Parkinson’s disease
willing to participate in health research
and share personal data on the web

Characterizes research volunteers regis-
tered on a web portal for clinical trial par-
ticipation recruitment for the study of
Parkinson’s disease

Rocker [34], Use of a web portal to facil-
itate clinical trial recruitment: prelimi-
nary analysis of fox trial finder

NoThe developed open-source portal helps
to increase accessibility, transparency, and
collaboration between researchers in the
field

Describes collaborative toxicogeomics, a
web portal for sharing best practice
methods in computational biology

Sutherland et al [35], A novel open ac-
cess web portal for integrating mechanis-
tic and toxicogenomic study results

NoMiMiR portal contains more than 150 data
points and over 3000 hybridizations sup-
porting the microarray user community

Presents MiMiR, a web portal supporting
the management and sharing of microarray
data

Tomlinson et al [36], MiMiR – an inte-
grated platform for microarray data
sharing, mining and analysis

Table 2 outlines the general thematic orientations of each of the
8 papers that we determined to have directly contemplated
therapeutic portals. Beyond thematic diversity, we also found
that reviewed sources considered a wide array of potential policy
issues raised by the adoption of web portals in health care, both
in the case of therapeutic portals and that of similarly disposed
web portals. In particular, we found that 5 legal, ethical, and
social issues were raised in the 22 resources we reviewed: (1)

privacy and confidentiality, (2) patient health literacy, (3) equity,
(4) training, and (5) decision-making. Overall, we determined
that out of the 22 resources, 9 (41%) discussed privacy and
confidentiality issues, 9 (41%) discussed patients’ health
literacy, 4 (18%) discussed equity, 9 (41%) discussed training,
and 10 (45%) discussed decision-making. Table 3 outlines the
distribution of these dominant policy issues among the reviewed
sources.

Table 2. Thematic orientation of reviewed therapeutic portals (n=8).

StudyResources, n (%)Theme

Cai et al [18]; Kirkpatrick et al [25]2 (25)Genomics

Cai et al [18]; McKemmish et al [30]2 (25)Cancer

Nordfeldt et al [33]; Nordqvist et al [15]2 (25)Diabetes

Christensen et al [23]1 (12.5)Mental health

Bowler et al [22]1 (12.5)Teenage health

Bartonova [20]1 (12.5)Health and the environment
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Table 3. Distribution of legal, ethical, and social issues (n=22).

CitationsResources, n (%)Theme

Baldwin et al [19]; Bowler et al [22]; Das et al [24]; Kaiser [16]; Kirkpatrick et al [25]; Kuijpers
et al [27]; Li et al [17]; McKemmish et al [30]; Melchart et al [31]

9 (41)Privacy and confidentiality

Baldwin et al [19]; Das et al [24]; Kirkpatrick et al [25]; Kohler [26]; Kuijpers et al [27]; McKem-
mish et al [30]; Melchart et al [31]; Melholt et al [31]; Nordqvist et al [15]

9 (41)Patient health literacy

Bostrom et al [21]; Marrie et al [29]; McKemmish et al [30]; Melchart et al [31]4 (18)Equity

Baldwin et al [19]; Bartonova [20]; Christensen et al [23]; Das et al [24]; Kuijpers et al [27];
Maggio et al [28]; Melchart et al [31]; Nordfeldt et al [33]; Nordqvist et al [15]

9 (41)Training

Bartonova [20]; Bowler et al [22]; Cai et al [18]; Christensen et al [23]; Das et al [24]; Kirkpatrick
et al [25]; Kohler [26]; Kuijpers et al [27]; Maggio et al [28]; Melchart et al [31]

10 (45)Decision-making

Discussion

Principal Findings

Overview
This review demonstrates that web portals are presently being
used for a wide range of functions and in a variety of clinical
and research settings. Ling Cai et al [18], for example, described
the Lung Cancer Explorer, a database developed by researchers
at the Southwestern Medical Center, University of Texas. The
resource houses genomic expression and clinical data on lung
cancer and is accessible to the public. Although information
included on the Lung Cancer Explorer portal is a highly
sophisticated technical data, it is openly accessible and can be
used by a public audience attempting to learn about the genomic
dimensions of lung cancer. As the third-party processing of raw
consumer genetic data becomes more common [37], there may
be an increase in the use of portals in the form of Lung Cancer
Explorer by members of the public. Research conducted by
Leanne Bowler et al [22] investigated an entirely different kind
of portal, though one that combines clinical information, health
research, and engages members of the public. This work details
6 web portals that provide health information to teenagers,
finding that much of the information offered is of dubious
quality. Two of the studies described portals for sharing genomic
data, two described portals for cancer, and two for diabetes. The
remaining themes included mental health, teenage health, and
the intersection of health and the environment. We found that
therapeutic portalsweb tools that facilitate the sharing of research
findings with clinicians, researchers, and patientsare an emerging
trend in health care, although they have not yet received
widespread attention in the literature.

Notably, we have also found that therapeutic portals have
generally not received attention as a phenomenon that is
conceptually distinct from the emergence of the patient portal.
An extensive literature has been published on the development
and use of patient portals in recent years [38], as well as on their
capacity to promote patient empowerment and self-care [39].
A growing consensus suggests that the use of a patient portal
tends to positively influence health outcomes for patients with
chronic disease, despite ongoing concerns about the willingness
of such patients to engage with web portals [40]. Patient portals
are generally thought to reflect a positive development in health
care [41], even as they are accompanied by a range of pressing
challenges. The popularization of patient portals has been

associated, for example, with an increasing concern about the
protection of sensitive or confidential patient data [42]. Our
review indicates that web portals are being used for functions
that generally fall outside of the scope of patient portals, as they
are traditionally conceived. In particular, the increased sharing
of basic research results and the expansion of portal audiences
to include the general public may raise unique and unforeseen
challenges. We believe that these changes may warrant a
conceptual distinction between patient and therapeutic portals.
As the latter becomes more prominent, it is important that they
be subjected to increased scrutiny on their own terms.

Our findings suggest that therapeutic portals are likely to raise
a number of important legal, ethical, and social issues. In
particular, our review highlights 5 particularly prominent issues:
(1) privacy and confidentiality, (2) patient health literacy, (3)
equity, (4) training, and (5) decision-making. In this section,
we outline how each of these issues is contemplated in our
review and suggest policy and regulatory approaches that may
be considered to address them.

Privacy and Confidentiality
The treatment of privacy and confidentiality issues in the sources
identified in this review focused largely on the necessity of
ensuring that personal data stored on a web portal is protected,
and that data made available to third parties through a web
resource cannot be used to identify individual research
participants or patients [25]. One source discussed the
importance of accounting for privacy regulations in the design
of web portals that connect to personal health records [19].
Although therapeutic portals are unlikely to connect directly to
personal health records, it is conceivable that they may display
individualized or improperly anonymized data. A particular
challenge may be determining whether a therapeutic portal is
subject to local privacy regulations or is primarily governed by
an internal privacy policy. Portals developed in jurisdictions
with less privacy protection and made available in others may
raise additional privacy considerations. Das et al [24] pointed
out that certain web portals may require secure log-in
procedures, including specific credentials and passwords, to
protect patient information. Not surprisingly, some sources
communicated empirical findings that a number of web portal
users are concerned about data security and privacy [27]. Issues
of privacy and confidentiality are likely to be important
considerations wherever sensitive health data are processed or
shared [17], including the case of therapeutic portals. With this
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in view, Melchart et al [31] stress the important role project
governance and strong privacy protection principles can play
in advancing health research. The overall treatment of privacy
and confidentiality issues in the reviewed sources helps to
underscore the consensus in the literature that personal
information must be carefully safeguarded, especially when
such information interacts with internet-enabled tools.

Patient Health Literacy
Several articles assessed in this review described the potential
health literacy and patient health literacy functions of publicly
available web portals for managing and interacting with health
data. Indeed, 2 of the 9 papers we found to have discussed
patient health literacy, those by McKemmish et al [30] and
Kuijpers et al [27], engaged explicitly with empowerment as
the orienting theme of their respective contributions.
McKemmish et al [30] described a web portal for sharing
resources on breast cancer, writing that the ability to access
timely, relevant, and reliable information is a vital component
in patient empowerment. Access to high-quality health
information can improve patient outcomes by facilitating
decision-making and better treatment compliance [30].
Similarly, Kuijpers et al [27] outlined the high informational
needs of cancer patients and survivors, writing that “it seems
imperative to provide cancer survivors with the knowledge,
skills, and motivation to positively influence their health status,
which is commonly referred to as patient empowerment.”
Importantly, Kuijpers et al [27] noted that informational web
programs can maximize their empowering potential if
accompanied with face-to-face support, suggesting that web
portals should not be expected to promote empowerment on
their own. Other authors have identified the empowering
potential of web portals in passing [15], whereas others focus
on the related concept of health literacy. For example, Melholt
et al [32] focused on the capacity of web portals to increase
health literacy [32]. On the terms of this paper, eHealth literacy
is conceived as “the ability to seek, find, understand, and
appraise health information from electronic sources and apply
the knowledge gained to address or solve a health problem”
[32]. In this way, the relationship between health literacy and
patient empowerment can easily be discerned. Tools that
improve a user’s understanding of their health, for example,
can be expected to improve outcomes [31,32]. Sources
contemplating health literacy and empowerment in this review
coalesce with the view that web portals, properly implemented,
may positively contribute to both of these outcomes. Critically,
however, the authors note that web portals must exist within a
supportive health infrastructure, offering reliable and accessible
information to achieve these empowering objectives.

Equity
One possible effect of increased health literacy facilitated by
web resources is the generation of greater equity in access to
care. Several studies alluded to this point, although we did not
find extensive discussion of health equity promotion in the
sample of resources we reviewed. Melchart et al [31], for
example, mentioned the importance of designing web systems
that are attentive to equality of access concerns, noting that
users of a service should be able to depend on receiving

high-quality and equitable treatment. Similarly, Bostrom et al
[21] described the development of a portal for enhancing
greenspace and improving public health specifically to ensure
more equitable access to recreational opportunities for
underserved populations. Although this study describes a web
portal significantly different from those with which we are
primarily interested here, it reveals the important role that health
information, collected and processed with the help of web
systems, can play in advancing health equality. However, the
promotion of health equity using web resources is not
straightforward. Marrie et al [29] pointed out that web resource
use is likely to vary substantially across sociodemographic
cohorts. Technology adopters tend to be younger, more highly
educated, wealthier, and have higher comorbidities. This
generates a serious problem if resource developers intend for
web portals to contribute to the advancements in health equity.
Ensuring that such portals are accessible to everyone is almost
certain to be a perennial challenge, one that is, however,
necessary for achieving overarching objectives in this space,
including patient empowerment and broader access to leading
health research.

Training
Further challenging the implementation of novel web health
resources is the issue of training. Several of the sources we
reviewed detailed the particular training challenges associated
with the development of tools intended to be used by clinicians,
researchers, patients, and the public. For example, Das et al [24]
emphasized the need to ensure that health system personnel feel
adequately prepared to effectively use any new web system.
Maggio et al [28] made a related point, arguing that little is
known about how clinicians access and apply research findings
in their practice, which has important implications for educators
designing physician training and policymakers considering
public access mandates for research. Moreover, empirical work
suggests that training may be a significant barrier for clinicians
to more broadly pursue the use of novel web resources in their
practice. Nordfeldt et al [33] wrote that “lack of access, lack of
time, and lack of opportunities for training [are] examples of
causal factors preventing practitioners from adopting new
technologies.” Similarly, researchers accessing web systems
may also require contextualizing resources that contribute to
the effective use of novel tools. Bartonova et al [20], for
example, stressed the importance of training regimes aimed at
facilitating the work of research scientists, especially when they
are encountering tools that promote interdisciplinary
collaboration. In addition, web resources that bring together
multiple kinds of stakeholders might also require approaches
to training that include patients or the public. Kuijpers et al [27]
noted that the use of web health management resources by
patients or the public ought to be accompanied by sufficient
training and guidance to ensure that such systems are used safely
and as intended by their developers. According to Christensen
et al [23], the development of web portals for certain serious
medical conditions, such as in the mental health context, access
to web resources might sometimes need to be accompanied by
the ability to consult with trained medical professionals who
are able to offer follow-up support and care [23]. Our findings
in this review on training considerations are relatively
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straightforward. Nevertheless, they may have important policy
implications. The literature exhibits a strong consensus on the
view that training systems should be commensurate with the
establishment of novel web portals for health. Such training
will ensure that clinicians, patients, and researchers are able to
use web portals as effectively as possible, thereby maximizing
potential health benefits. As portals continue to be pursued as
a means to communicate research findings and general health
information among stakeholders, it is critical to develop
adequate strategies for training intended users.

Decision-making
Our review found that of the 22 sources, 10 (45%) discussed
issues related to decision-making. Although this is somewhat
an imprecise consideration, in need of greater specificity, it has
potentially far-reaching legal, ethical, and policy implications
for the use of web portals for health. We discovered that a
number of studies gave varying degrees of attention to the ways
novel web systems affect clinical and other health-related
decision-making. Web resources may affect patient and public
decision-making about health simply by influencing the
information to which such persons have ready access. Kohler
[26] made this point, stating that “information accessed through
the internet enables people to make informed decisions about
their life and health.” Such resources may also influence medical
professionals’ decisions during the course of treatment [27].
The fact that web resources may affect the way health decisions
are made is not, by itself, revelatory. It is, indeed, the intended
function of such systems to modulate decision-making,
hopefully for the more effective and efficient allocation of care
resources and for improvements in individual health. However,
the precise manner in which such decision-making effects are
realized may be critically important. Maggio et al [28] discussed
the possibility, for example, that web portals may be used to
enable shared decision-making, in which therapeutic decisions
are reached through dialog between the clinicians and their
(informed) patients. Christensen et al [23] noted that certain
kinds of persons may be more likely to make medical decisions
based on information found on the web than others. They wrote
that “consumers living with a disability or chronic disease are
more frequent internet users, and more likely to state that they
made health decisions based on information found on the web.”
Bowler et al [22] similarly found that decisions made by teenage
health portal users are often based on socially constructed
content rather content provided by experts in the field. Although
portals have important implications for the manner in which
medical decisions are made, they might raise questions about
who makes decisions in complex health contexts. According to
Das et al [24], portals accessed by clinicians should consider
whether systems are established to ensure adequate decisional
support and interdisciplinary interaction. Where web portals
are used in the course of clinical decision-making, it is important
to ensure that the provided information is supported by
appropriate expertise in the circumstance. Health portal
developers may also be attentive to maintaining a balance
between the aim of empowering individual patients to make
decisions about their own health while protecting their capacity
to access high-quality clinical support and expertise. Our
findings suggest that web portals may make medical

decision-making significantly more efficient for numerous
stakeholders, but it is critical to ensure that such decisional
resources are well calibrated to the needs and capacities of the
individuals using them.

Strengths and Limitations
This review attempts to collect preliminary data concerning
proposals to implement therapeutic portals. This research
encountered 3 important limitations that should be addressed
in future work. First, the search terms employed in this review
may not have been maximally targeted to the phenomenon under
consideration. The reason for this is that the precise area of
research with which we were interested remains relatively
gestational and the terminology surrounding web portals that
incorporate health research and patient perspectives has not yet
been settled. It may also be that a number of therapeutic portals
under development have not been described in published articles.
This being the case, we hope that it will become increasingly
commonplace for scholars and researchers to publish their
experiences and perspectives on web portal design and
implementation. Second, we did not specifically seek to include
gray literature sources in this review. It is highly likely that
some sources on therapeutic portals have been communicated
outside of traditional academic settings. As our review focused
on articles published in peer-reviewed periodicals, we did not
assess any potentially pertinent gray literature sources. Future
research on this topic should be expanded to include
consideration of published works outside of traditional academic
settings. Third, this review was limited by language and
jurisdiction. Each of the 22 sources we reviewed was published
in English and obtained from the English search databases.
Moreover, most sources were written by scholars working in
North America. These factors likely limited the scope of our
search. Future research should explicitly engage with research
published in languages other than English and by scholars in a
more diverse set of jurisdictions. Despite these limitations, we
believe that this study provides a useful overview of the
landscape for therapeutic portals, including their specific
potential objectives and legal, ethical, and policy challenges
they are likely to face.

Conclusions
This paper communicates the findings of a scoping literature
review on the potential development and implementation of
what we have called therapeutic portals, web systems that
facilitate the sharing of health information among researchers,
clinicians, patients, and the public. Such portals differ from
patient portals in several important respects. First, the role of
researchers directly communicating novel findings with
clinicians and the public could be significantly enhanced. This
approach could help promote the growth of precision medicine
as a response to complex diseases. The main aim of this study
was to assess the primary legal, ethical, and policy issues
associated with the development and use of web portals that
facilitate information sharing between researchers, clinicians,
patients, and the general public. Our findings indicate that
therapeutic portals are a potentially promising but largely
underexplored area of study. Of the 22 studies reviewed, 8
(36%) contemplated therapeutic portals were defined. The
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portals we reviewed took a variety of forms and covered a range
of medical issues. The absence of extensive literature on portals
that specifically integrate uses from clinical, research, and public
settings indicate that such systems have not been implemented
on a large scale. We found that developing therapeutic portals
would raise a number of important legal, ethical, and social
issues, including those surrounding privacy and confidentiality,
patient health literacy, equity, training, and decision-making.
Each of these considerations should be given careful attention
through the implementation of robust policy frameworks for
managing the functions of novel portals, especially those that
are of a form that has not yet been widely adopted. Further
research is critical to better understand the perspectives of
clinicians, researchers, patients, and members of the public on
the contours of possible therapeutic portals. Although web
portals that interface the numerous vital constituents in health
research are, in principle, highly promising, any novel system
must account for the various legal, ethical, and social challenges
that they will present.

It is noteworthy that, although several of the papers included
in the final review are several years post publication, those that
more recently entered the literature express concern for the same
kinds of issues and potential concerns. This indicates that the
policy considerations identified here have not yet been fully
addressed in policy development over the last decade. This
underscores the responsibility for developers of the next
generation of web portals to rededicate themselves to the
challenge of implementing web tools that account for the serious
legal, ethical, and social issues identified in this study.

This review is situated within a broader discussion in the
literature on patients and other portals for managing health data
and sharing information with patients and the public. The rapidly
expanding use of web systems has generally been held out as
a success that has contributed to improved outcomes and greater
patient empowerment [43,44]. Our results suggest that web
portals and systems are a promising mechanism for improving
patient engagement, facilitating rapid research translation, and
ultimately improving outcomes. There is great promise for
portals that explicitly promote the sharing of basic research
findings and engage with patients and the broader public. Portals
of this kind would need to engage across a varied set of
stakeholders with varying needs and levels of expertise. Further
policy and empirical research will be necessary to develop
strategies that are responsive to the unique challenges that such
systems would raise. As web portals become increasingly
important mechanisms for sharing health research with
clinicians, patients, and the public, it is vital that these
developments are met with ethical and conceptual scrutiny. The
therapeutic portals presented in this paper may become a more
widespread feature of precision and translational medicine. Our
findings suggest that web portals are already being used to
disseminate research results among clinicians, patients, and the
public. However, much of the ethical and conceptual debate is
framed in terms of the patient portal, a concept that does not
adequately reflect the potentially broader scope of therapeutic
portals. It may be useful to clarify this distinction in future
research and to underscore the unique ethical, legal, and policy
challenges raised when web systems are used as a platform for
disseminating research to as wide an audience as possible.
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Abstract

Background: Fitness trackers allow users to collect, manage, track, and monitor fitness-related activities, such as distance
walked, calorie intake, sleep quality, and heart rate. Fitness trackers have become increasingly popular in the past decade. One
in five Americans use a device or an app to track their fitness-related activities. These devices generate massive and important
data that could help physicians make better assessments of their patients’ health if shared with health providers. This ultimately
could lead to better health outcomes and perhaps even lower costs for patients. However, sharing personal fitness information
with health care providers has drawbacks, mainly related to the risk of privacy loss and information misuse.

Objective: This study investigates the influence of granting users granular privacy control on their willingness to share fitness
information.

Methods: The study used 270 valid responses collected from Mtrurkers through Amazon Mechanical Turk (MTurk). Participants
were randomly assigned to one of two groups. The conceptual model was tested using structural equation modeling (SEM). The
dependent variable was the intention to share fitness information. The independent variables were perceived risk, perceived
benefits, and trust in the system.

Results: SEM explained about 60% of the variance in the dependent variable. Three of the four hypotheses were supported.
Perceived risk and trust in the system had a significant relationship with the dependent variable, while trust in the system was
not significant.

Conclusions: The findings show that people are willing to share their fitness information if they have granular privacy control.
This study has practical and theoretical implications. It integrates communication privacy management (CPM) theory with the
privacy calculus model.

(J Med Internet Res 2021;23(11):e23059)   doi:10.2196/23059

KEYWORDS

privacy; information sharing; fitness trackers; wearable devices

Introduction

Background
Fitness trackers are wearable devices that allow people to
monitor and track activities and information related to fitness,
such as distance walked and calories consumed. Fitness trackers
can be stand-alone devices or integrated within a smartwatch.
The device is usually connected to a mobile app that allows
users to manage information and use the features of the app.

The first functional fitness tracker was invented in the mid-1960s
[1]. However, the rise of fitness trackers and wearable devices
started about a decade ago. The first Fitbit was released in 2012
[2], and the first Apple watch was revealed in 2014 [3]. Since
then, fitness trackers and wearable devices have become
increasingly popular. A recent Pew Research Center study
reported that 21% of Americans regularly use fitness trackers
or smartwatches [4]. Similarly, in 2019, Gallup reported that
more than one in four Americans use an app or device to track
fitness-related activities [5].
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People use fitness trackers for various reasons, but ultimately,
the main reason is to get fit or maintain health [6,7]. The
device/app helps users stay motivated and allows them to track
progress and stay informed [8]. In recent years, many people
have started seeking a healthier lifestyle and adopted
technologies that motivated them to keep track of their goals
[9]. This trend is largely adopted by millennials; some even
called the millennials “the wellness generation” [10].

Information collected by fitness trackers and maintained by
their respective systems, if shared with health care providers,
could provide wider benefits to users. Sharing personal fitness
data with health care providers allows physicians to better
understand their patients’ health lifestyle, health issues, and
potential health problems. This further allows physicians to
provide early recommendations and make better health
assessments that could help people avoid health problems. In
general, sharing personal fitness information with health care
institutions may benefit individuals in many ways, such as better
health outcomes and reduced cost. Researchers are starting to
predict a future that encourages patients to share fitness data
with their providers [11]. Another possible benefit of sharing
fitness data is to conduct scientific research that could improve
the health outcomes for the general public.

However, the use of technology and the sharing of personal
fitness data may result in negative consequences, mainly related
to privacy and security [12]. For example, loss of privacy may
result from a breach of security in a health care institution. More
than 93% of health care institutions have been victims of a data
breach in the past 5 years [13].

This study investigates the influence of implementing granular
privacy control on users’ intention to share their fitness
information and whether it could lead to higher user engagement
in sharing fitness data. In addition, the paper investigates the
motivation of individuals, captured by the privacy calculus, to
share fitness information. This research provides several
important contributions to the field. First, it contributes to theory
by integrating communication privacy management (CPM)
theory with the privacy calculus model [14]. Second, the paper
provides practical and theoretical insights into how to address
barriers to fitness information sharing by suggesting flexible
sharing mechanisms that mitigate the impact of perceived
privacy risk.

Theoretical Background and Hypothesis Development

Privacy in eHealth
The diffusion of health-tracking apps and devices is growing
rapidly in the United States, both in terms of the number of
people that are active end users and also in terms of the
functionalities and features of the apps and devices that are
currently available. Fitness and health-tracking apps are
expected to have many benefits for the users, such as motivation
and fitness aspiration [15]. However, with digitization come
the risks of privacy and security breaches [16,17]. People’s
behavior with regard to sharing personal health information is
negatively influenced by concerns over their privacy [18,19].
Individual-centered privacy research found that individuals are

concerned about the collection, handling, and possible
unauthorized access of their private information [18].

Research on health information sharing summarizes that risks
of privacy invasion and information violations are drawbacks
of sharing [20]. This means that individuals are hesitant to share
personal health information because of possible privacy risks.
Although sharing is beneficial in many cases, the risks may
outweigh the benefits, and thus risk can drive adoption [18].
Therefore, granular privacy control mechanisms for information
sharing may motivate individuals to share more of their fitness
information. Cavusoglu et al [21] found that in the social media
context, granular control motivates users to share more
information because they control with whom they share
information. This research covers the gap by testing for the
impact of a more granular privacy control in sharing fitness
tracker information.

Information Sharing
One body of literature focused on the sharing of health-related
information via online and electronic sources. Prior research
suggests that privacy concerns are the central obstacle to sharing
of information [18,22,23]. Simon et al [24] identified privacy
and security issues and lack of benefits as the main barriers to
sharing of personal information.

Angst and Agarwal [18] confirmed that privacy concerns reduce
the likelihood of sharing health information. Weitzman et al
[25] found that patients with sensitive information are less likely
to share their health information with health care providers.
Likewise, Zulman et al [26] confirmed that willingness to share
health information is influenced by the type of information.
Bansal and Gefen [23] reported that the sensitivity of
information influences individuals’ decisions to share that
online.

The key factors in sharing health information include the
benefits of obtaining feedback related to potential health issues.
According to Dimitropoulos et al [27], most people realize the
benefits of sharing health information. However, they need to
adapt to and manage the way their information is shared.
Although Ancker et al [28] found that most respondents believe
that sharing health information improves the quality of care.

Privacy Calculus Model
Information sharing and privacy have always been
supplementary [29,30]. Therefore, the theoretical model of this
research is guided by the privacy calculus model [14]. Studies
in various contexts have used the privacy calculus model [31].
For example, Kim et al [32] used the privacy calculus model to
investigate people’s willingness to provide personal information
in the context of the internet of things (IoT). They found that
perceived benefits are a strong motivator in sharing private
information. Likewise, Fox [33] investigated the influence of
privacy calculus variables on individuals’ intention to adopt
mobile health technologies. The paper finds a stronger influence
of benefits compared to risks and concerns. Abdelhamid et al
[34], when examining factors associated with the sharing of
health information, found that privacy is the biggest barrier to
sharing.
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The privacy calculus model is a good fit for this study because
it deals with information sharing in scenarios where risk and
benefits of sharing are involved. However, the privacy calculus
model does not incorporate granular control of information into
the model. Thus, this research integrates CPM, which
incorporates control of information, with privacy calculus, which
deals with risks and benefits. Therefore, the overall model covers
the three key factors of this research: granular control, risks,
and benefits.

This research adopts the theory by:

1. Applying the theory in the context of fitness trackers and
wearable devices

2. Integrating CPM theory with the privacy calculus model

CPM
CPM theory describes the rationale behind an individual’s
choice to disclose or withhold private information [35].

The principles state that people believe they are the ultimate
owners of their private information and that people have the
right to control the course of their private information. Thus,

people believe they have the right to choose with whom to share
information. CPM also argues that people believe that
stakeholders accessing an individual’s shared information will
follow current and future privacy rules. In addition, CPM
debates that violated privacy rules will result in negative
consequences, including mistrust and uncertainty. Petronio [35]
underlined that CPM was developed to help users make
necessary alterations to systems when faced with the issue of
privacy.

According to the breach data reported to the Department of
Health Human Services, the number of unauthorized
access/disclosure breaches tripled in 2017 versus 2012 [36].
Dhopeshwarkar et al [37] noted that most people want to know
who is viewing their information. Angst et al [38] suggested
that institutional factors and IT investments affect the likelihood
of breaches in health care organizations. This research
investigates the impact of a more granular privacy control on
the intention to share data related to fitness activities with health
care providers. Figure 1 shows the conceptual model of this
study.

Figure 1. Conceptual model. H: Hypothesis.

Privacy Control
When faced with a choice, individuals typically choose the
option with the premier value after assessing likely risks [39].
In the context of fitness and health and from an individual
perspective, there may be a desire to protect specific fitness
information from certain providers or users. Caine and Hanania
[40] suggested that people prefer to share particular
health-related information with specific recipients.

The definition of privacy refers to the right that people have in
choosing the information they want to share and with whom to
share it [41]. Information control and information disclosure
have a positive relationship in various contexts [42,43]. For
instance, Cavusoglu et al [21] examined the causal effect of
granting Facebook users more control on information-sharing
behavior. They found that privacy control increases the open

release of information. In other words, when the sharing decision
is universal, people might not share some information with
anyone. That is mainly because some people want to prevent
others from seeing that information. As a result, the decision
led to withholding the information from everyone. However,
when individuals are given more control over their information,
they will share some information with some people.

In addition, Slovic [44] found that on average, individuals are
ready to take more risks when they are in control. The paper
suggested that improved control increases an individual’s
willingness to participate in that behavior. Likewise,
Brandimarte et al [45] reported that individuals are more willing
to reveal sensitive information when they have more control
over what is being shared.

The first hypothesis of this study is as follows:
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Hypothesis 1: Granular privacy control will yield a higher
intention to share fitness information with health care providers.

Perceived Risk
The concept of perceived risk has been studied in many contexts
in which individuals may face a risky decision. A considerable
number of studies have established the link between perceived
risk and information disclosure, in general [46-48]. Dinev and
Hart [14] defined perceived risk as the perceived risk of
unprincipled behavior related to the sharing of personal
information. In the context of fitness tracker information, the
risk includes selling the information to a third party, misuse,
and unauthorized sharing. In 2015, the National
Telecommunications and Information Assurance (NTIA)
surveyed approximately 40,000 participants [49]. The report
stated that more than 50% of users had limited their online
activities due to concerns about the privacy of their information.

The second hypothesis of this study is as follows:

Hypothesis 2: Perceived risk will have a negative influence on
the intention to share fitness information with health care
providers.

Perceived Benefits
When people face a decision that involves sharing of private
fitness information, they usually assess the risks and benefits
of sharing to make an informed decision. Many benefits result
from sharing fitness information with health care providers.
Some of those benefits directly influence the individuals sharing
the fitness information. For example, fitness information can
help doctors make better health assessments with regard to the
person sharing the information. This allows doctors to make
better recommendations. The individual may then benefit from
better health outcomes, in general.

In the context of fitness, perceived benefit is defined as the
perceived value that individuals attach to sharing personal fitness
information with health care providers. In general, perceived
benefits have been associated with information sharing in
various contexts, including health care [50]. For example, Wang
et al [51] reported that patients find that improved health care
quality and convenience are among the benefits of sharing
personal health information. Likewise, Zhang et al [52] found
that sharing health information in online communities is
associated with benefits for users. They argue that in online
communities, the benefits are informational and emotional
support. Morris et al [53] proposed a design of a mobile
information-sharing system for emergency rooms. They found
that sharing can be beneficial for physicians in terms of reducing
information-seeking time and stress. This could result in better
care for patients. As a result of sharing, patients may be able to
avoid a serious problem.

The third hypothesis of this study is as follows:

Hypothesis 3: Perceived benefits will have a positive influence
on the intention to share fitness information with health care
providers.

Trust in a System
Trust in a system is defined as the extent to which individuals
are confident that systems will handle their information securely
and reliably [14]. The prior literature has established a positive
relationship between trust in a system and engagement with the
system [54,55]. The perception of trust can be linked with the
system itself or with the system’s capability to protect
information from people who breach the system to misuse
information. The perspective of information misuse escalates
when private fitness information is exchanged from one system
to another. Gefen et al [56] state that the relationship between
trust in a system and the intention to use that system becomes
more significant when engagement includes the possibility of
risk consequences.

The fourth hypothesis of this study is as follows:

Hypothesis 4: Trust in the system will have a positive influence
on the intention to share fitness information with health care
providers.

Methods

Data Collection
This study uses scenario-based survey data collection through
Amazon Mechanical Turk (MTurk). A survey-based approach
has been used in many studies in the context of health care IT
to understand individuals’ perceptions related to information
sharing [18,20]. This study aims to understand individuals’
perception and intentions as they relate to sharing fitness tracker
information. Thus, a survey-based study is adequate. Many
studies in the health care field have used Amazon MTurk to
collect data [57]. Online data collection is relevant to this study
for many reasons. First, fitness trackers are used by the general
public and not restricted to a certain occupation or demographic.
Second, most people in the United States have regular access
to the internet [58]. Third, online data collection, compared with
convenience sampling, allows for reaching participants outside
the researcher’s geographic area.

Participants were asked to participate in a study related to fitness
tracker information. After reading the consent form, the
participants were asked to start the survey. The first question
asks participants whether they have owned a fitness tracker.
The survey ended for those who indicated they did not own a
fitness tracker. The participants were paid USD 0.50 for
completing the survey. The participants were randomly assigned
to one of two groups (granular or universal). Under the granular
privacy scenario, the participants were exposed to a scenario
where they could select what fitness information to share and
with whom. Next, they were asked how likely they are to share
the information under such a scenario. In universal sharing, the
participants were told that they could not exclude specific
information from sharing. Next, they were asked to indicate
their sharing intentions under this scenario. All participants
answered the same questions related to independent and control
variables. Control variables were sex and prior privacy invasion,
included to follow the design of Angst et al [18], within the
health care context.
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Data Summary
The final data analysis included 270 valid and complete
responses. The participants had to answer questions related to
the independent variables, as shown in Figure 1. Next, each
participant was exposed to one of two sharing settings. Finally,
the participants indicated their intention to share their fitness
information with health care providers, depending on the sharing
setting to which they were exposed. Qualtrics settings allowed
for random assignment, while keeping the number of participants
in the two groups similar. In total, 137 participants were
assigned to the granular privacy sharing option (select what
fitness information to disclose and share and whom to share it
with), and 133 were assigned to the universal sharing option
(share all personal fitness information with all providers). Of
the 270 participants, 77.8% (n=211) were male, and the rest
(22.2%, n=59) were female. The majority of the participants
were between the age of 25 and 34 years (163 participants), the
second-largest group was 35-44 years old (39 participants), 33

participants were between the age of 18 and 24 years, 21
participants were between the age of 45 and 54 years, and 14
participants were 55 years old or older.

Measurement Model Assessment
SAS software version 9.4 was used to decode the data, and IBM
AMOS version 25 was used to run the analysis. Confirmatory
factor analyses were used to evaluate the measurement model
(Table 1) using all 270 participants. All variables in this study
were adapted from prior research (see Table A1 of Multimedia
Appendix 1 for measurement items). All latent variables were
measured on a 5-point Likert scale. The results of the
measurement model showed a good fit [59]. All factor loadings
for the latent variables were relatively strong and significant.
The comparative fit index (CFI)=.964, root-mean-square error
of approximation (RMSEA)=.059, Tucker-Lewis index

(TLI)=.953, and χ2/df=1.724. These results provided evidence
of the validity of the constructs.

Table 1. Measurement model.

Variable inflation factorConstruct reliabilityCorrected item–total
correlation

LoadingsItemLatent variable

NAa0.8630.7300.82INT_1Intention to share (dependent variable)

0.7020.782INT_2

0.7780.867INT_3

1.0470.7640.6190.804PR_1Perceived risk

0.5500.633PR_2

0.6120.718PR_3

1.0030.7580.6160.7PB_1Perceived benefits

0.5770.69PB_2

0.5760.753PB_3

1.0290.7210.5450.733TR_1Trust in the system

0.5110.591TR_2

0.5690.712TR_3

1.0150.8500.7470.847PI_1Prior experience with privacy invasion (control)

0.6990.785PI_2

0.7100.794PI_3

aNA: not available.

The reliability of constructs was assessed by calculating the
composite reliability (CR). The reliability scores for all
constructs in the conceptual model exceeded the threshold of
0.7, which indicates strong reliability. The CR scores ranged
from 0.721 to 0.863 (see Table 1). In addition, the corrected
item–total correlation for each item was calculated based on the
construct to which it belonged. All values exceeded the
minimum cutoff of 0.5 [60]. Furthermore, the variance inflation
factor (VIF) was calculated for each of the independent variables
in the measurement model to check for multicollinearity. All

VIF values were way below the threshold score of 10. Therefore,
there was no evidence for the existence of multicollinearity
between variables in this study.

Results

SEM Results
Figure 2 shows the results of structural equation modeling

(SEM). The model explained 60.4% of the variance (R2) in the
intention to share.
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Figure 2. SEM results. CFI: comparative fit index; RMSEA: root-mean-square error of approximation; SEM: structural equation modeling; TLI:
Tucker-Lewis index.

Granular Privacy Control
Hypothesis 1 states that increased control results in a higher
intention to share. Findings supported this result. The path
coefficient for granular privacy control was positive and
significant (βGPC=.36, P<.001), indicating that granular privacy
control yields a higher willingness to share personal
fitness-related information with health care providers.

Perceived Risk
Hypothesis 2 proposes a positive relationship between negative
perceived risk and the intention to share fitness information.
The results provided evidence to support this hypothesis
(βPR=–.17, P=.027), which confirms the impact of the possible
risk that involves sharing information via systems and with
others.

Perceived Benefits
Hypothesis 3 argues that perceived benefits will yield a higher
intention to share fitness information with health care providers.
The estimate for this relationship was positive and significant
(βPB=.53, P<.001), which provides support for the hypothesis.
The magnitude of the influence was the highest among all
variables, which confirms the importance of benefits for
individuals to be willing to share their fitness information.

Trust in a System
Finally, hypothesis 4 states that trust in the system will have a
positive influence on the intention to share personal fitness
information with health care providers. However, the results
did not provide support for this hypothesis. The estimate was
positive but not significant. Thus, trust does not seem to be an
issue or a barrier to information sharing in this context. Prior
invasion of privacy and sex were used as control variables. It
is expected that individuals’ perceptions are influenced by the

prior invasion of privacy. Both variables were positively
significant.

Discussion

Principal Findings
Privacy calculus theory highlights that people weigh benefits
and risks when making decisions related to sharing or disclosing
personal information. This research finds that both risk and
benefits have a significant influence on the intention to share
fitness data (see Figure 2). These findings are similar to the
findings of other research in the health care and cybersecurity
context [18,51]. However, the benefits of sharing are more
influential compared to the risks, at least in this sample. This
result is positive for health care providers, researchers, and those
who need the information to improve population health. User
benefits include improved health care quality, more accurate
information, more convenience, and better communication. In
addition, people who share their fitness information with health
care providers may be able to avoid serious problems by
allowing the providers to detect problems early. This could
result in avoiding increases in health insurance premiums for
individuals who share their information.

Cavusoglu et al [21] showed that granular privacy control
motivates Facebook users to share more content because they
are able to control the content they can share and with whom
they can share it. This is in line with the results of this research
that show that granular privacy control could motivate people
to share their fitness tracker information. Prior research [18,20]
has shown that sharing health-related information is perceived
by individuals to be risky. The results of this study confirm that
sharing fitness information is also perceived to be risky.
However, the benefits seem to outweigh the risks.

In addition, this paper integrated CPM with the privacy calculus
model. CPM defines the motivation behind individuals’ choice
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to share or withhold private information. In this paper,
participants were randomly assigned to scenarios (granular and
universal sharing). Findings showed that granting people greater
privacy control acts as a persuasive mechanism to motivate
more people to participate in sharing their fitness information.
Thus, individuals can engage in behaviors that may improve
their well-being, while taking actions to protect their private
data. This is an implication for policymakers to enforce granular
privacy sharing settings that will allow individuals to participate
in such systems and, in turn, observe better health outcomes.
In addition, a higher participation rate will allow those
applications to be sustainable as they enable more people to
benefit from the system.

Trust in the system does not have a significant relationship with
fitness information sharing. This finding requires further
investigation because it goes against the hypothesis and previous
research as it relates to information sharing. However, several
explanations are plausible. For example, in this era, most people
use apps and systems all the time. Thus, the concept of general
trust in the system starts to vanish as systems become part of
our daily work and personal routines.

Limitations and Future Work
This study had several limitations. First, the dependent variable
was the intention to share fitness information with health care
providers and not actual behavior. However, previous studies
have indicated that intention is a strong predictor of actual
behavior [61]. Another limitation was that the data were
collected online through Amazon MTurk. This could also be
associated with selection bias. However, many studies in the
health care field have used online data collection methods. In
addition, after the COVID-19 situation, online data collection
is expected to become more prominent. Furthermore, the
integration of fitness apps and systems of health care providers
has not been adopted yet, at least not on a large scale. Future
work will focus on other aspects of application design and
privacy and security settings.

Conclusion and Contribution
The findings of this study have many implications for practice
and the literature. Individuals, generally, choose to share specific
information with specific health care providers. Viewed from
a privacy perspective, enforcement of granular privacy settings
lessens the perceived risk by giving individuals a greater sense
of assurance regarding their personal fitness information. This
research finds that on average, people are likely to share their
fitness information when applications empower them with more
control. That is because people naturally prefer to avoid risk.
Granular privacy control offers people the ability to mitigate
risk. This step will increase their willingness to participate in
sharing personal fitness information.

This paper illustrates how providing individuals with granular
privacy control can lead to improvement in sharing of fitness
information. This could result in improved health outcomes for
individuals and the general public. Granular privacy control
allows individuals to mitigate the perceived risk involved in the
universal sharing of all fitness information.

In general, the perceived risk remains a major barrier to
information sharing, even with regard to fitness information.
The introduction of granular privacy control could mitigate the
negative impact of perceived risk. On the positive side,
perceived benefits show the strongest influence on the intention
to share fitness information. This indicates that individuals
attach sharing fitness information to many benefits. The
magnitude of the perceived benefit coefficient is three times
stronger than the coefficient of perceived risk. This also has
implications for the need for such integration between fitness
apps and health care systems. Policymakers may want to
consider establishing policies and rules that govern the sharing
process.

This research contributes to theory by integrating the privacy
model and CPM theory in the context of fitness information
sharing. In addition, the study adds to theory by highlighting
the impact of granular privacy control on the intention to share
fitness information.
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Abstract

Background: Despite the existence of an effective vaccine, measles still threatens the health and lives of many Europeans.
Notably, during the COVID-19 pandemic, measles vaccine uptake declined; as a result, after the pandemic, European countries
will have to increase vaccination rates to restore the extent of vaccination coverage among the population. Because information
obtained from social media are one of the main causes of vaccine hesitancy, knowledge of the nature of information pertaining
to measles that is shared on social media may help create educational campaigns.

Objective: In this study, we aim to define the characteristics of European news about measles shared on social media platforms
(ie, Facebook, Twitter, and Pinterest) from 2017 to 2019.

Methods: We downloaded and translated (into English) 10,305 articles on measles published in European Union countries.
Using latent Dirichlet allocation, we identified main topics and estimated the sentiments expressed in these articles. Furthermore,
we used linear regression to determine factors related to the number of times a given article was shared on social media.

Results: We found that, in most European social media posts, measles is only discussed in the context of local European events.
Articles containing educational information and describing world outbreaks appeared less frequently. The most common emotions
identified from the study’s news data set were fear and trust. Yet, it was found that readers were more likely to share information
on educational topics and the situation in Germany, Ukraine, Italy, and Samoa. A high amount of anger, joy, and sadness expressed
within the text was also associated with a higher number of shares.

Conclusions: We identified which features of news articles were related to increased social media shares. We found that social
media users prefer sharing educational news to sharing informational news. Appropriate emotional content can also increase the
willingness of social media users to share an article. Effective media content that promotes measles vaccinations should contain
educational or scientific information, as well as specific emotions (such as anger, joy, or sadness). Articles with this type of
content may offer the best chance of disseminating vital messages to a broad social media audience.

(J Med Internet Res 2021;23(11):e30150)   doi:10.2196/30150

KEYWORDS

measles; Facebook; Twitter; Pinterest; social media; vaccine; infodemiology; public health

Introduction

Background
The first measles vaccine was approved in 1963. Before the
invention of this vaccine, measles caused 6 million deaths
annually [1]. Since use of this vaccine became common, the

number of measles cases worldwide has started to decline. A
few years after the first vaccination campaign, the number of
new measles cases plunged to one-twentieth of the previous
figure [2]. In some countries, the cases of measles have been
eliminated almost completely, although local epidemics still
occur from time to time [3].
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Despite the proven effectiveness of vaccination in saving
millions of lives annually, some individuals have questioned
the safety and long-term benefits of vaccine use. In 1998,
Andrew Wakefield, a British physician and academic, published
an article connecting the measles, mumps, and rubella (MMR)
vaccine to autism among children [4]. This paper was retracted
12 years later; however, antivaccine activists still argue against
vaccination. Antivaccination movements are one of the main
obstacles for public health professionals in conducting
vaccination campaigns. Vaccine hesitancy is a significant
problem as only a high measles vaccination coverage—of about
95%—can enable the complete eradication of this disease.
Currently, global vaccination coverage against measles is
approximately 70%. Measles vaccines protect not only human
lives but also the economies of low- and middle-income
countries, generating US $58 for an investment of US $1 [5].

One example of the result of the decline in measles vaccination
coverage was the outbreak in Samoa. In September 2019, in
Samoa, a country with a small population of 200,000, a measles
outbreak led to over 5000 infections and 83 deaths [6]. The
reason behind the outbreak was the suspension of the country's
immunization program by the Samoan government in July 2018
following the death of 2 children as a result of nurses’
inadvertent use of curare muscle relaxant anesthetic instead of
water to dilute the MMR vaccine. This led to a decrease in
measles vaccination coverage in Samoa to 31% by the end of
2019 [7]. After multiple measles-related deaths, the authorities
decided to organize a vaccination campaign. Approximately
95% of eligible people in Samoa were vaccinated against
measles, which put an end to the outbreak [8]. This case shows
how quickly the measles virus can spread when a vaccination
program is suspended. Therefore, it is important to constantly
monitor measles epidemiology and people’s attitudes toward it
to promptly prevent vaccine hesitancy.

This problem surrounding vaccination coverage has also been
observed in Europe. The European Centre for Disease
Prevention and Control (ECDC) data suggests that the second
dose of MMR vaccine coverage is over 95% in only 5 European
Union countries. This extent of coverage can ensure the
immunity of the population against this disease and eliminate
the chance of an outbreak [9]. In the European Union, the
number of measles cases declined in 2020—mainly caused by
the COVID-19 pandemic and the result of wearing masks,
practicing social distancing, and conducting social lockdowns
[10]—except for Romania and Bulgaria. In 2020, there were
over 20 measles cases per million inhabitants in these 2 countries
[11]. After the COVID-19 pandemic ends, European societies
will probably notice an increase in measles morbidity as there
was a decline in measles vaccine administration among children
during the lockdowns [12]. Moreover, Europeans have been
using social media more frequently during the COVID-19
pandemic. This may result in the growth of negative attitudes
in the public toward vaccination as exposure to disinformation
on social media increases vaccine hesitancy [13,14]. As social
media contribute significantly, analyzing social media content
and the activities of users can help better understand public
attitudes and opinions regarding measles. The knowledge
gathered from this analysis will inform the actions to increase

MMR vaccine coverage and prevent the spread of
misinformation.

Study Aim
We aim to characterize European measles news reports shared
on social media platforms (ie, Facebook, Twitter, and Pinterest)
during 2017 to 2019 (ie, the pre–COVID-19 period). For this
purpose, we formulated the following 3 research questions: (1)
What are the main topics of the articles on measles published
in the European Union countries? (2) What sentiments are
associated with these news articles? (3) Which features of the
articles are associated with an increased number of shares on
social media?

Methods

Data Collection and Preparation
We collected articles on measles that were shared on Facebook,
Twitter, or Pinterest from 28 European Union countries.

First, we translated the word “measles” into all 23 official
languages of the European Union using Wiktionary [15] and
used a social media data analysis platform (ahrefs, Ahrefs Pte.
Ltd [16]), which continuously collects, processes, and stores
information from social media platforms about users’ content
and activities, to collect news articles. For each European Union
country, we downloaded all articles on measles published from
January 1, 2017, to December 31, 2019. We chose this time
range because there was a significant increase in the number of
measles infections in Europe in 2017 that lasted until the start
of the COVID-19 pandemic [17]. We selected articles containing
the word “measles” in the national language and published on
websites with national domains (eg, “.de” domain for Germany,
“.pl” for Poland). Our data set contained the URL of the article,
the publication date, and the number of shares (ie, the total
number of shares for all instances of the article) on Facebook,
Twitter, and Pinterest.

As the next step, we obtained the full text of the articles
(n=12,638) and read the content. To accomplish this task, we
used a Python newspaper package (version 0.3.0) [18] that
allows an automated download of the website content.

We automatically translated all non-English articles into English
using Yandex Translate [19]. Finally, we removed all duplicate
articles and those that had been improperly downloaded or
translated. Our final data set comprised 10,305 articles. This
dataset, containing the text of translated news, country of origin,
and the total number of shares, was published and publicly made
available on the Zenodo platform [20]. Finally, we processed
the data in order to be able to apply the latent Dirichlet allocation
(LDA) method. We used R packages (tidytext [21] and textstem
[22]) to tokenize text; remove numbers, punctuation, and English
stop words; and lemmatize all words.

Statistical Analysis

Topic Modeling
We used LDA [23] to identify the main topics of the 10,305
articles in our data set. We trained multiple LDA models with
a different number of topics (ranging from 1 to 40). We then
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analyzed perplexity and coherence levels to select the model
that best describes our data set. In the next step, 2 researchers
individually labeled the topics chosen by LDA to categorize
them. The researchers analyzed not only the keywords assigned
to each topic but also the content of the 20 articles with the
highest amount of contribution to the topic. Initially, they
independently described each topic with a freely chosen
category. Then, they analyzed the created categories (without
knowing the topic they were assigned to) and together created
a unified set of categories (eg, education, Europe, and the
world). Finally, they classified the topics again with a new set
of categories. In this final stage, there were no discrepancies in
assessment.

Sentiment Analysis
We calculated the main emotions associated with each article
using the syuzhet R package [24]. This package uses the
National Research Council Canada (NRC) Word-Emotion
Association lexicon. The NRC lexicon is a set of 14,182 English
words that are not just concerned with polarity (reporting
positive or negative words) but associated with 8 fundamental
emotions introduced by Plutchik [25] (ie, anger, anticipation,
disgust, fear, joy, sadness, surprise, and trust) [26]. These words
were labeled manually by crowdsourcing—each word could be
associated with more than one emotion). The sentiment of an
article is the sum of emotions related to the words that make it
up. The occurrence of each word from one of the categories in
the article translates as “1” in the sentiment score for that
category. Finally, each article is scored for each sentiment
category [27].

Linear Regression
We considered a linear regression model to find the factors
determining the number of shares of an article on social media
(ie, the dependent variable). We used forward selection
regression to create our model. We also used Cook distance
method to identify and remove outliers [28] and variance
inflation factor to check the existence of collinearity [29]. As
independent variables, we used topics generated by the LDA
model, the emotions related to the articles, the number of new
national measles cases in the month when an article was
published, the population of the country, and the percentage of
active social media users in each country. The number of new
monthly measles cases for each country was collected from the
ECDC website [30]. Data on the populations of European
countries were obtained from the Eurostat database [31], and
the proportion data of active social media users in each country
were acquired from the Statista website [32].

Results

Sample Description
After article selection and data processing, we had a final sample
of 10,305 measles-related articles, published between January
1, 2017, and December 31, 2019, in European Union countries.
The highest number of published articles retrieved was from
Italy, but the articles that were the most shared ones were from
the United Kingdom. Table 1 shows the number of articles from
each country, and the sum and average number of shares. In
Table S1 of Multimedia Appendix 1, we present more detailed
yearly aggregated data.
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Table 1. Description of collected data (N=10,305).

SharesArticles, n (%)Country

Mean per article (SD)Total

173 (425)34,539200 (1.94)Austria

358 (1095)89,442250 (2.43)Belgium

58 (346)23,418404 (3.92)Bulgaria

158 (281)839553 (0.51)Croatia

28 (52)2509 (0.09)Republic of Cyprus

1530 (3154)78,04351 (0.49)Czech Republic

812 (2274)92,603114 (1.11)Denmark

196 (349)254613 (0.13)Estonia

723 (2136)86,076119 (1.15)Finland

506 (1826)633,1111252 (12.15)France

808 (4420)914,6651132 (10.98)Germany

82 (792)57,082697 (6.76)Greece

249 (568)28,851116 (1.13)Hungary

193 (389)32,226167 (1.62)Ireland

722 (2983)1,462,1722025 (19.65)Italy

309 (520)9273 (0.03)Latvia

156 (0)1561 (0.01)Lithuania

130 (212)260920 (0.19)Luxembourg

N/Aa00 (0)Malta

220 (607)68,705313 (3.04)Netherlands

216 (1042)46,658216 (2.10)Poland

208 (1116)200,812964 (9.35)Portugal

82 (459)44,363544 (5.28)Romania

205 (255)430021 (0.20)Slovakia

98 (232)245025 (0.24)Slovenia

1438 (18,634)954,613664 (6.44)Spain

344 (1361)86,958253 (2.46)Sweden

2963 (23,726)2,012,118679 (6.59)United Kingdom

aN/A: not applicable.

Topic Modeling
We found that 13 is the best number of topics to describe all
collected news articles, accounting for the perplexity and
coherence values (Table S2 of Multimedia Appendix 1). After
labeling, we discovered that these topics can be aggregated into
3 clusters. The first group contains the topics featured in
educational articles, which describe the signs and symptoms of
measles infection, debunk antivaccine claims, and explain

scientific advancements in the prevention of this disease. The
topics in the second group are related to European information,
which contain country-specific information on measles
outbreaks and health policies. The last group includes topics
related to countries outside Europe, including measles cases in
the United States, and the Samoa measles outbreak. Table 2
presents the main words connected with specific topics and their
classification to general groups.
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Table 2. Topics, their classification, and key words.

Group classificationMain wordsTopic

Educationimmune, immune_system, study, cell, system, researcher, cancer, antibody, virus, memoryTopic 1

Worldchild, measles, hospital, Samoa, epidemic, Sweden, people, disease, campaign, patientTopic 2

Worldcounty, York, measles, city, orthodox, Jewish, disease, USA, Brooklyn, confirmTopic 3

Educationmeasles, rash, symptom, fever, infection, disease, day, infect, cough, virusTopic 4

Educationvaccine, parent, autism, child, ani, polio, Wakefield, diphtheria, study, vaccinate_childTopic 5

EuropeMMR, GP, December, England, measles, UK, dose_MMR, jab, HSE, NHSTopic 6

Europevaccination, school, federal, Spahn, measles_vaccination, Germany, day_care, measles, CDU, mandatoryTopic 7

EuropeDGS, health, confirm, directorate, measles, outbreak, age, Portugal, UK, LisbonTopic 8

Europehospital, measles, Italy, health, Catania, ship, vaccinate, Sicily, hospitalize, regionTopic 9

Europecountry, world, Europe, organization, world_health, health_organization, European, measles, increase,
Ukraine

Topic 10

Europemeasles, Roma, CDC, health, dose, Greece, vaccine, population, diseases, SpainTopic 11

EuropeFrance, measles, health, agency, Aquitaine, epidemic, health_France, vaccinate, Poitiers, peopleTopic 12

Europeobligation, dolphin, Cicciobello, decree, sport, doll, Burioni, certification, time, marketTopic 13

Using these 3 clustered meta-topics, we evaluated the popularity
of all topics in each country. Figure 1 shows that all of the
European countries mainly write about the topic in the European
context. Educational topics are more popular than world topics,

although the difference between the two varies between
countries. In Multimedia Appendix 1, we present sample articles
that were highly connected to specific topics.

Figure 1. Distribution of topics across all countries analzyed.

Sentiment Analysis
We analyzed what emotions are connected to measles-related
articles in Europe. Figure 2 shows the frequency of appearance
of the words associated with a specific emotion in our data set.
The most common emotions were fear and trust.

We also determined which words contributed the most to the
emotion levels in our data set. For each emotion, we reviewed
the 15 most popular words from our data set, as shown in Table
3.
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Figure 2. Number of words with a certain sentiment in the data set of articles analyzed.

Table 3. Emotions and connected words.

Connected wordsEmotion

disease, infection, death, hospital, epidemic, risk, infectious, contagious, die, medical, fever, prevent, bear, warn,
emergency

Fear

accord, hospital, school, doctor, medical, immunization, county, system, organization, authority, recommend, ministry,
continue, level, director

Trust

disease, death, hospital, epidemic, infectious, die, late, sick, emergency, illness, leave, mother, fatal, fall, badSadness

child, death, time, patient, epidemic, risk, public, medical, organization, result, continue, warn, start, prevention, developanticipation

disease, death, epidemic, infect, infectious, contagious, rash, cough, sick, bad, ill, nose, elimination, lose, treatDisgust

disease, death, epidemic, bear, fatal, eradicate, bad, ill, force, fear, elimination, victim, lose, treat, fightAnger

child, organization, ministry, baby, majority, infant, mother, childhood, achieve, safe, grow, treat, create, save, progressJoy

death, epidemic, organization, warn, emergency, infant, leave, alarm, expect, catch, lose, treat, sneeze, break, voteSurprise

Evidently, fear is connected to words describing the harmfulness
of measles. Trust is associated with the words related to health
care systems and protection. Sadness is conveyed when
describing the adverse effects of the disease; anticipation is
conveyed when talking about the actions being taken to reduce
the spread of the disease; disgust is associated with the
characteristics and signs of measles; anger is about the fight
against measles; joy is about children and protecting them from
the disease; and surprise is about emergent events. In
Multimedia Appendix 1, we present sample articles highly
connected to specific emotions.

Linear Regression
We used linear regression to identify the variables related to
the number of shares of an article on social media. Table 4
presents the results of the forward selection regression. In the
multicollinearity analysis, all variance inflation factor scores

were determined to be lower than 5. Therefore, we assumed
that there is no collinearity among variables. Detailed results
are presented in Multimedia Appendix 1.

We discovered that readers were more likely to share
information on topics 1, 4, and 5, which convey educational
information. Topics 2, 7, 10, and 13 describe the situation in
Samoa, Germany, Ukraine, and Italy, and these topics were also
positively associated with the number of total shares. Topic 6,
which describes the situation in the United Kingdom, resulted
in a reduced number of shares. Topic 4, which describes the
signs and symptoms of measles, had the highest impact on the
average of shareability.

With regard to emotions, on average, a higher proportion of
anger, joy, and sadness expressed in an article was associated
with a higher number of article shares, whereas surprise in the
article was associated with reduced number of shares. Moreover,
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articles published in countries with a higher population and a
higher number of active social media users understandably

received more shares on social media.

Table 4. Regression results (adjusted R2=0.04852).

P valuet value (df)aStandard errorBetaVariable

<.001–7.08282–1994Constant

<.0014.6952181025Topic 1

<.0015.615127711Topic 2

<.00112.6511451833Topic 4

.0152.426196475Topic 5

.003–2.994171–512Topic 6

<.0018.421221024Topic 7

<.0015.388114616Topic 10

.141.487124184Topic 12

.042.072181375Topic 13

<.0013.5121554Anger

<.0013.661453Joy

.01–2.55120–50Surprise

.0052.8281338Sadness

.11–1.60315–24Disgust

<.0015.112422Social media users

<.0019.3930.0000010.000018Population

adf=10,254.

Discussion

Sample Description
The number of articles published from 2017 to 2019 varies
across the different countries included in this study. The highest
number of articles was published in Italy, which is likely because
of the high number of measles cases reported in Italy. During
this period, a total of 9252 measles cases were reported in Italy
[30]—the highest reported in the European Union. The articles
published in the United Kingdom received the greatest number
of shares, which might be attributed to the popularity of the
English language worldwide. In our data set, less than one
relevant article per month was published in Malta, Slovenia,
Slovakia, Lithuania, Estonia, Latvia, and Luxembourg. These
countries have small populations, and most reported a low
number of measles cases during 2017 to 2019. Latvia had a
relatively higher number of measles cases, but as was observed
(Table 1), despite the low number of measles-related articles
published, they were extensively shared on social media. Topic
Modeling

European media mostly published news about local events,
reporting on almost all significant outbreaks of measles in
Europe. However, several of the events received special media
attention. The decision of the German government to make the
measles vaccine mandatory in response to an increase in measles
cases has been frequently discussed in those articles [33]. The
measles outbreak in the Aquitaine region in France, caused by

insufficient vaccination coverage, is also one of the most
described events in the media [34]. Furthermore, measles
clusters in the United Kingdom, Portugal, Italy, and Greece are
also frequently mentioned in these articles. Some of these
articles describe the case of the Cicciobello doll in Italy. The
Cicciobello doll is a toy that pretends to be suffering from
measles and that children can cure with plasters or cream.
Experts have criticized this doll for banalizing such a severe
disease [35].

The theme of world news is dominated by 2 events: One is the
measles outbreak in the Orthodox Jewish community in New
York [36], and the second is the measles outbreak in Samoa
[7]. Both these events are interesting because they are concerned
with relatively small outbreaks. During the years of analysis,
millions of people contracted measles in Africa, Asia, and South
America, but this did not attract the attention of European media.
As indicated by our data set, media attention was mainly drawn
to outbreaks in small, specific communities, and not necessarily
to events that had the greatest impact on the lives of millions
of people.

Educational themes focus mainly on 3 threads. Some articles
describe the symptoms of measles, reflecting the readers’ interest
in the signs, symptoms, and causes of the disease and their desire
to recognize them. The second topic is related to the scientific
findings on measles, including studies on the potential oncolytic
activity of this virus [37]. The last educational topic dispels the
doubts—raised by Wakefield’s paper, which has since been
retracted—related to the risk of autism allegedly caused by the
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MMR vaccine [4]. Moreover, another paper published in 2019,
of a nationwide cohort study conducted in Denmark that found
that MMR vaccination does not increase the risk for autism,
was widely discussed in the media [38].

Sentiment Analysis
In the course of human life, up to 34,000 different emotions can
be distinguished [39]. Psychologist Robert Plutchik proposed
the theory of 8 basic emotions, which have developed

evolutionarily and are innate in humans and help them survive
[25,40]. As a result of combining these basic emotions, more
complex emotions responsible for specific experiences arise
(eg, joy + trust = love; trust + fear = submission). Basic emotions
are triggered by specific events, eliciting an appropriate response
that has an evolutionary function. Table 5 presents the
characteristics of these basic emotions as proposed by Plutchik
[40].

Table 5. Characteristics of basic emotions.

Opposite emotionFunctionBehavioral reactionStimulus eventEmotion

SadnessGain resourcesRetain or repeatGain of a valued objectJoy

DisgustMutual supportGroomMember of the groupTrust

AngerSafetyEscapeThreatFear

AnticipationGain time to orientStopUnexpected eventSurprise

JoyReattach to the lost objectCryLoss of a valued objectSadness

TrustEject poisonVomitUnpalatable objectDisgust

FearDestroy obstacleAttackObstacleAnger

SurpriseKnowledge of territoryMapNew territoryAnticipation

Emotions are an important part of media articles, as emotional
stories attract readers’attention [41]. The most common emotion
identified from all collected articles was fear. The creation of
fear-based articles is consistent with the results of studies that
show that fear-related news reports automatically attract public
attention [42]. In the case of the articles analyzed in this study,
the emotion fear was mainly concerned with the fear of the
disease and its consequences. This emotion is so strong that
sometimes the fear of disease is worse for a patient than the
disease itself [43].

The analyzed articles were also highly connected with trust.
There is a natural link between fear and trust because it is in
response to concerns about a dangerous disease that we place
our trust in the health care system and the vaccines that protect
us against the pathogen. Research conducted during the Ebola
epidemic showed that trust in the health care system increased
during the outbreak [44].

In the field of marketing, the relationship between the basic
emotions in the text and its potential to go viral has often been
examined. An analysis of 7000 articles published in The New
York Times revealed that positive content tends to go viral more
than negative content. More specifically, this study has
demonstrated that sad content is less likely to go viral, whereas
articles expressing anger or anxiety result in higher number of
shares on social media [45]. Teixeira [46] analyzed thousands
of reactions to several advertisements and found that maintaining
viewers’ engagement levels is associated with the emotions of
joy and surprise. Libert and Tynski [47] also found that
emotional activation is the key to viral success. They used
Plutchik’s set of emotions [25] and found that negative emotions
are not commonly present in highly viral content. Surprise and
anticipation are also extremely common in highly viral content.

Linear Regression
We identified a few features of news articles that are associated
with an increased number of shares on social media. All
educational topics are positively connected with the number of
shares. This shows that social media users generally prefer to
share general educational news over informational ones. This
finding is consistent with the results of previous research,
wherein it was proved that Facebook users are more likely to
share “soft” news related to children, health, and education than
“hard” news related to politics or urgent occurrences [48].
Sharing educational and scientific articles can also be associated
with the willingness to increase one’s credibility,
self-confidence, and self-esteem from other social media users
[49].

The results also show that information on the events in Sweden,
Germany, Italy, and Ukraine was shared frequently, whereas
the publication of information on the situation in the United
Kingdom was negatively associated with the number of social
media shares. The interest in measles in Ukraine may have been
generated as a result of the country having the highest number
of measles cases in Europe. In 2017-2019, the number of
measles cases in Ukraine was around 100,000 [50]. This
situation was similar to the interest in measles cases in Italy,
where the highest number of cases among all countries in the
European Union was reported during the study period [30].
Furthermore, research conducted by Facebook showed that
country-based or cultural differences have an impact on
Facebook activity. In the United Kingdom, social media users
are younger but less active than those in Germany or Sweden
[51].

The findings of previous research analyzing what type of
web-based content become viral are generally in line with our
results. They indicate that articles containing positive emotions
or anger are more likely to be shared [45].
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Conclusions
Articles on measles shared on social media in Europe primarily
report on European events, and only a small proportion of
articles report on educational news or international
measles-related events. The international events mainly describe
outbreaks that have occurred in a small number of infected
people but are interesting from an epidemiological point of
view. The distribution of topics covered by the media is similar
across all European Union countries.

In this study, the two main emotions expressed in the analyzed
measles-related articles were fear and trust. These emotions

appeared in the articles most frequently. However, these
emotions were not associated with frequent sharing of articles
on social media. We found that an article has a high probability
to drive public discourse if it contains educational or scientific
information, as well as specific emotions (ie, anger, joy, or
sadness). Making media content based on these principles can
facilitate the creation of effective messages against measles
vaccine hesitancy. Articles that follow these principles offer the
best chance of disseminating information to a broad audience
on social media and influencing the mindset of the public
regarding vaccines.
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Abstract

Background: Short and animated story-based (SAS) videos can be an effective strategy for promoting health messages. However,
health promotion strategies often motivate the rejection of health messages, a phenomenon known as reactance. In this study, we
examine whether the child narrator of a SAS video (perceived as nonthreatening, with low social authority) minimizes reactance
to a health message about the consumption of added sugars.

Objective: This study aims to determine whether our SAS intervention video attenuates reactance to the sugar message when
compared with a content placebo video (a health message about sunscreen) and a placebo video (a nonhealth message about
earthquakes) and determine if the child narrator is more effective at reducing reactance to the sugar message when compared
with the mother narrator (equivalent social authority to target audience) or family physician narrator (high social authority) of
the same SAS video.

Methods: This is a web-based randomized controlled trial comparing an intervention video about sugar reduction narrated by
a child, the child’s mother, or the family physician with a content placebo video about sunscreen use and a placebo video about
earthquakes. The primary end points are differences in the antecedents to reactance (proneness to reactance, threat level of the
message), its components (anger and negative cognition), and outcomes (source appraisal and attitude). We performed analysis
of variance on data collected (N=4013) from participants aged 18 to 59 years who speak English and reside in the United Kingdom.

Results: Between December 9 and December 11, 2020, we recruited 38.62% (1550/4013) men, 60.85% (2442/4013) women,
and 0.52% (21/4013) others for our study. We found a strong causal relationship between the persuasiveness of the content
promoted by the videos and the components of reactance. Compared with the placebo (mean 1.56, SD 0.63) and content placebo
(mean 1.76, SD 0.69) videos, the intervention videos (mean 1.99, SD 0.83) aroused higher levels of reactance to the message
content (P<.001). We found no evidence that the child narrator (mean 1.99, SD 0.87) attenuated reactance to the sugar reduction
message when compared with the physician (mean 1.95, SD 0.79; P=.77) and mother (mean 2.03, SD 0.83; P=.93). In addition,
the physician was perceived as more qualified, reliable, and having more expertise than the child (P<.001) and mother (P<.001)
narrators.

Conclusions: Although children may be perceived as nonthreatening messengers, we found no evidence that a child narrator
attenuated reactance to a SAS video about sugar consumption when compared with a physician. Furthermore, our intervention
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videos, with well-intended goals toward audience health awareness, aroused higher levels of reactance when compared with the
placebo videos. Our results highlight the challenges in developing effective interventions to promote persuasive health messages.

Trial Registration: German Clinical Trials Registry DRKS00022340; https://tinyurl.com/mr8dfena

International Registered Report Identifier (IRRID): RR2-10.2196/25343

(J Med Internet Res 2021;23(11):e29664)   doi:10.2196/29664
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sugar reduction; reactance; animated video; digital intervention; health communication

Introduction

Background
Digital health interventions that promote educational messages
to improve knowledge and change behaviors are commonly
used as effective health promotion strategies. Comparisons of
digital behavior change interventions with traditional
face-to-face interventions indicate that web-based health
promotion is generally at least as effective as conventional
approaches and has several advantages, such as low cost,
feasibility, and scalability [1,2]. Existing evidence suggests that
the use of pictures [3], entertainment education [4], digital
storytelling, and narrative structured messages [4] are some of
the successful approaches for creating compelling,
evidence-based health messages. As narrative messages do not
include a direct, controlling language and words, such as should,
must, and required [5,6], and conceal the persuasive intent, they
can be more effective when compared with traditional health
communication strategies [7]. To further explore the
effectiveness of these innovative strategies in health
communication, we created a short and animated story-based
(SAS) video that draws from entertainment-education media,
communication theory, and the animated entertainment industry
to promote healthy behaviors over social media channels [8].
However, SAS videos may face the same challenges faced by
other traditional methods of health persuasion that often arouse
a motivation to reject the health message, a phenomenon known
as reactance [9].

The theory of reactance consists of 4 elements: (1) perceived
freedom, which individuals possess insofar as they are aware
of it and can enact it; (2) threat to freedom, when pressure is
exerted that makes it difficult to enact that freedom; (3)
reactance, which refers to the motivation to reestablish the
threatened freedom; and (4) direct restoration, which involves
the freedom of the individual to perform the forbidden behavior
[5]. Reactance plays a critical role in determining the
effectiveness and acceptance of health promotion interventions.
This has led to an active research agenda in developing strategies
to reduce reactance in several areas, such as e-cigarette use [10],
littering [11], alcohol [12], and eating behaviors [13], among
others [14-16].

Objectives
In this study, we produced a SAS video with a message about
reducing the consumption of added sugars. Designed for a
diverse and global audience, the animated video uses a narrative
based structure to minimize reactance to the sugar message. For
our first hypothesis, we assess if our narrative-based, animated

video is effective at attenuating reactance to a persuasive health
message.

We hypothesize that there is a causal pathway
between exposure to a SAS video about sugar intake
reduction and reactance, its antecedents, and
outcomes. [Hypothesis 1]

While designing the video, we considered the degree of social
authority that should be assigned to the narrator. First, we
selected the traditional role of a physician who has high social
authority. Although health experts and physicians are often used
to promote health messages [17-19], previous studies have
shown that individuals may perceive these messengers as
coercive, threatening, or having a hidden persuasive intent [20],
which could sustain or heighten reactance [9,21]. Therefore,
we considered a child narrator as a potentially powerful and
effective narrator, as a child may be perceived as nonthreatening,
neutral, and without having an ulterior motive. To date, we were
unable to find prior research on the effectiveness of a child
narrator to attenuate reactance using a narrative-based, animated
video format. The second hypothesis is as follows:

We hypothesize that a SAS video about sugar
consumption narrated by a child (low social
authority) will arouse less reactance when compared
with a video narrated by the child’s mother
(equivalent social authority to the target audience)
or the family doctor (high social authority).
[Hypothesis 2]

We used a randomized controlled trial (RCT) to measure the
causal effect of social authority on reactance to a short, animated
video about sugar intake reduction. The randomization ensures
that there are no systematic differences introduced at the
enrollment stage, which may lead to potential bias. In addition,
an innovative feature of our study is the use of 2 placebo groups,
which enabled us to isolate the health awareness and content
effects of the intervention video.

Methods

Trial Design
This study is a web-based RCT with 3 intervention arms (arms
1-3), a content placebo arm (arm 4), and a placebo arm (arm
5). The participants in each intervention arm watched the same
sugar video narrated by a child (arm 1: low social authority),
the child’s mother (arm 2: equivalent social authority), or the
physician (arm 3: high social authority). Arm 4 watched a
content placebo video with a health message about tanning and
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sunscreen (no sugar message), and arm 5 watched a placebo
video about earthquakes (no sugar or health message).

Participants
We used the Prolific platform (Prolific Academic Ltd) [22] to
recruit the study participants. Prolific is a web-based platform
designed to connect researchers and individuals from different
countries interested in participating in web-based academic
research studies in exchange for payment. The main advantages
of the platform are access to a diverse pool of web-based
participants, affordability, and speed of recruitment [23]. Prolific
implements several tools to reduce selection biases and allows
researchers to specify various recruitment criteria, such as first
language, age, sex, country of residence, and ethnicity, among
others. Currently, the platform’s participant pool consists of
150,000 individuals from 34 countries. Inclusion criteria in our
study included being between the ages of 18 and 59 years (male,
female, or other), being able to speak English, and having a
residence in the United Kingdom. Exclusion criteria were not
any of the inclusion criteria. The participants were not excluded
based on an existing health condition (eg, diabetes) because
Prolific does not collect health information from its users.
Participants were provided with an informed consent form on
the Prolific platform, which explained the purpose of the study,
the risks and benefits of the research, and the means by which
a participant could contact the researcher (and the human
subjects review board at the Heidelberg University). After
consenting, the Prolific platform redirected participants to the
Gorilla platform (Cauldron Science Limited) [24], where the
study was hosted. Gorilla is a cloud platform that provides
versatile tools for web-based, experimental, and behavioral
research [25]. The participants were also informed that they
would be paid £1 (US $1.37) for the 10-minute completion time.
We recruited participants until the target sample size was
reached.

Procedures
Participants were asked basic demographic questions about their
age, sex, and highest education level. The Gorilla algorithm
then randomly assigned participants at a 1:1:1:1:1 ratio to the
trial arms. The participants watched 1 video from start to finish.

The intervention video (arms 1-3) is a SAS video about sugar
intake reduction developed by our coauthor (MA) at the Stanford
School of Medicine [26-28]. It is animated, completely in
English, and 3.42 minutes long. The video includes 2 main
characters: a mother and her preadolescent daughter who are
engaging in food-related activities, such as grocery shopping
and cooking dinner. The video presents educational content on

sugar-related health problems and includes a review of the
World Health Organization recommendations for the daily
consumption of added sugars. The narrative also mentions the
girl’s father who dies from diabetes complications because of
frequent consumption of soda drinks.

The content placebo video is similar in style to the sugar
intervention video—it is animated, has a length of 3.42 minutes,
and a health message about the use of sunscreen and tanning
[29]. We used the content placebo video to isolate the content
effect of the sugar intervention video. As both the intervention
and content placebo videos have a health message, we expect
that any significant difference in reactance should be due to the
sugar reduction content of the intervention video.

The placebo video [30] is also animated and has the same length
as the intervention and content placebo videos. It describes the
causes and characteristics of earthquakes, and contains no
health-related or sugar consumption content. As the content
placebo video promotes a health message and the placebo video
does not, we expected the placebo video to arouse a very small
(or even null) level of reactance. Thus, any significant difference
in reactance levels between the content placebo and the placebo
videos after randomization can be attributed to the content of
the sunscreen message. We call this difference the health
awareness effect. We describe the total intervention effect as
the difference between the sugar intervention and the placebo
videos, which is the sum of the content and health awareness
effects.

The full explanation for the choice of comparators has been
described in the study protocol [31].

Outcome Measures
The primary outcomes in this study were based on the
Intertwined Process Cognitive-Affective Model from Dillard
and Shen [5] and Zhang [32] (Figure 1). In this model, there
are 2 antecedents to reactance (threat to freedom and trait
proneness to reactance), reactance itself (consisting of anger
and negative cognition), and its consequences (source appraisal,
attitude, and behavioral intent). Reactance serves as a mediator
between the antecedents of reactance and the behavioral intent
to undertake the promoted health activity. In this paper, we
focus on the antecedents of reactance (trait reactance proneness
and threat to freedom), psychological reactance (consisting of
anger and negative cognition), source appraisal, and attitude.
All items were measured on a 5-point Likert scale (unless stated
otherwise) with the following points: (1) strongly disagree, (2)
disagree, (3) neither agree nor disagree, (4) agree, and (5)
strongly agree.
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Figure 1. The Intertwined Process Cognitive-Affective Model, adapted from Dillard and Shen [5] and Zhang [32].

Trait Reactance Proneness
Trait reactance proneness refers to reactance being a personality
attribute that causes the levels of experienced reactance to vary
from individual to individual [33]. High-trait reactant individuals
tend to experience reactance in certain situations and are more
resistant to persuasion due to their strong need for independence
and autonomy and a tendency to oppose authority [5,34].

Trait reactance proneness in this study was measured using the
Hong Psychological Reactance Scale developed by Hong et al
[33]. The scale consists of 11 items that comprise 4 major
factors: emotional response to restricted choice, reactance to
compliance, resisting influence from others, and reactance to
advice and recommendations (Textbox 1).

Textbox 1. Trait reactance items based on the Hong Psychological Reactance Scale [33].

Emotional response to restricted choice

• 6. I become frustrated when I am unable to make free and independent decisions.

• 7. It irritates me when someone points out things which are obvious to me.

• 8. I become angry when my freedom of choice is restricted.

Reactance to compliance

• 1. Regulations trigger a sense of resistance in me.

• 2. I find contradicting others stimulating.

• 3. When something is prohibited, I usually think, “That’s exactly what I am going to do.”

Resisting influence from others

• 11. I resist the attempts of others to influence me.

• 12. It makes me angry when another person is held up as a role model for me to follow.

• 13. When someone forces me to do something, I feel like doing the opposite.

Reactance to advice and recommendations

• 5. I consider advice from others to be an intrusion.

• 9. Advice and recommendations usually induce me to do just the opposite.

Threat to Freedom
To measure the threat level of the message, we used the
following 4 items from Dillard and Shen [5]:

1. The message threatened my freedom to choose.
2. The message tried to make a decision for me.
3. The message tried to manipulate me.
4. The message tried to pressure me.

Psychological Reactance
Following Dillard and Shen’s model, psychological reactance
consists of 2 major components: (1) affective (anger) and (2)
cognitive (negative cognition) [5]. Therefore, reactance was
assessed by measuring the average of all items on the anger and

negative cognition scales. To measure anger, the following 4
items were used:

1. This message makes me feel irritated.
2. This message makes me feel annoyed.
3. This message makes me feel aggravated.
4. This message makes me feel angry.

Negative cognition was measured using the scale from Quick
et al [35] with the following 3 items:

1. The thoughts I had while watching this video were mostly
unfavorable.

2. The thoughts I had while watching this video were mostly
negative.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e29664 | p.720https://www.jmir.org/2021/11/e29664
(page number not for citation purposes)

Hachaturyan et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


3. The thoughts I had while watching this video were mostly
bad.

Source Appraisal
Source appraisal, also called source derogation [6], refers to the
audience’s evaluation of the source of the message. Source
appraisal was examined using the question “The narrator of this
video was...” and 7 semantic differential items anchored on
either end with opposing adjectives: stupid or smart,
unknowledgeable or knowledgeable, uninformed or informed,
unintelligent or intelligent, unqualified or qualified, unreliable
or reliable, and inexpert or expert [36]. The category ratings
were scored from 1 to 5, with higher scores indicating more
favorable evaluations of the message source (reverse-coded).

Attitude
Attitude toward message advocacy was measured using the
following 4 items from Shen [37]:

1. I agree with what the message recommends.
2. I support what the message advocates.
3. I am in favor of the position in the message.
4. I endorse the claims made in the message.

Sample Size
We calculated the sample size needed for pairwise comparisons
among the 5 groups using the analysis of variance. Our
calculations resulted in a sample size of n=769 per group [31].
For a 5-way comparison, the sample size is N=3845. We
selected a sample size of N=4000 to ensure we have sufficient
power and account for attrition.

Statistical Methods
Descriptive statistics were used to obtain means and SDs of the
demographic data of the sample, which included age, sex, and
education status. We used analysis of variance to estimate the
difference in the means of the outcome measures between the
sugar intervention videos, the content placebo video, and the
placebo video. The significance level α was set at .05. Post hoc
tests with Tukey range method were used to create CIs for all

pairwise differences between the means while controlling for
family error rate. The placebo arm was chosen as the reference
group, as the placebo video did not include any content related
to sugar or health and, therefore, did not have any persuasive
intent. All statistical analyses were performed using the
statistical software R (R Foundation for Statistical Computing).

Availability of Data and Materials
The data were collected and stored on the Gorilla platform. The
study investigators own and have complete control of the
research data, which can be accessed at any time. For statistical
analysis, the data were downloaded and stored safely in a
computing system maintained by the Heidelberg University.

Ethical Approval
Ethical approval was obtained from the Heidelberg University’s
ethics committee (Universität Heidelberg Ethikkommission der
Medizinische Fakultät) on March 18, 2020, protocol:
S-088/2020.

Results

Sample Characteristics
Between December 9, 2020, and December 11, 2020, a total of
4159 participants from the United Kingdom were recruited for
the trial. After recruitment, 0.26% (11/4159) participants were
lost and another 3.24% (135/4159) participants were dropped,
as they did not complete the study for either technical reasons
(poor internet connection, video loading issues, system crash,
and so on) or other unknown reasons. Of the recruited sample,
96.48% (4013/4159) completed the trial and were included in
the final analysis (Figure 2). Table 1 provides the demographic
characteristics of the participants by group, including gender,
age, and education level. Of the sample, 60.90% (2444/4013)
were female, 32.27% (1295/4013) were aged between 25 and
34 years, and 64.09% (2572/4013) had some college education
or a bachelor’s degree. There were no significant differences
in baseline characteristics between the 5 arms, suggesting that
the randomization was efficient.
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Figure 2. Trial design.

Table 1. Summary of demographic characteristics by group (N=4013).

P valuePhysician voice
(n=807), n (%)

Mother voice
(n=806), n (%)

Child voice
(n=809), n (%)

Content placebo
(n=799), n (%)

Placebo (n=792), n
(%)

Characteristics

.83Gender

497 (61.59)485 (60.17)494 (61.06)481 (60.20)485 (61.24)Female

307 (38.04)317 (39.33)313 (38.69)313 (39.17)300 (37.88)Male

3 (0.37)4 (0.50)2 (0.25)5 (0.63)7 (0.88)Other

.96Age (years)

195 (24.16)200 (24.81)214 (26.45)184 (23.03)208 (26.26)18-24

254 (31.47)267 (33.13)266 (32.88)259 (32.42)250 (31.57)25-34

190 (23.54)167 (20.72)175 (21.63)175 (21.90)167 (21.09)35-44

120 (14.87)121 (15.01)109 (13.47)130 (16.27)120 (15.15)45-54

48 (5.95)51 (6.33)45 (5.56)51 (6.38)47 (5.93)55-59

.97Education

10 (1.24)9 (1.12)8 (0.99)13 (1.63)11 (1.39)Primary School or less

126 (15.61)131 (16.25)117 (14.46)123 (15.39)126 (15.91)Completed High School

525 (65.06)518 (64.27)530 (65.51)501 (62.70)500 (63.13)Some College, Bachelor’s
Degree

146 (18.09)148 (18.36)154 (19.04)162 (20.27)155 (19.57)Master’s Degree, Doctorate

Outcome Measures
Table 2 presents the descriptive statistics, including the mean
and SDs of all the key variables measured in this study.
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Table 2. Mean and SD of outcome variables in study arms.

P valuePhysician voice
(n=807), mean
(SD)

Mother voice
(n=806), mean
(SD)

Child voice
(n=809), mean
(SD)

Content placebo
(n=799), mean
(SD)

Placebo
(n=792), mean
(SD)

Characteristics

.922.97 (0.52)2.97 (0.54)2.99 (0.52)2.97 (0.51)2.98 (0.48)Trait reactance proneness

<.0012.20 (0.80)2.34 (0.82)2.28 (0.86)1.83 (0.68)1.46 (0.55)Threat to freedom

<.0011.95 (0.79)2.03 (0.83)1.99 (0.87)1.76 (0.69)1.56 (0.63)Psychological reactance

<.0011.90 (0.83)1.98 (0.87)1.95 (0.90)1.70 (0.72)1.51 (0.63)Anger

<.0012.02 (0.86)2.09 (0.91)2.05 (0.95)1.84 (0.79)1.64 (0.77)Negative cognition

<.0014.18 (0.65)4.14 (0.64)4.22 (0.64)4.28 (0.60)3.79 (0.60)Attitude

<.0013.72 (0.54)3.63 (0.56)3.57 (0.58)3.67 (0.52)3.91 (0.52)Source appraisal

<.0013.62 (0.75)3.59 (0.80)3.74 (0.81)3.50 (0.79)3.77 (0.78)Stupid or smart

<.0013.88 (0.67)3.86 (0.74)3.82 (0.81)3.93 (0.75)4.06 (0.71)Unknowledgeable or knowledgeable

<.0014.03 (0.62)4.02 (0.68)4.03 (0.69)4.08 (0.66)4.17 (0.59)Uninformed or informed

<.0013.72 (0.65)3.72 (0.66)3.80 (0.67)3.69 (0.67)3.96 (0.63)Unintelligent or intelligent

<.0013.56 (0.72)3.34 (0.74)3.06 (0.94)3.44 (0.68)3.75 (0.71)Unqualified or qualified

<.0013.75 (0.66)3.64 (0.72)3.57 (0.75)3.69 (0.62)3.91 (0.67)Unreliable or reliable

<.0013.45 (0.69)3.23 (0.73)2.99 (0.86)3.40 (0.65)3.71 (0.71)Inexpert or expert

Antecedents of Reactance
Trait reactance proneness and threat to freedom are antecedents
to reactance. Higher scores on trait proneness and threat to
freedom scales indicate higher proneness to reactance and
greater perceived threat, respectively. As shown in Table 2, the
mean scores for trait reactance proneness in the 5 arms were in
the mean range 2.97-2.99 (SD 0.48-0.52) with P=.92, which
did not vary significantly between the 5 arms. When comparing
the means scores for threat to freedom, the analysis revealed a
significant difference between the 5 groups (P<.001).

Furthermore, the pairwise comparisons for the threat level, using
a Bonferroni correction, indicated that participants in the content
placebo and intervention arms reported higher threat to freedom
when compared with the placebo arm (P<.001; Figure 3). When
comparing intervention arms between each other, participants
in the mother arm indicated a higher threat level than those in
the doctor arm (P=.002) but not in the child arm (P=.52).
Although the threat level in the child arm (mean 2.28, SD 0.86)
was slightly higher than in the doctor arm (mean 2.20, SD 0.80),
the difference was not found to be significant (P=.21).
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Figure 3. Mean differences in outcome measures among the placebo arm (reference arm), content placebo, and intervention arms. P values represent
the significance of the observed difference in means among the study arms.

Psychological Reactance
Psychological reactance was assessed by measuring anger and
negative cognition. Therefore, the average of all items on anger
and negative cognition indicated the total score on reactance.
Higher scores on anger implied a greater level of anger, whereas
higher scores on negative cognition suggested a higher presence
of negative thoughts following the video. Therefore, it was
expected that higher scores on reactance would indicate higher
levels of reactance triggered by the video. A 5-group comparison
revealed a significant difference in the reactance levels (P<.001).

Figure 3 shows that when compared with the placebo arm, the
content placebo and intervention arms had significantly higher
scores on reactance (P<.001). However, there was no statistically
significant difference between intervention arms, suggesting
that participants experienced the same amount of reactance
when watching the video narrated by either the child, mother,
or physician. When considering anger and negative cognition
scales separately, the analysis revealed similar outcomes, where
all arms were significantly different when compared with the
placebo arm (Figure 3) and the intervention arms did not differ
from each other (Figure 4).
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Figure 4. Mean differences in outcome measures among the placebo arm (reference arm), content placebo, and the 3 intervention arms (child, mother,
and physician). P values represent the significance of the observed difference in means between the intervention arms.

Source Appraisal
The evaluation of the message source was considered more
favorable when the participants scored high on the source
appraisal scale. The difference in means was significant between
all the study arms (P<.001). As seen in Figure 3, the pairwise
comparisons generated significant differences in mean scores
between placebo and content placebo (P<.001) as well as
placebo and intervention arms (<.001), suggesting that
participants in the placebo arm had a more favorable evaluation

of the video narrator than the participants in other study arms.
However, there was no significant difference in the appraisal
of the source between the content placebo and intervention arms
(P=.25). When comparing intervention arms separately,
participants who watched the video narrated by the physician
had higher scores, that is, a more positive evaluation of the
source, than the participants who watched videos narrated by
the child (P<.001) or the mother (P=.01; Figure 4).

Items on the source appraisal scale were also analyzed separately
for a more detailed understanding of the message source
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evaluation as source (narrator) is the major component of our
research question. As seen in Figure 5, the child narrator was
considered to be smarter than mother (P=.002) and physician
(P=.03). In addition, unlike the narrators in the content placebo
(P<.001), mother (P<.001), and doctor (P<.001) arms, the
narrator in the child arm was found to be as smart as the narrator
in the placebo arm (P=.89). However, all 3 intervention arms
(P<.001) and the content placebo arm (P=.003) scored
significantly lower on the unknowledgeable or knowledgeable
item in comparison with the placebo arm. There were no
significant differences between intervention arms on this item.
The placebo arm narrator was also seen to be more informed
than the narrators in the content placebo (P=.04) and

intervention arms (P<.001; Figure 5). The narrator in the placebo
arm was also believed to be more intelligent, qualified, reliable,
and expert than the narrators in the other 4 arms (P<.001). When
comparing the intervention arms with each other, all narrators
were considered to be equally informed and intelligent.
However, the participants in the doctor arm rated the message
source to be more qualified (P<.001), reliable (P<.001 and
P=.02), and expert (P<.001) than those in the child and mother
arms, respectively. Furthermore, the mother narrator was also
seen as more qualified (P<.001) and expert (P<.001) than the
child narrator, although the same difference was not found for
the unreliable or reliable item (P=.25; Figure 5).
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Figure 5. Source appraisal scale items. The y-axis shows the mean difference with CIs of the items in the content placebo, child, mother, and doctor
arms relative to the placebo arm (reference arm). The x-axis shows the trial arms. P values under CIs represent the significance of the observed difference
in means relative to the placebo arm, and P values over brackets represent the significance of the observed difference in means among the intervention
arms.

Attitude
Higher scores on the attitude scale suggested that participants
had a more favorable attitude toward the message advocacy.
After the analysis showed a significant difference on the attitude
score between the study arms (P<.001), pairwise comparisons
confirmed that participants in the content placebo and

intervention arms had significantly more positive attitudes
toward the message when compared with participants in the
placebo arm (P<.001; Figure 3). Furthermore, compared with
the content placebo, participants in the intervention arm had
significantly less favorable attitude toward the sugar videos
(P<.001). As the message in all 3 intervention videos was the
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same, there were no statistically significant differences between
the child, mother, and doctor arms (Figure 4).

Discussion

Principal Findings
In recent years, the use of a narrative-structured format and
video-based animation has enabled the creative use of nonhuman
and nonadult characters to promote persuasive health messages
[38]. To further explore the design of effective health
communication interventions and increase their long-term
effects, we created a SAS video that can engage global audiences
in evidence-based health promotion and be rapidly distributed
on various social media platforms. In this study, we evaluated
whether a SAS video about sugar intake could attenuate
reactance to a health message (hypothesis 1) and compared the
effectiveness of a child narrator, her mother, and physician in
reducing reactance to a message about added sugar consumption
(hypothesis 2).

We found that our SAS video aroused higher levels of reactance
when compared with a content placebo video about sunscreen
use (containing no sugar message) and a placebo video about
earthquakes (containing no health message). With respect to
our first hypothesis, we therefore demonstrate a causal
relationship between exposure to a SAS video and the
antecedents and components of reactance. In particular, our
results show that compared with the placebo video, the content
placebo video was perceived as more threatening, while the
intervention videos were seen as the most threatening. In
addition, participants who watched the intervention videos
experienced significantly higher levels of anger and negative
cognition than those in the placebo and content placebo arms.
Although psychological reactance has not been fully tested in
the context of digital health promotion, this study contributes
evidence to the existing literature on persuasion and reactance
[39].

One plausible explanation for the higher levels of reactance to
the intervention videos may be rooted in the part that describes
the death of the child’s father, which is attributed to the regular
consumption of soda drinks. Some scholars have argued that
health promotion messages can be effective when they increase
people’s fear or concern about risky behaviors that can threaten
their health [40,41]. In other words, when presented with fear,
individuals may be more motivated to change their behaviors.
The cognitive functional model by Nabi [42] suggests that before
creating a health message, authors should determine which
emotion would be most suited to their persuasive goals, adding
that fear might be best used for preventing behaviors that lead
to severe consequences, such as death. However, participants
may have perceived this part of the story as an emotional
manipulation and recognized the actual persuasive intention in
the message. Some scholars have concluded that noticing a
covert attempt to promote healthy behavior disguised as
entertainment results in reactance, whereas a more direct
persuasive attempt does not [7]. Several other studies [43,44]
have also shown that health advertising material that was
perceived to be manipulative caused more resistance and anger
and was, therefore, less effective in changing attitudes. Taking

these points into account, the removal of the emotional part of
the video, where the death of the child’s father is portrayed,
could potentially induce less reactance and negative attitudes
toward the message. This presents a possible avenue for future
research, in which we could compare videos with and without
this emotional subplot.

In this study, we focused on 1 modifiable component—the social
authority of the narrator—and its effect on reactance to a
message about reducing sugar intake. Initially, we assumed that
a child narrator would be a more persuasive messenger and
would be less likely to arouse reactance when compared with
the adult narrators (mother and physician), as the audience may
view the child as nonthreatening and lacking vested interest.
Contrary to our expectations, we found no evidence that the
child narrator attenuated reactance when compared with the
same intervention videos narrated by the mother and the family
physician. Therefore, we fail to reject the null hypothesis of H2
in that there were no significant differences between the child
and the mother and the child and the physician with respect to
the threat to freedom, anger, negative cognition, and the
combination of the last 2 components (state reactance).

However, one of the few significant differences that we observed
was in the source appraisal component, which plays a critical
role in this context. Our results show that the physician narrator
was perceived to be more qualified and reliable and has more
expertise than the child and the mother narrators. This is an
expected finding as doctors are generally seen as experts in the
health field and reliable sources of accurate and valid
information. Earlier studies have shown that message recipients
tend to be more motivated to change and persuaded by an expert
rather than a non–expert message source [45,46]. However, it
has also been suggested that the position of the person toward
the message, that is, whether it is viewed as consistent with or
discrepant from one’s current attitude toward the issue, as well
as issue relevancy determine the persuasive effect of the
message, regardless of the source expertise [47]. One study [48]
found that when participants had low relevance to the issue,
higher source expertise produced better attitudes toward the
argument, even when the message quality was manipulated.
However, when the message had high relevance, message
quality had the biggest impact on the attitudes of the participants,
whereas source expertise became a less important factor of
persuasion. Our study provides further evidence to these findings
as the videos narrated by child, mother, and physician produced
similar reactance outcomes, suggesting that the message itself
and its relevance may play a bigger role than the source of the
message.

Another minor yet interesting finding was that the participants
evaluated the child source as smarter than the mother and the
physician. A possible explanation for this difference might lie
in the fact that participants, who were exclusively adults, were
not willing to call the child narrator stupid owing to potential
social desirability bias, which is described as the tendency of
research participants to give socially desirable responses instead
of honest responses [49]. As we could not find any prior studies
that compared child narrators to adult narrators, there is no
evidence to support this assumption.
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We do not believe that design differences between the
intervention and placebo videos can account for differences in
reactance across the trial arms. This is because we were careful
to select placebo videos that were similar to the sugar
intervention video, such that all videos were short (3.42
minutes), animated, story-based, and in English. The only
systematic difference among the videos was the content of the
narrated messages (about earthquakes, sunscreen, and sugar),
which were the trial arms. Importantly, as we explain in Figure
1, the antecedents to reactance are threat to freedom and trait
proneness to reactance. This means that design differences such
as animation style, background shapes or colors, and target
audience are not hypothesized to arouse reactance and hence
are unlikely to account for differences in reactance.
Nevertheless, we acknowledge that the sugar intervention video
was narrated by a female voice, and the placebo videos were
narrated by male voices. There is evidence that men are
perceived as more credible than women, and women are
perceived as more trustworthy than men [50]. To the best of
our knowledge, there is no evidence that links the gender of the
narrator to differences in reactance, which could be a future
avenue of research.

The findings of this study make an important contribution to
the literature on digital health promotion. Several studies that
focused on added sugar reduction have used nonanimated,
web-based videos, such as a puppet show [51], expert opinion
intercut with case studies [52], video courses [53], and
storytelling interviews [54]. Unlike the SAS video in our study,
these interventions were approximately 6 to 15 minutes long,
which is longer than the optimal time required for a social media
format and focused on certain demographic groups and
populations. Although we could not support the proposed
hypothesis that a child can be a powerful and persuasive health
promotion agent, our findings indicate that the quality and
design of the health message should be considered more
carefully in persuasive health promotion. The finding that a
message with a persuasive intent, even when masked, provokes
some kind of reactance may be reasonable, but the end goal of
health promotion experts should be to create and promote SAS
videos that would lead to a minimum amount of reactance and
be almost comparable with a message in which persuasion is
absent. The avoidance of intense emotional appeal and the use
of narrative-based messages could be potentially successful
components in health message design.

Strengths and Limitations
This study had several strengths. First, we used an RCT design,
which allowed us to eliminate any potential sources of bias by
randomization. Randomization ensures that there are no
systematic differences introduced at the enrollment stage.
Second, the web-based nature of our experiment enabled us to
reach a large sample size, which ensured the quality and
reliability of the sample. The use of content placebo and placebo
videos is also an innovative feature of our study, which enabled
us to isolate the health awareness effect and content effect of
the intervention video. We are not aware of any previous study
that had such a large sample size and used a similar experimental
approach to examine the social authority of the health message
source. Once the design of the SAS video that we created is

further examined and modified, it can be used for larger
audiences on social media and other educational sources, as it
is short, simple, and quickly scalable.

Our study has several limitations. First, Prolific uses
convenience sampling to recruit participants, so that study places
are filled on a first-come, first-serve basis. Thus, a considerable
portion of responses could come from participants who are on
the web at the time a study is launched or immediately
afterward. Rapid-responder bias may be an issue if the required
sample is very small or very specific. However, our study was
general (men, women, other; aged 18-59 years; of any education
level if a UK resident) and ran continuously for 3 consecutive
days. In addition, Prolific has several mechanisms to reduce
rapid-responder bias and equally distribute study places among
active participants. For example, when a study is launched,
Prolific sends an email to a random subset of all eligible
participants every 48 hours until the sample size is reached.
Therefore, it is unlikely that rapid-responder bias will have
significantly affected our results. Second, our study had a
sampling bias toward women (60.85%, 2442/4013 females vs
38.62%, 1550/4013 males) and participants with higher
education (83.20%, 3339/4013) had a bachelor’s degree or
higher). Similar sample distributions have been reported in
several web-based studies [55,56]. It has been observed that
most participant pools in the social sciences are biased toward
Western, educated, industrialized, rich, and democratic
individuals, as they are predominantly from the United
Kingdom, United States, or Europe [57]. The generalizability
of our findings may therefore be limited to the UK and the US
contexts, and possibly to Europe. Further research should be
conducted in other settings to make the results more
generalizable to other geographies and cultures.

A third limitation is that the Prolific participants may have
chosen to participate in our study because of the sugar-related
topic. However, it is unlikely that this type of selection bias
would have considerably affected our results for one important
reason: randomization. For our RCT, we randomized participants
to either the sugar intervention video, the content placebo video,
or the placebo video, so that any topic-specific selection bias
would have been uniformly distributed across the trial arms.
Fourth, it is possible that participants may have been motivated
by financial rewards, which could introduce a selection bias.
Again, this form of bias would have been equally distributed
across the trial arms because of our randomized design. In
addition, financial rewards are standard for web-based studies
and are acceptable when the research is not focused on a specific
disease or treatment and does not involve potential risks [58].
The study reward was also relatively small (£1; US $1.37) and
most of the participants were highly educated (most had a
bachelor’s degree or higher), making it unlikely that
participation was motivated by economic disadvantage. Indeed,
previous research has reported that web-based research
participants are motivated by a variety of reasons other than
financial rewards, such as self-improvement, microtasking to
avoid wasted time, and other emotional benefits [58]. Overall,
it is unlikely that a small financial reward led to biases that
significantly affected our results. Finally, although this was
beyond the scope of our study, we acknowledge that further
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research is needed to determine if SAS video interventions for
social media can be more cost-effective than mobile health or
other nondigital approaches [59].

Taken together, the findings of this study demonstrate that the
content of health messages may have a greater impact on
reactance than the source of the message and its authority.
Moreover, the use of SAS videos on social media can facilitate

public health efforts to promote healthy behaviors to a larger
audience. The experimental design and the use of multiple
placebo groups in this study present novel approaches for further
investigation in this area. It is essential to gain a better
understanding of the unique ways in which messages about
healthy behaviors are processed and the resulting emotions and
intentions to advance health communication strategies
worldwide.
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Abstract

Background: Although the COVID-19 pandemic has left an unprecedented impact worldwide, countries such as the United
States have reported the most substantial incidence of COVID-19 cases worldwide. Within the United States, various
sociodemographic factors have played a role in the creation of regional disparities. Regional disparities have resulted in the
unequal spread of disease between US counties, underscoring the need for efficient and accurate predictive modeling strategies
to inform public health officials and reduce the burden on health care systems. Furthermore, despite the widespread accessibility
of COVID-19 vaccines across the United States, vaccination rates have become stagnant, necessitating predictive modeling to
identify important factors impacting vaccination uptake.

Objective: This study aims to determine the association between sociodemographic factors and vaccine uptake across counties
in the United States.

Methods: Sociodemographic data on fully vaccinated and unvaccinated individuals were sourced from several online databases
such as the US Centers for Disease Control and Prevention and the US Census Bureau COVID-19 Site. Machine learning analysis
was performed using XGBoost and sociodemographic data.

Results: Our model predicted COVID-19 vaccination uptake across US counties with 62% accuracy. In addition, it identified
location, education, ethnicity, income, and household access to the internet as the most critical sociodemographic features in
predicting vaccination uptake in US counties. Lastly, the model produced a choropleth demonstrating areas of low and high
vaccination rates, which can be used by health care authorities in future pandemics to visualize and prioritize areas of low
vaccination and design targeted vaccination campaigns.

Conclusions: Our study reveals that sociodemographic characteristics are predictors of vaccine uptake rates across counties in
the United States and, if leveraged appropriately, can assist policy makers and public health officials to understand vaccine uptake
rates and craft policies to improve them.

(J Med Internet Res 2021;23(11):e33231)   doi:10.2196/33231
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Introduction

The COVID-19 pandemic has affected millions worldwide. The
widespread impact of the disease has forced populations into
lockdown and self-isolation, and to social distance from each
other to mitigate the disease spread. As a result, many await the
successful development of a COVID-19 vaccine to return to
normality. However, even if one becomes readily available,
enough people need to have access or be willing to receive the
vaccine to achieve herd immunity [1]. Previous literature has
indicated disparities in vaccination rates between
sociodemographic groups, and such factors play a substantial
role in the likelihood of seeking vaccination. For example, those
with lower education and income level [2,3], and Black
individuals [4] are less likely to get vaccinated. Thus, the
purpose of the study aims to use machine learning classification
algorithms to construct a model that can predict vaccine uptake
for US counties using publicly available sociodemographic data.
Using this, public health officials can develop targeted
interventions for specific populations to promote vaccine uptake
by forecasting future vaccine behaviors. With the recent
development in technological methods, researchers’ use of
machine learning methods to predict the likelihood of health
behaviors has been on the rise. Previous studies have used
XGBoost (extreme gradient boosting), a decision tree–based
machine learning algorithm that uses a gradient-boosting
framework, to build predictive models for vaccination uptake
levels for influenza [5] and childhood immunizations [6]. Given
the urgency of public health officials to encourage COVID-19
vaccination worldwide, such methods have substantial
applicability in the current epidemiological context. Although
many studies have investigated the impact of sociodemographic
factors on vaccine uptake on a national level, research on a
county level is scarce. Additionally, the use of data on smaller
regions allows for a better understanding of local vaccine
behaviors. This study seeks to fill this knowledge gap by
incorporating a broad range of sociodemographic characteristics
between US counties to predict COVID-19 vaccination uptake.

Methods

Sourcing the Data
Sociodemographic and socioeconomic data was collected from
the US Department of Agriculture [7-9], the US Centers for
Disease Control and Prevention [10], US Bureau for Labor
Statistics [11], US Census Bureau COVID-19 Site [12-24], and
Simple Maps US Counties Database [25]. In each database,
data was collected for each US county and identified by its
Federal Information Processing System (FIPS) code. This study
included 2862 US counties out of 3007, and the counties were
used based on the overlapping FIPS codes between data sets.
The state of Texas was excluded as they did not release their
COVID-19 vaccination data. The data set includes data collected
between 2015 and 2021.

From these databases, 83 sociodemographic factors were
collected and organized into 20 categories: education, ethnicity,
income, employment, poverty, household size, population
density, age, sex, disability status, access to technology,

language spoken, health insurance, occupation, location, housing
tenure, educational enrollment, grandparents taking care of
grandchildren, access to income benefits, and working at home.
Each category has between 1 and 14 subfactors. For example,
the education category’s factors are the percentage of adults
with less than a high school diploma, percent of adults with a
high school diploma only, percent of adults completing some
college or associate degree, and percent of adults with a
bachelor’s degree or higher. A complete list of factors and their
associated categories can be found in Table S1 in Multimedia
Appendix 1. In addition, the percent of adults fully vaccinated
against COVID-19 was found from the US Centers for Disease
Control and Prevention [10]. The percentages are representative
of vaccination data from May 21, 2021.

Creating a Universal Model
XGBoost Regressor was used as the predictive modeling
algorithm to create a supervised regression model. XGBoost
was chosen over other traditional machine learning methods
because it is a decision tree–based model. This particular method
can closely mimic the adaptive and consequential nature of the
human decision-making process. In other words, a decision
tree–based model can mimic how humans consider the potential
outcomes of their actions before making a decision. Thus, our
model provides a more accurate real-life depiction of how
certain sociodemographic factors lead to decisions to take the
vaccine. Furthermore, from an analytical standpoint, XGboost
prevents overfitting and brings performance improvements
compared to other traditional machine learning methods (eg,
linear regression, elastic net, and random forest) since it uses a
more regularized model formalization. In short, regularization
is the process of adding information to solve a problem without
overfitting, a process where a model fits too closely to its
training data [26].

Other than performance alone, XGBoost has demonstrated great
accuracy over other methods. For example, a previous study
comparing the accuracy of different predictive modeling
algorithms shows that XGBoost shows the highest accuracy
score compared to other methods such as logistic regression,
naive Bayes classifier, decision trees, and random forest [27].
Furthermore, XGBoost has demonstrated to learn better tree
structures over decision tree models that use gradient boosting
since XGBoost uses Newton boosting instead [28].

Lastly, we chose XGBoost because of its previous track record
in the competitive machine learning scene. For example, in
2015, when Kaggle published the 29 winning solutions on their
blog, it was found that 17 solutions used XGBoost [26]. The
data science platform has also interviewed many of their
top-ranking competitors on several occasions, and when asked
what their favorite machine learning algorithms were, four
members who have ranked as number one responded with
XGBoost [28]. The annual data mining and knowledge discovery
competition KDDCup 2015 further elucidates the system’s
prevalence, where the top 10 winning teams used XGBoost
[26]. Examples of problems in these winning solutions include
store sales prediction, ad click-through rate prediction, and
hazard risk prediction [26]. The evident success of this method
in solving myriads of real-life scenarios and problems
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demonstrates its effectiveness and versatility in predictive health
modeling.

In conclusion, with the aforementioned factors, XGBoost is a
highly effective, efficient, and robust machine learning method
with many benefits toward the needs of our paper.

Hypertuning Parameters for XGBoost
We used ExhaustiveGrid Search Cross-Validation
(GridSearchCV) to perform five folds for each of the 384
permutations (totaling 1920 fits) to search for the optimal
parameters to use in our XGBoost model to provide the highest
accuracy in predicting vaccination uptake, specifically for our
particular data sets. The learning rate represents how quickly

an error is corrected from each tree. The max_depth determines
the maximum depth a tree is allowed to grow during each
boosting round. The min_child_weight is the minimum sum of
instance weight needed in a child.

The subsample parameter randomly sets how much some of the
training data is sampled prior to growing trees to prevent
overfitting. The colsample_bytree parameter is the subsample
ratio of columns when constructing each tree, again to prevent
overfitting. N_estimators represent the number of trees to grow
for the model. The range of parameters that we searched for the
best fit is in Table S2 in Multimedia Appendix 1. The parameters
we used in our model after computational fit (grid search best
score of 0.5523) are illustrated in Table 1.

Table 1. Selected tuning parameters that were chosen after computational fit (grid search best score of 0.5523).

RangesParameters

0.01Learning rate

9max_depth

3min_child_weight

0.7Subsample

0.7colsample_bytree

1000n_estimators

Evaluating the Model’s Accuracy and Error
We adopted the use of k-fold cross-validation using the
Scikit-learn package in Python (Python Software Foundation)
to determine our accuracy score. A cross-validation method was
chosen due to its ability to estimate the skill of a machine
learning model based on unseen data. This can provide an
estimate on how the model performs when used to make
predictions on data not used during the training of our
model—our accuracy percentage. The k-fold cross-validation
uses a method where the cross-validation method is split into
several groups that a given data sample is to be split into, defined
by k. We chose a k value of 10, as this value is shown to have
test error rate estimates that do not have high bias or high
variance [29]. The final percentage accuracy representation
produced by our k-fold cross-validation analysis is the
percentage alignment with vaccination rates (percentage of
population) in the test set with the predicted values.

We leveraged the root mean squared error (RMSE) to calculate
our model’s error, as RMSE is measured in the same units as
the target variable (vaccination uptake percentage), providing
us with a better interpretation and understanding of the errors
of our models. RMSE measures the square root of the sum, for
the vaccination uptake, of the square of the difference between
the predicted (yj) and actual vaccination uptake (ŷj), divided by
the number of counties.

Evaluating a Feature’s Importance
We used XGBoost’s built-in feature importance, permutation
analysis, and SHAP to understand how each feature drives our
model’s prediction score. Comparing these three aggregated

methods allows us to understand how covariates contribute to
the model fitting and the importance of the features we used for
our vaccination model, rather than simply using one method.
To avoid bias due to specific feature categories containing more
factors, we used Breiman’s permutation-based measures to
assess the importance of a feature by calculating the degree of
increase in the model’s prediction error after their values are
permuted, otherwise known as randomized ablation [30]. This
approach provided us with a way to investigate the independent
predictive power of each category without building separate
machine learning models for each feature category to do so. We
performed permutation analysis using the Python Scikit-learn
library. The SHAP library provided a game-theoretic approach
to determine an overview of which features are most important
for a model by plotting the absolute mean SHAP value in a bar
graph [31]. Lastly, XGBoost’s built-in feature importance
calculated how important a feature is from its corresponding
score. We then aggregated the top five features from these three
methods; then, we selected all features demonstrated in the three
feature importance analysis methods as our final list of selected
important features driving vaccination uptake.

Results

Using XGBoost’s regressor function hypertuned with custom
parameters, our model predicted the percentage of COVID-19
vaccination uptake per county with an accuracy of 62%. This
accuracy score was calculated based on the k-fold
cross-validation average score.

Our model demonstrated relatively low errors using RMSE
analysis, where it demonstrated a 0.08% vaccination uptake
percentage error compared to the test model and 0.05%
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vaccination uptake percentage error compared to the actual
model.

The choropleth map of US counties shown in Figure 1
demonstrates our machine learning model’s predicted percentage
of vaccine uptake. White areas on the choropleth maps represent

areas with no vaccination uptake data or other missing
sociodemographic data.

In Figure 2, the choropleth map of US counties shows the
difference between actual uptake and predicted uptake, and
highlights counties where our model was less accurate in
predicting vaccination uptake.

Figure 1. Predicted vaccination uptake percentage by US counties. White areas represent areas with no vaccination uptake data.

Figure 2. Accuracy of the model in predicting actual vaccination uptake by US county. The darkest shades of red represent lower prediction accuracy,
with white representing the highest prediction accuracy.
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Figure 3 highlights the top five features generated from
XGBoost’s built-in plot importance function in ranking order
of importance. The top five features that were identified to drive
XGboost’s predictive model were geographic location
(longitude, latitude), adults with less education (percent of adults
with a high school diploma only), indigenous population
(percent non-Hispanic American Indian/Alaska Native), and
median household income (median household income percent
of the state). The top 25 features generated from XGBoost’s
built-in plot importance can be found in Table S3 in Multimedia
Appendix 1.

Figure 4 illustrates the top five features generated by the Python
Scikit-learn package permutation importance function in ranking
order of importance. The most notable features found are
geographic location (longitude, latitude), education (percent of

adults with less than a high school diploma), online access
(households with broadband internet), and income (median
household income percent of the state). The top 25 features
generated by this approach can be found in Table S4 in
Multimedia Appendix 1.

Figure 5 demonstrates the top five features generated by SHAP
in ranking order of importance. The top significant features that
SHAP found to drive our predictive model based on SHAP were
geographic location (longitude, latitude), education level
(percent of adults with less than a high school diploma, percent
of adults with a bachelor’s or higher), and online access
(households with broadband internet). The ranking influence
of the remaining features generated by this approach can be
found in Figure S2 in Multimedia Appendix 1.

Figure 3. The top five identified sociodemographic factors to predict vaccination uptake by XGBoost's built-in feature importance analysis function.

Figure 4. The top five identified sociodemographic factors to predict vaccination uptake found by permutation analysis.
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Figure 5. The top five identified sociodemographic factors that drive the model's prediction for vaccination uptake found by SHAP.

Discussion

Our XGBoost model scored a 62% accuracy score in predicting
vaccination uptake based on 83 sociodemographic factors in
this study. We also determined that geographic location,
education, household accessibility to broadband internet, median
household income, and ethnicity were the six main factors
driving our model’s prediction across analyses done by
XGBoost, permutation analysis, and SHAP.

Accuracy of Predictive Modeling
Our machine learning model scored a k-fold cross-validation
accuracy score of 62%, representing the model’s ability to
accurately predict vaccination uptake based on
sociodemographic factors. The accuracy score alone does not
provide sufficient information regarding the mechanism by
which a sociodemographic factor impacts a population.
However, the machine learning model can produce a choropleth
with individualized percentage accuracy scores per county,
where health authorities and governing bodies can use these
percentage scores to visualize areas with lower than average
vaccination uptake. Therefore, the results of this machine
learning analysis can advise those in charge of mitigating the
pandemic in identifying at-risk areas in need of targeted
vaccination campaigns.

In Figure S1 in Multimedia Appendix 1, we plotted the actual
vaccine uptake per county on a choropleth of the United States.
Darker regions represent areas with higher vaccination rates,
while lighter regions represent areas with lower vaccination
rates. Figure 1 shows our machine learning model’s predicted
vaccination rate per county. When comparing the two plotted
maps, the observed differences between the actual and predicted
models were less distinct, denoting evidence of our model’s
ability to visualize vaccination uptake accurately. The state of
Texas was excluded from our map, as they did not release their
COVID-19 vaccination uptake data.

However, our current model does not consider additional
nonsociodemographic factors such as policies enacted by local

governments, political views in local areas, and citizens’general
behavior, limiting our model’s accuracy score. Therefore, to
encompass vaccination rate and increase the accuracy score of
our model, we must also view nonsociodemographic factors,
as they can also substantially drive an individual’s decision to
take the vaccine.

To further evaluate the accuracy of our regression model, we
generated a choropleth identifying the counties where our model
had difficulties or ease in predicting vaccination (Figure 2). As
evident, there are few counties where the model had low
prediction accuracy—the worst being a 27.4% to 34.0%
difference between the predicted and actual vaccination uptake.
The two counties where the regression model struggled with
predicting the most are Santa Cruz, Arizona (AZ) and West
Feliciana, Los Angeles (LA). As well, other counties that the
model yielded a 20.8% to 27.4% difference between predicted
and actual vaccination uptake are McKinley, New Mexico (NM);
Blaine County, Montana (MT); and Blaine County, Idaho (ID).

The generated prediction accuracy choropleth in Figure 2 can
be helpful for public health authorities since it identifies which
counties the model was accurate or inaccurate in predicting
actual vaccination uptake. With this knowledge, officials and
health governing bodies can better understand and decide which
areas they need to target their efforts toward. In addition, the
counties that our analysis has identified to have low prediction
accuracies, such as Santa Cruz, AZ, can be an avenue for future
research to investigate why there was a high prediction error in
those particular counties.

As well, the predictability accuracy can allow public health
authorities in future pandemics to predict more precisely an
estimated vaccination uptake based solely on sociodemographic
factors. Thus, targeting ahead of time areas that should prioritize
education on vaccination safety and why it is essential to receive
the vaccine.

Feature Importance
The significance of the top identified sociodemographic features
by our model—location, education, ethnicity, income, and access
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to the internet—provide a vivid portrayal of the current social
climate in the United States and is calculated by using
XGBoost’s built-in feature importance (Figure 3), permutation
analysis (Figure 4), and SHAP (Figure 5).

Based on the following three methods in determining feature
importance, we determined that geographic location has the
most influence on our prediction model, with both latitude and
longitude ranking first or second, respectively. As well, the third
feature is primarily dominated by an educational-based factor
(school level).

Our feature importance analyses ranking location and education
so highly also provides a more comprehensive look at other
aspects of American features that are prominent presently, such
as lack of education and political divide in rural areas compared
to more populated areas. Our evidence supports that these
sociodemographic factors significantly influence disparities in
access to health resources and must continue to be the focus of
public and government efforts to decrease the gap.

Longitude and Latitude
Based on our feature importance analysis methods, our machine
learning model determined that longitude and latitude were the
top two most crucial factors across all three methods, suggesting
that geographic location plays the most prominent role in
vaccine uptake. There may be an interaction term between
longitude and latitude, given there may be a three-way
relationship between longitude, latitude, and vaccine uptake.
In past research studies, individuals residing in the western
United States were more likely to refuse their children’s
vaccinations [32], and a recent study found that COVID-19
vaccination coverage is lower in rural counties [33]. In addition,
population density, which ties in closely with the significance
of a geographic region, ranked ninth in importance on our factors
list. With this in mind, our results demonstrate that geographic
location has a clear role in driving vaccination uptake. However,
our results do not precisely determine the direct relationship
between how geographic location influences vaccine uptake.
Therefore, future research could explore the specific
implications of location and living in rural areas to determine
where additional COVID-19 vaccination centers can be opened.

Education
Although this study explored several educational factors related
to level of education and educational enrollment, the factor with
the highest rank of importance was the percent of adults with
a high school diploma only. This factor ranked third in
importance, and two other educational factors ranked in the top
8 factors.

Previous research has indicated a relationship between vaccine
uptake and education. In a study, individuals who had attained
higher levels of education were more likely to accept vaccines
as safe [34] and vaccinate individuals in their care, such as their
children [35]. As our results do not determine the direct
relationship between education and vaccine uptake, it cannot
be concluded that level of education increases or decreases
vaccine uptake. However, our results demonstrate that
educational groups separated by secondary school attainment
could be an important factor in determining whether an

individual will receive the COVID-19 vaccine. Therefore, future
research could explore this specific factor and how it impacts
vaccine uptake.

Ethnicity
Despite being twice as likely to die from COVID-19 [36], there
is consistent evidence that ethnic minority groups are less likely
to be vaccinated for the virus (eg, [37]) compared to their White
counterparts. Factors that have been explained to drive this
inequality include differences in vaccine hesitancy [38], attitudes
toward vaccines [39], and trust in distributing pharmaceutical
companies between ethnic groups [39]. In our findings, ethnicity
is the fourth most important factor associated with vaccination
uptake, providing evidence that an individual’s cultural
background is substantially associated with whether or not they
receive vaccination. Thus, these findings provide support that
there is a need for the development of special efforts to target
historically marginalized populations in vaccination campaigns
and increase vaccination rates among those groups with low
uptake.

Median Household Income
In previous studies, individuals from lower-income households
were less confident in the importance of vaccines [40] while
also being more vulnerable to the impacts of COVID-19 [35].
Household income also relates closely to socioeconomic status,
and individuals belonging to higher socioeconomic status groups
are more likely to receive vaccines [41]. This combination of
factors stemming from income and financial status may impact
an individual’s ability and willingness to receive the COVID-19
vaccine. Our finding that household income is an important
factor in vaccine uptake is consistent with previous literature.
However, our results do not determine if lower or higher income
households are more likely to receive the COVID-19 vaccine.
Therefore, more research is needed to explore the relationship
between these two factors. However, given the previous
evidence that individuals from lower-income groups are less
likely to receive vaccinations, vaccine campaigns could further
target their efforts toward lower-income groups to ensure that
more individuals have access to vaccines and have confidence
in them.

Internet Accessibility
Our feature importance analyses also revealed that household
access to broadband internet was significant in predicting
vaccination uptake. This is an important find, as digital
technology played a substantial role during the COVID-19
pandemic in communicating health information from
administrations to the public, aiding disease surveillance, and
developing mobile health apps [42]. In addition, the convenience
of social media enables many communities, particularly
historically marginalized groups, to access critical COVID-19
data and information more readily and easily. Thus, many public
health agencies sought online appointment platforms to assist
with their vaccination booking processes during the pandemic.
This means that having direct access to the internet can play a
role in determining whether an individual can receive a vaccine.
However, being knowledgeable and literate on how to use it
may possibly be even more pivotal.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e33231 | p.740https://www.jmir.org/2021/11/e33231
(page number not for citation purposes)

Cheong et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Published studies have reported racial and educational
differences in digital literacy. For example, a US Department
of Education report posits that Black people were twice as likely
to be digitally illiterate than their White counterparts [43]. An
individual’s level of formal education also affects their
knowledge of computer literacy [44]. Such factors may
contribute heavily to the ability of individuals to identify
misinformation on the internet and the desire to get a COVID-19
vaccination—otherwise known as the degree that they are
vaccine hesitant. The World Health Organization has cited
vaccine hesitancy as one of the top 10 threats to global health,
as this delay in acceptance threatens the process of tackling
widespread viruses and diseases [45].

With the study’s finding that asserts that household access to
the internet is primary in predicting one’s vaccination uptake,
we can bring forth awareness to public health officials about
the importance of centering their efforts in providing greater

accessibility to broadband internet in communities that may not
have widespread internet use and teach them about digital
literacy. This will enable those communities with the skills to
critically interpret the vast proliferation of health information
during this pandemic. Doing so could potentially help certain
groups alleviate vaccine concerns, better understand the
scientific rationale behind vaccines, and recognize
misinformation when they encounter it.

Conclusions
Although in the United States, COVID-19 cases are moving
toward a downward trajectory and counties are beginning to
fully reopen, the study is important for future pandemics or
even if new variants may require new vaccination development.
Furthermore, by constructing a model that can predict future
vaccine behaviors in US counties, we can better advise public
health authorities in advance, allowing them to prepare areas
of vaccination campaign focus more efficiently and effectively.
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Abstract

Background: The foray of COVID-19 around the globe has certainly instigated worries in many people, and lockdown measures
may well have triggered more specific worries. Sweden, more than other countries, relied on voluntary measures to fight the
pandemic. This provides a particularly interesting context to assess people’s reactions to the threat of the pandemic.

Objective: The general aim of this study was to better understand the worried reactions to the virus and the associated lockdown
measures. As there have been very few longitudinal studies in this area published to date, development of feelings of worry over
time was analyzed over a longer range than in previous research. Affective variables, worry in particular, were included because
most of the research in this field has focused on cognitive variables. To employ new methodology, ecological momentary
assessment was used for data collection and a multilevel modeling approach was adopted for data analysis.

Methods: Results were based on an unbalanced panel sample of 260 Swedish participants filling in 3226 interview questionnaires
by smartphone over a 7-week period in 2020 during the rapid rise of cases in the early phase of the pandemic. Causal factors
considered in this study included the perceived severity of an infection, susceptibility of a person to the threat posed by the virus,
perceived efficacy of safeguarding measures, and assessment of government action against the spread of COVID-19. The effect
of these factors on worries was traced in two analytical steps: the effects at the beginning of the study and the effect on the trend
during the study.

Results: The level of general worry related to COVID-19 was modest (mean 6.67, SD 2.54 on an 11-point Likert scale); the
increase during the study period was small, but the interindividual variation of both the worry level and its increase over time
was large. Findings confirmed that the hypothesized causal factors (severity of infection, susceptibility to the threat of the virus,
efficacy of safeguarding, and assessment of government preventive action) did indeed affect the level of worry.

Conclusions: The results confirmed earlier research in a very special case and demonstrated the usefulness of a different study
design, which takes a longitudinal perspective, and a new type of data analysis borrowed from multilevel study design.

(J Med Internet Res 2021;23(11):e26743)   doi:10.2196/26743

KEYWORDS

COVID-19; coronavirus; longitudinal studies; EMA; worry; fear; pandemics

Introduction

When a serious health threat approaches, people have to decide
whether any protection measures are called for. When it comes
to explaining or predicting self-protective behavior as a response

to the threat of a communicable viral infection, theorizing and
empirical results related to cognitive predictors are available in
abundance. These are most prominently represented by the
cognitive factors of threat severity [1] and perceived personal
susceptibility [2] in the process of impression formation, the
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efficacy of measures against the threat (response efficacy [3]),
and one’s ability to follow these measures (self-efficacy).
Several conceptualizations and theories stand at hand to show
a comprehensive picture of how all of these aspects fit together
[4-10].

Besides these cognitive predictors, there are also elements of
affective or emotional factors of self-protective behavior, which
are treated together with cognitive factors in some cases and
are treated separately in other cases. For instance, Harper and
colleagues [11] summarize that research has paid substantial
attention to public communication, but only little attention has
been paid to character and emotion as factors of protection
behavior. However, the literature on affective reactions in
pandemics seems to be mainly concerned with the consequences
rather than with the predictors of worry. In a study on the
responses of a Chinese population to the pandemic, MacKay et
al [12] reached a similar conclusion for the “routes to anxiety
over disease contraction,” which they refer to as “understudied.”
Assuming theoretical positions, Presti et al [13] argue that fear
is an integral part of pandemics, which is mostly damaging but
can also be contained (see also [14]). Early results from
application of the Fear of COVID-19 Scale (FCV-192), a
questionnaire designed for use worldwide, bear witness to this
fact (eg, [15]).

Evidence of strong affective reactions to COVID-19 among the
public is highlighted by the calls to action raised by Asmundson
and Taylor [16,17], who refer to the first survey studies in
connection with the global COVID-19 crisis. Several researchers
have aimed to interpret the consequences of COVID-19
clinically and presented them as mental conditions [18,19],
compared anxiety related to the present virus with the health
anxiety trait measured several months earlier, and linked this
anxiety with “cyberchondria,” an exaggerated need to seeking
health information [20]. The concept of a behavioral immune
system [12] was tested and largely confirmed, supporting the
assumption that individuals take actions that involuntarily
protect them from infection at times of a pandemic [21].

If fear indeed takes this role, this could explain the acceptance
of restrictions in the fight against the virus that was found in a
study from Denmark [22]. In a British study, Harper et al [11]
assessed the self-perceived risk of contracting COVID-19, fear
of the virus, moral rules, and political ideology on behavior
change in response to the pandemic. Fear of COVID-19 turned
out to be the only predictor of adopting protective measures
[11]. In a Turkish study, the very same variable, fear of
COVID-19, was shown to affect several mental variables [23].
These findings provide sufficient reason to perform more
research on the potential effects of trait and situational emotional
states, and in particular of worries and fears of communicable
viral infections, on behavioral intentions for protecting oneself.

Worries and fear are not only important as a predictors of
behavior but it is also relevant to ask how emotions develop
and to identify their predictors. A longitudinally designed
Chinese study of emotional reactions to fear of communicable
diseases, severe acute respiratory syndrome (SARS) in this case,
found that older and middle-aged people experienced less anger
and had less need for emotion-focused coping skills in

comparison with younger adults. Over the complete study
period, emotion-focused coping increased more among the older
and middle-aged population than among the younger
participants; however, this trend was reversed at the peak of the
SARS outbreak. The overall age differences were then reversed
by the end of the outbreak. Findings of this study suggest that
older adults may be better at emotional regulation than their
younger counterparts: they react to a crisis with less anger and
are better able to adapt their coping strategies to the changing
environment [24]. This volatility of coping abilities motivated
us to focus on worry, as a disagreeable and often uncontrollable
state, in our present analysis. A review of demographic and
attitudinal determinants of protective behaviors during a
pandemic showed that being a woman, having a higher
educational level, and being older are associated with behavior
modification. Additionally, individuals’perceived susceptibility
to and severity of the disease, as well as stronger belief in the
effectiveness of recommended safeguarding behaviors predict
behavior change. Moreover, trust in authorities and a higher
level of anxiety were also associated with compliance with
protective behaviors [25].

Assuming that emotions affect behavior, identifying the causal
influences on emotions is an eminent question. Focusing on
three serious mental conditions as dependent variables
(depression, anxiety disorders, and posttraumatic stress
disorder), a study performed in Spain found that the elderly, the
well-off, and people who felt adequately informed of COVID-19
developed these mental conditions less often, whereas women,
people with a history of mental conditions, those with present
COVID-19 symptomatology, and those with experience of
others close to them having COVID-19 had increased mental
health symptoms. Spiritual well-being was the best predictor
for avoiding mental health symptoms and loneliness was the
highest risk factor [18]. The measures taken against the spread
of the pandemic also have to be considered as a separate source
for adverse mental states [26].

There are few studies of the COVID-19 pandemic that assumed
a longitudinal perspective. A German survey study showed that
participants reported significantly increasing virus-related
anxiety in the months before the survey. As these months were
over when the survey was fielded, the information about the
trend development had to be collected retrospectively.
Cyberchondria in the pandemic was associated with current
virus anxiety, and the association was moderated by the trait
health anxiety. Subjectively adequate information on the virus
lowered current virus anxiety [27].

A Chinese study of the mental health and affective consequences
of confinement shortly after the virus appeared in Wuhan also
adopted a longitudinal perspective by repeating measures from
before confinement to 2 weeks into confinement. Such an
approach may be adequate for studying the consequences of
confinement on those who had to suffer from it, but does not
suffice as a major step in assessing the time series on
macrosocial responses to the pandemic [28]. As an aside, such
research suggests, as do other experts in the field [13], that
people should be put in quarantine only after benefits have been
weighted against risks.
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Based on these considerations, the aim of this study was to
describe the development of Swedish people’s reaction to the
spread of the COVID-19 virus (SARS-CoV-2), measured
predominately as general worries related to the pandemic. The
observations from previous studies highlighted above led to
some conclusions for our study. As cognitive predictors of
self-protective behavior have so far been studied more broadly
than affective predictors, we were more interested in the latter,
and finally chose a design that contained predictors of both
types. The dynamic nature of affective reactions and fears
demands studies with a longitudinal design; yet, such designs
have hardly ever been employed in studies on the subject. To
fill this gap, we used a longitudinal design with data from a
range suitable to describe change over time during the very
early phase of the COVID-19 pandemic. We also employed
newly developed methods for data collection and data analysis.
In a longitudinal design with high-frequency measures of 1 day,
we employed an ecological momentary assessment (EMA)
design for data collection. EMA has been discussed and
successfully used for a variety of subjects [29-32]. For data
analysis, a multilevel modeling approach was employed.

During the early phase of the COVID-19 pandemic, government
assessment, communication, and actions taken highly differed
between countries. Although many governments decided to
lock down large parts of society in an attempt to curb the spread
of the virus, the Swedish society, by contrast, was not closed,
but safeguarding measures were launched, and the population
was urged to voluntarily follow recommendations similar to a
lockdown. Relying on voluntary recommendations gives the
population’s perceptions and opinions of the threat created by
the pandemic a special importance. At the same time, the
expectations from the government and other authorities on
individuals to show solidarity, take responsibility, and follow
recommendations and regulations were strong in Sweden [33].
Some formal restrictions such as prohibition of visits to homes
for the elderly and rules for distancing at restaurants were also
implemented. During this period, the number of deaths increased
dramatically and reached considerably higher levels compared
to, for example, the surrounding Nordic countries. The Swedish
government’s policy was widely debated and strongly
questioned. For example, it was suggested in national and
international media that the population was exposed to an
“experiment.” However, by the end of April 2020, Sweden’s
policy was also supported by the World Health Organization
as a “role model” [34].

The aim of this study was to assess worries of COVID-19,
predictors of these worries, as well as individuals’ evaluations
of the lockdown measures in Sweden. Moreover, as there have
so far been very few longitudinal studies in this research area,
the aim was to study development over time for a longer range
than adopted in previous research. Special attention was paid
to affective reactions, the stronger of which are potentially
harmful such as panic or maybe fear, and the weaker of which
might support administrative measures that restrict liberties for
a period of time.

Methods

EMA Design
The aim of this study was predominately descriptive as it
intended to document levels and changes in worry at the
individual level during the early phase of the COVID-19
pandemic in Sweden. The analysis also pursued a secondary
aim to demonstrate that data collected by a smartphone with an
EMA tool in daily rhythm can be a basis for meaningful analyses
of the formation and change of emotions toward a phenomenon
such as the COVID-19 pandemic. EMA was developed to study
mood management and has typically been applied by paper and
pencil before the ubiquity of the smartphone [35-38].
Respondents are contacted by EMA, with contacts serving as
a reminder that a questionnaire is due, as a device to place the
time of the interview at a particular hour of the day, or in
juxtaposition to particular events. A meta-analysis turned to
positive perceptions of one’s well-being and documented studies
that asked participants questions up to 12 times a day that were
to be answered on their phones [36]. Objective measures of
physiological variables are compatible with the methodology,
but have not been employed very often to date.

Huckins et al [38] took the chance to add another wave of
interviews to an ongoing study of students’ mental health to
assess the reactions toward the pandemic in the spring of 2020,
employing smartphone EMA technology. They found students
to be more depressed and more anxious than they had been in
a comparison period prior to the pandemic. Our aim was to
demonstrate the suitability of smartphone-based EMA
technology beyond the study of mood.

Recruitment and Sample
Initially, students at the Department of Psychology, Umeå
University, Sweden, were informed of the study via email. An
article describing the study in the local newspaper in Umeå also
attracted participants. PRO, an organization for retired people
in Umeå, was also approached. An online invitation letter was
available from March 25 to May 17, 2020. A link to the website
with the invitation letter was distributed across social media all
over Sweden, and participants came from the whole country.
These procedures clarify that we never aimed at a representative
sample, and thus we do not claim representativity.

The invitation letter detailed the purpose of the study, use of

the Smartphone Ecological Momentary Assessment (SEMA3)
app [39] for distributing questionnaires, the load of
questionnaires to be answered (how many, how often, how
long), and informed of participants’ voluntary cooperation and
rights; General Data Protection Regulation (GDPR) legislation
was followed. Participants received an email for downloading
the app. Participants first received an introduction survey
covering sociodemographic variables, followed by daily surveys
with thematic questions.

Owing to the different dates of entry to and exit from the study,
different lengths of participation in the study, and different
spacing between surveys, our sample presents unbalanced panel
data [40]. Overall, 328 adults participated in the survey; given
that three survey waves are considered to be the minimum for
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performing a multilevel analysis [41], we dropped all
participants who only completed the first introductory survey
and one or two additional surveys (n=68). 31% (21/68)
completed only one survey, 31.5% (22/68) completed two, and
37% (25/68) completed three surveys, including the introduction
survey. For inclusion in the study, participants had to (1) be of
adult age (18 years or above), (2) be fluent in Swedish, and (3)
have access to a smartphone (or a tablet).

The mean age of the analytical sample was 49.6 (SD 15.75)
years, 76.7% (201/262) were women, and 80.9% (212/262) had

received an academic education or were enrolled in such an
institution at the time of the survey.

No gender, age, and education differences were found between
dropouts and remaining participants, the latter of whom were
included in the final sample (N=262). Participants in the final
sample handed in between 4 and 28 surveys, including the
introduction survey. This amounted to a mean of 12.3 (SD 5.46)
surveys per participant. Table 1 presents an overview of how
many participants replied to how many surveys. The total
number of surveys we received from the sample of respondents
was 3226. The analyses reported below are based on these cases.

Table 1. Number of questionnaires filled in per participant (N=268).

Participants, n (%)Number of completed interviews

18 (6.7)4

14 (5.2)5

11 (4.1)6

21 (7.8)7

12 (4.5)8

23 (8.6)9

10 (3.7)10

10 (3.7)11

10 (3.7)12

32 (11.9)13

10 (3.7)14

18 (6.7)15

17 (6.3)16

18 (6.7)17

8 (3.0)18

11 (5.2)19

4 (1.5)20

10 (3.7)21

3 (1.1)22

5 (1.9)23

1 (0.4)24

1 (0.4)25

0 (0)26

0 (0)27

1 (0.4)28

Data Collection

We used the SEMA3 tool [39], a readily downloadable app at
no charge to participants who possessed a smartphone with
either the Android or iOS operating system. The tool was
developed by a group of researchers at the Melbourne School
of Psychological Sciences and is suitable for conducting
intensive longitudinal survey research [42]. This tool allows for
delivering surveys at fixed points in time or at fixed time
intervals. During the period of data collection of almost 8 weeks,

new questions were added to closely monitor the development,
ask questions of relevance for participants, and assess reactions
close in time to experiences, as in line with the EMA
methodology.

Questions related to our dependent variable (general worry of
COVID-19) and major independent variables (severity,
susceptibility, and efficacy of safeguard measures) were asked
every day. Other questions were scheduled at different intervals,
covering aspects such as propensity for behavior change,
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personal response efficacy, and social factors such as loneliness
due to the pandemic. Each day at 10 AM, a survey was released
and participants then had 12 hours to complete it. The first
thematic survey could appear on the same day as the
introduction survey. Not all participants responded on a daily
basis.

After approximately 14 days, participants were thanked,
irrespective of the number of surveys they had handed in. They
were also asked about their experience of taking part in the
study and invited to continue at a lower rate, twice a week.
Nevertheless, the dependent and major independent variables
were contained in every questionnaire. Assessment of
governmental actions appeared in the survey for the first time
on April 1, 2020. Questions on specific aspects of worry were
added to the survey from April 16, 2020, onward.

No personal data were collected since each participant was
assigned a code without any link to the participant’s ID number
or postal address. Moreover, no sensitive information was
collected. A risk and vulnerability analysis was carried out in
collaboration with the Information Technology Service
Department at Umeå University according to a standardized
protocol documenting information types and assessment of the
information based on security aspects of confidentiality,
accuracy, and accessibility. Thereafter, a risk analysis was
performed.

Measures

Survey Design
Most survey questions were adapted from previously used
measures in a small pilot study, translated from English to
Swedish, and tailored to fit the study setting. Questions on
specific worries and trust in government were originally
formulated in Swedish. Unless otherwise noted, the following
measures were assessed on a 7-point Likert scale ranging from
1 (“do not agree”) to 7 (“agree”).

Worry
Worry was measured by a single item question, “To what extent
are you worried about the coronavirus?” on a scale from 0-10,
where 0 corresponds to “not worried at all” and 10 corresponds
to “very worried” (mean 6.67, SD 2.54). This question was part
of every survey, including the introduction survey. Using a
single item is justified by the need to keep the daily
questionnaire as short as possible to reduce the number of
possible dropouts.

Specific worries were assessed with respect to five items once
a week as of April 16: “Are you worried about getting infected
by the coronavirus yourself?” “Are you worried about someone
close to you being infected by the coronavirus?” “Are you
worried that your personal finances have or will be affected by
the spread of the coronavirus?” “Are you worried that the
Swedish economy has or will be affected by the spread of the
coronavirus?” and “Are you worried that the world economy
has or will be affected by the spread of the coronavirus?”
(specific worries combined: mean 3.98, SD 1.84 on a scale of
1-7; α=.71). The general worry item and the combined five
specific worries showed good internal consistency (Cronbach

α=.76). This indicates that the single-item measure produced
results of quality comparable to the scaled 5-item measure and
supports the validity of the single-item measure.

Perceived Severity of COVID-19
Severity of the disease was measured by three direct questions:
“Corona is a threat to everyone”; “Fighting the coronavirus is
not a matter of illness or health, it is a matter of life and death”;
and “There is no greater health threat than Corona right now.”
All three items were averaged to create a compound score (mean
5.29, SD 1.55; α=.84).

Perceived Susceptibility to COVID-19
Susceptibility was measured with three scaled questions about
the risk of catching a disease: “Compared to others in my age
group, I am less likely to be infected”; “I don’t think my family
will get infected”; and “Even when the coronavirus gets closer,
I don’t think I’ll get it.” Agreement with the statements was
originally coded high, but as agreement signals low
susceptibility, the three questions were reversed, with 1=low
susceptibility and 7=high susceptibility. All three items were
averaged to create a compound score (mean 2.51, SD 1.44;
α=.84).

Efficacy of Safeguard Measures
The three items related to safeguard measures, “The actions
taken so far can slow the spread of the coronavirus,” “The
recommendations that apply to everyday behavior will work
and will reduce the spread of the coronavirus,” and “Politicians
responsible for public health will be able to control the spread
of the coronavirus,” were combined, and a compound score was
created (mean 2.51, SD 1.44; α=.91).

Assessment of Government
A single-item question was used to measure how people assessed
governmental performance in management of the COVID-19
pandemic: “How do you assess the government’s way of
handling COVID-19?” This was measured on a 10-point scale,
ranging from 1 “The government makes the right decisions” to
10 “The government makes the wrong decisions” (mean 4.16,
SD 2.97). This question appeared in the main survey as well as
in the follow-up survey.

Data Analysis
Analysis of the longitudinal data of being worried and other
related factors was performed within a multilevel modeling
approach [41]. The multilevel model for change allows
investigating both change within and between individuals. The
analysis of the within-person change (Level 1) concerns the
individual development that each subject experiences over time
and is attributable to a personal combination of different
influence factors, whereas the change between subjects (Level
2) is related to influence factors that are common to groups of
subjects in a given sample. In this study, we were particularly
interested in the question of how the changes in worry differ
between subjects according to different levels of perceived
severity, perceived susceptibility, efficacy of safeguard
measures, and the assessment of government. The two-level
hierarchical models were estimated using a maximum-likelihood
method in SPSS Statistics 25. The first step of the analysis
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involved the estimate of an unconditional mean model, which
was followed by the unconditional growth model and other
models in turn, each adding a new predictor. This procedure
enables determining the relative contribution of each new
variable on top of the factors that were already considered in
the earlier models. More specifically, after having tested the
unconditional mean (Model A) and unconditional growth (Model
B) models, we added perceived severity (Model C), perceived
susceptibility (Model D), efficacy of safeguarding (Model E),
and finally agreement with government (Model F) to the model.
All of these variables were tested as possible influence factors
of both initial status and change: the intercept represents each
subject’s average level of worry, while the coefficient on time
indicates the increase based on each additional wave the
participant took part in.

Results

Descriptive statistics indicated that, on average, adults in our
Swedish sample showed a level of worry of 6.20 at the very
beginning of their participation in the study, which increased
over time by an estimated 0.07 per day. Of note, large standard
deviations were associated with both mean values, indicating
that people differ widely with respect to their initial status of
worry as well as with respect to their rate of change. The
negative correlation coefficient between initial status and rate
of change suggests that those with higher levels of worry at the
beginning increased their worry level less rapidly compared
with those who were initially less worried.

Table 2 presents an overview of all models that were tested.
Model A represents the unconditional mean model, which
provides information about the variation of the outcome worry.
This model does not include either a time variable or any
predictor. The mean value of worry across all occasions and
individuals was 6.54 (on a scale from 0 to 10), indicating that
the study participants were worried to some extent, between the
two extreme values. The estimated within-person variance was
0.77, indicating that people do change their level of worry to
some extent; between-person variance was 5.38, indicating a
large amount of variation in worry among the individual
participants of the study. The intercept as well as the two
variance components were significant at the P<.001 level,
meaning that adding additional variables may reduce the
magnitude of the two variance components.

Model B, also called the unconditional growth model [41],
includes the participation time of the individuals to the study
as an additional predictor, enabling quantifying differences
between participants with respect to the rate of change in their
worries. According to Model B, the average change trajectory
of participants had an intercept of 6.29 (P<.001) in worry and
a slope of .045, significant at the P<.001 level, indicating that

the level of worry increased between the end of March and the
beginning of May. The within-person variance component (0.56,
P<.001) of Model B summarizes the extent to which the data
vary around the individual linear change trajectory (not around
the person-specific mean), whereas the two variance components
on level 2, initial status and rate of change, estimate the
between-person variability in initial status (5.25, P<.001) and
rates of change (0.015, P<.001). Adding other factors that would
reduce the amount of variability in these components would
help to improve the model fits. The fact that Model B is a better
fit than Model A can be derived from a direct comparison, as

shown by the values for R2
e and R2

0. The former represents the
within-person residual in model A and B: comparing both values
showed a decline of 27% (0.77–0.56/0.77=0.27), meaning that
27% of the variance is explained by introducing the time

variable. The second value, R2
0, represents the variance

component at the outset. Comparing both models indicates an
improvement of Model B with respect to this component by 2%
(5.38–5.25/5.38=0.02). Therefore, including a time variable in
the model particularly improved the estimate of worries at the
outset.

The covariance component quantifies the association between
the initial status of worry and its development over time. As
such, this component helps to answer the question of whether
people who are more worried at the beginning also become
more (or less) worried over time. Reexpressing the covariance
as a correlation coefficient [41], the relationship amounts to
–0.16, meaning that those who were worrying more at the
beginning are becoming slightly less worried over time. Overall,
Model B showed that some of the within-person variation is
associated with time, and that most of the variability in worry
resided between the participants at the start, with only a small
amount of variability, albeit significant, found in the change
over time.

Model C and Model D bring in the aspects of threat appraisal.
To facilitate interpretation, we centered perceived severity on
its sample mean (5.044); to avoid giving individuals who
participated in more waves greater weight in the model, mean
centering was performed on the person-level data. Therefore,
both intercepts, that of initial status (6.43) as well as that of the
rate of change (0.03), represent the average fitted values, which
were both significant at the P<.01 level. Participants with an
average value of perceived severity showed a value of initial
status that was 0.03 points higher. The estimated rate of change
in worry for a participant with an average level of perceived
severity of COVID-19 amounted to 0.01. Although this is a
fairly small level of increase, it was significant at the P<.01
level, suggesting that during the study period, participants, on
average, increased their level of worries about COVID-19.
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Table 2. Models predicting general worry.

Model FModel EModel DModel CModel BModel AParameter

Fixed effects

Initial status

5.96*** (0.25)6.43*** (0.13)6.44*** (0.14)6.43*** (0.14)6.29*** (0.14)6.54*** (0.14)aIntercept

.19*** (.04).21*** (.04).21*** (.04).20*** (.04)N/AN/AbSeverity

.14*** (.04).13** (.04).14*** (.04)N/AN/AN/ASusceptibility

–.11*** (.03)–.15** (.04)N/AN/AN/AN/AEfficacy of safeguarding

.13** (.05)N/AN/AN/AN/AAgreement with government

Rate of change

.04** (.02).03** (.01).03** (.01).03** (.01).045*** (.01)N/AIntercept

.01** (.004).01* (.005).01* (.005).01** (.005)N/AN/ASeverity

–.01** (.004)–.01* (.004)–.01** (.004)N/AN/AN/ASusceptibility

–.003 (.004)N/AN/AN/AN/AEfficacy of safeguarding

–.002 (.003)N/AN/AN/AN/AN/AAgreement with government

Variance components

0.50*** (0.02)0.51*** (0.02)0.51*** (0.02)0.52*** (0.02)0.56*** (0.02)0.77*** (0.02)Within-person (level 1)

4.36*** (0.45)4.40*** (0.43)4.48*** (0.44)4.52*** (0.44)5.25*** (0.48)5.38*** (0.48)In initial status (level 2)

0.011**
(0.002)

0.013***
(0.002)

0.013***
(0.002)

0.013*** (0.002)0.015*** (0.002)In rate of change

–0.06** (0.02)–0.06** (0.02)–0.06** (0.02)–0.065** (0.02)–0.045* (0.02)Covariance

0.0100.020.0710.27R2
e

0.040.020.010.140.02R2
0

0.15000.13N/AR2
1

664972187238726588699441Deviance

667572427258728188819447AICc

675073127317732889189466BICd

aNumbers in parentheses denote the standard error.
bN/A: not applicable (not included in the model).
cAIC: Akaike information criterion.
dBIC: Bayesian information criterion.
*P<.05, **P<.01, ***P<.001.

Considering the variance components of Model C, we found
that the within-person variance decreased from 0.56 to 0.52,
which corresponds to a small reduction by 0.7%. The reduction
of variance in the initial status was more remarkable at 14%,
from 5.25 to 4.52, by adding severity as a predictor that explains
levels of worry at the beginning of the participants’ trajectory.
Given that this value is significantly different from 0 (P<.001),
other factors may be added to the model to explain the existing
variance in Model C. Additionally, the variance component of

rate of change, R2
1, diminished by 13% (from 0.15 to 0.13) by

introducing the predictor of perceived severity. Given that R2
1

remained significantly different from 0, other predictors may
still reduce the amount of the variance in this component of
Model C.

In Model D, we added susceptibility, the other component of
threat appraisal, which should further explain why people
increase their worries over time. As in the previous analysis,
we used the mean-centered value of susceptibility (5.401). This
addition brought forth the following conclusions. First,
controlling for the effects of susceptibility on initial status and
rate of change, the effects of severity on initial status and rates
of change on participants’ worries amounted to .21 (P<.001)
and .01 (P<.05), respectively. Second, keeping the value of
severity constant, the effects of susceptibility on initial status
and rates of change on participants’ worry amounted to .14
(P<.001) and –.01 (P<.01), respectively, meaning that
participants who differed by one point on perceived
susceptibility at the initial status showed higher levels of worry
by .14. Even if they were more worried at the beginning, their
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average rate of change was .01 lower, indicating that participants
who believed they were more susceptible at the beginning
revealed a slower rate of increase of worry over time compared
with those who felt less worried at the initial status; in other
words, susceptibility was negatively associated with the rate of
change in worry.

When we added susceptibility as a predictor of initial status of
worry as well as of the rate of change, the amount of variance
also shrank to some extent. The within-person variance was
reduced from 0.52 to 0.51 (P<.001), the initial state variance
dropped by approximately 1% point from 4.52 to 4.48 (P<.001),
and the rate of change variance remained unchanged.

To improve the model further, we added perceived efficacy of
the safeguardmeasures. Again, we mean-centered the variable
(perceived efficacy mean 5.3) to facilitate interpretation of the
coefficients. Considering that the addition of perceived efficacy
of safeguarding in Model E indicates an effect on levels of worry
in the expected direction, holding perceived severity and
susceptibility constant, two people who differ by 1 point in their
view of whether safeguards were effective or not did show a
difference in the level of worry by –.15. In other words, the less
people were convinced that safeguard measures were effective,
the more were they worried about COVID-19. Although this
effect was significant at P<.001, no effect was found with
respect to the rate of change (.479), meaning that people did
not change their minds about safeguards measures. In the
following model, we therefore dropped the perceived efficacies
of safeguard measures as a predictor of the trajectory, but not
as a predictor of initial status. Given the impact of attributed
efficacy of safeguard measures on the initial status of worry,
the corresponding variance component in Model E shrank from
4.48 to 4.40, representing a decrease of almost 2%.

The final model, Model F, added the new predictor of to what
extent people think that the government properly handled the
COVID-19 crisis in Sweden. Assessment of government
predicted the initial status of worry but not the change of worry
over time: keeping all other variables (perceived severity,
susceptibility, and efficacy of safeguarding measures) constant,
lower levels of agreement with government measures (expressed
by the low end of a scale of 1-10) indicated a higher level of
being worried about the virus (β=.13, P=.008). Given that
assessment of government performance did not change the
trajectory of worry over time, we finally excluded this variable
as a predictor of rate of change.

The deviance statistics, including the Bayesian information
criterion and Akaike information criterion, indicate how the
models improve by adding the single variables. Additionally,
as recommended by Singer and Willett [41], the pseudo-R
statistic was computed for the within-person variance, the initial
status, as well as for the rate of change variance components to
show how the variance components decreased from model to
model, which indicates a growing quality of the model.

Discussion

Principal Findings
Foremost, this analysis demonstrates the suitability, and perhaps
even the necessity, of this type of statistical model building.
Further, according to our formulated aims with regard to EMA
methodology, this study also shows that meaningful data
collection can be achieved by employing EMA along with using
smartphones to collect data. There are several aspects to consider
in interpreting the model-building results.

Research to date tells us that the self-perceived susceptibility
to fall victim to a threat, the perceived severity of a risk (ie, the
damage it can do), the belief in the efficacy of institutional
safeguarding measures taken, and trust in government or other
institutions responsible for public health are among the causal
factors of risk assessment and related variables. The first
noteworthy general result of our study is that the particular case
of the COVID-19 pandemic confirms previous results with a
very special context, a different study design (ie, a longitudinal
perspective), and a new type of data analysis as a crucial
methodological innovation. The predictors mentioned have a
strong cognitive component. In contrast, worries and their
development over time belong to the factors with a strong
affective component. How the two are linked is not yet clear
and needs to be addressed in future research.

This innovation carries potential to enlarge the analytical
perspective. When we also look at the data taking temporal
development into account, we found an impact of more or less
the same variables as those that emerged in previous
cross-sectional studies. The impact was actually found for all
causal variables when the distribution of the worries at the
beginning of the study period was predicted. This similarity is
the second general result.

However, it was not only the worries in the beginning alone
that were affected but there were also effects on the trends in
the development of worries. These effects represent the third
important general result, which clearly suggests that a
cross-sectional analytic design would have missed an important
part of the reality of people’s thinking about COVID-19 and
the dynamic nature of the predictors. The fact that not all
predictors produced linear trends shows that differentiation is
called for, which we highlight as the fourth main finding. In
our case, the contribution of perceived efficacy of the
safeguarding measures and the support for the government did
not have an impact on the trajectory of worry, and the impact
on the initial status of worry must be considered to be modest.
This might be surprising due to the rapid increase in COVID-19
mortality rates in Sweden and the intense debate regarding the
Swedish policy. However, this might be linked to the largely
unchanged policy in Sweden during the period under study, as
well as a generally high and stable trust among Swedes in the
public health agency, the health care system, other societal
authorities and institutions as well as in the government [43].
Another reason for the small effects on worry trends is that very
few participants stayed on board and handed in information
over the entire study period of approximately 8 weeks. The
average number of surveys handed in was 12.3. Therefore, even
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if significant effects were shown, the possibility to demonstrate
larger shifts in the trend was small.

As stated above, effects on initial status appear to be stronger
and more stable than effects on rate of change. The effect on
initial status is the totality of everything that happened between
the start of consciousness about the pandemic and a person’s
entry into the study. Mass communication effects have long
been known to be particularly strong in the early phases of an
issue. The earliest phase was not included in our analysis.
However, the influences in this pre-early phase may have
overshadowed later effects.

Worries are clearly affected by perceptions of the threat, which
is determined by scientific observations. Mustering the defensive
forces to decide how to protect people from a health threat might
leave more worries than the situation demands. The finding that
agreement with government emerged as the weakest predictor
might also have to do with the high trust in authorities and
government in Sweden, especially during the period of data
collection in this study [43].

Among the interesting observations from this study was the
high level of spread in the worry measure. This can, as a matter
of speculation, be considered a consequence of the participants
being introduced into the study continuously almost over the
complete data collection period. Those recruited early replied
in a situation when there were still very few COVID-19 cases
in the country. In addition, the question about assessment of
government had a different point of reference at different times
as some regulations were altered. The comparatively small
change over time might have been due to a rather large share
of participants taking part for quite a short period of time only.
However, the daily questions might have mitigated the level of
worry. We cannot exclude some automatic response behavior
among participants in our study. Taking time for reflecting on
our questions during a limited time each day, and in a format
that was easy to handle, might have decreased the participants’
worry for the rest of the day.

The classic factors of protection motivation, severity, and
susceptibility considered in our study may have been
overshadowed by other variables such as demographic and
attitudinal variables [25] and response efficacy (ie, the belief
in the benefits of one’s own and the government’s measures)
[44,45].

The long Swedish tradition of political stability and trust in
government may have contributed, along with a broad consensus

among the political parties, at least early in the pandemic, to an
impression that the fight against the virus was in good hands.

Limitations
A study with so many measurement points in time has to rely
on modern digital technology, which makes it somewhat of a
challenge to control sampling. For practical purposes, it might
be best not even to try to control access to the questionnaire and
to filing the responses. This means that a sample for such a
study can take the form of a panel, with repeated application of
the questionnaire to the same people; however, this will result
in erratic schedules of participation and high differences in the
number of days a person filed answers.

Since three interviews are generally considered the minimum
for a multilevel analysis, and these three were collected within
2 days in some cases, there was not much time available to
witness change. In fact, this is not a disadvantage as the pace
of change is an open research issue, which could be advanced
with data such as those collected in this study at times of a
pandemic threat, given that individuals report during longer
time periods. Moreover, it is a limitation that our analytical
sample cannot be claimed to be representative of the source
population. It is also a limitation that we could not ask about
residency for anonymity reasons. This means we cannot link
the responses on perceptions to a local or regional condition,
in particular the number of people infected. This should be
considered when interpreting the results.

Other limitations were technical problems with the SEMA app,
such as difficulties in downloading the app and that participants
did not receive any survey in some instances, or the response
disappeared if the participant received a phone call at the same
time. The result was that many were interested but could not
participate and that some information might be lost. We had no
information about participants’COVID-19 infection status, and
therefore no conclusions can be drawn about the impact of an
infection on the level of worry.

Limitations also originate from data that do not quite meet the
standards to be applied to survey research when used to produce
a final word on a controversial issue, in which all insecurity in
the meaning of a study had better be avoided. Representative
samples and validated measures produce results that are easier
to trust than those obtained with our study design. Nevertheless,
our research question does not live up to standards suitable for
more final research.
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SARS: severe acute respiratory syndrome
SEMA: Smartphone Ecological Momentary Assessment app
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Abstract

Background: Knowledge translation and dissemination are some of the main challenges that affect evidence-based medicine.
Web 2.0 platforms promote the sharing and collaborative development of content. Executable knowledge tools, such as order
sets, are a knowledge translation tool whose localization is critical to its effectiveness but a challenge for organizations to develop
independently.

Objective: This paper describes a Web 2.0 resource, referred to as the collaborative network (TCN), for order set development
designed to share executable knowledge (order sets). This paper also analyzes the scope of its use, describes its use through
network analysis, and examines the provision and use of order sets in the platform by organizational size.

Methods: Data were collected from Think Research’s TxConnect platform. We measured interorganization sharing across
Canadian hospitals using descriptive statistics. A weighted chi-square analysis was used to evaluate institutional size to share
volumes based on institution size, with post hoc Cramer V score to measure the strength of association.

Results: TCN consisted of 12,495 order sets across 683 diagnoses or processes. Between January 2010 and March 2015, a total
of 131 health care organizations representing 360 hospitals in Canada downloaded order sets 105,496 times. Order sets related
to acute coronary syndrome, analgesia, and venous thromboembolism were most commonly shared. COVID-19 order sets were
among the most actively shared, adjusting for order set lifetime. A weighted chi-square analysis showed nonrandom downloading
behavior (P<.001), with medium-sized institutions downloading content from larger institutions acting as the most significant
driver of this variance (chi-gram=124.70).

Conclusions: In this paper, we have described and analyzed a Web 2.0 platform for the sharing of order set content with
significant network activity. The robust use of TCN to access customized order sets reflects its value as a resource for health care
organizations when they develop or update their own order sets.

(J Med Internet Res 2021;23(11):e26123)   doi:10.2196/26123
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Introduction

Background
There continues to be increased application of evidence-based
medicine in clinical practice [1]. However, the volume of
published evidence available makes direct application of the
most appropriate evidence difficult to reliably apply at the point
of care. Effective knowledge translation could address this
problem by ensuring that physician practice reflects the best
current evidence [2-4]. Knowledge transfer, a key component
of knowledge translation, focuses on how information,
knowledge, and resources are disseminated and exchanged
among relevant clinicians. Continuing medical education (CME)
is a mechanism that facilitates knowledge transfer and, more
broadly, knowledge translation [4]. Despite its intuitive appeal,
studies on didactic CME activities (eg, grand rounds) do not
show significant changes in physician behavior [5]. Interactive
CME activities can be more effective; however, their impact is
limited because of narrow outreach, logistics, and cost [5-7].

Web 2.0 platforms (ie, web-based platforms that facilitate
information sharing through user-generated content) allow for
improved physician collaboration and knowledge translation
[8,9]. For example, the Twitter Free Open Access Medical
Education community generated >1 billion tweet impressions
among nearly 50,000 users over 2 years [10-12]. However, these
platforms predominantly focus on referential knowledge (ie,
information a physician refers to through textbooks or articles)
instead of executable knowledge (ie, information converted into
tools used directly in patient care). The literature evaluating
collaboration on these platforms has focused on platforms that
primarily share referential knowledge, general use platforms
(eg, Twitter), or platforms for specific specialties (eg, emergency
medicine blogs) [10-15]. There have been limited studies on
platforms that focus on sharing executable knowledge [9].

Order sets (collections of architected predefined orders) are a
type of executable knowledge designed to deliver
evidence-based best practices [16] that have been shown to
improve patient care, safety, and efficiency [17-23]. Order sets
are predetermined templates that represent a collection of orders
specific to a particular hospital process (eg, admission to the
intensive care unit) or a particular condition (eg, order set for
acute coronary syndrome and order set for insulin administration
in the context of diabetes or hyperglycemia). They can be either
paper or electronic based and often represent best practices for
the condition or process to which they pertain [17-23]. They
offer benefits over traditional CME by making best practices
directly actionable at the point of care in a structured format.
Order sets must often be localized to meet local resource and
workflow needs. This localization has typically been done on
an isolated basis with no formal collaborative infrastructure
among organizations. This siloed approach impedes effective
knowledge transfer and, by association, knowledge translation.

Objectives
The aim of this study is to first describe a Web 2.0 network (the
collaborative network [TCN]) that enables the sharing of

localized executable knowledge through order sets and clinical
guidelines. The variation created through localization acts as a
network attractor, as clinicians may be interested in
understanding how others have translated evidence into practice.
We also aim to examine the use of TCN through network
analysis and the use and provision of order sets in TCN stratified
by organizational size. To our knowledge, this is the first study
of its kind to describe the networked sharing of executable
content at this scale, focusing on a Canadian setting.

Methods

The Collaborative Network
TCN acts as a resource repository for all content developed by
Think Research and the organizations participating in the
network. In this study, we focused on the knowledge base for
3 related sets of data: reference clinical order set content
developed by Think Research and adapted order set content
from 2 sources—partner agencies (eg, governmental and clinical
specialist groups) and local participating hospitals or health care
institutions.

Collaboration: Contribution
TCN functions as the main system for order set knowledge
translation, exchange, and collaboration across and within
organizations on the network. Upon developing new order sets
or updating existing order sets, participating organizations can
access the network order set library for any other organization.
Knowledge from one organization about how orders are
localized to practice can then be accessed by other organizations.
Some organizations may choose to use these order sets as the
starting point for development or simply reference them during
the process of updating their existing order sets. The process of
contribution and access creates a community of practice in which
hospitals exchange ideas about the uptake of evidence-based
best practices and how it is implemented.

Collaboration: Access
Users of TCN log in to the application and search for order sets
through the reference order set library, network order set library,
or their organization’s order set library (Figure 1). The reference
order set library contains order sets that are developed by the
Think Research Clinical Research and Development team, which
consists of physicians, nurse practitioners, nurses, pharmacists,
and other clinicians. The network order set library contains all
of the order sets that are developed by partner agencies (eg,
governmental and clinical specialist groups) and local
participating hospitals or health care institutions. Depending on
the type of order set the user is interested in, the user would
select the relevant library, and results can be refined by filtering
with diagnosis (eg, community-acquired pneumonia), hospital
location (eg, emergency department), and other keywords. The
user also has the option to use the search field (queries are made
by title and keyword).
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Figure 1. Contribution and access activity on the collaborative network, simplified using a model with only 2 organizations.

Ethics Approval
As this study was considered a program evaluation, it did not
fall under the auspices of the research ethics board and was
exempt from research ethics board review. In addition, the study
was considered as using data as a secondary use that does not
involve any identifier information that is specific to an
individual.

Study Setting and Participants
Metadata for all participating Canadian hospitals and
institutions, including hospital name, location, and number of
beds, were available on the centralized network. These data
were collected for all participating Canadian hospitals and
institutions accessing the platform from January 2015 to March
2020. Although various countries make use of the platform, we
sought to describe the network in a Canadian context. Data not
pertaining to Canadian users were removed from our analysis.
Hospital and organization names were anonymized to preserve
hospital confidentiality.

Data Collection
Filters were sequentially applied to the entirety of the data set
to identify eligible order sets. These selection criteria were
applied broadly across the entirety of TCN or order set library.
A summary of the selection criteria for order set selection is
displayed in Figure 2. As our intention was to understand
interorganizational behavior, we excluded intraorganizational
downloads. We also did not include those downloads from the
reference library (ie, Think Research) to highlight sharing among
health care organizations instead of content downloads from
the reference library.

We collected metadata for all downloaded content, including
order set title and document, associated content downloads (eg,
clinical protocols and supporting documents), downloading
hospital or institution, and owner hospital or institution. All
order sets and supporting documents were coded into either a
medical diagnosis or medical process, if a diagnosis was not
applicable. Hospitals were categorized as small (≤70 beds),
medium (> 70 beds but <300), large (>300 beds), or as group
if the organization consisted of more than one hospital or health
care institution.
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Figure 2. Data selection criteria and associated number of resources for the final data set.

Descriptive Analysis
This study focused on understanding the broad patterns of
network behavior across organizations. To that end, we focused
on understanding trends in the types of content shared at the
level of diagnosis and institution so as to avoid inferences about
specific institutional trends. To reduce the impact of multiple
downloads from a site over a short period by the same user, we
aggregated all downloads within a month by a single user at an
institution into a single action per month.

We aimed to describe overall content availability, lifetime highly
shared content, and active content (defined by the number of
shares over the lifetime of the content). We also examined the
properties of the hospital institution’s origin and downloader
to describe high-level trends in sharing.

Network Analysis
We also aimed to understand if variances in institutional size
were related to a site’s tendency to be a source (provider of the
order set) or sink (user of the order set) for content. We chose
not to include each institution’s health information system or
geography to preserve anonymity in the analysis. We performed
a weighted chi-square analysis, where the expected number of
downloads was estimated by the cross-product of content
available at each hospital size by the total number of downloads
of content. A post hoc analysis was conducted using pairwise
comparisons corrected using Bonferroni adjustment. Estimated
relationship strength was calculated using Cramer V.

Descriptive statistics were computed using Excel (Microsoft
Excel version 16.52). Statistical analysis and network graphs
with nodes were generated using R (R version 3.6.1).

Results

Descriptive Analysis
The participants of TCN consisted of 131 unique health care
organizations (including hospital groups), consisting of 360
hospitals and institutions across 8 provinces in Canada. Hospital
organizations ranged in size from 11 to 3119 beds with a median
number of 134 beds per hospital and a mean of 319.9 (SD 514.8)
beds (Table 1). The total data set represents approximately
45.89% (41,906/91,325) of the total beds staffed in Canada [24].
Seven institutions did not share or download content from the
platform and were excluded from the study.

During the study period, 12,495 institutional order sets were
generated and shared by the participating institutions (Figure
2). Collectively, these order sets correspond to 658 unique
medical categories and diagnoses (eg, congestive heart failure
and acute kidney injury) and 25 hospital processes (eg, intensive
care unit admission). The 10 most commonly shared order set
diagnoses represented 21% (22,150/105,496) of all shares (Table
2). Adjusting for the length of time content was available on
the network, and rare content (ie, <5 order sets per diagnosis),
content relevant to COVID-19, was among the most actively
shared content (Table 3).
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Table 1. Characteristics of participant health care organizations (N=131).

Health care organizations, n (%)Health care organization characteristic

Participant health care organizations

44 (33.6)Small (≤70 beds)

40 (30.5)Medium (>70 but ≤300 beds)

25 (19.1)Large (>300 beds)

22 (16.8)Hospital group (>1 hospitala)

Geography

0 (0)Alberta

2 (1.5)British Columbiab

1 (0.8)Manitobac

0 (0)New Brunswick

4 (3.1)Newfoundland and Labradord

2 (1.5)Nova Scotiae

110 (84.0)Ontariof

1 (0.8)Prince Edward Islandg

1 (0.8)Quebecc

10 (7.6)Saskatchewanh

0 (0)Northwest Territories

0 (0)Nunavut

0 (0)Yukon

a251 hospitals are part of a larger hospital group.
b37 hospitals.
c1 hospital.
d34 hospitals.
e38 hospitals.
f138 hospitals.
g7 hospitals.
h104 hospitals.
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Table 2. Most available order sets and most downloaded order sets by diagnosis.

Order sets, n (%)Order set category

12,495 (100)Content available

359 (2.87)Acute coronary syndrome

284 (2.27)Stroke or TIAa

273 (2.18)Analgesia

218 (1.74)Venous thromboembolism

205 (1.64)Diabetes

185 (1.48)Labor

182 (1.46)COPDb

178 (1.42)Asthma

177 (1.42)CHFc

159 (1.27)Palliative care

10,275 (82.23)Other disease conditions

105,496 (100)Total downloads over lifetime

4122 (3.91)Acute coronary syndrome

3319 (3.15)Analgesia

2696 (2.56)Venous thromboembolism

1794 (1.70)Alcohol use, detoxification, and withdrawal

2386 (2.26)Palliative care

1891 (1.79)Diabetic ketoacidosis

832 (0.79)Stroke or TIA

1854 (1.76)Labor

1740 (1.65)Total parenteral nutrition

1516 (1.44)Diabetes

aTIA: transient ischemic attack.
bCOPD: chronic obstructive pulmonary disease.
cCHF: congestive heart failure.

Table 3. Most active content over lifetime (N=12,495 order sets).

Absolute activityaYears available, mean (SD)Order sets, n (%)Diagnosis group

2092.772.68 (1.44)359 (2.87)Acute coronary syndrome

1866.641.93 (1.46)284 (2.27)Stroke or TIAb

1470.260.08 (0.04)22 (0.18)COVID-19

1400.962.88 (1.43)273 (2.18)Analgesia

1291.472.03 (1.36)182 (1.46)COPDc

1213.542.81 (1.45)218 (1.74)Venous thromboembolism

1057.762.70 (1.38)156 (1.25)Alcohol use, detoxification, and withdrawal

1012.352.58 (1.52)205 (1.64)Diabetic ketoacidosis

1005.662.28 (1.48)148 (1.18)Diabetes

aThe sum of all downloads of content within that diagnosis divided by the total lifetime of all content within that diagnosis group.
bTIA: transient ischemic attack.
cCOPD: chronic obstructive pulmonary disease.
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Network Analysis
There were a total of 105,496 shares among institutions between
January 2015 and March 2020. Institutions shared on average
98.8 distinct order sets a mean of 574.0 times (median 200;
range: 0-5371). Institutions downloaded a mean of 517.8 unique
order sets (median 294; range 0-5342) for a mean of 718.9 times

(median 367; range: 0-7316; detailed breakdown available in
Multimedia Appendix 1). Content was available for an average
of 2.32 years (median 2.32 years; range 0.08-5.25 years). Figure
3 demonstrates a network for the sharing of all order sets
stratified by hospital size. Figure 4 demonstrates a network for
sharing of order sets related to COVID-19 as a specific example
to highlight the sharing among sites.

Figure 3. Network diagram showing total collaborative network for downloads of order sets during the study period by hospital size. Node color
represents hospital size (gray=small; teal=medium; purple=large; loyal blue=group). Node size is representative of the source size of the institution (ie,
popularity of that site’s content). Edge color and width represent sink hospital size and the relative number of downloads (ie, thicker=more unique
downloads of content). Arrows point from source hospital to sink hospital.

Figure 4. Network graph of order set downloads for order sets corresponding to COVID-19. Node color represents hospital size (gray=small; teal=medium;
purple=large; loyal blue=group). Node size is representative of the source size of the institution (ie, popularity of that site’s content for this particular
order set). Edge color and width represent sink hospital size and the relative number of downloads (ie, thicker=more unique downloads of content).
Arrows point from source hospital to sink hospital.

At the institution level, there was a significant (weighted

χ2
15=64313.9; P<.001) difference between the expected number

of downloads by hospital size and content availability (Table
4). Medium-sized institutions downloading content from large

institutions were the largest drivers of this variance
(chi-gram=124.70). Post hoc analysis showed that all institution
size interactions were statistically significant (Table 4), with a
moderate interaction between institution size of order set
providers and users (Cramer V=0.26).
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Table 4. Summary of institutional sharing and content availability of 105,496 shares.

OwnerDownloader

GroupLargeMediumSmall

Small 

2782 (2.64)6075 (5.76)4046 (3.84)4391 (4.16)Shares, n (%)

–23.13a–12.13a–18.66a6.72aChi-gram

Medium

4044 (3.83)21029 (19.93)8518 (8.07)4386 (4.16)Shares, n (%)

–19.92a124.70a18.60a–9.98aChi-gram

Large

4632 (4.39)16906 (16.03)9114 (8.64)4462 (4.23)Shares, n (%)

–35.68a35.86a–7.01a–32.07aChi-gram

Group

3289 (3.12)6135 (5.82)3613 (3.42)2074 (1.97)Shares, n (%)

–14.31a–9.94a–23.39a–29.16aChi-gram

aP<.00006 (Bonferroni adjusted P<.001).

Discussion

Principal Findings
We have presented a description and analysis of a Web 2.0
platform that facilitated the sharing of order sets across Canada,
over a breadth of hospital sizes and clinical specialties, with
>100,000 shares across 131 unique health care organizations
over 5 years. This is the first study of its kind that has described
the sharing of clinical decision supports, and more broadly,
translation of executable knowledge at this scale with
transparency. Although other studies have focused on artifacts
of exchange (ie, amount of content available), this study also
demonstrates the actual network of sharing supported by content
[9].

Various models have been proposed to conceptualize knowledge
translation. One framework developed by Graham et al [25,26]
and subsequently adopted by the Canadian Institutes of Health
Research defines knowledge translation as a dynamic and
iterative process concerning the creation, dissemination, and
application of knowledge. The foundation of this framework
proposed by Graham et al [25,26] involves knowledge creation,
consisting of knowledge inquiry (eg, primary research
concerning a particular disease state), synthesis (eg, systematic
reviews and guidelines derived from primary research), and
then products or tools (eg, order sets developed by an entity
such as Think Research, which is then disseminated).
Knowledge transfer, the primary focus of TCN, is a fundamental
step in the knowledge translation process. Central to knowledge
translation is also the adoption of knowledge in the local context
from a top-down perspective. This can occur with order sets as
well.

Order Set Customization and Sharing
Order set customization may be done for multiple reasons,
including local variations in care processes, differences in

resource availability (eg, a 14-bed hospital will have different
resources than a 1500-bed hospital), or ambiguity in high-level
recommendations provided in clinical guidelines (eg, keeping
systolic blood pressure below 160 mm Hg under certain
circumstances but not specifying which drugs to use and when
to start). In addition, many care processes are not always
addressed in the guidelines and other medical literature. For
this type of content, organizations must create their own order
sets. These mechanisms all contribute to the customization of
order sets and produce the variations that exist among
organizations. In turn, this variation can catalyze sharing.

The most significant finding of this study is the heavy use of
the network for the purpose of knowledge transfer. There were
no mechanisms in place to enforce or encourage sharing of order
sets. Users of the platform could opt to, for example, download
a complete order set from the reference library instead of
downloading from another institution. Despite this, there was
extensive sharing. This may derive from a number of factors;
for example, clinicians may wish to emulate the practice of a
colleague, learn from the order sets of large academic centers,
or inquire into how an order set was modified in a hospital with
similar capacities and facilities.

Viewing another organization’s order sets takes time and effort
from otherwise busy health care practitioners. Health care
providers would not do this if they did not derive value from
viewing another organization’s order sets. This downloading
even occurred during a time of severe organizational stress
during the early phases of the COVID-19 pandemic. Network
activity also reflected these contemporary developments. For
example, COVID-19 was first identified in Canada as early as
January 23, 2020 [27]. However, as of March 2020, order sets
related to COVID-19 have held a spot among the most actively
shared order sets. This is telling of the network’s capacity for
rapid knowledge transfer and, more broadly, knowledge
translation.
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An examination of sharing patterns stratified by hospital size
also revealed that although the largest content source was large
hospitals, contributing to 47.4% of shares, organizations of all
sizes played substantial roles in sharing. This reflects the value
that all organizations, regardless of size, can contribute to a
network of knowledge and sharing.

Although users of TCN had no explicit measures or incentives
to do so, the sharing of order sets was the predominant
mechanism of knowledge translation. This may suggest that the
mere availability of the platform naturally promoted sharing.
This trend of increasing uptake of Web 2.0 platforms as a means
of knowledge translation among clinicians has also been seen
with platforms such as Twitter and blogs [15]. As technologies
continue to evolve and clinicians become increasingly
interconnected, strategies for knowledge translation must adapt
appropriately.

Although this study sought to document the overall trend in
order set sharing across a network, it does not attempt to
describe the reasons for content being accessed. There are a
number of possibilities, including organizations reusing the
entire order set for their own local practice, reusing components
and reintegrating it into another order set, or simply using it as
a general source of knowledge or ideas. In addition, although
we do examine how resources were disseminated and exchanged
among participants in the network, we do not examine exactly
how these order sets were used in the clinical setting (eg, the
proportion of downloads that led to an order set being used in
the clinical setting and whether they were understood or used
properly). Although knowledge transfer is a critical part of
knowledge translation, implementation of knowledge in a
clinical setting is also important to evaluate. Finally, there were
other factors for analysis that could be evaluated, including
geography, electronic health record (EHR) system, and
user-specific access. Further study in these areas could produce
valuable insights about the outputs as a result of the sharing of
executable knowledge.

Next Steps
Looking forward, physician learning and knowledge translation
will likely continue to harness the potential of Web 2.0. The

response of the academic and clinical landscape to COVID-19
represents a prime example of how knowledge translation
systems must adapt to the need for rapidly changing information.
Platforms such as Slack and Twitter served as mechanisms to
evaluate and distribute preprints of articles and processes that
accelerated knowledge translation [28]. Twitter, WeChat, and
university websites also served as platforms for sharing
infographics and expert recommendations [29,30]. Much of the
information disseminated through these means were referential
in nature (eg, disease characteristics and epidemiology), with
less translation of experiential knowledge or tools that could be
applied for on-the-job learning [31].

Similarly, pre-existing platforms, such as information systems
and EHRs, can continue to evolve to support better care plans,
improve interdisciplinary communication and workflow, and
provide clinical decision supports. In this process, order sets
may play an increasingly important role in EHRs. The
plan-centric EHR is forward looking and focuses on redesign
to not only record patient information but also to enhance patient
care and optimize the delivery of care. Seamless adoption of
order sets into EHRs may be one component of this redesign;
the ability to access localized order sets across geographic
barriers can serve as an accelerant for the consistent integration
of evidence-based guidelines in future EHR design [32].

As Web 2.0 platforms continue to evolve, ethical use must also
be considered. The benefits of mass user contributions,
convenience, and low barriers to entry of using Web 2.0
platforms must be considered in light of some of the possible
drawbacks, such as lack of peer review and the possibility of
the spread of misinformation [30,33,34]. To this end, guidelines
have been developed by authors for the responsible use of social
media–disseminated information [30]. In addition, these growing
platforms should be viewed not necessarily as a replacement of
more traditional knowledge translation activities but as a
supplement. Synergistic benefits can manifest from marrying
various types of platforms, producing gains for physician
collaboration, CME, and enhancing experiential learning through
sharing of executable knowledge.

 

Acknowledgments
The authors would like to thank Michael Cheung, Monica Yu, and Delphine Lim for their help in gathering and organizing the
data for this analysis.

Authors' Contributions
APJ, AB, AC, TD, MP, and CO assisted with conceptualization, study design, interpreting the data, drafting the article, providing
critical revisions, and approving the final version for submission. KL assisted with the interpretation of the data, drafting the
paper, providing critical revisions, and approving the final version for submission. APJ, AB, TD, and MP assisted with data
collection and analysis.

Conflicts of Interest
APJ has no conflicts of interest to declare. AB, AC, TD, MP, and CO were previously employed by Think Research, the source
of the database used in this study. KL is currently employed by Think Research. None of the authors received any financial
incentive for any of their contributions to this study. This research received no specific grant from any funding agency in the
public, commercial, or not-for-profit sectors.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e26123 | p.764https://www.jmir.org/2021/11/e26123
(page number not for citation purposes)

Javidan et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Multimedia Appendix 1
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Abstract

Background: Adherence to internet-delivered interventions targeting mental health such as online psychotherapeutic aftercare
is important for the intervention’s impact. High dropout rates limit the impact and generalizability of findings. Baseline differences
may be putting patients at risk for dropping out, making comparisons between online with face-to-face (F2F) therapy and care
as usual (CAU) necessary to examine.

Objective: This study investigated adherence to online, F2F, and CAU interventions as well as study dropout among these
groups and the subjective evaluation of the therapeutic relationship. Sociodemographic, social-cognitive, and health-related
variables were considered.

Methods: In a randomized controlled trial, 6023 patients were recruited, and 300 completed the baseline measures (T1), 144
completed T2 (retention 44%-52%), and 95 completed T3 (retention 24%-36%). Sociodemographic variables (eg, age, gender,
marital status, educational level), social-cognitive determinants (eg, self-efficacy, social support), health-related variables (eg,
depressiveness), and expectation towards the treatment for patients assigned to online or F2F were measured at T1.

Results: There were no significant differences between the groups regarding dropout rates (χ2
1=0.02-1.06, P≥.30). Regarding

adherence to the treatment condition, the online group outperformed the F2F and CAU conditions (P≤.01), indicating that patients
randomized into the F2F and CAU control groups were much more likely to show nonadherent behavior in comparison with the
online therapy groups. Within study groups, gender differences were significant only in the CAU group at T2, with women being
more likely to drop out. At T3, age and marital status were also only significant in the CAU group. Patients in the online therapy
group were significantly more satisfied with their treatment than patients in the F2F group (P=.02; Eta²=.09). Relationship
satisfaction and success satisfaction were equally high (P>.30; Eta²=.02). Combining all study groups, patients who reported
lower depressiveness scores at T1 (T2: odds ratio [OR] 0.55, 95% CI 0.35-0.87; T3: OR 0.56, 95% CI 0.37-0.92) were more
likely to be retained, and patients who had higher self-efficacy (T2: OR 0.57, 95% CI 0.37-0.89; T3: OR 0.52, 95% CI 0.32-0.85)
were more likely to drop out at T2 and T3. Additionally, at T3, the lower social support that patients reported was related to a
higher likelihood of remaining in the study (OR 0.68, 95% CI 0.48-0.96). Comparing the 3 intervention groups, positive expectation
was significantly related with questionnaire completion at T2 and T3 after controlling for other variables (T2: OR 1.64, 95% CI
1.08-2.50; T3: OR 1.59, 95% CI 1.01-2.51).

Conclusions: While online interventions have many advantages over F2F variants such as saving time and effort to commute
to F2F therapy, they also create difficulties for therapists and hinder their ability to adequately react to patients’ challenges.
Accordingly, patient characteristics that might put them at risk for dropping out or not adhering to the treatment plan should be
considered in future research and practice. Online aftercare, as described in this research, should be provided more often to medical
rehabilitation patients.
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Trial Registration: ClinicalTrials.gov NCT04989842; https://clinicaltrials.gov/ct2/show/NCT04989842

(J Med Internet Res 2021;23(11):e31274)   doi:10.2196/31274
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Introduction

Background
Internet-delivered, online interventions provide many advantages
for the prevention and treatment of psychological problems and
mental health disorders such as depression, anxiety, and
functional limitation [1-3]. Psychotherapeutic online
interventions have been shown to be effective [4,5]. However,
1 of 2 patients drop out from many online intervention studies
[6]. Dropout limits the impact of these interventions and the
generalizability of the findings [7]. Besides, few studies have
compared a synchronous online therapy group guided by a
therapist with a control group in a face-to-face (F2F) format
using the same therapeutic concept (“Curriculum Hannover”)
and with a treatment/care as usual (CAU) group (eg, [8]).

So far, 1 study of the few pre-existing studies found an
advantage of online therapy over CAU and about the same
effects as the F2F format [9]. This research aimed to use the
data from this previous research for a secondary data analysis
to further investigate, within the German Pension Insurance's
framework concept for rehabilitation therapy [10], adherence
to the assigned treatment arm and patient dropout and for
subjective evaluation of relationship, success, and satisfaction.

Adherence is a key concept [11,12] and is conceptualized as
adhering to the assigned treatment (within this study) such as
CAU. On the contrary, nonadherent behavior means that patients
find themselves a (different) therapy to which they were not
assigned: Nonadherence in the CAU arm means that patients
registered in an F2F or online treatment format. Nonadherence
in the F2F arm would mean that they chose another treatment
outside the Curriculum Hannover treatment scope.
Nonadherence in the online groups would mean that patients
changed to a treatment other than online Curriculum Hannover.
Consequences of the lack of instant availability of
psychotherapists [13] and psychotherapy were found in terms
of patients being nonadherent and joining other kinds of
treatments such as inpatient psychotherapeutic treatment, drug
therapy, or self-help groups. In a systematic review, lack of time
was clearly related with lower adherence [14].

Dropout from the study in all study arms was conceptualized
as not completing the questionnaire anymore because the patient
intentionally left the study or was not reachable anymore for
further measurements [6,7].

It is important to understand why patients display intervention
adherence and study retention (as opposed to dropping out
[3,6-8]): Different factors can predict whether patients remain
in the assigned therapy and the study in general. If we know
about such predictors, we can address them so that the program
is nurturing the patients’ needs better and to prevent dropout
and nonadherence, with the resulting loss of intervention

efficacy and effectiveness [5]. This can also improve the impact
of the treatments [4]. Accordingly, in the following, the evidence
regarding potential correlates and predictors are summarized to
explain our study’s design described in the methods section.

Prior Work on Study Dropout and Adherence
Expansive knowledge already exists on factors affecting study
participants, the likelihood of questionnaire completion (eg,
[6]), and adherence to the assigned treatment. For instance, in
their systematic review of 33 randomized controlled trials
(RCTs), Brown et al [11] identified the following reasons for
low adherence levels: time issues, little or no interest of the
participants, the perception of the participants that treatment is
not needed at all or anymore, or the intervention is not effective.
They also identified technical problems and other priorities in
daily life including holidays and work. Moreover, dissatisfaction
with the assigned group was shown to be important.
Furthermore, health issues and a fading motivation to participate
in the program were also found [11]. The authors also revealed
no statistical relationship between the intended duration of the
program and adherence with the intervention.

However, a direct comparison of completers in the different
intervention arms such as online vs F2F is rare. Further,
evidence regarding what drives patients to adhere to the assigned
therapy is scarce within internet-delivered psychotherapeutic
interventions. A previous study with students [12] investigated
counseling delivered online or F2F versus a placebo treatment.
Lack of motivation, dissatisfaction with the counseling process,
and perceptions that the counselor would not understand students
via this medium were all more prominent in online counseling
than in F2F counseling [8,12]. However, physical appearance
was indicated as a barrier in the F2F group but not in the online
group [12]. Moreover, F2F counseling was perceived as
excessively straining in light of other duties [12].

Advantages of Online Interventions
Past studies [4,5] have consistently found that online treatments
can save the therapists time and support relapse prevention after
F2F therapy. Additional strengths of online interventions over
F2F interventions are that they are deliverable from remote
locations, need less time commitment, and provide more
flexibility for therapists and patients. Another advantage may
be that the risk of stigma due to a mental disorder and seeking
treatment is reduced [4]. This can overcome the problems with
F2F therapies, which furthermore are often not readily available
in all regions and where they are needed, resulting in patients
promptly starting with their online intervention instead of
waiting a long time (which is typical for F2F therapies due to
limited availability of therapists [13]). Moreover, patients in
psychotherapeutic interventions may miss their F2F sessions
or drop out of therapy because they feel as if the location of the
therapy is too far away [15]. Thus, online mental health
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interventions can bridge the gap between patients and therapists
when the patient cannot travel to the intervention site (eg, [7])
or both are limited in their mobility.

Disadvantages of Online Interventions
Online therapies may harbor weaknesses like the requirement
of knowledge and skills such as computer and internet health
literacy and general literacy [4]. Not every patient may benefit
from online psychotherapy or blended therapy forms (ie, a
combination of F2F psychotherapy with online interventions
modes) due to limited introspection capabilities or the nature
of their disorder (ie, severe disorders, chronic syndromes, or
personality disorders [13]). Hence, a personalized tool may be
needed to consider individual patient characteristics [4].
Traditional therapy settings can help patients with self-reflection,
especially if they are not well experienced with expressing their
cognitions and emotions [4]. Additionally, online therapies may
prevent counselors from reacting to emergency situations like
acute psychic decompensation or acute psychosis as adequately
as they could in an analogue situation [4]. Negative experiences
with digital psychotherapeutic interventions could have the
consequence of patients feeling less motivated, feeling unsure,
or even avoiding trying F2F therapy. Conversely, relative to
F2F interventions, online interventions might have limitations
such as higher dropout (eg, 43% computer-guided or online vs
24% clinician-guided or F2F [13]). However, the opposite
pattern was found in studies (ie, lower dropout in online
interventions [4]). Thus, this needs more systematic
investigation.

Sociodemographic Correlates
In some studies, age was found to be related to the willingness
to participate and remain in online research [14], with younger
individuals having a higher likelihood of participation in general,
but also dropping out easier, than older individuals [16,17].

Women are typically more likely to participate in surveys (eg,
[12]), but this is often reversed when internet studies are
reviewed (eg, [16]). It is explained by the finding that men have,
on average, more favorable attitudes, beliefs, and self-efficacy
expectations toward technology use [18]. With that, men are
more likely to remain in some online intervention studies, as
indicated by a higher completion rate of modules compared
with women [14], and more likely to drop out in other studies
(eg, [19]).

Marital status, social integration, and social support are helpful
for retaining patients in online interventions [8,14,17] and to
mediate the intervention effect on symptomatology [7,16]. Study
participants with low social support were more likely to seek
such social support or consumer feedback in treatments [14,20].
Studies also demonstrated that individuals who heard about the
online treatment from a family member and those with social
stress were more likely to be strained and to drop out from the
treatment. Dropout for these individuals was largely due to
family responsibilities such as caring for a child or another
family member [8,17,20].

The typical finding regarding educational level is that more
literate participants harbor a higher willingness to participate
in and are more successful at remaining in the study [20,21].

On the contrary, individuals with poor education, low income,
and higher risk for unemployment were more likely to not make
use of health care or to not benefit from it compared with their
more privileged counterparts [16,17]. However, an aggregation
of only online psychological interventions revealed no
conclusive evidence regarding employment [14].

Health-Related, Psychosocial, and Social-Cognitive
Variables
Regarding health-related and psychosocial variables, along with
workability, the typical pattern is that the more somatoform
complaints, depressive symptoms, and phobic anxiety, the lower
their mental well-being; in addition, the more interactional
difficulties patients have, the more likely they are to drop out
[6,17,20].

Regarding social-cognitive variables, self-efficacy was found
not to be directly related to adherence but to planning, which
predicted adherence [3,14]. Finally, higher treatment expectancy
regarding the treatment efficacy was related to greater study
retention and adherence because improvement expectation also
helped participants overcome difficulties and remain motivated
[14,20]. These findings can be explained using the theoretical
backdrop of the health action process approach (HAPA, [22]),
which will also be used for this study. In the study by Zarski et
al [3], 14% of the variance in treatment adherence could be
explained by variables in the HAPA model; however, it remains
unknown whether other characteristics beyond the HAPA
variables can explain more variance in study dropout.

Therapeutic Relationship
For any form of psychosomatic rehabilitation aftercare led by
a therapist, establishing a therapeutic relationship is of
tremendous importance [7]. To successfully provide online
therapies and build a therapeutic relationship, therapists require
training, induction, clear guidelines, in-depth information and
training, and continuing education and training [23].

This leads to the following question: If the therapists are
well-trained in computer literacy and internet skills, will
satisfaction with the relationship and patient progress in therapy
be equal in the online therapy and the F2F treatment?

Goal of This Study
Due to the various sociodemographic variables, social-cognitive
determinants, and health-related variables influencing adherence
to online and F2F-therapies, we need to consider whether
baseline differences may be putting patients at risk for dropping
out.

This study made use of a setting with medical rehabilitation and
aftercare [10]. Medical rehabilitation for psychosomatic patients
in Germany is provided in clinics, where disadvantages of online
interventions can also be addressed to enable patients and
therapists as well to use online psychosomatic aftercare. For
instance, technical requirements can be cleared, and affinity for
internet use (ie, digital health literacy) can be trained to ensure
patient-treatment fit [8].

However, so far, no study can be found addressing the
comparison of the same aftercare delivered online (content and
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procedure of the therapy; Curriculum Hannover [24,25]) with
F2F and CAU in terms of study dropout and intervention
withdrawal. Thus, this was the main aim of this study, since the
usefulness of Curriculum Hannover was tested before and
clearly revealed its superiority to CAU, as well as parity between
the internet and F2F delivery modes [9].

Research Questions
We aimed to answer the following research questions: (1) What
difference exists between online therapy groups (ONL1
[equivalence study], ONL2 [superiority study]) and control
groups (F2F, CAU) regarding patients who complete the
questionnaires (completers) and patients who adhere to the
assigned therapy? (2) What reasons do patients have for not
adhering with the assigned therapy? (3) What factors are related
with completing the different study arms at T2 and T3? (4) Does
the improvement expectation differ between the online therapy
groups (ONL1, ONL2) and the control groups (F2F, CAU), and
does it relate to questionnaire completion at T2 (9 [superiority
study] or 12 [equivalence study] months after the end of the
rehabilitation) and T3 (15 [superiority study] or 18 [equivalence
study] months after the end of rehabilitation) after controlling
for other variables? (5) Does the subjective evaluation of the
online psychotherapy (ONL1, ONL2) and F2F psychotherapy
differ with regard to relationship satisfaction, success
satisfaction, and satisfaction with therapy?

Methods

Ethical Considerations
All participants were informed about the purpose of the study
(including information on the length of the questionnaires and
data storage procedures) via a participant information form and
an informed consent form (all forms can be seen in the appendix
to the CONSORT eHealth statement [9]). All procedures
conducted in this study were in accordance with the ethical
standards of the 1964 Helsinki declaration and its later
amendments or comparable ethical standards.

The questionnaire prior to the intervention was mandatory for
every study participant to avoid missing units. However, whether
study participants actually answered the individual questions
was voluntary. In the case of questions from the patient, a project
manager was at hand to reduce the risk of dropout from the
study. The study protocol was published together with the
primary results [9].

The study protocol was approved by the Ethics Committee of
the North Rhine Medical Association (Ärztekammer Nordrhein;
No. 2015351; Dec 4, 2015). As this study was run in a
rehabilitation treatment and aftercare setting, approval was given
by the pension funds (Bund, Braunschweig-Hannover and
Rheinland) and corresponding patient councils [9]. The clinical
trial was retrospectively registered with ClinicalTrials.gov
(NCT04989842).

Recruitment
We recruited 6023 patients at their psychosomatic rehabilitation
clinic. After excluding noneligible patients, 300 completed the
baseline measures (T1). All rehabilitants who had participated
in a psychotherapeutic rehabilitation treatment with Dr. Becker
Klinik Möhnesee (March 2017 to May 2018), Dr. Becker Klinik
Juliana (March 2017 to April 2018), or Dr. Becker Burgklinik
(complete period between March 2017 and September 2020)
were eligible for the aftercare therapy offered following the
medical rehabilitation program [9].

Rehabilitants were questioned during their stay by a member
of the social services staff and asked whether they wanted to
take advantage of an offer for aftercare therapy. If they said yes,
they were informed about the option of participating in the study
and about the study conditions. If they agreed to participate, the
rehabilitants who had a potential F2F therapy offering within
a 45-minute radius of their place of residence were randomly
assigned to either F2F therapy or online therapy within the
equivalence study (Figure 1) [9]. Those without therapy
offerings in their vicinity were randomly assigned to online
therapy or no therapy within the so-called superiority study.
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Figure 1. CONSORT (Consolidated Standards of Reporting Trials) flowchart for the Curriculum Hannover. CAU: care as usual, F2F: face-to-face,
ONL: online.

Overall, 300 rehabilitants were assigned to one of the study
arms: For the equivalence study, 167 rehabilitants were
randomized to the online therapy (ONL1) or the F2F therapy
(Figure 1). For the superiority study, 133 rehabilitants were
randomly assigned to online therapy (ONL2) or the control
group (CAU) [9].

Study Participants
After providing informed consent, 300 patients were included
in the study (see Figure 1). All patients had participated in
rehabilitation treatment [10] lasting between 1 week and 8 weeks
(median 5 weeks; mean 5.11, SD 1.30 weeks) in 1 of 4 clinics
[9].

Individuals had been admitted to rehabilitative treatment due
to psychosomatic diagnoses according to the International
Classification of Disease, 10th revision (ICD-10) manual
(F20.0-F61 and G43.1), with the most frequent diagnoses being
F32.1 Depressive episode (55/300), F33.1 Recurrent depressive
disorder (87/300), and Adjustment disorders (33/300). At the
conclusion of their rehabilitation, all individuals were
encouraged to maintain their rehabilitation treatment success
[9,10,24,25]. Individuals received the following treatment
recommendations: medication check-up (270/300);
psychotherapy and psychological counseling (246/300);
therapeutic support including physio-, ergo-, or dietary therapy
(171/300); aftercare (162/300); addiction counseling (32/300);
stationary treatment (4/300); hours-wise reintegration into the
job (31/300); diagnostics (30/300); return to work support

(21/300); self-help group (5/300); and other recommendations
(180/300).

The sample had a mean age of 50.27 (SD 9.71; range 25-67;
median 52; mode 58) years. More women participated in the
study (199/300, 66.3%), 51.0% (153/300) were
partnered/married, and 75.7% (227/300) were employed.

Implementation of Therapy
The therapy in the usual F2F contact was based on the concept
from Curriculum Hannover [24,25], an aftercare treatment
following the medical rehabilitation. Apart from the admission
and final interviews, which were each a 50-minute individual
interview, therapy took place over 25 weekly 90-minute group
sessions with 8-10 participants.

The online aftercare was carried out according to the same
concept but had technical peculiarities due to the digital format
[9,10,24,25]: The participants were instructed in advance on
how to use the video platform by means of a learning video;
this included, among other things, the rules for communication
in the virtual group room as well as instructions for regularly
checking the internet connection. The psychotherapists prepared
for the special features of the new format through training
courses geared to equip them to build a therapeutic relationship
in a targeted manner. Also, they were instructed to teach their
patients how to use the video platform. As a part of the group
therapy, psychoeducation was conveyed using PowerPoint
presentations or a whiteboard. Handouts or homework could
also be distributed [9].
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Under study conditions, CAU therapy meant that no
standardized therapy measures were initiated. For these patients,
only whether they independently took up treatments was
assessed.

Statistical Analysis

Comparisons
Differences between the intervention and control groups in
terms of dropout and adherence (research question 1) were tested
with frequency analyses (chi-squared). Patients’ reasons as to
why they did not adhere (research question 2 and the sample
description) were examined using descriptive analyses without
calculating any statistics.

To test what factors were related to completing the different
study arms (research question 3), t tests, chi-squared tests, and
logistic regression analyses (determining odds ratios [ORs])
were conducted.

A multiple analysis of variance (MANOVA) with post-hoc
Bonferroni tests was performed testing whether the subjective
evaluation of the online and F2F therapy would differ with
regard to relationship satisfaction, success satisfaction, and
satisfaction with therapy (research question 4). This was also
followed up by logistic regression analyses.

To test whether the subjective evaluation of the online and F2F
therapy differed with regard to relationship satisfaction, success
satisfaction, and satisfaction with therapy, a MANOVA was
performed (research question 5) taking expectations into
account. All analyses were run using SPSS 26.

Power
To determine the minimum required sample size through a priori
analysis for obtaining a significant medium effect size, we used
PADD 11 software and G*Power 3 software (Psychonomic
Society Inc, Düsseldorf, Germany) [26,27]. With regard to the
superiority study and based on the assumption of an effect of
the intervention with a Cohen d>0.60 (>8 points difference in
the primary endpoint), a total of 90 subjects (45 per study arm)
was needed to conduct the study at an alpha <.05 and power
>0.80. Concerning the equivalence study and based on the
assumption of an equivalence margin of Cohen d<0.29 (<4
points difference in the primary endpoint), a total of 410 subjects
(205 per study arm) was planned for the study to test at an alpha
<.05 and power >.80 [24,25].

Data Exclusion
Inclusion criteria were an indication for psychosomatic therapy
(indication is determined by the procedure described in the
German Pension Insurance's framework concept for
rehabilitation therapy [10]) and access to a standard PC, tablet,
or smartphone with internet access (DSL or LTE) [9].

The exclusion criteria were also based on the framework concept
for rehabilitation therapy of the German Pension Insurance and
included employability <3 hours/day on the general labor
market, drawing or applying for an old-age pension of at least
two-thirds of the full-time pension, and drawing a benefit that
is paid regularly until the start of a pension due to old age.

Furthermore, patients with acute psychosomatic disorders were
excluded [9,10].

The survey was conducted during rehabilitation by means of
questionnaire measures at baseline (T1), 9 (superiority study)
or 12 (equivalence study) months after the end of rehabilitation
(after completion of the therapy intervention; T2), and 15
(superiority study) or 18 (equivalence study) months after the
end of rehabilitation (T3). The reason for the postponed survey
in the equivalence study was the wait time for an aftercare place
in the F2F therapy.

The study participants were asked to fill out the T2 and T3
questionnaires by email and were reminded 2 weeks and 4 weeks
later, respectively. The questionnaires were filled out digitally
via the platform soscisurvey.de. At T2 and T3, the patients were
asked whether they really followed the study protocol in terms
of adhering to the study arm and its treatment as they were
assigned [10].

Survey Instruments
The following items were analyzed in this longitudinal study
[9]: sociodemographic information on gender, age, marital
status, educational level, employment status, and income level.

To measure different aspects of mental health, the Hamburg
Modules for the Assessment of Psychosocial Health in Clinical
Practice (HEALTH-49) [28] were used for the purpose of this
study. Individuals were asked to answer different modules, such
as their feelings during the past 2 weeks or symptoms during
the past 2 weeks, assessing various aspects of mental health.
Items belonging to modules A and C were measured on a 5-point
Likert scale from 1 (“not at all”) to 5 (“very much”). Modules
B, E, and F were also measured on a 5-point Likert scale from
1 (“never”) to 5 (“always”). Module D was also measured on
a 5-point Likert scale from 1 (“not true”) to 5 (“very true”).

Subjective employment prognosis [29] was measured via 3
items. The first item assessed whether individuals believed they
would work until retirement. This item was measured on a
5-point Likert scale from 1 (“sure”) to 5 (“not at all”). The
second item assessed whether individuals perceived their overall
earning capacity was at risk due to their health status. This item
was measured on a 2-point Likert scale from 1 (“no”) to 2
(“yes”). The third and last item evaluated whether individuals
were thinking about applying for pension due to health
limitations, and this was measured on a 3-point Likert scale: 1
(“no”), 2 (“yes”), and 3 (“I have already submitted a pension
application”).

In addition, 3 items of the Work Ability Index (WAI) [30] were
implemented to provide an assessment of the ability to work.
The first item, “If you rate your best ever work ability as 10
points: How many points would you then give for your current
work ability (0 means you are currently unable to work)?” was
assessed on an 11-point Likert scale from 0 (“completely unable
to work”) to 10 (“currently the best working capacity”). In
addition, the 2 items “How would you rate your current work
ability in terms of physical job demands?” and “How would
you rate your current work ability in terms of mental work
demands?” were both measured on a 5-point Likert scale from
1 (“very poorly”) to 5 (“very good”).
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Additionally, the subscale hope of improvement of the
standardized Patient Questionnaire on Therapy Expectation and
Evaluation (PATHEV) was used to assess their expectation of
improvement in symptoms after therapy [31]. Participants were
asked 4 items, which were measured on a 5-point Likert scale
from 1 (“completely disagree”) to 5 (“completely agree”).

Further, the therapeutic relationship was assessed by means of
the Helping Alliance Questionnaire (HAQ) using 2 subscales
[32]: Subscale 1 focuses on relationship satisfaction (8 items),
and subscale 2 focuses on success satisfaction (3 items). All
items were measured on a 6-point Likert scale from 1 (“very
inaccurate”) to 6 (“very accurate”).

Satisfaction with rehabilitation was evaluated using a
standardized 8-item questionnaire [33]. Items were assessed on

a 5-point Likert scale with different anchors used for the 8 items.
Additionally, a self-developed questionnaire was used to assess
participation in outpatient measures and therapy in the CAU
group.

Results

Differences Between Groups
The 300 participants were divided into 2 RCTs: equivalence
study (n=167) and superiority study (n=133; Table 1). All 300
participants completed the questionnaire at baseline (T1). The
number of participants who completed the questionnaires at T2
and T3 is shown in Table 1 indicating retention rates.

Table 1. Study retention rates for the follow-up measurements in the equivalence study (online therapy vs face-to-face; n=167) and the superiority
study (online therapy vs care as usual; n=133).

Superiority studyEquivalence studyTime point

P valueχ2
1CAUd (n=63), n

(%)
ONL2c (n=70), n
(%)

P valueχ2
1F2Fb (n=88),

n (%)
ONL1a (n=79), n
(%)

.4530.5632 (51)31 (44).301.0646 (52)35 (44)T2e

.5330.3915 (24)20 (29).900.0232 (36)28 (35)T3f

aONL1: online therapy in the equivalence study.
bF2F: face-to-face therapy.
cONL2: online therapy in the superiority study.
dCAU: care as usual.
eT2: 12-month follow-up measurement for the equivalence study; 9-month follow-up measurement for the superiority study.
fT3: 18-month follow-up measurement for the equivalence study; 15-month follow-up measurement for the superiority study.

At T2, 2 participants partially completed the questionnaire and
did not respond to questions regarding the outcome of treatment.
These 2 patients were still labeled as completers as they
responded to the questionnaire in general (and were included
in all analyses except for the therapeutic relationship and
satisfaction). All participants who completed the questionnaire
at T3 also completed the questionnaire at T2. No differences
between the ONL1 and F2F groups were found either at T2 or
T3. Similarly, no differences between the ONL2 and CAU
groups were found at either T2 or T3.

These results partially answer research question 1: There was
no significant difference between the online therapy groups
(ONL1, ONL2) and the control groups (F2F, CAU) regarding
the percentage of patients who completed the questionnaires
(identified as completers). To also test whether patients in the
online therapy groups differed regarding their adherence to the
assigned therapy, we further investigated the nonadherence rates
across all patients at all time points. Differences per
measurement point were tested within the 167 patients assigned
to the equivalence study and the 133 patients in the superiority
study (Table 2).
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Table 2. Study retention (number and percentage of patients who completed the questionnaires; completers) and dropout rates (no completion of the
questionnaires), as well as adherence to the assigned therapy for both the follow-up measurement points T2 and T3, by equivalence study (n=167) and
superiority study (n=133).

Superiority studyEquivalence studyTime points

P valueχ2
2CAUd (n=63), n

(%)
ONL2c (n=70), n
(%)

P valueχ2
2F2Fb (n=88), n

(%)
ONL1a (n=79),
n (%)

T2e

<.00122.3812 (19)29 (41).0128.8726 (30)30 (38)Adherent completers

20 (32)2 (3)20 (23)5 (6)Nonadherent completers

31 (49)39 (56)42 (48)44 (56)Dropouts

T3f

–g–g4 (6)18 (26)–g–g20 (23)26 (33)Adherent completers

11 (18)2 (3)12 (14)2 (3)Nonadherent completers

48 (76)50 (71)56 (64)51 (65)Dropouts

aONL1: online therapy in the equivalence study.
bF2F: face-to-face therapy in the equivalence study.
cONL2: online therapy in superiority study.
dCAU: care as usual in the superiority study.
eT2: 12-month follow-up measurement for the equivalence study; 9-month follow-up measurement for the superiority study.
fT3: 18-month follow-up measurement for the equivalence study; 15-month follow-up measurement for the superiority study.
gTest statistic could not be computed because the cell frequencies were too small.

Patients randomized into the F2F and CAU control groups were
much more likely to show nonadherent behavior (not adhering
to the therapy to which the study participants were assigned) in
comparison with the online therapy groups. In both studies,
these differences in dropout and nonadherence were statistically
significant (Table 2). More patients dropped out from the study
at T3, and the nonadherence rates were lower than at T2 (Table
2). Descriptively, the highest percentage of study participants
retained in the study were in the F2F group (32/88, 36%),
whereas patients randomized to online therapy were retained at
a slightly smaller percentage (ONL1: 28/79, 35% and ONL2:
20/70, 29%; Table 2). The highest risk for dropout from the
study was in the CAU group (which did not receive any therapy
within the study). However, the differences could not be
analyzed statistically due to small cell sizes at T3.

Summarizing findings regarding research question 1, differences
between the online therapy groups (ONL1, ONL2) and the
control groups (F2F, CAU) occurred regarding both the
percentage of patients who completed the questionnaires
(completers) and patients who adhered to the assigned condition.
These differences were statistically significant at T2 and only
descriptive at T3.

Exploring Reasons for Nonadherence
To study research question 2, at T2, nonadherent patients were
asked, using a set of predefined answers, why they did not
adhere to the therapy to which they were assigned, and each
patient could select the answers that most applied. Among
patients randomized to ONL1 and identified as nonadherent
(5/79), 2 patients answered that they felt the rehabilitation was
already sufficient to meet their therapy goals and therefore did
not see any further need to participate in the aftercare therapy.

One patient indicated that s/he would not perceive the therapy
as useful. One patient indicated a lack of motivation to attend
the therapy, whereas another patient cited time constraints.

Of the patients randomized into the F2F group who were
nonadherent (20/88), about one-third (7/20, 35%) cited the
unavailability of such treatment, could not find therapy at all,
or would have had to wait too long. There were 5 patients who
answered that the location of the therapy would be too far away.
Another 2 patients replied that they would not perceive the
therapy as useful, while 2 patients indicated that the therapy
would be too much of a strain. One patient indicated that s/he
could not motivate her/himself to attend the therapy.

The 2 nonadherent participants from the 70 participants in the
ONL2 group both answered that they did not participate in the
therapy due to time constraints and other reasons. Of the 63
patients assigned to CAU, 20 were nonadherent: Of those, 16
patients participated independently from this study in an
outpatient treatment. Another 2 underwent inpatient treatment,
14 received drug therapy, and 2 attended a self-help group.

Thus, to address research question 2, patients had different
reasons for not adhering to the assigned therapy related to the
study arm. Summarizing the online treatments (ONL1 and
ONL2), the 7 nonadherent patients indicated no motivation
(n=1), lack of understanding of the benefits of aftercare (n=1),
no time (n=2), rehabilitation goals already achieved (n=2).

Comparisons Between Retained Patients and Those
Who Dropped Out at T2 and T3
To investigate research question 3 and the differences between
patients who completed the study and those who dropped out
(not retained in the study), we compared sociodemographic
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variables within the study arms at T2 (Table 3) and T3
(Multimedia Appendix 1). At T2, only gender was related with
study dropout in the CAU group: While the completer group
consisted of 59% (19/32) women, the dropouts were female
(26/31, 84%) with a higheer likelihood. Thus, within the CAU

group, it seemed to be more difficult for women to be retained
in the study than it was for men. However, such gender
differences did not appear in any other group at a significant
level (see Table 3).

Table 3. The differences between patients who completed the study and those who dropped out at T2 (12-month follow-up measurement for the
equivalence study; n=167; 9-month follow-up measurement for the superiority study; n=133).

Superiority study CAUdSuperiority study ONL2cEquivalence study F2FbEquivalence study ONL1aVariables

P
val-
ue

Dropoutsf

(n=31)

Com-

pleterse

(n=32)

P
val-
ue

Dropoutsf

(n=39)

Com-

pleterse,
(n=31)

P
val-
ue

Dropoutsf

(n=42)

Com-

pleterse

(n=46)

P
val-
ue

Dropoutsf

(n=44)

Com-

pleterse

(n=35)

.1047.58
(10.65)

51.75
(9.32)

.3548.97
(10.36)

51.32
(10.15)

.3449.50
(10.26)

51.48
(8.88)

.7250.98
(9.09)

50.23
(9.36)

Age (years), mean
(SD)

.03126 (84)19 (59).0931 (80)19 (61).8824 (57)27 (59).0926 (59)27 (77)Gender (female), n
(%)

.1011 (36)18 (56).5017 (44)16 (52).6623 (55)23 (50).2925 (57)24 (67)Marital status (Mar-
ried), n (%)

.Educational level, n
(%)

.3811 (36)16 (50).2426 (67)16 (52).5822 (52)19 (41).9023 (52)18 (51)Elementary
school

9 (29)5 (16)4 (10)2 (7)10 (24)14 (30)10 (23)6 (17)High school

10 (32)11 (34)9 (23)13 (42)10 (24)13 (28)9 (21)9 (26)College and
above

1 (3)000002 (5)2 (7)Other

.8423 (74)23 (72).2830 (77)27 (87).6129 (69)34 (74).9934 (77)27 (77)Employment status
(employed), n (%)

Income status (€g), n
(%)

.679 (29)9 (28).3813 (33)11 (36).6515 (36)13 (28).5211 (25)8 (23)<1500

17 (55)15 (47)17 (44)9 (29)17 (41)23 (50)16 (36)17 (49)1500-3000

5 (16)8 (25)9 (56)11 (36)10 (24)10 (22)17 (39)10 (29)>3000

aONL1: online therapy in the equivalence study.
bF2F: face-to-face therapy in the equivalence study.
cONL2: online therapy in the superiority study.
dCAU: care as usual in the superiority study.
eCompleters: study participants who completed the questionnaires.
fDropouts: study participants who dropped out from the study and did not complete the questionnaires.
gA currency exchange rate of €1=US $1.16 is applicable.

To investigate research question 3 regarding T3, the same
analyses were performed with the second follow-up
measurement (Multimedia Appendix 1). Age and marital status
emerged as significantly differentiating between completers
and dropouts in the CAU group: In the completers group,
patients were, on average, 7 years older than patients in the
dropout group. Moreover, for patients randomized into the CAU
group, married patients were more likely to be retained in the
study, whereas single patients were much more likely to drop
out. However, similar age and marital status differences did not
appear on a significant level in any other group (see Multimedia
Appendix 1). To summarize the results on research question 3,
the only factors that were related to the completion of the

different study arms at T2 and T3 were age, gender, and marital
status. However, these were only bivariate analyses, and in the
following sections, we investigate the interrelations in a
multivariate approach.

Predicting Study Retention in All 4 Groups
To further examine research question 3 and to investigate
whether the intervention group (Model 0), sociodemographic
variables (Model 1), health-related and psychosocial variables,
as well as work ability at baseline (Model 2) were interrelated
with the completion of the study at T2 and T3 (Table 4), logistic
regression analyses were performed. This was done using
dummy coding for patients who remained in the study at T2
and T3 as 1 vs those who dropped out as 0.
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After matching the results from the comparisons between the
4 groups, the study arm (ie, intervention group to which the
patients were randomly assigned) was not significantly related
with retention when comparing the 3 groups receiving a
treatment (ONL1, F2F, ONL2) with the CAU control group
(Intervention [ONL vs F2F] in Multimedia Appendix 2). After
controlling for the sociodemographic variables (Model 2 T2,
Model 2 T3, with no variable being significant), 2 characteristics
emerged for study retention at T2 and T3: Patients who reported
lower depressiveness scores at T1 (better mental health; T2:
OR 0.51, 95% CI 0.30-0.85; T3: OR 0.45, 95% CI 0.25-0.79)
were more likely to be retained in the study, and patients with
higher self-efficacy (T2: OR 0.50, 95% CI 0.30-0.83; T3: 0.57,
95% CI 0.33-0.99) were more likely to drop out. Additionally,
at T3, higher social support seemed to make it more likely that
patients dropped out: the less social support patients reported,
the more they remained in the study (but this was not significant
at T2; T2: OR 0.79, 95% CI 0.54-1.15; T3: OR 0.67, 95% CI
0.44-0.99; Table 4).

These findings from the 3 intervention groups (Multimedia
Appendix 2) matched the findings from all 4 groups (Table 4).
Remarkably, with all 4 groups, being married emerged as

significant in Model 2 when controlling for the health-related
variables, psychosocial variables, and work ability at baseline,
indicating a suppressor effect: Only when parts of the variance
were explained by depressiveness, self-efficacy, and social
support, those who were single were more likely to remain in
the study. Additionally, on a marginal/descriptive level, findings
from these analyses were validated, with retention higher in the
F2F group (Model 0 T2: OR 1.06, 95% CI 0.56-2.03; Model 1
T2: OR 1.05, 95% CI 0.54-2.05; Model 2 T2: OR 1.14, 95%
CI 0.57-2.28; Model 1 T3: OR 1.93, 95% CI 0.92-4.07; Model
2 T3: OR 2.10, 95% CI 0.96-4.59), for older participants (Model
1 T2: OR 1.02, 95% CI 0.99-1.04; Model 2 T2: OR 1.02, 95%
CI 0.99-1.04; Model 1 T3: OR 1.03, 95% CI 0.99-1.06; Model
2 T3: OR 1.03, 95% CI 1.00-1.06), and for married participants
(Model 1 T2: OR 1.55, 95% CI 0.94-2.57; Model 2 T2: OR
1.80, 95% CI 1.05-3.08; Model 1 T3: OR 1.47, 95% CI
0.85-2.52; Model 2 T3: OR 1.78, 95% CI 1.00-3.20; Table 4).

Summarizing findings regarding research question 3, the
following factors were (partially) related with the completion
of the different study arms at T2 and T3: age, marital status,
depressiveness, self-efficacy, and social support.
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Table 4. Logistic regression models predicting study retention with all patients: online therapy in the equivalence study (ONL1), face-to-face therapy
in the equivalence study (F2F), online therapy in superiority study (ONL2), care as usual in the superiority study (CAU).

Model 2 T3Model 1 T3bModel 2 T2Model 1 T2Model 0 T2aVariables

P valueOR (95%
CI)

P valueOR (95%
CI)

P valueOR (95%
CI)

P valueOR (95%
CI)

P valueORc (95%
CI)

Intervention group

.141.82 (0.82-
4.03)

.141.79 (0.83-
3.86)

.430.74 (0.37-
1.52)

.420.75 (0.38-
1.50)

.440.77 (0.39-
1.50)

ONL1 vs CAU

.062.10 (0.96-
4.59)

.081.93 (0.92-
4.07)

.711.14 (0.57-
2.28)

.881.05 (0.54-
2.05)

.861.06 (0.56-
2.03)

F2F vs CAU

.521.32 (0.57-
3.07)

.541.29 (0.58-
2.88)

.520.78 (0.38-
1.64)

.430.75 (0.37-
1.53)

.450.77 (0.39-
1.52)

ONL2 vs CAU

.081.03 (1.00-
1.06)

.061.03 (0.99-
1.06)

.281.02 (0.99-
1.04)

.211.02 (0.99-
1.04)

N/AN/AdAge

Gender

N/A1N/A1N/A1N/A1N/AN/AFemale

.981.01 (0.57-
1.78)

.991.00 (0.58-
1.71)

.451.22 (0.72-
2.07)

.581.15 (0.70-
1.90)

N/AN/AMale

Marital status

N/A1N/A1N/A1N/A1N/AN/AUnmarried

.051.78 (1.00-
3.20)

.171.47 (0.85-
2.52)

.031.80 (1.05-
3.08)

.091.55 (0.94-
2.57)

N/AN/AMarried

Educational level

N/A1N/A1N/A1N/A1N/AN/AElementary
school

.910.96 (0.46-
2.00)

.650.85 (0.43-
1.70)

.951.02 (0.53-
1.98)

.720.89 (0.48-
1.66)

N/AN/AHigh school

.221.50 (0.79-
2.85)

.421.28 (0.70-
2.35)

.111.63 (0.90-
2.96)

.221.42 (0.81-
2.49)

N/AN/ACollege and
above

.951.07 (0.15-
7.78)

.832.23 (0.18-
8.19)

.700.68 (0.10-
4.62)

.760.75 (0.12-
4.82)

N/AN/AOther

Employment status

N/A1N/A1N/A1N/A1N/AN/AUnemployed

.161.68 (0.82-
3.45)

.231.51 (0.77-
2.95)

.711.13 (0.60-
2.12)

.701.13 (0.62-
2.05)

N/AN/AEmployed

Income status (€e)

N/A1N/A1N/A1N/A1N/AN/A<1500

.871.06 (0.53-
2.12)

.921.04 (0.54-
1.99)

.780.91 (0.48-
1.72)

.910.96 (0.53-
1.76)

N/AN/A1500-3000

.280.63 (0.27-
1.46)

.180.58 (0.26-
1.28)

.510.78 (0.36-
1.66)

.450.76 (0.37-
1.56)

N/AN/A>3000

.640.91 (0.61-
1.35)

N/AN/A.840.97 (0.67-
1.38)

N/AN/AN/AN/ASomatoform com-
plaints

.020.56 (0.37-
0.92)

N/AN/A.010.55 (0.35-
0.87)

N/AN/AN/AN/ADepressiveness

.181.30 (0.88-
1.93)

N/AN/A.421.15 (0.81-
1.64)

N/AN/AN/AN/APhobic fear

.071.63 (0.95-
2.80)

N/AN/A.131.47 (0.90-
2.40)

N/AN/AN/AN/AMental well-being

.161.29 (0.90-
1.86)

N/AN/A.261.21 (0.87-
1.68)

N/AN/AN/AN/AInteractional difficul-
ties
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Model 2 T3Model 1 T3bModel 2 T2Model 1 T2Model 0 T2aVariables

P valueOR (95%
CI)

P valueOR (95%
CI)

P valueOR (95%
CI)

P valueOR (95%
CI)

P valueORc (95%
CI)

.010.52 (0.32-
0.85)

N/AN/A.010.57 (0.37-
0.89)

N/AN/AN/AN/ASelf-efficacy

.801.06 (0.70-
1.60)

N/AN/A.261.25 (0.85-
1.83)

N/AN/AN/AN/AActivity and participa-
tion

.090.71 (0.48-
1.06)

N/AN/A.370.85 (0.60-
1.21)

N/AN/AN/AN/ASocial stress

.030.68 (0.48-
0.96)

N/AN/A.140.79 (0.58-
1.08)

N/AN/AN/AN/ASocial support

.750.96 (0.72-
1.27)

N/AN/A.890.98 (0.76-
1.27)

N/AN/AN/AN/AWork ability index

.004.197.272.067.05.119.62.043.646.007Nagelkerke

aT2: 12-month follow-up measurement for the equivalence study; 9-month follow-up measurement for the superiority study.
bT3: 18-month follow-up measurement for the equivalence study; 15-month follow-up measurement for the superiority study.
cOR: odds ratio.
dN/A: not applicable.
eA currency exchange rate of €1=US $1.16 is applicable.

Expectations for Improvement From Face-to-Face and
Online Therapy
To test research question 4, improvement expectation from
therapy was measured at baseline among the ONL1, F2F, and
ONL2 groups to evaluate any differences. We conducted a
MANOVA controlling for age, gender, and marital status. The
results showed significant differences in improvement
expectation based on the study arm (F2,228=3.13, P=.05,
Eta²=.027) and based on dropout rates (F1,228=5.68, P=.02,
Eta²=.024), after controlling for age (P=.96; Eta²<.001), gender
(P=.89; Eta²<.001), and marital status (P=.91; Eta²<.001).

When conducting post-hoc comparisons of differences between
patients who completed the questionnaires and those who did
not at T2, the 2 online groups (ONL1+ONL2) were contrasted
with the F2F group. We found a significant difference
(F1,147=5.74, P=.02): The mean score for improvement
expectation from therapy among the online therapy groups was
significantly higher among patients who completed the
questionnaire than among those who did not complete the
questionnaire at T2 (see Figure 2). The difference among the
F2F therapy group did not show any significant effects
(F1,86=0.716, P=.40).

Figure 2. Mean scores for improvement expectation during therapy among patients who completed the questionnaires and those who dropped out at
T2, in the face-to-face (F2F) and combined online groups (ONL1+ONL2).
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When further exploring the post-hoc comparisons on
improvement expectation between patients who completed the
questionnaires and those who dropped out at T3 among online
(ONL1+ONL2) vs F2F therapy, the combined online therapy
group emerged as significant (F1,147=5.74, P=.04). The mean
score for improvement expectation was higher among patients
who completed the questionnaire (mean 3.76, SD 0.61) than
among patients who dropped out (mean 3.52, SD 0.68). The
differences among patients receiving F2F therapy was not
significant (F1,83=0.486, P=.49).

Predicting Study Retention With Improvement
Expectations in the Intervention Groups
Logistic regression analyses were performed as described with
patients in the ONL1, F2F, and ONL2 groups and including
improvement expectation (Multimedia Appendix 2).
Improvement expectation was significant when included in the
analyses: Those who had higher improvement expectations were
also those who were more likely to complete study
questionnaires (Model 2 T2: OR 1.64, 95% CI 1.08-2.50; Model
2 T3: OR 1.59, 95% CI 1.01-2.51; Multimedia Appendix 2).

To answer research question 4, we can summarize that
improvement expectations did differ between the online therapy
groups (ONL1, ONL2) and the control groups (F2F, CAU).
Positive expectation was also significantly related with

completion of the questionnaire at T2 and T3 after controlling
for other variables: the more the patients in all groups expected,
the more likely they were to be retained in the study.

Evaluation of the Different Therapies With Regard to
Different Satisfaction Aspects
To test research question 5, whether subjective evaluations of
the online and F2F therapies differed with regard to relationship
satisfaction, success satisfaction, and satisfaction with therapy,
we conducted a MANOVA. The therapeutic relationship
included 2 aspects: relationship satisfaction (HAQ1) and success
satisfaction (HAQ2). Both items, together with satisfaction with
the treatment, were analyzed using a MANOVA to evaluate
overall effects, and then we tested for group differences (study
arm ONL1, F2F, ONL2, and patients with high vs low
expectations) using Bonferroni post-hoc tests. Only the
intervention groups explained significant proportions of the
variance (FRoy’s Largest Root;3,76=2.665, P=.05, Eta²=.095).
Expectation and the interaction of intervention and expectation
were not significant (P>.45). The means and SDs as well as
summary statistics are reported in Table 5 along with the F tests
of the individual test variables, indicating that the overall effect
was based on satisfaction with the therapy. Within this variable,
the post-hoc tests revealed that differences between groups only
existed between online and F2F groups, but not between the 2
online groups.

Table 5. Statistical results of the therapeutic relationship and satisfaction with the therapy in patients with low expectations (below a median of 3.50,
n=31) vs high expectations (above the median, n=52).

Eta²P valueF groupCAUdONL2c (n=29),
mean (SD)

F2Fb (n=24),
mean (SD)

ONL1a (n=30),
mean (SD)

Variables

Relationship satisfaction (HAQ1e)

.02.400.937N/Af2.52 (1.01)2.84 (0.95)2.63 (0.67)Low expectations

2.38 (1.18)2.98 (1.11)2.90 (1.67)High expectations

Success satisfaction (HAQ2)

.018.500.697N/A2.51 (1.18)2.65 (0.83)2.45 (0.61)Low expectations

2.21 (1.17)2.87 (1.26)2.46 (1.60)High expectations

Satisfaction with therapyg

.092.0243.907N/A3.50 (0.43)2.80 (0.65)3.16 (0.41)Low expectations

3.22 (0.91)2.69 (1.06)3.33 (0.94)High expectations

aONL1: online therapy in the equivalence study.
bF2F: face-to-face therapy in the equivalence study.
cONL2: online therapy in the superiority study.
dCAU: care as usual in the superiority study.
eHAQ: Helping Alliance Questionnaire.
fN/A: not applicable because not measured in the CAU group.
gEffect for expectation was not significant. Post-hoc tests revealed a significant difference between satisfaction and therapy: ONL1 > F2F (P=.05);
ONL2 > F2F (P=.03).

To summarize findings regarding research question 5, the
subjective evaluation of the online and F2F therapies differed
based on relationship satisfaction and success satisfaction and
specifically with satisfaction with the therapy. Patients
randomized into the online therapy were significantly more
satisfied with their treatment than patients in the F2F group.

Relationship satisfaction and success satisfaction were equally
high in the online and the F2F treatments.
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Discussion

In medical internet research, it has been shown that outpatient
psychotherapeutic treatment after rehabilitation treatment is an
important factor in ensuring the sustainability of treatment
effects [1-9,24,25]. At the same time, research has demonstrated
the benefits of online psychotherapy in comparison with F2F
psychotherapy on site [34]. For the first time, this study showed
the direct comparison of psychotherapeutic aftercare delivered
online versus F2F with CAU at more than 1-year follow-up (ie,
15 months and 18 months after baseline) in the field of
psychosomatic therapy regarding adherence and dropout rates.
This is important due to the fact that individually tailored online
and F2F therapies have greater interventional effects than
standard therapy programs [3,5-9].

Principal Findings
Of 300 patients participating in the T1 measurement point, 167
were assigned to the equivalence study because they had F2F
psychotherapeutic aftercare available, and 133 were assigned
to the superiority study because of the unavailability of aftercare
options. Within both groups, the patients were randomized to
the online psychotherapeutic aftercare or the comparator group.
Retention rates in the online groups were equal in all groups.
However, retaining the patients for periods of 18 months (ONL1,
F2F) and 15 months (ONL2, CAU) was rather difficult: While
after 9 months or 12 months, 56% of the patients in the online
therapy dropped out from the study, a further 9%-15% (ie,
65%-71% in total) had dropped out after 15 months or 18
months. Whether the difference in dropout between the F2F
group (48%-64%) and the CAU group (49%-76%) was due to
the longer time frame of the follow-up measurement point or
to the different conditions remains unclear at this point.

In addition, nonadherence rates were tested, and the F2F and
CAU groups were much more likely to show nonadherent
behavior in comparison with the online therapy groups: While
the online groups were only nonadherent at 3%-6%, the F2F
group was much more likely to be nonadherent, at 14%-23%.
Self-reported reasons were mainly unavailability of the
treatment, waiting times that were too long, and a location that
was too far away.

The highest nonadherence occurred in the CAU condition, at
18%-32%. Reported reasons for this nonadherence were that
patients participated in an outpatient psychotherapeutic aftercare,
inpatient psychotherapy, drug therapy, or a self-help group
independently from this study. These alternatives to just keep
waiting could, of course, be regarded as good for the patient
and as functional behavior. In contrast, dropout appears to have
been unfavorable, as the patients’ condition may have worsened
making them unable to participate in the study while
experiencing no or inappropriate support. Thus, determining
how to meet the needs of the patients is of the highest priority
to prevent dropout and dysfunctional nonadherence.

Accordingly, differences between completers and dropouts were
tested in bivariate analyses; age, gender, and marital status were
significant in the CAU group. Women, younger individuals,
and people who were single had a more difficult time remaining

in the study than men, older individuals, and partnered patients.
When testing this with all groups combined and statistically
controlling for these group differences, only marital status was
significant. However, this was merely the case when the
psychological factors were included as well. It turned out that
patients who indicated more depressiveness, more self-efficacy,
and more social support were also more likely to drop out. This
indicates that reducing symptoms in patients who are in greater
need of treatment is difficult.

Furthermore, symptom reduction requires corresponding
communication that builds tolerance against perceiving instant
improvements but rather investing in active participation in
treatment. This relates to the findings regarding improvement
expectations: the more improvements patients expect due to the
aftercare treatment, the more likely they are to also remain in
the study after controlling for the aforementioned factors. Thus,
working on those expectations right at the beginning of the
therapy is imperative, especially if patients report high levels
of depressiveness.

At the same time, it should be kept in mind that all the study
participants had finished an intensive inpatient rehabilitation
treatment and those still suffering from depression might have
had a chronic or therapy-resistant medical condition. This might
have led to the failure of aftercare and resulted in dropouts,
which calls even more for individualized treatments addressing
chronic depressiveness and the risks of relapse.

In contrast, the finding that patients with more self-efficacy and
higher social support were more likely to drop out is noteworthy;
this could be interpreted as unmet needs and expectations. At
the same time, patients with high self-efficacy and social support
might feel more capable to find better support or treatment. On
the other hand, those with low self-efficacy and low social
support seem to be a good fit for the online and F2F therapies
provided in this study. More attention should be paid to patients
with low expectations who appear difficult to cater to.

Regarding satisfaction with the aftercare, the participants in the
online aftercare groups indicated higher satisfaction values than
the participants in the F2F group. This can be explained by the
advantage of requiring less time for commuting to the therapist
[8] and the absence of the fear of stigmatization in online
therapies [15]. Further studies are required for a precise
clarification.

The fact that participants in the online aftercare groups rated
the therapeutic relationship better than the participants in the
F2F aftercare group might be due to the so-called online
disinhibition effect, implying that people are more open to share
their emotions and conflicts in a virtual space [35].

Limitations
This study was designed to investigate online therapies,
compared with F2F therapy and CAU, in terms of symptom
improvement. One main limitation was that the CAU group was
not assessed regarding their expectations, due to practical and
ethical considerations. Another limitation was the fact that
dropouts were not specifically re-assessed because this was not
planned within the study protocol [9].
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However, further prospective and randomized studies are
necessary to investigate the actual acceptance of online therapy
opportunities and the prevention of dropout from (online)
therapies and measurements [3-8,34,35]. Additionally, testing
tailoring of the programs to the expectations and resources of
the patients, specifically with regard to dropout and
nonadherence, could provide additional insight. In the future,
clinical trial registration should be prospective instead of
retrospective.

Another noteworthy limitation is that 6023 patients were
recruited but only 300 patients (about 5%) took part in the study.
While reasons may vary from local and individual factors, it
may also be the case that the program was interesting and fitting
only for a very small subgroup of the addressed population.

In the future, the program should be designed in a way so that
it better matches a larger proportion of the sample. Ideally,
co-creative or co-design strategies that involve the target group
could help, although this is typically very time and resource
consuming.

Comparison With Prior Work
In this study, more patients dropped out than in other online
intervention studies [6,13], which might be related with the
longer follow-up period in this study. However, in their
systematic review, Brown et al [11] did not find the intended
duration of the program to be significant. More work is needed
on the dose-response, along with testing whether the right length
and intensity of therapy are related with lower dropout rates.

In the study by Zarski et al [3], 14% of the variance in treatment
adherence could be explained by the variables of the HAPA
model [22]. In our study, sociodemographic variables explained
4%-5% of questionnaire completion rates, which increased to
17%-20% when including social-cognitive variables related to
the HAPA and additional health-related characteristics. While
this percentage of the variance may appear small, one has to
bear in mind that the predictor variables were assessed at
baseline and dropouts at 15 or 18 months later, whereas in the
study by Zarski et al [3], only a baseline measure and adherence
7 weeks later were analyzed.

In the systematic review by Brown et al [11], the duration of
the interventions ranged between 3 and 20 weeks, with the
majority lasting 8 weeks (n=25), 6 weeks (n=22), or 10 weeks
(n=8). Thus, our study evaluated the intervention over a
relatively long time frame, and more studies like this are
required in the future to replicate our findings with larger
samples.

Consistent with previous studies [6], dropout was less prevalent
on a descriptive level in the group with more human feedback
and less feedback filtered by the online delivery (ie, in the F2F
group relative to all other groups). While previous studies [11]
uncovered factors such as hardware or technical issues, this
could also be assumed for this study, too, but few patients in
the 2 online therapy groups actually reported this explicitly. On
the other hand, the online therapy clearly overcame previously
reported problems such as lack of time and work commitments
[11,14], as well as commuting challenges to the physical
intervention site [4,7,12,36].

Other problems such as disinterest and a diminishing desire to
participate, perceptions that no further need for treatment would
be required, feeling better after only a few modules, and
perceiving the program as noneffective were found across all
groups [11]. However, disappointment due to group assignment
can be assumed, especially in the CAU group, and may be a
reason for dropout and nonadherence [11].

The finding that poor health [6,11,17,20] could be related to
poor adherence was also found in this study. However, this was
only found with regard to depressiveness—the main symptom
for assigning patients to psychosomatic rehabilitation treatment
and its aftercare.

Other interrelations we revealed in our study also matched those
in previous studies. For instance, higher education was
(partially) related to lower dropout, probably because more
self-reflection and eloquence make it easier to make use of the
therapy [4,20,21]. No clear evidence regarding employment
could be found in previous research [14], and our data supported
this finding. While in previous studies, age was found to be
related to the willingness to participate and remain in online
research [14], we also found that younger patients were at a
greater risk of dropping out [16].

Our finding that women were more likely to drop out from the
study if randomized to the CAU group also matched previous
findings (eg, [19]). If this could be attributed to the participating
women being less technologically open and self-efficacious and
less able to overcome technical problems [20], there would be
a need for training and more adequate support. However, if this
is related to family duties such as caring for children or other
family members as found in previous studies [8,17,20], the
online therapy might bring benefits both in terms of avoiding
commuting times or eliminating the risk of leaving children or
family members unattended at home. Nevertheless, this was
not explicitly assessed in this study and calls for future research.

Online therapy might also bring the risk of multitasking at home
and creating no clear detachment from family duties when
spending time in therapy. Such patients may be just one wall
away from family responsibilities, and this may also relate to
difficulties explaining to family members that no disturbances
are allowed. This could be addressed in terms of good planning,
for instance, by having a babysitter both for attending a F2F
treatment at a therapy site and, while ensuring confidentiality,
when attending the online therapy at home.

Marital status and social support were revealed in our study as
being significantly related to remaining in online interventions
as has been shown in previous research [8,14,17]. However, an
opposite pattern to previous studies [14,20] was found: Marital
status was beneficial but more social support was not. Maybe
a family member stepping in when problems, such as increasing
family duties, made it more likely for individuals to remain in
the therapy and the study, despite the difficulty. This underscores
the importance of partnership or family for therapy adherence.
On the contrary, dropout for those patients with high social
support may be due to having perceived a mismatch in their
expectations but then they got the help to find alternatives (while
the partner or family individual is not able to do so). However,
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these assumptions need to be researched further, in more detail,
and systematically.

Matching previous findings, higher treatment expectancy
regarding the treatment efficacy was related to greater study
retention and adherence [14,20]. Remarkably, contrary to
previous studies [3,14], in our study, self-efficacy was found
to be directly related to dropout. As mentioned, this may be
related to the study design and other factors relating to
alternative treatment usage and self-help behavior. Thus, more
work is needed to investigate this further.

Conclusions
This study showed that there are many different factors
correlating with adherence to and dropout from online and F2F
therapies. These variables should be addressed when allocating
patients to their therapies and treating mental disorders.

Special focus should be given to women, younger patients,
unpartnered patients, less educated patients, patients with more
depressiveness symptoms, and those with fewer expectations.
Tailored approaches should support these patients by meeting
their needs and building optimistic expectations.
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Abstract

Background: Illegal drug usage among adolescents is a critical health problem. The Taiwanese government provides an
accompanying volunteer program to prevent students who experiment with drugs from reusing them. An appropriate training
program can improve volunteers’ abilities to assist students using drugs. Problem-solving, self-efficacy, and teamwork are critical
abilities for inexperienced volunteers who help with drug use prevention. By interacting with the animation or 3D virtual reality
(VR) in the virtual scene, learners can immerse themselves in the virtual environment to learn, and 3D VR can increase learning
opportunities and reduce the cost of human and material resources.

Objective: The aim of this study was to examine the effectiveness of spherical video-based virtual reality (SVVR) training in
improving problem-solving, self-efficacy, and teamwork among volunteers who helped prevent adolescents from using illegal
drugs.

Methods: This study used a randomized controlled design with a total of 68 participants in the experimental (n=35) and control
(n=33) groups. The participants in the experimental group received the SVVR training program and their counterparts in the
control group did not receive any training.

Results: Generalized estimating equation analyses indicated that the experimental group showed significant posttraining
improvements in problem-solving and self-efficacy but not teamwork when compared with the control group.

Conclusions: The results of this study revealed that SVVR could improve participants’ problem-solving skills and self-efficacy
for assisting students in not using illegal drugs. However, future studies are suggested to develop effective SVVR to assist
inexperienced volunteers in enhancing their teamwork abilities. We believed that introducing the training program to more sites
can enhance volunteer training so that volunteers can have a better companionship effect when helping students quit drugs.

Trial Registration: ClinicalTrials.gov NCT05072431; https://clinicaltrials.gov/ct2/show/NCT05072431

(J Med Internet Res 2021;23(11):e29862)   doi:10.2196/29862

KEYWORDS

3D virtual reality; volunteers; problem-solving; self-efficacy; teamwork

J Med Internet Res 2021 | vol. 23 | iss. 11 | e29862 | p.786https://www.jmir.org/2021/11/e29862
(page number not for citation purposes)

Chiang et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

mailto:jonglong@ntnu.edu.tw
http://dx.doi.org/10.2196/29862
http://www.w3.org/Style/XSL
http://www.renderx.com/


Introduction

Illegal drugs contain psychoactive substances and toxic
chemicals that are harmful to adolescents. Numerous countries
ban the use of illegal drugs by adolescents because it is highly
associated with poor brain function [1], cognitive abilities [2],
and academic performance [2]. In addition, drug use during
adolescence predicts future drug-related disorders in adulthood
[3]. Since recent years, new psychoactive substances are being
widely used by adolescents in many countries, causing serious
health consequences [4]. Thus, prevention of illegal drug and
new psychoactive substance usage has become a critical and
urgent issue for governments and schools worldwide.

The Taiwanese government is fully aware of the seriousness of
adolescent drug use. In addition to setting up an intervention
program to prevent students who experiment with drugs from
reusing them [5], the Taiwanese government also provides an
accompanying volunteer program (ie, the Sunshine volunteer
program). To be a volunteer, an individual is expected to be
enthusiastic and willing to be a life coach to adolescents with
drug use history and assist them in quitting drugs. Before
serving, volunteers are required to complete 12 hours each of
basic and specific training on drug use prevention [6]. Currently,
the 12-hour training program involves a lecture delivered using
the traditional teaching method. Informed by a needs assessment
before the study inception, volunteers told us that they would
like to learn problem-solving skills and increase their
self-efficacy to meet the job requirements when supporting
students in not using illegal drugs. In addition, inexperienced
volunteers would like to form good teams with students to work
together in preventing drug use. Although the existing training
program can increase professional knowledge on drug use
prevention, it is insufficient in the aspects of problem-solving
abilities, self-efficacy, and teamwork skills. Thus, it is critical
to develop an innovative training program.

An appropriate training program can improve problem-solving
abilities among volunteers [7]. Problem-solving pedagogy can
assist learners to use existing knowledge as well as previous
experiences and skills to generate effective and feasible solutions
to present problems [8]. Therefore, the problem-solving teaching
method is important to cultivate learners’ abilities [9,10].

Self-efficacy is a critical construct of the social cognitive theory
advocated by Bandura [11]. Self-efficacy refers to an individual's
belief that he or she can perform the necessary behaviors to
produce specific performance achievements. Self-efficacy
reflects self-confidence in one's motivation, behavior, and social
environment. These cognitive self-assessments influence all
types of human experiences, including the goals that people
strive for, energy they spend to achieve them, and possibility
of reaching a certain level of behavioral performance [12]. The
construct of self-efficacy has been widely employed in drug use
prevention. For example, a previous study applying an electronic
course program on drug use prevention indicated that the
adolescent participants in the experimental group displayed
better self-efficacy in terms of drug use resistance than their
counterparts in the comparison group [5].

To help students stop using illegal drugs, teamwork is important
for volunteers. Teamwork might include team building and
collaborative discussions of the adolescents’ daily life. A
previous study indicated that teamwork might buffer the
negative effects of the drinking environment on coworkers [13].
Moreover, a previous study indicated that teamwork is an
essential component of a preventive program to help manage
problem behaviors [14]. A proposed model also suggested that
better teamwork among parenting partners might reduce an
important set of family risk factors associated with drug use as
well as behavioral and emotional problems in children [15].

Problem-solving, self-efficacy, and teamwork are critical
abilities for inexperienced volunteers who help with drug use
prevention. Lectures are the main components of the traditional
training programs, which can be replaced by integrating with
emerging technology. A virtual learning environment is provided
by 3D virtual reality (3D VR). By interacting with the animation
or 3D VR in the virtual scene, learners can immerse themselves
in the virtual environment to learn, and 3D VR can increase
learning opportunities and reduce the cost of human and material
resources. Empirical research indicates that VR-based teaching
can provide participants with new experiences and increase their
learning ability [16].

The use of 3D VR with multiple perspectives and multisensory
cues offers several potential benefits to education and training
[17]. Furthermore, 3D VR promotes experiential and active
learning, visualization and reification, learning in contexts
impossible or difficult to experience in real life, motivation
enhancement, collaboration fostering, adaptability, and
evaluation and assessment. Previous studies also documented
3D VR as a useful intervention tool to train older adults [18,19].
Considering the success reported in the literature, this study
projected the likelihood of the training effects on adult
volunteers who helped prevent illegal drug use.

The 360-degree view Camera (VR Camera) is a useful hardware
device to provide VR content. The VR-based 360-degree scenery
video is a combination of image computing technology and VR
wearables that allow learners to obtain an immersive experience.
In recent years, VR techniques and spherical video-based virtual
reality (SVVR) have made significant progress in numerous
training programs, allowing learners to interact with the virtual
world. For example, researchers applied this technology to train
people with public speaking anxiety to improve their
performance. The results showed that participants with moderate
and high levels of speaking anxiety did show improvements
after receiving training [20]. In addition, a previous study also
showed that SVVR-based learning is effective for childbirth
training in nursing education. These findings encouraged the
use of SVVR-based training programs [21].

Researchers also applied VR technology in clinical settings and
explored its effectiveness in the field of substance use. For
example, VR technology and cue responses were used to explore
smokers' cravings for smoking [22]. Saladin et al [23] found
that 3D VR could induce physiological and psychological
responses, and then produce the intention and behavior related
to drug use. A previous study used VR to assist smokers in
quitting smoking. It found that crushing cigarettes significantly
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improved the score of nicotine addiction and the rate of quitting
smoking, as well as reduced the loss of patients [24].

Another advantage of VR-based education is that such
interactive training is more suitable for sensitive problems, such
as drug use, to avoid ethical disputes. For example, it may not
be appropriate to provide real drugs at the teaching site;
however, virtual drugs can be allowed in a VR environment.
To the best of our knowledge, this SVVR-based training is the
first of its kind for volunteers. This study aims to develop an
SVVR-based training program for volunteers helping in
preventing illegal drug use by adolescents and evaluate the
effectiveness of the training program.

Methods

Participants
Sunshine volunteers helped students with illegal drug use
problem in schools. Each city and county had a volunteer group.
After we sent an invitation letter to each of the 17 Sunshine
volunteer groups, 5 of them agreed to participate. We invited
all volunteers in the 5 groups (approximately 200) to participate
in our study and randomized them into the experimental and
control groups by assigning a number and flipping a coin. The
selection criteria of participants were (1) helping at least 1
student with drug use problems, (2) having served for less than
2 years as a Sunshine volunteer, (3) having experience in using
technology products, and (4) being able to operate SVVR.
Recognizing service experience as a confounding factor in our
sampling, we selected only the volunteers with less than 2 years
of experience to minimize its effect. Training these novice
volunteers was expected to produce greater improvements than
enlisting experienced volunteers. There was no cybersickness
incident that led to the exclusion of participants. [25]. After
provision of their signed informed consent forms, 68 selected
volunteers participated in the study and were allocated randomly
into experimental and control groups by tossing a coin, leading
to 35 and 33 participants in the experimental and control groups,
respectively.

The participants in the control group received the SVVR
intervention after completion of the study. The research team
conducted one-on-one interviews to obtain the survey data. All
participants successfully completed the program within
approximately 3 hours.

According to Kirk [26], for an estimated effect size of 0.80, the
approximate sample size required is 26 for each group when

the power is set at 0.80 and type I error at 0.05. A previous 3D
VR study yielded significant preintervention and
postintervention improvements in psychological health with a
similar sample size [19]. Another SVVR study with 32
participants in the experimental and control groups showed that
providing childbirth education with SVVR resulted in superior
learning performance [21]. Therefore, the sample size in this
study (N=68) was large enough to detect training effects.
Moreover, all participants finished the training program
successfully.

Recruitment and Assessments
A flowchart outlining participant enrollment and assessments
is presented in Figure 1. After selecting the five Sunshine
volunteer groups, the research team approached the executive
director and staff to explain the research purpose, method, and
protocol. After obtaining permission to conduct the study, we
posted recruitment messages and held meetings to invite
potential participants who met the inclusion criteria so that the
participants could fully understand the purpose of the study
before providing their written consent. After the meeting, we
conducted a 15-minute operation session with SVVR to evaluate
the feasibility and acceptance of the program. Participants
indicated their acceptance of this arrangement and reported that
the SVVR program is very novel and different from their
previous training experiences. The research team members
collected their baseline data in a quiet room of a local school.
During the implementation period, a 3D VR technical
professional, staff of the volunteer group, and several trainers
of the SVVR program were available to ensure the training
proceeded smoothly. After the SVVR training, participants of
the experimental group were involved in a 20-minute group
discussion. After the group discussion, a counseling professional
hosted a 30-minute panel discussion to answer the questions
regarding how to effectively help adolescents quit substance
use. The 20-minute group discussion and 30-minute panel
discussion were conducted to assist participants to organize
what they learned into 5 VR scenarios and use them during the
future accompanying process with students. After the panel
discussion, the participants provided written and verbal feedback
to the research team. The participants were encouraged to
contact the counseling professional in future to work together
in supporting students to quit using illegal drugs. The control
group did not receive the SVVR training at the same time but
received it after completion of the study.
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Figure 1. Flowchart showing the participant enrollment and assessment process.

Training Program Development
Before developing the SVVR program, the research team
interviewed five volunteers face to face to understand how to
help students quit substance use. Verbatim transcripts of the
interviews were recorded. Consequently, the research team
developed the SVVR program involving drug education,
educational psychology and counseling, social work, nursing,
and health education professionals to ensure the appropriateness
of the SVVR program for the volunteers. The development of

scenarios adopted a narrative approach in which each scenario
included elements such as the setting, character, and plot. In
addition, the context was derived from previous interviews of
volunteers. This presentation format could make the scenarios
more complete and better meet the needs of the volunteers. After
the first draft of the training program was completed, the
research team invited the volunteers and professionals to
examine the five scenarios and provide their comments. The
five scenarios are shown in Figure 2.
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Figure 2. Five scenarios of spherical video-based virtual reality.

Program Components
The training program offered 5 VR scenarios and invited
participants to actively engage in a 20-minute group discussion
and a 30-minute panel discussion. Table 1 summarizes the five
scenarios. Each scenario has a corresponding activity led by a
drug use prevention professional to guide participants in having
proper interactions with students. For example, the first scenario
focused on ice breaking, greeting, mutual introduction, and
welcome messages. In the second scenario, students chose three
Tarot cards and interpreted the meanings of these cards. The
third scenario was about how to face a situation when students
play mobile games and neglect the participants. The fourth
scenario was to use Kahoot, a game-based learning platform,
to design 10 questions for exploring ways of facilitating

communication between students and close peers using drugs.
The fifth scenario taught the participants how to become friends
or followers of the students on social media platforms (Line,
Facebook, and Instagram) to assess the social groups and
lifestyles of the students, regularly or irregularly post positive
messages, offer students timely attention, and interact with the
students when needed. The relationships of the training program
components and outcome variables are presented in Table 1.

The research team conducted a 15-minute operation
demonstration to introduce the purpose of the training before
the SVVR training was formally launched. In this orientation,
the 3D VR professional taught the participants how to wear the
3D VR helmets and select the VR scenes. The participants
practiced multiple times to avoid dizziness.
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Table 1. Activities of virtual reality training program and outcome variables.

VR5VR4VR3VR2VR1Activities for VRa training program

Outcome variables

Life skills

Problem-solving (Information Children” [27]; Docktor and Heller [28])

N/AHelp students identi-
fy if they have close

N/AbTarot card game:
Pick up the first card

Warm up: Welcome,
introduce each other,

Step 1: Define the prob-
lem.

peers (such as a bud-and pretend the cardexplain that you are
dy, boyfriend, orreveals the students’a volunteer who is
girlfriend) with drug
use problems.

When there is a
binding relationship

current situation or
problem. Partici-
pants interpret the
card using informa-
tion collected in ad-
vance.

happy to accompany
the students and ask
them about their re-
cent life.

between the student
and drug-using peers
that prevents stu-
dents from staying
away, take the oppor-
tunity to advice stu-
dents about the right
way to interact with
others.

N/AN/AN/ATarot card game:
Pick up the second

Assist students in
clarifying recent
problems in life.

Step 2: Gather information

card and encourage
students to find the
possible causes that
resulted in the prob-
lems in their current
lives.

N/AN/AN/ATarot card game:
Pick up the third

Express your con-
cern, empathize, and

Step 3: Generate possible
solutions.

card and suggestinvite students to
what should the stu-brainstorm ideas
dent do in future toabout what has hap-

pened. avoid similar prob-
lems.

Learn how to use
one social media

N/APrepare yourself to
handle students’

N/AN/AStep 4: Evaluate possible
methods and choose one.

platform that is cur-problems and emo-
tions. rently used by the

students for timely
communication with
students.

Learn how to send
messages and emoti-

N/AN/AN/AN/AStep 5: Implement the
method to solve the prob-
lem and evaluate. cons or emojis using

the app to help stu-
dents solve their
problems.

Self-efficacy empowerment

Enactive self-mastery

N/AN/AN/ADiscuss with the stu-
dents about what can

Coaching

be done to avoid
problems in life.

N/AN/AN/AN/AEncourage students
to continue this
companionship.

Participation

Role modeling
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VR5VR4VR3VR2VR1Activities for VRa training program

A VR professional
demonstrates how to
interact with stu-
dents using social
media platforms.

N/AA VR professional
shares his or her
own experience and
explains how to deal
with problems effec-
tively.

Participants also
draw three Tarot
cards to explain how
to face difficult situ-
ations, such as ask-
ing for help from
others, finding avail-
able resources, and
calmly thinking
about solving prob-
lems.

N/ADemonstration

A professional uses
his or her mobile
phone to demon-
strate how to success-
fully interact with
students for a long
period of time.

Guide students to
uncover one or more
questions regarding
close peers with
drug use problems.
Politely ask them to
examine their interac-
tion with their peers
and tell them to
think independently
about “the good and
bad” about people,
affairs, and things.

N/AN/AIntroduce your role
as the student's men-
tor and your willing-
ness to assist him or
her for at least 3
months or even until
graduation.

Mentoring

Verbal persuasion

N/AN/AChallenge partici-
pants to think about
solutions.

N/AN/AStimulation

N/AN/AN/AIndicate the benefits
of facing problems
and solving them.

N/ARewards

Teamwork

N/AN/ATell participants to
listen to students and
respect their ideas so
that students are
willing to work to-
gether with the vol-
unteers.

N/AN/ACommitting to the de-
velopment of team-
work

Perform assignments
with participants that
elicit teamwork.

N/AN/AN/AN/APerforming assign-
ments that elicit team-
work

Focus on the process
of observing stu-
dents’ social groups
and lifestyles and
provide positive
feedback if the stu-
dent makes any
changes that reduce
illegal drug use.

N/AN/AN/AN/AFocusing on the pro-
cess

N/AProvide several use-
ful suggestions to
interact with close
peers.

N/AN/AN/AProviding meaningful
feedback

aVR: virtual reality.
bN/A: Not applicable.
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Measurements
The sociodemographic variables of the participants assessed at
baseline included their gender, age, the number of years
completed as a Sunshine volunteer, marital status, employment,
and the number of served students. The performance impact
was assessed based on three variables including problem-solving
skills, self-efficacy, and teamwork.

Problem-solving Skills
The problem-solving ability scale was modified from a
previously evaluated instrument [29] comprising 6 items and
was scored on a Likert-type scale ranging from 1 to 5, with
higher scores indicating a higher level of problem-solving
abilities in terms of drug use prevention.

Self-efficacy
The self-efficacy scale was a modified form of a previously
tested scale [30] containing 6 items. Each item was scored on
a Likert-type scale ranging from 1 to 5, with higher scores
indicating a higher level of confidence in drug use prevention.

Teamwork
The team cooperation scale used was a modified version of a
previously tested scale [31] with 4 items. Each item was scored
on a Likert-type scale ranging from 1 to 5, with higher scores
indicating a higher level of cooperation with team members.
Analyses of the Cronbach α and exploratory factor analysis of
each variable indicated that a single factor on each scale
accounted for 64.26% to 65.20% of the variance, as shown in
Table 2.

Table 2. Reliability and factor loadings of each variable.

Accounted variance (%)Factor loadingFactorCronbach αNumber of itemsTheme

64.640.764-0.8421.8886Problem-solving skills

64.260.699-0.8821.8876Self-efficacy

65.200.589-0.8991.8114Teamwork

Data Analysis
We conducted descriptive analysis of the demographic variables.

In addition, two-tailed χ2 tests were conducted to compare
differences based on the gender, age, number of years completed
as a Sunshine volunteer, marital status, employment, and number
of served students. A generalized estimating equation (GEE)
was used to explore the effects of problem-solving, self-efficacy,
and teamwork. The GEE enables the understanding of the
changes and their effects at the individual and group levels by
estimating the average response of the population and is more
advantageous than regression analysis that would enable
prediction of the effect [32]. Statistical analyses were conducted
using SPSS 22.0 (IBM Corp).

Ethics Statement
The study received approval from the Research Ethics Review
Committee of National Taiwan Normal University
(201805HS007).

Results

Demographic Data
Most of the participants in the experimental and control groups
were female, aged 51 to 60 years and married. They had served
as Sunshine volunteers for 7 or more years and were
unemployed. The participants in the experimental and control
groups had no statistically significant differences in terms of
their demographic variables, as observed in Table 3. The
participants in both groups were treated equivalently when
comparing the intervention effects.
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Table 3. Demographic data of participants (N=68).

P valueχ2 (df)Control group (n=33), n (%)Experimental group (n=35), n (%)Characteristic

.311.019 (1)Gender

6 (18.18)10 (28.57)Male

27 (81.82)25 (71.43)Female

.571.13 (2)Age (years)

7 (21.21)7 (20)≤50

14 (42.42)19 (54.29)51-60

12 (36.36)9 (25.71)≥61

.610.41 (1)Marital status

31 (93.94)34 (97.14)Married

2 (6.06)1 (2.86)Others

.610.262 (1)Employment history (years)

11 (33.33)13 (39.39)≤6

22 (63.67)20 (60.61)≥7

.350.883 (1)Employment

14 (42.42)11 (31.42)Yes

19 (57.58)24 (68.57)Others

.620.243 (1)Number of served students

15 (45.45)18 (51.43)≤1

18 (54.55)17 (48.57)≥2

Improvements in Training Variables
Group differences in the patterns of change over time are shown
in Figure 3. GEE analyses indicated a significant group × time

interaction for problem-solving (β=3.055; Wald χ2
1=4.757;

P=.03) and self-efficacy (β=6.135; Wald χ2
1=19.033; P<.001)

but not for teamwork (β=1.025; Wald χ2
1=1.172; P=0.28), as

indicated in Table 4.
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Figure 3. Changes in the experimental and control groups from pretest to posttest in terms of (A) problem-solving skills, (B) self-efficacy, and (C)
teamwork.

Table 4. Generalized estimating equation of outcome variables.

P valueWald χ2 (df)SERegression coefficientLife skill

Problem-solving

.04 b4.250 (1)1.107–2.283Experimental groupa

.201.642 (1)1.0091.293Time (posttest)c

.034.757 (1)1.4013.056Experimental group × time (posttest)d

Self-efficacy

.083.073 (1)1.269–2.225Experimental group

.770.087 (1)0.9980.295Time (posttest)c

<.00119.098 (1)1.4046.135Experimental group × time (posttest)

Teamwork

.025.471 (1)0.730–1.708Experimental group

<.00116.112 (1)0.4681.880Time (posttest)

.281.172 (1)0.9471.025Experimental group × time (posttest)

areference group: control group
bItalicized values indicate statistical significance at P>.05
creference group: baseline
dreference group: control × baseline
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Group and Panel Discussions
After the SVVR training, we invited the experimental group to
discuss related responsive strategies. As shown in Table 5, the
participants suggested responsive strategies including target
setting, value identification, problem-solving skills, peer or

parental influence, and environmental changes to assist students.
During the panel discussion, the invited professionals and
participants discussed responsive strategies including analyzing
current situations, making multiple attempts, providing social
support, and increasing social connections for students after
quitting drugs considering their future life.
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Table 5. Summary of responsive strategies for group and panel discussions.

Responsive strategiesDiscussion

Target settingGroup discussion:

How do you help your stu-
dents to avoid negative ef-
fects when drug-taking close
peers still instill the wrong
drug-taking concepts and
ideas?

• Support students to understand their interests and expertise. There are goals to divert students’ attention from drug
use; the opportunities of success in discontinuing drug use are relatively high. (P1)a

• By understanding the family background, friends, and working conditions of the students, we can provide responsive
suggestions and tell them how and what they can achieve in future so that the students find the courage to live a
new life. (P2)

• Tell students that they will have more job opportunities if they possess a skill. (P1)
• Help them find the focus of their life (things they are interested in) and gradually get rid of drugs. (P4)

Help students find the type of work they are interested in and explain that all their efforts in life will help them achieve
something. (P5)

Value identification

• Drugs harm health. For example, tell students that long-term use of ketamine will require them to use diapers for
the rest of their life. (P9)

Problem-solving

• First understand the causes of drug use, analyze the advantages and disadvantages of drug use, discover the problems,
and then help students solve the problems and return to a healthy life. (P3)

• Inform the police about the drug supplier so that the students will not have access to drugs. (P12)

Peer or parental influences

• Let students know that they can leave peers who use drugs, meet with groups engaged in healthy activities, and
make good new friends to support and encourage each other. (P4)

• Cut off contacts with peers who use drugs. (P8)
• Delete the phone numbers of peers who use drugs from the students' mobile phones. (P12)
• Peers with risks of drug usage are also treated as persons needing care. (P12)
• Parents are critical of students who use drugs. They should listen to and engage with these students.

Environmental change

• Choose the workplace carefully to avoid exposure to drugs. (P7)
• Choose extracurricular activities and do not participate in activities that expose students to drugs. (P7)
• Move out of the current living community to avoid exposure to drugs. (P8)

Analyzing current situationsPanel discussion:

Students ask what they can
do if they quit drugs?

• First understand the current situations of the students’ life and then provide specific suggestions. (P6)
• First explore students' interests, talk about their needs, guide them to think about future career planning, and then

guide them to focus on their dreams. If they work hard, they can achieve all the good things they want. (P10)

Multiple attempts

• Encourage students to participate in government-sponsored vocational training and explore more ways to establish
their own career direction. (P1)

• Work in an interesting workplace to see if students are suitable for the job position. (P2)
• Forget the past and try to move forward. Keep the same job for at least 3 months before changing. (P2)
• Lead the students to participate in academic and industry collaborations. (P5)
• Help students find jobs. (P6)
• Introduce them to appropriate work opportunities according to their personality and expertise. (P9)

Giving social support

• First address the students' emotions; let them take a break and let go of their blind spots; try to make them break
through the bottleneck of life at this stage. (P5)

• Support students till the end and try to help them. (P7)
• Engage with students to find their interests; as long as they do not use drugs, everything is fine. (P8)
• Support students to make sensible decisions and be their backup. (P9)
• Get to know the students and help them. (P9)
• Let students work or start a business together; provide consultation and assistance in this process. (P13)

Increasing social connections

• Encourage students to volunteer to care for the elderly and orphans and learn to help others and socialize. (P9)

aP: serial number of the participants.
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Discussion

Principal Findings
To the best of our knowledge, this was the first study using
SVVR in a volunteer training program. We adopted a
randomized controlled design and recruited 68 participants from
5 cities to have enough power to detect the training effects.
Although the score improvement aspects among the participants
in the experimental group were superior to those shown by their
counterparts in the control group in terms of problem-solving
skills, self-efficacy, and teamwork after training, the GEE results
revealed that the participants in the experimental group showed
better improvements in problem-solving skills and self-efficacy
compared with their counterparts in the control group but not
in teamwork capabilities.

The SVVR training program improved the participants’
problem-solving abilities when compared to their counterparts
in the control group. Problem-solving is one of the life skills
that was advocated by the World Health Organization [33].
Problem-solving skills involve identifying a problem, developing
possible solution paths, and taking the appropriate course of
action. Problem-solving skills can improve adolescents’
problematic behaviors such as substance use [34]. The use of
VR technology in the training program offers a novel
opportunity for the development of problem-solving skills by
providing learners with richer situations; this made the learning
process more interesting and interactive and could improve the
learners’ motivation and attention, thus helping them explore
new possibilities. A recent study supported the use of VR
technology stating that it could increase users’ interest and
motivation, and potentially assist students in developing
problem-solving skills [35]. Apart from the SVVR training
program, our study conducted group and panel discussions. It
contributed to the development of participants’problem-solving
skills through discussion processes so that the volunteers could
understand the importance of having discussions with the other
participants.

Another important finding of the study is that the SVVR training
program was effective in promoting volunteers’ self-efficacy
to help students quit drugs. Self-efficacy is one of the core
concepts in Bandura's social learning theory, which refers to
the degree of personal confidence in assessing whether a
particular behavior is performed in a specific situation. It is a
critical variable in predicting and interpreting future behavior
[10]. A previous study pointed out that self-efficacy can
stimulate behaviors and is the source of motivation [36]. The
higher the self-efficacy, the higher is the number of expected

healthy behaviors [37]. Self-efficacy could be a significant
predictor for drug quitting among adolescents [5]. In addition,
self-efficacy reflects the proficiency in personal abilities. An
individual’s self-efficacy can be improved through personal
experiences of success [38]. Our findings advocate the use of
SVVR for improving participants’ self-efficacy, and they are
consistent with the findings of previous studies [39,40]. A recent
study indicated that using VR-based learning environments with
student teachers helped students increase their self-efficacy and
allowed them to be more innovative and creative [41]. Thus,
using VR for training adolescents in self-efficacy offers high
potential at present and in future.

A previous study identified significant differences between
virtual and live simulations in terms of teamwork attitudes and
communication skills in a randomized controlled trial that was
conducted with 120 undergraduate medical and nursing students.
These findings supported the potential of VR as a substitute for
conventional team-based simulation training [42]. Numerous
learning and performing tasks require teamwork. Team members
may work concurrently and meet during some occasions. A
recent review article summarizing trainings for health
professionals indicated that most review studies evaluated the
usability and acceptability of VR simulations whereas very few
studies have measured the effects of VR simulations on the
development of nontechnical skills such as teamwork [43].
Researchers indicated that although the importance of teamwork
in health care is recognized, limited consensus exists regarding
what it is, how it can most effectively be learned, and how it
should be assessed [44]. We suggest that collaborative virtual
environments should be developed in future training programs
to allow participants to come together to complete a task. VR
might have different educational or training effects on teamwork,
suggesting that more research is needed in future to clarify its
effectiveness.

Conclusions
We conclude that it is feasible to apply 3D VR technology in
training volunteers who help with substance use prevention.
The results of this study revealed that SVVR can improve
participants’ problem-solving and self-efficacy for assisting
students in quitting illegal drug use. However, future studies
are suggested to develop effective SVVRs to assist
inexperienced volunteers in enhancing their teamwork abilities.
We believed that it is promising to introduce this training
program at more sites to enhance volunteer training so that
volunteers can be better companions and help students quit
drugs.
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Abstract

Background: Stroke remains one of the major chronic illnesses worldwide that health care organizations will need to address
for the next several decades. Individuals poststroke are subject to levels of cognitive impairment and mental health problems.
Virtual reality (VR)-based therapies are new technologies used for cognitive rehabilitation and the management of psychological
outcomes.

Objective: This study performed a meta-analysis to evaluate the effects of VR-based therapies on cognitive function and mental
health in patients with stroke.

Methods: A comprehensive database search was performed using PubMed, MEDLINE (Ovid), Embase, Cochrane Library,
and APA PsycINFO databases for randomized controlled trials (RCTs) that studied the effects of VR on patients with stroke. We
included trials published up to April 15, 2021, that fulfilled our inclusion and exclusion criteria. The literature was screened, data
were extracted, and the methodological quality of the included trials was assessed. Meta-analysis was performed using RevMan
5.3 software.

Results: A total of 894 patients from 23 RCTs were included in our meta-analysis. Compared to traditional rehabilitation
therapies, the executive function (standard mean difference [SMD]=0.88, 95% confidence interval [CI]=0.06-1.70, P=.03),
memory (SMD=1.44, 95% CI=0.21-2.68, P=.02), and visuospatial function (SMD=0.78, 95% CI=0.23-1.33, P=.006) significantly
improved among patients after VR intervention. However, there were no significant differences observed in global cognitive
function, attention, verbal fluency, depression, and the quality of life (QoL).

Conclusions: The findings of our meta-analysis showed that VR-based therapies are efficacious in improving executive function,
memory, and visuospatial function in patients with stroke. For global cognitive function, attention, verbal fluency, depression,
and the QoL, further research is required.

Trial Registration: PROSPERO International Prospective Register of Systematic Reviews CRD42021252788;
https://www.crd.york.ac.uk/prospero/display_record.php?RecordID=252788

(J Med Internet Res 2021;23(11):e31007)   doi:10.2196/31007
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virtual reality; stroke; cognition; depression; mental health
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Introduction

Stroke is the second-highest cause of death worldwide and a
leading cause of disability, contributing to approximately 3
million cases every year in China [1]. Survival rates of stroke
have improved steadily over the past 2 decades; however, a
longer survival length is often accompanied by the sequelae of
long-term effects [2,3]. One such long-term effect of stroke is
cognitive impairment [4]. It is estimated that approximately
80% of stroke survivors may experience new onset or worsening
of cognitive impairment during their recovery [2,3]. Brain
changes can affect 1 or more cognitive domains, including
spatial awareness, praxis, perception, memory, language, and
executive function [5]. Stroke-related cognitive deficits may
interfere with functional recovery, the ability to (re-)acquire
motor skills, and compromise independence [4,6,7], potentially
exerting considerable influence on rehabilitation outcomes.
Although stroke occurs as an acute event, it is a chronic
condition that necessitates multidimensional and overwhelming
treatment [8]. The neurological trauma of stroke survivors is
irreversible and devastating; hence, after a stroke, patients face
various stressors, which may trigger different aspects of their
health, especially their mental health [9]. Mental health is
defined as a state of complete happiness, which refers to our
ability to enjoy life and cope with challenges [10]. Depression,
anxiety, and stress are particularly common and persistent
psychological problems following a stroke, with a high risk of
relapse, even after a long period of remission [11].
Approximately 22%-40% of stroke survivors are affected by
depression symptoms, 9.4%-36.7% by an anxiety disorder, and
around 31% by poststroke stress [12]. Multiple studies have
also shown that due to unsatisfactory sequelae and irreversible
prognosis, patients with stroke always experience higher levels
of emotional distress and ineffective coping than the general
population, which poses adverse effects on the rehabilitation
process and indirectly affects the patients’ quality of life (QoL)
[13,14].

Given the cognitive and psychological impacts on stroke
survivors, strategies to support these individuals are considered
a priority. Targeted rehabilitation can help address the clinically
important cognitive and psychological consequences of stroke.
However, the effect sizes of conventional rehabilitation are
moderate at best, with high dropout rates, as patients, especially
those with cognitive and psychological impairments, use
rehabilitation services less efficiently and show less adherence
to required changes in their lifestyle [15,16]. With underscored
inadequacies of conventional rehabilitation, new high-tech
innovations that use virtual reality (VR) are considered a
potential avenue toward effective rehabilitation and may offer
a supplementary platform to enhance the cognitive and
psychological benefits after stroke.

VR is defined as a user–computer interface created with
computer hardware and software, enabling the user to simulate
interactions with environments that appear and feel similar to
real-world objects and events through multiple sensory canals
[17]. The term “virtual reality” was first coined in the late 1980s
[18]. Until the late 1990s [19], VR-based rehabilitation was
more widely used and sophisticated within health care systems

as VR technology became more readily available and affordable
[20,21]. Multiple recent studies have shown the positive role
of VR in several clinical conditions, including acute pain [22],
social anxiety disorder [23], and chronic obstructive pulmonary
disease [21]. With the characteristics of immersion, interaction,
and imagination, the application of VR in neurorehabilitation
has also been growing rapidly in the recent years [24,25].
Currently, the neurorehabilitation applications of VR have been
introduced in the field of neurorehabilitation for Parkinson’s
disease, Alzheimer’s disease, brain injury, cerebral palsy,
unilateral spatial neglect, and, especially, stroke [26-28].
Management of VR-based neurorehabilitation for stroke is
highly related to recovery, reorganization, and neuroplasticity.
VR can also exploit a brain mechanism known as embodied
simulation, encouraging the patients’ motivation and
participation by allowing physical and emotional interactions
with the environment through the digital medium [29]. In
particular, VR offers a high level of flexibility and control over
therapeutic tasks by automatically recording and tracking the
user’s performance [30,31], enabling the user to perform
intensive training according to their ability and keeping the
experience of interaction with therapeutic tasks enjoyable and
compelling [25,32].

Due to tremendous benefits for health and the relatively
inexpensive medium for rehabilitation training, a significant
amount of work focusing on the effects of VR has been proposed
for the rehabilitation of deficits following stroke [8,25]. Multiple
recent randomized controlled trials (RCTs) on the effects of VR
have supported the use of VR in stroke rehabilitation to improve
cognitive and psychological outcomes [33-36]. In contrast to
studies supporting VR-based rehabilitation, some researchers
have argued that there are no or only minor effects detected in
global cognitive function, memory, depression, or the QoL
[34,37,38].

Although there are several systematic reviews conducted on the
contribution of VR-based interventions to cognition
rehabilitation, no unified conclusion has yet been reached. Anna
et al [25] conducted a meta-analysis by summarizing RCTs
published before June 2017 and supported VR as an adjunct to
cognition rehabilitation. However, the number of included
studies was only 2, suggesting a tenuous finding.

Another recent review [39] extensively searched relevant trials
conducted before November 2019. It examined the effectiveness
of VR-based therapies on both global cognition and
domain-specific cognition poststroke, suggesting that VR
therapy is not superior to control interventions in improving
both global cognition and domain-specific cognition in patients
with stroke. However, their conclusions were also merely based
on data from 2 studies, resulting in insufficient statistical power.
A systematic review by Zhang et al [40], only focusing on global
cognitive function, also supported no benefits of VR for
cognition. Furthermore, the psychological benefits of VR have
also received more attention recently. A systematic review [8]
indicated that exercise-based VR interventions are potentially
valuable as a support in improving psychological outcomes.
Nonetheless, due to the diversity of study design and insufficient
data, the authors only described their results and did not conduct
a meta-analysis. Hence, the overall effect of VR-based therapies
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on improving cognition and mental health in patients with stroke
remains unclear.

The evidence is sparse, and a comprehensive picture of the
effects of VR-based therapies is needed. With ongoing
advancements in VR, a plethora of original studies focused on
cognitive recovery and mental health after stroke has been
recently published. This makes it possible to review VR
applications and guide future design and implementation of VR
technology in clinical practice. Thus, our review aimed to
comprehensively examine the effects of VR-based therapies on
cognition, the QoL, and depressive symptoms in patients with
stroke.

Methods

This systematic review was registered with Prospero, the
International Prospective Registry of Systematic Reviews
(registration no. CRD42021252788). We conducted this
systematic review according to the Preferred Reporting Items
for Systematic Reviews and Meta-Analysis (PRISMA)
statement.

Literature Search Strategy
RCTs from PubMed, Embase, MEDLINE (Ovid), Cochrane
Library, and APA PsycINFO databases were comprehensively
searched. RCTs published in English before April 15, 2021,
investigating the impact of VR-based therapies on the cognition
and mental health of patients with stroke were included. In
addition, we conducted reference tracking on the published trials
and meta-analysis reviews in this field to make sure all relevant
studies were included. The search strategies, including terms
for stroke, VR, cognition function, the QoL, and depression,
are presented in Multimedia Appendix 1.

Inclusion Criteria

Types of Trials
We only included RCTs that were peer reviewed and written
in English. Reviews, single-case studies, dissertations,
conference papers, and abstracts were excluded.

Types of Participants
Patients aged 18 years or older with stroke were included.
Patients with stroke were identified by any available diagnostic
criteria, such as brain computed tomography, magnetic
resonance imaging, or other standards and consensus by
clinicians. To maximize the number of meta-analyses, we did
not restrict the search to any specific stroke population.

Types of Interventions
VR-based interventions include either single-component
interventions or multiple-component interventions for patients
with stroke. VR had to consist of a screen or a head-mounted
device, including games with immersive, semi-immersive, and
non-immersive systems, simulating virtual environments using
computers, video consoles, mobile apps, and VR. The
intervention setting, duration, and frequency were not restricted.
Participants in the control group could undergo usual care or
non-VR interventions.

Types of Outcome Measures
The primary outcomes were global cognition and
domain-specific cognition (eg, attention, executive function,
memory, psychomotor speed, verbal fluency). According to
Isabelle Dor’s [10] classification, the components of mental
health include emotional well-being/QoL and psychological
and social well-being. Our systematic review specifically
included depression, stress/distress, anxiety, coping competence,
overall mental health, the QoL, and self-efficacy.

Study Selection and Data Extraction
Two reviewers independently assessed studies obtained from
the database searches in three phases: title, abstract, and
full-paper screening. Data were extracted by the same two
reviewers from trials using a Microsoft Excel spreadsheet. The
information extracted from each trial included the first author,
year, setting, sample size, participant ages, details of intervention
and the control, outcomes, and corresponding measures.
Disagreements were resolved through a discussion with a senior
investigator.

Quality Appraisal
The Cochrane risk-of-bias tool was used to assess the quality
of eligible trials, focusing on sequence generation, allocation
concealment, blinding, attrition bias, completeness of outcome
data, and other sources of bias. Any disagreements were settled
by a discussion with a third person.

Data Synthesis and Analysis
The standard mean difference (SMD) and weighted mean
difference (WMD) with a 95% confidence interval (CI) were
determined for continuity data. Statistical heterogeneity was

assessed using the Cochran Q test and the Higgins I2 statistical

test. The results implied low-level heterogeneity when I2 ＜
50%, and we used a fixed-effects model to fix the issue. The

results implied moderate or high heterogeneity when I2 ≥ 50%,
and subgroups were determined based on the different
characteristics of the studies to identify the sources of
heterogeneity. Sensitivity analysis was performed by comparing
the effect sizes and CIs of the remaining RCTs after removing
each included RCT at a time. Descriptive analysis was used to
deal with nonmergeable data. Potential publication bias was
assessed with funnel plots and the Egger test if the group
included 10 trials or more [41]. All meta-analyses were
performed in RevMan 5.3 (Nordic Cochrane Center, Cochrane
Collaboration, Copenhagen, Denmark) for outcomes that were
evaluated in at least 2 of the included RCTs.

Results

Study Selection
A total of 7117 studies were identified from the 5 databases
searched. A further 2932 studies were identified through manual
searching, including searching for systematic reviews, and
included studies’ reference lists. After 261 duplicates were
removed, 4189 full-text manuscripts were identified by
screening their titles and abstracts. After full-text reviews, 23
studies (including 894 participants) from 8 countries satisfied

J Med Internet Res 2021 | vol. 23 | iss. 11 | e31007 | p.804https://www.jmir.org/2021/11/e31007
(page number not for citation purposes)

Zhang et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


the inclusion criteria and were eventually included in our systematic review (Figure 1).

Figure 1. Flowchart of the study selection process. VR: virtual reality.

Study Characteristics
Multimedia Appendix 2 shows the study characteristics and
patient demographic data of the included trials. Sample sizes
ranged from 18 to 145, for a total of 894 patients with stroke.
In total, 11 (47.8%) of the 23 trials were conducted in Korea
[34,38,42-50], 3 (13%) in Portugal [51-53], 2 (8.7%) in Spain
[54,55], 2 in China [36,37], 2 in Australia [56,57], and 1 (4.3%)
each in Lithuania [58], Brazil [59] and Turkey [60].

Regarding the types of VR-based therapies, 16 (69.6%) trials
administered VR as a singular session [36-38,44,
45,47-49,51,52,54-57,59,60], 5 (21.7%) trials were categorized
as having used VR-based therapies plus occupational therapy
[43,46,50,53,58], and 2 trials as having used VR-based therapies
plus computer-assisted cognitive rehabilitation [34,42]. The
frequency and duration of VR exposure varied considerably
between trials. In our review, the duration of VR-based therapies
ranged from 3 to 10 weeks, with the majority being 4 weeks,
and the frequency of intervention varied from 2 to 5 times per
week. The control group underwent conventional rehabilitation
therapy [36-38,44,47,48,51,54,56,57,59] or other support
interventions such as occupational therapy [43,45,

46,49,50,55,58], computer-assisted cognitive rehabilitation
[34,42], and other rehabilitation therapies [52,53,60].

Of the 23 included trials, outcomes of our interest included
global cognitive function (10 trials, 43.5%), executive function
(5 trials, 21.7%), memory (5 trials), verbal fluency (2 trials,
8.7%), visuospatial ability (2 trials), attention (6 trials, 26.1%),
depression symptom (5 trials), and the QoL (7 trials, 30.4%).
Although the tools used for outcome evaluation varied across
trials, all were valid scales, and the process of data collection
was carried out by experienced sta . Tools used to evaluate
global cognitive function included the Montreal Cognitive
Assessment (MoCA) [52,53,56,58], the Mini-Mental State
Examination (MMSE) [34,45,49,51], and the Loewenstein
Occupational Therapy Cognitive Assessment (LOTCA) [38,42].
Five trials evaluated the executive function domain using the
CogState Groton Maze Learning Task [56], the Tower of
London Test [34], the Stroop test [48], Trail-Making Test-B
[51], and the the Digit Span Test [52]. Tools used to evaluate
memory of patients with stroke included the visual recognition
test [42], the visual span test [34], Wechsler Memory Scale-III
[52], the Digit Span Test [54], and the Trail-Making Test [48].
The Digit Span Test [34] and Wechsler Memory Scale-III [52]
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were used to assess the verbal fluency of patients. Visuospatial
ability was evaluated using the Motor-Free Visual Perception
Test-3 [43] and the visual span test [34]. Attention was evaluated
using the Single Letter Cancelation Test [53], Color of Color
Word in Word–Color Test [34], and the Trail-Making Test
[48,51,52,54]. The Hamilton Scale [36,46,55], the Beck
Depression Inventory [37], and the Neurobehavioral Functioning
Inventory [56] were used to assess the level of depression. The
Stroke Impact Scale [38,47,50] was primarily used to assess
the QoL, followed by the Short-Form 36 Health Survey
Questionnaire [59], the Short-Form 8 Health Survey
Questionnaire [44], the Nottingham Health Profile [60] and the
EuroQoL Five Dimensions Questionnaire [57].

Risk-of-Bias Assessment
The risk of bias is summarized in Figure 2. In general, all 23
trials included in our review showed an acceptable risk of bias.
The randomization sequence was adequately generated in 20
trials (86.9%), and 11 trials (47.8%) adequately concealed
allocation. We categorized the risk of performance bias in all
studies as low because blinding of participants and personnel
was not possible in our systematic review. Approximately half
of the trials blinded outcome assessors, and the risk of detection
bias of these trials was judged as low. Of the 23 trials, 16
(69.6%) had no dropouts or used the intention-to-treat principle
to compensate for dropouts; therefore, their risk of reporting
bias was rated as low. All trials were categorized as having a
low risk of bias in terms of attrition and other bias.

Figure 2. Risk-of-bias summary.
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Results of the Meta-analysis
The outcomes of global cognitive function, domain-specific
cognition, and mental health were evaluated using various tools
in the included trials. Domain-specific cognition included
executive function, memory, verbal fluency, visuospatial ability,
and attention in our review. Depression and the QoL were
synthesized in our review. The change scores from baseline to
final values were used in our final efficacy analysis. The results
of our analysis of each outcome are as follows.

Global Cognitive Function
As shown in Figure 3, effect sizes of global cognitive function
could be generated for 10 trials [34,38,42,45,49,51-53,56,58]
with 323 patients. A random-effects model was used as

heterogeneity existed in our review (I2=89%, P<.001).
Compared to the control, there was no evidence that VR-based
therapies can significantly improve global cognitive function
for patients with stroke (SMD=0.32, 95% CI=–0.43-1.06,
P=.41).

Figure 3. Forest plot for VR on global cognitive function. VR: virtual reality; CI: confidence interval.

In the subgroup that included VR versus the usual-care control
group, the effect was significant (SMD=2.51, 95% CI=0.52-4.5,

P=0.01; I2=87%, P<.001; high heterogeneity; N=61), while
versus the other-support control group, no significant effect was

detected (SMD=–0.41, 95% CI=–0.99-0.17, P=.16; I2=79%,
P<.001; high heterogeneity; N=262). The subgroup interaction

was significant (χ2=7.65, P=.01, I2=86.9%). In the subgroups
of duration (less than 1-month or over 1-month intervention)
and measurement instruments (MMSE, MoCA, or LOTCA),
the subgroup interactions were nonsignificant (duration:

χ2=0.12, P=.73, I2=0%; measurement instruments: χ2=2.83,

P=.24, I2=29.2%), and heterogeneity was still significant in
most of these subgroups.

Executive Function
The effect of VR-based therapies on executive function was
measured in 5 trials [34,48,51,52,56] including 133 patients.
The pooled results with a random-effects model showed that
VR-based therapies can significantly improve executive function
compared to the control (SMD=0.88, 95% CI=0.06-1.70, P=.03),

with high heterogeneity (I2=79%, P<.001; Figure 4). In the
subgroups of the control groups (usual-care or other-support
control) and duration (less than 1-month or over 1-month
intervention), the subgroup interactions were nonsignificant

(control: χ2=0.91, P=.34, I2=0%; duration: χ2=1.46, P=.23,

I2=31.5%). Heterogeneity still existed in the subgroups.

Figure 4. Forest plot for VR on executive function. VR: virtual reality; CI: confidence interval.

Memory
The effect of VR-based therapies on memory was measured in
5 trials [34,42,48,52,54] involving 167 participants. Based on
a random-effects model, our results showed a beneficial effect
of VR-based therapies on enhancing memory in patients with

stroke (SMD=1.44, 95% CI=0.21-2.68, P=.02), with high

heterogeneity (I2=91%, P<.001; Figure 5). The control and
duration subgroup interactions were nonsignificant (control:

χ2=0.12, P=.72, I2=0%; duration: χ2=0.88, P=.35, I2=0%).
Moderate heterogeneity existed in all subgroups.
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Figure 5. Forest plot for VR on memory. VR: virtual reality; CI: confidence interval.

Verbal Fluency
The effect of VR-based therapies on verbal fluency was
measured in 2 trials [34,52] involving 64 patients. Using a

fixed-effects model, our meta-analysis showed no statistical
significance on verbal fluency (SMD=0.11, 95% CI=–0.38-0.61,

P=.65), with no heterogeneity (I2=0%, P=.65; Figure 6).

Figure 6. Forest plot for VR on verbal fluency. VR: virtual reality; CI: confidence interval.

Visuospatial Ability
The effect of VR-based therapies on visuospatial ability was
measured in 2 trials [34,43] involving 56 patients. We used a
fixed-effects model for pooling the results, and the overall result

showed that VR-based therapies have a significant effect on
visuospatial ability compared with the control (SMD=0.78, 95%

CI=0.23-1.33, P=.006), with no heterogeneity (I2=6%, P=.30;
Figure 7).

Figure 7. Forest plot for VR on visuospatial ability. VR: virtual reality; CI: confidence interval.

Attention
The effect of VR-based therapies on attention was measured in
6 trials [34,48,51-54] involving 166 patients. We used a

fixed-effects model for pooling the results, and the overall result
presented no significant effect on attention between groups
(SMD=–0.09, 95% CI=–0.39-0.22, P=.58), with no

heterogeneity (I2=0%, P=.56; Figure 8).

Figure 8. Forest plot for VR on attention. VR: virtual reality; CI: confidence interval.

Depression
The effect of VR-based therapies on depression symptoms was
measured in 5 trials [36,38,46,55,56] including 255 participants.
Lower scores indicated better psychological states. Based on a

random-effects model, our results indicated that there was no
statistical significance between the VR and control groups
(SMD=0.20, 95% CI=–0.25-0.64, P=.39), with moderate

heterogeneity (I2=56%, P=.06; Multimedia Appendix 3).
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QoL
The effect of VR-based therapies on the QoL was measured in
7 trials [37,44,47,50,57,59,60] including 272 patients. Using a
fixed-effects model, our results showed that VR-based therapies
had no significant beneficial effect on the QoL (SMD=0.07,

95% CI=–0.17-0.31, P=.55), with low heterogeneity (I2=12%,
P=.34; Multimedia Appendix 3).

Publication Bias and Sensitivity Analyses
Funnel plots for global cognitive function showed symmetry.
The Egger test of global cognitive function was not significant
(P=.29, Multimedia Appendix 4), indicating no significant
publication bias in our review. A sensitivity analysis was
conducted, excluding individual trials one by one, to confirm
the results of our meta-analysis. We found that except for the
outcomes of executive function, the rest of the outcomes showed
no substantial modification of the overall effect.

Discussion

Principal Findings
Our meta-analysis, based on 23 RCTs, indicated that VR therapy
is an effective method of improving executive function, memory,
and visuospatial ability on patients with stroke. However, current
evidence fails to support the effects of VR-based therapies in
improving global cognitive function, attention, verbal fluency,
depression, and the QoL. Unlike prior systematic reviews [8,25]
primarily focused more on either one type of VR, such as
exercise-based VR, or one aspect of cognition indicators, such
as only global cognitive function, our review [40]
comprehensively evaluated the effect of VR-based therapies on
global and domain-specific cognition and mental health
outcomes.

VR-based therapies have demonstrated efficacy in the diagnosis,
physical rehabilitation, and cognitive rehabilitation of
individuals with neurocognitive disorders [17,19]. A growing
body of studies has confirmed that the application of VR is
effective in cognitive rehabilitation for patients affected by
stroke [34,36,56]. However, our pooled results showed no
significant benefits of VR in improving global cognitive function
for patients with stroke. Our result was comparable to recently
published meta-analysis reviews by Wiley et al [39] and Zhang
et al [40], who reported that VR therapy is not superior to control
interventions in improving global cognition in individuals with
stroke. This result differs from another systematic review [25],
which only included 4 studies published in 2018. The review
found that there is a small-to-medium effect of VR therapy on
cognitive outcomes for people after a stroke. A possible
explanation for this conflicting finding is that most VR-based
therapies do not always concentrate on the training of cognitive
function. It remains to be determined whether more training
sessions specifically focused on global cognitive function would
affect outcomes.

Furthermore, the samples had relatively heterogeneous
characteristics, such as stroke onset, the severity of the
impairment, and lesion characteristics, which may affect
cognition recovery in poststroke patients.

Cognitive function is a complex concept that includes various
domain-specific cognition, such as attention, executive function,
memory, and psychomotor speed [61]. In our review, we found
improvements in executive function, memory, and visuospatial
ability, indicating that VR can be considered an effective therapy
for improving domain-specific cognition. These positive findings
of VR therapy are in line with previous reviews [19,62,63],
which report that VR represents a promising methodological
approach, implementing specific cognitive and behavioural
functions, such as executive function, attention, spatial
cognition, memory, and language. A previous systematic review
by Alexander et al [64] also supports these positive findings on
domain-specific cognition. Wiley et al [39] employed a
systematic review to examine the effectiveness of exercise-based
VR therapy for poststroke, with 8 studies involving 196
participants, which did not find improvements in attention,
memory, and language poststroke. The added value of VR in
domain-specific cognition compared with most of the currently
provided conventional therapies may be underlined by the
following mechanisms. Flannery et al [65] stated that VR
training activates brain metabolism, increases cerebral blood
flow, and the release of neurotransmitters. Carrieri et al [66]
confirmed that VR can foster the reactivation and improvement
of various cortex functions and optimize the efficiency of the
sensory cortex and is also effective in improving cognitive
function.

Poor mental health after a stroke is common and complex. An
individual’s QoL is greatly reduced by re-experiencing the
situation with depression, anxiety, agitation, and stress. Many
studies and clinical trials have shown the potential of VR in
relieving stress, depression, and anxiety in an imagined space,
which makes it possible to provide efficient educational and
psychological training without causing harm to patients with
psychological problems [36,67]. There are several possible
explanations for these improvements in mental health. Damsbo
[68] explained that the use of VR allows individuals to learn
emotion regulation strategies in the context of life-like virtual
environments, thereby alleviating their negative emotions during
long-term recovery. Choi et al [44] thought VR, through
quasi-naturalistic and realistic stimuli in a multisensory fashion,
can significantly enhance patients’ awareness of the movement
performed, as well as self-identification and self-recognition,
and makes patients derive a high level of interest and enjoyment
via the use of VR. However, the overall effects of VR on
depression and the QoL were not encouraging in our
meta-analysis. Some studies agree with the findings of our
review [69,70]. The results of Lee [37] showed that some
VR-based games are not suitable for patients following a stroke.
Furthermore, patients with cognitive impairment may feel
frustrated during the therapy, resulting in poor emotional
experiences. Hence, the degree to which participants feel
motivated and engaged during VR therapy can depend on the
individual characteristics and the intervention content. The
investigation of the mechanisms underlying how VR can
influence mental functions is a critical point in stroke
rehabilitation research. A likely cause of disagreement in
findings on the QoL is that the QoL may worsen over time after
stroke. However, the mean duration since stroke is inconsistent,
even with no restrictions on duration among the trials included
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in our review. It is, therefore, possible that the duration since
stroke is an important factor that should be considered when
selecting a VR therapy to increase the QoL for stroke patients.

Subgroup Analyses
Most subgroup analyses did not reveal significant differences
between groups. Subgroup analyses consisted of a small number
of comparisons, and the lack of relevant differences in most
subgroup analyses might be caused by low statistical power.
Only the subgroup analysis on global cognitive function showed
that the effect of the usual-care control group was significant.
There was also the issue with moderate-to-high heterogeneity
in our meta-analysis, and grouping the included trials by
measurement tools, duration of intervention, and delivery of
control did not eliminate heterogeneity. Given the highly
variable interventions of included trials, it is not surprising to
find high heterogeneity in this case.

Strengths and Limitations
This meta-analysis followed the guidelines for performing
rigorous systematic reviews [41]. Our review was only based
on RCTs, which reinforces the evidence of our results. We also
proposed a rigorous screening and search strategy to identify
the most comprehensive literature in five major databases.
Consequently, the results of our review are a widespread belief.
However, there were still some potential limitations to our
review. First, the number of trials included in our meta-analysis
was limited. Hence, the power to detect small effect sizes was
limited. Second, the included trials were extremely varied in
terms of intervention contents and doses, and delivery of the
control and measurement instruments, which made it rather
complex to determine the optimal intensity of VR programs.
Third, the quality, quantity, and sample size of included trials
were far from ideal. Concealed treatment allocation was often
not guaranteed, and blinding of outcome assessments was often
not carried out. For example, only less than half of the included
trials reported details of allocation concealment, leading to
selection bias or confounding of the pooled results. Concerning
detecting bias, almost half of the included trials failed to report
information or had a high risk of blinding outcome assessment.
Despite the rigorous nature of the included research designs
(only included RCTs), our results must be interpreted with
caution. Fourth, since we only considered effect
post-intervention, the sustainability of VR-based therapy effects
was not explored in our review. Indeed, details of long-term

effects were unavailable in most trials included. Further research
is needed to assess whether the effect observed in our review
would persist over time and, if not, to evaluate at what duration
and frequency the VR therapy should be repeated in order to
sustain its effect. Finally, although a significant amount of work
has been done in this area with promising results, the relevant
characteristics of VR systems and the quantification of their
impact on recovery are not yet clearly understood. As a result,
we do not know how the different parameters of the proposed
VR scenarios exactly affect recovery or whether they are
effective at all. There is also a need to consider individual
variability in order to optimize the impact of training.

Implications for Clinical Practice and Future Research
Notwithstanding potential limitations, the present findings offer
some implications for researchers and health practitioners. In
this high-tech era, clinicians may have more options and
alternatives by providing an interactive and visually stimulating
approach for patients with stroke, especially for those who
cannot easily access traditional rehabilitation methods. The
following issues need to be considered when applying VR-based
therapies. First, VR should be adapted to the patient’s needs
and characteristics in performing activities, tasks, and tests.
Second, safety problems need to be highlighted for older adults
with reduced vision or other sensory problems. It is critical to
consider a methodology type and an interaction technique that
will result in the safe implementation of a VR therapy for
patients with sensory and cognitive impairment. Finally, the
price of VR equipment should be considered to meet the needs
of target populations. In addition, there is a need for further
research in this field to promote cost-effective care.

Conclusions
VR is a promising approach and can be used effectively in
clinical neurorehabilitation. Although existing studies are
limited, this review demonstrated statistically significant effects
of VR-based therapies on executive function, memory, and
visuospatial function in patients with stroke, but not on global
cognitive function, attention, verbal fluency, depression, and
the QoL. Larger, multicenter RCTs are warranted to confirm
these positive effects. The completion of high‐quality trials
will ultimately advance the knowledge about optimal cognitive
and psychological rehabilitation strategies for patients with
stroke.
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Abstract

Background: The internet is now a major source of health information. With the growth of internet users, eHealth literacy has
emerged as a new concept for digital health care. Therefore, health professionals need to consider the eHealth literacy of consumers
when providing care utilizing digital health technologies.

Objective: This study aimed to identify currently available eHealth literacy instruments and evaluate their measurement properties
to provide robust evidence to researchers and clinicians who are selecting an eHealth literacy instrument.

Methods: We conducted a systematic review and meta-analysis of self-reported eHealth literacy instruments by applying the
updated COSMIN (COnsensus-based Standards for the selection of health Measurement INstruments) methodology.

Results: This study included 7 instruments from 41 articles describing 57 psychometric studies, as identified in 4 databases
(PubMed, CINAHL, Embase, and PsycInfo). No eHealth literacy instrument provided evidence for all measurement properties.
The eHealth literacy scale (eHEALS) was originally developed with a single-factor structure under the definition of eHealth
literacy before the rise of social media and the mobile web. That instrument was evaluated in 18 different languages and 26
countries, involving diverse populations. However, various other factor structures were exhibited: 7 types of two-factor structures,
3 types of three-factor structures, and 1 bifactor structure. The transactional eHealth literacy instrument (TeHLI) was developed
to reflect the broader concept of eHealth literacy and was demonstrated to have a sufficient low-quality and very low-quality
evidence for content validity (relevance, comprehensiveness, and comprehensibility) and sufficient high-quality evidence for
structural validity and internal consistency; however, that instrument has rarely been evaluated.

Conclusions: The eHealth literacy scale was the most frequently investigated instrument. However, it is strongly recommended
that the instrument's content be updated to reflect recent advancements in digital health technologies. In addition, the transactional
eHealth literacy instrument needs improvements in content validity and further psychometric studies to increase the credibility
of its synthesized evidence.

(J Med Internet Res 2021;23(11):e30644)   doi:10.2196/30644
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Introduction

Health literacy is an important determinant for achieving
positive health outcomes [1-3]. It refers to the ability to “assess,
understand, appraise and apply health information to make
judgments and make decisions in everyday life concerning
health care, disease prevention and health promotion (p. 3)” [4].
The primary sources for obtaining health information have
previously been traditional media (eg, books, brochures,
newspapers, and television) and the attending health
professionals [5].

The internet is now a major source of health information [6].
There were 5.09 billion internet users worldwide in 2021,
representing 64.7% of the global population [7]. In Europe,
between 70% and 90% of internet users access health
information [8], while about 72% of internet users in the United
States search for health information on the internet [9].
Obtaining health information from the internet requires the skills
to utilize digital technologies to search and acquire information
and basic health literacy abilities such as reading, understanding,
and appraising health information. This perspective resulted in
the emergence of eHealth literacy in 2006. An early definition
proposed for eHealth literacy was “the ability to seek, find,
understand, and appraise health information from electronic
sources and apply the knowledge gained to addressing or solving
a health problem” (p.2) [10].

The rapidly increasing use of digital devices (eg, computers,
tablets, and smartphones) and the internet means that health
professionals are transiting the method of health information
delivery beyond a traditional face-to-face mode into a web-based
model, largely due to its advantages of not being restricted to
time and space [11]. To ensure the effective web-based delivery
of health information, health professionals need to consider the
eHealth literacy of consumers. Due to the COVID-19 pandemic
requiring quarantining and social isolation, face-to-face visiting
of patients with chronic diseases became difficult; therefore,
the use of remote care using digital health technologies was
recommended as an alternative strategy for delivering health
care and informational support [12]. As a result, assessments
of eHealth literacy have accelerated as health professionals have
attempted to adapt digital health services to patients.

The emergence of eHealth literacy has resulted in the
development of self-reporting instruments to measure it.
According to the United States Department of Health and
Human Services [13], a newly developed or modified
self-reporting instrument must satisfy certain measurement
properties before applying it in practice or research. Using such
an instrument without evidence regarding its measurement
properties may misinform practitioners on the measuring concept
and threaten the credibility of research results [14]. A systematic
review of the measurement properties of eHealth literacy
instruments could identify all existing instruments and provide
psychometric information to determine which is the best.

One previous narrative review of eHealth literacy instruments
[15] simply summarized instruments rather than performing
quality assessments or data syntheses. The COSMIN
(COnsensus-based Standards for the selection of health

Measurement INstruments) is the most popular methodology
for systematically reviewing measurement properties of
self-reported instruments [16-18]. To the best of our knowledge,
such a systematic review of the measurement properties of
eHealth literacy instruments has not been conducted previously.
Therefore, this study aimed (1) to identify the currently available
instruments for measuring eHealth literacy and (2) to evaluate
their measurement properties to provide robust evidence for
researchers and clinicians to use when selecting instruments.

Methods

Design and Searching Strategy
A systematic review of self-reported instruments was conducted
according to the updated COSMIN methodology. The PubMed,
CINAHL, Embase, and PsycInfo databases were searched from
their dates of inception up to March 3, 2021. A search strategy
based on the COSMIN involved constructing search filters for
the key elements of the construct of interest: population(s), type
of instruments (eg, scale or questionnaire), and measurement
properties (including inclusion and exclusion filters), and then
combining them using AND and NOT Boolean operators. The
search filter used for the construct of interest (ie, eHealth
literacy) in this study is presented in Multimedia Appendix 1.
The search filter for population(s) was not applied because our
study aimed to review all self-reported eHealth literacy
instruments without considering specific populations. Regarding
the type of instruments and the measurement properties, a
modified filter developed by the Patient-Reported Outcomes
Measurement Group at the University of Oxford and a validated
highly sensitive search filter developed using the COSMIN
were used [19].

Eligibility Criteria
We included studies involving the development of an eHealth
literacy instrument or evaluations of its measurement properties
published as full-text original articles in peer-reviewed journals
written in English. If a study had utilized an eHealth literacy
instrument as an outcome measure and determined its
measurement properties, such as Cronbach’s α, but not with
the main purpose of evaluating measurement properties of an
eHealth literacy instrument, then the article was not included.
Literature providing limited information such as conference
abstracts, review protocols, or a note were also excluded.

Selection of Articles
Figure 1 presents a flow diagram of PRISMA (preferred
reporting items for systematic reviews and meta-analyses) [20].
Duplicated records were removed using EndNote X8.2 (Thomas
Reuters). Two reviewers (JL and DC) independently selected
articles based on their abstracts and full texts. Differences were
discussed, and a consensus was reached by consulting with the
third reviewer (E-HL). After identifying an initial list of articles
and included instruments in the first phase of searching, database
searching utilizing the full names of the identified instruments
and the measurement-property filter was conducted in the second
phase, which also included manual searching based on the
reference lists of the selected articles.
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Figure 1. PRISMA flow diagram. DHLI: digital health literacy instrument; eHEALS: eHealth literacy scale; eHEALS-E: eHealth literacy scale–extended;
eHLA: eHealth literacy assessment toolkit; e-HLS: electronic health literacy scale; eHLQ: eHealth literacy questionnaire; PRISMA: preferred reporting
items for systematic reviews and meta-analyses; TeHLI: transactional eHealth literacy instrument.

Data Extraction
Data were extracted from each article to understand the
characteristics of the analyzed instrument (ie, target population,
number of subscales and items, response options, mode of
administration, and language used for the instrument), the study
samples (ie, sample size, age, gender) used to assess the
identified instruments, theoretical/conceptual frameworks and
specified definitions used for the development of instruments,
and the results of measurement properties and floor and ceiling
effects of the eHealth literacy instruments.

Evaluating the Measurement Properties of the
Instruments
The measurement properties of the instruments were evaluated
in 3 steps. First, the methodological quality of the included
studies was evaluated using the COSMIN Risk of Bias checklist
[16,18]. Each measurement property in each study was evaluated
using items in the checklist and rated as very good, adequate,
doubtful, or inadequate. The lowest rating of any standard in
the box was taken as the methodological quality. Regarding the
evaluation of each measurement property, content validity was
the first parameter to be evaluated. Content validity (relevance,
comprehensiveness, and comprehensibility) was considered the
most important measurement property because an instrument
needs to reflect the construct being measured adequately. Next,

the internal structure of an instrument (structural validity,
internal consistency, and cross-cultural validity or measurement
invariance) was evaluated. The structural validity of the
instrument such as a one-factor or two-factor structure guided
the evaluation of internal consistency; for example, when a
one-factor structure was supported, then Cronbach’s α for all
items needed to be evaluated, whereas if a two-factor structure
was supported, we needed to evaluate the Cronbach’s α of two
subscales. Subsequently, remaining measurement properties
such as reliability, measurement error, hypotheses testing for
construct validity (convergent validity and discriminant or
known-groups validity), and responsiveness were evaluated.
The methodological quality of criterion validity was not
evaluated since there is no gold standard for eHealth literacy
measures.

Second, the results of each study for measurement properties
were rated according to the updated quality criteria for good
measurement properties as sufficient (+), insufficient (–), or
indeterminate (?) [18,21]. The quality criteria use only
Cronbach’s α (≥.70) as the rating indicator of internal
consistency. Therefore, the following internal
consistency-related criteria were added: (1) sufficient (+) for
an omega or person/item reliability of ≥.70 for each
unidimensional scale or subscale, insufficient (–) for an omega
or person/item reliability of <.70, and indeterminate (?) if the
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values were not reported; and (2) sufficient (+) for a person/item
separation index of ≥1.50 for each unidimensional scale or
subscale, insufficient (–) for a person/item separation index of
<1.50, and indeterminate (?) if the values were not reported
[22]. Additional criteria suggested by Lee et al [23] were applied
to evaluate the structural validity obtained in exploratory factor
analysis (eg, factor explanation of at least 50% of the variance).
The criterion for hypotheses testing (convergent validity) was
set as r≥.30 with other comparators such as health literacy and
internet-related and health-related variables (eg, internet use
and adherence to a regimen).

Finally, all of the results for each instrument's measurement
properties were qualitatively summarized or quantitatively
pooled through meta-analysis using statistical package meta in
R software (version 4.0.3; R Core Team). The summarized
results related to content validity were rated as sufficient (+),
insufficient (–), or inconsistent (±) according to the 10 criteria
for good content validity [18]. The summarized or pooled results
for other properties were rated as sufficient (+), insufficient (–),
inconsistent (±), or indeterminate (?) according to the quality
criteria for good measurement properties [17]. Next, the quality
of evidence for the overall ratings was graded as high, moderate,
low, or very low using the modified GRADE (grading of
recommendations assessment, development, and evaluation)
approach considering the risk of bias, inconsistency,
imprecision, and indirectness [17]. The quality of evidence for
structural validity was a prerequisite for analyzing the internal
consistency, and so it was taken as a starting point for
determining the quality of evidence for internal consistency.
The above processes were conducted by all 3 reviewers, with
a consensus reached through discussion.

Results

Identified eHealth Literacy Instruments
The database search identified 2355 records (783, 402, 932, and
238 in PubMed, CINAHL, Embase, and PsycInfo, respectively),
and 1868 records were screened after removing duplicates
(Figure 1). In the first phase of searching, 22 articles were
selected based on their titles and abstracts. Thirteen articles
were identified in the second phase of database searching using
the names of the identified instruments and the
measurement-property filter, with 6 articles identified through
manual searching of the reference lists of the selected articles.
Therefore, the total number of included articles was 41.
According to the COSMIN, each structure of an instrument is
considered a separate study [16]. Some of the identified articles
included multiple different factor structures; therefore, 57 studies
in 41 articles were finally included in the present systematic
review. The following seven instruments were identified:
eHealth literacy scale (eHEALS), eHealth literacy
scale–extended (eHEALS-E), electronic health literacy scale
(e-HLS), digital health literacy instrument (DHLI), eHealth

literacy assessment toolkit (eHLA), eHealth literacy
questionnaire (eHLQ), and transactional eHealth literacy
instrument (TeHLI).

Characteristics of the Included Instruments and
Studies
The characteristics of the included eHealth literacy instruments
and studies are presented in Multimedia Appendix 2 [24-64].
The eHEALS, which consists of 8 items scored on a 5-point
Likert scale, was originally developed in English [24], and its
psychometrics have been studied in diverse languages: Amharic
[50], Mandarin Chinese [26], Simplified Chinese [34,36,41],
Dutch [25], English [27-30,47,53,54,57,58], German [39,44],
Greek [48], Hebrew [45], Hungarian [37], Indonesian [43],
Italian [31,33], Korean [32,42,55], Persian [38,46], Polish [35],
Portuguese [52], Norwegian [49,56], Serbian [51], and Swedish
[40]. The eHEALS has been used to evaluate diverse
populations, including not only youths, adults, and older adults,
but also healthy people, patients, caregivers, and health
professionals in school, community, and clinic settings. The
recall period for the eHEALS was specified as “right now,”
whereas other instruments did not specify recall periods.

The eHEALS-E is the extended version of the eHEALS
comprising 20 items developed for the users of online health
communities [59]. The e-HLS, with 19 items, was developed
in the United States for online administration to the general
population [60]. The DHLI has 21 items scored on a 4-point
Likert scale originally developed in Dutch and English and
targeting the general population [61]. In addition, this instrument
has 3 items that are not obligatory to answer when respondents
do not have experience posting messages on social media (ie,
they can leave the items blank). The DHLI was further assessed
in the Korean language for older adults in welfare centers [42].
The eHLA is the longest instrument, comprising 42 items scored
on a 4-point Likert scale and using multiple choices, and was
developed in both Danish and English [62]. The eHLQ
comprises 35 items scored on a 4-point Likert scale and was
also developed in Danish and English [63]. The TeHLI was
developed in the United States for patients with lung disease
and is composed of 18 items for online administration [64].

Theoretical/Conceptual Framework, Definition, and
Intended Use
The theoretical/conceptual frameworks, definitions used when
developing the identified instruments, and intended use are
summarized in Table 1. The eHEALS and TeHLI were
developed based on the Lily model and self-efficacy theory
[10,65] and the transactional model of eHealth literacy (TMeHL)
[66], respectively, and their specified definitions of eHealth
literacy have been clarified. Both the eHLA and eHLQ were
developed based on the eHLF (eHealth literacy framework)
[67].
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Table 1. Theoretical/conceptual framework, specified definition, and intended use.

Intended useSpecified definition for the develop-
ment of the instrument

Theoretical/conceptual frameworkAuthorsInstrument

“…designed to provide a general
estimate of consumer eHealth-relat-
ed skills” (p. 2) [10].

“…the ability to seek, find, under-
stand, and appraise health informa-
tion from electronic sources and
apply the knowledge gained to ad-
dressing or solving a health problem
(p. 2)” [10].

Six components of the Lily model:
traditional, computer, information,
health, media, and science literacies
[10]. Social cognitive theory (self-
efficacy theory) [65].

Norman & Skin-
ner [24]

eHEALSa

“…accessing, understanding, ap-
praising, and applying health-related
online information” (p. 3) [59].

(Additional items deduced from the
definition of the concept used for
the eHEALS development were in-
cluded.)

—cPetri et al [59]eHEALS-Eb

“…designed to assess the degree to
which people possess the skills re-
quired to use eHealth information
in an informed way” (p. 3) [60].

—eHealth literacy was grounded on
the construct of health literacy, and
the three domains of trust, action,
and behavior were identified in the
literature.

Seçkin et al [60]e-HLSd

“…to assess both Health 1.0 and
Health 2.0 skills, using self-report-
ing and performance-based items”
(p. 9) [61].

—The construct of eHealth literacy
was derived from formative research
of the actual performance tests [68].

van der Vaart &
Drossaert [61]

DHLIe

“…suitable for screening purpos-
es…” (p. 2) [62].

—The constructs of eHealth literacy
were from the Lily model as well as
the eHLF describing the interaction
domains and their relations with in-
dividual and system domains
[10,67].

Karnoe et al [62]eHLAf

“…to support researchers, develop-
ers, designers, and governments to
develop, implement, and evaluate
effective digital health interven-
tions” (p. 7) [63].

—Seven-dimension eHLFh [67].Kayser et al. [63]eHLQg

“… to measure perceived skills re-
lated to the capacity to understand,
exchange, evaluate, and apply health
information from online multime-
dia” (p. 738) [64].

“The ability to locate, understand,
exchange, and evaluate health infor-
mation from online environments in
the presence of dynamic contextual
factors, and to apply the knowledge
gained across ecological levels for
the purposes of maintaining or im-
proving health (p. 9).” [66]

TMeHLj [66].Paige et al [64]TeHLIi

aeHEALS: eHealth literacy scale.
beHEALS-E: eHealth literacy scale-extended.
cCells left blank if no information was available in the study.
de-HLS: electronic health literacy scale.
eDHLI: digital health literacy instrument.
feHLA: eHealth literacy assessment toolkit.
geHLQ: eHealth literacy questionnaire.
heHLF: eHealth literacy framework.
iTeHLI: transactional eHealth literacy instrument.
jTMeHL: transactional model of eHealth literacy.

Overall Rating and Quality of Evidence for the Content
Validity of Each Instrument
Table 2 presents the overall rating and quality of evidence for
content validity for each instrument. The eHEALS was rated
as having sufficient moderate-quality evidence for
comprehensibility, whereas there was inconsistent low-quality
evidence for relevance and insufficient very low-quality

evidence for comprehensiveness. The eHEALS-E was rated as
having inconsistent moderate-quality evidence for relevance,
sufficient very low-quality evidence for comprehensiveness,
and inconsistent very low-quality evidence for
comprehensibility. The e-HLS, DHLI, eHLA, eHLQ, and TeHLI
received sufficient ratings for relevance, comprehensiveness,
and comprehensibility with low-quality or very low-quality
evidence.
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Table 2. Overall rating and quality of evidence for the content validity of each instrument.a

ComprehensibilityComprehensivenessRelevanceInstrument

Quality of evidenceOverall ratingQuality of evidenceOverall ratingQuality of evidenceOverall rating

Moderate+Very low−Low±eHEALSb

Very low±Very low+Moderate±eHEALS-Ec

Low+Low+Low+e-HLSd

Very low+Very low+Low+DHLIe

Low+Low+Low+eHLAf

Low+Low+Low+eHLQg

Low+Very low+Low+TeHLIh

aSufficient (+), insufficient (−), and inconsistent (±).
beHEALS: eHealth literacy scale.
ceHEALS-E: eHealth literacy scale-extended.
de-HLS: electronic health literacy scale.
eDHLI: digital health literacy instrument.
feHLA: eHealth literacy assessment toolkit.
geHLQ: eHealth literacy questionnaire.
hTeHLI: transactional eHealth literacy instrument.

Overall Ratings and Quality of Evidence for Other
Measurement Properties of Each Instrument
The measurement error and responsiveness were not assessed
for any of the instruments; therefore, the results for structural
validity, internal consistency, cross-cultural/measurement
invariance, reliability, and hypotheses testing (convergent
validity and discriminant/known-groups validity) were
summarized or pooled for each instrument. The summarized or
pooled results for the measurement properties of each instrument
are presented in Multimedia Appendix 3. The overall rating and
quality of evidence for the properties are presented in Tables 3
and 4.

The single-factor structure of the eHEALS (ID, study
identification numbers 1-29) [24-43] demonstrated insufficient
moderate-quality evidence (62.1% of the results supported the
single-factor structure). Internal consistency of the single-factor
eHEALS was supported through a meta-analysis with a
Cronbach’s α of 0.91 (Figure 2), as well as a qualitative
summary with an omega of 0.89-0.94, person reliability of
0.80-0.87, person separation index of 2.36, item reliability index
of 0.89-0.93, and item separation index of 3.62-11.3, which
were rated as sufficient and indicated that there existed multiple
studies of very good quality. According to the COSMIN, the
quality of evidence for internal consistency cannot be greater
than the quality of evidence for structural validity. Therefore,
the quality of evidence for internal consistency was downgraded
to moderate to reflect the quality of evidence for structural

validity. Measurement invariance for parameters such as gender
and age were evaluated in 5 studies and rated as sufficient
high-quality evidence. Reliability and hypothesis testing for
convergent validity demonstrated that there was insufficient
high-quality evidence. There was sufficient moderate-quality
evidence for discriminant/known-groups validity.

The second-most-frequent structure of the eHEALS was a
two-factor structure. However, the subscale structures were not
identical. A two-factor structure as derived from 3 studies (IDs
30-32) [31,39,44] demonstrated insufficient high-quality
evidence for structural validity and sufficient high-quality
evidence for internal consistency. However, there was
inconsistent moderate-quality evidence for convergent validity.
The two-factor structure yielded from another 5 studies (IDs
35-39) [47-50] demonstrated insufficient high-quality evidence
for structural validity, sufficient high-quality evidence for
internal consistency, and sufficient very low-quality evidence
for reliability and convergent validity. The three-factor structure
of the eHEALS derived from 3 studies (IDs 43-45) [54-56] and
a single study ID 47 [58] demonstrated sufficient high-quality
evidence for internal consistency, cross-cultural validity, and
known-groups validity. The eHEALS derived from 3 studies
(IDs 43-45) [54-56] demonstrated insufficient low-quality
evidence for reliability and insufficient high-quality evidence
for convergent validity, whereas the eHEALS derived from a
single study ID 47 [58] did not evaluate these properties; thus
no evidence existed.
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Table 3. Overall rating and quality of evidence for measurement properties of structural validity, internal consistency, and cross-cultural/measurement

invariance.a

Cross-cultural/ measurement
invariance

Internal consistencyStructural validity# of factorsInstrumentStudy IDb

Quality of evi-
dence

Overall ratingQuality of evi-
dence

Overall ratingQuality of evi-
dence

Overall rating

High+Moderate+Moderate–1eHEALSc1-29 [24-43]

N/AN/AeHigh+High–2deHEALS30-32[31,39,44]

N/AN/ALow+Low+2feHEALS33 [45]

N/AN/AN/AN/AModerate+2geHEALS34 [46]

N/AN/AHigh+High–2heHEALS35–39 [47-50]

N/AN/AN/AN/AModerate+2ieHEALS40 [51]

N/AN/AModerate+Moderate+2jeHEALS41 [52]

N/AN/AModerate+Moderate+2keHEALS42 [53]

High+High+High+3leHEALS43-45 [54-56]

N/AN/AN/AN/ALow+3meHEALS46 [57]

High+High+High+3neHEALS47 [58]

N/AN/AN/AN/ALow?BifactoroeHEALS48 [39]

N/AN/AHigh+High+6eHEALS-Ep49 [59]

N/AN/AN/AN/ALow–3e-HLSq50 [60]

N/AN/ALow+Low+7DHLIr51 [61]

N/AN/AN/AN/ALow+5DHLI52 [42]

N/AN/AVery low–Very low?7eHLAs53 [62]

Low?High+High–7eHLQt54, 55 [63]

N/AN/AHigh+High+4TeHLIu56, 57 [64]

aThe item numbers of the eHEALS are those assigned in the original article by Norman and Skinner [24].
bID: study identification number (a study identification number was assigned to each of the 57 studies in the 41 articles because some articles covered
multiple studies; see Multimedia Appendix 2).
ceHEALS: eHealth literacy scale.
dInformation seeking (items 1, 2, 3, 4, 5, 8), information appraisal (items 6, 7) [31,39,44].
eNo information was available in the study.
fFactor 1 (items 1, 2, 4), factor 2 (items 3, 5, 6, 7, 8) [45].
gFactor 1 (items 3, 4), factor 2 (items 1, 2, 5, 6, 7, 8) [46].
hFactor 1 (items 1, 2, 3, 4, 5), factor 2 (items 6, 7, 8) [47-50].
iFactor 1 (items 2, 6, 7, 8), factor 2 (items 1, 3, 4, 5) [51].
jFactor 1 (items 1, 2, 3, 4), factor 2 (items 5, 6, 7, 8) [52].
kInformation acquisition (items 1, 3, 4), information application (items 2, 5, 6, 7, 8) [53].
lAwareness (items 3, 4), skills (items 1, 2, 5), evaluation (items 6, 7, 8) [54-56].
mAwareness (items 1, 2), skills (items 4, 5), evaluation (items 6, 7, 8) [57].
nInformation awareness (items 3, 4), information seeking (items 1, 5), information engagement (items 2, 6, 7, 8) [58].
oGeneral factor (items 1, 2, 3, 4, 5, 6, 7, 8), subfactor 1 (items 1, 2, 3, 4, 5, 8), subfactor 2 (items 6, 7) [39].
peHEALS-E: eHealth literacy scale-extended.
qe-HLS: electronic health literacy scale.
rDHLI: digital health literacy instrument
seHLA: eHealth literacy assessment toolkit.
teHLQ: eHealth literacy questionnaire.
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uTeHLI: transactional eHealth literacy instrument.
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Table 4. Overall rating and quality of evidence for measurement properties of reliability, convergent validity, and discriminant/known-groups validity.a

Hypothesis testing: discrimi-
nant/known-groups validity

Hypothesis testing: convergent
validity

ReliabilityNo. of factorsInstrumentStudy IDb

Quality of evi-
dence

Overall ratingQuality of evi-
dence

Overall ratingQuality of evi-
dence

Overall rating

Moderate+High–High–1eHEALSc1-29 [24-43]

N/AN/AModerate±N/AN/Ae2deHEALS30-32[31,39,44]

N/AN/AModerate+N/AN/A2feHEALS33 [45]

N/AN/AVery low?Very low–2geHEALS34 [46]

N/AN/AVery low+Very low+2heHEALS35-39 [47-50]

N/AN/AN/AN/AN/AN/A2ieHEALS40 [51]

Low–N/AN/AN/AN/A2jeHEALS41 [52]

N/AN/AModerate–N/AN/A2keHEALS42 [53]

High+High–Low–3leHEALS43-45[54-56]

N/AN/AN/AN/AN/AN/A3meHEALS46 [57]

High+N/AN/AN/AN/A3neHEALS47 [58]

N/AN/AN/AN/AN/AN/ABifactoroeHEALS48 [39]

Low–N/AN/AN/AN/A6eHEALS-Ep49 [59]

N/AN/AVery low–N/AN/A3e-HLSq50 [60]

N/AN/AHigh–Low+7DHLIr51 [61]

N/AN/ALow–Low+5DHLI52 [42]

N/AN/AN/AN/AN/AN/A7eHLAs53 [62]

N/AN/AN/AN/AN/AN/A7eHLQt54, 55 [63]

N/AN/ALow±N/AN/A4TeHLIu56, 57 [64]

aThe item numbers of the eHEALS are those assigned in the original article by Norman and Skinner [24].
bID: study identification number (a study identification number was assigned to each of the 57 studies in the 41 articles because some articles covered
multiple studies; see Multimedia Appendix 2).
ceHEALS: eHealth literacy scale.
dInformation seeking (items 1, 2, 3, 4, 5, 8), information appraisal (items 6, 7) [31,39,44].
eNo information was available in the study.
fFactor 1 (items 1, 2, 4), factor 2 (items 3, 5, 6, 7, 8) [45].
gFactor 1 (items 3, 4), factor 2 (items 1, 2, 5, 6, 7, 8) [46].
hFactor 1 (items 1, 2, 3, 4, 5), factor 2 (items 6, 7, 8) [47-50].
iFactor 1 (items 2, 6, 7, 8), factor 2 (items 1, 3, 4, 5) [51].
j Factor 1 (items 1, 2, 3, 4), factor 2 (items 5, 6, 7, 8) [52].
kInformation acquisition (items 1, 3, 4), information application (items 2, 5, 6, 7, 8) [53].
lAwareness (items 3, 4), skills (items 1, 2, 5), evaluation (items 6, 7, 8) [54-56].
mAwareness (items 1, 2), skills (items 4,5), evaluation (items 6, 7, 8) [57].
nInformation awareness (items 3, 4), information seeking (items 1, 5), information engagement (items 2, 6, 7, 8) [58].
oGeneral factor (items 1, 2, 3, 4, 5, 6, 7, 8), subfactor 1 (items 1, 2, 3, 4, 5, 8), subfactor 2 (items 6, 7) [39].
peHEALS-E: eHealth literacy scale-extended.
qe-HLS: electronic health literacy scale.
rDHLI: digital health literacy instrument.
seHLA: eHealth literacy assessment toolkit.
teHLQ: eHealth literacy questionnaire.
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uTeHLI: transactional eHealth literacy instrument.

Figure 2. Forest plot of the Cronbach’s alphas for the eight-item single-factor eHEALS. eHEALS: eHealth literacy scale; ID: study identification
number.

The DHLI, eHLQ, and TeHLI were each psychometrically
evaluated twice. Regarding the DHLI, a seven-factor structure
(ID 51) [61] yielded sufficient low-quality evidence for
structural validity. The high-quality evidence for internal
consistency was downgraded to low-quality evidence based on
the low-quality evidence for structural validity. There was
sufficient low-quality evidence for reliability and insufficient
high-quality evidence for convergent validity. The five-factor
structure of the DHLI (ID 52) [42] also demonstrated sufficient
low-quality evidence for structural validity. The eHLQ from 2
studies reported in a single article (IDs 54, 55) [63] had
insufficient high-quality evidence for structural validity,
sufficient high-quality evidence for internal consistency, and
indeterminate low-quality evidence for measurement invariance.
The TeHLI from 2 studies in a single article (IDs 56, 57) [64]
demonstrated sufficient high-quality evidence for both structural
validity and internal consistency and inconsistent low-quality
evidence for convergent validity.

The remaining instruments were assessed only once. The
eHEALS-E demonstrated sufficient high-quality evidence for
both structural validity and internal consistency and insufficient
low-quality evidence for known-groups validity (ID 49) [59].
The e-HLS showed insufficient low-quality evidence for
structural validity and insufficient very low-quality evidence
for convergent validity (ID 50) [60]. The eHLA exhibited

indeterminate, very low-quality evidence for structural validity
and insufficient very low-quality evidence for internal
consistency (ID 53) [62].

Discussion

Principal Findings
This systematic review found that 7 eHealth literacy instruments
are currently available. The measurement properties were most
frequently assessed for the eHEALS in 18 languages, 26
countries, and diverse populations (eg, patients, adolescents,
adults, and the elderly). The conceptualization of a construct to
be measured is a basic and initial step when developing a
self-reported instrument. The eHEALS was developed based
on the definition of “the ability to seek, find, understand, and
appraise health information from electronic sources and apply
the knowledge gained to addressing or solving a health problem
(p. 2)” from the 6 components of literacy in the Lily model:
traditional, information, media, health, computer, and science
literacies [10]. However, this definition was based on the first
generation of simple health information technology (Web 1.0),
which later resulted in the eHEALS being criticized as not being
sufficiently comprehensive to measure the skills needed for the
dynamic and social nature of eHealth (Web 2.0) [68]. One of
the researchers who developed the instrument also noticed the
lack of social media–related skills being included in the
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eHEALS, and suggested updating the instrument [69]. In other
words, the eHEALS measures eHealth literacy within the
restricted scope of the environment before the rise of social
media and the mobile web.

Content validity refers to the degree to which the content of an
instrument adequately reflects the construct to be measured
[70]. The overall ratings of the e-HLS, DHLI, eHLA, eHLQ,
and TeHLI for content validity were high but graded as
low-quality to very low-quality evidence for relevance,
comprehensiveness, and comprehensibility. These findings
imply weakness in terms of whether the high ratings are
trustworthy and make it difficult to determine which of the
instruments has superior content validity.

The eHEALS is a pioneering instrument measuring eHealth
literacy and was originally developed with a single-factor
structure. However, various other factor structures were
identified in this study: 7 types of two-factor structures, 3 types
of three-factor structures, and 1 bifactor structure. A possible
reason for such diverse factor structures is the instrument
contents when considering that insufficient content validity can
impair structural validity [18]. The theoretical basis of the
eHEALS was the Lily model, which explained multiple
components of the constructs. If the contents of the eHEALS
effectively reflected the model, the instrument would have been
multidimensional. Item variability was also questioned, even
though the eHEALS had the same factor structure. These item
inconsistencies (Table 3) might be caused by cultural differences
that could be closely related to the digital environment of the
country in which the study was conducted. The inconsistencies
of the factor structures and the corresponding items might also
be due to eHEALS already being outdated for use in evaluations
at this time, which reflects the dynamic and social nature of
eHealth. It was noticed that the eHEALS items do not assess
interactive skills when utilizing the internet [61]. Similarly, this
systematic review found inconsistent low-quality evidence for
relevance and insufficient very low-quality evidence for
comprehensiveness in the eHEALS, which might explain its
incongruent structures.

The three-factor eHEALS structures reported on in a single
study by Paige et al [58] and 3 studies by Sudbury-Riley et al
[54], Gartrell et al [55], and Brørs et al [56] were found to be
the best structures, with sufficient high-quality evidence for
structural validity, internal consistency, measurement invariance,
and known-groups validity. Despite these good measurement
properties, the three-factor eHEALS structure reported by
Sudbury-Riley et al [54], Gartrell et al [55], and Brørs et al [56]
demonstrated insufficient low-quality evidence for reliability
and insufficient high-quality evidence for hypothesis testing.
The three-factor eHEALS by Paige et al [58] has been evaluated
only once, so current evidence of its quality is based on the
results of the single study (some measurement properties were
not evaluated; thus, no evidence existed). Further study is
strongly recommended for the suggested three-factor structures
of the eHEALS, including reliability, convergent validity, and
responsiveness tests. In addition, the three-factor eHEALS has
a lack of conceptual comprehensiveness of eHealth literacy.
Revising or updating the contents of the eHEALS is therefore

recommended to reflect better the skills required for the social
nature of eHealth (eg, the sharing of health information).

The eHEALS-E is the extended version of the eHEALS
developed to cover better the complex factors contributing to
eHealth literacy. However, that instrument was extended under
the same definition used for the original version in 2006 [24].
Therefore, this extended version may also be designated as an
instrument measuring a narrow scope of eHealth literacy, as for
the eHEALS.

Along with the evolution of interactive communication
technologies on the internet, conceptual extensions have been
demanded for eHealth literacy. This has resulted in the
development of second-generation instruments (eg, e-HLS,
DHLI, eHLA, eHLQ, and TeHLI) to measure a wider range of
eHealth literacy concepts to make them more suitable for people
living in the social-media era of eHealth. However, those
instruments have been assessed only once or twice, with there
being little meaningful synthesized evidence for the
measurement properties of each instrument; therefore, further
psychometrics studies of them are strongly recommended.

The TeHLI seems to be psychometrically better than the other
second-generation instruments. In addition, this is a
theory-driven instrument derived from the TMeHL [66] and
based on the measurement of transactional features afforded by
online media. However, this instrument has only been assessed
twice in a single study using classical test theory and item
response theory (IRT)/Rasch model with a specific population
(ie, baby boomer and older adult patients with chronic lung
disease). Therefore, its synthesized evidence for measurement
properties cannot be generalized to healthy people or patients
of different ages with other diseases. It is therefore suggested
that this instrument needs to be assessed in other populations.

Implications for Future Studies on eHealth Literacy
Instruments
The measurement error and responsiveness were not assessed
for any of the instruments identified in this study, so future
studies of those properties are warranted. More studies of
measurement properties also need to be conducted for the
second-generation instruments that have been assessed only
once or twice. Further psychometric evaluations will increase
the credibility of the synthesized evidence. When developing
a self-reported instrument, specifying the definition of the
concept to be measured is the most basic and important starting
point because this determines the scope of the instrument being
developed and affects its measurement properties. Nevertheless,
the definitions of eHealth literacy were not clarified for most
of the instruments identified in this study. New instruments
need to be developed for which the definition of eHealth literacy
to be measured is clearly addressed, particularly encompassing
the attributes/skills required for the social nature of eHealth in
the current digital environment.

The assumptions of unidimensionality, local independence, and
monotonicity underlying the analyses of structural validity
performed using the IRT/Rasch model were not or only partially
reported for 11 of 14 studies. According to the COSMIN
methodology, the structural validity of a study cannot be rated
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as sufficient without information about the nonviolation of
assumptions underlying IRT/Rasch analysis, even when the
model exhibits an adequate fit for structural validity [18,21].
Therefore, clear reports on whether all assumptions are met are
needed for future studies that apply IRT/Rasch analysis to assess
structural validity.

Convergent validity refers to the relationship of an instrument's
score (eg, eHealth literacy instrument) with a comparator
instrument that measures similar constructs and has satisfactory
measurement properties [71]. The methodological quality of
convergent validity was inadequate in 44% of the studies in this
review due to no information being provided on the
measurement properties of the comparator instrument(s) used
for these assessments of eHealth literacy instruments. Future
evaluations of convergent validity should therefore employ
comparator instruments with satisfactory psychometric
properties.

Regarding the instructions provided for how to respond to items,
only those for the eHEALS included the recall period: “…tell
me which responses best reflect your opinion and experience
right now.” Other instruments did not provide information about
the recall period, which may result in bias in response items. In
the future, it is recommended to provide information about the
item response time frame, such as a “short” recall period or the
“current state” [72].

Strengths and Limitations
The first strength of this systematic review is that a two-phase
search strategy was performed to exhaustively identify eHealth
literacy instruments, as recommended by Lee et al [14],
especially when searching for concepts involving compound

words such as “eHealth” literacy. The second strength is that
internal consistency (Cronbach’s α) was qualitatively
summarized and quantitatively pooled in a meta-analysis. This
is the first meta-analysis applying Cronbach’s α to eHealth
literacy instruments. A limitation of this study is that it only
included peer-reviewed journal articles published in English,
which may have resulted in selection bias.

Conclusions
This systematic review identified 7 eHealth literacy instruments,
and complete evaluations of all measurement properties have
not been performed for any of these instruments. The eHEALS,
based on the 6 components of literacy in the Lily model, was
the most frequently investigated instrument with the smallest
number of items (8 items), and the 2 three-factor structures of
the eHEALS were better than other structures of the instrument;
however, this instrument measures a narrow scope of eHealth
literacy and so needs to be reconsidered when being applied to
people living in the social media era of eHealth (web 2.0).
Revising or updating the contents of the eHEALS is necessary
to reflect the skills required for the social nature of eHealth.
The TeHLI (consisting of 18 items) was the best instrument for
broader measurements of eHealth literacy, although it is
restricted by generalizing for only healthy people or patients
with other diseases in different ages (younger than 40 years).
Further psychometric studies of the second-generation eHealth
literacy instruments are strongly recommended. In particular,
their content validities should be carefully considered due to
the results of this systematic review indicating it had low-quality
or very low-quality evidence, meaning that they do not fully
capture eHealth literacy.
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Abstract

Background: Dashboards can support data-driven quality improvements in health care. They visualize data in ways intended
to ease cognitive load and support data comprehension, but how they are best integrated into working practices needs further
investigation.

Objective: This paper reports the findings of a realist evaluation of a web-based quality dashboard (QualDash) developed to
support the use of national audit data in quality improvement.

Methods: QualDash was co-designed with data users and installed in 8 clinical services (3 pediatric intensive care units and 5
cardiology services) across 5 health care organizations (sites A-E) in England between July and December 2019. Champions
were identified to support adoption. Data to evaluate QualDash were collected between July 2019 and August 2021 and consisted
of 148.5 hours of observations including hospital wards and clinical governance meetings, log files that captured the extent of
use of QualDash over 12 months, and a questionnaire designed to assess the dashboard’s perceived usefulness and ease of use.
Guided by the principles of realist evaluation, data were analyzed to understand how, why, and in what circumstances QualDash
supported the use of national audit data in quality improvement.

Results: The observations revealed that variation across sites in the amount and type of resources available to support data use,
alongside staff interactions with QualDash, shaped its use and impact. Sites resourced with skilled audit support staff and established
reporting systems (sites A and C) continued to use existing processes to report data. A number of constraints influenced use of
QualDash in these sites including that some dashboard metrics were not configured in line with user expectations and staff were
not fully aware how QualDash could be used to facilitate their work. In less well-resourced services, QualDash automated parts
of their reporting process, streamlining the work of audit support staff (site B), and, in some cases, highlighted issues with data
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completeness that the service worked to address (site E). Questionnaire responses received from 23 participants indicated that
QualDash was perceived as useful and easy to use despite its variable use in practice.

Conclusions: Web-based dashboards have the potential to support data-driven improvement, providing access to visualizations
that can help users address key questions about care quality. Findings from this study point to ways in which dashboard design
might be improved to optimize use and impact in different contexts; this includes using data meaningful to stakeholders in the
co-design process and actively engaging staff knowledgeable about current data use and routines in the scrutiny of the dashboard
metrics and functions. In addition, consideration should be given to the processes of data collection and upload that underpin the
quality of the data visualized and consequently its potential to stimulate quality improvement.
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Introduction

Background
Health care organizations are complex systems with variations
in patient care and outcomes observed nationally and
internationally [1,2]. Audit and feedback may help reduce
variations in care quality by comparing clinical performance
against standards and benchmarks to stimulate data-driven
improvement [3]. In the National Health Service (NHS) in
England, national audit and feedback are part of a
well-established quality improvement program that encompasses
over 50 clinical specialties and patient groups [4,5]. Audit
suppliers centrally collate and manage data from participating
services and produce feedback, with national comparators, with
the intention of stimulating quality improvement [6]. The mode
and frequency of feedback varies between national audits but
includes paper and electronic formats [7]. Feedback, however,
is not used uniformly by participating services to stimulate
quality improvement [4,6]. Reported constraints on the use of
feedback include access to data, data timeliness and quality,
metric relevance, and limited resources for data analysis and
interpretation [7,8].

Dashboards offer the potential to overcome some of the
constraints reported in the use of national audit data. They use
visualization techniques intended to ease cognitive load and
improve data comprehension [9,10]. In health care, a distinction
is made between clinical dashboards that display performance
at the level of individual clinicians or patients to inform direct
patient care and quality dashboards that show performance at
the level of a ward or organization to inform service
improvement [11,12]. Despite the increasing use of dashboards
in health care, including as part of the recent response to
COVID-19 [13,14], evidence regarding how they become
integrated into work processes to impact practice is limited [5].
The aim of this study, therefore, is to investigate how, why, and
to what extent a novel quality dashboard (QualDash) supported
the use of national audit data for quality improvement in an
English hospital setting.

Dashboard Development
QualDash is a customizable, web-based dashboard that was
designed and evaluated using data from 2 national audits: The
Myocardial Ischemia National Audit Project (MINAP) and the
Pediatric Intensive Care Audit Network (PICANet). MINAP
collects data spanning 130 data fields, contributed by all
hospitals in England, Wales, and Northern Ireland that admit
patients with acute coronary syndromes [15,16], whereas
PICANet collects data from hospitals and services that transport
critically ill children to pediatric intensive care units (PICUs)
in England, Scotland, Wales, Ireland, and Northern Ireland
[5,17]. These 2 audits vary in clinical specialty and metrics. For
example, PICANet takes place in pediatric intensive care and
includes metrics such as:

• Standardized mortality ratio: Ratio between the observed
number of deaths and the number of deaths that would be
expected, given the severity of patients’ illness at admission

• Unplanned extubations—accidental removal of breathing
tubes

• Emergency readmissions within 48 hours of discharge

In comparison, MINAP audits services for heart attack and
includes metrics such as:

• Call-to-balloon time: Time between ambulance call and
primary percutaneous coronary intervention treatment:
Target 90 minutes

• Door-to-angiography time: Time between arrival at hospital
to diagnostic procedure: Target 72 hours

• Discharge on gold standard drugs: Proportion of patients
who received all secondary prevention medication for which
they were eligible

These audits were chosen for dashboard development to increase
the generalizability of the findings beyond a single audit.

Dashboard development was conducted within 5 NHS acute
health care organizations and included interviews with 54 staff
members, a workshop with audit suppliers, and 2 co-design
workshops with clinicians and managers from one organization
[5,7,8,18]. Focus groups were held within each organization to
identify strategies to support the uptake and adoption of
QualDash. Figure 1 gives an overview of the development work.
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Figure 1. QualDash development work.

Development work provided insight into how national audit
data were used—user tasks—and by whom in each organization,
and what interrogative and reporting functions a quality
dashboard should incorporate to facilitate data use.
Requirements were documented in a software requirements
specification [11] and were translated into a card metaphor, that

is, metrics were configured as bar charts in moveable,
customizable areas termed Qualcards using a metric
specification structure in JavaScript Object Notation. Figure 2
shows an example of the QualDash prototype, displaying 4
Qualcards.

Figure 2. Four Pediatric Intensive Care Audit Network Qualcards—displays simulated data.

Each Qualcard was designed to address a sequence of user tasks
related to a single metric. On first opening QualDash, the user
would see the main visualization for each metric displayed by
month over a year; essentially, these could be used to address
key care quality questions quickly and easily, for example,
referring to the Mortality Qualcard in Figure 2, a user could
address the question of how many deaths were reported in a

unit last month compared with previous months? Qualcards
were expandable (Figure 3) to display additional and historic
measures to answer follow-up questions, for example, what was
the method of admission for patients who died on a unit in a
given month? Thus, QualDash was designed to facilitate care
quality monitoring and data interrogation, where needed.
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Figure 3. Expanded mortality Qualcard showing method of admission in the subview pie chart—displays simulated data.

QualDash included functions to export visualizations and raw
data and incorporated customization features, for example, users
could select which variables were displayed in expanded
Qualcard subviews, and dashboard authors (local staff with
sufficient information technology [IT] experience) were able
to configure service-specific variants of a metric, that is, add or
adapt existing Qualcards. Usability evaluation of the prototype
dashboard (Figures 2 and 3) was undertaken by staff from 2
organizations, using a think-aloud protocol and simulated data.
Having completed a series of tasks, participants completed the
System Usability Scale [19], with results suggesting a high level
of usability.

Timeliness of data have also been reported to be important for
data use in quality improvement. Managing the dashboard on
a central server would have required requesting data from the
national audit supplier and then waiting for those data to be sent
to the research team before being uploaded to QualDash. Instead,
to visualize data that were as timely as possible, QualDash was
installed on site servers at each participating organization to
enable staff to upload local data as needed. QualDash was
accessible via Google Chrome on the service PCs. However,

locating QualDash on local servers meant the dashboard
displayed site data only; the metrics were relevant and used by
services nationally but did not include national comparator data.
Therefore, rather than comparing performance against peer
organizations, sites compared service performance
month-by-month and against national targets, for example, time
to treatment targets.

Methods

Study Sample and Dashboard Installation
QualDash was installed in 5 organizations including 3 large
teaching hospital trusts that offer specialist services, including
PICUs, and 2 smaller district general hospitals. Within these
sites, QualDash was evaluated in services that participated in
the 2 national audits of interest: PICANet and MINAP. District
general hospitals do not provide the PICU service for which
PICANet operates; therefore, the PICANet dashboard was
available within PICUs in the 3 teaching hospital trusts and the
MINAP dashboard was available in all 5 organizations. Figure
4 depicts how service-specific, real data were uploaded to
QualDash on installation and anticipated front-end use.
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Figure 4. QualDash—data flow and anticipated front-end use.

To promote confidence in the accuracy of the data displayed,
site data were validated by the research team on upload, after
which site staff were able to upload data at their convenience.
To support the adoption of QualDash and informed by the
adoption focus groups, the research team identified champions,
typically the study collaborators at each site, to lead, and support
others in the use of the dashboard. Champions were provided
with an eBulletin to advertise QualDash and crib sheets, with
instructions on how to use dashboard functions, to disseminate
as they saw appropriate within their organization. Furthermore,
champions were encouraged to provide feedback about the
dashboard that could be used to improve functionality where
possible.

Evaluation Framework
QualDash was conceptualized as a sociotechnical intervention
[20-22]. Therefore, we sought to understand how interactions
between the technological (the dashboard itself and existing
information technology [IT] systems) and social (individuals
and groups) system elements shaped dashboard use and impacts.
For this purpose, we used realist evaluation, a theory-driven
approach [23]. Realist evaluation is appropriate for evaluating
sociotechnical interventions because it acknowledges that
intervention impacts vary according to participants’ responses
to the intervention, which are highly dependent on context. It
provides a way to understand such variations using the concepts
of mechanism, context, and outcome. Mechanisms refer to how
recipients respond to, reason about, and interact with
intervention resources, whereas context refers to factors that
influence how mechanisms operate, including personal attitudes,
beliefs, cultures, and resources [24]. Outcomes refer to the
intended and unintended or unexpected impacts of interactions
between mechanisms and contexts. Evaluation by this mode
involves a cycle of constructing, testing, and refining realist
theories configured as Context + Mechanism = Outcome, that
is, hypotheses of how, why, and in what circumstances an
intervention might work [23].

Multimedia Appendix 1 shows 2 Context + Mechanism =
Outcome configurations (CMOcs) constructed using data
collected as part of dashboard development [5,7,8], which will
be used to illustrate the main study findings. In summary, we

understood through development work that there was variable
use of national audit data before QualDash, largely because of
differences in the resources allocated to data collection and
management across sites. However, clinicians used and acted
on data if it helped them monitor whether their service was
delivering safe and effective care, a mechanism we termed
professionalism. We expected that QualDash, underpinned by
this mechanism, would be used to facilitate data reporting
(CMOc 1) or to integrate national audit data into routine
reporting (CMOc 2) depending on existing use of data and
resources, as illustrated in Multimedia Appendix 1.

Extent of Use of QualDash
To assess the extent of use of QualDash across organizations
and services, log files automatically recorded information about
the use of QualDash at each site from the time of installation
(June and July 2019) to July 2020. The information captured
included the type of user (job title), data used (audit, year), time
spent interacting with different Qualcards, and functionality
used. Data from the log files were postprocessed in Microsoft
Excel, removing entries generated by members of the research
team undertaking on-site testing of the software. Using the
timestamps for each login, the number of sessions per audit per
month from installation to the end of July 2020 was determined
for each site. Where a login occurred less than 20 minutes after
the last timestamp and appeared to be the same user (based on
the audit and year selected and the job title entered), this was
treated as a continuation of the previous session.

Observations of Practice
To understand how, why, and where QualDash was used,
observations of practice were conducted at study sites between
August 2019 and February 2020, in spaces where QualDash
had the potential to be used in the ways expressed in the CMOcs,
including:

• Hospital wards and units (eg, admission wards,
catheterization laboratories, acute coronary care units, and
PICUs)

• Clinical governance and directorate meetings
• Offices used by audit support and clinical staff for data

management and administration activities
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• Informal interviews relating to the activities observed

An observation schedule was developed to help guide data
collection, including prompts to capture (1) service processes
and routines for monitoring care quality, (2) types of data and
technologies used and by whom, and (3) how, why, and the
extent to which QualDash was integrated within these routines.
Local collaborators within each service facilitated observations
by introducing researchers to ward matrons and senior nurses.
These staff provided permission for the observations to take

place and notified their colleagues. Observations were conducted
by 2 researchers who recorded the observations in handwritten
notes. The observations were nonparticipatory, but researchers
interacted with participants via informal interviews where an
explanation of the activity observed was provided by the
participant. The 2 researchers initially conducted observations
together to develop a shared understanding of how to record
fieldnotes, after which each researcher aimed to conduct at least
one observation per service. Table 1 shows the total number of
hours and types of observations conducted at each site.

Table 1. Hours and type of observation performed in study sites.

Total hoursDistrict General Hos-
pital (MINAP)

Teaching Hospital Trust (MINAPa and

PICANetb)

EDcCBA

46.56.571689QualDash installation and customization meetings

8213.521724.525Ward and “back office” observations, including data collection and
validation

202.53437.5Meeting observations and informal interviews

148.522.5123735.541.5Total hours of observation

aMINAP: Myocardial Ischemia National Audit Project.
bPICANet: Pediatric Intensive Care Audit Network.
cQualDash installed in December 2019 because of delays in site approval. This explains why the first use of QualDash at this site, discussed in results,
begins in January 2021, much later than at other sites.

Observation notes were transcribed by researchers as soon as
possible after the observation and analyzed following (and
adapting) the 5 stages of framework analysis [25-28]. To
familiarize themselves with the data (stage 1 of Framework
Analysis), the transcripts were read independently by 3
researchers who then met to discuss their interpretations and
construct themes to categorize the text (stage 2 of the
Framework Analysis). The themes were uploaded into NVivo
(QSR International; software for facilitating qualitative data
analysis) and systematically applied to all transcripts (stage 3
of framework analysis) by the 2 researchers who conducted the
observations, with themes being refined and added as necessary
to capture the range of experiences. Instead of charting (stage
4 of Framework Analysis) where data are organized in charts
of themes, NVivo was used to extract data categorized in each
theme; these were then summarized in narrative accounts, for
example, of the care quality monitoring processes observed,
and the data and technologies used in these processes. To test
CMOcs, data relevant to each CMOc (identified in the analysis
work conducted) were summarized in a matrix developed in
Word that displayed each CMOc construct by service. In this
way, the CMOcs were refined by comparing observational data
from each site against the hypotheses. Researchers used
observational data to support the interpretation of the log file
analysis by examining if it suggested an explanation for extent
of use, for example, if QualDash was being used because it
facilitated the work of audit support staff.

Perceived Use and Usefulness
At the end of the evaluation period, a questionnaire based on
the technology acceptance model (TAM) was administered [29].
The TAM consisted of 12 statements, 6 concerning usefulness,

and 6 concerning ease of use. Respondents rated each statement
on a scale of 1 to 5, with 1 indicating strong disagreement and
5 indicating strong agreement. In addition to the TAM items,
the questionnaire included questions regarding how frequently
respondents use national audit data, how frequently they used
QualDash during the evaluation period, and how likely they
would be to continue using QualDash after the evaluation period.
A link to the questionnaire was emailed to 35 participants, who
were known to have either used QualDash or seen it
demonstrated at the beginning of August 2020. Two reminder
emails were sent, and the survey was closed at the beginning
of September 2020.

The questionnaire data were analyzed to assess the perceived
usefulness of QualDash and its ease of use. Excel was used to
produce summary statistics for each TAM statement, calculating
the mean and range for all participants and for those who
reported having used QualDash, broken down by audit and role.
Guided by previous studies, ratings of 3 or higher were
considered to indicate a positive response.

Ethical Approval
Ethical approval for this study was provided by the University
of Leeds School of Healthcare Research Ethics Committee
(approval # HREC16–044). Approval was received from the
Health Research Authority and each of the 5 sites.

Results

Extent of Use of QualDash
Figure 5 shows the total number of uses of QualDash per clinical
service and by site, and Figure 6 shows the number of uses by
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site over the evaluation period. The figures show variations in
the extent of use across sites and clinical areas, for example, in
site A, there was no use of QualDash within the PICU

throughout the evaluation period (there could be no PICU use
in sites D and E that did not have PICUs), whereas the greatest
use was in the site B PICU and site E Cardiology.

Figure 5. Extent of QualDash use by site and clinical service. PICU: pediatric intensive care unit.

Figure 6. Uses of QualDash by clinical service and month.

Below, we use the observation data to understand the reasons
behind these variations and to refine the CMOcs in Multimedia
Appendix 1. We begin with a summary of the care quality
monitoring routines observed, and then, to refine the CMOcs
in Multimedia Appendix 1, explore how, why, and to what
extent the dashboard impacted practice by facilitating reporting
(CMOc 1) or integrating national audit data in routine practices
(CMOc 2).

Observations of Practice

Quality Monitoring Routines
The services observed included PICUs, where clinical staff
cared for children, often on ventilators to assist their breathing,
and cardiology wards for adults in admission for, and treatment
or recovery from, acute coronary syndrome. Quality monitoring
processes varied across services but included ward activities
directed at the care of individual patients and directorate and
clinical governance meetings directed at service-level
monitoring of quality and safety.
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Ward observations were conducted at or around the nurses’
stations. As might be expected, staff routines focused on the
needs of individual patients, for example, ward staff shared
information about patient care via handovers (summaries at
shift changes), ward rounds, and clinical team huddles where
staff met intermittently throughout the day to update colleagues
about each patient’s condition and care plan. The use of
technologies and data on all wards also focused on individual
patient care. For example, electronic whiteboards and dry-erase
whiteboards were used to visualize data in matrices, for example,
patient by task or activity such as if they were awaiting a
discharge letter. The use of patient case notes in paper form or
electronic devices, such as PCs, laptops, and iPads positioned

around the nurse’s station was also frequently observed.
QualDash, however, was not observed to be used by staff on
wards, despite opportunities via the electronic devices available
to them.

The clinical governance (service) and directorate (specialty)
meetings were observed monthly or quarterly. These meetings
were attended by a range of staff, including nurses, physicians,
junior doctors, and service managers. In comparison to the
wards, observations revealed that national audit data were used
in these meetings at certain sites, sometimes via QualDash.
Figure 7 shows the flow of audit data from collection to practice,
captured during observations.

Figure 7. Audit data collection, management, and use. MINAP: Myocardial Ischemia National Audit Project; National Clinical Audit; PICANet:
Pediatric Intensive Care Audit Network; PICU: pediatric intensive care unit.

Figure 7 is a simplified model of data use, showing how some
services were resourced to use national audit data within their
routine monitoring processes, whereas in others, use of national
audit data was more sporadic, usually where clinicians were not
supported by dedicated audit support staff. Next, we discuss
the extent to which QualDash was integrated within work
routines, and explore interactions that help explain the extent
of use captured in the log files.

Facilitating Use of National Audit Data
The CMOcs hypothesize that, depending on the context,
QualDash would be used either to facilitate the use of, or
introduce, national audit data into service monitoring processes,
such as the clinical governance meetings depicted in Figure 7.
In practice, constraints were reported that limited the use of
QualDash in these ways.

Sites A and C (PICU and Cardiology units) were resourced with
dedicated audit support staff who produced performance reports
when requested by clinicians and managers. Reports were
produced using local databases and systems such as Microsoft
Access or Microsoft Excel, where national audit data were stored
before upload to audit suppliers. Observations revealed that,
within these services, audit support staff continued to use
existing systems post installation of QualDash. In site A
Cardiology unit, for example, the nurse dedicated to audit
participation did not have Google Chrome installed on their PC,
despite repeated requests to their IT department, so they were
unable to open QualDash to support reporting requests. Even
in services where QualDash was accessible via Google Chrome,
however, audit support staff continued to use existing systems,

as this observation of an audit clerk updating monthly reports
using their access database highlights:

We discuss a Qualcard that shows invasive ventilation
and bed days. The Audit Clerk checks the figures in
Qualcard against her visualizations for the same
months, and they do not match. They explain that this
mismatch might be because QualDash shows bed
days by admission date rather than bed days across
the months of admission. In one month, the Qualcard
showed that there were more invasive ventilation days
than there were bed days (which is impossible).
Furthermore, the data in QualDash have not been
updated since the installation (in July); therefore, the
data in the access database is the only way to update
the reports discussed today. [site A; PICU
Observation; September 4, 2019]

The use of simulated data in the co-design workshops meant
that staff were unable to scrutinize the dashboard with data
familiar and meaningful to them at that time. It was only post
installation; therefore, when using QualDash to explore site
specific data that it became apparent that some metrics were
not configured as typically reported by the service. The issue
described above was addressed by incorporating additional
functionality within the dashboard, allowing Qualcards to be
configured to present information in their respective months.
The dashboard customization feature also supported metric
reconfiguration. However, QualDash was not able to configure
all of the metrics reported locally. For example, the number of
accidental extubations (removal of a breathing tube) on PICUs
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per month could not be configured in QualDash because of the
complex way in which data were captured as part of the audit.
The measure was provided as the total number of incidents
across the year in the subview pie chart but could not be used
to facilitate monthly reporting. Similarly, in the site C
Cardiology unit, a MINAP project assistant commented:

I would really love to be able to use it [QualDash],
but it just does not show me, you know, everything I
need, and I would like to be able to say to you, yeah,
I use it all the time to add. But [...] it just does not do
exactly what I need. But maybe if you spoke to
someone like, the lead consultant [physician], and
you showed him what was available, and you said,
does this answer, you know, some of your queries?
However, like the thing he asked me to do, to look at
the patients that have failed [within specific time
points]. [site C; MINAP Project Assistant, Interview
February 2020]

The request to which the MINAP assistant refers was to see the
data of patients treated between specific hours in one day. In
the work undertaken to capture requirements for QualDash,
tasks using such a timeframe were not identified; thus, this
functionality was not included in QualDash.

In comparison to the dashboard itself, user knowledge of the
audit data set and understanding of QualDash’s functionality
also constrained use of the dashboard; an audit clerk in site C
reported:

The Audit Clerk says that the service database
contains more detail than PICANet, for example,
when they produce reports for the business meeting,
[...], they include information about what ward the
patients have been referred from and where the
patient was discharged. They also get “ad hoc”
requests for data on a regular basis. [site C; Informal
interview with PICU Audit Clerk; October 16, 2019]

In fact, QualDash (and the PICANet data set from which it was
derived) provided referral and discharge information in Qualcard
subviews but this participant was unaware that the dashboard
could support this data need. Even so, an additional influence
on staff choice to use QualDash in these well-resourced services
was that the data displayed were not as timely as those stored
in local systems. This was due to challenges in establishing
routines for uploading data into QualDash including having the
necessary software installed on service PCs to complete the
upload. Therefore, despite the manual work involved in report
production, audit support staff in these services chose to use
existing systems as they provided data that were timely and
from which they had expertise that enabled them to configure
metrics reported routinely and when requested by clinical team
members.

In comparison to sites A and C, the audit clerk in site B PICU
consulted hard copy and electronic data sources to submit
quarterly reports to NHS England (a body of the Department
of Health responsible for commissioning NHS services). Data
sources included the ward diary, admissions books, and the
patient administration system, and they also consulted with
clinicians to retrieve data. QualDash automatically calculated

measures, including patient bed days, 48-hour readmission, and
mortality rates. Consequently, this audit clerk chose to use
QualDash as it facilitated and streamlined their reporting, as
hypothesized in the CMOc. Extent of use of QualDash in this
site is reflected in Figure 5, and the impact captured in this email
sent to the research team: “Just wanted to say QualDash has
saved me hours of work with regard to data I submit to NHS
England.”

An important observation was that, unlike other sites, this audit
clerk developed a routine for uploading data into QualDash in
a timely way. Therefore, where staff understood and experienced
the benefits of using QualDash in their work routines, they
supported the data upload process necessary to maintain
dashboard use in practice.

Integrating National Audit Data Into Routine
Monitoring Processes
Sites D and E were not resourced by staff dedicated to national
audit data collection and management. These sites represented
an opportunity for QualDash to be used to integrate national
audit data within routine monitoring processes. QualDash was
observed to be used within these sites, but not in the ways
expressed in the CMOcs. For example, in site E, a cardiologist
(and champion) was initially keen to use national audit data via
QualDash. However, at the postinstallation site visit, the
cardiologist noted:

The cardiologist says that they have not used
QualDash since we first emailed the link to them in
the installation email. When asked why, they explain
that they have not yet integrated QualDash into their
routines. They say that they are not accustomed to
having access to MINAP data in this way. Therefore,
they sometimes forget that it is there to look at and
use QualDash. However, they say that there is no
reason why they should not use it, and that one way
in which they could try and integrate it into their
practice is in their performance meetings where such
data could be reviewed. [site E; informal interview;
November 27, 2019]

Despite being involved in the development and dissemination
of QualDash as a champion, this physician and their service
had managed without routine use of national audit data, and
unfamiliarity with access to the data appeared to constrain their
interactions with QualDash. The cardiologist added QualDash
to the agenda for the next directorate meeting, which was
observed as part of the data collection. During the meeting, the
functions of QualDash were demonstrated to attendees,
including physicians and nurses, and some tentative impacts
were highlighted:

The cardiologist says that when QualDash was first
installed, it enabled them to see where there was
missing data and the audit team cleaned up the data
in response. Therefore, QualDash has already helped
the service to get their data a bit cleaner. [site E;
Cardiology Directorate Meeting; December 11, 2019]
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The visualizations in QualDash enabled the audit team to
identify missing data and work to address the gaps. However,
the meeting chair queried the accuracy of the data displayed:

The meeting chair queries the displayed data. They
say that all the graphs steadily decline and that “that
cannot be accurate.” They ask [the Cardiologist who
acted as QualDash Champion] why the graphs are
like that, who responds that the audit team must be
behind with the data collection. The Chair says that
it is “amazing” to have access to real-time data, and
that they should be able to make more use of MINAP
data using QualDash. [site E; Cardiology Directorate
Meeting; December 11, 2019]

The meeting attendees responded positively to QualDash’s
potential for supporting data use, but the data currently displayed
could not be used optimally for quality improvement, because
they were incomplete. This finding highlights the importance
of the work underpinning front-end use of the dashboard, that
is, data collection and upload, and the significance of the
dedicated audit support staff in sites better resourced to use
national audit data for quality improvement.

In site D, queries about the metric configurations discussed
during a postinstallation meeting (QualDash was installed at
this site in December 2019) raised concerns about the use and
dissemination of the dashboard.

[Referring to a configuration of a complicated
measure—patients with a certain diagnosis
discharged on “gold standard” (up to five) drugs by
month and for which the research team has received
conflicting definitions] Cardiologists comment that
they have come across this sort of thing before with
new systems that are developed by people outside
their unit: the data going in are correct, but it does
not make sense, and that time is needed to check it to
ensure that the data are interpreted correctly. They
know what their own data should look like, though
people outside the unit, including managers from their
trust, do not always have that understanding and can
misinterpret data that are not displayed correctly.
[site D Observation; January 15, 2020]

On the basis of previous experience with similar initiatives, the
champions requested that all Qualcards undergo a sense check
by staff familiar with site data. The expectation was that this
sense check would be completed before dissemination activities

took place, due to concerns about data interpretation by staff
less familiar with the data. This finding also highlights the role
of audit support staff, that their skills and experience in data
collection, management, and report production provide
confidence in the outputs they create and that site champions
would need a similar level of trust in the dashboard to lead its
use and dissemination to a wider audience.

Perceived Usefulness and Ease of Use Questionnaire
In total, 23 responses were received from the adapted TAM
questionnaire, 18 from participants who had experience using
QualDash. Figure 8 shows the average ratings of each TAM
statement.

Although the average rating for all statements was positive,
ratings were higher among those who had used QualDash and
higher for ease of use as opposed to usefulness. The
questionnaire was anonymous, so we were unable to link
responses to sites, but we were able to analyze them according
to role, which revealed that audit support staff and doctors found
QualDash more useful than nursing staff. On the basis of
observations of ward practice, this finding is possibly a
reflection of nurses’ more frequent engagement with data that
informs direct patient care, as opposed to service-level data.
Interestingly, however, observations suggested that senior nurses
may find QualDash useful, as a pediatrician (and champion)
commented:

I ask the physician if they see a role for QualDash in
the PICU from what we have discussed. The physician
says that QualDash is an “amalgamate of
retrospective data” but it may help prospective
planning, for example, highlighting high-risk patients.
They say that they think senior nurses, bands 6 and
7, may be interested in the dashboard, and that
QualDash icons on the nurse station PCs might be
helpful in supporting their use of the dashboard.
[Pediatrician; informal interview; site A; December
4, 2019]

The pediatrician noted that QualDash displays aggregate, as
opposed to patient-specific data, and that this may be useful for
prospective planning on the wards. Therefore, senior nurses
might utilize the dashboard if desktop icons facilitate access at
the nurses’ station. Despite constraints on the use of QualDash
during the evaluation period, its potential as a useful tool for a
range of health care staff was recognized and ideas to support
uptake in these ways suggested (desktop icons).
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Figure 8. Rating of technology acceptance model statements. QD: QualDash; TAM: technology acceptance model.

Refinement of CMOcs
CMOc 1 in Multimedia Appendix 1 hypothesizes that QualDash
would be used to facilitate the use of national audit data where
data were used in care quality monitoring. We found that the
use of data continued as usual during the evaluation period in
services resourced with audit support staff and local systems
that supported reporting needs. The reasons behind this choice
encompassed dashboard functionality; it was not always possible
to configure the Qualcards requested, some of which were used
in routine reports—and contextual influences, for example, data
were timelier in local systems where they were stored before
uploading to QualDash and staff were not always aware of how
QualDash could be used to facilitate their work. QualDash was
used by an audit support clerk who recognized and experienced
benefits (streamlined reporting process) from dashboard use in
comparison to their existing system, and consequently
established a routine for uploading timely data.

CMOc 2 in Multimedia Appendix 1 hypothesizes that QualDash
would be used to integrate national audit data within routine
monitoring processes where there were previously constraints
accessing data. In one such site, we found that early interactions
with QualDash led to additional requests to reconfigure
Qualcards in line with user expectations. Work reconfiguring
Qualcards was necessary to provide champions, across sites,
with confidence to lead use of, and disseminate, QualDash
within their service. In another service, we found that the
dashboard visualizations highlighted missing data and that staff
supporting audit participation could then work to address these

issues. However, due to the missing data, QualDash could not
be used optimally for quality improvement.

QualDash Version 2 and the Impact of COVID-19
In response to user feedback, a new version of QualDash
(Version 2) was developed that addressed issues with Qualcard
configurations where possible, including invasive ventilation
in PICANet and discharge of gold standard drugs in MINAP,
as discussed above. The intention was to install Version 2 across
all sites, continue dissemination activities, and capture further
impacts via observations. However, in March 2020, the data
collection and site visits were suspended due to COVID-19.
The lockdown effectively ended face-to-face evaluation work,
with data to refine CMOcs focused on learning from QualDash
Version 1. Interestingly, the onset of COVID-19 has been
accompanied by a rapid uptake in the use of digital technologies
to deliver care in lockdown restrictions and to understand the
impact of the virus on health care systems [30,31]. In this study,
users in a site that previously made limited use of QualDash
saw the potential benefits of the dashboard for responding to
COVID-19 if it could be adapted to display data on a daily and
weekly basis. Therefore, the computer scientist developing
QualDash has worked to develop and install a new iteration of
QualDash to support services in monitoring the impact of
COVID-19.
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Discussion

Principal Findings
This paper presents findings from a realist evaluation of a
web-based, customizable, quality dashboard designed to support
the use of national audit data in quality improvement. QualDash
was co-designed with data users to address their needs, and
champions were identified to support uptake and adoption. Even
so, observations of practice revealed that QualDash had a
variable impact across sites within the evaluation period. These
findings are comparable with a recently updated review of
dashboards that showed variation in impact, even within the
same clinical area [32]. We used realist evaluation to understand
the reasons behind the variation in impact.

Using CMOcs, we hypothesized that staff would integrate
QualDash within their routines because it could facilitate
monitoring and interrogation of metrics considered markers of
safe and effective care—a mechanism we termed
professionalism. This mechanism was identified in a context
analysis of the use of national audit data and underpinned
physicians’ use of data in quality improvement [7]. However,
observations of practice revealed that when staff interacted with
site-specific data via QualDash, they identified that some metrics
were not configured in the format they expected. The
dashboard’s customization feature enabled some metrics to be
reconfigured to meet user needs, but it was not possible to
configure all metrics requested or reported locally. Therefore,
QualDash was not perceived as a tool that could facilitate data
use as part of professionalism in some sites. Furthermore, not
all services were resourced to upload data considered accurate
or timely; attributes identified as influencing the use of national
audit data and dashboards in health care more generally
[6,7,14,33]. These factors constrained the use of QualDash in
care quality monitoring, particularly where existing mature
systems were in place to support data use.

A study of dashboard design in the context of lymphedema
services reported that the complexity and accessibility of data
to develop dashboards to support use of aggregate data was
more challenging than the development of clinical, patient-level
dashboards [33], and a review of data visualization dashboards
has highlighted the need for user-centered design and
interactions with a prototype to support dashboard development
and implementation [34]. Our findings support this work and
point to several ways in which the development of quality
dashboards could be improved to support uptake and impact.

• First, the use of data familiar and meaningful to users in
the co-design process would be beneficial. The use of
site-specific data would encourage participants to scrutinize
visualizations more thoroughly to confirm that they are
configured as required for care quality monitoring before
installation. Other studies have highlighted similar messages
about how the interpretability of information needs greater
consideration in design processes alongside usability and
ease of use [35]. Our study highlighted that site champions
need to have confidence that metric configurations are
aligned with service expectations, to support interpretation

by site staff, and to lead its use in quality improvement
efforts.

• Second, engaging staff familiar with and knowledgeable
about data use within the service, such as audit support staff
and physicians, in scrutiny of dashboard metrics and
functions, using real data, would provide an opportunity to
(1) develop dashboard functionality in ways that can better
support existing routines of data use and (2) raise awareness
of the range of functionality offered by the dashboard
among these key stakeholders, providing them with
motivation to integrate the technology into their working
practices on installation.

• The findings also emphasize the work surrounding and
maintaining dashboard use. Alongside configuring metrics
that reflect service needs, consideration needs to be given
to the systems in place for collecting and uploading data in
a timely and accurate way—attributes that also underpin
confidence in the data and consequently the visualizations
produced. These systems vary from service to service and
the design of digital dashboards may need to be more
ambitious, for example, incorporating solutions to automate
data upload to support data timeliness and to ease the
workload of those supporting audit participation where
necessary. This may be particularly pertinent as health care
providers around the world seek to move to paperless
systems.

Strengths and Weaknesses
A challenge when evaluating digital technologies is that
development is a continuous cycle in which users adapt to the
technology and adapt the technology over time [36]. Installation
of a new iteration of QualDash (Version 2) was disrupted by
COVID-19; therefore, it was not possible to capture the impact
of this improved version on end use or impact. However, our
in-depth data collection across multiple sites and clinical areas
enabled us to explore how interactions between the social and
technical elements of the system shaped dashboard impact. We
were able to explore the reasons behind participants’ choice to
use or not use QualDash, and the circumstances that influenced
those choices, which has generated knowledge that can support
the design process for quality dashboards outside the context
of this study and strategies to support uptake and adoption.

Conclusions
Web-based, customizable dashboards have the potential to
support the use of national audit data in quality improvement,
reducing variation in data use across services nationally, and,
as COVID-19 has demonstrated, in response to specific events
or crises. To optimize the dashboard impact in different settings,
co-design would benefit from use of real site data, so
stakeholders can scrutinize metrics and functions with data that
are familiar and meaningful to them. In this way, dashboard
development would more closely align with the needs and
working practices of key data users within the service.
Furthermore, data flow, from collection to upload, needs
consideration in the design process, to provide insight into
interdependent issues, such as data timeliness and quality, that
are likely to impact dashboard use in quality improvement.
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Abstract

Background: Multimorbidity clinical risk scores allow clinicians to quickly assess their patients' health for decision making,
often for recommendation to care management programs. However, these scores are limited by several issues: existing
multimorbidity scores (1) are generally limited to one data group (eg, diagnoses, labs) and may be missing vital information, (2)
are usually limited to specific demographic groups (eg, age), and (3) do not formally provide any granularity in the form of more
nuanced multimorbidity risk scores to direct clinician attention.

Objective: Using diagnosis, lab, prescription, procedure, and demographic data from electronic health records (EHRs), we
developed a physiologically diverse and generalizable set of multimorbidity risk scores.

Methods: Using EHR data from a nationwide cohort of patients, we developed the total health profile, a set of six integrated
risk scores reflecting five distinct organ systems and overall health. We selected the occurrence of an inpatient hospital visitation
over a 2-year follow-up window, attributable to specific organ systems, as our risk endpoint. Using a physician-curated set of
features, we trained six machine learning models on 794,294 patients to predict the calibrated probability of the aforementioned
endpoint, producing risk scores for heart, lung, neuro, kidney, and digestive functions and a sixth score for combined risk. We
evaluated the scores using a held-out test cohort of 198,574 patients.

Results: Study patients closely matched national census averages, with a median age of 41 years, a median income of $66,829,
and racial averages by zip code of 73.8% White, 5.9% Asian, and 11.9% African American. All models were well calibrated and
demonstrated strong performance with areas under the receiver operating curve (AUROCs) of 0.83 for the total health score
(THS), 0.89 for heart, 0.86 for lung, 0.84 for neuro, 0.90 for kidney, and 0.83 for digestive functions. There was consistent
performance of this scoring system across sexes, diverse patient ages, and zip code income levels. Each model learned to generate
predictions by focusing on appropriate clinically relevant patient features, such as heart-related hospitalizations and chronic
hypertension diagnosis for the heart model. The THS outperformed the other commonly used multimorbidity scoring systems,
specifically the Charlson Comorbidity Index (CCI) and the Elixhauser Comorbidity Index (ECI) overall (AUROCs: THS=0.823,
CCI=0.735, ECI=0.649) as well as for every age, sex, and income bracket. Performance improvements were most pronounced
for middle-aged and lower-income subgroups. Ablation tests using only diagnosis, prescription, social determinants of health,
and lab feature groups, while retaining procedure-related features, showed that the combination of feature groups has the best
predictive performance, though only marginally better than the diagnosis-only model on at-risk groups.

Conclusions: Massive retrospective EHR data sets have made it possible to use machine learning to build practical multimorbidity
risk scores that are highly predictive, personalizable, intuitive to explain, and generalizable across diverse patient populations.

(J Med Internet Res 2021;23(11):e32900)   doi:10.2196/32900
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Introduction

Multimorbidity risk scores, which factor in the presence of
several chronic conditions, can provide insights into morbidity
and mortality [1,2]. In general, the number of co-occurring
medical conditions is associated with increased adverse medical
outcomes [3-5] and increased use of medical services [6]. This
is particularly true for older individuals since the number of
co-occurring medical conditions will increase with age [7].
Various approaches to quantifying multimorbidity have been
used, including simply counting the number of conditions [8],
while more complex tools have also been developed, such as
the Charlson Comorbidity Index (CCI) [9] and the Elixhauser
Comorbidity Index (ECI) [10]. However, these scores were
developed decades ago and are limited to diagnostic information
or certain populations, which may limit their utility. A
systematic review [11] of multimorbidity scores examined 35
major multimorbidity scores, which could be subclassified by
the information they used (eg, prescription data, diagnostic data,
self-reported quality of life) and the outcomes they recorded
(all-cause mortality, emergency room admissions, and hospital
admissions). Patients with multimorbidities are cared for in
general practice and by specialists [8,12,13] who use
disease-specific risk scores and guidelines. Condition-specific
risk scores, such as the Framingham Risk Score [14] for
coronary heart disease, can help identify specific interventions
to benefit patients and provide actionable information to guide
tests and medications. One potential issue with the use of these
tools is that sometimes they do not address the overall health
care priorities of the patient due to their narrow focus [8,15,16].

Multimorbidity scores tend to only use one type of clinical data,
such as diagnoses, prescriptions, or procedures, and rarely
integrate them. As a result, they may be missing vital
information and relationships in patient information. Although
newer methods, such as probabilistic phenotyping [17], may
alleviate these concerns, while remaining scalable, these
methods are still highly experimental, with a wide variety of
methods and little consensus on which ones are most trustable
for real-world settings [18]. Using multiple data sets, feature
types, and methodological explorations could provide a more
comprehensive and robust estimate of multimorbidity risk.
Currently, no multimorbidity scores exist that produce granular
and overall risk profiles irrespective of age and sex; are derived
from a large, representative population of patients; and integrate
multiple clinical data sets, including diagnoses, prescriptions,
lab results, and procedures using machine learning (ML;
building upon previous ML-based strategies and
recommendations for multimorbidity analysis by Hassaine et
al [19]). Such scores could help health care providers engage
in patient-centered care and prescribing, reduce polypharmacy,
and guide deprescribing when used together with traditional
risk scores and guidelines.

To address this need, we sought to create the total health profile
(THP), a set of ML-derived measures of an individual's

comprehensive clinical risk. The THP presents clinical risk in
five separate models (referred to as “component scores”),
producing granular, multimorbid risk scores specific to
cardiovascular (“heart score”), respiratory (“lung score”),
neuropsychiatric (“neuro score”), renal (“kidney score”), and
gastrointestinal (“digestive score”) conditions. These organ
systems reflect those involved in the top 10 sources of mortality
in the United States [20] and serve to complement existing
disease-specific risk scores. We also included, as a sixth score,
the total health score (THS), a single view of a patient's overall
health across all five of the aforementioned organ systems,
which can be compared to existing pure multimorbidity risk
scores. Each of these six scores was independently modeled
using electronic health record (EHR) data consisting of
demographic information, diagnosis codes, lab results,
prescriptions, and medical procedural data and required,
otherwise, no patient behavior or familial history data. For the
unified risk endpoint of all six of the scoring models, we used
inpatient (IP) hospital visits. As such, each score’s estimate of
clinical risk represents the likelihood of an IP hospital visit over
the next 24 months, attributable to the score's clinical category
(eg, lung, heart). After training, testing, and calibrating the THS
and the five organ system component scores, we analyzed the
metrics and generalizability of each score across populations.
We also conducted ablation tests of several feature groups to
assess their importance in the final set of models. Finally, we
discussed the clinical applicability of the THP, limitations of
the study, and future work.

Methods

Study Design and Patient Inclusion Criteria
This retrospective cohort study used lab measurements and an
administrative claims database of 52 million patients provided
by a US health care insurance company. Patients were enrolled
in a mixture of commercial, Medicare, Medicaid, and exchange
plans. Our study design involved training on retrospective data
from a certain time window and assessing performance via a
follow-up time window. The retrospective observation period,
or the time period in which model features were collected, was
defined as January 1, 2016, through December 1, 2017, and the
follow-up period, or the time period in which the model labels
were collected, as January 1, 2018, through December 31, 2019.

All patient data were de-identified. Patients selected for
inclusion had at least one medical claim in each year of the data
collection and follow-up periods and had a known sex, birthdate,
and zip code. These inclusion criteria resulted in 14 million
patients, from which 1 million patients were randomly selected
for analysis using PySpark, resulting in 992,868 patients due
to the approximation methods used by PySpark. This patient
sample was split into training (n=794,294) and testing
(n=198,574) groups corresponding to an 80:20 ratio. Diagnosis
codes (International Classification of Diseases, Tenth Revision
[ICD-10]), medical procedure codes (Current Procedural
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Terminology [CPT]), lab data, demographics (social
determinants of health [SDoH], patient gender/age), and
prescription data (defined by General Product Identifier [GPI]
codes) were used from patients who met the selection criteria.
Our study, in total, used 88 ICD-10 codes and 30 chronic
conditions (derived from ICD-10 codes specified by the ECI),
16 lab types, 764 GPI codes representing 4 GPI prefixes, 14
CPT codes, and 17 demographic markers.

Data Processing
Using the data compiled for the 992,868 patients, we extracted
a set of features corresponding to chronic diagnoses, acute
diagnoses, IP hospital visits, prescriptions, sociodemographic
information, and lab results/physical exam measurements for
feature extraction and modeling. A description of all features
gathered during the data collection period follows next.

Demographic information was extracted from the United States
Census American Community Survey for 2017 at the zip code
level. This information included population, household count,
and race and ethnicity percentages for that zip code (eg, African
American, non-Hispanic White, Hispanic, Asian, Native
American), sex percentages per zip code, and economic
indicators, including the mean and median income. Demographic
data also included the age and sex of the patients. Chronic
disease diagnoses were counted as the presence of a chronic
disease, while acute diagnoses were counted as the number of
those diagnoses in the study period, summed over the
component. For instance, 3 atrial fibrillation codes and 2 acute
heart failure codes during the 2-year data collection period
would have resulted in the number of acute heart diagnoses
being 5. Medical procedure features were counted as the count
of IP CPT codes that occurred during the data collection period,
with otherwise identical score-specific inclusion criteria to the
IP hospital labels (discussed in the Model Outcome Labels
section). Four groups of prescriptions were included, assigned
using the first two digits of the GPI code and indicated by binary
presence: antihypertensives, hypoglycemics, lipid-lowering
medications, and antithrombotic agents. In all, 16 labs or vitals
were included in the study, each one being a numerical feature.
If there were multiple results of the same lab data/vitals collected
during the data collection period, only the most recent
measurement was included. In total, our feature set and labels
used the following set of clinical features: diagnoses (88 ICD-10
codes and 30 chronic conditions), labs (16 types), prescriptions
(764 GPI codes, representing 4 GPI prefixes), procedures (14
CPT codes), and demographics (15 SDoH and 2 individual
patient characteristics).

Except for demographic features, lab values, and vital signs, all
input features were filtered on a model-by-model basis to include
only score-relevant data (ie, the heart score would be modeled
using only physician-curated features related to cardiovascular
health). For IP hospital visit features collected during the data
collection period, only score-specific IP visit counts were
included (ie, the heart score would have as input the number of
heart-related IP visitations during the data collection period,
not the lung-related, and so on). The set of input features used
over all component score models were used as input for the
THS model, with an exception for chronic diagnosis features.

Model Outcome Labels
All component score labels were a binary indicator referring to
whether a patient had an IP visit within the follow-up period,
given that they also had acute or chronic diagnoses within 12
months prior to the IP visit and within 7 days after the IP visit,
establishing both a history of that condition and that the IP visit
was (likely) related to that condition. These diagnoses would
be specific to each component, given by the corresponding ECI
comorbidities and ICD-10 codes. For example, a possible
positive label for the lung scoring model could be an IP hospital
stay CPT code on June 2, 2019, a diagnosis code corresponding
to pneumonia 3 months prior to it, and a diagnosis code
corresponding to chronic pulmonary disease 2 days after it. The
THS label is simply the combination of all the component score
labels; if a patient has any positive component score label, the
THS label would be positive as well.

Modeling Procedures and Baselines
All scores were calculated using a gradient-boosted tree
classifier, with default hyperparameters, using the Scikit-Learn
Python 3.6 package (version 0.24.1). Using demographics,
diagnoses, lab values, procedures, and prescription data as input
and IP visits as binary labels, separate models were trained for
each score and subsequently calibrated using an isotonic
regression with 3-fold cross-validation over the training set.
Discriminative results from the models were obtained using the
optimal threshold point of the training set (given by the threshold
that yielded the smallest difference between the true-positive
rate and the false-positive-rate) and applied to the testing set.
All missing values were mean-imputed, and all input features
for each model were mean-normalized using the training data.

We had multiple baselines: a logistic regression model with
default hyperparameters using the statsmodel package (version
0.12.0) with otherwise identical feature sets, and a comparison
of the performance of the THS to commonly used scores of a
similar nature, specifically the CCI and the ECI, in predicting
the hospitalization endpoint. We also conducted multiple
ablation tests on the feature groups: a set of gradient-boosted
tree classifiers, all with procedural data, but having only one
set of either lab, SDoH, prescription, or diagnosis information.
For the baseline gradient-boosted comparison with the combined
feature model for patient subgroups, CI calculations were
generated using 100 bootstrap iterations of 10% of the given
demographic. The patient subgroups analyzed were patients
with two or more of any comorbidity and one or more
prescriptions of hypertensive, hyperglycemic, lipid-lowering,
or antithrombotic medications.

Radial Plots
Radial plots were generated using three patients who were
closest to each of the centroids of a fitted, randomly initialized
K-means model, with a K value of 3. The K-means algorithm
used the Scikit-Learn Python 3.6 package (version 0.24.1), and
the plots themselves were generated using Plotly.

Model Discrimination and Generalization/Sensitivity
Analyses
Models were assessed on three levels: discriminative
performance, calibration, and generalizability in performance
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across different demographics. To assess the discriminative
performance of each model in the THP, we calculated the area
under the receiver operating curve (AUROC), sensitivity, and
specificity using Scikit-Learn for the testing set of 198,574
patients. We also plotted the AUROC for all scores on the
testing set (Figure 1). All CIs for the discriminative metrics
were generated using 500 bootstrap samples of 20,000 from the
testing data set. We selected the AUROC as our primary metric
because it represents a comprehensive measure of the
true-positive-rate and false-positive-rate trade-off without
needing an optimal threshold point. Since our outcomes
exhibited strong class imbalance, which may have led to overly
optimistic AUROC values, we used sensitivity and specificity
as secondary model measures. To assess calibration
performance, we created calibration plots using Scikit-Learn,
graphing predicted probability versus positive label percentage
across 10 uniform probability bins. We assessed calibration, as
measured by calibration plots, as the primary measurement of
clinical utility as it gives a clear idea of how these scores can
be used to identify sick patients, avoid alarm fatigue, and be

interpreted as a probabilistic likelihood. To assess the
generalization performance of each model, we studied how the
performance and scores of the models vary across age, zip code
income, and sex categories. We plotted how the AUROC varies
among age groups (decade age groupings), median income
groups (low, medium and high), and binary gender (male or
female). Additionally, we computed statistical significance
Z-tests for AUROC pairwise differences between all groups
within each category. Due to the lower sample sizes of the
groups, CI calculations were generated using 100 bootstrap
samples of 10% of the given demographic of the testing group.
The THS and component scores were then analyzed by plotting
the distribution of scores as a function of age and disease burden
(measured by the presence of pre-existing comorbidities during
the observation period). Specifically, we looked at the
distributions of the THS and the component scores among
various age groups for patients with zero comorbidities found
during the data collection period and patients with at least one
ECI comorbidity related to the given component found during
the data collection period.

Figure 1. ROCs for all scores in the THP. AUC: area under the curve; ROC: receiver operating curve; THP: total health profile; THS: total health
score.
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Physician-Guided Feature Selection and Curation
To select features to incorporate into the THS, a
physician-guided curation method was incorporated, which
involved selecting conditions, reviewing clinical practice
guidelines for important conditions, and identifying clinical
measures, tests, and pharmacological interventions in those
guidelines. No statistical feature selection techniques were used,
as those offer improved accuracy mainly in cases with relatively
small training data sets or models that are sensitive to
unsuspected feature correlations [21].

An overview of the manually guided feature selection process
is described below:

1. Selection of disease categories/subscores: The top causes
of death across the United States were reviewed from the
2018 mortality statistics from the National Center for Health
Statistics, and five main categories that the causes of death
could be classified into were identified: cardiac (heart),
respiratory (lung), neuropsychiatric (neuro), gastrointestinal
(digestive), and renal (kidney).

2. We then obtained the leading causes of IP conditions for
2011-2013 using the Agency for Health care Research and
Quality (AHRQ) Healthcare Cost and Utilization Project
(HCUP) database. We cross-referenced the top 30 codes
for each year with the 5 categories we developed in step 1.
We did not include codes corresponding to obstetrical
conditions, complications related to birth and delivery,
multisystem malignancy, and musculoskeletal conditions.

3. Using the AHRQ HCUP codes, we extracted the ICD-10
codes and selected additional medically related conditions
(eg, selecting the ICD-10 codes for ischemic stroke codes,
in addition to ICD-10 codes for hemorrhagic stroke).

4. To obtain corresponding prescription, lab, and procedure
codes, we then reviewed clinical practice guidelines for the
identified conditions (eg, stroke, chronic obstructive
pulmonary disease) from the United States Preventive
Services Task Force [18,22]. These guidelines were then
reviewed and lab data and procedures corresponding to
diagnosis and management were extracted by a physician.
These were then manually mapped to the corresponding

drug (GPI codes), procedure (CPT codes), and lab (Logical
Observation Identifiers Names and Codes) codes.

MI-CLAIM Checklist
This work meets the Minimum Information about Clinical
Artificial Intelligence Modeling (MI-CLAIM) requirements for
sharing design, data/optimization, model performance, model
examination, and level of reproducibility [23].

Role of the Funding Source
The funding source collected the raw data.

Ethics Approval
The analysis presented here is not to be characterized as human
subject research. We are presenting the results of an analysis
conducted for a health plan’s health care operations in
accordance with the Health Insurance Portability and
Accountability Act of 1996 (HIPAA). Only aggregated results
of the business analysis are provided, and no individually
identifiable information (protected health information or
otherwise) was used in the development of this presentation.

Results

Patient Cohort
In all, 992,868 patients matched the inclusion criteria (Table
1). The majority were female (n=560,165, 56.4%), with 432,703
(43.6%) males, concordant with the 2019 census results [20];
the median age (41 years) was slightly higher than the national
average; and the number of comorbidities tended to increase
with age, consistent with previous findings [7]. The mean patient
age was 39.07 years (95% CI 39.02-39.12), the mean number
of comorbidities was 1.71 (95% CI 1.71-1.72), and the
percentage of patients with IP visits was 1.65% (females 1.7%,
males 1.7%). IP visits were also positively correlated with age
for each organ system (Spearman correlation=0.314), which is
concordant with previous studies [21]. The sample-weighted
summary of zip-code-level demographics had a median income
of $66,829, and the racial averages by zip code were 73.8%
White, 5.9% Asian, and 11.9% African American, closely
matching census averages (Table 1).
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Table 1. Demographic profile of patients included in the analysis cohort (N=992,868).

MalesFemalesOverallCharacteristics

Age range, n (%)

77,461 (51.4)73,224 (48.6)150,685 (15.2)0-10 years

67,027 (47.6)73,657 (52.4)140,684 (14.2)10-20 years

25,123 (31.4)55,013 (68.6)80,136 (8.1)20-30 years

36,600 (35.7)65,797 (64.3)102,397 (10.3)30-40 years

51,772 (40.8)75,151 (59.2)126,923 (12.8)40-50 years

72,370 (44.2)91,305 (55.8)163,675 (16.5)50-60 years

55,973 (45.8)66,270 (54.2)122,243 (12.3)60-70 years

32,927 (45.4)39,633 (54.6)72,560 (7.3)70-80 years

13,450 (40.1)20,115 (59.9)33,565 (3.4)80-90 years

Number of comorbidities, n (%)

160,446 (44.3)202,023 (55.7)362,469 (36.5)0

106,921 (44.3)134,245 (55.7)241,166 (24.2)1

59,384 (42.2)81,174 (57.8)140,558 (14.1)2

37,431 (41.9)51,827 (58.1)89,258 (8.9)3

68,521 (43.0)90,896 (57.0)159,417 (16.0)4+

Zip code demographics (Census 2019)

74.3% (N/A)73.4% (N/Aa)73.8 (76)% White (mean %)

11.4% (N/A)12.3% (N/A)11.9 (13)% Black (mean %)

6.0% (N/A)5.8% (N/A)5.9 (5)% Asian (mean %)

$67,343 (N/A)$66,431 (N/A)$66,829 ($62,843)Median income (mean)

aN/A: not available.

Overall Model Performance
All models outperformed the logistic regression baseline and
were well specified with AUROCs of 0.83 for the THS, 0.89
for heart, 0.86 for lung, 0.84 for neuro, 0.90 for kidney, and
0.83 for digestive functions (Figure 1). All six models were
well calibrated. Additional metrics (sensitivity and specificity)
can be found in Table 2.

One benefit of the THP is that it is personalized to the patient
to allow for nuanced interpretation based on the affected organ

system, in addition to robust predictive performance. Figure 2
demonstrates an illustrative radial plot example of three patients
who were around the same age (50-60 years old) and had the
same rough THS (>0.8). Unlike grouped scoring systems, the
THP enables the clinician to understand the personalized drivers
for that score, thereby enabling clinical decisions that are
specific to the individual patient. The score of patient 1 was
driven primarily by neuro and heart issues, while the score of
patient 2 was affected by kidney, neuro, and heart diseases, and
the score of patient 3 was mostly affected by heart, lung,
digestive, and kidney maladies.

Table 2. Gradient-boosted tree AUROCa, sensitivity, and specificity for each score in the testing set (n=198,574).

Specificity (95% CI)Sensitivity (95% CI)AUROC (95% CI)Score type

0.788 (0.783-0.793)0.82 (0.796-0.845)0.883 (0.876-0.893)Heart

0.802 (0.796-0.808)0.75 (0.713-0.784)0.853 (0.837-0.867)Lung

0.774 (0.768-0.78)0.756 (0.722-0.793)0.837 (0.821-0.855)Neuro

0.83 (0.824-0.835)0.784 (0.738-0.825)0.892 (0.873-0.908)Kidney

0.756 (0.75-0.762)0.733 (0.698-0.767)0.827 (0.81-0.847)Digestive

0.777 (0.771-0.783)0.721 (0.701-0.744)0.823 (0.811-0.834)THSb

aAUROC: area under the receiver operating curve.
bTHS: total health score.
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Figure 2. Three patients, all 50-60 years of age and all with approximately equal THSs. THS: total health score.

Important Model Features
We obtained the most important features of the THS and of
each component model. For the THS, the biggest drivers of the
model were the use of prior IP hospital visits (0.41) and age
(0.15), followed by an acute heart-related diagnosis (0.11),
uncomplicated hypertension (0.06), and acute neurological
conditions (0.02); see Figure 3. The key features for each

component model were directly relevant elements. For example,
the most important features of the kidney model included a
diagnosis of renal failure, as well as age, last recorded
measurement of estimated glomerular filtration rate (eGFR)
and hemoglobin A1c (HbA1c), and any acute kidney-related
diagnosis. Generally, age and a prior history of hospitalization
for issues relating to the organ system in question were the most
important features across most component models.
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Figure 3. Feature importance plots across all scoring models, generated using Gini impurity reduction. BMI: body mass index; BP, blood pressure;
dx: diagnosis; eGFR: estimated glomerular filtration rate; HbA1c: hemoglobin A1c; IP: inpatient; THS: total health score.

Generalizability Across Subgroups
We examined differences in performance for the THS as well
as each component score for population subgroups based on
sex, median neighborhood income, and age (Figures 4A, 4B,
and 4C, respectively). Statistical AUROC comparisons [24]

with Bonferroni corrections revealed that there were no
significant differences in model performance on the basis of
sex or income. There were occasional statistical differences in
performance on the basis of age, primarily related to the
80-90-year-old population, which had significantly fewer data
points than any of the other age groups (see Table 1).
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Figure 4. Generalizability. AUROC performance across population subgroups. AUROC: area under the receiver operating curve; THS: total health
score.

Ablation Tests
We conducted ablation tests of several feature groups to assess
the need for them in the final set of models. All ablation test
models used procedural data as input, as we assumed access to
this information is a given due to the outcome prediction being
procedural as well. The combined feature set outperformed the
lab, SDoH, and prescription-only models. The combined feature
set also outperformed the diagnosis-only model, though not
significantly. This statistically nonsignificant outperformance
was similarly observed in multiple patient subgroups focused
on at-risk patients.

Performance Comparisons to Charlson and Elixhauser
Risk Scores
In addition to a model baseline (logistic regression), we also
compared the performance of the THS to commonly used scores
of a similar nature, specifically the CCI and the ECI. Both the
CCI and the ECI generate a risk score based on different weights
associated with certain diseases based on ICD-10 codes. The
THS (AUROC=0.82) outperformed both the CCI
(AUROC=0.74) and the ECI (AUROC=0.65); see Table 3. We
further compared performance across subgroups. Of the
baselines, the CCI is a consistently better predictor than the
ECI. Across subgroups, the THS also consistently outperformed
the score baselines for every age, sex, and income bracket. The
improvement was perhaps most pronounced for ages between
20 and 50, as well as for individuals living in lower-income
neighborhoods.
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Table 3. AUROCa performance by sociodemographic strata and score in predicting IPb visitations.

THSe feature scoreCCId scoreECIc scoreStrata

0.8230.7350.649All

Genderf

0.8220.7330.6370

0.8240.7360.6641

Age bracket

0.6960.6220.6210-10 years

0.7250.5730.48420-30 years

0.7860.6210.46020-30 years

0.7680.6350.50930-40 years

0.7690.6750.54940-50 years

0.7540.6930.60250-60 years

0.7420.6940.63760-70 years

0.7210.6780.64570-80 years

0.7110.6570.65280+ years

Income, median

0.8200.7150.640$0-$30,000

0.8230.7340.647$30,000-$90,000

0.8330.7380.665$90,000+

aAUROC: area under the receiver operating curve.
bIP: inpatient.
cCI: Elixhauser Comorbidity Index.
dCCI: Charlson Comorbidity Index.
eTHS: total health score.
f0: male; 1: female.

Discussion

Principal Findings
There is a continued need for an updated clinical score that
profiles patients based on multimorbidities that are equitable
across populations and nuanced enough to facilitate precision
medicine. To facilitate clinical decision making across patient
populations, we created an automated, generalizable, integrated,
multimorbidity risk profile across several clinical domains. The
THP is composed of cardiovascular, respiratory,
neuropsychiatric, renal, and gastrointestinal clinical risk
subprofiles, as well as a sixth score, the THS, representing the
overall combinatorial risk of the five organ-specific scores. We
followed ML best practices to train six integrated models on
large-scale EHR data with the forecasted probability of a risk
endpoint, organ-specific IP hospital visits, over a 2-year window
as the target. We chose IP hospital stays as our risk endpoint
because reductions in overall health, whether due to multiple
health conditions [6,25] or aging [26], are associated with
increased hospital visits [27,28]. The primary contribution of
this work goes beyond the models themselves by matching
clinical knowledge to data that are available at scale, across a
diverse cohort of patients. In our experiments, we found that

the profile demonstrates high performance in terms of the
AUROC on the aggregate held-out testing set. Importantly,
there was consistent performance of this scoring system across
sexes, diverse patient ages, and income levels. The THS model
and each of the component models learned to generate
predictions by focusing on appropriate, clinically relevant patient
features. The THP is personalized based on individual organ
system risk drivers, and visualizations, such as radar plots, can
be used to facilitate explainability and encourage confidence of
clinical decision making, providing meaningful feature
importance. The THS outperformed relevant baselines,
specifically the other commonly used multimorbidity scoring
systems CCI and ECI, for every age, sex, and income bracket.
Finally, we conducted multiple ablation tests, while retaining
procedure features, to determine the relative contribution of
feature groups to the THP. In this experiment, we found that
while the combined feature set predictive performance
outperformed the prescription, lab, and SDoH ablations, it was
largely similar to the diagnosis ablation. However, we
hypothesized that we would find larger differences in
performance among at-risk populations and found, in patients
with multiple comorbidities and on certain prescriptions, minor
but consistent increases in predictive power using the combined
feature set versus the diagnosis feature set, implying that risk
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prediction is improved on more complex patients, given more
complex data. As more features, including more labs, diagnosis,
and prescriptions, are added to the THP, future work will more
closely examine which demographics benefit from it.

The THP’s multimorbidity scores can be distinguished from
traditional multimorbidity scores in three ways: First, they are
derived from a comprehensive set of diagnostic, prescription,
lab, and medical procedure data. This is in contrast to other
multimorbidity scores that use only one set of information, such
as diagnoses (as is the case with the ECI [10] and the CCI [9])
or prescriptions (such as Rx-Risk [29]). Second, these scores
were derived from a large and diverse cohort of 794,294 patients
with medical data spanning decades. Third, the THP was
calculated from patients of both sexes and from across the age
spectrum (3-90 years), rather than focusing on mostly geriatric
populations as with traditional multimorbidity. To the best of
our knowledge, this is the first time that ML was used to
integrate multiple types of physician-curated clinical information
from a large, diverse population and produce a multimorbidity
score that can help guide patient care irrespective of sex and
age.

As part of the overall multimorbidity score in the THP, we
calculated robust, organ-system-specific scores that provide a
more granular picture of health. We believe that these
organ-specific multimorbidity scores can complement existing
condition-specific scores in clinical practice by providing
additional validation for treatment decisions for cardiovascular,
respiratory, neuropsychiatric, gastrointestinal, and renal
domains. Along these lines, we note that these disease-specific
scores often use patient-reported outcomes as part of their input
[14], with some even using them exclusively [3]. Although EHR
software systems may have health-based modules to
automatically compute such scores at the population level, these
self-reported data are frequently unavailable or unreliable [30],
making it difficult to scale these scores to the population level
with a high degree of efficacy. Although the THP cannot be
directly compared against these alternative risk scores, as they
typically focus on diagnoses versus emergency events, the fact
that the THP consistently achieved relatively high AUROCs is
nevertheless promising with regard to its ability to complement
these more specific risk scores. Specifically, it says something
well established in multimorbidity scores but understudied in
more specific risk scores: foregoing patient input (which
typically contains useful information) entirely, in exchange for
more scalable data, can still lead to strong results. Moreover,
these alternate risk scores are also typically hyperspecific,
limiting their clinical utility to a subset of patients—likely due
to them being built on similarly restricted cohorts (eg the
American Heart Association pooled cohort equations for
atherosclerotic cardiovascular disease derived from cohorts
exclusively in the age range of 40-79 years). As our approach
has no constraints upon individual patients’ age or sex, and are
built using a similarly diverse cohort, risk profiles that are
applicable to a far larger population can be easily derived. Of

course, we assessed generalizability only among three
well-known dimensions (age, sex, and income), and there are
far more subtle biases that have been observed even among
established risk scores, such as the CHADS2VASC stroke score
underestimating risk in patients with chronic renal disease [31].
Further study will be needed to fully examine these sorts of
biases in our proposed risk models, but even in this case, the
scalability of our approach will only make this research simpler
to perform.

Limitations
Data-related limitations of this study include unmeasured
variables and incomplete observations. Regarding the former,
in this study, we did not include lifestyle behavioral data, such
as nutrition, smoking, and physical activity. Although reporting
of these factors is known to be inconsistent and unreliable [32],
especially in healthy populations (which typically lack recent
EHR/claims medical history), they play an important role in
clinical outcomes. We believe this would be most addressable
through the collection of passive data from wearable sensors,
which future work will include. On a similar note, although we
were able to use aggregate statistics for race and economic status
based on zip-code-derived census data, we were unable to track
them at an individual level. Though this form of zip code
aggregation has been shown to be useful in clinical risk
assessment [33], individual SDoH data could increase the
precision and accuracy of THP multimorbidity scores. Future
studies of the THP will examine the impact of longer
observation and follow-up windows on strategies for clinical
intervention. Finally, we note the unreliability of claims data at
large, as they are typically produced with financial incentives
that are not necessarily aligned with patient care, though they
are still often used for risk assessment problems [34,35].

Conclusion
In summary, we combined practical clinical knowledge with
modern ML on large-scale data to produce THP multimorbidity
scores to aid in decision making across generalizable patient
populations. We believe that the THP will allow for more
targeted prioritization of care-gap closure, the assessment of
comprehensive risk profiles for a greater number of patients,
and facilitation of better physician-patient interactions and joint
decision making via feature explainability. Although prospective
studies will be required to measure the utility of this approach,
our intention is that the THS may be used as a preliminary risk
stratifier to rapidly prioritize patients for care from a population
health management perspective [36]. Once a patient is engaged
with a care provider, the organ-specific scores can be used to
guide, and explain, individualized clinical interventions based
on existing best practices. This would provide the foundation
for an integrated continuum between population health and
personalized medicine. Finally, we also note the promise that
the THP has for clinical research at large, reflecting the rare
opportunity to study holistic clinical risk at an extreme scale,
potentially unveiling clinically valuable insights.
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AUC: area under the curve
AUROC: area under the receiver operating curve
CCI: Charlson Comorbidity Index
CPT: Current Procedural Terminology
dx: diagnosis
ECI: Elixhauser Comorbidity Index
eGFR: estimated glomerular filtration rate
EHR: electronic health record
GPI: General Product Identifier
HbA1c: hemoglobin A1c

HCUP: Healthcare Cost and Utilization Project
HIPAA: Health Insurance Portability and Accountability Act of 1996
ICD-10: International Classification of Diseases, Tenth Revision
IP: inpatient
MI-CLAIM: Minimum Information about Clinical Artificial Intelligence Modeling
ML: machine learning
SDoH: social determinants of health
THP: total health profile
THS: total health score
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Abstract

Background: The cost-effectiveness of using a mobile diary app as an adjunct in dialectical behavior therapy (DBT) in patients
with borderline personality disorder is unknown.

Objective: This study aims to perform an economic evaluation of a mobile diary app compared with paper-based diary cards
in DBT treatment for patients with borderline personality disorder in a psychiatric outpatient facility.

Methods: This study was conducted alongside a pragmatic, multicenter, randomized controlled trial. The participants were
recruited at 5 Danish psychiatric outpatient facilities and were randomized to register the emotions, urges, and skills used in a
mobile diary app or on paper-based diary cards. The participants in both groups received DBT delivered by the therapists. A
cost-consequence analysis with a time horizon of 12 months was performed. Consequences included quality-adjusted life years
(QALYs), depression severity, borderline severity, suicidal behavior, health care use, treatment compliance, and system usability.
All relevant costs were included. Focus group interviews were conducted with patients, therapists, researchers, and industry
representatives to discuss the potential advantages and disadvantages of using a mobile diary app.

Results: A total of 78 participants were included in the analysis. An insignificantly higher number of participants in the paper
group dropped out before the start of treatment (P=.07). Of those starting treatment, participants in the app group had an average
of 37.1 (SE 27.55) more days of treatment and recorded an average of 3.16 (SE 5.10) more skills per week than participants in
the paper group. Participants in both groups had a QALY gain and a decrease in depression severity, borderline severity, and
suicidal behavior. Significant differences were found in favor of the paper group for both QALY gain (adjusted difference −0.054;
SE 0.03) and reduction in depression severity (adjusted difference −1.11; SE 1.57). The between-group difference in total costs
ranged from US $107.37 to US $322.10 per participant during the 12 months. The use of services in the health care sector was
similar across both time points and groups (difference: psychiatric hospitalization <5 and <5; general practice −1.32; SE 3.68
and 2.02; SE 3.19). Overall, the patients showed high acceptability and considered the app as being easy to use. Therapists worried
about potential negative influences on the therapist-patient interaction from new work tasks accompanying the introduction of
the new technology but pointed at innovation potential from digital database registrations.

Conclusions: This study suggests both positive and negative consequences of mobile diary apps as adjuncts to DBT compared
with paper diary cards. More research is needed to draw conclusions regarding its cost-effectiveness.

Trial Registration: ClinicalTrials.gov NCT03191565; http://clinicaltrials.gov/ct2/show/NCT03191565

International Registered Report Identifier (IRRID): RR2-10.2196/17737
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Introduction

Background
Borderline personality disorder (BPD) is estimated to affect
between 0.7% and 4.8% of the general population in Scandinavia
and accounts for approximately 15% of adult admissions in
Danish psychiatric hospitals [1-3]. Patients diagnosed with BPD
are often characterized as emotionally unstable, impulsive, and
self-harming and have unstable relationships [4]. It has been
shown that the mortality rate is 8 times higher in patients with
BPD than in the general population [5]. Furthermore, BPD has
large societal consequences, as one study has found that the
total mean societal cost related to BPD is US $32,863.01 per
patient per year [6].

One of the most well-researched and clinically effective
psychosocial treatments for patients with BPD is dialectical
behavior therapy (DBT) [7-12]. Studies have shown DBT to be
effective in reducing nonsuicidal self-injury and increasing
quality-adjusted life years (QALYs), when compared with
treatment as usual or client-centered therapy [13-16]. The DBT
includes elements from cognitive-behavioral therapy and is
centered on learning a set of predefined skills, such as
mindfulness, tolerance of distress, regulation of emotions, and
navigation of interpersonal situations [17,18]. Learning the DBT
skills is done through self-monitoring using weekly paper-based
diary cards filled out by the patient [19,20]. The use of
paper-based diary cards, however, has limitations for both
patients and therapists. Working with paper diaries is
burdensome and may reduce patient engagement in treatment
[21,22]. Retrieving and reviewing paper diaries to evaluate the
patient’s progress over time is a time-consuming process for
the therapist, and it is not possible for the therapist to follow
the patient alongside self-treatment at home [20-22].

New studies suggest that mobile diary apps can overcome some
of these limitations and be more effective in reducing distress
symptoms and suicidal and nonsuicidal self-harming behaviors
compared with treatment with DBT alone [23-25]. Mobile apps
have the potential to reduce barriers and increase engagement
in treatment [21,22]. Mobile apps can automatically provide an
overview of the patients' progress and enable therapists to
monitor the present emotional stage of patients during treatment
[21,24,26].

Objective
Economic evaluations of new health technology constitute
important knowledge for decision-makers in health care as they
estimate the value for money of the technology compared with
alternative use of the scarce financial resources. To our
knowledge, no economic evaluation has yet been conducted on
the use of mobile apps as adjuncts to DBT in patients with BPD.
Therefore, the aim of this economic evaluation is to investigate
the costs and consequences of a mobile diary app compared

with paper-based diary cards for patients with BPD, within the
context of a psychiatric outpatient facility.

Methods

Overview
This economic evaluation was reported in line with the
Consolidated Health Economic Evaluation Reporting Standards
[27]. It was conducted alongside a pragmatic, multicenter,
randomized controlled trial as part of the ENTER program [28].
The clinical study is described in detail in the study protocol
[29] but will be summarized in the Methods section of this
evaluation. Economic evaluation was carried out as a
cost-consequence analysis, which is why costs and consequences
are shown separately [30]. The cost-consequence analysis
approach was chosen because of the possibility of investigating
a broad range of consequences [30], such as intermediate
outcomes and qualitative aspects. The time horizon was
restricted to 12 months, and all relevant costs were included in
the analysis. All costs were measured in Danish Krone (DKK)
and subsequently converted to the US dollars (US $).

Participants
The participants were recruited from 5 Danish psychiatric
outpatient facilities between June 2017 and December 2018.
The participants were eligible for inclusion if they were ≥18
years of age, formally diagnosed by a psychiatric specialist with
Emotionally Unstable Personality Disorder (F60.3 according
to ICD-10 criteria) [31], and admitted for psychiatric outpatient
treatment. To be included, participants also had to be either
self-harming or to have had suicidal behavior within the last 3
years. Participants with comorbid disorders, such as depression,
anxiety, and posttraumatic stress disorder, were allowed to
participate. On the contrary, participants were excluded if they
had no access to a working smartphone; an IQ <70; or a
comorbid disorder such as substance abuse, bipolar disorder,
or a disorder within the schizophrenic spectrum. Before entering
the study, all participants signed an informed consent form.

Interventions
Participants were randomly assigned to either the mobile diary
app group or to the paper-based diary card group using REDCap
(Research Electronic Data Capture) [29]. In both groups,
participants had to register entries about aspects such as
emotional dysregulation, suicidal and self-harm thoughts, and
skill use. The participants received the paper-based treatment
registered daily on paper diary cards, whereas the participants
using the mobile diary app were registered daily via the mDiary
app (The Monsenso system). The mDiary app is a market
solution containing psychoeducational material and
visualizations of the participant’s data, which can be used in
therapy sessions and for real time monitoring alongside
treatment [32]. Participants in both groups received standard
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DBT (delivered as individual sessions, group sessions, and
telephone coaching). The therapists instructed the participants
on how to use the app or paper diary cards. Other treatments,
such as medications, were allowed. Passive sensor data (eg,
activity level and phone use) were collected from all participants
through their smartphones. The treatment period was 40 weeks
at 2 sites and 12 months at the other sites, and neither the
participants nor the therapists were blinded to the group
allocation.

Consequences

Health-Related Outcomes
Health-related quality of life was based on the EuroQol
5-Dimensions 5-Levels (EQ-5D-5L) questionnaire [33];
depression severity from the Patient Health Questionnaire-9
[34]; borderline severity was assessed using the Zanarini Rating
Scale for BPD [35]; and suicide behavior from the Suicide
Behaviors Questionnaire [36]. Data were collected at baseline
and at the 12-month follow-up. The participants' utility scores
were calculated using the Danish weights for the EQ-5D-5L
questionnaire [37]. QALY gain was estimated by assuming
linear interpolation between utility scores at baseline and a
12-month follow-up, after which the area under the curve was
calculated [38]. For depression severity, borderline severity,
and suicide behavior, the difference from baseline to follow-up
was calculated and compared between the groups.

Health Care Sector
In Denmark, the civil registration number makes it possible to
link information from several registries to an individual [39].
Information on psychiatric hospitalizations and consultations
with general practice was obtained at an individual level from
the Primary National Health Insurance Service Register and the
Danish National Patient Registry [40,41]. The specific purpose
of the consultations in general practice was not available, which
is why all consultations were included. The number of
psychiatric hospitalizations and consultations with general
practice was estimated 30 days before and after baseline and
12 months before and after baseline, respectively.

Treatment Compliance and Skill Recordings
It was continuously assessed whether the participants were still
receiving treatment and whether they were recording their skills
use. The recording of the skills used per week was estimated at
an individual level as the total number of skills for each
participant divided by the number of days in treatment, which
was subsequently calculated for a week. A participating therapist
estimated the time spent on recording in the 2 groups based on
experience from the trial.

The usability of the mobile diary app was assessed by patients
and therapists using a system usability scale [42]. This
assessment was conducted in focus group interviews alongside
a feasibility study of the app.

Future innovation potential was assessed by app developers,
researchers, and other personnel related to the study. This
assessment was conducted during a workshop to discuss the
advantages, disadvantages, and development potential.

Costs
All relevant costs were included in the analysis and adjusted to
the price level in 2019 using the Danish net price index [43].
The conversion rate from kr to US $ was kr 634.0 per US $100
from September 23, 2021 [44]. The costs were not discounted
because of a time horizon of 12 months [45].

The costs of health care services, patient costs, and municipality
costs were used to adjust for baseline differences in the analysis.
Health care services included primary care services, prescription
medicine, inpatient and outpatient services, and emergency
contacts to psychiatric or somatic hospitals. Patient costs
included out-of-pocket medical expenses, including expenses
for both medicine and primary care services. Municipality costs
included nurse care, daily care, and domestic help at home.
Information on each participant’s use of health care services
and prices for public services was retrieved from the Danish
Primary National Health Insurance Service Register, the Danish
National Patient Registry, and the Danish National Prescription
Registry [40,41,46]. Information regarding municipality costs
was collected based on the Treatment Inventory of Costs in
Psychiatric Patients questionnaire [47], which was administered
to all participants at baseline. Baseline costs were calculated
for resource use 12 months before the start of the study until
the baseline date.

Information on intervention costs was provided by the key
personnel at a psychiatric outpatient facility. The intervention
costs of the app were estimated as the capital and operating
costs. Capital costs included the one-time cost of starting and
establishing the mobile diary app program and the education of
therapists on how to use the program’s software. Operating
costs included costs, such as program licenses. Startup
establishment and program license costs were estimated as a
range due to price instability of new devices, especially if the
device is new in the market [48,49]. The pricing was estimated
in collaboration with the software company and public
purchasers, with an expected discount if the software were to
be implemented in Denmark. The license fee was allocated to
an estimated number of patients per therapist. The costs of
educating the therapists were estimated using the time allocated
for training and the average effective hourly wages for the
therapists. The wages were based on information from Statistics
Denmark on the national average gross wages corresponding
to the therapists’occupation [50]. Capital costs were annuitized
over 3 years, with a discount rate of 4% per year [51,52].
Subsequently, the costs were allocated to an estimated number
of patients per therapist per year and were included in the
analysis as annual costs. The relevant intervention costs in the
paper group included the price of paper and the printing of
diaries for 12 months. The choice between the app and paper
was assumed to not influence the overhead costs. See
Multimedia Appendix 1 [43,44,48-53] for further information
on cost estimation.

Statistical Analysis
To account for missing data, multiple imputation was performed,
which was applicable because the missing data were assumed
to be missing at random [54,55]. The consequences of borderline
severity and suicide behavior are shown as nonimputed estimates
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due to a high number of missing values at both baseline (17 and
20 missing values, respectively) and follow-up (20 and 17
missing values, respectively). The analyses were conducted
using an intention-to-treat analysis. See Multimedia Appendix
2 [54] for a summary of the missing data and a full description
of the imputation model.

Data are reported either as the number of participants in each
group and percentages, median, and IQR, or as means and SE.
Incremental health-related outcomes were estimated as both
unadjusted and adjusted outcomes based on the regression
analysis. The health-related outcomes were adjusted for age,
sex, relationship status, education level, baseline scores (utility
score, depression score, suicide score, and borderline score),
and baseline costs to control for baseline differences [38]. For
consequences related to the health care sector and treatment
compliance, P values were calculated using the Fisher exact
test for categorical variables and Student t test (2-tailed) for
continuous variables [56]. Statistical significance was set at a
P value <.05. Statistical analyses were performed using the
STATA (version 16.1, StataCorp).

Ethics and Consent to Participate
The trial was registered at ClinicalTrials.gov (identifier
NCT03191565) and was performed in accordance with the
Declaration of Helsinki and approved by the Danish Ethics
Committee in the Region of Southern Denmark (Registration
number S-20160085). Participants were recruited between June
2017 and December 2018. All participants signed an informed
consent form before participating in the study.

Data Sharing Statements
The data sets generated and analyzed during this study are
available from the corresponding author upon reasonable
request.

Results

Overview
In total, 79 participants were enrolled in the trial, of whom 78
were eligible for inclusion in the analysis. Participants in both
groups were predominantly women, with a mean age of 29 years
(Table 1).

Table 1. Characteristics of the participants at baseline.

Paper diary cards (N=36)Mobile diary app (N=42)Study population

27.2 (22.3-34.6)26.4 (22.2-32.8)Age (years), median (IQR)

>31 (≥86)>37 (≥88)Sex (female), n (%)

Cohabiting status, n (%)

18 (50)14 (33)Living with somebody

18 (50)28 (67)Living alone

Education, n (%)

27 (75)>37 (≥88)Education <3 yearsa

9 (25)<5 (≤12)Education ≥3 yearsb

Employment, n (%)

9 (25)9 (21)In employment

27 (75)33 (79)Not in employment

Costsc (US $), mean (SE)

15,684.14 (2800.31)17,200.35 (3351.31)Health care costs

250.08 (140.15)7785.36 (5680.32)Municipality costs

327.02 (48.09)303.66 (49.47)Patient costs

16,378.66 (2805.81)25,289.37 (6918.34)Total costs

aParticipants with highest education of public school, high school, further education <3 years and apprenticeship.
bParticipants with further education ≥3 years.
cAnnual cost the year before the study start date.

Consequences
Participants in both groups experienced an increase in utility
scores from baseline to the 12-month follow-up (Table 2). The
adjusted QALY gain difference between the app group and the
paper group was −0.054 (SE 0.03; P<.001), indicating a smaller

QALY gain in the app group. The unadjusted QALY gain
difference was close to the adjusted estimate. Both groups
showed improvements in the EQ-5D domains, except for domain
1 (mobility) in the app group and domain 2 (self-care) in the
paper group. The improvement in domain 5 (anxiety and
depression) was comparable between the 2 groups.
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Table 2. Quantitative consequences of the mobile diary app and paper-based diary cards.

P valueAdjusted between-
group difference

P valueUnadjusted between-
group difference

Paper diary cards
(N=36)

Mobile diary app
(N=42)

Health-related outcomes

EQ-5Da levels, utility and QALYb, mean (SE)c

————dBaseline

1.89 (0.17)1.86 (0.15)Domain 1- Mobility

1.31 (0.10)1.52 (0.14)Domain 2—Self-care

2.67 (0.15)2.86 (0.14)Domain 3—Usual activities

2.58 (0.21)2.93 (0.16)Domain 4—Pain or discomfort

3.11 (0.15)3.17 (0.17)Domain 5—Anxiety or depression

0.51 (0.05)0.45 (0.05)Utility score

————Follow-up

1.57 (0.13)2.2 (0.22)Domain 1-Mobility

1.41 (0.14)1.37 (0.13)Domain 2-Self-care

1.95 (0.17)2.56 (0.19)Domain 3-Usual activities

2.30 (0.15)2.66 (0.17)Domain 4-Pain or discomfort

2.33 (0.18)2.41 (0.17)Domain 5-Anxiety or depression

0.74 (0.03)0.6 (0.06)Utility score

<.001-0.054 (0.03).38-0.037 (0.04)0.115 (0.03)0.078 (0.03)QALY gain

Borderline severity, mean (SE)e

———19.5 (1.08)18.6 (1.22)Baseline

———8.83 (1.45)8.82 (1.16)Follow-up

.004−0.67 (1.73).67−0.81 (1.93)10.67 (1.39)9.85 (1.28)Change within the group

Depression severity, mean (SE)c

————16.11 (0.88)17.52 (0.80)Baseline

————10.47 (1.3)12.34 (1.03)Follow-up

.04−1.11 (1.57).78−0.46 (1.67)5.64 (1.38)5.18 (1.01)Change within the group

Suicidal behavior, mean (SE)e

————11.96 (0.88)11.60 (0.75)Baseline

————9.38 (0.62)8.86 (0.58)Follow-up

<.0010.47 (0.73).980.03 (0.93)2.76 (0.72)2.79 (0.59)Change within the group

aEQ-5D: EuroQol 5-Dimensions.
bQALY: quality-adjusted life year.
cImputed data set.
dEmpty cells concern descriptive measures not relevant for statistical testing.
eVariables with missing values.

Participants in both groups had decreased borderline severity,
depressive severity, and suicidal behavior during the 12-month
follow-up. The adjusted difference in the change within the
group in depression severity between the app group and the
paper group was −1.11 (SE 1.57; P=.04), indicating that
participants in the app group had a smaller decrease in
depression severity. The unadjusted differences showed a similar
result. In addition, participants in the app group had a smaller
decrease in borderline severity but a greater decrease in suicidal
behavior. These results should be interpreted with reservations

due to a high number of missing values at both baseline and at
follow-up.

The use of health care sector services was similar across both
the periods and the groups (difference: psychiatric
hospitalization <5 and <5; general practice −1.32, SE 3.68 and
2.02, SE 3.19), indicating that registering in the app compared
with on paper does not affect the resource use in the health care
sector (Table 3).
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The paper group had an insignificantly higher number of
participants dropping out before the start of treatment compared
with the app group (P=.07). Of those starting treatment,
participants in the app group were more persistent in adhering
to treatment and had an average of 37.1 (SE 27.55) more days
of treatment than the paper group. Participants in the app group
registered 3.16 (SE 5.10) more skills per week compared with

participants in the paper group. Therapists and researchers
estimated that the app was time saving for the patient,
approximately 1 minute on each diary entry. They further
pointed out a potential utility gain for patients from the
possibility of choosing according to preferences between
registering in an app or on paper diary cards.

Table 3. Quantitative consequences of the mobile diary app and paper-based diary cards.

P valueBetween-group
difference

Paper diary cards
(n=36)

Mobile diary app
(n=42)

Health-related outcomes

Health care sector contacts

Participants hospitalized in a psychiatric hospital, n (%)

>.99≤5<5 (≤14)<5 (≤12)30 days before baseline

>.99≤5<5 (≤14)<5 (≤12)30 days after baseline

General practice contacts, mean (SE)

.72−1.32 (3.68)20.75 (2.83)19.42 (2.4)12 months before baseline

.532.02 (3.19)17 (2.32)19.02 (2.18)12 months after baseline

Treatment compliance

.07≤−27 (19)<5 (≤12)Participants, who never start treatment, n (%)

.1837.1 (27.55)228.83 (19.64)265.93 (18.64)Number of treatment days for participants starting treatment, mean
(SE)

Skill recordings, mean (SE)

All participants

.30238.04 (229)409.89 (173.99)647.93 (150.72)Skills recorded per patient

Participants starting treatment

.51171.5 (257.9)508.83 (212.54)680.33 (156.56)Skills recorded per patient

.543.16 (5.10)11.88 (4.29)15.04 (3.04)Per week

Time spent on recording

—a−154Time spent on completing the diary (minutes)

System Usability Scale, mean (SD)

———81.2 (9.9)Patients (n=16)

———61.6 (18.6)Therapists (n=23)

aSystem usability scale is only reported for the mobile diary group.

The System Usability Score was 81.2 (SD 9.9) in patients, but
significantly lower at 61.6 (SD 18.6) in therapists (for further
information see Marceau et al [22]). In general, patients were
satisfied with the mobile solution, whereas the therapists
expressed concern regarding the potential for a negative
influence on the patient-therapist interaction due to new tasks
related to the implementation of the new technology [22]. In
addition, reduced flexibility in data collection due to the standard
structure of the app was described as a potential disadvantage.
Finally, numerous implementation issues were highlighted in
the focus groups, including concerns relating to a potential lack

of technical skills of both the patient and therapist, and security
and storage of the collected data.

Future potential for innovation was considered relevant as
electronic data recording can be used to predict outcomes and
benefits from changes in treatment strategy (Textbox 1). The
mobile diary app could provide therapists with information on
the patients alongside treatment, thereby making it possible to
define cut-off values for intervening outside sessions. Program
optimization and visualization of the entered data could further
inform the patients about their progress, potentially increasing
the patient’s self-insight and empowerment.
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Textbox 1. Innovation potential of the mobile diary app and paper-based diary cards.

Innovation potential

• Real time recording makes it possible to track patients’ symptoms and possibly intervene outside sessions.

• Electronic data from the app can potentially be used for predicting outcomes from treatment.

Costs
The between-group difference in total costs during the
12-months ranged from US $107.38 to US $322.13 per
participant (Table 4).

Table 4. Intervention costs (US $) per participant at 12-month follow-up.

Difference (US $)Paper diary cards (US $)Mobile diary app (US $)Intervention cost

9.41-28.2409.41-28.44Startup costa

97.96-293.88097.96-293.88License

3.2703.27Education

3.263.260Paper and print

107.38-322.133.26110.64-325.39Total

aAnnuitized over 3 years with a 4% discount rate.

Discussion

Principal Findings
To our knowledge, this study is the first to evaluate the costs
and consequences of a mobile diary app for patients with BPD.
Our findings suggest that using a mobile app as an adjunct to
DBT comes with a high acceptance of patients, and the potential
for increased treatment adherence and future innovation from
electronic database registrations. We also found, however, that
the app was associated with a reduced improvement in patients’
depression and health-related quality of life scores within the
first year of treatment. The app led to higher costs but was still
a relatively inexpensive intervention.

The economic evaluation was conducted using a
cost-consequence approach rather than the traditional cost-utility
(ie, cost-per-QALY gained) framework. The cost-consequence
approach has been criticized by health economists for not being
a normative analysis, as the decision-maker has to choose from
her or his own opinion concerning the relative importance of
the list of consequences [30]. As the mobile diary app was still
in early development, we believe there is a need to investigate
a broad range of potential consequences, including intermediate
consequences. Indeed, health professionals should be
encouraged to engage in the debate about how to evaluate
internet-based interventions in mental health. Health economists
have concluded that the economic evaluation of devices in health
care, in general, represents a number of methodological
challenges; in particular, the use of QALY as an outcome may
be too narrow to capture all relevant benefits to patients and
health care organizations [47]. Specifically, within mental
health, the use of QALY and EQ-5D has also been found to be
challenging with regard to instrument sensitivity [57].

Participants in both the app and paper groups had a QALY gain,
but the gain was significantly larger in the paper group. This

result is difficult to explain as the difference in QALY gain
between the groups was caused by a worsening in the mobility
domain of the EQ-5D-5L among app users (Table 2). There is
a risk that patients have interpreted the EQ-5D mobility domain
differently, either as a question about physical restrictions or
as limitations on mobility due to anxiety or depression.
Nevertheless, the results suggest that using mobile apps as
adjuncts to DBT might reduce the improvement in quality of
life and depression scores within the first year.

There are several limitations to this study, including the small
sample size, short follow-up period, and missing data. The
missing data on depression severity and utility domains were
handled by performing multiple imputations and were assessed
as not having an impact on the results [54]. There was a
considerable amount of missing data for both borderline severity
and suicide behavior, making it infeasible to run the imputation
model for these outcomes. Therefore, borderline severity and
suicidal behavior were presented as nonimputed data, potentially
indicating that these results could be biased [55]. Previously, a
moderate correlation has been shown between the EQ-5D utility
scores and measures for borderline severity, supporting our
findings of a similar improvement in QALY and borderline
severity [58].

Even though participants in the app group recorded more skills,
this did not contribute to a larger QALY gain in the app group
than in the paper group. One possible explanation is that a
measurement of an effect like health-related quality of life might
not capture the potential effects of the app [59], which is why
including other effects is relevant. In this study, potential effects
such as new and better information from the patients are
highlighted, which is supported by the findings of Lauritsen
[60], who concluded that the use of a mobile electronic diary
can improve the quality and accuracy of data entered into the
diary. A study by Derks et al [61] found that a mobile diary app
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together with a biosensor was effective in increasing
self-awareness in patients with BPD. Similar results were found
in this study, as key personnel stated that increased self-insight
and empowerment might be a potential advantage linked to
self-monitoring. Furthermore, both in this study and in prior
studies [62,63], a mobile app has been proven to enhance
treatment compliance. Thus, if this study had been conducted
as a cost-utility, the aforementioned consequences would not
have been included, meaning the conclusion might have been
quite different.

In this study, concerns regarding the app were primarily from
therapists who worried that the app would negatively affect
their interaction with the patient. In contrast, findings by Austin
et al [64] suggests that a mobile app integrated into DBT was
useful for patients with BPD in building an alliance with their
therapist and that it promoted collaboration between therapist

and patient. However, it is important to state that participants
who enrolled in this study and the study by Austin et al [64]
might have been advocates for technology since they knew the
new and alternative treatment would be a mobile app, which
could explain why patients were pleased with the app and why
it was primarily therapists who had concerns. Thus, the impact
of a mobile diary app on the therapist-patient relationship should
be explored in future research.

Conclusions
In conclusion, this study suggests that using a mobile diary app
as an adjunct to DBT has positive as well as negative
consequences for patients and, on average, will lead to higher
costs than paper-based diary cards. The use of a mobile diary
app in the treatment of patients with BPD is still a relatively
new field of research, and further investigation in this area is
essential.
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Abstract

Background: When new technology is integrated into a care pathway, it faces resistance due to the changes it introduces into
the existing context. To understand the success or failure of digital health innovations, it is necessary to pay attention to the
adjustments that users must perform to make them work, by reshaping the context and sometimes by altering the ways in which
they perform activities. This adaptation work, most of which remains invisible, constitutes an important factor in the success of
innovations and the ways in which they transform care practices.

Objective: This work aims to present a sociological framework for studying new health technology uses through a qualitative
analysis of the different types of tasks and activities that users, both health professionals and patients, must perform to integrate
these technologies and make them work in their daily routine.

Methods: This paper uses a three-part method to structure a theoretical model to study users’ invisible work. The first part of
the method includes a thematic literature review, previously published by one of the coauthors, of major sociological studies
conducted on digital health innovations integration into existing care organizations and practices. The second part extends this
review to introduce definitions and applications of the users’ invisible work concept. The third part consists of producing a
theoretical framework to study the concept according to the different contexts and practices of the users.

Results: The paper proposes four dimensions (organizational, interactional, practical, and experiential), each composed of a set
of criteria that allow a comparative analysis of different users’ work according to different health technologies.

Conclusions: This framework can be applied both as an analytical tool in a research protocol and as an agenda to identify less
visible adoption criteria for digital health technologies.

(J Med Internet Res 2021;23(11):e25159)   doi:10.2196/25159

KEYWORDS

digital health innovations; qualitative analysis; sociological framework; invisible work; patient work; user work; participatory
health care; chronic illness; self-quantification

Introduction

Background
A large number of digital health technologies are developed
every day, each being increasingly less expensive, faster, more

connected, and smarter than the last. On the one hand, the use
of telemedicine among health professionals comes with the
promise of revolutionizing the organization of health care, which
can now be accessed increasingly at a distance. On the other
hand, data-driven applications and new quantification practices
seem to foster a belief in greater autonomy for patients.
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Increasingly equipped, connected, and measured patients are
the active figures of an empowered generation that is becoming
digitally engaged in their health by collecting, sorting,
interpreting, and deleting many types of health and
environment–related data [1]. Although these two examples
seem to refer to very different realities, they illustrate a common
fact that goes beyond their provisional and circumstantial
distinctions: the supply of new digital technologies is only
growing in the field of health, whereas it is challenging health
care practices. For the sake of this argument, we will use the
term digital health innovations to refer to the adoption of both
professional-centered telemedicine or telehealth technologies
(eg, teleconsultation, tele-expertise, telemonitoring) and
patient-centered telecare technologies (eg, eHealth, mobile
health, u-health, self-monitoring, self-help).

However, providing interesting technologies does not necessarily
lead to their adoption or normalization. Some are successfully
integrated into everyday practices, while others are used only
by the circle of the first experimenters. What makes some of
these innovations work? Which factors explain their success or
failure? These questions are at the core of a very large body of
multidisciplinary literature dealing with the issues of integrating
new technologies into existing organizations and care practices
[2]. This literature provides a whole set of criteria for assessing
the chances of a successful integration [3]. Although it promotes
macroscale analysis, it can sometimes overlook the actual
practices and their concrete realities as presented to users. The
purpose of this paper is to formulate a theoretical framework
to better account for practice-related criteria in explaining the
success of new health technologies. First, we should present
and contextualize the work that we are mobilizing within the
existing literature. Earlier studies conducted on telemedicine in
the 1990s point mainly to the technical difficulties in explaining
its slow diffusion. This focus suggests that it is sufficient to
resolve these difficulties for telemedicine to be widely accepted
[4]. Numerous studies conducted from the point of view of their
acceptability or usefulness develop the idea that practices could
be transposed as they are within the new framework. In this
regard, May et al [5] state that “the existing literature on
telemedicine [in 2001] has for the most part taken as its primary
focus the utility and efficacy of the technology itself, as it is
applied to particular clinical settings and problems. This is
primarily clinical literature that is about establishing the safe
practice of medicine using a diverse set of communications
technologies.” This clinical approach, which seeks to evaluate
telemedicine devices according to the principles of
evidence-based medicine [6,7], is further coupled by numerous
economic analysis models built around their cost-efficiency.
However, it has since become clear that the development of
innovations depends on much more varied and, more
importantly, socially defined factors than merely the technical,
clinical, or economic efficiencies. As such, these
one-dimensional approaches tend to underestimate the
importance of the institutional, organizational, and professional
contexts in which these technologies are concretely integrated.

In this regard, many recent studies have focused on
socio-organizational factors to assess the likelihood that a new
technology will be integrated successfully into existing health

care organizations and practices. Some works propose
combining different socio-organizational aspects within a
multidimensional assessment model [8]. For example, this is
the case of the Model for Assessment of Telemedicine, which
has been established in this field [9]. Although such models do
indeed consider multiple aspects in the evaluation of digital
health innovations, they are still far from capturing the plurality
and complexity of the activities that need to be performed to
make these technologies work concretely, on a daily basis, for
very different actors who pursue highly varied objectives, in
widely differing sociotechnical configurations. In fact, as shown
by Pols [10] and, more broadly, by a large corpus of work in
Science and Technology Studies, it is difficult to accurately
predict the success or failure of innovations in telemedicine,
nor the concrete integration modalities of digital technologies
in existing health care practices. Users do not necessarily turn
to these, out of a taste for technology (ie, technophilia).
Moreover, a majority integrate them in a context full of
uncertainty, where it is unclear how technologies will transform
their practice. The only thing that can be predicted in this regard
is the unpredictability of the adoption modes of these
technologies. This unpredictability is based on the diversity of
user profiles (eg, medical doctors, nurses, patients, helpers) and
the types of technologies (eg, professional tools, connected
objects, web platforms, and mobile apps). It is also based on
various places (eg, hospitals or private practices, in cities or in
small towns), sociotechnical environments (eg, resources, tools,
and information systems), medical situations (eg, routine care,
chronic disease monitoring, or emergency), and broader health
care contexts (ie, during a health crisis) in which they are
integrated, accessed, and used [11].

To understand the success of digital health innovations, it is
necessary to examine the efforts or, more precisely, to quote
Nicolini [12], “the work to make it work” provided by different
stakeholders, not only by innovators and promoters but also by
users, both health care professionals and patients. We suggest
that all this user work, most of which remains invisible, is an
important factor in explaining not only the phenomena of
adoption of innovations but also the way in which they transform
existing organizations and care practices. Here, we understand
the notion of innovation as a continuous and evolutionary
process in which users (and their practices) play a key role in
the successful integration of new technologies.

Scope and Purpose
Sociological studies have shown that the adoption of new health
technologies by users is neither straightforward nor given [13].
As soon as a new technology is integrated into a care pathway,
it inevitably faces resistance and creates obstacles due to the
wide range of changes introduced in the existing context. These
changes can concern the social and spatial organization of health
care, the division of medical and paramedical work, the
interactions between their various actors, the work activities
themselves, as well as the knowledge levels and professional
identities. To understand the success or failure of digital health
innovations, it is necessary to pay attention to this prior context,
which is bound to evolve with the integration of new
technologies. More precisely, it is necessary to evaluate the
adjustments that users must do to make it work by adapting the
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pre-existing context and sometimes by altering or even inventing
new ways of doing things [14]. These adjustments represent a
relatively constrained form of activity. However, without these,
new technologies are difficult to normalize or can be abandoned.

A large body of work conducted in Science and Technology
Studies provides valuable insights on the importance of these
activities. This is done specifically by the Actor-Network
Theory, which brings to light the unsuspected work of
translation that must indeed be performed by innovators, both
industrials who design and distribute new technologies and
coordinators who seek to integrate them into their organizations
[15-17]. Beyond traditional project management work,
promoters must be able to align heterogeneous elements into a
coherent whole. They must synchronize not only sociotechnical
environments [18] but also practices and interactions that new
technologies may suggest organizing in different ways. This
alignment refers to work that is often invisible [19]. It requires
building meaning (ie, sensemaking) and trust around these
devices [20] and negotiating collective understanding among
various categories of actors, including physicians, nurses, care
assistants, patients, and family caregivers. These actors have a
priori different interests that must be considered and converge
to a minimum degree in order to support the normalization of
new technologies. This is an eminently delicate task, not only
because it requires articulating a variety of interpretations and
modalities of action but also because new technologies affect
autonomy, which is traditionally very important both for health
professionals [21] and for their patients [22]; thus, it is difficult
to negotiate.

These studies draw attention to the work that innovators and
coordinators need to do to address the organizational complexity
of integrating telemedicine devices in existing health care
organizations. They also point out the real work needed to be
done for these technologies to work on a daily basis, not only
by promoters but also by users [19,23]. To make digital health
technologies work, they must perform a series of additional
activities that can be studied as a specific form of work [23].
Thus, to integrate new technologies into existing health care
organizations, it is necessary to be able to measure a priori what
is being asked of users [24]. In this regard, many approaches
attempt to assess the acceptance of new technologies through
functional, cognitive, or ergonomic analyses of their uses.
However, on their own, these approaches are also struggling to
produce a conceptual model whose ability to reflect the reality
of practices depends on its interdisciplinary nature. A model
that allows to do just that is a specific branch of sociology
known as practice studies (or practice-based studies), which
has resulted from the dialogue between multiple approaches,
including not only Science and Technology Studies and
innovation studies but also ethnomethodology and theories of
distributed cognition that include more contributions of cognitive
sciences and ergonomics [25]. Despite their differences, these
disciplinary approaches all call for examination of how practices
are engaged in and considered by the users themselves in their
localized contexts. Inspired by these practice-based studies, this
paper explains the success of digital health innovations through
an analysis of the concrete activities that users, both health
professionals and patients, must perform to make them work in

a daily routine in their various socio-organizational contexts.
Its purpose is to introduce the concept of users’ invisible work
and to develop a sociological framework for studying it in the
case of very different technologies and across several
dimensions.

Methods

This paper uses a three-part method to develop a sociological
framework for studying users’ invisible work. First, it includes
a thematic literature review that was previously performed and
published by one of the coauthors. In this review, Alexandre
Mathieu-Fritz organized and discussed major themes emerging
from the existing literature conducted by both French and
Anglo-Saxon social scientists on digital health innovations
integration into existing care organizations and practices [2].

The second part of the method is to extend this review to
introduce definitions and applications of users’ invisible work
concept, which is coined at the crossroads of three conceptual
models, each of which offers one keyword and one original
work that serves as a starting point for building a framework.
The first one is the invisible work model [26,27] used in the
sociology of innovation, Science and Technology Studies, and
sociology of work, to shed light on all efforts that players must
deploy for an innovation to be successfully integrated in the
existing organizations. The second model is that of patient work
[23] coined in the sociology of professions and medical work,
to recognize the key role of patients in their own health care.
The third model is developed in a French corpus of sociology
of work and economic sociology [28] and discussed in internet
studies [29]. It refers to the unrecognized activities of consumers
and web users that create value for private actors, both
manufacturers and digital platforms. The purpose of this
extension is not so much to present all these existing works as
to identify the original contributions of these respective
conceptual models in the study of different kind of work
activities that users have to do to successfully integrate new
technologies into their routines.

The third and last part of the method consists of producing a
theoretical framework to study variations in the users’ work
according to different types of digital health technologies and
users. This framework is built using empirical work performed
by the co-authors themselves in three different fields, each of
which refers to a particular configuration of digital health
practices. It includes teleconsultations between health care
professionals and patients (in dermatology, geriatrics, and mental
health), tele-expertise between health care professionals (in
dermatology), and self-monitoring by patients themselves
(monitoring of diabetes and cystic fibrosis). The framework
was thus constructed by putting different practice-based criteria
identified in the first part of the method, in the thematic literature
review, through the filter of these three very different cases.
This paper does not present the results of these studies, which
will be published separately. However, it relies on this empirical
work to generate an analytical grid that can be applied to study
work activities in very different technological configurations.
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Results

Overview
Users’ invisible work concept emanates directly from the
perspective of the interactionist sociologist Anselm Strauss who
coined the term patient work in the early 1980s. We first present
the patient work model and its different applications in recent
works on the use of digital health technologies by patients. We
then extend this original definition not only to all technology
users, both patients and professionals, but also to all kinds of
work activities that remain invisible, including those related to
more recent data-driven tracking apps. On the basis of this
extended framework, we present an analytical grid that can be
used both as an analytical tool in a research protocol and as a
research agenda to assess the successful integration of digital
health innovations into the existing health care organizations.
The research protocol provides a tool to analyze this work
through four dimensions related to the integration of new
technologies (ie, organization of care, interaction between
professionals as well as professionals and patients, clinical
practice, and subjective experience of these users). As an
agenda, it proposes to study the users’ invisible work in very
different technical configurations and socio-organizational
contexts in which it is performed. This qualitative research
package is expected to reveal different types of work activities
as more subtle criteria to explain variations in uses according
to users' specific contexts and to produce a comparative analysis
between different type of work that various digital health
technologies need them to do.

The Patient Work Model: Old Concepts, New Realities
In his work on medical worlds, Strauss drew attention to the
fact that health care activities cannot be performed without the
active participation of patients who have to perform a series of
practical and cooperative tasks on a daily basis outside of health
care facilities [23,30,31]. At first glance, it may seem peculiar
to describe these activities as work. Generally, they are not
considered as such, either by patients or health professionals
[32]. However, this is justified in the case of chronic illnesses,
which introduce profound changes in patients’ daily practices
and experiences [33]. Furthermore, these activities can be
expected from chronic patients, and their key roles can be even
recognized by professionals. According to Strauss, patients are
central actors in the division of medical work [34]. They have
to develop certain corporal attention and organize the daily
management of their care (ie, illness work). Beyond concrete
activities, they also have to develop different forms of reflexivity
to reconfigure their inner experience of the illness [35], meaning
the way they view and build their future lives (ie, biographical
work).

In traditional care, technical tasks, which cover the care practices
undertaken for the direct purpose of altering the course of the
pathology, are separated from other forms of work. Among
these, Strauss identifies clinical safety work (ie, anticipation,
verification, evaluation, and, where necessary, correction),
machine work (ie, maintenance, monitoring, use and, where
necessary, repair), comfort work (ie, aiming to reduce pain or
discomfort), information work (ie, requests, reports, and

reassurances), and sentimental work (ie, improving emotions
of patients and coping with the psychological effects) [31].
These different forms of work are profoundly affected by the
integration of new technologies that displace the concrete efforts
as well as bodily sensations and thoughts that underlie the
management of the illness [36,37]. This implies new forms of
task delegation where patients take charge of their own medical
surveillance and become true diagnostic agents [38]. In the case
of telemedicine, Oudshoorn observes, for example, a certain
disciplinarization of patients who often end up establishing
self-management techniques [19]. Hence, they must perform a
certain number of diagnostic procedures, acquire new skills
related to the use of devices and the interpretation of symptoms,
and, in conclusion, translate this learning into practical
knowledge that they can use in the daily care of their disease
[39].

These observations are supported by recent research on
data-driven self-tracking apps. For example, the work of
Mathieu-Fritz and Guillot conducted on the case of diabetes
and self-monitoring devices [40]. The authors illustrated how
the use of this device introduces new forms of work, reflexivity,
and self-knowledge associated with the illness experience.
Through a comparative analysis of old and new glucose meters,
the authors showed that the permanent sensor placed on the arm
alleviated some of the usual constraints posed by the fingerstick
capillary testing methods [40]. Each of these devices refers to
a set of constraints that organize the illness experience and its
daily management differently. These constraints are not only
physical (ie, pain) and material (ie, maintenance and transport
of equipment) but also organizational (ie, anticipation and
planning), spatial (ie, conditions for use of the devices),
symbolic (ie, disclosure of the illness), and social (ie, strategies
of discretion and breaking of interactions). This comparison of
different types of patient work reveals more subtle criteria for
understanding variations in the use of continuous glucose
readers: more discreet and rapid, they can be used in social
spaces where glycaemia measurement was not previously
practiced, allows for more frequent measurements to be taken,
and develop a different approach to anticipating treatment. The
different forms of activities that the devices allow to perform
or avoid transform the reflexive work of patients and, thus, the
way in which they administer their own care. These observations
are supported by several studies conducted more broadly in the
field of prevention and well-being, where new self-quantification
practices are being developed [41]. The confrontation of
individuals with a quantified self not only provides new
information to guide individual choices in the management of
care but also produces new representations that profoundly
affect the subjective experience of the body, the illness, and its
daily management [42].

The application of this old concept of patient work to new
self-monitoring and self-care practices points to the reflexive
nature of new connected devices that are used more frequently
in the medical field. The very nature of this work is changing
in accordance with the new principles of visibility and
recognition of these activities [43]. That said, one must wonder
to what extent the action of scanning a sensor, or, even more
unconsciously, the action of leaving mobile apps programmed
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by default, such as Apple's health watch, to collect and record
data, can be studied as new forms of work. This debate, which
is at the center of current concerns on the development of digital
platforms, renews the interest and heuristic value of this concept
to understanding how new reflexive technologies [44] affect the
organization, practice, and experience of care [45,46]. From a
critical perspective, some denounce the tendency of
techno-utopic discourses to obscure the social, cultural, political,
and economic dimensions of self-care technologies. Far from
being neutral, these are, in fact, caught up in power relations
[1,47]. This idea has been extensively developed in research
inspired by Science and Technology Studies, which reports on
the use of self-tracking devices as a reconfiguration of the
physician-patient relationship through a new set of activities to
generate and interpret data [48]. Further studies on daily data
transmission devices to health care professionals show, for
example, that patients can negotiate to redefine the objectives
associated with the device by developing unexpected uses to
prevent data transmission [49]. The merit of practice-based
studies reveals itself through these works that study
self-quantification as a particular form of work that must be
performed on and with data [50], not only to contextualize them
but also to articulate them with other forms of knowledge that
supports the daily care practices [51]. This may represent one
of the reasons why it is necessary to extend the analytical
framework not only to various users (including health
professionals) but also to different dimensions of their work, to
include their reflexivity.

An Extended Framework for Studying Users’Invisible
Work
Patient work is a powerful concept for highlighting and
recognizing patients’ role and engagement in their own care.
However, an extension is necessary to use it in the assessment
of digital health innovations that requires considering all users,
not only patients but also health care professionals who must
make these devices work during their daily practice. For
instance, Oudshoorn shows through the case of telemonitoring
that physician not only interpret electrocardiograms but also
take on a series of tasks unforeseen by the designers. They assist
and reassure patients in the use of medical technology, ease
concerns, and contribute to building trust in medical technology
[19,52,53]. For the author, this is akin to affective work, which
is equivalent to the sentimental work in Strauss’ classification
[54]. Here, the notion of user work is clearly different from that
of usability. The study of this work is not so much about the
capacity or efficiency of uses as about the set of adjustments
that users must make to resolve different types of conflicts that
these technologies can introduce in the existing context. In that
sense, studying users’ work is first, to understand how the
integration of new technology transforms existing work
activities.

In that regard, research have shown that new digital health
technologies do not simply equip practices from outside but
contribute to transform them in a profound way, from the inside.
Nicolini’s work is particularly instructive in this regard. By
zooming in on the practices and zooming out on the broader
organizational context [55], the author highlights how work is
redistributed among practitioners, as well as with artifacts (ie,

nonhumans). In this context, the adoption of these devices
depends on a series of learnings, settings, and adjustments that
must be made in users’ working practices [13]. A typical case
is that of teleconsultations during which the roles played by
each participant will be different from those usually played in
a face-to-face setting [56]. Similar to other scholars, Nicolini
observed that professional practices were transformed in
situations where new forms of task distribution and delegation
occur not only between physicians but also between physicians
and paramedical professions (ie, nurses and caregivers) [57].
In some cases, important tasks that are considered to be central
in the professional practice (ie, true work [58], as opposed to
dirty work [59], which is considered to be peripheral) can be
delegated to patients themselves.

These new forms of cooperation can also be observed among
actors from different specialties who are placed at different
hierarchical levels. In these configurations, they can contribute
to the sharing of medical and clinical knowledge and enable
certain delegates to increase in expertise. Moreover, it can also
redefine the boundaries of their professional territory and
identity [60]. Research on telemedicine devices show that “the
question is not so much what the new activities allow, but rather
to what extent they allow existing and appropriate forms of
professional knowledge and practice to be put in place” [5].
However, this observation must be nuanced. Professionals may
also get round the specific constraints of telemedicine (eg,
physical distance and deprivation of sensory inputs [19,61]),
for example, to develop new therapeutic techniques in the
context of teleconsultations in mental health, by testing sooner
than usual their clinical intimacy or by asking questions more
frequently [62]. Thus, the integration of new technologies may
end up producing new practices. Here, the technology itself
becomes a full actor with whom one, not only redistributes
existing work but also jointly produces new information that
needs to be interpreted. These new forms of work become just
as apparent to patients, for example, in the case of quantification
devices that introduce new indicators in self-monitoring
practices.

The patient work model must be extended to include not only
existing work activities that have to evolve with the integration
of new technologies but also new activities that users must
perform and skills they need to acquire to use these technologies
during their daily activities. Thus, the study of users’ work
invites a more systematic look at the articulation and
coordination of different types of tasks within the
socio-organizational context in which technologies are being
integrated and used. The work of Mathieu-Fritz et al sheds light
in this respect. First, the authors show that coordinating
physicians play a key role in solving difficulties and problems
that the designers did not foresee [52]. The authors also highlight
different types of framing work with the purpose of establishing
rules and guidelines and ensuring that users become autonomous
[63-65]. Technical framing aims to teach how to use devices
effectively (eg, synchronized use of mobile camera,
dermatoscope, and spirometer), whereas social framing is about
establishing ways to interact efficiently during teleconsultations
(eg, presenting oneself precisely and systematically, speaking
louder, and articulating better). Clinical framing defines the
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protocols to follow (eg, patients’ clinical history, auscultation,
diagnosis, prescriptions, or indications), whereas organizational
framing involves cultivating appropriate attitudes and behaviors
(eg, being punctual, completing forms and, reminding
appointments), to ensure that all actors are present at a given
time on both sides of the camera.

The authors are particularly attentive to the additional
coordination activities that medical and paramedical actors must
perform for the day-to-day operation of these devices [27].
Referring to the work of Strauss, they emphasized the
importance of articulation work [66,67]. In their research on
the medical world, Strauss et al [68] define the social
organization of care as a negotiated order that results from the
constant efforts of the actors to produce, often informally, an
agreement on the best ways to organize tasks daily. As Star [26]
reminds us, this articulation work is beyond the scope of rational
work organizations. It consists of organizing, coordinating, and
combining different types of activities conducted by various
actors (eg, a clinical examination, an x-ray, a blood or blood
pressure test, prescription, and administration of medication)
to ensure that “the staff’s collective efforts add up to more than
discrete and conflicting bits of accomplished work” [31]. The
integration of new technologies has transformed coordination
work. New coordination tasks are also required to ensure
day-to-day operation. These activities are important, even
sometimes decisive, so much so that certain works identify their
intensity as a rejection factor of new devices [69].

Studying all this background work, most of which remains
invisible, is crucial to account for the efforts required to make
technologies work. However, most of these work forms are
difficult to account for in the design and integration process of
new technologies [70,71]. On the basis of the lessons learned
from this literature, we propose to define the scope of the users’
invisible work concept as all the concrete and reflexive activities
that both health care professionals and patients perform to make
digital health technologies work within their daily routines
around health care. One of the original contributions of this
framework is to emphasize the importance of reflexivity and
experience forms that develop through local and subjective
confrontations with the technologies in the trajectory of these
innovations. The notion of reflexivity is used here in its two
registers. Retrospective reflexivity refers to the ability to return
from experiences and past events. Similar to immediate
reflexivity, lessons learned from previous experiences serve to

restructure action as they unfold [72]. The reflexive dimension
is becoming increasingly important with data-driven apps, either
because this work is increasingly automated by connected and
intelligent objects, to the point that this is done sometimes
entirely out of awareness or, on the contrary, because the data
are increasingly visible to the patients who produce, interpret,
and communicate it. In any case, one of the main contributions
of this extended framework concerns precisely the way it
suggests analyzing the work activities as they are performed by
users, but also, and more importantly, their reflexivity (ie, what
they think and feel as they perform them). It is only then that
some nuances can be explored to understand resistance to
technology. This is the case for some health professionals who
reject new technologies not because they resist change but
because they believe that these do not allow them to do what
they consider to be the core of their work, their real work [73].
In other words, rejection can express a transposability issue
where users consider that they cannot work or care with the
same quality they would usually expect to have. This is clearly
a separate issue from a social resistance to change.

A Sociological Research Package to Assess Digital
Health Innovations
This theoretical framework can be used both as an analytical
tool in a research protocol and as a qualitative research agenda
to assess the chances that digital health technologies have to be
successfully integrated into existing health care organizations.
In a research protocol, for any given technology, it proposes to
produce an overview of different actors who constitute the
sociotechnical network around their use. All user types (eg,
physicians, patients, and family caregivers) and material
supports (ie, technical objects, instructions, and protocols) must
be fully included as human and nonhuman actors, which must
be aligned to some extent for innovations to be successfully
integrated into daily routines [17]. This ecological approach
must also be applied to cover a variety of tasks and activities
without which innovation is difficult to develop or abandoned.
In this regard, all forms of work (eg, articulation work, patient
work, and information work) and their various definitions (eg,
well-done or acceptable work, desired or satisfactory work and
prevented work [74]) must be considered. Overall, the goal is
to capture the diversity of the actors performing a range of
different tasks and activities, both practical and reflexive in
nature, to integrate new technologies into existing health care
organizations (Textbox 1).
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Textbox 1. An ecological approach to the diversity of digital technologies, users, and work.

Types of technology

• Equipment sets (telepresence station, teleconsultation booth, telemedicine trolley, etc)

• Connected medical tools (spirometer, stethoscope, otoscope, ultrasound scanner, electrocardiogram, dermatoscope, etc)

• Mobile apps (crowdsourcing, quantification, gaming, self-help, etc)

• Web-based platforms and software services (networking, forums, videoconference, etc)

• Connected objects (sensors, readers, automatons, robotics, AI, vocal assistants, chatbots, carebots, wearables, etc)

Types of users involved

• Health professionals (specialized or general practitioners, nurses, etc)

• Allied health professionals (paramedics, therapists, assistants, auxiliary personnel, social workers, etc)

• Patients (chronic, nonchronic or acute, emergency, etc)

• Healthy individuals (eg, sportsmen and women)

• Family caregivers (parents, partners, friends, etc)

Types of tasks and work

• Translation work (eg, alignment and sensemaking)

• Coordination work (eg, articulation, framing)

• Patient work (eg, illness work, sentimental work, and information work)

• Users work (concrete efforts such as taking measurements, ticking boxes, or sharing data, but also different reflexivity forms)

To do so, this framework investigates the circumstances under
which this work is performed through four dimensions related
to the integration of new technologies (ie, organizational,
interactional, practical, and experiential). The first dimension,
organizational, concerns coordination modalities of health care.
The term organization refers to the physical and material
environment in which digital health technologies are integrated
and whose level of saturation can be an important factor in
users’ rejection. It also refers to all the additional coordination
activities that users must perform, such as articulation work that
realigns affected lines of work, and framing work that defines
rules to normalize uses. This organizational dimension relates
to broader changes in the care pathway due to new technologies
that define the scope and composition of work groups
differently. This is, for example, the case of teleconsultation
that allows health care professionals to be brought together with
different specialties and sometimes actors who were not
participating in traditional consultations, thus contributing to
the formation of new micro–work collectives and to the
evolution of patient care pathways [60,65].

The second dimension is that of interactions between various
actors within health care organizations and with patients. It
draws attention to the place of these actors in the whole system
of interactions that is mobilized around patients’ care [75]. It
first includes new modalities in which these actors interact with
each other through new technologies that tend to open up the
singular colloquium between the physician and patient and
change the relationship between the two by adding new actors,
both from the medical side and the patients’ side. In this regard,
Oudshoorn refers to a major transformation in the geography
of responsibilities [76] based on a new spatial and temporal
distribution of activities related to care delivery. In this

techno-geography, new proximities may develop between
patients and health care professionals [77]. Oudshoorn insists
on the way in which the digital proximity established through
new telemedicine devices highlights “protocol-driven
communication, daily surveillance, and self-care” [52] as
full-fledged dimensions of the interactions that forge remote
care relationships. As it is, this new type of proximity sets aside
the psychosocial dimensions of traditional face-to-face care,
which requires considering extramedical aspects. These
transformations also occur at a more symbolic level. For
example, some studies show that hierarchical representations
or expert legitimacy can be at stake between professionals who
use digital health technologies. Some can associate the use of
certain technologies with a lack of professionalism. For example,
some mental health professionals tend to hide their
teleconsulting practices, which are not well regarded in their
professional environment [62]. These symbolic effects also
concern patients whose use of these technologies can vary
according to the social environment in which they have to make
them work. This is the case for diabetic patients who have to
use a glucometer that not only discloses their illness but also
disrupts social interactions in which they can be engaged [40].

The third dimension of user work is clinical practice, that is,
activities directly associated with the diagnosis and medical
treatment of patients. It includes new forms of distribution and
delegation of tasks between physicians and allied professions
[57] and with patients [19] that may enable sharing medical and
technical knowledge and increasing expertise. Some users may
also end up working twice as much to integrate these devices
(ie, patient’s double work) [40]. Furthermore, this redistribution
of tasks transforms the broader topography and temporality of
care activities, both for the professionals and patients. In this

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25159 | p.879https://www.jmir.org/2021/11/e25159
(page number not for citation purposes)

Trupia et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


regard, Nicolini showed that the daily exercise of telemedicine
is characterized by a stretching out of sociomaterial
arrangements in space-time and consequently an expansion of
health care activities [57]. This means that these reconfigurations
go far beyond the simple spatiotemporal redistribution of
existing activities. They contribute to transforming the social
spaces in which these activities are performed. Oudshoorn
showed how the homes of older adults who are hospitalized at
home with the help of telemonitoring devices becomes a hybrid
place in which conflictual logics of care and aesthetics can
coexist [76]. This new geography profoundly affects the object
and content of these activities. It transforms the relationships
between health care professionals by redistributing their work
differently, sometimes with artifacts.

The fourth dimension is the subjective experience of these users,
which refers to their feelings and representations that they
develop within and through their practice. In fact, the integration
of new technologies alters not only concrete work activities
during the clinical examination but also professional judgments
involved in the formulation of a diagnosis. For instance, building
trust seems to be a core issue for health professionals who
develop an experimental attitude [40] toward these devices. As
mentioned above in the case of teleconsultations, professionals
who engage in such practices with an unclear status question
the extent to which previous practices can be transposed into
the new framework. For example, they consider the problem of
accountability for encountered difficulties. They also consider
the costs of this transposition in economic (related to the
equipment that needs to be acquired and their compatibility or
interoperability with the existing ones), organizational (related

to the time and resources needed for preparation), cognitive
(related to learning and training needs), and social and symbolic
(related to the image conveyed by the device) terms. This is not
so different for patients whose subjective experience also plays
a key role in how they manage their own health care. Indeed,
the experience of illness encompasses the patient's work, but
goes far beyond it. It refers to the whole inner experience of the
disease, to all that is felt (eg, bodily sensations) and thought
(eg, what one would like to do, or, on the contrary, to avoid)
subjectively. Overall, the experience of the disease refers to the
social definition of oneself (eg, when one tries to hide one's
illness and when one talks about it or shows it in some way).
New technologies also challenge these reflexive activities. An
example is given by Van Hout in his work on a telemonitoring
device that has been used with homecare patients who were
minimizing their symptoms or even omitting to tell palliative
care nurses [37]. However, the device that allowed patients to
assess the severity of their various symptoms on a scale of 0 to
5 has not always worked, as patients have criticized the device
for reminding them of symptoms they did not yet have or were
at risk of having (ie, display effect). Therefore, forgetting the
device, and thus the disease, can become an important factor in
their adoption by patients [78].

This paper proposes to study users’invisible work through these
four dimensions. Table 1 presents these practice-based criteria
in a chart that can be applied as a tool in research protocols.
However, there is no single recipe or exclusive way of applying
this grid, which is rather a collection of criteria that can be
combined as needed, depending on the technologies, contexts
of use, and users being studied.
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Table 1. An analytical grid to study users works through its four dimensions.

Application examplesUsers’ work and criteria

Organizational configurations

Interoperability between information systems; unforeseen problem-solving; degree of
saturation as a factor of rejection

Ecology of artifacts

Framing work (social, technical, clinical and organizational) to establish the rules of use;
intensity of the articulation work as a rejection factor

Additional coordination work

Scope and composition of new work collectives; forms and conditions of preventative
actions

Recomposition of the care pathway

Interactional settings

Opening of the singular colloquium of patient-physician to new actors; digital proximity
with the patients

System and modalities of interaction

Delegation of tasks and sometimes even “real work” to other professionals and artifacts;
patients as diagnostic agents

Forms of cooperation

Professionals' legitimacy among colleagues; patients' illness in their social environmentSymbolic effects

Clinical practices

Duplication of the therapeutic space; “expansion” of health care activities; new constraints
that organize patients’ reflexive work

Topography and temporality

Knowledge barriers; “increase in expertise”; double work of patients; disciplinarization
of patients

Learning or cognitive aspects

Reduced in digital proximityConsideration of the psychosocial aspects

Subjective experiences

Experimental attitude; Transposability issues; economic, organizational cognitive, social
and symbolic costs of transposition; Accountability problems

Commitment and trust in fuzzy practices

New information produced by the device (display effect); representations that affect the
experience and the daily management of illnesses

“Forgetting” about the disease or device

Furthermore, this framework can also be applied as an agenda
that calls for further research on the integration phase of various
digital health technologies into work systems (eg, connected
devices, data collecting and displaying apps, and more
infrastructural telemedicine projects, such as teleconsultation
cabins). The purpose of this agenda is to redefine some of the
a priori distinctions (ie, telehealth vs digital health) through
variations that can be observed at the level of the different work
forms that require users to accomplish in very different
configurations. This agenda should include studies of
technologies that are used in different spaces, both very localized
and spontaneous ones, such as teleconsultations, and mobile
and ubiquitous ones, such as self-tracking devices. This agenda

should also contain studies on apps in which data can be more
or less important to explore the various effects of reflexive
technologies on the self-knowledge of patients associated with
their illness experience. It must cover devices used in different
medical conditions, for example, for rare and common
pathologies, to identify how technology adoption modes vary
with the rarity of a disease. A preliminary list of such variables
is presented in Table 2, which aims to cover a very wide range
of configurations, including spatiotemporal, technical, social,
and medical variations, to develop this comparative approach
between different work forms required in the context of their
uses.
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Table 2. Variables in the use of digital health technologies.

DescriptionVariables

Spatial-temporal

Single place (eg, fixed teleconsultation cabin), semi mobile (eg, telemedicine trolley), multiple place (eg,
mobile apps)

Topography

Frequent (eg, multiple times a day) or rare (eg, once a month), precise (eg, on appointment) or approximate
(eg, each morning)

Frequency and punctuality

Continuous (eg, wearable devices and sensors) or punctual (eg, teleconsultations)Duration

Technical

Automated (eg, parameterization) or triggered actions (eg, synchronization)Autonomy

Visible (eg, reader) or invisible (eg, implants)Visibility

Autonomous (eg, pedometer) or connected devices (eg, smart watches)Connectivity

Cognitive (eg, stocking data) or interactive (eg, following feeds), passive (eg, visual representations) or active
(eg, alerts and notifications)

Artifactuality and agentivity

Social

Routine check-up (eg, blood work), emergency (eg, allergy crises) or well-being (eg, sport diet)Context of use

Individual (eg, self-help, measurements, etc.) or collective (data sharing applications, dyadic or triadic tele-
consultations, etc)

Modality of use

Professional caregivers (interaction with physicians, nurses, etc) or family members (assistance by parents,
friends, etc)

Type of actors

Medical

Chronic (eg, diabetes) or acute (eg, heart spasm), rare (eg, cystic fibrosis) or common (eg, kidney disease)Pathology

Primary care (eg, general medicine), secondary care (eg, specialists), tertiary care and hospitalization (eg,
surgery)

Specialty

Preventive (eg, dietary programs), curative (eg, physical therapy), palliative or hospice (eg, cancer treatment)Type of treatment

With this agenda, it becomes possible to produce a comparative
study of users’ work variations in the case of different digital
health practices and explain the success or failure of new
technologies, according to more or less data-driven, real-time,
frequent, or visible nature of activities they require users to do.

Discussion

Principal Findings
This paper draws attention to the plurality of most invisible and
unrecognized tasks and activities that need to be performed by
professionals and patients to make these devices work in various
contexts. As a result, it proposes a theoretical framework that
allows the assessment of digital health innovations by studying
these work activities under different settings and the
transformations they introduce through four main dimensions:
organizations, practices, interactions, and experiences. For any
given technology, it can be used as a tool in a research protocol

to study concrete work activities performed by users to integrate
them into their daily lives. It can also be applied as a research
agenda that covers a wide range of technological configurations
to develop a comparative approach through practice-based
criteria.

Main Contributions
This theoretical framework makes three main contributions to
the literature. First, it reports on professional practices and
patient experiences jointly and in an articulated way. Second,
it seeks to guide analytical practices by further operationalizing
the theoretical approaches of practice-based studies in a
methodological framework to help better understand the
successful integration of new technologies into existing health
organizations. Third, it redefines traditional categories such as
technology acceptance or resistance to change, through an
analysis that remains more faithful to the activity and the
concrete reality of the users themselves.
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Abstract

Background: Assessing patient-reported outcomes (PROs) through interviews or conversations during clinical encounters
provides insightful information about survivorship.

Objective: This study aims to test the validity of natural language processing (NLP) and machine learning (ML) algorithms in
identifying different attributes of pain interference and fatigue symptoms experienced by child and adolescent survivors of cancer
versus the judgment by PRO content experts as the gold standard to validate NLP/ML algorithms.

Methods: This cross-sectional study focused on child and adolescent survivors of cancer, aged 8 to 17 years, and caregivers,
from whom 391 meaning units in the pain interference domain and 423 in the fatigue domain were generated for analyses. Data
were collected from the After Completion of Therapy Clinic at St. Jude Children’s Research Hospital. Experienced pain interference
and fatigue symptoms were reported through in-depth interviews. After verbatim transcription, analyzable sentences (ie, meaning
units) were semantically labeled by 2 content experts for each attribute (physical, cognitive, social, or unclassified). Two NLP/ML
methods were used to extract and validate the semantic features: bidirectional encoder representations from transformers (BERT)
and Word2vec plus one of the ML methods, the support vector machine or extreme gradient boosting. Receiver operating
characteristic and precision-recall curves were used to evaluate the accuracy and validity of the NLP/ML methods.

Results: Compared with Word2vec/support vector machine and Word2vec/extreme gradient boosting, BERT demonstrated
higher accuracy in both symptom domains, with 0.931 (95% CI 0.905-0.957) and 0.916 (95% CI 0.887-0.941) for problems with
cognitive and social attributes on pain interference, respectively, and 0.929 (95% CI 0.903-0.953) and 0.917 (95% CI 0.891-0.943)
for problems with cognitive and social attributes on fatigue, respectively. In addition, BERT yielded superior areas under the
receiver operating characteristic curve for cognitive attributes on pain interference and fatigue domains (0.923, 95% CI 0.879-0.997;
0.948, 95% CI 0.922-0.979) and superior areas under the precision-recall curve for cognitive attributes on pain interference and
fatigue domains (0.818, 95% CI 0.735-0.917; 0.855, 95% CI 0.791-0.930).

Conclusions: The BERT method performed better than the other methods. As an alternative to using standard PRO surveys,
collecting unstructured PROs via interviews or conversations during clinical encounters and applying NLP/ML methods can
facilitate PRO assessment in child and adolescent cancer survivors.
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Introduction

Pediatric Cancer and Patient-Reported Outcomes
Innovative anticancer therapies have significantly improved the
5-year survival rates of pediatric and adolescent patients with
cancer in the United States [1-3]. However, toxic treatment
often causes long-term sequelae (eg, physical and psychological
morbidities and premature mortality [4-8]), which contribute
to poor patient-reported outcomes (PROs) and impaired quality
of life [8,9]. Poor PROs, such as fatigue, pain, psychological
distress, and neurocognitive problems, are prevalent in survivors
of cancer aged <18 years [10-12]. Approximately 50% of young
survivors of childhood cancer experience severe fatigue
[10,12,13] or pain [12,14], and both can worsen as survivors
become older [15]. Assessing PROs from survivors and
caregivers can complement clinical assessments, suggest
potential adverse medical events, and facilitate the provision of
appropriate interventions [16,17].

Unstructured PROs
Conventionally, PROs are collected from childhood survivors
of cancer during follow-up care using standard surveys with
prespecified content of PROs. Given busy clinic schedules,
survivors may be unable or unwilling to complete surveys.
Performing interviews or initiating conversations by clinicians
are alternative methods of collecting PROs. However, PROs
collected by this method are qualitative or unstructured in nature,
which requires specific techniques for data processing and
analysis. Natural language processing (NLP), a discipline of
linguistics, information engineering, and artificial intelligence,
initially designed for processing a large amount of natural
language data, provides an innovative avenue for PRO research
with potential clinical applications [18]. However, the validity
of applying this method to evaluate PROs in oncology is
understudied.

Application of NLP for PRO Analysis
NLP techniques have been applied to process unstructured or
nonquantitative clinical data in medical notes for classifying or
predicting health status (eg, risk of heart disease and stage of
cancer) through information extraction, semantic representation
learning, and outcome prediction [19]. Recently, NLP
applications have been extended to unstructured PRO and
symptom data stored in electronic medical records (EMRs)
[20,21]. A review study [22] found that most previous NLP
applications for unstructured PRO data largely focused on
rule-based classifications (eg, extracting prespecified keywords
or phrases from free text to identify cancer-related symptoms
[23]), followed by machine learning (ML) approach (eg,
conditional random field model [20], support vector machine
[SVM] [24], and boosting regression tree [25]) to analyze
associations with clinical outcomes.

The method of capturing the features of unstructured PROs is
an emerging area of research [26]. Compared with rule-based
extraction, the ML/deep learning–based NLP methods, including
the context-independent or static (eg, term frequency–inverse
document frequency [TF-IDF] [27], global vectors for word
representation [GloVe] [28], and Word2vec [29]), and
context-dependent or dynamic (eg, bidirectional encoder
representations from transformers [BERT]; [30]) distributed
representation methods are more suitable for processing
unstructured PROs. Typically, context-dependent methods can
capture the meaning of polysemous words, which substantially
improves the flexibility and validity of analyzing unstructured
PRO data.

Objective
To facilitate clinical decisions, our long-term goal is to collect
PROs from survivor-caregiver-clinician conversations and apply
NLP/ML methods to characterize meaningful PROs. Through
in-depth interviews with childhood survivors of cancer and
caregivers, this study evaluates the validity of using different
novel NLP/ML methods (Word2vec/ML and BERT) to
characterize 2 most common symptom domains (pain
interference and fatigue) in child and adolescent survivors of
cancer. The interview data were semantically labeled and coded
by PRO content experts as the gold standard to represent specific
symptom problems (defined as symptom attributes). In contrast
to the static methods (ie, Word2vec/ML), we hypothesize that
the use of dynamic methods (ie, BERT) would yield superior
model performance.

Methods

Study Participants
Study participants were survivors of pediatric cancer and their
caregivers recruited from the After Completion of Therapy
Clinic at St. Jude Children’s Research Hospital (St Jude
hereafter) in Tennessee, United States, between August and
December 2016. Eligible participants were identified from a
list of survivors scheduled for annual follow-up and confirmed
their eligibility through EMRs. We recruited survivors aged 8
to 17 years of age at annual follow-up, at least 2 years off
therapy, and at least 5 years from initial cancer diagnosis. We
excluded survivors who had acute or life-threatening conditions
and required immediate medical care. We recruited caregivers
who were the most knowledgeable of the survivor’s health status
and could speak or read English. Assent from survivors and
consent from caregivers was obtained. The research protocol
was approved by the institutional review board of St Jude.

In-Depth Interview and Data Abstraction
This investigation builds on our previous study that elucidated
the contents of 5 PRO domains (pain interference, fatigue,
psychological stress, stigma, and meaning and purpose) related
to pediatric cancer from survivors and caregivers [15]. We
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randomly assigned 2 domains to each survivor and 2 to 3
domains to each caregiver. PRO domains were assigned
randomly to each survivor and caregiver to elucidate PRO
contents from both survivors and caregivers rather than
comparing PRO discordances between dyadic participants.
Diagnostic and clinical information was abstracted from EMRs.
We designed separate interview guides (Multimedia Appendices
1 and 2) with probes for each PRO domain, audio-recorded the
interviews, transcribed interviews verbatim, and abstracted
meaningful and interpretable sentences (ie, “meaning units”)
[15].

Expert-Labeled Outcomes as the Gold Standard
We used the methods developed in our previous studies to code
the concepts of symptomatic problems collected from interviews
and assigned the concepts to specific attributes [15,31].
Specifically, we began with abstracting the sentences or
paragraphs collected from the interviews that are relevant to the
experiences with particular symptomatic problems, such as
presence, frequency, or intensity, and how these symptomatic
problems affect daily activities (defined as meaning units) and
then mapped the meaning units to analyzable, interpretable
formats that represent the contents of items included in the
Patient-Reported Outcomes Measurement Information System
(PROMIS) banks [32] (defined as meaningful concepts).
Subsequently, we labeled the meaningful concepts by distinct
concepts, including physical, cognitive, and social (defined as
attributes) concepts.

The associations among meaning units, meaningful concepts,
and corresponding attributes are illustrated in Multimedia
Appendix 3. For example, in the pain interference domain, when
a survivor stated that “Can’t play, and go outside when I have
a headache,” we mapped this meaning unit to the meaningful
concept “Hard to do sports or exercise when had pain,” and then
labeled this meaningful concept as the physical attribute. For
the fatigue domain, when a survivor stated that “It’s hard to get
my school work done when I’m tired,” we mapped this meaning
unit to the meaningful concept “Hard to keep up with
schoolwork” and then labeled this meaningful concept as the
cognitive attribute.

In addition, 2 PRO content experts (JLC and CMJ)
independently reviewed the content of each meaning unit
derived from the symptom domains and mapped each meaning
unit to the content of individual items listed in the PROMIS
pain interference and fatigue item banks [32]. In total, 391 and
423 meaning units representing pain interference and fatigue
domains, respectively, were included in the analysis, and each
meaning unit was labeled and coded as problematic symptoms
based on key attributes (physical, cognitive, social, and
unspecified). Discrepancies in the mapping process were
resolved by consensus between 2 senior investigators (CBF and
ICH). PROMIS has applied rigorous standards to develop a
comprehensive list of PRO items, therefore serving as a
foundation for evaluating PRO contents [33-37]. This mapping
process has been adopted in previous research to facilitate the
abstraction and mapping of qualitative data [38-40]. In this
study, the expert-labeled symptoms attributed to each meaning
unit were deemed the gold standard for testing the validity of
NLP/ML methods.

We evaluated the interrater reliability based on the raw
concordance rate (defined as the percentage of coded meaning
units that 2 coders provide concordant ratings), and Cohen κ
statistic (defined as the number of concordant ratings to the
number of discordant ratings while considering the agreement
that is expected by chance). In our study, raw concordance rates
were 88% for the pain interference domain and 86% for the
fatigue domain. Cohen κ statistic was 0.6 for both domains,
which is considered moderate or good reliability for coding
qualitative PRO data [41].

NLP/ML Pipeline
Figure 1 outlines the pipeline of NLP/ML methods consisting
of 2 key components: (1) extracting semantic features from the
unstructured PROs and (2) using expert-labeled attributes of
symptoms to validate NLP/ML–generated semantic features.
We used the Word2vec [29] and BERT [30] methods to create
multivariate semantic features (ie, word vectors) for each word
from the meaning units. The BERT method embeds deep neural
networks as a single step to perform abstraction and validation
for the semantic features of symptom data simultaneously,
whereas Word2vec/ML techniques involve 2 separate steps to
achieve these tasks (Figure 1 and Multimedia Appendix 4).
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Figure 1. The natural language processing and machine learning pipeline to analyze unstructured patient-reported outcomes data. BERT: bidirectional
encoder representations from transformers; PROs: patient-reported outcomes; SVM: support vector machine; XGBoost: extreme gradient boosting.

BERT (Base, Uncased) for PRO Feature Extraction
and Validation
The BERT (base, uncased; or the BERT hereafter), our primary
interest in the NLP method, consists of the multilayer neural
networks known as encoder transformers, and each generates
context-dependent word features by weighting the features of
each word with the other words in the meaning units [30,42].
We used 12 stacked layers of encoders to explore phrase-level,
syntactic, semantic, and contextual information [42].
Specifically, we used the semantic features pretrained by articles
published in BooksCorpus and Wikipedia to generate general
word semantic meanings (pretrained model in Multimedia
Appendix 5 [30,43]). The BERT model is augmented with a
classification component, consisting of a feed-forward neural
network and a softmax layer [44] to classify unstructured PROs
(fine-tuning process in Multimedia Appendices 5 and 6). This
augmented model was fine-tuned by the meaning units collected
from interviews, which adapts the sentence contextual
representation in encoders to the symptom-related contexts, and
the parameters in the classification component were estimated
simultaneously in one step.

Specifically, we used the pretrained model (BERT [base,
uncased]) from the huggingface model repository, which was
a pytorch implementation of the base BERT model [30]. The
pretrained model is essentially based on the text passages
included in BooksCorpus [43] and the English Wikipedia [30].
The weight parameters in the pretrained BERT model were
further fine-tuned with the texts in the meaning units from our
interview data when the BERT model was used for the
downstream classification task of the meaning units through
the BertForSequenceClassification object in the
pytorch_transformers module. The use of BooksCorpus and
Wikipedia is appropriate for our survivors of pediatric cancer

as both contain comprehensive generic terms that capture the
heterogeneous health status experienced by varying survivors
of cancer, ranging from healthy (no late effects and no
symptoms) to ill (severe late effects with severe symptoms).

Word2vec Method for PRO Feature Extraction and
ML for Validation
We used Word2vec, our secondary interest in the NLP method,
to extract semantic features based on the similarity of words in
meaning units. Embedded with a one-level neural network model
(Multimedia Appendix 7), Word2vec defines the semantic
similarity across different words by using a specific word to
search and connect other words nearby, given the hypothesis
that a word’s meaning is given by adjacent words [45,46]. We
adopted the semantic features already pretrained by English
articles from Wikipedia [47,48] to generate and fine-tune the
semantic meanings of the meaning units through our data (Figure
1; Multimedia Appendices 6 and 7).

We used 2 ML methods, including the extreme gradient boosting
(XGBoost) [25] and the SVM [24], to validate the semantic
features derived from Word2vec in associations with the
expert-labeled symptom attributes. ML modeling was used to
account for high dimensional structures of semantic features
created by Word2vec [29] (Multimedia Appendix 7).
Specifically, XGBoost is a robust regression tree approach that
includes multiple simple decision trees to iteratively refine the
model performance by minimizing the difference between the
expected and expert-labeled outcomes. In contrast, SVM is a
classical ML algorithm that aims to find a decision boundary
to separate the semantic features corresponding to the
expert-labeled attributes by minimizing classification errors.
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Alternative Methods for PRO Feature Extraction
In addition to the BERT, Word2vec/SVM, and
Word2vec/XGBoost models, we conducted pilot analyses to
evaluate 6 alternative NLP/ML models, including the
TF-IDF/SVM, GloVe/SVM, and GloVe/XGBoost, as well as
3 extended BERT models (BioBERT, BlueBERT, and Clinical
BERT). Briefly, the TF-IDF is an automatic text analysis that
accounts for the number of times a word appears in a document
and the number of documents that contain the word [27]. The
GloVe method identifies the global word similarity over several
meaning units (ie, our unit of analysis) or the entire interview
[28]. The 3 alternative BERT models for pilot testing included
the BioBERT (base, cased and trained on PubMed 1M) [49],
BlueBERT (base, uncased and trained on PubMed) [50], and
Clinical BERT (base, cased, initialized from BioBERT and
trained on all MIMIC-III notes) [51].

As demonstrated in Multimedia Appendix 8, the areas under
the precision-recall (PR) curves for the BERT model were
significantly superior to the TF-IDF/SVM, GloVe/SVM, and
GloVe/XGBoost (all attributes over 2 symptom domains) and
were significantly superior to the BioBERT, BlueBERT, and
Clinical BERT models (especially physical and cognitive
attributes in the pain interference domain). In addition, the use
of GloVe/SVM, Word2vec/SVM, and Word2vec/XGBoost
methods resulted in statistically nonsignificant differences.
Model performances based on other evaluation metrics were
reported in Multimedia Appendices 9 and 10. As the main
purpose of this study was to identify the NLP/ML model with
optimal performance for symptom assessment, we focused on
comparisons between the BERT model (as a theoretically
optimal method) and the Word2vec model accompanied by
SVM and XGBoost (as a suboptimal method).

Model Training and Evaluation
We used a 5-folder nested cross-validation approach
(Multimedia Appendix 11) to address the issue of small sample
size, including the components of partitioning the training,
validation and test sets, determining the tuning parameters in
ML methods, and generating validation results. Given the
4-attribute classification (physical, cognitive, social, and
unclassified) on each meaning unit, we used a one-versus-rest
binary classifier to classify one attribute (physical, cognitive,
or social) versus the remaining attributes (the reference) for
model training and evaluation [52].

We used standard metrics to test the validity of NLP/ML models,
including precision (ie, positive predictive value), sensitivity
(ie, recall), specificity, accuracy (summarizing true positive and
true negative), F1 score (summarizing sensitivity and positive
predictive values), areas under the receiver operating
characteristic (ROC) curve, and areas under the PR curve. In
the case of imbalanced data (ie, a limited number of meaning
units labeled as attribute presence versus that of the reference),
the PR curve is more suitable than the ROC curve as the former
focuses on precision and sensitivity related to true positive cases
[53]. On the basis of a recommendation [53], we determined
the baseline threshold for each attribute of a symptom domain
as the percentage of meaning units that were rated by 2 coders
or content experts (ie, the gold standard for labeling true
presence of attribute), which represents the precision of a
random guess classifier.

Our NLP framework benefits from the transfer learning
framework, which uses a huge amount of related data in the
public domains to improve the ML application with regular
sample sizes. Specifically, our Word2vec and BERT models or
algorithms were pretrained by millions of health-related
information in the public domains (eg, Wikipedia). Our meaning
units were only used to fine-tune or improve the pretrained
model and as predictive samples. Although our sample size was
not large, it was sufficient to achieve robust validation and
predictive performance. The codes used for BERT modeling
are available on the GitHub website [54]; the fully deidentified
unstructured PRO data used in this study can be shared for
research purposes on user’s request.

Results

Participant Characteristics
Table 1 reports the participant characteristics. The mean (SD)
ages of survivors (N=52) and caregivers (N=35) at interviews
were 13.8 (2.8) and 39.6 (7.0) years, respectively.
Approximately 42% (22/52) of survivors were treated for
noncentral nervous system solid tumors and 33% (17/52) for
leukemia. For meaning units, 391 in the pain interference
domain—of the 391 units, 255 (65.2%) were from survivors,
and 136 (34.8%) were from caregivers—and 423 in the fatigue
domain—of the 423 units, 275 (65%) were from survivors, and
148 (35%) were from caregivers— were labeled and analyzed
accordingly (Multimedia Appendix 12).
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Table 1. Characteristics of study participants (N=87).

Caregivers (n=35)Survivors (n=52)Characteristics

39.6 (7.0)13.8 (2.8)Age at evaluation (years), mean (SD)

Sex, n (%)

32 (91)31 (61)Female

3 (9)20 (39)Male

Race or ethnicity, n (%)

24 (69)30 (59)White, non-Hispanic

10 (29)14 (28)Black, non-Hispanic

1 (3.0)7 (14)Other

Cancer diagnosis, n (%)

N/Ab22 (42)Non-CNSa solid tumor

N/A17 (33)Leukemia

N/A9 (17)CNS malignancy

N/A4 (8.0)Lymphoma

aCNS: central nervous system.
bN/A: not applicable.

Sensitivity, Specificity, Precision, and Accuracy for
Pain Interference
Table 2 reports the model performance for the pain interference
domain based on survivor and caregiver data. For the sensitivity
metric, compared with Word2vec/SVM and
Word2vec/XGBoost, BERT generated higher values in
identifying problems with 3 attributes (physical, cognitive, and
social); however, the values were largely <0.6. In contrast, all
3 methods produced specificity of >0.9, and Word2vec/XGBoost

produced higher values in identifying problems with 3 attributes
compared with BERT and Word2vec/SVM. For F1-statistics,
BERT yielded higher values for all 3 attributes compared with
Word2vec/SVM and Word2vec/XGBoost. BERT yielded higher
accuracy for all 3 attributes compared with Word2vec/SVM
and Word2vec/XGBoost; the values were all >0.8, specifically
0.931 (95% CI 0.905-0.957), 0.916 (95% CI 0.887-0.941), and
0.870 (95% CI 0.836-0.903) for cognitive, social, and physical
attributes, respectively.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e26777 | p.892https://www.jmir.org/2021/11/e26777
(page number not for citation purposes)

Lu et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 2. Performance of natural language processing/machine learning models for pain interference domain by 3 symptom attributes.

AUPRCb (95%
CI)

AUROCCa (95%
CI)

F1 (95% CI)Accuracy (95%
CI)

Specificity
(95% CI)

Sensitivity
(95% CI)

Precision
(95% CI)

Attributes and models

Physical

0.677 (0.568-
0.770)

0.875 (0.824-
0.948)

0.585 (0.467-
0.683)

0.870 (0.836-
0.903)

0.950
(0.924-
0.972)

0.507
(0.387-
0.618)

0.692
(0.555-
0.811)

BERTc

0.623
(0.5090.743)

0.868 (0.826-
0.922)

0.486 (0.362-
0.594)

0.859 (0.824-
0.893)

0.969
(0.948-
0.987)

0.366
(0.262-
0.479)

0.722
(0.562-
0.867)

Word2vec/SVMd

0.553 (0.437-
0.659)

0.830 (0.769-
0.888)

0.442 (0.318-
0.551)

0.852 (0.813-
0.887)

0.969
(0.949-
0.987)

0.324
(0.221-
0.435)

0.697
(0.528-
0.857)

Word2vec/XGBooste

Cognitive

0.818 (0.735-
0.917)

0.923 (0.879-
0.997)

0.675 (0.543-
0.779)

0.931 (0.905-
0.957)

0.980
(0.964-
0.994)

0.583
(0.432-
0.735)

0.800
(0.657-
0.935)

BERT

0.609 (0.434-
0.761)

0.900 (0.863-
0.957)

0.521 (0.361-
0.648)

0.910 (0.882-
0.939)

0.983
(0.967-
0.994)

0.396
(0.254-
0.533)

0.760
(0.583-
0.920)

Word2vec/SVM

0.474 (0.321-
0.630)

0.828 (0.748-
0.905)

0.328 (0.178-
0.474)

0.895 (0.867-
0.926)

0.991
(0.980-
1.000)

0.208
(0.104-
0.333)

0.769
(0.500-
1.000)

Word2vec/XGBoost

Social

0.566 (0.402-
0.750)

0.857 (0.786-
0.918)

0.560 (0.410-
0.690)

0.916 (0.887-
0.941)

0.966
(0.946-
0.983)

0.500
(0.349-
0.652)

0.636
(0.461-
0.800)

BERT

0.309 (0.173-
0.426)

0.804 (0.742-
0.878)

0.082 (0.035-
0.200)

0.885 (0.854-
0.916)

0.986
(0.973-
0.997)

0.048 (0-
0.118)

0.286 (0-
0.668)

Word2vec/SVM

0.304 (0.148-
0.420)

0.786 (0.728-
0.850)

0.196 (0.072-
0.343)

0.895 (0.864-
0.923)

0.989
(0.977-
0.997)

0.119
(0.029-
0.229)

0.556
(0.222-
0.875)

Word2vec/XGBoost

aAUROCC: area under the receiver operating characteristic curve.
bAUPRC: area under precision-recall curve.
cBERT: bidirectional encoder representations from transformers.
dSVM: support vector machine.
eXGBoost: extreme gradient boosting.

Sensitivity, Specificity, Precision, and Accuracy for
Fatigue
Table 3 reports the model performance for the fatigue domain
based on the survivor and caregiver data. For sensitivity, the
BERT method generated higher values in identifying problems
with 3 attributes compared with Word2vec/SVM and
Word2vec/XGBoost; however, the values were largely <0.5,
except cognitive attributes (0.757). In contrast, all 3 methods
produced specificity >0.9, and Word2vec/SVM produced higher

values in identifying problems with 3 attributes compared with
BERT and Word2vec/XGBoost. The BERT model yielded
higher F1-statistics for all 3 individual attributes compared with
Word2vec/SVM and Word2vec/XGBoost. In addition, the
BERT model produced higher accuracy for all 3 attributes
compared with Word2vec/SVM and Word2vec/XGBoost; the
values were all >0.8, specifically 0.929 (95% CI 0.903-0.953),
0.917 (95% CI 0.891-0.943), and 0.832 (95% CI 0.794-0.867)
for cognitive, social, and physical attributes, respectively.
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Table 3. Performance of natural language processing/machine learning models for fatigue domain by 3 symptom attributes.

AUPRCb (95%
CI)

AUROCCa (95%
CI)

F1 (95% CI)Accuracy (95%
CI)

Specificity
(95% CI)

Sensitivity
(95% CI)

Precision
(95% CI)

Attributes and models

Physical

0.537 (0.443-
0.634)

0.775 (0.723-
0.848)

0.496 (0.384-
0.593)

0.832 (0.794-
0.867)

0.929
(0.901-
0.956)

0.427
(0.315-
0.538)

0.593
(0.468-
0.717)

BERTc

0.375 (0.224-
0.474)

0.726 (0.670-
0.780)

0.130 (0.048-
0.227)

0.810 (0.770-
0.848)

0.988
(0.974-
0.997)

0.073
(0.026-
0.136)

0.600
(0.286-
0.900)

Word2vec/SVMd

0.461 (0.338-
0.575)

0.726 (0.665-
0.798)

0.370 (0.250-
0.474)

0.822 (0.784-
0.858)

0.956
(0.934-
0.977)

0.268
(0.169-
0.364)

0.595
(0.432-
0.773)

Word2vec/XGBooste

Cognitive

0.855 (0.791-
0.930)

0.948 (0.922-
0.979)

0.779 (0.697-
0.855)

0.929 (0.903-
0.953)

0.963
(0.941-
0.981)

0.757
(0.652-
0.854)

0.803
(0.696-
0.895)

BERT

0.730 (0.632-
0.855)

0.917 (0.886-
0.951)

0.552 (0.418-
0.657)

0.889 (0.861-
0.917)

0.983
(0.968-
0.994)

0.414
(0.292-
0.535)

0.829
(0.690-
0.946)

Word2vec/SVM

0.659 (0.550-
0.782)

0.860 (0.817-
0.924)

0.584 (0.468-
0.684)

0.889 (0.858-
0.917)

0.972
(0.953-
0.988)

0.471
(0.359-
0.586)

0.767
(0.625-
0.884)

Word2vec/XGBoost

Social

0.561 (0.434-
0.741)

0.796 (0.704-
0.912)

0.521 (0.379-
0.658)

0.917 (0.891-
0.943)

0.976
(0.960-
0.990)

0.422
(0.289-
0.568)

0.679
(0.500-
0.848)

BERT

0.393 (0.203-
0.534)

0.817 (0.756-
0.881)

0.259 (0.102-
0.406)

0.905 (0.877-
0.929)

0.995
(0.987-
1.000)

0.156
(0.057-
0.267)

0.778
(0.429-
1.000)

Word2vec/SVM

0.330 (0.154-
0.436)

0.780 (0.706-
0.850)

0.271 (0.118-
0.415)

0.898 (0.868-
0.924)

0.984
(0.971-
0.995)

0.178
(0.068-
0.300)

0.571
(0.286-
0.833)

Word2vec/XGBoost

aAUROCC: area under the receiver operating characteristic curve.
bAUPRC: area under precision-recall curve.
cBERT: bidirectional encoder representations from transformers.
dSVM: support vector machine.
eXGBoost: extreme gradient boosting.

Area Under the ROC Curves for Pain Interference
and Fatigue
Figure 2 (upper) displays the specific NLP/ML method that had
the highest area under the ROC curves for each attribute
(detailed results in Tables 2 and 3). The diagonal line represents
the random guess (ie, reference). For the pain interference
domain (left panel), the BERT model was superior to the
Word2vec/SVM and Word2vec/XGBoost models, and the areas
under the ROC curve were 0.923 (95% CI 0.879-0.997) for

cognitive, 0.875 (95% CI 0.824-0.948) for physical attributes,
and 0.857 (95% CI 0.786-0.918) for social attributes. For the
fatigue domain (right panel), the BERT model was superior to
the Word2vec/SVM and Word2vec/XGBoost models, and areas
under the ROC curve were (0.948, 95% CI 0.922-0.979) for
cognitive and 0.775 (95% CI 0.723-0.848) for physical
attributes. The values of BERT were significantly higher in
identifying problems with cognitive attributes in both pain
interference and fatigue domains compared with
Word2vec/XGBoost (P<.05; Multimedia Appendix 13).
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Figure 2. Area under the receiver operating characteristic curves and precision-recall curves for the best models of pain interference domain (left
column) and fatigue domain (right column) by 3 symptom attributes. BERT: bidirectional encoder representations from transformers; PR: precision
recall; ROC: receiver operating characteristic; SVM: support vector machine.

Area Under the PR Curves for Pain Interference and
Fatigue
Figure 2 (lower) displays the specific NLP/ML method that had
the highest area under the PR curves for each attribute (see
detailed results in Tables 2 and 3). The horizontal line at the
bottom represents a random guess (ie, reference). For the pain
interference domain (left panel), the BERT model was superior
to the Word2vec/SVM and Word2vec/XGBoost models, and
the areas under the PR curve were 0.818 (95% CI 0.735-0.917)
for cognitive, 0.677 (95% CI 0.568-0.770) for physical
attributes, and 0.566 (95% CI 0.402-0.750) for social attributes.
For the fatigue domain (right panel), the BERT models were
superior to the Word2vec/SVM and Word2vec/XGBoost
models, and areas under the PR curve were 0.855 (95% CI
0.791-0.930) for cognitive, 0.561 (95% CI 0.434-0.741) for
social attributes, and 0.537 (95% CI 0.443-0.634) for physical
attributes. In addition, the values of BERT were significantly
higher in identifying problems with cognitive and social
attributes in both pain interference and fatigue domains
compared with both Word2vec/SVM and Word2vec/XGBoost
(P<.05; Multimedia Appendices 13 and 14).

Discussion

Principal Findings
Very limited studies have demonstrated the feasibility of
applying NLP/ML methods to extract semantic features from
unstructured PROs. This study applied different NLP/ML
models to analyze PRO assessment in pediatric cancer
survivorship, with a special focus on young survivors of
pediatric cancer aged <18 years as a vulnerable population, and
used rigorous methods to validate the performance of NLP/ML
models. The results suggest that the BERT method outperformed
the Word2vec/ML methods across different validation metrics
in both the physical interference and fatigue symptom domains.
Specifically, the BERT method yielded higher accuracy (>0.8),
larger area under the ROC curve (>0.8, except for the social
attribute in fatigue domain), and a larger area under the PR
curve in identifying problems with all 3 attributes over 2
symptom domains compared with the Word2vec/SVM and
Word2vec/XGBoost methods. The models with higher accuracy
were characterized by high specificity (>0.9) but low sensitivity
(<0.5) for all 3 attributes and 2 symptom domains.

The findings of high specificity and low sensitivity suggest that
our NLP/ML algorithms can be used to identify problematic
symptoms (ie, diagnostic confirmation) rather than for symptom
screening. However, if the default threshold (ie, 0.5) for ROC
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curves was changed to a lower value that mimics the proportion
of meaning units labeled as the presence of the problematic
attribute, both specificity and sensitivity will reach the level of
0.7-0.8. How to use NLP/ML techniques to convert unstructured
PROs into semantic features and transform the data into
meaningful diagnostic information for clinical decision-making
is an emerging topic [20,55]. It is important to extend our
NLP/ML pipeline to assess other aspects of symptom problems
(eg, severity and interference) for cancer populations and in a
longitudinal context, which is valuable for detecting changes
in symptom patterns and identifying early signs of adverse
events [22,56,57].

Comparisons of Model Performance
In both symptom domains, the performance of NLP/ML
techniques (accuracy, F1 value, and areas under ROC and PR
curves) in identifying problems with cognitive attributes was
superior to physical and social attributes. Interestingly, model
validity based on data collected from survivors and caregivers
was slightly better than that of survivors alone (Multimedia
Appendices 15 and 16). This finding is in part because of the
inclusion of complementary information from survivors and
caregivers and the increase in sample size.

The superior performance of NLP/ML techniques suggests the
usefulness of interview-based methods for collecting
unstructured PRO data to complement the survey-based methods
that contain a prespecified fixed content of PROs in follow-up
care among survivors of cancer. Using our validated NLP/ML
algorithms to automatically abstract and label the semantic
features of unstructured PROs derived from interviews
represents an efficient strategy for collecting PRO data from
busy clinics. Our NLP/ML approach can be extended to analyze
other forms of unstructured PROs (eg, documented
patient-clinician conversations and medical notes in EMRs)
when data are available. Other novel technologies (eg,
audio-recorded PROs) also deserve investigation in analyzing
unstructured PROs. Multimodal sentiment analysis [58], which
investigates affective states by extracting textual and audio
features, can be combined with the semantic features from NLP
to obtain a comprehensive understanding of survivors’ PROs.
The successful application of NLP/ML for PRO assessment
ideally requires the implementation of integrated platforms that
interconnect the EHR-based medical note systems, NLP/ML
analytics, and supportive tools for result display, clinical
interpretation, and treatment recommendation [20,59-61]. The
integrated platforms will facilitate clinicians in clinical
decision-making for caring for survivors of cancer whose
complex late medical effects can be predicted by the
deterioration of symptoms and clinical parameters.

The superior performance of BERT to the Word2vec/ML
method is because of the flexible design of BERT that accounts
for contextual information of PROs. Basically, BERT includes
multilayer deep neural networks (illustrated in self-attention
layers of the fine-tuning process; Multimedia Appendix 5) to
enable flexible feature extraction at different levels, such as
syntactic, semantic, and contextual information. In comparison,
Word2vec includes a one-level shallow neural network with
limited flexibility. Uniquely, the semantic features derived by

BERT capture different meanings of the same word in different
contexts, whereas Word2vec generates static semantic features
for each word that does not vary in different contexts.

Different NLP Methods for Analyzing Unstructured
PRO Data
The clinical application of NLP/ML in PRO research is still in
its infancy. This study used the BERT model pretrained by
Wikipedia and BooksCorpus to generate general semantic
features as a starting point. The use of BooksCorpus and
Wikipedia is appropriate for survivors of pediatric cancer,
resulting in satisfactory model performance. This is because
BooksCorpus and Wikipedia contain comprehensive generic
terms that capture the heterogeneous health conditions
experienced by various populations, including survivors of
cancer, ranging from healthy (no late effects and no symptoms)
to ill (severe late effects with severe symptoms). Alternatively,
BERT models can be pretrained using larger free text data to
generate comprehensive features of PROs. Similar methods
may include SciBERT [62], trained by texts in Semantic
Scholar; BioBERT [49], trained by texts in PubMed; and
Clinical BERT [51], trained by clinical notes in MIMIC-III [63].
In addition, the health knowledge graph [64] can be used to
integrate different concepts from various data elements in
multiomics frameworks (including unstructured PROs in
medical notes, structured PROs from patient survey, imaging,
genetics, and treatment profiles), and analyze complex
relationships among these data to improve evaluations of
survivorship outcomes through a multitask learning framework
[65].

Limitations
This study contains several limitations. First, our samples were
limited to survivors of pediatric cancer who were treated at a
single institution. However, our samples represent diverse
diagnoses, ages, races and ethnicities, and families residing in
counties with poverty levels similar to the national average [15].
Second, we only analyzed pain interference and fatigue domains
and restricted them to 3 key attributes of symptoms. Future
studies are encouraged to apply our NLP/ML pipeline to analyze
other PRO domains and include more comprehensive attribute
classifications. Third, our data were collected cross-sectionally,
which merely provides a snapshot of PROs. Future studies are
needed to test the validity of abstracting longitudinal
unstructured PROs to identify time-dependent patterns. In
summary, we demonstrated a robust validity of NLP/ML
algorithms in abstracting and analyzing unstructured PROs
collected from interviews with childhood survivors of cancer
and caregivers. These promising results suggest the utility of
NLP/ML methods in future works for monitoring survivors’
PROs and the opportunity of extending our methods to other
PRO domains and data collection systems (eg, audio-recorded
or medical notes) under a unified platform that integrates
EHR-based data collection systems, NLP/ML analytics, and
supportive tools for interpretation of results and treatment
recommendations. Integration of NLP/ML-based PRO
assessment to complement other clinical data will facilitate the
improvement of follow-up care for survivors of cancer.
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Abstract

Background: With the rise of digital health technologies and telemedicine, the need for evidence-based evaluation is growing.
Patient-reported outcome measures (PROMs) and patient-reported experience measures (PREMs) are recommended as an essential
part of the evaluation of telemedicine. For the first time, a systematic review has been conducted to investigate the use of PROMs
and PREMs in the evaluation studies of telemedicine covering all application types and medical purposes.

Objective: This study investigates the following research questions: in which scenarios are PROMs and PREMs collected for
evaluation purposes, which PROM and PREM outcome domains have been covered and how often, which outcome measurement
instruments have been used and how often, does the selection and quantity of PROMs and PREMs differ between study types
and application types, and has the use of PROMs and PREMs changed over time.

Methods: We conducted a systematic literature search of the MEDLINE and Embase databases and included studies published
from inception until April 2, 2020. We included studies evaluating telemedicine with patients as the main users; these studies
reported PROMs and PREMs within randomized controlled trials, controlled trials, noncontrolled trials, and feasibility trials in
English and German.

Results: Of the identified 2671 studies, 303 (11.34%) were included; of the 303 studies, 67 (22.1%) were feasibility studies,
70 (23.1%) were noncontrolled trials, 20 (6.6%) were controlled trials, and 146 (48.2%) were randomized controlled trials.
Health-related quality of life (n=310; mean 1.02, SD 1.05), emotional function (n=244; mean 0.81, SD 1.18), and adherence
(n=103; mean 0.34, SD 0.53) were the most frequently assessed outcome domains. Self-developed PROMs were used in 21.4%
(65/303) of the studies, and self-developed PREMs were used in 22.3% (68/303). PROMs (n=884) were assessed more frequently
than PREMs (n=234). As the evidence level of the studies increased, the number of PROMs also increased (τ=−0.45), and the
number of PREMs decreased (τ=0.35). Since 2000, not only has the number of studies using PROMs and PREMs increased, but
the level of evidence and the number of outcome measurement instruments used have also increased, with the number of PREMs
permanently remaining at a lower level.

Conclusions: There have been increasingly more studies, particularly high-evidence studies, which use PROMs and PREMs
to evaluate telemedicine. PROMs have been used more frequently than PREMs. With the increasing maturity stage of telemedicine
applications and higher evidence level, the use of PROMs increased in line with the recommendations of evaluation guidelines.
Health-related quality of life and emotional function were measured in almost all the studies. Simultaneously, health literacy as
a precondition for using the application adequately, alongside proper training and guidance, has rarely been reported. Further
efforts should be pursued to standardize PROM and PREM collection in evaluation studies of telemedicine.
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Introduction

Background
With the rise of digital health technologies and telemedicine
services, the need for evidence-based evaluation is growing [1].
Over the past years, several evaluation guidelines that address
study types, outcomes, and patient perspectives, among other
requirements have been published [2-7]. The two best-known
and most commonly used evaluation guidelines are the Model
for Assessment of Telemedicine (MAST) applications [2] and
the evidence standards framework for digital health technologies
of the English National Institute for Health and Care Excellence
(NICE framework) [3]. They have been used in several
evaluation studies over the years [1,8-10].

Focusing on outcomes, MAST provides the following elements
as part of a multidisciplinary evaluation of telemedicine
applications: clinical effectiveness, patient perspective, safety,
economic aspects, organizational aspects, and sociocultural,
ethical, and legal aspects [2]. The patient’s perspective is
evaluated by patient-reported outcome measures (PROMs),
such as health-related quality of life (HRQoL) or behavioral
outcomes, the latter being relevant when focusing on the domain
of clinical effectiveness. In addition, patient-reported experience
measures (PREMs) should be a part of the evaluation to assess
satisfaction and acceptance, understanding of information,
confidence in the treatment, ability to use the application, and
empowerment [2]. The NICE framework provides minimum
evidence standards and best practice standards for the evaluation
of digital health technologies according to the degree of the
treatment. Among them are, for example, the demonstration of
effectiveness, use of behavior change techniques, and economic
aspects. It also recommends the assessment of patient-centered
outcomes in complex digital health technologies and specifically
states that many of these outcomes should be measured using
PROMs [3]. This demonstrates the importance of PROM and
PREM in the context of evaluation studies of telemedicine
applications.

The US Food and Drug Administration refers to PROMs as
“any reports coming directly from patients about how they
function or feel in relation to a health condition and its therapy,
without interpretation of the patient’s responses by a clinician,
or anyone else” [11]. These reports are ideally collected using
validated outcome measurement instruments (OMIs), which
are regarded as cost-effective, efficient, and scalable, especially
in the early stages of development of an innovative intervention
[1]. In addition, PROMs are classified according to generic,
disease-specific, and target group–specific OMIs [12].

OMIs that quantify the experience, satisfaction, acceptance, or
quality of care from the patients’perspective are called PREMs.
The goal of PREMs is to measure and report whether the

provided care meets the expectations of the patients. Thus,
PREMs are an indicator of patient centeredness and service
quality in health care [13].

In the past, PROMs and PREMs have been used to evaluate the
effectiveness and quality of care achieved when implementing
telemedicine applications. Reviews of evaluation studies
regarding telemedicine applications showed that single outcome
domains such as HRQoL and psychological outcomes were
used for specific use cases, such as inflammatory bowel disease
management [14], adherence, self-efficacy, and self-management
for medication management [15]. PREMs were used, for
example, to measure satisfaction with knee pain management
[16].

In summary, PROMs and PREMs have been recommended and
already used for the evaluation of telemedicine applications.
However, to the best of our knowledge, no systematic review
exists to date that investigates the characteristics of the use of
PROMs and PREMs in evaluation studies of telemedicine
applications irrespective of application type and medical
purpose.

It is still not known which and how often outcome domains and
OMIs have been used in evaluation studies and whether the
selection and frequency differ by the characteristics of the
telemedicine application and the chosen study type. Our
systematic review was conducted to close this research gap.

Objectives
This review aims to investigate the following research questions:

1. In which scenarios have PROMs and PREMs been collected
for evaluation purposes?

2. Which PROM and PREM outcome domains have been
covered and how often?

3. Which OMIs have been used and how often?
4. Did the selection and quantity of PROMs and PREMs differ

between study types and application types?
5. Has the use of PROMs and PREMs in evaluation studies

changed over time?

Furthermore, we will assess the extent to which the results can
be transferred to use cases that have been derived from frequent
combinations of application types and medical purposes.

Methods

Systematic Literature Research
To identify relevant articles, we conducted an electronic
database search on MEDLINE and Embase. On the basis of the
Population, Intervention, Comparison, Outcome, Studies
scheme, the following inclusion and exclusion criteria were
defined (Textbox 1):
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Textbox 1. Inclusion and exclusion criteria.

Patients

• Inclusion criteria

• All patient groups with an indication for telemedicine care

• Exclusion criteria

• No patient group using telemedicine

Intervention

• Inclusion criteria

• Telemedicine applications with patients as main users

• Exclusion criteria

• Telemedicine applications with no patients as main users, for example, telecommunication between health professionals

• Telemedicine services containing a single telephone call or electronic message

• Telemedicine intervention addresses more than one International Statistical Classification of Diseases and Related Health Problems, 10th
revision chapter (however, multiple conditions allowed within one International Statistical Classification of Diseases and Related Health
Problems, 10th revision chapter); no telemedicine

Control

• Inclusion criteria

• Nontelemedical standard care (treatment as usual) or prospective designs

• Exclusion criteria

• Telemedicine versus telemedicine

Outcome

• Inclusion criteria

• Patient-reported outcome measures or patient-reported experience measures

• Exclusion criteria

• No patient-reported outcome measures or patient-reported experience measures

Studies

• Inclusion criteria

• Feasibility studies, noncontrolled trials, controlled trials, and randomized controlled trials

• Publications in English or German language

• No limitations on the date of publication

• Exclusion criteria

• Papers about telemedicine in general, guidelines and handbooks

• Reviews

• Case reports

• Retrospective studies

• Qualitative studies

• No English or German language

The search string (Multimedia Appendix 1) was based on 2
previous studies. The part dealing with the assessment of

telemedicine applications is based on a review by Arnold and
Scheibe et al [4], which aimed to identify standards for the
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evaluation of telemedicine applications. The part of the search
string covering PROMs and PREMs is based on the PROM
Group Construct and Instrument Type Filters of the University
of Oxford [17]. This search string has already proven itself in
the design of other reviews [18,19]. The search query was
performed on April 2, 2020.

Development of Data Extraction Matrix and Used
Taxonomies
A matrix was developed as the basis for data extraction. The
studies were categorized by (1) study type (feasibility study,
noncontrolled trial, controlled trial, and randomized controlled
trial [RCT]), (2) medical purpose (first letter of International
Statistical Classification of Diseases and Related Health
Problems, 10th revision [ICD-10] classification [20]), and (3)
application type based on the taxonomy developed by Harst et
al [21,22]. This taxonomy was chosen because of its
development based on empirical data, which allows its use in
quantifying and statistically analyzing the characteristics of
telemedicine applications. This taxonomy differentiates between
6 different application types: (1) teleconsultation, a process of
providing health care from health care providers to patients over
a distance [23]; (2) telediagnostics, a process where a disease
is identified over a distance [24]; (3) teleambulance or
tele-emergency, a process where emergency care is assisted or
data are collected during an emergency over a distance [25];
(4) telemonitoring, a process of data collection over a distance
for the purpose of medical decision-making [23,26,27]; (5)
telerehabilitation, a process of data collection over a distance
for the purpose of coping with the long-term consequences of
a disease or an impairment [28]; and (6) digital
self-management, a process to promote responsibility for one’s
own health and to encourage health literacy [29,30]. The
classification into application types is intended to be the basis

for subsequent subgroup analyses and has already been proven
useful for this purpose in other systematic reviews evaluating
telemedicine interventions [31,32].

All studies have been reviewed for the use of PROMs and
PREMs; both could be represented by established and potentially
validated OMIs, which were used frequently in nontelemedicine
trials, or OMIs developed especially for the study in question.
The OMIs were checked to verify whether they were established
instruments or had been developed specifically for a study
(SELF_PROM and SELF_PREM). The availability of a
validation study served as an indicator of an established
instrument. The psychometric properties of the OMIs were
irrelevant for the classification into established and
self-developed measures, as assessing the quality of the
instrument was not within the scope of the review. The
assignment of the OMIs to the individual outcome domains
took place in an iterative process. In the first step, paraphrases
were freely assigned to the OMIs. In the second step, the
paraphrases were collected, mapped, and the corresponding
categories were developed by the reviewers (AK and SH). The
preliminary work of the Core Outcome Measures in
Effectiveness Trials initiative provided the framework for the
development of categories [33] but was supplemented by
additional domains or modified where required. This was
necessary, as the Core Outcome Measures in Effectiveness
Trials initiative’s taxonomy does not sufficiently describe and
categorize PREMs to fit the purpose of this review; thus, they
had to be developed inductively from the collected and mapped
paraphrases. Furthermore, categories were assigned to either
the PROM or PREM areas. In the third step, OMIs were
assigned to the previously defined outcome domains. To ensure
objectivity in the assignment of outcome domains, the reviewers
wrote a codebook in advance (Table 1).
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Table 1. Codebook of the outcome domains.

DescriptionaDomain

PROMb

Measures the HRQoL of the respondentHRQoLc

Measures the extent to which the illness affects the physical function of the respondentPhysical function

Measures the extent to which the illness affects the social function of the respondentSocial function

Measures the extent to which the illness affects the emotional function of the respondentEmotional function

Measures the extent to which the illness affects the cognitive function and disease perception of the respondentCognitive function

Measures the respondent’s ability to avoid, alleviate, or live with a diseaseHealth literacy

Measures complaints caused by therapeutic measuresSide effects

Measures the active role of the patient in the implementation of a therapyAdherence

PREMd

Deals with the experience of the medical component of a telemedical interventionTreatment

Deals with the experience of the technical component of a telemedical interventionTechnology

Measures the general or overarching satisfaction with the telemedical intervention; satisfaction does not specifically
target the medical or technical components of a telemedical intervention

Satisfaction

aThe domain contains outcome measurement instruments.
bPROM: patient-reported outcome measure.
cHRQoL: health-related quality of life.
dPREM: patient-reported experience measure.

Data Extraction
The developed matrix provided the basis for subsequent data
extraction. The extraction of paper characteristics and
information concerning study type, medical purpose, and
application type was performed by 1 reviewer (AK) because of
the limited risk of misinterpretation. A total of 2 reviewers (AK
and SH) independently performed the assignment of OMIs to
PROM and PREM outcome domains based on the developed
codebook. In case of any disagreement, assignments were
discussed and resolved by consent. The complete data extraction
matrix can be found in Multimedia Appendix 1.

Statistical Analysis
For the descriptive analysis, absolute and relative frequencies,
mean values, and SDs were calculated for the individual
outcome domains and for PROMs and PREMs. The calculations
were performed once for all included studies as a whole and
also individually for all study and application types. Correlation
analyses according to Pearson for metric data and Kendall tau-b
for ordinal data were performed to check the strength of
dependencies.

To examine the transfer of results to individual subgroups, 3
use cases were selected from frequent combinations of medical

purpose and application types. For this purpose, the frequent
outcome domains and study types were determined and
descriptively compared with the overall results.

Results

Study Selection
Overall, the electronic search resulted in 2671 hits. Of the 2671
studies, 2136 (79.97%) studies were included in the title abstract
screening after removing duplicates. A total of 2 reviewers (AK
and LH) performed this step. AK screened all the papers, and
LH screened a sample to validate AK’s screening. The match
between the reviewers was 82.3%, which, according to the
AMSTAR 2 (A Measurement Tool to Assess Systematic
Reviews) guidelines [34], legitimizes the examination of only
a sample by a second reviewer. Of the 2136 papers, 627
(29.35%) papers were selected for full-text screening, which
could be conducted by 1 reviewer (AK) because of the strictly
formulated inclusion and exclusion criteria. Of the 627 papers,
303 (48.3%) papers were included in the review (Figure 1). A
complete list of all inclusions can be found in Multimedia
Appendix 2.
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow chart. ICD-10: International Statistical Classification
of Diseases and Related Health Problems, 10th revision; PREM: patient-reported experience measure; PROM: patient-reported outcome measure.

Telemedicine Scenarios
All included studies (n=303) were categorized according to
their medical purpose in terms of the ICD-10 chapter and the
telemedicine application type (Table 2). The most common
ICD-10 chapters were I for diseases of the circulatory system

(51/303, 16.8%), C for neoplasm (47/303, 15.5%), and F for
mental and behavioral disorders (44/303, 14.5%). Studies that
could not clearly be assigned to a chapter were summarized
under the term other (40/303, 13.2%). These studies were
usually telemedicine applications from the fields of primary
prevention, aging, and well-being.
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Table 2. Identified scenarios of telemedicine applications evaluated via patient-reported outcome measures and patient-reported experience measures.

Telerehabilitation
(N=50), n

Telemonitoring
(N=96), n

Teleconsultation
(N=75), n

Digital self-manage-
ment (N=78), n

Telediagnostics
(N=4), n

Teleambulance
(N=0), n

Application type

ICD-10a chapter

000100Ab (N=1), n

023400Bb (N=9), n

421111100Cc (N=47), n

000000Dc,d (N=0), n

1410900Ee (N=24), n

26221310Ff (N=44), n

345300Gg (N=15), n

002010Hh (N=3), n

21222510Ii (N=51), n

592300Jj (N=19), n

040800Kk (N=12), n

013310Ll (N=6), n

771200Mm (N=17), n

013200Nn (N=6), n

100000Oo (N=1), n

000000Pp (N=0), n

010100Qq (N=2), n

000000Rr (N=0), n

200000Ss (N=2), n

110000Tt (N=2), n

000000Vu (N=0), n

000000Zv (N=0), n

313101400Other (N=40), n

aICD-10: International Statistical Classification of Diseases and Related Health Problems, 10th revision.
bA-B: certain infectious and parasitic diseases.
cC-D: neoplasms.
dD: diseases of the blood and blood-forming organs and certain disorders involving the immune mechanism.
eE: endocrine, nutritional, and metabolic diseases.
fF: mental, behavioral, and neurodevelopmental disorders.
gG: diseases of the nervous system.
hH: diseases of the eye and adnexa; diseases of the ear and mastoid process.
iI: diseases of the circulatory system.
jJ: diseases of the respiratory system.
kK: diseases of the digestive system.
lL: diseases of the skin and subcutaneous tissue.
mM: diseases of the musculoskeletal system and connective tissue.
nN: diseases of the genitourinary system.
oO: pregnancy, childbirth, and the puerperium.
pP: certain conditions originating in the perinatal period.
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qQ: congenital malformations, deformations, and chromosomal abnormalities.
rR: symptoms, signs, and abnormal clinical and laboratory findings, not elsewhere classified.
sS: injury, poisoning, and certain other consequences of external causes.
tT: injury, poisoning, and certain other consequences of external causes.
uV: external causes of morbidity.
vZ: factors influencing health status and contact with health services.

Telemonitoring (96/303, 31.7%) was the most frequent type of
application, followed by digital self-management (79/303,
26.1%), teleconsultation (75/303, 24.8%), and telerehabilitation
(50/303, 16.5%), telediagnostics (4/303, 1.3%); there were no
studies with teleambulance (0/303, 0%). The most common
combinations of medical purpose and application type were
diseases of the circulatory system+telemonitoring (22/303,
7.3%), mental and behavioral disorders+teleconsultation
(22/303, 7.3%), diseases of the circulatory
system+telerehabilitation (21/303, 6.9%), and
neoplasm+telemonitoring (21/303, 6.9%). All other
combinations were found in <20 cases. Of the 144 possible
combinations, only 51 (35.4%) were identified in this study.

Use of Outcome Domains
In total, 339 different OMIs were used in 1114 cases in the
included studies (n=303). The OMIs were classified into 89.4%
(303/339) PROMs and 10.6% (36/339) PREMs (Figure 2).
Measurement instruments, which were developed especially
for the individual study and were not listed in databases for
PROMs and PREMs, were summarized in SELF_PROM or
SELF_PREM. Measurement instruments for general satisfaction
with the entire medical treatment process were summed up
under the term SAT for satisfaction, which belongs to the field
of PREMs and includes various forms of Likert scales, visual
analog scales, and other self-developed constructs.

Figure 2. Extraction process of outcome measurement instruments. PREM: patient-reported experience measure; PROM: patient-reported outcome
measure.

Considering all studies, PROMs (881/1114, 79.08%) were used
more frequently than PREMs (233/1114, 20.92%). The
correlation analysis indicated that with an increasing number
of PROMs, the number of PREMs decreased (r=−0.23; Figure
3). Across all studies, 21.4% (64/303) of PROMs and 22.3%
(68/303) of PREMs were self-developed. The frequency of
PROMs used was as follows (in descending order): HRQoL
(310/881, 35.2%), emotional function (244/881, 27.7%),

adherence (103/881, 11.7%), SELF_PROM (77/881, 8.7%),
physical function (57/881, 6.5%), cognitive function (38/881,
4.3%), health literacy (35/881, 4%), social function (9/881, 1%),
and side effects (8/881, 0.9%). The frequency of PREMs used
was as follows (in descending order): general satisfaction
(98/233, 42.1%), SELF_PREM (84/233, 36.1%), treatment
(29/233, 12.4%), and technology (22/233, 9.4%).
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Figure 3. Use of patient-reported outcome measures and patient-reported experience measures by study type. PREM: patient-reported experience
measure; PROM: patient-reported outcome measure.

Considering the number of collected OMIs per study, it became
apparent that most studies used 2-3 OMIs. The maximum
number of OMIs used per study was 13 (Figure 4). Most OMIs
used were PROMs (used in 881/1114, 79.08% of the included
studies). In 15.5% (47/303) of the studies, no PROMs were
used. The maximum was 11 PROMs per study (3/303, 1%). No

PREMs were collected in 45.9% (139/303) of the studies. In
38.6% (117/303) of studies, one PREM was collected per study.
The number declined sharply to 10.6% (32/303) of studies in
which 2 PREMs were collected and fell further to the maximum
of 0.3% (1/303) of studies in which 6 PREMs were collected.

Figure 4. Mean use of patient-reported outcome measures and patient-reported experience measures over time. PREM: patient-reported experience
measure; PROM: patient-reported outcome measure.
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Outcome Measurement Instruments
The most commonly used PROM OMIs were the HRQoL OMIs
EuroQol five-dimension scale [35] in 14.5% (44/303) of studies,
the Short Form 36 [36] in 11.9% (36/303) of studies, and
emotional function, especially depression symptoms, measured
by the Patient Health Questionnaire-9 [37] in 8.9% (27/303) of
studies.

The PREM OMIs that were most commonly used were the
Client Satisfaction Questionnaire-8 to measure treatment

satisfaction [38] in 4% (12/303) of studies and the System
Usability Scale usability OMIs in the domain technology [39]
in 2% (6/303) of studies. The third most frequently used OMI
was the Patient Assessment of Chronic Illness Care OMI, which
also measures treatment satisfaction [40], in 1% (3/303) of
studies, together with the Telehealth Acceptance Measure [41],
used in 1% (3/303) of studies.

The 3 most frequently used OMIs per outcome domain are listed
in Table 3.
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Table 3. Most frequently used outcome measurement instrument per outcome domain.

Share in all studies
(N=303), n (%)

Absolute frequency
(n) and share in the
domain, n (%)

Studies in the
domain, N

Outcome measurement instrument

PROMa

HRQoLb

44 (14.5)44 (14.3)307EuroQol five-dimension scale

36 (11.9)36 (11.7)307Short Form 36

19 (6.3)19 (6.2)307Short Form 12

Physical function

7 (0.2)7 (12.3)57International Physical Activity Questionnaire

4 (1.3)4 (7)57Nottingham Extended Activities of Daily Living Scale

3 (1)3 (5.2)57Active Australia Survey, Activities-specific Balance Scale, and Physical Activ-
ity Scale for the Elderly

Social function

2 (0.7)2 (22.2)9Work Productivity and Activity Impairment Questionnaire

1 (0.3)1 (11.1)9CHAMPS Activities Questionnaire for Older Adults, World Health Organization
Health and Work Performance Questionnaire, Social Phobia Screening Question-
naire, and others

Emotional function

27 (8.9)27 (11.1)244Patient Health Questionnaire-9

23 (7.6)23 (9.4)244Hospital Anxiety and Depression Scale

16 (5.3)16 (6.6)244Center for Epidemiologic Studies Depression Scale

Cognitive function

3 (1)3 (7.3)41Brief Illness Perception Questionnaire

2 (0.7)2 (4.9)41Supportive Care Needs Survey Short Form 34, Supportive Care Needs Survey
Screening Tool 9, and Illness Perception Questionnaire

1 (0.3)1 (2.4)41Body Attitude Test, Functional Activities Questionnaire, Illness Cognition
Questionnaire, and others

Health literacy

3 (1)3 (8.6)35European Heart Failure Self-Care Behaviour Scale and Self-Care of Heart Failure
Index

2 (0.7)2 (5.7)35Health Education Impact Questionnaire, Health Promoting Lifestyle Profile II,
Patient Enablement Instrument, and others

1 (0.3)1 (2.9)35Cancer Empowerment Questionnaire, Diabetes Self-Management Profile, Revised
Heart Failure Compliance, and others

Side effects

1 (0.3)1 (12.5)8Patient Neurotoxicity Questionnaire, Glasgow Antipsychotic Side-Effect Scale,
Side Effects of Anti-epileptic Drugs, and others

Adherence

5 (1.7)5 (4.9)103Morisky Medication Adherence Scale

4 (1.3)4 (3.9)103Medication Adherence Rating Scale

1 (0.3)1 (1)103AIDS Clinical Trails Group Adherence Questionnaire

PREMc

Treatment

12 (4)12 (41.4)29Client Satisfaction Questionnaire

(0.7)2 (6.9)29Diabetes Treatment Satisfaction Questionnaire, Patient Assessment of Chronic
Illness Care, and Patient Satisfaction Questionnaire Short Form
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Share in all studies
(N=303), n (%)

Absolute frequency
(n) and share in the
domain, n (%)

Studies in the
domain, N

Outcome measurement instrument

1 (0.3)1 (3.4)29Canadian Health Care Evaluation Project questionnaire, Patient Experience
Questionnaire, Functional Assessment of Chronic Illness Therapy–Treatment
Satisfaction–Patient Satisfaction, and others

Technology

6 (2)6 (27.3)22System Usability Scale

3 (1)3 (13.6)22Telehealth Acceptance Measure

2 (0.7)2 (12.3)22Post-Study System Usability Questionnaire and Usefulness, Satisfaction, and
Ease of use Questionnaire

aPROM: patient-reported outcome measure.
bHRQoL: health-related quality of life.
cPREM: patient-reported experience measure.

On average, each OMI was used 3.29 times, compared across
all studies; however, most OMIs were only used once (modal
value=1). There was a large variation in the frequency of use
(SD 8.45) of single OMIs. Considering the frequency of use of
single OMIs within the respective outcome domains, even the
most frequently used OMIs, only achieved shares of ≤20% in

the respective domains in most cases. This indicates a high
heterogeneity of PROMs and PREMs used in the single outcome
domains. To show this in a more differentiated manner, Table
4 indicates the absolute number of non–self-developed OMIs
per outcome domain and their absolute frequency of use.

Table 4. Outcome measurement instrument per outcome domain in absolute numbers.

Absolute frequency of uses (N=953), n (%)Outcome measurement instruments (N=337), n (%)Outcome domain

PROMa

310 (32.5)109 (32.3)HRQoLb

57 (6)35 (10.4)Physical function

9 (0.9)8 (2.4)Social function

244 (25.6)92 (27.3)Emotional function

38 (4)28 (8.3)Cognitive function

35 (3.7)16 (4.7)Health literacy

8 (0.8)8 (2.4)Side effects

103 (10.8)6 (1.8)Adherence

PREMc

29 (3)14 (4.2)Treatment

22 (2.3)14 (4.2)Technology

aPROM: patient-reported outcome measure.
bHRQoL: health-related quality of life.
cPREM: patient-reported experience measure.

OMIs that were developed explicitly for use in telemedicine
applications could only be identified for PREMs. These 6 OMIs
were the Telehealth Acceptance Measure (3/233, 1.3%) [41],
Mobile Application Rating Scale (1/233, 0.4%) [42], Patient
Assessment of Communication during Telehealth (1/233, 0.4%)
[43], Service User Technology Acceptability Questionnaire
(1/233, 0.4%) [44], Telemedicine Perception Questionnaire
(1/233, 0.4%) [45], and Telehealth Usability Questionnaire
(1/233, 0.4%) [46]. Telemedicine-specific questionnaires were
used in only 3.4% (8/233) of all PREMs.

Chronological Trends in the Use of PROMs and
PREMs
The included studies were clustered into 5-year groups for
analysis of the evaluation practice development over time
(Figure 5). The year 2020 was not included in the analysis, as
data were only available for the first 4 months of that year. The
number of included studies increased above average over the
years. The share of RCTs doubled every 5 years until 2014 and
then dropped from 68.5% (50/73) to 43.7% (73/166) from 2014
to 2019.
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Figure 5. Number of outcome measurement instruments collected per study. PREM: patient-reported experience measure; PROM: patient-reported
outcome measure.

The average use of PROMs per study, as well as the total
number of OMIs used, steadily increased between 2000 and
2014 and then decreased between 2015 and 2019 (Figure 6).

The mean use of PREMs per study remained at a lower level
permanently compared with PROMs.

Figure 6. Numbers of studies by study type over time. RCT: randomized controlled trial.

To examine the change in the evaluation of telemedicine over
time, the 2000-2004 episode was used as a starting point (Figure
7). The percentage increase or decrease compared with that in
2000-2004 was calculated. In addition, the number of
telemedicine studies, regardless of whether they used a single

PROM and PREM, was determined by hits of the term
telemedicine in MEDLINE per year. These were compared with
the included studies that used PROMs and PREMs for
evaluation.
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Figure 7. Change over time. PREM: patient-reported experience measure; PROM: patient-reported outcome measure.

The number of telemedicine studies has steadily increased over
time. However, the number of studies reporting PROMs and
the number of studies reporting PREMs increased more
compared with MEDLINE hits.

Subgroup Analysis: Application Type
Subgroup analysis for application type was conducted to cluster
the technologies described in the studies according to their
intended medical purpose and to explore differences in the
evaluation approaches. On average, more PROMs were applied

in studies focusing on telerehabilitation (mean 3.82, SD 2.60)
and digital self-management (mean 3.51, SD 2.51) than on
teleconsultation (mean 2.63, SD 2.41), telemonitoring (mean
2.24, SD 1.92), and telediagnostics (mean 1.00, SD 2.00). The
application of PREMs was distributed evenly across all
application types (range of mean values 0.50-1.06). Figure 8
shows the mean values of the PROMs and PREMs used by
application type and compared with the mean values of all
studies. The values for all the application types and outcome
domains can be found in Table 5.
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Figure 8. Use of patient-reported outcome measures and patient-reported experience measures by application type. PREM: patient-reported experience
measure; PROM: patient-reported outcome measure.
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Table 5. Outcomes by application type (N=303).

Telerehabilitation
(n=50)

Telemonitoring
(n=96)

Teleconsultation
(n=75)

Digital self-man-
agement (n=78)

Telediagnostics
(n=4)

AllOutcomes

Mean
value
(SD)

∑Mean
value
(SD)

∑Mean
value
(SD)

∑Mean
value
(SD)

∑Mean
value
(SD)

∑Mean
value
(SD)

∑

PROMa

1.40
(2.60)

1912.24
(1.92)

2152.63
(2.41)

1973.51
(2.49)

2741.00
(2.00)

42.91
(2.40)

884PROM (total)

1.44
(1.05)

720.98
(0.99)

940.87
(1.00)

651.00
(0.50)

780.25
(0.50)

11.02
(1.05)

310HRQoLb

0.52
(0.71)

260.08
(0.28)

80.08
(0.27)

60.22
(0.47)

170.00
(0.00)

00.19
(0.45)

57Physical function

0.02
(0.14)

10.00
(0.00)

00.04
(0.20)

30.06
(0.25)

50.00
(0.00)

00.03
(0.17)

9Social function

0.86
(0.90)

430.44
(0.81)

421.00
(1.48)

751.05
(1.32)

820.50
(1.00)

20.80
(1.18)

244Emotional function

0.20
(0.61)

100.06
(0.28)

60.12
(0.37)

90.17
(0.37)

130.00
(0.00)

00.13
(0.40)

38Cognitive function

0.06
(0.27)

40.15
(0.43)

140.05
(0.28)

40.15
(0.45)

120.25
(0.50)

10.12
(0.38)

37Health literacy

0.04
(0.20)

20.02
(0.14)

20.00
(0.00)

00.05
(0.27)

40.00
(0.00)

00.03
(0.18)

8Side effects

0.38
(0.53)

190.31
(0.55)

300.25
(0.44)

190.45
(0.57)

350.00
(0.00)

00.34
(0.53)

103Adherence

0.28
(0.57)

140.20
(0.45)

190.21
(0.47)

160.36
(0.60)

280.00
(0.00)

00.25
(0.52)

77Self_PROM

PREMc

0.50
(0.79)

250.72
(0.85)

690.92
(1.06)

690.85
(0.93)

661.00
(0.00)

40.77
(0.92)

234PREM (total)

0.06
(0.24)

30.07
(0.26)

70.12
(0.37)

90.13
(0.37)

100.00
(0.00)

00.10
(0.32)

29Treatment

0.12
(0.52)

60.07
(0.26)

70.01
(0.12)

10.09
(0.30)

70.25
(0.50)

10.08
(0.31)

23Technology

0.18
(0.39)

90.27
(0.49)

260.47
(0.60)

350.33
(0.55)

260.50
(0.58)

20.32
(0.53)

98Satisfaction

0.14
(0.4)

70.30
(0.63)

290.32
(0.64)

240.29
(0.58)

230.25
(0.50)

10.28
(0.59)

84Self_PREM

aPROM: patient-reported outcome measure.
bHRQoL: health-related quality of life.
cPREM: patient-reported experience measure.

Subgroup Analysis: Study Type
The second subgroup analysis was conducted based on the study
type to evaluate the use frequency of PROMs and PREMs in
different types of studies and the levels of evidence they were
associated with. Of the 303 studies, 67 (22.1%) feasibility
studies, 70 (23.1%) noncontrolled trials, 20 (6.6%) controlled
trials, and 146 (48.2%) RCTs were identified. The study design
served as an indicator of the evidence level of the studies [5].
The evidence level was determined according to the guidelines
of the Oxford Centre for Evidence-based Medicine [47]. Study
types with evidence level 3, such as feasibility studies (mean

1.66, SD 1.66) and noncontrolled trials (mean 1.66, SD 1.64),
used fewer PROMs than controlled trials (mean 2.65, SD 2.72),
with evidence level 2 or even RCTs (mean 4.12, SD 2.36), with
evidence level 1. An opposite trend was observed for PREMs.
The values for PREMs in order of increasing evidence level
were as follows: feasibility study (mean 1.22, SD 0.87),
noncontrolled trial (mean 1.00, SD 1.14), controlled trial (mean
0.70, SD 0.86), and RCT (mean 0.46, SD 0.71). The correlation
analysis for the relationship between the number of PROMs or
PREMs and the evidence levels resulted in r=−0.50 for PROMs
and r=0.34 for PREMs (Figure 3). Table 6 lists the complete
distribution of outcomes by study type.
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Table 6. Outcomes by study type.

Randomized con-
trolled trial (n=146)

Controlled trial
(n=20)

Noncontrolled trial
(n=70)

Feasibility study (n=67)All (n=301)Outcomes

Mean value
(SD)

∑Mean value
(SD)

∑Mean value
(SD)

∑Mean value
(SD)

∑Mean value
(SD)

∑ 

PROMa

4.12 (2.36)6012.65 (2.72)531.66 (1.64)1161.66 (1.66)1112.91 (2.40)884PROM

1.49 (1.07)2171.10 (0.91)220.54 (0.79)380.49 (0.79)331.02 (1.05)310HRQoLb

0.32 (0.56)470.15 (0.49)30.30 (0.23)40.04 (0.21)30.19 (0.45)57Physical function

0.05 (0.21)70 (0)00.03 (0.17)20 (0)00.03 (0.17)9Social function

1.21 (1.36)1760.55 (1.00)110.00 (0.90)320.37 (0.69)250.80 (1.18)244Emotional function

0.16 (0.57)240.30 (0.57)60.46 (0.23)40.06 (0.24)40.13 (0.40)38Cognitive function

0.13 (0.38)190.15 (0.49)30.06 (0.26)50.12 (0.41)80.12 (0.38)37Health literacy

0.03 (0.16)40 (0)00.07 (0.12)10.04 (0.27)30.03 (0.18)8Side effects

0.44 (0.58)640.15 (0.37)30.01 (0.41)150.31 (0.53)210.34 (0.53)103Adherence

0.29 (0.60)430.25 (0.44)50.21 (0.45)150.21 (0.41)140.25 (0.52)77Self_PROM

PREMc

0.46 (0.71)670.70 (0.86)141.00 (1.44)701.22 (0.87)820.77 (0.92)234PREM

0.14 (0.39)210.05 (0.22)10.04 (0.20)30.06 (0.24)40.10 (0.32)29Treatment

0.05 (0.24)70 (0)00.04 (0.20)30.18 (0.49)120.08 (0.31)23Technology

0.17 (0.38)250.35 (0.59)70.49 (0.63)340.48 (0.59)320.32 (0.53)98Satisfaction

0.10 (0.34)140.30 (0.57)60.43 (0.77)300.51 (0.68)340.28 (0.59)84Self_PREM

aPROM: patient-reported outcome measure.
bHRQoL: health-related quality of life.
cPREM: patient-reported experience measure.

Use Cases
Three use cases were formed to check the results for
transferability and were based on common combinations of
medical purpose and application type. The use cases were
telemonitoring for cancer diseases (21/303, 6.9%),
teleconsultation for mental and behavioral disorders (22/303,
7.3%), and telerehabilitation for cardiovascular diseases (21/303,
6.9%). Although the total number of studies on telemonitoring
for diseases of the circulatory system was 22, we chose to cover
the widest possible range of characteristics within the presented
use cases. Therefore, we opted for telemonitoring for cancer
diseases and telerehabilitation for cardiovascular diseases,
although these have lower numbers.

A descriptive analysis of the distribution of PROMs and PREMs
and their outcome domains was also conducted. Again, the ratio
of PROMs was different from that of PREMs (Figure 9).
Similarly, the proportion of PREMs in the use case of
telemonitoring for cancer diseases with evidence level 3 was
higher than in the other 2 use cases with evidence level 1.
HRQoL and emotional function were found to be the most
frequently used outcome domains in all 3 cases (Table 7). Only
the third most frequent outcome, satisfaction, was case-specific;
it accounted for half of the cases. The results of the entire sample
could be transferred to the 3 use cases, which could be an
indication of the transferability of the review results to specific
use cases.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e30042 | p.919https://www.jmir.org/2021/11/e30042
(page number not for citation purposes)

Knapp et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Figure 9. Use of patient-reported outcome measures and patient-reported experience measures by use cases. PREM: patient-reported experience
measure; PROM: patient-reported outcome measure.

Table 7. Use cases.

Use casesCharacteristics

Telerehabilitation for cardio-
vascular diseases (n=21)

Teleconsultation for mental and
behavioral disorders (n=22)

Telemonitoring for cancer
diseases (n=21)

All studies (n=303)

Most common outcomes

HRQoLEmotional functionHRQoLHRQoLa1

Emotional functionHRQoLEmotional functionEmotional function2

Physical functionSatisfaction and adherenceSatisfactionAdherence3

Evidence level

1131Modus

aHRQoL: health-related quality of life.

Discussion

Summary and Discussion of Main Findings
The aim of this systematic review was to empirically examine
the characteristics of PROM and PREM use in evaluation studies
of telemedicine applications. Owing to the large number of
possible combinations of application types (n=6) and medical
purposes (n=24), there was great heterogeneity in the evaluation
studies. Of the 144 possible combinations, 51 (35.4%) were
identified in this study. However, we were able to answer the
research questions.

PROMs dominated the evaluation of telemedicine applications.
In total, 80% (4/5) of OMIs were PROMs, and only in 14%
(1/7) of studies was no PROM used. On the other hand, PREMs
were used in less than half of the studies, and hardly any of

these PREMs were adapted to telemedical care. The lack of
telemedicine-specific OMIs was apparently compensated for
by the use of self-developed OMIs. This could indicate that the
existing OMIs could not be applied because of the great
heterogeneity of the telemedicine-specific use cases, did not
collect the desired outcomes, or were simply not known to the
evaluation team. The review by Hajesmaeel-Gohari and
Bahaadinbeigy [48] in 2021 examined the use of validated
telemedicine-specific OMIs in the form of PREMs for the
evaluation of telemedicine service quality. The review was able
to identify 59 different PREMs, of which only the 10 most
frequent were mentioned. Our review was able to identify 70%
(7/10) of the most frequent PREMs. However, the frequency
distributions of the OMIs used do not match between the two
reviews, as Hajesmaeel-Gohari and Bahaadinbeigy [48]
identified a higher number of PREMs because of a more specific
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search strategy. They concluded that the use of PREMs for the
evaluation of the quality of telemedicine applications should
be obligatory and needs to be expanded, which also requires
the development of further specific OMIs [48].

The quantity of PREMs decreased with an increasing number
of PROMs; that is, a negative correlation (r=−0.23) was
observed. One explanation for this correlation could be that the
number of OMIs and outcome domains was kept as low as
possible. In the sample, the median was 3 OMIs and outcome
domains per study. However, the number of outcome domains
per study varied (SD 2.36). As the OMIs are constructs of
several items, depending on the instrument, this can range from
a handful to several dozen items; the total number of items
should be taken into account when selecting the OMIs [48].
Furthermore, the study participants or patients should not be
overwhelmed by the total number of OMIs and included items
as this could lead to incomplete answers or even dropout [49].

The number of telemedicine studies that collected PROMs and
PREMs increased on average over time (Figures 5 and 6). In
addition, the proportion of high-evidence studies, especially
RCTs, also increased (Figure 6). It was shown that in years with
a high proportion of high-evidence studies, the ratio of PROMs
was considerably higher than the ratio of PREMs, as described
above. This could be caused by the wider recognition and
implementation of PROMs and PREMs [50,51], as can be seen
in Figure 7, where the growth rate of studies using PROMs and
PREMs is far higher than the growth rate of telemedicine papers
in MEDLINE. The trend toward the increased use of PROMs
and PREMs is also evident in several medical disciplines, such
as oncology [52] and orthopedics [53], as well as in studies for
regulatory purposes for medical devices [54].

In addition, guidelines that recommend the use of PROMs and
PREMs published in recent years (eg, MAST 2012 [2] and
NICE framework 2019 [3]) could have promoted the increased
use of PROMs and PREMs over the years. These guidelines
also recommend the use of high-evidence study designs. Again,
an increased use of RCTs has been noticed since the publication
of these guidelines.

Regardless of the telemedicine evaluation tools used, variations
can be found between countries regarding the state of PROM
and PREM implementation, types of data use, conditions and
therapeutic areas, and challenges and success factors for PREM
and PROM use [55]. Hence, regional and cultural aspects must
be taken into account when developing, translating, and
implementing PROMs, especially if they are measured using
electronic tools [56]. Furthermore, these aspects have to be
considered when evaluating PROM and PREM scores and
comparing them between different countries.

The ratio of PROMs to PREMs also depended on the study type
and evidence level. Although in low-evidence studies the
frequency of PREMs was almost equal to the frequency of
PROMs, it decreased with increasing evidence level. At the
same time, more outcomes were recorded at high evidence levels
(Figure 6). This could be related to the development cycle of
telemedicine technologies [5]. Using evidence level as a
surrogate parameter for the maturity stage of the application,
feasibility studies and proof-of-concept studies increasingly

require information on the usability and acceptance of the
technology in addition to the clinical effectiveness. On the other
hand, PREMs played almost no role in clinical trials with high
evidence levels. PROMs clearly dominated in RCTs in relative
and absolute numbers. This is also reflected in the
Khoja-Durrani-Scott framework for eHealth evaluation [6].
Khoja et al [6] subdivided the development cycle of an eHealth
application into 4 phases. The framework recommends focusing
on typical PREM domains, such as usability, user-friendliness,
and acceptance in the early phases of development. In later
phases, evaluation should focus on health outcomes, such as
quality of life and health impact, although these should also be
recorded in the early phases. The design and evaluation
framework for digital health interventions by Kowatsch et al
[5] goes one step further and specifies the outcomes as well as
the required study designs for each phase. With each phase, the
evidence level of the study designs increases, and the focus of
the outcomes change according to the needs. The first phase,
the preparation phase, includes feasibility and acceptability
studies to determine the ease of use and adherence. In the
optimization phase, the first evidence of effectiveness, expected
benefits, and satisfaction with the quality of the application
should be measured. In the later phases, that is, the evaluation
and implementation phases, the success of the implementation
of digital health applications should be monitored. The fact that
the selection of the evaluation design and outcomes should be
made according to the stage of development and should have
an appropriate level of evidence has also been pointed out by
the MAST model [2] and the evaluation principles of Arnold
and Scheibe et al [4]. The correlation of the PREMs (τ=0.35)
and the PROMs (τ=−0.45) with evidence level indicates that
evaluation was performed as described in the guidelines for
maturity stage–based evaluation.

A key milestone in the implementation of PROMs and PREMs
in evaluation studies of telemedicine interventions was set by
Germany in 2020 with the Digital Care Act. One significant
innovation is that the costs for the use of so-called digital health
applications will be reimbursed by statutory health insurance
[7,57]. As a result, since October 2020, around 90% of the
population is entitled to a wide range of mobile health
applications in the areas of telerehabilitation, telemonitoring,
and digital self-management [57]. Another significant innovation
is that the assessment of bankability does not exclusively depend
on the medical benefits, which, among clinical and
epidemiological outcomes, could be assessed by PROMs, such
as HRQoL, but also on the so-called patient-relevant
improvement of structure and processes, which are mainly
assessed by PROMs and PREMs. Examples of patient-relevant
improvement of structure and processes are coping with
difficulties in everyday life because of illness, facilitating access
to care, health literacy, patient autonomy, reduction of
therapy-related expenses, and burdens for patients and their
relatives [7]. Medical benefits and patient-relevant
improvements of structure and processes are now of equal
importance in the approval process of digital health applications,
and only one of the outcomes has to be more effective than
standard care [7]. This represents a significant increase in the
importance of PROMs and PREMs in evaluation studies of
telehealth applications. The reason for including patient-relevant
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improvement of structure and processes as an outcome in
evaluation studies was that digital health applications are
considered to improve patient self-efficacy [58] and
health-related behaviors, such as adherence [59] and health
literacy [60]. In our review, 31.7% (96/303) of the included
studies assessed the effects on adherence to medication or other
therapies, and 10% (30/303) assessed health literacy. The Danish
MAST does not mention the measurement of health-related
behavior changes [2]. Within the NICE framework, originally
developed in the United Kingdom, applications with the purpose
of improving health-related behaviors are assigned to their own
group [3]. However, neither the MAST nor the NICE framework
explicitly recommends capturing adherence or health literacy
for all types of applications. Health literacy is not only an
outcome but it is also a critical precondition for the successful
use of telemedicine by the patient in addition to digital literacy.
To ensure the appropriate use of the technology and the
assessment of PROMs and PREMs, proper training and guidance
of the users is of at least equal relevance, according to the
literature [56,61-64]. Therefore, health literacy should not only
be included in the evaluation merely for reasons of measuring
effectiveness; it is also a possible factor influencing purposeful
and successful telemedicine use by the patients [58,60,65,66].
In summary, future developments will show to what extent and
in which way innovations from Germany will affect the use of
PROMs and PREMs in evaluation studies of telemedicine
applications.

Strengths and Limitations
One limitation of the study is that the medical purpose was
classified by the ICD-10 chapters, all of which only describe a
group of diseases and not the disease itself [20]. Chapter 1, for
example, covers circulatory diseases, which include congenital
heart defects, strokes, and aneurysms, all of which differ in
etiology, symptoms, and therapy. There was a similar degree
of heterogeneity in telemedicine applications. A more detailed
distinction between user groups, setting, technical execution,
and other criteria exists in the taxonomy used as a basis for the
subgroup analysis, but this was not considered in our review
[21]. The same applies to the analysis of single OMIs. The
problem of heterogeneity is not an issue inherent only to this
study. In their paper published in Nature in 2020, Guo et al [1]
pointed out that the different types of interventions, medical
purposes, and outcomes can lead to limitations in reviews of
digital health interventions in general.

Another limitation was the large number of possible
combinations of medical purpose, application, and study type.
Nevertheless, several patterns were identified to answer the
research questions, and the results of the entire sample could
be transferred to use cases; thus, the influence of heterogeneity
was not as great as initially assumed.

Another limitation might be that only 1 reviewer performed
full-text screening. In the context of classical systematic reviews
for the purpose of evidence synthesis of effectiveness or risk
factors, screening by 2 reviewers is mandatory to minimize beta
error. The approach of our review, on the other hand, was
different. We intended to use the methodology of a systematic
literature search to generate data for quantitative analysis. Owing

to the 627 studies to be screened, an increased beta error in the
form of missing studies seemed acceptable to us for reasons of
research economics. As we wanted to conduct a plain descriptive
analysis of the data with a total of 303 included studies, we did
not consider the validity of the result to be compromised.

The strength of the review is that, to the best of our knowledge,
this is the first systematic review investigating the characteristics
of PROM and PREM use in evaluation studies of telemedicine
applications covering all application types and medical purposes.

Reviews do exist for specific use cases; however, these usually
do not cover all outcomes. Instead, they focus on selected
outcomes for the purpose of evidence synthesis or do not focus
exclusively on PROMs and PREMs [14-16,48,67-71].

Preliminary excerpts of the review results were presented to an
expert audience of health care scientists at a conference in
October 2020 [72].

Implications for Future Research
High heterogeneity reflected by the multitude of OMIs used per
outcome domain and a lack of standardization poses a challenge
to the selection of PROMs [70,71] and PREMs. New
developments and updated versions of existing guidelines for
the evaluation of telemedicine could contribute to further
standardization in the selection of outcome domains and OMIs
[73].

The use case analysis indicated that the most common outcome
domains were HRQoL and emotional function, which could be
the first starting point for further efforts. Equally, user
satisfaction and usability [48] as well as health literacy and
adherence [7] should be taken into account, although these
outcome domains were not frequently surveyed in our review.

Further investigation will be required to reveal how the use of
PROMs and PREMs for the evaluation of telemedicine will
evolve over the next few years and if the trends observed in this
review will persist.

In addition, upcoming studies will have to investigate how a
greater consideration of PROMs and PREMs in German
approval and reimbursement procedures for digital health
applications will affect the future use of PROMs and PREMs
in evaluation studies of telemedicine applications.

Conclusions
In recent years, there has been an increasing number of studies,
particularly high-evidence studies, that use PROMs and PREMs
to evaluate telemedicine services. Despite the great
heterogeneity of telemedicine interventions and the associated
evaluation approaches, several conclusions can be drawn.
PROMs have been in the focus of evaluation studies. With the
increasing maturity stage of telemedicine applications and higher
evidence levels, the use of PROMs has increased. PREMs played
a role, especially in the initial phases of application
development, with low-evidence study designs. In this case,
PREMs were primarily used to test the usability and acceptance
of the application. Regardless of the findings,
telemedicine-specific PREMs should be used more frequently
and in a standardized manner to continuously evaluate
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telemedicine service quality, both during and after
implementation.

The distribution of the outcome domains showed that only
HRQoL and emotional function were assessed in almost all
studies. Simultaneously, health literacy as a precondition for

using the application adequately, alongside proper training and
guidance, has rarely been reported. At the level of the OMIs, it
was shown that many different OMIs were used for each
domain. Further efforts should be pursued for the standardization
of PROM and PREM collection in evaluation studies of
telemedicine applications.
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Abstract

Background: In the last decade, there has been a rapid increase in research on the use of artificial intelligence (AI) to improve
child and youth participation in daily life activities, which is a key rehabilitation outcome. However, existing reviews place
variable focus on participation, are narrow in scope, and are restricted to select diagnoses, hindering interpretability regarding
the existing scope of AI applications that target the participation of children and youth in a pediatric rehabilitation setting.

Objective: The aim of this scoping review is to examine how AI is integrated into pediatric rehabilitation interventions targeting
the participation of children and youth with disabilities or other diagnosed health conditions in valued activities.

Methods: We conducted a comprehensive literature search using established Applied Health Sciences and Computer Science
databases. Two independent researchers screened and selected the studies based on a systematic procedure. Inclusion criteria
were as follows: participation was an explicit study aim or outcome or the targeted focus of the AI application; AI was applied
as part of the provided and tested intervention; children or youth with a disability or other diagnosed health conditions were the
focus of either the study or AI application or both; and the study was published in English. Data were mapped according to the
types of AI, the mode of delivery, the type of personalization, and whether the intervention addressed individual goal-setting.

Results: The literature search identified 3029 documents, of which 94 met the inclusion criteria. Most of the included studies
used multiple applications of AI with the highest prevalence of robotics (72/94, 77%) and human-machine interaction (51/94,
54%). Regarding mode of delivery, most of the included studies described an intervention delivered in-person (84/94, 89%), and
only 11% (10/94) were delivered remotely. Most interventions were tailored to groups of individuals (93/94, 99%). Only 1%
(1/94) of interventions was tailored to patients’ individually reported participation needs, and only one intervention (1/94, 1%)
described individual goal-setting as part of their therapy process or intervention planning.

Conclusions: There is an increasing amount of research on interventions using AI to target the participation of children and
youth with disabilities or other diagnosed health conditions, supporting the potential of using AI in pediatric rehabilitation. On
the basis of our results, 3 major gaps for further research and development were identified: a lack of remotely delivered
participation-focused interventions using AI; a lack of individual goal-setting integrated in interventions; and a lack of interventions
tailored to individually reported participation needs of children, youth, or families.
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Introduction

Background
Technology-based interventions are of increased importance in
pediatric rehabilitation and can be useful to rehabilitation
practitioners when delivering family-centered and
function-focused interventions to service-eligible children,
youth, and families [1]. In addition, technology-based
rehabilitation tools can be useful to organizations that have
electronic data capture systems to monitor trends in
rehabilitation service use and outcomes for quality improvement
[2,3]. For both individuals and organizations, the COVID-19
pandemic has heightened the demand for technological solutions
to remotely deliver and monitor rehabilitation services [4].

One way to provide technology-based pediatric rehabilitation
is by applying artificial intelligence (AI), which is a priority of
the National Institutes of Health, as reflected in their
Rehabilitation Research Plan [5,6]. According to Russell and
Norvig [7], AI is concerned with designing and building systems
that think like humans, act like humans, think rationally, and
act rationally. It encompasses different subfields such as natural
language processing (NLP), robotics, or human augmentics [7].
The application of AI in pediatric rehabilitation has the potential
to simplify steps in the therapeutic process and possibly decrease
provider and patient burden as well as afford providers to
customize their rehabilitation services.

Rehabilitation includes a broad range of highly variable
interventions that are challenging to define owing to their
complexity [8-10]. One important way to classify rehabilitation
intervention is through its targeted outcome [9]. In the last
decade, there has been a rapid increase in research on the use
of AI to improve key pediatric rehabilitation outcomes, including
body functions, activity performance, and the full participation
of children and youth with disabilities in valued activities
[11-13]. For children and youth, participation in home, school,
and community activities has been defined by the World Health
Organization as “involvement in life situations” [14] and was
further conceptualized by Imms et al [15] as attendance and
involvement in activities, which is related to but distinct from
their activity competencies, environment or context, and their
preferences or sense of self [15]. Given the unmet participation
need among children or youth with disabilities and other
diagnosed health conditions, beginning in early childhood and
across settings [16-19], there is a growing number of
participation-focused intervention studies [20], including
interventions that integrate AI to target the participation of
young persons receiving pediatric rehabilitation.

A recent systematic literature review on the effect of
participation-focused pediatric rehabilitation identified 2257
records through a database search, indicating the high relevance
of participation as an outcome in pediatric rehabilitation

interventions [20]. However, this review does not focus on AI
use. Literature reviews focusing on AI indicate that the use of
AI in the form of information and communication technology
or robots may improve children’s engagement in play, stimulate
school performance [13], and promote social interactions
[11,12]. However, these reviews place variable focus on
participation [11-13], are narrow in scope (eg, focus on
participation in play only) [13], and are restricted to select
diagnoses (eg, physical disability) [13]. These limitations hinder
our understanding of the existing scope of AI applications in
pediatric rehabilitation that target participation in daily life
activities.

Objectives
To better understand the current scope of AI applications within
pediatric rehabilitation and to identify gaps for future research,
there is a critical need to summarize existing evidence on the
use of AI across interventions targeting child and youth
participation in activities. The purpose of this scoping review
is to examine how AI is integrated into pediatric rehabilitation
interventions targeting the participation of children and youth
with disabilities or other diagnosed health conditions in valued
activities.

Our paper’s contributions are as follows:

1. An overview of the scope of literature focusing on AI
targeting participation as a primary pediatric rehabilitation
outcome and top priority from the perspective of families.

2. A summary of the types of AI and personalization used in
the interventions over a time span of more than 20 years.

3. Identification of research gaps based on the found and
summarized literature with a focus on AI targeting the
participation of children and youth with disabilities or other
diagnosed health conditions.

Methods

Design
Scoping reviews are commonly used to provide an overview of
existing evidence in a certain field and identify gaps for future
research [21,22]. The increasing number of publications on the
use of AI in participation-focused pediatric rehabilitation
indicates an emerging field for the advancement of rehabilitation
research and therefore justifies the need to conduct this scoping
review [21]. The protocol for this scoping review was registered
in the Open Science Framework [23].

Search Strategy
The first author of this review (VCK) conducted a systematic
literature search in well-established databases in the fields of
Applied Health Sciences and Computer Science (PubMed,
PsycINFO, ERIC, CINAHL, IEEE Xplore, and ACM Digital
Library) for documents published before February 2021. No
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other publication data limit or search limitations were applied
to the search. We solicited support from a health sciences
librarian to develop subject headings for each database with
available thesaurus (ie, PubMed, PsycINFO, ERIC, and
CINAHL) and keywords for artificial intelligence, participation,
health care, disability, and young persons (Textbox 1) [24,25].
These were applied using truncations and Boolean terms,

resulting in 2496 documents (Figure 1). The full search strategy
is presented in Multimedia Appendix 1. After consultation with
an AI expert (NP), additional searches were performed in ACL
Anthology and AAAI Digital Library, using the same keywords
from the database searches. This led to an additional 533
documents.

Textbox 1. Search strategy.

Main search term and additional search terms for abstract and title search

• artificial intelligence

• affective computing, algorithms, chatbot, cognitive computing, computer vision, constraint optimization, constraint satisfaction, data mining,
data processing, deep learning, expert systems, feature extraction, fuzzy logic, game theory, human computation, image analysis, inductive
logic programming, knowbot*, knowledge bases, knowledge-based agent, knowledge engineering, knowledge representation, machine
learning, natural language processing, neural networks, pattern recognition, predictive model, reinforcement learning, robot*, semantic
networks, semi-supervised learning, supervised learning, text analysis, unsupervised learning, virtual agent, virtual reality

• participation

• attendance, engag*, inclus*, involvement

• health care

• health care, healthcare, rehabilitation, therap*

• disability

• disab*, handicap*, impair*, special needs, special need

• young persons

• adolesc*, caregiv*, child*, family, families, infant*, paediatric*, parent*, pediatric*, student*, teen*, toddler*, young adult, young adults,
youth*

Figure 1. Study selection process.
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Screening and Selection Process
After removal of duplicates, 2 independent coders (VCK and
MV) applied inclusion and exclusion criteria to the title and
abstracts of the remaining documents. Documents indicating
potential fit based on their abstract or title underwent full-text
reading and were coded based on the same inclusion and
exclusion criteria. First, 2 independent authors with expertise
in participation-focused pediatric rehabilitation (VCK and ZS)
coded the same documents until at least 80% agreement was
reached [26]. Discrepancies and coding uncertainties were
resolved through discussion. The remaining documents were
screened separately (VCK and ZS), whereas 20% of randomly
selected documents underwent double screening (ie, 10%: VCK
and ZS; 10% including an external reviewer with expertise in
participation-focused pediatric rehabilitation: VCK and Kyle
A Truevillian) [26]. Doubts regarding document inclusion were
discussed with a third reviewer (VCK, ZS, and Kyle A
Truevillian). Second, documents indicating fit were further
screened by an additional author (MV) with a specific focus on
AI. Disagreements were resolved through discussion (VCK,
ZS, MV, and Kyle A Truevillian) and with the help of additional
key informants (MAK and NP).

Documents were included if (1) participation was an explicit
study aim or outcome, or the targeted focus of the AI
application; (2) AI was applied as part of the provided and tested
intervention; (3) children or youth with a disability or other
diagnosed health condition were the focus of either the study,
AI application or both; and (4) the study was published in
English. To ensure the inclusion of a broad scope of studies, no
operational definition of participation was used when applying
the selection criteria. Studies or AI interventions focused on
participation; inclusion; engagement; playfulness; access to, or
attendance in life situations, settings or activities; social
interaction; or social engagement were considered participation
and were therefore included in this review. Documents were
excluded if (1) participation in daily activities was not the focus
of the study (eg, focus was on skill development); (2) there was
no use of AI for the described intervention (eg, the term
algorithm was used in a noncomputer science way); (3)
interventions using AI were not tested with either children,
youth or both; (4) there was no focus on disability or other
diagnosed health condition; (5) studies focused on adults (mean
age >24 years [27]); (6) the study was published in languages
other than English; or (7) documents were textbooks or textbook
reviews, literature reviews, study protocols, conference or
workshop programs, or only abstracts without additional
information. To prevent missing relevant studies, each reference
list of the excluded literature reviews was screened.

Data Extraction and Analysis
The data extraction template using Microsoft Excel was trialed
with 5 studies by the first author and discussed with the author
team to ensure the clarity and relevance of the included
categories for data extraction [28]. Data were then extracted for
all included studies based on the following categories: authors,
year, title, sample size, child and youth age, child and youth
race and ethnicity, family socioeconomic status, parental
education, the types of AI applied in the intervention, the

intervention’s type of personalization, whether the primary
method for intervention delivery was in-person or remote, and
whether goal-setting was addressed as part of the intervention.

The mapping of included studies to one or multiple types of AI
was guided by CSRankings [29] and the AAAI keywords
taxonomy [30], 2 commonly used ranking systems and
taxonomies for AI. The types of AI in this study include
robotics, NLP, human computation and crowdsourcing,
computer vision, knowledge representation and reasoning,
machine learning (ML), human-machine interaction (HMI),
cognitive modeling, constraint satisfaction and optimization,
game theory, planning and routing and scheduling, and
visualization and virtual reality (VR) [7]. As robotic devices
are increasingly used in rehabilitation [31], studies that used
robotics were further classified according to whether they
focused on robot mechanics or on the system of use.

A framework developed by Fan et al [32] guided the mapping
of the intervention’s type of personalization according to 2
dimensions (ie, categorical vs individuated personalization;
implicit vs explicit personalization). Categorical personalization
targets a category of individuals, such as a diagnostic group or
single-child families [32]. For this review, these were, for
example, devices that are designed to include features that meet
the common needs of children with autism spectrum disorder
(ASD). Individuated personalization targets specific individuals
[32], in the case of this review, individually perceived and
reported participation needs. Implicit personalization is
system-initiated, meaning it is automatically done by the system,
whereas explicit personalization is user-initiated, meaning users
manually guide the system on the preferred adaptation [32].

Interventions were mapped as in-person when the intervention
was delivered face-to-face with a researcher or rehabilitation
professional. Interventions were considered as remotely
delivered when they were conducted in the child’s natural
environment and without a researcher or rehabilitation
professional.

Mapping of included studies with regard to whether goal-setting
was addressed as part of the described rehabilitation services
was guided by the goal-setting and action-planning practice
framework for rehabilitation settings [33]. Studies were mapped
to address goal-setting if the described rehabilitation services
included goal negotiation (ie, where the patient is at and where
the patient would like to get to) or goal-setting (ie, what the
patient would like to achieve) [33].

Charted data were summarized using descriptive statistics (ie,
frequency counts and percentages) to provide an overview of
the available evidence on how AI is used to support participation
among children and youth with disabilities or other diagnosed
health conditions.

Results

Overview of Found and Included Research
The literature search revealed 3029 documents with 873
duplicates (ie, documents appeared multiple times), resulting
in 2156 documents entering the 2-fold screening process to
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assess their eligibility based on the inclusion and exclusion
criteria (Figure 1). The first screening phase included titles and
abstracts and led to 213 included and 1943 excluded documents,
as well as 11 additional studies found when screening the
reference list of excluded literature reviews. The Cohen κ for
interrater agreement was 0.67, indicating a substantial agreement
[34]. This estimate did not include the numerous conference
programs (n=450) found through AAAI Digital Library and
ACL Anthology, for which determining exclusion was trivial,
resulting in a more conservative Cohen κ value.

The second screening phase included a full-text review of the
224 included documents from the first screening phase, resulting
in 94 included studies for this scoping review. Of the 130
excluded documents, 61 (46.9%) lacked focus on participation,
38 (29.2%) were excluded because of their format (ie, textbook
or textbook review, study protocol, literature review, or only
abstract), 10 (7.7%) did not test the intervention, and 7 (5.4%)
addressed an adult population; 5 (3.8%) did not use AI in the
intervention, 5 (3.8%) did not focus on people with disability
or other diagnosed health conditions, and 4 (3.1%) were not
written in English (Figure 1).

Type of Included Research
The 94 included studies were published between 2000 and 2021,
with a higher proportion published after 2010 (76/94, 81%;
Multimedia Appendix 2 [35-128]). All studies included AI as
part of their intervention and targeted children or youth
participation, as described in their research aims, outcomes, or
as their focus of the tested AI application.

As for sample characteristics, the described interventions were
evaluated on sample sizes ranging from 1 to 120 children and

youth with an average of 14 children or youth. Of the included
studies that reported on gender identity, 76% (51/67) had a
higher proportion of boys represented in their sample. A total
of 92% (86/94) of the included studies did not report on the
socioeconomic background of the family, parental education,
or child or youth race or ethnicity. In total, 15% (14/94) of
studies sampled caregivers, teachers, peers, other school staff,
or combinations thereof, in addition to children or youth when
evaluating the intervention. Included interventions were
developed or tested for children or youth with a broad range of
diagnoses, with ASD being the most prevalent (43/94, 46%),
followed by cerebral palsy (CP; 18/94, 19%).

Types of AI Intervention, Mode of Intervention
Delivery, and Type of Personalization
Most of the 94 included studies used robotics as the type of AI
intervention to target participation among children and youth
with disabilities or other diagnosed health conditions (72/94,
77%) [35-106], followed by HMI (51/94, 54%) [35, 37-44, 47,
50-55, 58, 65, 66, 69, 71, 72, 75, 78, 80, 82, 85-89, 91-98, 100,
101, 103-111], visualization and VR (19/94, 20%)
[53,54,72,79,107,108,112-124], NLP (18/94, 19%)
[36,47,52,64,71,78,79,82,91,101,103-105,120,125-128], ML
(11/94, 12%), computer vision (10/94, 11%)
[40,41,64,67,69,107,110,120,125,126,128], and constraint
satisfaction and optimization (1/94, 1%; Table 1) [110]. Of the
72 studies on robotics, 63 (88%) studies focused on the system
of use [35-39, 41-53, 55, 57, 58, 60-63, 65, 66, 68-74, 76-78,
80-101, 103-106] and 9 (13%) focused on robot mechanics
[40,54,56,59,64,67,75,79,102].
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Table 1. Delivery of participation-focused rehabilitation interventions that include artificial intelligence (AI).

Addresses individ-
ual goal-setting

Mode of deliveryPersonalizationType of AI

0Robotics: 72 [35-106] •• In-person: 67
[35-50,52-84,86-91,93,94,96-99,101-106]

Implicit + individuated: 0
• Implicit + categorical: 37 [35, 36, 38,

43-46, 48-50, 52, 55-57, 60, 64-66, 70,
74-77, 79, 81-84, 87, 89-91, 97, 101,
104-106]

• Remote: 5 [51,85,92,95,100]

• Explicit + individuated: 0
• Explicit + categorical: 35 [37, 39-42,

47, 51, 53, 54, 58, 59, 61-63, 67-69,
71-73, 78, 80, 85, 86, 88, 92-96,
98-100, 102, 103]

0Human-machine interaction: 51 [35,
37-44, 47, 50-55, 57, 58, 65, 66, 69,
71, 72, 75, 78, 80, 82, 85-89, 91-98,
100, 101, 103-111]

•• In-person: 44 [35, 37-44, 47, 50,
52-55, 57, 58, 65, 66, 69, 71, 72, 75,
78, 80, 82, 86-89, 91, 93, 94, 96-98,
101, 103-107, 109, 111]

Implicit + individuated: 1 [110]
• Implicit + categorical: 21 [35, 38, 43,

44, 50, 52, 55, 57, 65, 66, 75, 82, 87,
89, 91, 97, 101, 104-107]

• Remote: 7 [51,85,92,95,100,108,110]• Explicit + individuated: 0
• Explicit + categorical: 29 [37, 39-42,

47, 51, 53, 54, 58, 69, 71, 72, 78, 80,
85, 86, 88, 92-96, 98, 100, 103, 108,
109, 111]

1 [112]Visualization and virtual reality: 19
[53,54,72,79,107,108,112-124]

•• In-person: 18
[53,54,72,79,107,112-124]

Implicit + individuated: 0
• Implicit + categorical: 5

[79,107,114,117,120] • Remote: 1 [108]
• Explicit + individuated: 0
• Explicit + categorical: 14

[53,54,72,108,112,113,115,116,118,119,121-124]

0Natural language processing: 18 [36,
47, 52, 64, 71, 78, 79, 82, 91, 101,
103-105, 120, 125-128]

•• In-person: 15
[36,47,52,64,71,78,79,82,91,101,103-105,120,127]

Implicit + individuated: 0
• Implicit + categorical: 14

[36,52,64,79,82,91,101,104,105,120,125-128] • Remote: 3 [125,126,128]
• Explicit + individuated: 0
• Explicit + categorical: 4 [47,71,78,103]

0Machine learning: 11
[40,41,64,67,69,107,110,120,125,126,128]

•• In-person: 7 [40,41,64,67,69,107,120]Implicit + individuated: 1 [110]
• •Implicit + categorical: 6

[64,107,120,125,126,128]
Remote: 4 [110,125,126,128]

• Explicit + individuated: 0
• Explicit + categorical: 4 [40,41,67,69]

1 [112]Computer vision: 10
[35,39,58,63,65,69,75,112,120,127]

•• In-person: 10
[35,39,58,63,65,69,75,112,120,127]

Implicit + individuated: 0
• Implicit + categorical: 5

[35,65,75,120,127] • Remote: 0
• Explicit + individuated: 0
• Explicit + categorical: 5

[39,58,63,69,112]

0Constraint satisfaction and optimiza-
tion: 1 [110]

•• In-person: 0Implicit + individuated: 1 [110]
• •Implicit + categorical: 0 Remote: 1 [110]
• Explicit + individuated: 0
• Explicit + categorical: 0

N/AN/AN/AaHuman computation and crowdsourc-
ing: 0

N/AN/AN/APlanning, routing, and scheduling: 0

N/AN/AN/ACognitive modeling: 0

N/AN/AN/AGame theory: 0

aN/A: not applicable.

Most of the included studies described interventions using
multiple applications of AI (60/94, 64%), such as robotics with

HMI [35-44, 47, 50-55, 57, 58, 63-67, 69, 71, 72, 75, 78-80,
82, 85-89, 91-98, 100, 101, 103-108, 112, 120, 125-128], or
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ML with NLP and constraint satisfaction and optimization [110].
Across these studies, robotics was most often integrated into
interventions that employed multiple applications of AI.
Examples of multiple AI interventions that include robotics are
humanoid or nonhumanoid devices to facilitate interaction or
play of children with disabilities by directing the robot head
toward a target or rocking its body from left to right to express
emotions such as excitement [39].

Out of the included 94 studies, 22 (23%) studies used forms of
AI other than robotics [107-128]. Of these, 15 included
visualization and VR applications, such as an immersive virtual
learning program [107,108,112-124]; 8% (7/94) of interventions
included neither robotics nor visualization and VR
[109-111,125-128]. Examples of such interventions are a
framework for speech-to-sign language translation for children
with hearing impairments [127] and the design of a virtual space
for hospitalized children to meet with their peers [108].

As for mode of delivery, most of the included studies described
an intervention delivered in-person (84/94, 89%)
[35-50,52-84,86-91,93,94,96-99,101-107,109,111-124,127],
mainly using a one-on-one approach. A total of 11% (10/94) of
included studies evaluated an AI intervention that was delivered
remotely [51,85,92,95,100,108,110,125,126,128].

Most AI interventions were tailored to a category of individuals
(ie, categorical personalization) such as by a diagnostic group
(93/94, 99%) [35-109,111-128], using implicit (ie, automatically
personalized: 45/94, 48%) [35, 36, 38, 43-46, 48-50, 52, 55-57,
60, 64-66, 70, 74-77, 79, 81-84, 87, 89-91, 97, 101, 104-107,
114, 117, 120, 125-128] or explicit (ie, manually personalized:
48/94, 51%) approaches [37, 39-42, 47, 51, 53, 54, 58, 59,
61-63, 67-69, 71-73, 78, 80, 85, 86, 88, 92-96, 98-100, 102,
103, 108, 109, 111-113, 115, 116, 118, 119, 121-124]. For
example, Yee et al [35] designed a robotic platform for children
with ASD by tailoring it to the needs typically described by this
diagnostic group. In contrast, only 1% (1/94) of the included
studies described an intervention that was tailored to the
individually reported and unique needs of the child or youth
with a disability or other diagnosed health condition (ie,
individuated personalization) [110]. It included the use of a
recommender algorithm, integrating information about the
location of different physical and virtual learning resources,
their purposes, modality, as well as the individual’s class
schedules, university rooms, and navigation system to suggest
suitable and uniquely tailored options for access and navigation
to the appropriate location [110]. In addition, 1% (1/94) of the
included interventions described individual goal-setting as part
of their therapy process or intervention planning [112]. In this
intervention, the Canadian Occupational Performance Measure
was used for individual goal-setting and a video game–based
task-oriented activity training was performed according to the
defined patient goal [112].

Discussion

Principal Findings
This study summarizes 2 decades of evidence on the use of AI
across interventions targeting the participation of children and

youth with disabilities or other diagnosed health conditions,
extending knowledge on the breadth of using AI in pediatric
rehabilitation. There is an increased interest in AI applications
for customizing pediatric rehabilitation services to individual
child and family reported needs and reducing provider burden.
The results of this review suggest that AI applications designed
for children of diverse ages and diagnoses tend to emphasize
robotics (alone or in combination with other forms of AI),
in-person delivery, and targeted groups of children using implicit
and explicit personalization approaches. Each finding is further
discussed to identify knowledge gaps that warrant future
research.

Most of the studied robotic devices are not commercially
available and were used during on-site therapy sessions to train
a child or youth to participate in a specific activity, with an
expected transfer or carryover of that gain into the child or
youth’s natural environment of home, school, or community.
This expectation has been challenged in previous participation
literature, emphasizing the importance of environments for
shaping a young person’s participation in daily activities
[129-132]. The mediating role of the environment and context
for child and youth participation has also been supported in
research examining the effect of participation-focused
interventions [133,134].

Interestingly, most of the found interventions were delivered
in-person, despite the potential for leveraging technology to
deliver rehabilitation interventions remotely. This result is in
line with a previously conducted survey, which indicated that
only 8% of Americans used telemedicine in 2019 [135].
Alternatively, our results might also be due to the high
prevalence of interventions using robotics, often requiring the
presence of trained operators and specialized equipment on the
therapy site [48,52,84]. Remotely delivered interventions using
robotics deploy robots in classrooms to enable virtual inclusion
of home-bound children [51,85,92,95,100]. The remaining
remotely delivered interventions commonly apply ML and NLP,
potentially indicating the suitability of ML and NLP for use in
remote pediatric rehabilitation interventions using AI. ML and
NLP have been used in a range of health interventions to
promote behavioral changes, such as physical activity and
healthy diet, including goal-setting [136,137]. Given the existing
evidence on the use of AI for goal-setting in other health care
domains [136,137] and the importance of gaining efficiency in
enacting the complex process of goal-setting in pediatric
rehabilitation [138,139], the lack of attention to goal-setting in
this review indicates a clear knowledge gap warranting future
research. Emerging electronic participation–focused
interventions such as the Participation and Environment
Measure–Plus [140-143] with individual goal-setting as an
integral part of their intervention might benefit from exploring
the use of AI to fill this knowledge gap.

Most of the identified AI applications were tailored to the needs
of groups of individuals, with only 1% (1/94) being tailored to
the individually reported participation needs of children and
youth with disabilities or other diagnosed health conditions.
When comparing this result with the use of AI in fields outside
of health care, it is surprising. For example, in marketing, AI
has revolutionized common advertisement practices by tailoring
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advertisements to the reported needs and preferences of clients.
This discrepancy between fields might be due to stricter
protection of health information; however, there is an increase
in similar advancements using data collected from patients in
formal (eg, electronic health records) or informal (eg, patient
dialog) settings, such as for diagnosing and decision-making
[144-148]. Similar approaches might also be possible and
beneficial within pediatric rehabilitation, using existing patient
data to predict tailored participation–focused interventions. A
recent systematic literature review on the effects of
participation-focused interventions recommends focusing on
individually tailored interventions to support the participation
of children and youth with disabilities [20]. One way to tailor
rehabilitation interventions to the reported needs of patients
involves the patient’s goals. In rehabilitation, goal-setting has
become an integral part of the therapy process across
professions, including pediatric participation–focused
interventions [133,134]. Previous research has shown that
caregivers can be guided to create participation-focused goals
on the web [149]. Including goal-setting in AI-supported
pediatric rehabilitation interventions might be an important first
step to enable tailoring interventions to the participation needs
of children and youth with disabilities or other diagnosed health
conditions.

Despite the high prevalence of included studies testing or
designing interventions for children and youth with ASD or
cerebral palsy, a diverse sample in terms of diagnoses was
represented in this scoping review, indicating relevance for the
use of AI applications across diagnoses. In contrast, only 9%
(8/94) of studies reported on child or youth race or ethnicity,
family socioeconomic status, parental education, or family
income, despite evidence indicating its influence on child and
youth participation [150-152]. Future research should capture
child and youth race and ethnicity as well as indicators of
socioeconomic family status to describe the diversity of their
study sample [153].

Limitations
An effort was made to conduct a comprehensive review of the
literature pertaining to the use of AI to target children and youth
participation. However, the results of this scoping review should

be interpreted in light of some limitations. Despite the relatively
high number of included studies, we may have missed some
relevant documents. Three primary examples include (1) if an
intervention using AI was not identified as such during the
screening of titles and abstracts, the document was likely
excluded from the search or selection process; (2) screening of
reference lists was undertaken for review articles versus all
included studies; and (3) documents published in languages
other than English were excluded. In addition, the included
studies were not screened based on their definition of
participation, potentially leading to conceptual inconsistency,
as has been shown in a systematic review of
participation-focused interventions for children with disabilities
[20]. Variability in the conceptualization of participation can
limit the interpretation and comparison of results across studies
[20,154] to identify knowledge gaps specific to
participation-focused rehabilitation interventions. Future
research should map studies using AI to contemporary
frameworks of the participation concept to ensure the
interpretability of results across studies.

Conclusions
There is an increasing amount of research on interventions using
AI to target the participation of children and youth with
disabilities or other diagnosed health conditions, supporting the
potential of using AI in pediatric rehabilitation. Overall, most
interventions used multiple AI applications, including robotics
and HMI. Other types of AI, such as ML or NLP, were less
prevalent but showed potential benefits in participation-focused
intervention. On the basis of our results, 3 major gaps were
identified, warranting the need for future research and
development: (1) a lack of remotely provided
participation-focused interventions using AI; (2) a lack of
individual goal-setting integrated in interventions using AI; and
(3) a lack of interventions using AI tailored to individually
reported participation needs of children, youth, or families.

In addition, future research should consistently report on the
socioeconomic background of the family, parental education,
or race and ethnicity to describe the diversity of their study
sample.
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Abstract

Background: Nonvalvular atrial fibrillation (NVAF) affects almost 6 million Americans and is a major contributor to stroke
but is significantly undiagnosed and undertreated despite explicit guidelines for oral anticoagulation.

Objective: The aim of this study is to investigate whether the use of semisupervised natural language processing (NLP) of
electronic health record’s (EHR) free-text information combined with structured EHR data improves NVAF discovery and
treatment and perhaps offers a method to prevent thousands of deaths and save billions of dollars.

Methods: We abstracted 96,681 participants from the University of Buffalo faculty practice’s EHR. NLP was used to index
the notes and compare the ability to identify NVAF, congestive heart failure, hypertension, age ≥75 years, diabetes mellitus,
stroke or transient ischemic attack, vascular disease, age 65 to 74 years, sex category (CHA2DS2-VASc), and
Hypertension, Abnormal liver/renal function, Stroke history, Bleeding history or predisposition, Labile INR, Elderly, Drug/alcohol
usage (HAS-BLED) scores using unstructured data (International Classification of Diseases codes) versus structured and
unstructured data from clinical notes. In addition, we analyzed data from 63,296,120 participants in the Optum and Truven
databases to determine the NVAF frequency, rates of CHA2DS2-VASc ≥2, and no contraindications to oral anticoagulants, rates
of stroke and death in the untreated population, and first year’s costs after stroke.

Results: The structured-plus-unstructured method would have identified 3,976,056 additional true NVAF cases (P<.001) and
improved sensitivity for CHA2DS2-VASc and HAS-BLED scores compared with the structured data alone (P=.002 and P<.001,
respectively), causing a 32.1% improvement. For the United States, this method would prevent an estimated 176,537 strokes,
save 10,575 lives, and save >US $13.5 billion.

Conclusions: Artificial intelligence–informed bio-surveillance combining NLP of free-text information with structured EHR
data improves data completeness, prevents thousands of strokes, and saves lives and funds. This method is applicable to many
disorders with profound public health consequences.
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Introduction

Background
Atrial fibrillation (AF), the most common type of arrhythmia
[1,2], consists of nonvalvular AF (NVAF) and valvular AF
(VAF) [1]. NVAF comprises approximately 70% of AF and
currently affects approximately 5.8 million US patients and
approximately 11 million in Europe on VAF results in a five
times greater risk of stroke [3] and causes approximately 15%
of all strokes [2,4]. Anticoagulation treatment dramatically
reduces one’s odds of a stroke to <0.5% on average.

The incidence of stroke with AF has prompted the development
of scoring risk systems to guide anticoagulation treatment [5,6].
In 2014, the American Heart Association, American College of
Cardiology, and Heart Rhythm Society advocated for AF
practice guidelines via the use of congestive heart failure,
hypertension, age ≥ 75 years, diabetes mellitus, stroke or
transient ischemic attack, vascular disease, age 65 to 74 years,
sex category (CHA2DS2-VASc) scores that combine the
CHADS2 score with additional moderate risk factors [2,7].
Individuals’ stroke risks should inform therapeutic options,
which may include anticoagulants [7]. The Hypertension,
Abnormal liver/renal function, Stroke history, Bleeding history
or predisposition, Labile INR, Elderly, Drug/alcohol usage
(HAS-BLED) score is a practical tool to assess individuals’ risk
of major bleeding and to guide anticoagulant therapy [8,9].
Researchers posit that the assessment of bleeding risk
factors—age, uncontrolled hypertension, ischemic heart disease,
and prior ischemic stroke—may improve individualized
treatment for AF.

However, despite strong recommendations, oral anticoagulation
(OAC) for NVAF patients remains low, with rates ranging from
39%-65% [10]. Disease surveillance and clinical decision
support could help detect potential candidates who could benefit
from this therapy. Automatic extraction from electronic health
records (EHRs) has been shown to aid health care providers by
making health care information easily accessible and helping
with risk calculation [11,12]. Using these tools could reduce
clinicians’ computer time for data retrieval and data entry and
could facilitate capturing all qualifying patients [13].

The Need for Natural Language Processing
Although EHRs contain an abundance of codified information,
factors related to the assessment of NVAF are often poorly
reflected in structured data [11]. Clinical text harboring rich
contextual medical information is unstructured and in free-text
form. Extracting information from a clinical text remains
challenging because of context-specific abbreviations, refusal
to adhere to typical language conventions, and because text
often includes a broad range of specific medical terms. To
retrieve information from a clinical text, multiple natural

language processing (NLP) approaches have been developed,
including those that extract clinical entities and map them to
clinical terminologies such as SNOMED CT (Systematized
Nomenclature of Medicine–Clinical Terms) [14].

To capture all potential patients with NVAF and of
CHA2DS2-VASc >1 who would benefit from appropriate
anticoagulation therapy, we developed a method to automate
risk scoring systems using a combination of multiple EHR data
sources for diagnostic information, namely the International
Classification of Disease (ICD) codes and clinical notes and
lists. As natural language processors are expensive to develop
and require individual tuning for each task or disease area, we
make use of a high definition-NLP (HD-NLP) method that uses
semisupervised learning to surpass the classification
performance that could be obtained either by discarding the
unlabeled data and performing supervised learning or by
discarding the labels and performing unsupervised learning
[15]. We compare the advantages of using NLP tools for NVAF
phenotyping and calculate the risk scores of using structured
ICD data alone.

Methods

This study compares the effectiveness of identifying NVAF
patients using three methods: (1) structured EHR data, (2) a
combination of structured EHR data and NLP-analyzed existing
free text (EHR notes, problem lists, and laboratories), and (3)
clinicians’ assessments of NVAF patients (the gold standard).
We used NLP of the EHRs’ free text to improve the
identification of NVAF patients and to assess their stroke and
bleeding risks more accurately. We verified the improvement
in the identification of NVAF cases and in determining the
CHA2DS2-VASc and HAS-BLED scores. We then examined
the rates of NVAF and treatment in patients with a
CHA2DS2-VASc of ≥2 and no contraindications to treatment
to determine the results from our local population. Finally, we
extrapolated our findings on NVAF numbers to the US
population and disease costs.

Study Populations
We had two samples: a local Western New York population of
96,681 individuals and 63,296,120 participants from the Optum
and Truven databases.

Sample 1: Local
To understand the effectiveness of the system in identifying
NVAF patients who should be treated and are not currently on
OAC therapy, we abstracted a set of 96,681 participants (aged
18-90 years) from the Allscripts outpatient electronic records
at the University at Buffalo’s (UBMD) faculty practice. The
research was approved by the institutional review board of the
University of Buffalo.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e28946 | p.946https://www.jmir.org/2021/11/e28946
(page number not for citation purposes)

Elkin et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://dx.doi.org/10.2196/28946
http://www.w3.org/Style/XSL
http://www.renderx.com/


Patient data were abstracted from 2010 to September 21, 2015,
before the switch to ICD-10, allowing consistent use of ICD-9
terminology and sufficient follow-up data for the study period.
This yielded 212,343 patients. Of those 212,343 patients, 96,681
(45.53%) had notes and were seen for ≥1 outpatient visits
(Multimedia Appendix 1, Figure S1). Outcomes from these data
included rates of AF, NVAF, and VAF diagnosis, components
of the CHA2DS2-VASc and HAS-BLED scores, relevant
contraindications, OAC treatment, and demographic variables.
We excluded patients if they were on oral antithrombotic therapy
for indications other than NVAF, had a mechanical prosthetic
valve, had a hemodynamically significant mitral stenosis or
significant aortic stenosis, were pregnant, had a transient AF
because of reversible conditions, or had active infective
endocarditis (Multimedia Appendix 1, Figure S2). We developed
the NVAF cohort using ICD-9 codes (structured data) and ICD-9
and NLP (structured-plus-unstructured) of EHR notes and
patient problems. AF and atrial flutter were defined by ICD-9
codes 427.31 and 427.32 and by SNOMED CT codes 49436004
and 5370000 with all subtypes in the hierarchy.

The structured data–only method used ICD 9 codes from
problem lists, medications, and demographics. The
structured-plus-unstructured method added clinical notes, vital
signs, laboratory findings, and text from the problem list using
HD-NLP for codification [14,16-18]. Free text elements were
coded using SNOMED CT, a general description logic–based
nomenclature of clinical medicine. Specific code inclusions can
be found in Multimedia Appendix 1, Figure S3.

We then compared the accuracy of structured data alone with
the structured-plus-unstructured EHR data derived using the
HD-NLP system, focusing on the two models’ abilities to
identify true cases of NVAF and to determine stroke and
bleeding risks (CHA2DS2-VASc and HAS-BLED scores).

Subsample of the Local Data
For validation of the accuracy of NLP, we used a gold standard
created by human review (BS, JZ, EA, and SS) from a random
sample of 300 patients. To verify the NVAF identification and
CHA2DS2-VASc and HAS-BLED scores, we used this
300-patient random sample from our NVAF patients, which
were dual human reviewed. We also looked to determine how
much better structured-plus-unstructured data were in the
identification of NVAF cases and in the determination of the
CHA2DS2-VASc and HAS-BLED scores.

The human review data set was independently examined by 4
clinicians, each performing 150 reviews on deidentified patient
encounters from the EHR. Each clinician made a judgment as
to whether the patients had sustained NVAF and whether the
patient had each of the components of the CHA2DS2-VASc and
HAS-BLED scores. If there were disagreements, a fifth clinician
adjudicated.

Calculations determined that 300 patients were needed for 90%
power to predict a 5% change in accuracy given a two-sided
alpha of .05, assuming a standard accuracy of 73% based on
ICD-9 codes [19]. Multimedia Appendix 1, Figure S1 presents
the decision tree and sample numbers, and Multimedia Appendix
1, Figure S2 illustrates the randomization scheme.

Sample 2: National—Optum and Truven Databases
We analyzed the claims data from 63,296,120 participants in
the Optum and Truven databases from October 2015 to
September 2016 to determine the frequency of NVAF, rates of
CHA2DS2-VASc ≥2, and no contraindications to OAC, rates
of stroke and death in the untreated NVAF, strokes and death
in the large claims database, and the first year’s cost after stroke
[20,21]. Cost differences were based on 1-year cost before and
after the stroke, adjusted for inflation.

We then extrapolated our findings to the US population.

Findings for NLP
We made use of an HD-NLP to rapidly assign ontological terms
to the text in patient records (Multimedia Appendix 1, Figure
S5) [14,16,17]. HD-NLP is a full-function NLP processing
pipeline that takes sentences, parses them by their parts of
speech, and builds a full semantic parse in memory; then, an
ontological coder works by matching words to ontology terms,
with the longest match being preferred. We used basic formal
ontology as an upper-level ontology to index the data from
individual trials [18]. We also used the ontology of biomedical
investigation and SNOMED CT as our main ontologies [22,23].

A level of syntactic processing was required to match text with
ontological terms. The linguistic representation is specified in
language models. Of primary concern here was an English
language model to identify sentences, phrases, words, and parts
of speech. Terms from the input ontologies were then assigned
to spans of text. String matching techniques allowed for inexact
matches influenced by the underlying language model. The
structures of the free-text medical records were captured and
stored.

To develop the NVAF model, we used a semisupervised learning
algorithm training set with 36,268 patients from the Allscripts
EHR UBMD faculty practice data from 2007 to 2008, with 1972
AF cases and 1795 NVAF cases to determine the best SNOMED
CT codes to match the case definition. As most clinical texts
are unlabeled, semisupervised learning leverages a small amount
of labeled data with a large amount of unlabeled data.
Researchers have shown that large amounts of unlabeled data,
when used in conjunction with a limited amount of labeled data,
can produce considerable improvement in learning accuracy,
especially with assistance from subject matter expert’s
annotation of the training set’s false positive and false negative
results from each training iteration [14]. All cases were coded
using HD-NLP with SNOMED CT codes (the unsupervised
portion of the study). Where the SNOMED CT codes and ICD-9
codes agreed that the patient had NVAF, we called that a true
positive case. The same logic was used to determine true
negatives. Where either coding system disagreed, our clinician
(PE) reviewed the case and decided. After reviewing the false
positive and false negative cases from the training data set, we
used additional synonymy to the terminology and selected a
more appropriate set of codes for each rule in the definition.
This process was iterated on the training set until we met our
accuracy goals.
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Statistical Analysis
Statistical analyses were conducted using R 3.3.2. A random
gold standard sample of 300 patients was taken from the sample
1 AF cohort defined by both ICD and HD-NLP. Interrater
agreement was assessed using the two-way random effects
model for intraclass correlation coefficient, with two-sided
10,000 samples bootstrapped 95% CI, treating the risk scores
as continuous. Cohen κ with two-sided 10,000 samples
bootstrapped 95% CI assessed the interrater reliability of each
individual component of the scores, NVAF and AF.

The accuracy of the structured data alone was compared with
structured-plus-unstructured data for the outcomes of NVAF,
CHA2DS2-VASc score, and HAS-BLED score in the random
sample. Cohen κ with two-sided bootstrapped CIs was calculated
as a measure of reliability between the gold standard and the
structured and structured-plus-unstructured data. For sensitivity
and specificity, a hypothesis test comparing structured with
structured-plus-unstructured data was assessed using either the
McNemar test for paired observations or the binomial exact
test. For positive and negative predictive values, a generalized
score statistic proposed by Leisenring et al [19] was used for
comparison.

As the CHA2DS2-VASc and HAS-BLED scores are on ordinal
scales from 0 to 9, we analyzed the area under the receiver
operator characteristic curve (ROC) using the C-Index and
Somer D, based on ordinal logistic regression, where
probabilities were modelled as P(Y≥k|X), where k defines the
cut-offs from 0 to 9 that the score can take. We hypothesized
that the structured and NLP data were more concordant than
the structured-only data compared with the gold standard
between the ordinal gold standard score and the ordinal method
score.

We contrasted our findings with the clinical judgments from
the physician review of the 300 patients, categorized as

contraindicated (Multimedia Appendix 1, Table S1) or not on
OAC, would or would not benefit from OAC, and not on OAC.
To determine the potential effects of adopting the NLP-enabled
method with structured-plus-unstructured data, the accuracy
data of the structured and NLP data method were used to
extrapolate the findings for all untreated US patients in the
Optum and Truven data sets with no contraindications to OACs.
Then, the potential savings from reduced strokes were derived
and compared with the prevailing structured-only method.

Results

NLP Results
From the Allscripts UBMD practice EHR data, we found 2722
potential patients with NVAF using the structured and NLP
method and 1849 cases using only ICD-9 codes. The use of
NLP by combining structured-plus-unstructured data improved
sensitivity by 32.1%, that is, 873/2722 (P<.001) in determining
the NVAF population. In the random sample, participants were
on average 72 years old (mean 72.7, SD 13.6), 41.3% (125/300)
were female, and 86.3% (259/300) were White. The true NVAF
population within the random sample, as determined by clinician
review, was 88% (264/300) of cases with an average age of 73
(mean 73.4, SD 13.0), of which 41.7% (110/264) were female,
and 87.1% (230/264) were White. The assessment of agreement
between clinicians and interrater reliability was high for the
CHA2DS2-VASc score (odds ratio [OR] 0.796, 95% CI
0.725-0.853 and OR 0.878, 95% CI 0.838-0.909) and adequate
for the HAS-BLED score (OR 0.609, 95% CI 0.51-0.692 and
OR 0.675, 95% CI 0.544-0.77). Cohen κ, depending on whether
an outcome was a rare event, ranged from –0.080 to 0.84.

When we tested this in the human review of the 300 cases, we
found a 46% improvement in sensitivity (Table 1), which is
greater than the 32.1% improvement seen with the automated
method.

Table 1. Clinician review (gold standard): comparison of outcomes for structured and structured-plus-unstructured data against the gold standard for
identifying a case as nonvalvular atrial fibrillation.

P valueStructured and NLPa surveillanceStructured surveillanceOutcome

<.0011 (0.979-1)0.54 (0.48-0.60)Sensitivity, ORb (95% CI)

.240.93 (0.893-0.956)0.95 (0.90-0.98)PPVc, OR (95% CI)

N/Ae0.9640.686Fd score

aNLP: natural language processing.
bOR: odds ratio.
cPPV: positive predictive value.
dFor case finding of nonvalvular atrial fibrillation.
eN/A: not applicable.

Thus, the structured-plus-unstructured surveillance showed that
the sensitivity for CHA2DS2-VASc ≥2 and HAS-BLED≥3 scores
was significantly better than that for structured data alone
(P=.002 and P<.001, respectively). The specificities of the two
methods were not statistically different for CHA2DS2-VASc
and favored the structured method for HAS-BLED (Table 2).
The positive predictive value (PPV; precision) also improved

for the HAS-BLED score using the structured-plus-unstructured
method (Table 2) but was not statistically different from the
structured data for the CHA2DS2-VASc score. However, the
negative predictive value improved for both scores using the
structured-plus-unstructured method. No cases identified by the
structured method were missed by the
structured-plus-unstructured method.
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Table 2. Comparison of outcomes for structured and structured-plus-unstructured surveillance against the clinician review (gold standard) for identifying
Hypertension, Abnormal liver/renal function, Stroke history, Bleeding history or predisposition, Labile INR, Elderly, Drug/alcohol usage (HAS-BLED)
and congestive heart failure, hypertension, age ≥75 years, diabetes mellitus, stroke or transient ischemic attack, vascular disease, age 65 to 74 years,
sex category (CHA2DS2-VASc) components.

CHA2DS2-VAScHAS-BLEDMethod

P value

Test
statis-
ticDifference

Structured
and NLP
surveillance

Structured
surveil-
lanceP valueT testDifference

Structured

and NLPa

surveillance
Structured
surveillance

Sensitivity

—————b<.001720.4240.8060.382McNemar method

.002—0.04130.9830.942————Exact binomial
method

Specificity

<.00116–0.170.7770.947McNemar method

>.99c–0.04550.9090.955—————Exact binomial
method

PPVd

.340.9150.0040.9920.996.034.487.0610.8670.929Generalized score
method

NPVe

<.00111.6620.2330.8330.6<.00147.7570.230.6890.459Generalized score
method

aNLP: natural language processing.
bThere is a small number of discordant cells, such that for the gold standard’s CHA2DS2-VASc <2, there is 1 case that was identified as CHA2DS2-VASc

≥2 in the structured and NLP method but not in the structured method. The exact binomial P value is calculated as 
cThere is a small number of discordant cells, such that for the gold standard’s CHA2DS2-VASc <2, there is 1 case that was identified as CHA2DS2-VASc

>2 in the Structured and NLP method but not in the structured method. The exact binomial P value is calculated as 
dPPV: positive predictive value.
eNPV: negative predictive value.

Multimedia Appendix 1, Figure S4 presents the conditional
probability tree for the automated structured or
structured-plus-NLP method, based on clinical guidelines.

In Figure 1, the area under the ROC for the CHA2DS2-VASc
scores for the structured-plus-unstructured data compared with
the gold standard score was 0.914 (95% CI 0.896-0.933) with
a Somer D 0.829 (SD 0.0185), and for the structured data alone
compared with the gold standard score, was 0.863 (CI
0.838-0.887), with a Somer D 0.726 (SD 0.0249). For
CHA2DS2-VASc scores, structured-plus-unstructured data were
more concordant than structured data alone when compared
with the gold standard score (Z=19.77; P<.001). For the ROC
curves of the HAS-BLED scores with the gold standard score
as the outcome, the structured-plus-unstructured data was 0.816
(CI 0.783-0.849), with a Somer D 0.633 (SD 0.034), and the
structured data alone was 0.797 (CI 0.761-0.833) with a Somer
D 0.595 (SD 0.037). For HAS-BLED scores,

structured-plus-unstructured data were not more concordant
than structured data alone (Z=1.433; P=.149).

Figure 1 represents four areas under ROC curves, two for
structured versus structured and NLP CHA2DS2-VASc score
and two for structured versus structured and NLP HAS-BLED
score. As these scores are ordinal (eg, ranging from 0-9) and
not binary, as with typical ROC, we use the C-Index and Somer
D based on ordinal logistic regression to model the probabilities,
resulting in multiple y values for the same x.

We compared the findings of the gold standard with the NLP
structured-plus-unstructured data (Multimedia Appendix 1,
Table S1). Clinician reviewers found 31 untreated patients who
should have been treated and 1 treated patient who, the clinicians
felt, should not have been treated. This was the same total as
that of the gold standard. After clinician review, there was a
32.1% improvement  in  PPV us ing  the
structured-plus-unstructured method when compared with the
structured method alone.
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Figure 1. Four receiver operator characteristic curves for cumulative congestive heart failure, hypertension, age ≥ 75 years, diabetes mellitus, stroke
or transient ischemic attack, vascular disease, age 65 to 74 years, sex category (CHA2DS2-VASc), and Hypertension, Abnormal liver/renal function,
Stroke history, Bleeding history or predisposition, Labile INR, Elderly, Drug/alcohol usage (HAS-BLED) risk scores. NLP: natural language processing.

Extrapolating Findings to the US Population for
Prevalence and Cost
Extrapolation to the US population of the Truman and Optum
data results can be found in Table 3.

To determine the national cost savings from the NLP-assisted
bio-surveillance of the structured-plus-unstructured data, we
used Truven data and contrasted the mean monthly costs per
patient after a stroke (US $11,538) with the monthly costs before
a stroke (US $2,763.33), which yielded a mean savings of US
$8,776.02. This was adjusted to US $2019 as the data were from

2010 to 2015. This revealed savings of US $8,556.66 per month
or yearly savings of US $102,680.

The structured data method identified 1.5%
(967,801/63,296,120) of the population as having NVAF. Of
those cases, 84.3% (816,240/967,801) had a CHA2DS2-VASc
score of ≥2. These data indicate that 60.7% (495,749/816,240)
of these patients were not treated despite the current clinical
guidelines. Untreated NVAF patients had a 4.4%
(22,021/495,749) annual ischemic stroke risk, and the stroke
patients had a 6.0% (1320/22,021) risk of death.

Table 3. Optum and Truven stroke data for 1 year after atrial fibrillation (AF) diagnosis.

Event rates (%)Total, n (%)Optum, n (%)Truven, n (%)Population for rates

—a63,296,120 (100)31,249,927 (49.37)32,046,193 (50.63)All patients

—1,287,164 (100)865,072 (67.21)422,092 (32.79)Patients aged ≥18 years in 2016 with any diagnosis of AF during
October 2015-September 2016

1.5967,801 (100)611,990 (63.24)355,811 (36.76)Patients aged ≥18 years in 2016 with any diagnosis of AF during

October 2015-September 2016 and without a VHDb diagnosis
during 1-year preindex

84.3816,240 (100)539,775 (66.13)276,465 (33.87)Patients aged ≥18 years in 2016 with any diagnosis of AF during
October 2015-September 2016 and without VHD diagnosis during

1-year preindex and with CHA2DS2-VAScc ≥2 and no contraindi-

cations to OACd

60.7495,749 (100)316,308 (63.80)179,441 (36.20)Patients aged ≥18 years in 2016 with any diagnosis of AF during
October 2015-September 2016 and without VHD diagnosis during
1-year preindex and with CHA2DS2-VASc ≥2 and no contraindi-
cations to OAC and were untreated

4.422,021 (100)10491 (47.64)11,530 (52.36)Stroke rate

5.991,320 (100)593 (44.9)727 (55.1)Death rate

aThe values are not events.
bVHD: valvular hear disease.
cCHA2DS2-VASc: congestive heart failure, hypertension, age ≥ 75 years, diabetes mellitus, stroke or transient ischemic attack, vascular disease, age
65 to 74 years, sex category.
dOAC: oral anticoagulation.
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Estimates of Morbidity, Mortality, and Cost
After extrapolating our results combining the Optum and Truven
data with our method of bio-surveillance, we estimated outcomes
of implementing the NLP-assisted analyses of

structured-plus-unstructured data nationally; that is, if
implemented nationally (among a population of 316,005,000),
this system could potentially prevent 176,537 strokes and 10,575
deaths in the first year of implementation, with stroke-associated
savings >US $18.126 billion (Table 4).

Table 4. Untreated strokes and their costs for first year after the event.

Difference between the
two methods

Structured and NLPa

surveillanceStructured surveillanceExtrapolated results

1590,6466,545,9304,955,284NVAFb population

1,458,7126,002,7074,543,995NVAF population with no contraindications and CHA2DS2VAScc

≥2

966,2173,976,0573,009,840NVAF population needing treatment

42,900176,537133,637Strokes prevented

2,57010,5758,005Deaths prevented

4,404,981,21018,126,800,00013,721,820,000Cost savingsd (US $)

aNLP: natural language processing.
bNVAF: nonvalvular atrial fibrillation.
cCHA2DS2-VASc: congestive heart failure, hypertension, age ≥ 75 years, diabetes mellitus, stroke or transient ischemic attack, vascular disease, age
65 to 74 years, sex category.
dCost basis is US $102,680 per untreated ischemic stroke patient's excess cost for the first year after event; cost is 1.9% inflation adjusted.

Discussion

Principal Findings
Compared with structured EHR data alone, we found that
NLP-assisted structured-plus-unstructured EHR data identified
previously unknown and untreated patients with NVAF and
their stroke and bleed risks with greater accuracy. Adding the
unstructured data significantly improved the sensitivity and
negative predictive value across all measures, whereas the results
for NVAF specificity and PPV were strong but mixed. Future
applications of this artificial intelligence (AI) bio-surveillance
method may involve identifying other underdiagnosed
populations.

We estimated NVAF rates in large national database
populations, the percentage of people who should be treated
with OAC and are not currently treated, and yearly risks of
stroke expressed as a percentage of these untreated patients
[24,25]. We also estimated the average incremental 1-year cost
for a stroke event and identified stroke-related average death
rates in the first year after event.

Verhoef et al [26,27] showed that bleeding rates with warfarin
were, on average, 0.34% risk per year. Given additional
treatment for 3,976,057 new patients, we would expect 13,824
new patient bleeds. McWilliam [28] showed that the average
cost of a major bleed was US $19,000 in 2008 (inflation adjusted
to US $23,777.67). For the population, this equals US
$328,702,452. Gilligan et al [29] showed that the average total
cost for warfarin therapy was US $76.19 per member per month,
which translates to a total national cost of US $3,750,758,790
per year. Potential net financial treatment benefits from using
the NLP-assisted structured-plus-unstructured method equates
to US $14.4 billion (US $18.13 billion to US $3.75 billion).

On the basis of the accuracy of the AI-derived bio-surveillance
method, we show potential societal benefits of implementing
this technology. Nationally, this method could identify
approximately 4 million patients requiring treatment, potentially
preventing >176,000 strokes in the first year, and >10,500
deaths, translating to national savings of >US $14 billion.
Including the estimated costs of excess bleeding from the
treatment and from our estimate, the national implementation
costs would be no greater than US $300,000,000. This type of
AI-driven clinical decision support bio-surveillance has the
potential to significantly improve patient care and clinicians’
treatment decisions.

NVAF is but one important condition among many. Future
applications of this AI bio-surveillance method may identify
other underdiagnosed populations. Once deployed, the
infrastructure could be used for other disorders and could be
implemented at a low incremental cost.

Limitations
This analysis and data extrapolation were based on previous
2014 American Heart Association, American College of
Cardiology, and Heart Rhythm Society recommendations for
OAC therapy in patients with NVAF and a CHA2DS2-VASc
score of ≥2. The 2019 focused updates on AF now recommend
that men with a CHA2DS2-VASc score of ≥2 and women with
a CHA2DS2-VASc score of ≥3 should be treated with an OAC.
As such, the numbers in this analysis may include women who,
under the updated guidance, may not be recommended for
treatment with an OAC. In addition, not all patients for whom
therapy is indicated may agree to accept anticoagulation therapy.

The Optum and Truven databases, although found to be
effectively nonoverlapping, are, on average, considered to be
for younger and healthier private payer populations; therefore,
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we may underestimate both protective effects and cost savings
[30]. If this method were extended to other diseases, models
must be built and distributed uniformly across the country and
perhaps internationally.

The AI model processes the free text of the notes and reports,
and as it can accept and process data from Cerner, Epic, and
other EHRs, there should be no difference in outcome; however,
this model has not been specifically tested with data from other
EHRs.

ICD-9 codes were used in this study because of the desire to
have a consistently coded data set. ICD-10 codes were not
included. Future research should investigate this method using
later ICD codes.

This informatics method promises many benefits. Of course,
additional research is needed to determine its applicability to
other diseases.

Conclusions
Although a common disorder (N=6 million Americans), NVAF
is often underprophylaxed for thromboembolic events that may

lead to strokes. Critical evidence may be found in patients’
EHRs to aid in anticoagulation decision-making. Stroke rates
of untreated patients with a CHA2DS2-VASc of ≥2 in our study
were 4.44%, and of these, approximately 6% will die within 1
year. Treatment dramatically reduces one’s odds of a stroke to
<0.5% on average.

Our structured-plus-unstructured (NLP) method identified 36.3%
additional true NVAF cases (P<.001) compared with the
structured data alone. Extrapolating to the US population using
the 63 million people in the Optum and Truven populations
allowed us to predict that in just the first-year implementation
of this system, it could prevent 176,537 strokes and 10,575
deaths and save the nation >US $13.5 billion dollars.

Moreover, this bio-surveillance method and preparedness, in
general, may be useful for the discovery and treatment of many
other disorders, and require further research with different
diseases. Automated tools in partnership with clinicians have
the potential to significantly improve adherence to established
clinical guidelines and to precision medicine.
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Abstract

Background: The COVID-19 pandemic has highlighted the inability of health systems to leverage existing system infrastructure
in order to rapidly develop and apply broad analytical tools that could inform state- and national-level policymaking, as well as
patient care delivery in hospital settings. The COVID-19 pandemic has also led to highlighted systemic disparities in health
outcomes and access to care based on race or ethnicity, gender, income-level, and urban-rural divide. Although the United States
seems to be recovering from the COVID-19 pandemic owing to widespread vaccination efforts and increased public awareness,
there is an urgent need to address the aforementioned challenges.

Objective: This study aims to inform the feasibility of leveraging broad, statewide datasets for population health–driven
decision-making by developing robust analytical models that predict COVID-19–related health care resource utilization across
patients served by Indiana’s statewide Health Information Exchange.

Methods: We leveraged comprehensive datasets obtained from the Indiana Network for Patient Care to train decision forest-based
models that can predict patient-level need of health care resource utilization. To assess these models for potential biases, we tested
model performance against subpopulations stratified by age, race or ethnicity, gender, and residence (urban vs rural).

Results: For model development, we identified a cohort of 96,026 patients from across 957 zip codes in Indiana, United States.
We trained the decision models that predicted health care resource utilization by using approximately 100 of the most impactful
features from a total of 1172 features created. Each model and stratified subpopulation under test reported precision scores >70%,
accuracy and area under the receiver operating curve scores >80%, and sensitivity scores approximately >90%. We noted
statistically significant variations in model performance across stratified subpopulations identified by age, race or ethnicity,
gender, and residence (urban vs rural).

Conclusions: This study presents the possibility of developing decision models capable of predicting patient-level health care
resource utilization across a broad, statewide region with considerable predictive performance. However, our models present
statistically significant variations in performance across stratified subpopulations of interest. Further efforts are necessary to
identify root causes of these biases and to rectify them.

(J Med Internet Res 2021;23(11):e31337)   doi:10.2196/31337
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Introduction

Background
The COVID-19 pandemic has impacted the health and
well-being of individuals, communities, and economies
worldwide at an unprecedented scale [1,2]. As of June 1, 2021,
the COVID-19 pandemic has infected over 170 million people
worldwide and claimed the lives of over 3.5 million people. In
the United States alone, COVID-19 has infected over 33 million
people and claimed over 600,000 lives. In addition to the loss
of lives and other adverse health outcomes, the enforcement of
preventative measures, such as lockdowns and mask-wearing
mandates, have further affected the mental and physical
well-being of individuals and communities. The cumulative
financial costs of the COVID-19 pandemic caused by lost output
and health reduction has been estimated at US $16 trillion, or
approximately 90% of the annual gross domestic product of the
United States [3].

In the United States, the COVID-19 pandemic has highlighted
(1) the inability of health systems to leverage existing system
infrastructure in order to rapidly develop and apply broad
analytical tools that could inform state- and national-level
policymaking and patient care delivery in hospital settings and
(2) systemic disparities in COVID-19–related outcomes and
access to care based on race or ethnicity [4], gender [5], income
level, and urban-rural divide [6,7]. At the peak of the pandemic
outbreak in the United States, these limitations contributed to
distrust, misinformation, and lack of cohesive decision-making.
This impeded local government and public health officials from
making informed policy decisions, such as mask-wearing
mandates and stay-at-home orders, to control disease outbreaks
and safeguard health systems from extended strain. This led to
shortages in hospital beds, personal protective equipment, and
health care personnel, thereby causing significant disruptions
to health care delivery and consequent loss of lives [2,3].

Although the United States seems to be recovering from the
COVID-19 pandemic owing to widespread vaccination efforts
and increased public awareness, there is still a need to address
the aforementioned limitations. Overcoming these limitations
will ensure better disaster preparedness and response in
anticipation of any future outbreaks caused by either COVID-19
variants or other diseases and to manage the care of
vaccine-hesitant populations. The United States boasts
significant health information system infrastructure, resulting
in the active collection of a wide variety of patient-level clinical,
medication, and visit history data. However, such datasets are
often siloed across different health systems. As a result,
analytical model development is often spearheaded at the health

system level. Although such models may be useful in caring
for a specific health system, they may not generalize across
broader populations and cannot contribute to large-scale public
health responses delivered across broad geographies, such as
at the county, metropolitan area, or state level.

Objective
In this study, we sought to inform the feasibility of leveraging
broad, statewide datasets for population health–driven
decision-making by developing robust analytical models that
predicted COVID-19–related health care resource utilization at
the patient level among those served by Indiana’s statewide
Health Information Exchange (HIE).

Methods

Patient Population and Data Sources
We leveraged the COVID-19 Research Data Commons
(CoRDaCo) [8], a rich, statewide dataset curated by the
Regenstrief Institute of Indianapolis and Indiana University.
The CoRDaCo dataset seeks to enable better access to data on
COVID-19–positive patients for research purposes. It integrates
data from multiple clinical sources, including the Indiana
Network for Patient Care (INPC) [9]—one of the longest
continuously operated statewide HIEs in the United States
consisting of data from over 15 million inhabitants of Indiana
spread across 23 health systems and 93 hospitals, as well as
other state laboratory reporting state vitals data. The INPC
patient population represents a variety of health systems spread
across Indiana [10] (representation of COVID-19 patient dataset
is illustrated in detail in the Results section). This is relevant
given that Indiana is representative of the total US population
in terms of age, gender, education levels [11] and urban-rural
divide [12]. For each patient, CoRDaCo includes data captured
between January 1, 2018, and November 30, 2020. The data
pull was performed by specialized analysts from the Regenstrief
Institute Data Core—the only personnel permitted direct access
to identifiable patient data within the INPC research database.

Preparation of Feature Sets
We extracted and vectorized a wide variety of patient-level
features representing their demographics; diagnoses; past
encounter history; medications; and social determinants of
health, defined as conditions in which people are born, grow,
live, work and age [13] (Table 1).

Creation of feature vectors for model development was
performed by the authors using the python programming
language.
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Table 1. List of features extracted for model development.

Description of features modeledData type

Patient age, gender, race or ethnicity represented as integer and categorical variablesDemographics

Represented as integer variables:Diagnosis data

• Charlson comorbidity index [14]

Represented as a Boolean values:

• Presence of most commonly occurring chronic conditions [15]
• Diagnoses of addictions, behaviors, behavioral disorders, and narcotics use [16]
• Presence of 1000 most frequently reported diagnoses identified using the International Classification of

Diseases

Inpatient, outpatient, and emergency visits represented as countsPast encounter history

Medications categorized into diagnosis groups and represented as Boolean valuesMedications

Represented as a Boolean values:Social determinants of health

• Socioeconomic status (unemployment, type of insurance)
• Education
• Neighborhood and physical environment
• Urban vs rural status classified using Rural-Urban commuting area (RUCA) codes [17]
• Employment
• Social support networks
• Access to health care according to the Kaiser Family Foundation framework [18]

All features were inferred using patient-level diagnosis codes and patient address information.

Development of a Gold Standard
We parsed past encounter history data on each patient to identify
those who had been hospitalized (defined as patients who had
been admitted to either inpatient or intensive care) within either
of the following:

• The first week of receiving a diagnosis of COVID-19 (ie,
1-week cohort), including a measure of which patients were
in need of urgent care at the time of, or soon after, diagnosis.

• The first 6 weeks of receiving a diagnosis of COVID-19
(ie, 6-week cohort). A metric of which patients would need
inpatient care during the course of their illness [19].

To ensure that our gold standard focused on inpatient or
intensive care unit stays influenced by COVID-19 alone, we
applied regular expressions to patient admission reason notes
in order to identify and exclude any admissions due to accidents
such as falls, injuries, lacerations, and fractures, as well as
suicidal ideation, overdoses, and alcohol abuse. These factors
were selected for exclusion based on an assessment of the most
frequently occurring admission reasons identified from patient
hospitalization datasets.

Figure 1 represents our approach to feature vector preparation
and detection of outcomes of interest for analytical modelling
based on the patient’s longitudinal health history.

Figure 1. Feature vector preparation and detection of outcomes of interest based on the patient’s longitudinal health history.

Machine Learning Process
We leveraged Python and the scikit-learn machine learning
library [20] to train prediction models using the eXtreme
Gradient Boosting (XGBoost) algorithm [21]. The XGBoost
algorithm is an implementation of gradient-boosted ensemble
decision trees [22] designed to optimize speed and performance.
XGBoost classification was selected because research conducted
by ourselves, as well as other external groups found that
ensemble decision trees performed compatibly, or better than
other classification algorithms [23,24] and because XGBoost

could be trained using a smaller number of features than those
required to train neural networks and other deep learning–based
models, which enables ease of model development,
interpretability, and explainability. We split each data vector
into random groups of 80% (training and validation dataset)
and 20% (holdout test set). We then leveraged the 80% training
and validation dataset to train optimal models for each scenario
by using 10-fold crossvalidation and hyperparameter turning
and methods. To enable better generalization of each model,
we applied the internal feature selection method of XGBoost
[25], which prioritizes feature importance based on average
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gain across all splits the feature is used in, to restrict models to
a smaller subset of the most relevant features.

Model Evaluation
We assessed the performance of each decision model in the
20% holdout test dataset by using several performance metrics:

• Positive predictive value, or precision: the likelihood that
a positively identified case is truly positive.

• Sensitivity, or recall: the likelihood that a true positive case
is correctly identified as positive.

• Specificity: the likelihood that a negative case is correctly
identified as negative.

• F1 score: the harmonic mean of model precision and recall
scores.

• Accuracy: the likelihood that a prediction is correct.
• Area under the receiver operating curve (AUC-ROC): a

metric representing the performance of a prediction model
at all classification thresholds.

Evaluation of Analytical Performance Against
Subpopulations
As discussed previously, the COVID-19 pandemic has
highlighted systemic disparities in patient outcomes and access
to care based on race or ethnicity [4], gender [5], income level,
and urban-rural divide [6,7]. These disparities may be present
in the datasets used to train analytical models, resulting in biased
predictions that place privileged groups at a systematic
advantage and unprivileged groups at a systematic disadvantage
[26]. To evaluate our models for such biases, we stratified the
holdout test dataset by age, race or ethnicity, gender, and
residence (urban vs rural), and we evaluated model performance
across each stratified subpopulation by using the same
performance metrics. Figure 2 provides a comprehensive
overview of our study approach.

Figure 2. Workflow presenting the complete study approach from data extraction to predictive model evaluation. CoRDaCo: COVID-19 Research
Data Commons.

Human Participants Research Approval
This study was approved by the Indiana University’s
Institutional Review Board (2005573466).

Results

Overview
The CoRDaCo dataset consisted of 230,981 patients with a
positive COVID-19 diagnosis. However, we noted that a
considerable number of these patients were out-of-state residents
who visited health systems that were part of the INPC only to
obtain COVID-19 tests or were Indiana residents whose only
interaction with INPC-affiliated health systems were to undergo
COVID-19 testing. As such, we had no clinical data beyond

COVID-19 status on these patients. To enrich the quality of
datasets used for model building, we excluded such patients by
identifying and removing any patient whose only INPC record
was a positive COVID-19 test result. This resulted in a total of
96,115 patients. We excluded an additional 89 patients owing
to errors in their medical records, resulting in a total of 96,026
legacy patients to be included in our model development efforts.
This legacy population was from a diverse race or ethnicity
(27% Black, Hispanic, and others), predominantly adult (median
age 47 years [33.73]), mostly urban (76,988/96,026, 80.17%),
and had a larger representation of females (57,475/96,026,
59.85%). A total of 18,694 (19.47%) of these patients were
hospitalized during the first week of being diagnosed with
COVID-19, whereas 22,678 (23.62%) were hospitalized during
the first 6 weeks of receiving a COVID-19 diagnosis.
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Table 2. Characteristics of the patient populations used for analytical model development.

Patients hospitalized during
the first 6 weeks

Patients hospitalized during
the first week

COVID-19 patient cohortPatient characteristics

Gender, n (%)

9615 (42.40)8178 (43.75)38,529 (40.12)Male

13,062 (57.60)10,516 (56.25)57,475 (59.85)Female

1 (0)0 (0)22 (0.02)Unknown

Race or ethnicity, n (%)

14,737 (64.98)11,783 (63.03)70,238 (73.15)White, non-Hispanic

4666 (20.58)4,104 (21.95)12,372 (12.88)Black, non-Hispanic

2,533 (11.17)2171 (11.61)9882 (10.29)Hispanic

742 (3.27)636 (3.40)3534 (3.68)Other

Age (years), n (%)a

754 (3.34)638 (3.41)7064 (7.36)Minors (<18 years)

13,851 (61.08)11,330 (60.61)67,563 (70.36)Adults (18-65 years)

8074 (35.60)6726 (35.98)21,177 (22.05)Older adults (>65 years)

0 (0)0 (0)222 (0.23)Unknown

Residence, n (%)

705 (73.67)678 (70.85)957 (99.90)Number of zip codes represented

17,910 (78.98)14,833 (79.35)76,988 (80.17)Living in an urban area

4084 (18.01)3267 (17.48)16,843 (17.54)Living in a rural area

684 (3.02)594 (3.18)2195 (2.29)Unknown

Encounters, mean (SD)

9.530 (12.29)9.391 (13.18)7.715 (10.09)Outpatient visits

2.237 (3.45)2.431 (3.52)0.926 (2.25)Emergency room visits

0.875 (2.19)0.938 (2.24)0.339 (1.35)Hospitalizations

Chronic disease burden, n (%)

1484 (6.54)1226 (6.56)3976 (4.14)Cancer

2222 (9.80)1903 (10.18)4340 (4.52)Diabetes with complications

4506 (19.87)3845 (20.57)10,819 (11.27)Diabetes without complications

871 (3.84)648 (3.47)2529 (2.63)Dementia

4338 (19.13)2364 (12.65)10,755 (11.20)Chronic pulmonary disease

2794 (12.32)2397 (12.82)5449 (5.67)Renal disease

aMean participant age: 47.039 years (21.43).

Model Development and Evaluation
The feature preparation process (Table 1) resulted in a total of
1172 features for model training. To enable model
generalizability and ease of interpretation, we restricted each
model to approximately the most significant 100 features
selected based on feature importance threshold drop-offs. Table
3 presents performance metrics reported by each model across

the 20% holdout test dataset. Figure 3 presents the
precision-recall and AUC-ROC curves for each prediction
model. The subset of features included in each model is
presented in Multimedia Appendix 1.

Both models delivered strong performance metrics. However,
the model for the 1-week cohort reported significantly greater
specificity, accuracy, and AUC-ROC scores than the 6-week
cohort model.
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Table 3. Predictive model performance.

First 6 weeks (95% CI)First week (95% CI)Performance metric

73.697 (72.142-75.253)75.133 (73.445-76.822)Precision

52.571 (51.081-54.061)52.505 (50.875-54.136)Sensitivity

94.269 (93.887-94.653)95.780 (95.457-96.104)Specificity

84.514 (83.992-85.037)87.326 (86.846-87.806)Accuracy

86.215 (85.773-87.091)88.744 (88.136-89.205)AUC-ROCa

61.367 (59.797-62.936)61.814 (60.092-63.535)F1 score

aAUC-ROC: area under the receiver operating curve.

Figure 3. Precision-recall and AUC-ROC: area under the receiver operating curve (AUC-ROC) curves for each prediction model.

Evaluation of Analytical Performance Against
Subpopulations
To assess model performance across different subpopulations
of interest, we stratified the holdout test dataset by age, race or
ethnicity, gender, and residence (urban vs rural), and we then
evaluated their performance using each performance metric.

Tables 4 and 5 present statistically significant variations in
predictive performance reported across each model.
Comprehensive predictive performance metrics, together with
95% CIs are listed in Multimedia Appendix 2. AUC-ROC curves
for the performance of models across each stratified
subpopulation are presented in Multimedia Appendix 3.

Table 4. Statistically significant performance variations in model to predict health care resource utilization within the first week.

White vs Black vs HispanicMinors vs adults vs older adultsMale vs femaleUrban vs ruralPerformance metric

No differenceNo differenceNo differenceNo differencePrecision

Black > Hispanic > WhiteOlder adults > (adults = minors)Male > femaleUrban > ruralSensitivity or recall

(White and Hispanic) > blackMinors > adults > older adultsNo differenceNo differenceSpecificity

(White and Hispanic) > blackMinors > adults > older adultsNo differenceNo differenceAccuracy

No differenceMinors > adults > older adultsMale > femaleNo differenceAUC-ROCa

(Black and Hispanic) > White(Older adults = minors) > adultsMale > femaleUrban > ruralF1 score

aAUC-ROC: area under the receiver operating curve.
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Table 5. Statistically significant performance variations in model to predict health care resource utilization within the first 6 weeks.

White vs Black vs HispanicMinors vs adults vs older adultsMale vs femaleUrban vs ruralPerformance metric

No differenceNo differenceNo differenceNo differencePrecision

Black > Hispanic > WhiteOlder adults > (adults = minors)Male > femaleUrban > ruralSensitivity or recall

White & Hispanic > blackMinors > adult > seniorNo differenceNo differenceSpecificity

No differenceMinors > adult > seniorNo differenceNo differenceAccuracy

No differenceMinors > adult > seniorMale > femaleUrban > ruralAUC-ROCa

Black > Hispanic > White(Older adults = minors) > adultsMale > femaleUrban > ruralF1 score

aAUC-ROC: area under the receiver operating curve.

As presented in Tables 4 and 5, there were no statistically
significant differences in precision scores reported across each
strata or model under test. However, we found evidence of
significant variations in model performance across many other
strata. Across both models and all performance metrics under
test, residing in an urban area was associated with comparable,
or higher predictive performance than if residing in a rural area.
Across both models and all performance metrics under test,
being male was associated with comparable, or higher predictive
performance than if female. Performance stratified by age
showed significant variations, with some performance metrics
favoring older adults while others favored minors. These results
are indicative of biases learned from underlying data sources
used for model development, or inefficient learning parameters
implemented by the machine learning algorithm.

Discussion

Principal Findings
Our results demonstrate the ability to train decision models
capable of predicting the need of COVID-19–related
hospitalization across a broad, statewide patient population with
considerable performance accuracy. The 1-week model for
predicting the need of COVID-19–related hospitalization
reported specificity, accuracy, and AUC-ROC scores that were
significantly larger than the 6-week model. The findings are
intuitive given that hospitalization risk is more predictable over
shorter time frames. Such utilization prediction models may be
used for population health management programs in health
systems, to identify high-risk populations to monitor or screen,
as well as predicting resource need in crisis situations, such as
future spikes in pandemic activity or outbreaks.

Stratification of model performance across age, race or ethnicity,
gender, and urban versus rural divide identified statistically
significant variations in model performance across
subpopulations. Each model and stratified subpopulation under
test reported precision scores >70%, accuracy and AUC-ROC
scores >80%, and sensitivity scores approximately >90%. We
note that recall scores for each model (approximately 50%-54%)
were lower than ideal, implying that a considerable proportion
of patients in need of health care services were being ignored.
However, model precision, which is indicative of what
percentage of patients identified by the model actually needed
care was high (>70%), suggesting that it was pragmatic for use
in clinical settings. Additionally, model specificity scores were

very high (approximately >90%). This finding indicated that
the models were able to correctly identify patients who were
not in need of care with very high accuracy, which is very
valuable in making clinical decisions on which patients to
prioritize.

Features that influenced the prediction of health care resource
utilization included patient age [27], chronic obstructive
pulmonary disease status [28], smoking [28], diabetes [29],
indication of neurological diseases via diagnosis (eg, dementia
[30]) or medications (eg, anti-Parkinson and related therapy
agents), mental disorders (eg, anxiety disorders), residence
(urban vs rural) [31,32], and income-level, measured on the
basis of the type of insurance used by the patient. None of the
patient-level social determinants of health factors extracted from
the International Classification of Diseases diagnosis data were
found to be impactful enough for inclusion in either model. This
could be attributed to the scarcity of these elements being
captured in clinical settings. However, patient-level features on
the type of insurance (which is indicative of an individual’s
financial and employment status) and RUCA code (which could
be used to infer an individual’s income level, isolation, and
access to services and health resources) were both widely
available. These elements were found to be impactful and were
integrated into both models.

Each model exhibited significant variations in predictive
performance across subpopulations. Overall, male gender or
living in an urban area was associated with stronger predictive
performance. These differences may be influenced by variations
in access to health care services or health care delivery prevalent
in the datasets, and the models could learn them during the
training process. We cannot make further assumptions on the
causes of varying model predictions without a proper assessment
of underlying causes of this behavior.

Limitations
We noted several limitations to this study. We leveraged
statewide datasets from the INPC HIE system to ensure that our
models could be operationalized across a broad geographic
region. As such, our modeling did not include data elements
that were collected by health systems but not shared with the
INPC. Since the collection of such datasets and their availability
at the HIE level may vary based on the health system, the
inclusion of such elements may impact the generalizability of
our models across different health systems. Our use cases
assessed the need of hospitalization during the first 6 weeks of
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diagnosis. This excludes the needs of patients suffering
long-COVID, where patients may not fully recover for several
months [33]. Models were trained using legacy patients, who
were participants of the INPC system prior to March 1, 2020.
It is unclear how the models will perform against other patients
who do not regularly interact with the health system and sought
care only for COVID-19 testing purposes. This is concerning
given that such patients may suffer from a higher disease burden.
Our modelling efforts covered a broad time period spanning
several waves of the COVID-19 pandemic, as well as the
enforcement and relaxation of various mandates aimed at
controlling COVID-19 infection rates. These changes may have
influenced the capacity of hospital systems resulting in changes
in how many patients were provided inpatient care.
Alternatively, hospital admission and emergency management
protocols may have also changed throughout this period, further
impacting which patients received care. Our current effort did
not consider how these variations influence the training datasets,
and as such, how our models would generalize across future
outbreaks and mandates, as COVID-19 infection rates continue
to change. Future research will systematically investigate and
calibrate model performance across different stages of the
pandemic.

We sought to demonstrate the ability to develop broad,
state-level models for COVID-19–related research. As such,
the biases in analytical models detected in this study highlight
significant concerns that researchers must protect against. These
biases in analytical model performance will be addressed during
the next phase of our work. Further, although the generalizability
of our models across other states is untested, they can influence
other emerging COVID-19 analytical efforts. In particular, these
models can influence data collection, curation, and modeling
activities undertaken by the National COVID Cohort
Collaborative (N3C) [34], which is stewarded by the National
Center for Advancing Translational Sciences and hosts data on
over 250,000 COVID-19–positive patients from 31 sites spread
across the United States. N3C could serve as an in-vivo
laboratory for our research efforts.

Conclusions
This study presents the possibility of developing decision models
capable of predicting patient-level health care resource
utilization across a broad, statewide region with considerable
predictive performance. However, the analytical models present
statistically significant variations in performance across stratified
subpopulations of interest. Further efforts are necessary to
identify root causes of these biases and to rectify them.
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Abstract

Background: Masked face is a characteristic clinical manifestation of Parkinson disease (PD), but subjective evaluations from
different clinicians often show low consistency owing to a lack of accurate detection technology. Hence, it is of great significance
to develop methods to make monitoring easier and more accessible.

Objective: The study aimed to develop a markerless 2D video, facial feature recognition–based, artificial intelligence (AI)
model to assess facial features of PD patients and investigate how AI could help neurologists improve the performance of early
PD diagnosis.

Methods: We collected 140 videos of facial expressions from 70 PD patients and 70 matched controls from 3 hospitals using
a single 2D video camera. We developed and tested an AI model that performs masked face recognition of PD patients based on
the acquisition and evaluation of facial features including geometric and texture features. Random forest, support vector machines,
and k-nearest neighbor were used to train the model. The diagnostic performance of the AI model was compared with that of 5
neurologists.

Results: The experimental results showed that our AI models can achieve feasible and effective facial feature recognition ability
to assist with PD diagnosis. The accuracy of PD diagnosis can reach 83% using geometric features. And with the model trained
by random forest, the accuracy of texture features is up to 86%. When these 2 features are combined, an F1 value of 88% can be
reached, where the random forest algorithm is used. Further, the facial features of patients with PD were not associated with the
motor and nonmotor symptoms of PD.

Conclusions: PD patients commonly exhibit masked facial features. Videos of a facial feature recognition–based AI model can
provide a valuable tool to assist with PD diagnosis and the potential of realizing remote monitoring of the patient’s condition,
especially during the COVID-19 pandemic.

(J Med Internet Res 2021;23(11):e29554)   doi:10.2196/29554
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Introduction

Parkinson disease (PD) is a typical movement disorder, and its
high rate of disability seriously affects the daily life of patients
[1]. However, there is a lack of reliable methods for the early
diagnosis of PD. The diagnostic accuracy of the clinical
diagnosis of PD has been reported at 73.8% when performed
mainly by nonexperts and 79.6% when performed by movement
disorder experts [2]. Hence, it is important to develop a valuable
tool to diagnose PD as early as possible. In recent years,
computer technology and artificial intelligence (AI) have been
making great advances in the diagnosis of PD. Many studies
have been carried out by using computer technology from
different aspects [3], including using wearable devices to study
the gait of patients with PD [4] and using intelligent pens to
study the trembling of patients’ writing based on their hand
tremor [5]. However, the accuracy of these studies is not
sufficient, and they cannot be applied on a large scale due to
the limitations of equipment and technology.

Patients with PD usually suffer from loss of facial expressions.
Their facial muscle movements and amplitude of expression
are usually different from healthy people because of facial
muscle stiffness, which is called masked face [6]. Based on this,
research on the facial expressions of PD when watching videos
and during social interactions has been reported [7]. The overall
expressivity of PD has been verified as being reduced, but
subjective evaluations from different clinicians often show low
consistency [8]. And traditional methods are not accessible and
fast enough for large-scale work. Computer vision has been
considered to assist the work.

The use of 2D video to assist with medical diagnosis has
long-standing precedents. In 2014, researchers used independent
component analysis and a number of different classifiers to
describe local shape variations and differentiate people with
Down syndrome from the general population [9].
Basel-Vanagaite et al [10] used novel facial dysmorphology
analysis to identify patients with Cornelia de Lange syndrome
and achieved a good effect, with a recognition rate of 87%.
Studies on facial expression recognition algorithms have also
emerged in psychiatry [11]. These applications all show that
2D video is effective for diagnosis when the disease has an
impact on facial expressions. The use of computer vision on
prescreening can not only quickly process a large amount of
data and reduce the burden on doctors but also provide reliable
support to patients remotely. Now that the COVID-19 pandemic
is ravaging, guidelines for avoiding contact can undoubtedly
better support epidemic prevention and control. Therefore, we
aimed to explore a convenient and accessible PD diagnostic
method using a markerless 2D video, facial feature
recognition–based, AI model.

In our study, the facial features of PD patients and nonpatients
were collected that represent the speed, elasticity, and
coordination of the facial muscles [12]. Our goal was to identify
features from facial information that distinguish PD from healthy
people and finally develop a markerless 2D video, facial feature
recognition–based, AI model to assist with PD diagnosis.

Methods

Study Design and Participants
We performed a multicenter, observational, outpatient-based,
cross-sectional study, which was approved by the Research
Ethics Committee of Xin Hua Hospital affiliated with Shanghai
Jiao Tong University School of Medicine and the Research
Ethics Committee of each site of the study group. After
obtaining informed consent, participants were consecutively
recruited. PD was diagnosed according to the Movement
Disorder Society PD criteria. Patients with secondary
parkinsonism, stroke, brain tumor, or an alternative cause for
parkinsonism symptoms were excluded. For the control group,
age- and gender-matched healthy participants were recruited.
The sample size of our study was determined using a priori
statistical power analysis. On the basis of the literature, we
predicted a large between-subjects effect size in our design
using analysis of variance (ANOVA; F=0.4). A power analysis
using G-Power indicated that a total sample size of 44 (22 per
group) would be needed, with 95% power (1-β), an alpha of
.05, and a correlation of 0.5 among the 120 repeated
measurements. These analyses suggest that our recruited sample
of 140 participants (70 patients, 70 controls) would be sufficient.

Data Collection
A total of 70 consecutive PD patients (male/female: 33/37) and
70 matched controls (MC; male/female: 39/31) were included
in our study. In this study, a structured interview for clinical
and demographic variables was performed. All PD participants
were evaluated during the medication “on” period. The
following demographic and clinical feature data were obtained
from the participants: gender, age, education, age at PD onset,
duration of disease, the history of dopamine replacement therapy
and related complications (total levodopa equivalent daily dose
[LEDD] was calculated according to previously suggested
conversion formulae), Hoehn-Yahr (H-Y) stage, Unified
Parkinson Disease Rating Scale (UPDRS), Mini-Mental State
Examination (MMSE), a scale for freezing of gait, Non-Motor
Symptoms Scale (NMSS), REM Sleep Behavior Disorder
Questionnaire Hong Kong (RBDQ-HK), Hamilton Anxiety
Scale (HAM-A), Parkinson Disease Questionaire-39 (PDQ-39),
and the Questionnaire for Impulsive-Compulsive Disorders in
Parkinson disease (QUIP).

The flowchart of the research process is shown in Figure 1 and
included the following steps: Collect a series of facial
expressions from patients and nonpatients, and perform a series
of preprocessing operations to improve the quality of the
samples. The corresponding models were constructed by
extracting geometric features and texture features. Finally, these
2 features were combined as combined features to establish a
patient identification model of PD, and the classification results
of the model were evaluated.

The collected videos lasted 10-15 seconds each, and the patient
involved was instructed to make certain expressions, including
poker face and smiling, and was recorded by the camera. For
each participant, we collected one such corresponding video.
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Figure 1. Flowchart of the research process.

Preprocessing of Facial Images
The main work of preprocessing was the extraction of facial
areas and localization and normalization of facial key points.
Since information for facial expressions would be used, the
ideal output of the preprocessing was the pure expressions. The
preprocessing of facial images for this paper included the
following 3 steps: (1) identify the existing face in the sample
picture, and select the recognized face with a rectangular box;
(2) locate the facial feature points in the intercepted rectangular
box using 68 feature points, based on ensemble of regression
trees cascade regression [13], to describe the position
relationship of each key part of the face in detail; (3) use an
affine transformation matrix to normalize the face to achieve
the goal of face correction, which was obtained by the
corresponding coordinate relationship between the feature
points. In our study, face recognition and facial landmark
detection were realized based on Dlib, a machine learning,
open-source library. The preprocessing of sample images was
processed through this series of processes to obtain the
normalized facial image.

Extracting Facial Geometric Features
In this section, features were extracted from specific frames of
the collected video, during which patients were poker-faced or
smiling. The difference between these 2 frames was considered

as features for further use. Due to the presence of “masked face”
features in PD and the obvious appearance in the area of the
mouth, the characteristic angle of the mouth was extracted using
the key points of the mouth. Figure 2A shows the key points of
the mouth and their movement direction during a smile, as well
as the marking number of each key point in the detection
process. The red lines construct the characteristic triangle of
the mouth in this paper.

We defined 3 feature angles according to these feature points:
(1) the angles before and after laughter, as shown in Figure 2B
and Figure 2C; (2) the overall deviation angle of the mouth, as
shown in Figure 2D; (3) the deviation angle of the left and right
sides of the mouth, as shown in Figure 2E.

The feature angles constructed in our study can represent the
overall range of motion of the mouth, so that the difference
between the feature angle before and after a smile can reflect
the stiffness of the mouth muscles in patients with PD, which
can be used as a main feature. At the same time, the overall
deviation angle of the mouth and the deviation angles of the
left and right sides of the mouth can fully reflect the mouth
asymmetry caused by uncoordinated mouth muscle movements
in some patients with PD, so these geometric features can be
used as an auxiliary feature. Thus, these features were mixed
to construct a model to differentiate patients with PD by using
geometric features.
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Figure 2. The characteristic angle of the mouth. (A) movement and the relative position of key points on the mouth. (B) features of the angle before
smiling. (C) features of the angle after smiling. (D) deviation angle of the overall mouth after smiling. (E) deviation angle of the left and right sides of
the mouth after smiling.

Extracting Facial Texture Features
Compared with geometric features, texture features retain more
important details because of the multiple dimensions. Moreover,
facial texture is a relatively intuitive existence. For different
people, texture itself has distinct characteristics, which can be
expressed through features. In our study, the histogram of
oriented gradient (HOG) [14,15] and local binary pattern (LBP)
features [16,17] were used to describe facial textures. First, all
samples were preprocessed. In order to further reduce the
influence of irrelevant factors, the mouth and eye regions were
selected as the feature regions and extracted for feature
extraction. HOG features and LBP features were extracted from
the obtained feature region [18].

For classification of texture features, this study used support
vector machine (SVM) [19,20], k-nearest neighbor (KNN)
[21,22], and random forest (RF; Tree) [23,24] to establish a
recognition model to distinguish patients from people without
PD. And we compared the results obtained by the different
classifier algorithms to verify that the texture features of PD
patients’ faces are indeed different from those of MCs [25].

Statistical Analysis
All characteristics of our study were summarized using means
and SDs for continuous variables and percentages and
frequencies for categorical variables. The comparisons were
performed using Student t tests to analyze continuous variables

with parametric distributions and Mann-Whitney U tests to test
variables with nonparametric distributions. And the Pearson
chi-square test was used for categorical variables. Logistic
regression analyses were adjusted for gender, age, age at PD
onset, disease duration, and educational level. The level of
significance was set at P<.05. Odds ratios (ORs) are presented
with their 95% CIs. We used receiver operating characteristic
(ROC) [26] analysis to assess the effectiveness of the
classification. For the statistical analysis and to generate graphs,
SPSS v24 (IBM Corp, Armonk, NY) and Prism 8.0 for Windows
(GraphPad Software Inc, San Diego, CA) were used.

Results

Geometric Features of PD
For the geometric features, the samples were divided into a
training set containing 80 sets of data and a testing set containing
60 sets of data. The area under the curve (AUC) of the model
was 0.8131 for the main feature and 0.8229 for the mixed
feature; values above 80% mean it has good performance for
this problem (Figure 3A). The best threshold, Youden index
from the ROC curve, and relevant F-measure and other
indicators are shown in Figure 3B. The overall recognition effect
of geometric features was about 80%, and the precision was
100%, while the recall was only 67%. However, the geometric
feature model was not associated with clinical characteristics
of PD (Table 1).
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Figure 3. Receiver operating characteristics (ROC) analysis for the diagnosis of Parkinson disease using geometric feature and the recognition result.
(A) ROC curve for each parameter and (B) result of machine learning algorithms. AUC: area under the curve; FPR: false positive rate; TPR: true positive
rate.

Table 1. Correlations between clinical characteristics of Parkinson disease (PD) and geometric features of the face.

95% CIrP valueVariable

–0.355 to 0.108–0.131.28Age

–0.426 to 0.024–0.212.08Age at onset

–0.048 to 0.4060.19.12PD duration

–0.049 to 0.4050.188.12DALEDDa

–0.34 to 0.124–0.114.35QUIPb

–0.132 to 0.3330.106.38HAM-Ac

–0.305 to 0.0162–0.076.53RBDd

–0.195 to 0.2740.042.73Freezing of gait

–0.115 to 0.3480.123.31Total UPDRSe

–0.149 to 0.3180.089.46HYf

–0.065 to 0.3910.172.15MMSEg

–0.436 to 0.012–0.223.06NMSSh

–0.164 to 0.3030.074.54PDQ-39i

aDALEDD: levodopa equivalent daily doses.
bQUIP: Questionnaire for Impulsive-Compulsive Disorders in Parkinson disease.
cHAM-A: Hamilton Anxiety Scale.
dRBD: REM Sleep Behavior Disorder.
eUPDRS: Unified Parkinson Disease Rating Scale.
fHY: Hoehn & Yahr.
gMMSE: Mini-Mental State Examination.
hNMSS: Non-Motor Symptoms Scale.
iPDQ-39: Parkinson Disease Questionaire-39.
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Texture Features of PD
For the texture features, the AUC for LBP+KNN achieved
0.8029. The HOG+SVM (AUC=0.8961) and HOG+Tree
(AUC=0.9071) methods performed the best. Regarding the
texture feature extraction algorithms, the comprehensive
performance of HOG was better than that of LBP, as the AUCs
of HOG were all greater than 0.8773 (Figure 4A). The best
threshold, Youden index from ROC curve, and relevant
F-measure and other indicators are shown in Figure 4B. Because
of the similar AUC results of HOG+SVM and HOG+Tree, we
report the results from both. The overall recognition effect of
HOG+Tree could reach 0.86, which means this method has
excellent performance for this identification problem. While
the recall of HOG+SVM was 0.87, most of the PD patients
could be recognized under this method. And the F-measure of
the methods was approximately 85%.

Since HOG+SVM and HOG+Tree performed well and had
similar results, we further examined whether these texture
features were significantly correlated with the clinically
evaluated variables from the PD patients. It can be seen from
Table 2 that the results of the texture features model were not
associated with motor and nonmotor symptoms in PD.

To further explore the differences between the features of the
eye and mouth in PD, we preprocessed the eye and mouth
regions and obtained the corresponding texture features. Then,
we compared the results of the diagnosis using the HOG+Tree
method to explore the differences between them. It can be seen
from Figure 4C that the AUC of the eye was 0.8955, which is
higher than the 0.8799 of the mouth. And the values for the eye
are better than those for the mouth for other evaluation indices
(Figure 4D).

Figure 4. Receiver operating characteristics (ROC) analysis for the diagnosis of Parkinson disease using texture features and the recognition result.
(A) ROC curve for 2 texture feature extraction algorithms with 3 classification models and (B) best result of machine learning algorithms. (C) ROC
curve for texture features of the region of the eye, region of the mouth and their combination and (D) result of machine learning algorithms. AUC: area
under the curve; FPR: false positive rate; HOG: histogram of oriented gradient; KNN: k-nearest neighbor; LBP: local binary patern; SVM: support
vector machine; TPR: true positive rate.
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Table 2. Correlations between the clinical characteristics and 2 main texture features.

HOG+TreecHOGa+SVMbVariable

95% CIrP value95% CIrP value

–0.402 to 0.053–0.184.13–0.373 to 0.086–0.152.21Age

–0.359 to 0.102–0.136.26–0.394 to 0.063–0.175.15Age at onset

–0.394 to 0.062–0.175.15–0.275 to 0.194–0.043.72PDd duration

–0.286 to 0.183–0.055.65–0.198 to 0.2720.039.75DALEDDe

–0.077 to 0.3820.161.18–0.088 to 0.3720.15.22QUIPf

–0.24 to 0.23–0.005.96–0.132 to 0.3330.106.38HAM-Ag

–0.088 to 0.3720.15.22–0.104 to 0.3580.134.27RBDh

–0.244 to 0.226–0.009.94–0.25 to 0.22–0.016.90Freezing gait

–0.298 to 0.17–0.067.58–0.197 to 0.2720.039.75Total UPDRSi

–0.273 to 0.196–0.04.74–0.254 to 0.216–0.02.87HYj

–0.239 to 0.231–0.004.97–0.295 to 0.173–0.064.60MMSEk

–0.132 to 0.3330.106.38–0.034 to 0.4180.203.09NMSSl

–0.312 to 0.155–0.083.50–0.242 to 0.228–0.008.95PDQ39m

aHOG: histogram of oriented gradients.
bSVM: support vector machine.
cTree: random forest.
dPD: Parkinson disease.
eDALEDD: levodopa equivalent daily dose.
fQUIP: Questionnaire for Impulsive-Compulsive Disorders in Parkinson disease.
gHAM-A: Hamilton Anxiety Scale.
hRBD: REM Sleep Behavior Disorder.
iUPDRS: Unified Parkinson Disease Rating Scale.
jHY: Hoehn & Yahr.
kMMSE: Mini-Mental State Examination.
lNMSS: Non-Motor Symptoms Scale.
mPDQ-39: Parkinson Disease Questionnaire-39.

Combined Features of PD
For the combined features, it was higher (AUC 0.9259) than
for geometric features alone (AUC 0.8229) and for texture
features alone (AUC 0.9071), shown in Figure 5A. Similar to
previous work, we obtained a Youden index as the

corresponding optimal threshold from the ROC curve. Figure
5B shows that the final recognition effect of the combined
features could reach 0.88, nearly 90%, with each data point as
well as the comprehensive performance being improved to a
certain extent.
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Figure 5. Comparison of receiver operating characteristics (ROC) analysis for the diagnosis of Parkinson disease. (A) ROC curve for each parameter
and (B) result of machine learning algorithms. AUC: area under the curve; FPR: false positive rate; TPR: true positive rate.

Discussion

Overview
The aim of our study was to develop a computer vision–assisted
AI method to extract, analyze, and recognize the facial features
of patients with PD. Our results show that the accuracy of the
computer vision–assisted AI method is more than 80%, and it
has the advantages of timeliness, convenience, and low cost.
Our results indicated that the computer vision–assisted AI
method can play an important role in clinical practice for PD.
First, it can analyze and summarize the facial features of patients
with PD to form computer-recognizable digital information.
And it can explore the representative and quantitative features
of the facial features of patients with PD, which may help
diagnose the disease and evaluate the effect of treatment.
Second, through this method, large-scale, fast, convenient, and
low-cost screening of PD in the population could be realized,
helping patients who suspect PD go to the hospital as early as
possible. Third, it is helpful for telemedicine and contactless
medical treatment, which is of great significance during the
COVID-19 pandemic. In the future, we will further improve
the application of the computer vision–assisted AI method in
the screening process for PD.

Principal Findings
In this study, we used facial features combined with machine
learning algorithms to distinguish PD from healthy people. First,
our study confirms that the facial expressions of PD patients
are different from those of healthy people, which is consistent
with other studies. Second, different from the use of contact
sensors to analyze facial mimicry in PD patients to achieve the
purpose of identification [25], our study is contact-free and has
a more profound significance for human-computer interaction.
At the same time, our method is more streamlined, and the
processing time is short so that we can accelerate the process
of diagnosis and make it more efficient. Third, the results

indicated that the combination of texture features and geometric
features of PD patients could be helpful for the diagnosis of PD.
Texture features show better discrimination than geometric
features. What is more, the abnormal facial expression around
the eyes is more pronounced than around on mouth, while the
degree of abnormal facial expression was not correlated with
clinically evaluated variables of PD. Our results suggest that
the facial features of PD patients may be a characteristic
symptom that is solely related to the disease and is not affected
by the motor symptoms, nonmotor symptoms, medications, and
the course of the disease. Of course, the possibility for this may
come from the statistical deviation caused by an insufficient
sample size and sampling error, which cannot be ignored.
Further studies are necessary to confirm these findings in other
neurology centers.

Limitations
There were several limitations in our study. First, our study
retrospectively enrolled treated PD patients. It is crucial to
conduct prospective studies to enroll patients with de novo PD
to verify the accuracy of the video of the facial feature
recognition–based AI model to assist with PD diagnosis. Second,
we collected videos using a single 2D video camera, and the
amount of data was not sufficient. Although we were unable to
capture the 3D facial expressions of the patients, 3D cameras
can be used to capture more information in future research.
Third, as all videos in the training data sets were classified as
either PD or control, with no enrolled patients with
parkinsonism, interpretation of these results cannot be
extrapolated to other contexts. Facial tremor was not included
as a parameter in our study for the following reasons. On the
one hand, it requires expensive equipment to capture tremor
information without physical contact. On the other hand,
incorporating an indicator of tremor is time-consuming, because
the correlation and frequency distribution characteristics
between consecutive frames need to be calculated, which will
greatly increase the amount of calculation required by the
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system. What is more, tremor greatly interferes with facial
expression recognition. Although we did not involve the analysis
of facial tremor in this study, we can measure it using special
sensors in the future.

Comparison With Prior Work
There was a similar study using facial features to diagnosis PD
[27]. We verified the method they reported in our dataset. The
results are compared with our work in Table 3. Our AI model
showed better accuracy in the diagnosis of PD. Moreover, their
study did not provide information on clinical characteristics of
patients with PD.

Table 3. Comparison of results with those of prior work.

F1 valueRecallPrecisionAlgorithmWork

0.740.70.78SVMaJin et al [27]

0.720.90.6RFb

0.840.870.8SVMOur method

0.880.870.88RF

aSVM: support vector machine.
bRF: random forest.

Conclusions
In summary, we have verified that facial feature information is
effective for distinguishing PD from MC participants. All the
geometric features, texture features, and combined features had

good performance. Facial features play a role in the auxiliary
diagnosis of PD. A markerless 2D video, facial feature
recognition–based, AI model can provide a valuable tool to
assist with PD diagnosis and the potential of realizing remote
monitoring especially during the COVID-19 pandemic.
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Abstract

Background: Skin cancer is the most common cancer type affecting humans. Traditional skin cancer diagnosis methods are
costly, require a professional physician, and take time. Hence, to aid in diagnosing skin cancer, artificial intelligence (AI) tools
are being used, including shallow and deep machine learning–based methodologies that are trained to detect and classify skin
cancer using computer algorithms and deep neural networks.

Objective: The aim of this study was to identify and group the different types of AI-based technologies used to detect and
classify skin cancer. The study also examined the reliability of the selected papers by studying the correlation between the data
set size and the number of diagnostic classes with the performance metrics used to evaluate the models.

Methods: We conducted a systematic search for papers using Institute of Electrical and Electronics Engineers (IEEE) Xplore,
Association for Computing Machinery Digital Library (ACM DL), and Ovid MEDLINE databases following the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses Extension for Scoping Reviews (PRISMA-ScR) guidelines. The
studies included in this scoping review had to fulfill several selection criteria: being specifically about skin cancer, detecting or
classifying skin cancer, and using AI technologies. Study selection and data extraction were independently conducted by two
reviewers. Extracted data were narratively synthesized, where studies were grouped based on the diagnostic AI techniques and
their evaluation metrics.

Results: We retrieved 906 papers from the 3 databases, of which 53 were eligible for this review. Shallow AI-based techniques
were used in 14 studies, and deep AI-based techniques were used in 39 studies. The studies used up to 11 evaluation metrics to
assess the proposed models, where 39 studies used accuracy as the primary evaluation metric. Overall, studies that used smaller
data sets reported higher accuracy.

Conclusions: This paper examined multiple AI-based skin cancer detection models. However, a direct comparison between
methods was hindered by the varied use of different evaluation metrics and image types. Performance scores were affected by
factors such as data set size, number of diagnostic classes, and techniques. Hence, the reliability of shallow and deep models with
higher accuracy scores was questionable since they were trained and tested on relatively small data sets of a few diagnostic
classes.

(J Med Internet Res 2021;23(11):e22934)   doi:10.2196/22934
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Introduction

Background
Skin cancer is the most common cancer type that affects humans
[1]. Melanoma and nonmelanoma are the two main types of
skin cancer [2]. Nonmelanoma is of lesser concern since it
usually can be cured by surgery and is nonlethal. Melanoma,
however, is the most dangerous skin cancer type, with a high
mortality rate, although it represents less than 5% of all skin
cancer cases [1]. The World Health Organization (WHO)
estimated 132,000 yearly melanoma cases globally. In 2015,
60,000 cases caused death [2].

Traditional methods of early detection of skin cancer include
skin self-examination and skin clinical examination (screening)
[3]. However, skin self-examination, where the patient or a
family member notices a lesion, is a random method as people
might overreact or underact. In addition, clinical examination
using expensive, specialized medical tools, such as a
dermoscope, microspectroscopy, and laser-based tools, requires
training, effort to operate, time, and regular follow-ups [4].
Thus, patients have started using mobile technologies, such as
smartphones, to share images with their doctors to get faster
diagnoses. However, sharing images over the internet may
compromise privacy. Worse yet, the image quality may not be
sufficient, which may lead to inaccurate diagnoses. With
evolvement, artificial intelligence (AI), which is the human-like
intelligence exhibited by trained machines [5], has become so
pervasive that most humans interact with AI-based tools daily,
which assists physicians in decision making and decreases the
decision variations among physicians. It is worth mentioning
that even with the presence of such AI technologies, the role of
an expert dermatologist is vital for diagnosis and treatment.

The focus of this review is on the use of AI as a tool that helps
in the process of skin cancer diagnostics. Herein, AI-based skin
cancer diagnostic tools use either shallow or deep AI
methodologies. Both involve customizing computer algorithms
through a process called training to learn from data formed by
predefined features. The difference is that shallow methods tend
to not use multilayer neural networks at all or use such networks
limited to a minimum of layers [6]. In contrast, deep
methodologies involve training large, deep multilayer neural
networks with many hidden layers, typically ranging from
dozens to hundreds [7].

Research Problem
Detecting skin cancer can be challenging, time consuming, and
relatively expensive [4]. For example, Figure 1 shows two
lesions that superficially seem identical [8]. However, the left
image is of a normal benign lesion, whereas the right image
shows a melanoma lesion. As AI technologies are becoming
smarter and faster [5], it is hardly surprising that they are being
used to assist in diagnosing skin cancer and suggesting courses
of action. This is due to the fact that AI-based methods are
considered to be relatively cheap, easy to use, and accessible
[5]. Thus, they offer the potential to overcome the issues
inherent in the aforementioned existing skin cancer detection
methods. However, as the literature on the medical use of AI
quickly grows and continues to report findings using
incompatible performance metrics, direct comparison between
prior work becomes more challenging and threatens to hamper
future research. This study seeks to address this issue by
performing a rigorous and transparent review of the existing
literature. We aim to answer the research question, What are
the existing AI-based tools that are used to detect and classify
skin cancer?

Figure 1. Similarity of normal lesion (left) and melanoma (right).

Methods

This scoping review analyzes papers from different online
databases. We defined strict inclusion and exclusion criteria to
decide which papers to include. We then grouped the papers by

the methodology used and analyzed the ground covered in the
papers. Finally, we identified gaps in the literature and discussed
how these gaps can be filled by future work. We developed a
protocol before commencing the review. To ensure that this
scoping review is transparent and replicable, we followed the
Preferred Reporting Items for Systematic Reviews and
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Meta-Analyses Extension for Scoping Reviews (PRISMA-ScR)
instructions and guidelines [9].

Search Strategy
We conducted a systematic search on July 15, 2020. We
identified articles from Institute of Electrical and Electronics
Engineers (IEEE) Xplore, Association for Computing Machinery
Digital Library (ACM DL), and Ovid MEDLINE databases.
The terms used for searching the bibliographic databases were
identified based on the target population (eg, “skin neoplasms,”
“skin cancer,” “skin lesion”), intervention (eg, “artificial
intelligence,” “machine learning,” “deep learning”), and
outcome (“diagnosis,” “screening,” “detection,”
“classification”). We derived the search terms from previous
literature studies and reviews. For practical reasons, we did not
conduct backward or forward reference list checking, and we
also did not contact experts. Multimedia Appendix 1 shows the
search strategy used for searching Ovid MEDLINE, where “skin
neoplasms,” “artificial intelligence,” “machine learning,” and
“deep learning” were used as MESH terms. Multimedia
Appendix 1 also shows the search query for IEEE Xplore and
ACM DL.

Study Eligibility Criteria
We included studies fulfilling the following criteria:

• Studies published between January 1, 2009, and July 15,
2020.

• Studies written in English.
• Population: studies discussing only skin cancer. Studies

discussing other diseases or forms of cancer were excluded.
• Intervention: studies discussing only AI-based applications.

Studies that discussed skin cancer–related applications or
systems, including theoretical, statistical, or mathematical
approaches, were excluded.

• Studies discussing the specific use of AI for detecting,
classifying, or diagnosing skin cancer. Studies discussing
only the general use of AI in a clinical setting were
excluded.

• Studies proposing a new AI-based method. Case studies,
surveys, review or response papers, or papers that reviewed,
assessed, analyzed, evaluated, or compared existing methods
were excluded.

No restrictions on the country of publication, study design,
comparator, or outcomes were enforced.

Study Selection
Authors Abdulrahman Takiddin (AT) and Alaa Abd-Alrazaq
(AA) independently screened the titles and abstracts of all
retrieved studies. Following the written protocol, they
independently read the full texts of the papers included in this
study after reading their titles and abstracts. Any disagreements
between both reviewers were resolved by discussion. We
assessed the intercoder agreement by calculating the Cohen
kappa (κ), which was 0.86 and 0.93 for screening titles and
abstracts and for reading full texts, respectively, indicating good
agreement.

Data Extraction
For reliable and accurate data extraction from the included
studies, a data extraction form was developed and piloted using
eight included studies (Multimedia Appendix 2). The data
extraction process was independently conducted by AT and
AA. Any disagreements were resolved by discussion with good
intercoder agreement (Cohen κ=0.88) between the reviewers.

Data Synthesis
A narrative approach was used to synthesize the extracted data.
Specifically, we first grouped the included studies by diagnostic
techniques based on complexity. Then, we discussed the
evaluation metrics used in each study. Next, we grouped the
studies based on the used evaluation metrics. In addition, we
took into consideration the used data set in terms of the number
of images, types of images, and number of diseases (diagnostic
classes) that the data set contained. We assessed the correlation
between the accuracy score and the number of images and
diagnostic classes of the data set.

Results

Search Results
After searching the 3 online databases, we retrieved a total of
906 studies. We then started excluding papers in three phases.
As shown in Figure 2, in the first phase, “identification,” we
excluded 42 papers. In the second phase, “screening,” we
excluded 711 papers. In the last phase, “eligibility,” we included
153 papers for a full-text review. After reviewing the full text
of the papers, we excluded 100 papers. The specific reasons
behind excluding the papers in each phase are mentioned in
Figure 2. Hence, the total number of included papers in this
scoping review was 53.
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Figure 2. PRISMA approach. ACM DL: Association for Computing Machinery Digital Library; AI: artificial intelligence; IEEE: Institute of Electrical
and Electronics Engineers; PRISMA: Preferred Reporting Items for Systematic Reviews and Meta-Analyses.

Study Characteristics
Table 1 summarizes the characteristics of the selected studies.
Figure 3 shows the number of papers published per year: 4 of
53 studies (7.6%) were published before 2016 [10-13], 26
studies (49.1%) were published in 2016, 2017, and 2018 [14-39],

and 23 studies (43.4%) were published in 2019 and 2020
[40-62]. Although our selection criteria included papers
published between 2009 and July 2020, the oldest published
paper included after the full-text review was published in 2011.
We observed that the number of papers sharply increased in
2018 and 2019.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e22934 | p.979https://www.jmir.org/2021/11/e22934
(page number not for citation purposes)

Takiddin et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 1. Study characteristics (N=53).

n (%)Characteristics

Publication year

4 (7.5)Before 2016

26 (49.1)2016-2018

23 (43.4)2019-2020

Country of publication

9 (16.9)The United States

6 (11.3)China

5 (9.4)India

3 (5.7)Poland

2 (3.8)New Zealand

2 (3.8)Austria

2 (3.8)Germany

2 (3.8)Bangladesh

2 (3.8)Indonesia

2 (3.8)Pakistan

2 (3.8)Turkey

1 (1.9)France

1 (1.9)Russia

1 (1.9)The United Kingdom

1 (1.9)Hong Kong

1 (1.9)Iran

1 (1.9)Korea

1 (1.9)Philippines

1 (1.9)Lebanon

1 (1.9)Saudi Arabia

1 (1.9)Singapore

1 (1.9)Thailand

1 (1.9)Australia

1 (1.9)Canada

1 (1.9)Egypt

1 (1.9)Nigeria

1 (1.9)South Africa

Publication type

31 (58.5)Conference proceedings

22 (41.5)Journals
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Figure 3. Number of published papers by year.

Figure 4 shows the region of publication of the included studies.
The studies included were published in different parts of the
world. In Southern Asia, 22 studies (41.5%) were conducted in
China, India, Bangladesh, Indonesia, Pakistan, Singapore, South
Korea, and Thailand; 10 studies (18.9%) were conducted in
North America, specifically the United States and Canada; 10
studies were conducted in Europe, including Austria, Poland,
Germany, France, the United Kingdom, and Russia; 5 studies
(9.4%) were conducted in the Middle East, including Lebanon,

Turkey, Iran, and Saudi Arabia; 3 studies (5.7%) were conducted
in Africa, specifically Egypt, South Africa, and Nigeria; and in
Oceania, 3 studies were concluded in New Zealand and
Australia.

The selected studies were either published in conference
proceedings or journals: 31 of 53 studies (58.5%) were published
in conference proceedings, and the rest of the papers (22/53,
41.5%) were published in journals. Multimedia Appendix 3
displays the characteristics of each included study.

Figure 4. Number of published papers by region.

Data Characteristics
Table 2 summarizes the characteristics of the used data in the
selected studies. The studies used different sizes of data sets to
train their models. The average number of used images in the
selected studies was around 7800. The lowest number of images
used was 40 [24], whereas the highest number of images used
was 129,450 [23]. We categorized these data set sizes into three
groups, depending on the number of images used. The first
category contained small data sets that had fewer than 1000
images (21/53, 39.6%). The second category used medium-size
data sets consisting of 1000-10,000 images (25/53, 47.2%). The
last category contained large data sets that included more than
10,000 images (7/53, 13.2%).

We divided the papers into two groups based on the
classification type. We found that more than half of the papers
(31/53, 58.5%) built models to classify whether the lesion was
benign or malignant (two-class/binary classification). The rest
of the papers (22/53, 41.5%) presented models in which skin
lesions were classified using three or more diagnostic classes
(multiclass classification). Figure 5 shows the number of papers
using different diagnostic classes. In the multiclass classification,
8 studies used 3 diagnostic classes, 1 study used 4 classes, 2
studies used 5 classes, 10 studies used 7 classes, and 1 study
used 9 classes. The benign classes included benign keratosis,
melanocytic nevus, and dermatofibroma. The malignant classes
included melanoma and basal cell carcinoma. Other lesions,
such as vascular lesions, actinic keratosis, genodermatosis, and
tumors, could be either benign or malignant.
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Table 2. Data and deployment characteristics (N=53).

n (%)Characteristics

Data set size

21 (39.6)Small

25 (47.1)Medium

7 (13.2)Large

Classification type

31 (58.5)2 classes

8 (15.1)3 classes

1 (1.9)4 classes

2 (3.8)5 classes

10 (18.9)7 classes

1 (1.9)9 classes

Image type

43 (81.1)Dermoscopic

5 (9.4)Clinical

4 (7.5)High quality

1 (1.9)Spectroscopic

Deployment

45 (84.9)Development

3 (5.7)System

3 (5.7)Web application

2 (3.8)Mobile application

With regard to the type of images used to train, test, and validate
the models, 43 of 53 studies (81.1%) used dermoscopic images;
5 studies (9.4%) used clinical images that were taken using a
normal camera; and 4 studies (7.5%) used high-quality images
that were taken with a professional camera. The remaining study
used spectroscopic images requiring a specialized system taking
images of a lesion from three different spots using polarized
and unpolarized light.

The majority of the studies (45/53, 84.9%) presented
technologies that are still in the development phase. The rest of
the studies (8/53, 15.1%) have been deployed into a usable form:
3 studies developed a health care system, 3 studies deployed
the model into a mobile application, and 2 studies transferred
the model into a web application. Multimedia Appendix 4
displays the data and deployment characteristics of each
included study.

Figure 5. Number of published papers by number of diagnostic classes used.
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Diagnostic Techniques
We categorized the papers into two groups based on the AI
technique used in detecting and classifying skin cancer. The
groups were shallow techniques and deep techniques. These
two groups differed mainly in the complexity of the AI
architecture underlying the model. Shallow techniques use either
simple machine learning algorithms, such as a support vector
machine (SVM), or only a couple of layers of neural networks
[63]. If, in contrast, the AI architecture is a neural network that
consists of at least three layers, it is categorized as a deep
technique [19]. It turns out that around a quarter of the studies
(14/53, 26.4%) used shallow techniques, while the rest (39/53,
73.6%) used deep techniques. Within each of the groups, studies
may have used different models or algorithms, and some studies
proposed multiple methods or provided testing data using

multiple methods. In this study, we only considered the model
that had the best-reported performance in each paper.

As shown in Table 3, most studies that used shallow techniques
adopted an SVM (9/14, 64.3%), which is a common two-class
classifier that uses a hyperplane as a decision boundary [6]. The
rest of the studies (5/14, 35.7%) adopted the naive Bayes (NB)
algorithm (1/14, 7.1%), which is a probabilistic classifier that
assumes conditional independence among the features [6];
logistic regression (LR; 1/14), which uses probability for
prediction; k-nearest neighbors (kNNs; 1/14), which classify a
sample based on samples close to it; and random forests (RFs;
1/14), which classify using decision trees [6]. A hybrid model
(1/14) classified images through multiple iteratives using
Adaboost and an SVM.

Table 3. Techniques used in included studies using shallow techniques (N=14).

Referencen (%)Model

[12,15,16,19,21,26,27,29,60]9 (64.3)SVMa

[11]1 (7.1)NBb

[13]1 (7.1)LRc

[25]1 (7.1)kNNd

[28]1 (7.1)RFe

[18]1 (7.1)Hybrid

aSVM: support vector machine.
bNB: naive Bayes.
cLR: logistic regression.
dkNN: k-nearest neighbor.
eRF: random forest.

The majority of the studies that used deep techniques (Table 4)
adopted different types of convolutional neural networks (CNNs;
36/39, 92.3%), which assign importance to parts of images using
ImageNet-pretrained architectures (18/39, 46.2%), including
the residual network (ResNet), Inception, AlexNet, MobileNet,
Visual Geometry Group (VGG), Xception, DenseNet, and
GoogleNet. In addition, some of the CNN-based studies (11/39,
28.2%) built customized CNNs or ResNets. Moreover, some
studies adopted different combinations of CNNs along with

other models (hybrid models; 5/39, 12.8%), as well as using
ensemble models (4/39, 10.3%); the remaining study (1/39,
2.6%) used the OpenCV library. Multimedia Appendix 5
provides further details regarding each of the models in terms
of the method used, the number of layers (ranging from 1 to
121 layers), the method used for selecting the hyperparameters,
and the performance of the proposed model with respect to other
reported models within the study.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e22934 | p.983https://www.jmir.org/2021/11/e22934
(page number not for citation purposes)

Takiddin et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 4. Techniques used in included studies using deep techniques (N=39).

Referencen (%)Model

Pretrained CNNsa

[22,41,49,50,54]5 (12.8)ResNetb

[23,42,56]3 (7.7)Inception

[34,35,39]3 (7.7)AlexNet

[45,51,55]3 (7.7)MobileNet

[30,52]2 (5.1)VGGc

[43]1 (2.6)Xception

[58]1 (2.6)DenseNet

Custom

[14,24,40,47,53,57,59,61,62]9 (23.1)CNN

[31,33]2 (5.1)ResNet

[17,32,38,44,46]5 (12.8)Hybrid

[20,36,37,48]4 (10.3)Ensemble

[10]1 (2.6)OpenCV

aCNN: convolutional neural network.
bResNet: residual network.
cVGG: Visual Geometry Group.

Evaluation Metrics
The studies included in this scoping review used different
evaluation metrics to assess their proposed models. In the
studies, the following five primary evaluation metrics were used
to assess the built models: accuracy, sensitivity and specificity,
positive predictive value (PPV) or precision, area under the
curve (AUC), and F1-score. All five metrics ranged from 0%
to 100%; the higher the score, the better the model performance.
To compute the different evaluation metrics, the following types
of samples were identified: First, true positives (TPs), which
are malignant samples that the AI tool also detected as
malignant; second, false positives (FPs), which are benign
samples that the AI tool detected as malignant; third, true
negatives (TNs), which are benign samples that were also
detected as benign by the AI tool; and fourth, false negatives
(FNs), which are malignant samples that were detected as benign
by the AI tool. It is worth mentioning that more than half of the
studies (33/53, 62.3%) reported multiple evaluation metrics, in
addition to the primary metric.

Accuracy = (TP + TN)/(TP + TN + FP + FN), which implies
how well the model detects the diagnostic classes, was reported
in the majority of the papers (44/53, 83%). Sensitivity or recall
= TP/(TP + FN), which is the probability of the model, given
only malignant samples, to correctly diagnose them as
malignant, was reported in 30 (56.6%) papers. Specificity =
TN/(TN + FP), which determines the proportion of negative
samples that are correctly detected, was reported in 24 (45.3%)
papers. The PPV or precision = TP/(TP + FP) was reported in
13 (24.5%) papers. The AUC, which is the area of the receiver

operating characteristic (ROC) curve and plots the TP against
the FP, was reported in 11 (20.8%) papers. The F1-score, which
is the harmonic mean of recall and precision, was reported in 9
(16.9%) papers. In addition, the dice coefficient = 4TP/(FN +
2TP + FP) was reported in 4 (7.5%) papers. The negative
predictive value (NPV) = TN/(TN + FN) was reported in 2
(3.8%) papers. The Jaccard index = 2TP/(TP + FN + FP) was
reported in 2 papers. The Cohen κ was also reported in 2 papers.
Finally, the Youden index = sensitivity + specificity – 1 was
reported in 1 (1.9%) paper.

Herein, we conducted our analysis of each paper based on the
best-performing experiment in case multiple experiments were
conducted. In addition, if multiple evaluation metrics were used,
we used the primary evaluation metric score that was reported
by the authors in the abstract or conclusion as the main focus
of the paper or the used average score of each of the diagnostic
classes for multiclass classification papers. Of the
aforementioned metrics, accuracy, AUC, sensitivity and
specificity, and the F1-score were used as the primary evaluation
metrics. Around 73% (39/53) of the papers used accuracy as
their primary evaluation metric to assess the trained models.
The average accuracy value was 86.8%, with a maximum of
98.8% [60] and a minimum of 67% [10]. The AUC was reported
in 9 studies, with an average score of 87.2%; the highest AUC
score was 91.7% [41], whereas the lowest AUC score was 82.0%
[26]. Sensitivity and specificity were used in 4 studies, and the
F1-score was reported in 1 study. Multimedia Appendix 6 shows
the data characteristics, used model, and evaluation scores for
each included study (Table 5).
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Table 5. Primary evaluation metrics and scores reported by included studies (N=53).

ReferenceScore

Accuracy

[60]99%

[21,27]98%

[24]96%

[17,22,61]95%

[20,40]94%

[16]93%

[18]92%

[51,52,62]91%

[36,42,57]90%

[11,43]89%

[13,48]88%

[25,49,53]87%

[35,44,58]86%

[34]84%

[54,55]83%

[14]81%

[19]80%

[28]77%

[39,47,59]75%

[23,56]72%

[10]67%

AUCa

[41]92%

[33,38]91%

[32]89%

[46]87%

[37,50]85%

[30]84%

[26]82%

Sensitivity

[31]96%

[15]90%

[12]83%

[29]77%

Specificity

[15]96%

[12]90%

[31]89%

[29]70%

F1-score

[45]83%
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aAUC: area under the curve.

Discussion

Main Findings
We studied multiple characteristic types for the 53 selected
studies. First, we included the study characteristics. Most studies
were published in 2019, the majority of the studies were
published in Southern Asia, and most studies were published
in journals. Second, we discussed the data characteristics. For
training and testing, most of the studies used medium-size data
sets, the majority of the studies built binary classifiers, and
dermoscopic images were used the most. Third, we categorized
the adopted AI models into shallow and deep. Most shallow
models were SVM based, whereas most deep models were
CNN-based neural networks. Generally, deep models were
adopted more than shallow models. Fourth, we listed the
evaluation metrics used along with the reported scores to assess
the performance of the models. In total, 11 different evaluation
metrics were used, where accuracy was the most commonly
used metric, so we focused on accuracy.

Performance Factors
After analyzing the reported performance scores, we concluded
that there is a correlation between the performance and the
number of classes used. In addition, another factor that affects
the performance is the data set size. Next, we study this
hypothesis with respect to accuracy since most of the studies

(39/53, 73.6%) used it as the primary evaluation metric, although
it might not be the most fitted evaluation metric to assess such
a task, especially in the case of imbalanced data. We believe
that having a confusion matrix or the number of TPs, FPs, TNs,
and FNs would avoid bias and give a clearer evaluation of how
the model behaves with regard to each of the diagnostic classes.
From the studies, the top accuracy scores were ~98% [21,27,60].
In studies leading to this accuracy, the authors built a two-class
classification (benign vs malignant) model using data sets of
200, 356, and 200 images, respectively. The top 10 accuracy
scores (99%-92%) also built two-class classifiers using an
average of around 800 images. In addition, 26 studies built
two-class classifiers with an average accuracy score of around
88% using an average data set size of around 1000 images,
while 17 studies built multiclass classifiers with an average
accuracy score of 85%; they used around 15,000 images on
average. The second-lowest accuracy score was 72% [23], in
which the authors developed a multiclass classifier using 9
different diagnostic classes and 129,450 images, which is the
highest number of classes and the biggest data set size included
in this study. Figure 6 plots the logarithmic data set size over
accuracy, using colors to indicate the number of diagnostic
classes. As can be seen, accuracy increases as the number of
diagnostic classes and data set size decreases. Specifically, after
the threshold of 90% in accuracy, we can see that the majority
of the studies built two-class classifiers. The factors that might
be behind such a pattern are further discussed next.

Figure 6. Effect of the number of diagnostic classes and data set size on accuracy.

Classification Type Factor
Binary classifiers tend to have better performance when
compared to multiclass classifiers. This seems intuitively right
since binary classifiers are less expressive. Instead of
distinguishing between several classes, binary classifiers have
“less to learn.” To illustrate this point, let us compare limits on

the probability of each class for a binary and a five-class
classifier. For the five-class classifier, there must be at least one
class with a probability of ≤20% (according to the pigeonhole
principle [64]). Predicting this low probability class is, therefore,
typically harder than in the case of a binary classifier, for which
we know that there exists exactly (and, thus, at most) one class
with a probability of ≤50%. Another way of looking at it is to
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consider an algorithm that performs a random choice assuming
perfectly balanced data. In the binary case, the error rate of this
algorithm would be 50%, whereas for the five-class classifier,
it increases to 80%, a 1.6-fold increase. The problem may be
further exacerbated by imbalanced data, which often arises
naturally due to differences in the prevalence rates of medical
conditions. Therefore, it is also not surprising that binary
classifiers work well, given less data for training, since the
model may still be fed sufficient numbers of examples for each
class.

Data Set Size Factor
However, what is surprising is that Figure 6 suggests that the
performance increased with decreasing training data. To this
end, we would like to note that the two methods with the best
performance used shallow techniques that tend to be far less
hungry for data than deep methods, since manual feature
engineering is often part of the pipeline. Furthermore, Afifi et
al [21] used clinical image data, which may be of superior
quality. In addition, depending on the testing setup, it cannot
be ruled out that methods relying on less data lack the generality
of models that have been trained using large volumes of data.
In such scenarios, the models would be closer to data retrieval
machines due to overfitting than general detectors and
classifiers. To fully assess apparent issues such as this, it is
important not to rely on a single performance metric when
reporting results. Especially, sensitivity and specificity can be
as important as accuracy in this context since they model FN
and FP rates. All considered, we would, therefore, like to
reiterate our earlier statement that we believe it is important for
any AI to undergo rigorous clinical studies and testing before
being deployed in a clinical environment.

Technique Type Factor
With regard to the techniques described in the studies included
in this review, deep and shallow models (regardless of the
number of layers) have similar performances. For example,
within the shallow models, the top five skin cancer detectors
were built using an SVM with accuracy scores of 93%-99%
using relatively small data sets. The SVM was the most
commonly used method among the shallow models. Similarly,
within the deep models, the top five CNN-based skin cancer
detectors had 94%-96% accuracy using medium-size data sets.
CNNs were also the most commonly used method among the
deep models. Theoretically, deep neural networks tend to have
better performance with regard to image classifications [65].
One reason is that shallow models are often limited to less
expressive functional spaces when compared to deep networks.
From a technical perspective, this may well explain their lower
performance due to a lack of the ability to fully capture the
complex nature of images during training. In contrast, deep
networks and CNNs can learn features at multiple scales and
complexity to provide fast diagnoses [66]. Therefore, they not
only detect, select, and extract features from medical images
but also contribute by enhancing and constructing new features
from the medical images [67]. Such similarities and
inconsistencies in the performances of the included studies are
due to the diverse evaluation metrics used, the data set size,

image types, and the number of diagnostic classes among the
studies.

Publication Year
Based on the study characteristics, we noticed that the number
of published papers has increased since 2016 and that most
papers discuss the use of dermoscopic images, making it the
most used image modality for the detection and classification
of skin cancer. We believe that this is because the International
Skin Imaging Collaboration (ISIC) competition started in 2016
[8], which offered several medical data sets of dermoscopic
images that have ever since been used to build AI-based models.
Most of these studies are still in the development stage, and we
firmly believe that these models still need to be further validated
and tested in hospitals. However, dermatologists and patients
are beginning to adapt to the notion of relying on AI to diagnose
skin cancer.

Practical and Research Implications
In this scoping review, we summarized the findings in the
literature related to diagnosing skin cancer by using AI-based
technology. We also categorized the papers included in this
review based on the methodology used, the type of AI
techniques, and their performance, and found the link between
these aspects.

We noted that although all the papers included in this scoping
review discuss the application and performance of a specific
AI technology, the reporting is performed heterogeneously. A
discussion of the relationship between using one specific AI
technique and other aspects, such as data set size, or even a
discussion of why the evaluation metric used is reasonable is
normally not attempted. This, of course, potentially hampers
research in this direction, as it becomes harder for future studies
to provide a comprehensive comparison with the existing work
that follows scientific rigor. This scoping review filled this gap
by performing the necessary characterizations and analyses.
This was achieved by grouping each of the used AI technologies
into shallow and deep approaches, linking each type to the
evaluation metrics used, listing and interpreting the number of
diagnostic classes used in each study, and highlighting the
dependency of performance on data set size and other factors.
To the best of our knowledge, no similar work has been
performed to fill this gap. In the Conclusion section, we will
highlight our main findings.

Limitations
This scoping review examined papers that were published
between January 2009 and July 2020, and any published study
outside this time line was excluded, which may have excluded
older AI-based methods. In addition, we examined papers
written in English; other languages were not included, which
may have led to the exclusion of some studies conducted in
other parts of the world. Another limitation might be the gap
between the time the research was performed and the time the
work was submitted, which excluded published papers during
that period. Although we applied all due diligence, a small
residual chance of accidentally having overlooked papers in an
academic database cannot be fully ruled out. In addition,
although we tried to discuss all findings in the literature, it is
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beyond the scope of this review to detail every single finding
of the papers. Similarly, an investigation into data biases in the
literature (imbalanced data with respect to diagnostic classes,
patient ethnicity and skin color, gender, etc) is left as a direction
for future studies.

Conclusions
The use of AI has high potential to facilitate the way skin cancer
is diagnosed. Two main branches of AI are used to detect and
classify skin cancer, namely shallow and deep techniques.
However, the reliability of such AI tools is questionable since
different data set sizes, image types, and number of diagnostic

classes are being used and evaluated with different evaluation
metrics. Accuracy is the metric used most as a primary
evaluation metric but does not allow for independently assessing
FN and FP rates. This study found that higher accuracy scores
are reported when fewer diagnostic classes are included.
Interestingly and counterintuitively, our analysis also suggests
that higher accuracy scores are reported when smaller sample
sizes are included, which may be due to factors such as the type
of images and the techniques used. Furthermore, only
independent, external validation using a large, diverse, and
unbiased database is fit to demonstrate the generality and
reliability of any AI technology prior to clinical deployment.
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Abstract

Background: It is believed that artificial intelligence (AI) will be an integral part of health care services in the near future and
will be incorporated into several aspects of clinical care such as prognosis, diagnostics, and care planning. Thus, many technology
companies have invested in producing AI clinical applications. Patients are one of the most important beneficiaries who potentially
interact with these technologies and applications; thus, patients’perceptions may affect the widespread use of clinical AI. Patients
should be ensured that AI clinical applications will not harm them, and that they will instead benefit from using AI technology
for health care purposes. Although human-AI interaction can enhance health care outcomes, possible dimensions of concerns
and risks should be addressed before its integration with routine clinical care.

Objective: The main objective of this study was to examine how potential users (patients) perceive the benefits, risks, and use
of AI clinical applications for their health care purposes and how their perceptions may be different if faced with three health
care service encounter scenarios.

Methods: We designed a 2×3 experiment that crossed a type of health condition (ie, acute or chronic) with three different types
of clinical encounters between patients and physicians (ie, AI clinical applications as substituting technology, AI clinical applications
as augmenting technology, and no AI as a traditional in-person visit). We used an online survey to collect data from 634 individuals
in the United States.

Results: The interactions between the types of health care service encounters and health conditions significantly influenced
individuals’ perceptions of privacy concerns, trust issues, communication barriers, concerns about transparency in regulatory
standards, liability risks, benefits, and intention to use across the six scenarios. We found no significant differences among
scenarios regarding perceptions of performance risk and social biases.

Conclusions: The results imply that incompatibility with instrumental, technical, ethical, or regulatory values can be a reason
for rejecting AI applications in health care. Thus, there are still various risks associated with implementing AI applications in
diagnostics and treatment recommendations for patients with both acute and chronic illnesses. The concerns are also evident if
the AI applications are used as a recommendation system under physician experience, wisdom, and control. Prior to the widespread
rollout of AI, more studies are needed to identify the challenges that may raise concerns for implementing and using AI applications.
This study could provide researchers and managers with critical insights into the determinants of individuals’ intention to use AI
clinical applications. Regulatory agencies should establish normative standards and evaluation guidelines for implementing AI
in health care in cooperation with health care institutions. Regular audits and ongoing monitoring and reporting systems can be
used to continuously evaluate the safety, quality, transparency, and ethical factors of AI clinical applications.

(J Med Internet Res 2021;23(11):e25856)   doi:10.2196/25856
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Introduction

Artificial Intelligence
Artificial intelligence (AI) generally refers to a computerized
system (hardware or software) that can perform physical tasks
and cognitive functions, solve various problems, or make
decisions without explicit human instructions [1]. A range of
techniques and applications are under the broad umbrella of AI,
such as genetic algorithms, neural networks, machine learning,
and pattern recognition [2]. AI is considered a frontline service
technology (FST) in the literature [3]. FST infusion in various
industries has emerged as a topic of interest in the past decade
(eg, [4-8]). Gursoy et al [9] classified FST infusion under three
main categories: (1) no FST, which refers to a technology-free
encounter between consumers and frontline service providers;
(2) augmenting FST, which refers to the technology as a human
augmentation tool; and (3) substituting FST, which refers to the
technology as a human substitution force. In augmenting FST,
the technology can help to enhance human thinking, analysis,
and behavior, and boost the ability to interact with other human
actors, whereas in substituting FST, the technology substitutes
a human actor and takes away the active role of humans in the
service encounter. AI as an FST can augment or replace human
tasks and activities within a wide range of industrial, intellectual,
and social applications with potential impacts on productivity
and performance. As nonhuman intelligence is programmed to
complete specific tasks, AI can overcome some of humans’
computationally intensive and intellectual limitations [10]. For
example, AI could be a computer application that uses
sophisticated algorithms to solve a business problem for
managers. AI applications generate personalized
recommendations to customers based on analysis of a huge data
set. Thus, it is believed that AI could perform tasks better than
the best humans and experts in any field [2].

AI technology, including algorithmic machine learning and
autonomous decision-making, creates new opportunities for
continued innovation in different industries, including finance,
health care, manufacturing, retail, supply chain, logistics, and
utilities [11]. Promoting AI applications has become one of the
focal points of many companies’ strategies [12]. The notable
changes made by AI have inspired recent studies to examine
the impacts and consequences of the technology and investigate
AI’s performance implications. However, this objective requires
an in-depth understanding of the factors affecting the acceptance
of AI applications by potential users in different manufacturing
and service fields.

AI in Health Care
Previous studies highlight the importance of AI in health care,
especially in medical informatics [13]. AI can improve patient
care, diagnosis, and interpretation of medical data [14].
Houssami et al [15] showed that AI applications used for breast
cancer screening reduced human detection errors; however,
some of the interrelated ethical and societal trust factors, as well
as reliance on AI, are yet to be developed. Prior research has

shown that AI clinical applications exhibit the same or
sometimes even better performance than their human
counterparts or specialists in detecting Alzheimer disease using
natural language processing techniques [16], and for detecting
skin cancer [17] and heart arrhythmia [18] using deep neural
networks. AI applications for health care recommendations may
differ from those in other sectors, mainly because of the highly
sensitive nature of health information and high levels of
consumer vulnerability to possible medical errors.

In the context of AI in health care, there can be three possible
patient encounters for care delivery. First, the patient can follow
the traditional health care delivery model and visit a physician
in person. This option is the most prevalent health care delivery
process that focuses on the physician-human interaction and
can be referred to as a “human-human interaction” or “traditional
in-person visit.” Second, a patient can choose a collaborative
intelligence [19] scenario where the physicians collaborate with
an AI application to arrive at conclusions and make medical
decisions. In other words, the physician’s thinking, analysis,
and performance are augmented by using AI applications to
interact with patients, but the ultimate responsibility of patient
care and recommending treatment options and care planning
still rest with the physician. Third, AI clinical applications
substitute the physician, and a patient only encounters the AI
clinical application unaided by human intelligence.

Acceptance of AI in Clinical Applications
In April 2018, the Food and Drug Administration authorized
the first AI application to diagnose diabetic retinopathy without
a physician’s help in the United States [20]. An increasing
number of health care service companies have invested in AI
applications in mobile health devices or health apps to improve
patient safety, increase practice quality, enhance patient care
management, and decrease health care costs. However, previous
studies suggest that not all individuals are willing to accept AI
clinical applications [20]. Successful implementation of AI
applications requires a careful examination of users’ attitudes
and perceptions about AI [21]. Thus, investing in AI applications
without recognizing potential users’ beliefs and willingness to
use them may waste resources and even result in customer loss.
This is especially true in the health care sector, where patient
engagement is considered one of the most critical determinants
of health care quality. If individuals do not view interacting
with AI clinical applications as useful, they may demand
interactions with physicians, and in turn, the AI applications
may remain unused. Therefore, understanding the decision
drivers and barriers that lead to acceptance or refusal of AI
clinical applications in health care delivery is fundamental for
health care providers and hospitals that plan to introduce or
increase AI presence during health care delivery.

Several studies have investigated the attitude of specific sample
populations toward AI in health care. For example, Dos Santos
and colleagues [22] evaluated medical students’attitudes toward
AI and found that the majority agreed that AI could improve
medicine as a whole. In a similar study involving medical
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students in Canada [23], the majority of the sample (67%) agreed
that AI would reduce the demand for medicine and 47% were
anxious about physicians’ future in association with AI. In a
survey conducted among members of the European Society of
Radiology [24], more than half of the respondents strongly
expressed that they were not ready to accept AI-only generated
reports. Similarly, in a study investigating perceptions toward
health care robots [25], residents in a retirement village exhibited
a more positive attitude toward the robot compared to the
responses of their staff and relatives. Recently, Patel and
colleagues [26] compared the diagnosis results of pneumonia
on chest radiographs among human experts alone, collaborative
intelligence, and two state-of-the-art AI deep learning models.
They demonstrated that both the collaborative and AI models
have superior performance when compared with human experts
alone. They also found that the combination of collaborative
and AI models outperforms each of these methods alone.

Research Gaps
Based on previous studies, health care professionals still express
fundamental concerns about implementing AI clinical
applications in care services [27-30]. These concerns and risks
also directly affect patients’ perceptions (as potential users and
beneficiaries) and make them withdraw from using AI clinical
applications [20]. The majority of studies investigating attitudes
toward AI involve national samples [31], medical students [22],
radiology experts [23], and physicians [27], and we did not find
a study that examined the perceptions of patients with different
health conditions (chronic and acute diseases) toward AI clinical
applications. Exploring the perspectives of individuals with
different diseases can allow researchers to effectively recognize
the source of risks and concerns associated with AI clinical
applications. Since the risks may vary by type of illness, this
perspective can help health care providers better understand
how to address the concerns of various patients.

Thus, researchers need to understand the current challenges
related to AI technologies more efficiently and analyze the
urgent needs of health systems to design AI applications to
address them. Even with physicians and other health care
stakeholders accepting and assimilating AI to varying degrees,
it is crucial to understand patients’ perspectives toward these
different scenarios. Nevertheless, little is known about the risk
beliefs associated with using AI clinical applications for
diagnosis and treatments from the general public’s perspective.
This stream of literature encouraged us to examine people’s
perceptions and attitudes toward different types of health care
delivery processes in this study.

Currently, the issues related to AI clinical applications in health
care are still within the realm of research. However, it is widely
believed that these systems will fundamentally change medical
practice in the near future [32]. Historically, the medical sector
does not integrate technology as quickly as other industries [33].
Moreover, integrating AI into the current medical workflow
could be very challenging without the involvement, cooperation,
and endorsement of stakeholders (such as health care
professionals and patients) and a robust legislative and
regulatory framework. The main objective of this study was to
examine how potential users perceive the benefits, risks, and

use of AI clinical applications for their health care purposes,
and how their perceptions may be different if faced with the
three health care service encounter scenarios. The benefit
perceptions and risk beliefs of prospective users may affect their
future adoption of AI applications. Patients may not decide what
tools health care professionals should use in their practice, but
they can definitely highlight possible concerns, challenges, and
barriers that may refrain them from supporting and using the
tools implemented and promoted by clinicians.

Literature Review

Overview
In this section, consistent with the research objectives, three
topics are explained. First, the type of illness and the reactions
of people with different illnesses (acute or chronic) are
described. Second, possible risks and concerns associated with
the use of AI clinical applications are highlighted. Third,
potential benefits that users may perceive from using AI in
health care are illuminated. The interrelationships among these
three topics can provide further research background on how
people with different health conditions may react to AI
applications used for health care purposes to place our research
objectives and experimental design in context.

Type of Illness (Acute or Chronic)
A patient may experience two general types of health conditions:
acute diseases and chronic diseases. Following the medical
literature, acute conditions are defined as diseases that develop
suddenly, are severe and sudden in onset (the initial phase of a
disease or condition in which symptoms first become apparent),
last a short time (often only a few days or weeks), and can be
cured [34]. In contrast, a chronic disease is described as a human
health condition or disease that is persistent or otherwise
long-lasting in its effects or a disease that develops over time
[35]. Thus, chronic diseases refer to long-term health conditions
that last more than 1 year [36], whereas acute diseases refer to
health conditions that are sudden, short-term, and require
medical attention. Examples of acute diseases include the
common cold, flu, and infections, whereas examples of chronic
diseases include Alzheimer disease, arthritis, diabetes, and
depression [36]. Given the contrasting nature of chronic and
acute conditions, it is logical to argue that patients with different
diseases will vary in their perceptions of AI in health care
delivery. Previous research indicates that individuals tend to
trust an algorithm or an AI system in low-risk conditions [37].
Based on that finding, we can expect those with acute short-term
conditions but in severe pain to opt for an AI clinical encounter.
For example, Wu and colleagues [38] explored older adults’
perceptions of mild cognitive impairment toward assistive AI
and found a generally positive belief that these AI applications
can be useful for the aging population.

Perceived Concerns and Risks

Perceived Communication Barriers

Conventionally, the health care delivery process usually occurs
in a hospital or a physician’s clinic and involves direct
physician-patient interaction, which can be described as
paternalistic in nature. In other words, with medical expertise,
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the physician leads the patient toward shared medical
decision-making, resulting in outcomes such as prescription
and treatment plans centered on both evidence-based medicine
and moral competency in terms of showing empathy and
compassion. Empathy and compassion are increasingly being
viewed as the foundations of active patient engagement and
patient-centered care [39,40]. Research highlights that patients
mainly seek and trust health care providers who are competent
and compassionate with good interpersonal skills [41-44].
Researchers also reveal that empathetic and compassionate
physician-patient interaction can improve patient satisfaction
and greater clinical adherence [45]. Conversely, AI applications
in service delivery (such as health care) may cause noteworthy
communication barriers between customers and AI applications
[46]. Reliance on AI clinical applications may reduce
physicians’ and patients’ interactions and conversations [47].
Consumers may refuse to use AI applications because they need
human social interaction during service encounters [10]. AI
applications are powered with higher-level technical and
evidence-based medicine but may not be expected to exhibit
human-like empathy, which, in turn, may discourage patients
from choosing the AI applications for the health care delivery
process. Although the idea of building empathetic machines is
well pursued in AI, patients’ perceptions toward the clinical
encounters involving AI as substituting or augmenting
technology versus traditional in-person visits warrant further
investigation.

Perceived Transparency of Regulatory Standards

Physicians obtain their licensure after many rigorous training
years in medicine and their specialty. This licensure is
considered a regulating mechanism put forward by the
government to ensure physicians’ quality and, ultimately, the
quality of health care services. The licensure further allows a
patient to choose a reliable doctor responsible for intentional
errors or unintentional wrong-doings. However, in the AI
context, regulatory authorities are yet to formalize standards to
evaluate and maintain AI’s safety and impact in many countries
[48]. Thus, people may become concerned if an appropriate
regulatory and accreditation system regarding AI clinical
applications is not yet in place. In the ever-changing AI and
machine-learning landscape, more effective, efficient, and
powerful algorithms are being developed on an everyday basis
to power these AI health care applications. Often, the technical
aspects of modern AI algorithms such as artificial neural
networks (ANNs) remain a black box to society at large [49].
This is because after an ANN is trained with a data set, the quest
to understand the algorithm’s decision-making process becomes
essentially impossible. This perception of the “unknown” could
potentially affect a patient’s preference for the clinical
encounter. Furthermore, the lack of transparency in the
regulatory standards that can be understood, critiqued, and
reviewed [50] for AI applications by a larger community may
discourage patients from choosing an AI encounter. The new
IEEE (Institute of Electrical and Electronics Engineers) standard
P7001 currently under development, “Transparency in
autonomous systems,” has a set of measurable and testable
levels of transparency that could be used to evaluate AI or
autonomous systems for their level of compliance [51].

Perceived Liability Issues

A physician is usually held responsible for the consequences
of their actions in a health care setting. With AI increasingly
finding its way into health care research and practice, it becomes
imperative to examine an AI system’s liability issues. Previous
studies in public health demonstrate legal concerns about who
will account for AI-based decisions when errors occur using AI
applications [52]. Usually, the stakeholders in a medical
encounter involving AI can be the developers, data feeders,
health care organizations that adopted AI, or the health care
provider that used the AI [53]. Noting that an AI application in
itself cannot be held liable for any misdiagnosis or medical
recommendations that turn out to be disastrous for a patient,
the lack of standard consensus or regulations on who can be
held liable may discourage patients from choosing an AI
application. As AI clinical applications make autonomous
decisions, the accountability question becomes very hard to
answer. For instance, it will create a risky situation for both
clinicians and patients when it is still unclear who becomes
responsible if AI clinical applications offer wrong health care
recommendations [54]. There is also no precise regulation
regarding who is held liable when a physician follows the
medical recommendations provided by AI and when a physician
decides to override the recommendations [55].

Perceived Trust in AI Mechanisms, Collaborative
Intelligence, and Physicians

Maintaining substantial trust between the public, health
professionals, and health systems can create effective health
care. Trust can be defined as trust in clinicians and the clinical
tools they use (such as AI clinical applications) [48]. In the
information systems (IS) literature, Vance and colleagues [56]
call for additional research on trust in information technology
artifacts such as AI systems. Gaining the general public’s trust
in the use of AI in health care is considered an important
challenge to the successful implementation of AI in medical
practices [57]. Sun and Medaglia [58] reported that, in general,
individuals are likely to exhibit a lack of trust in the features of
AI systems. For instance, people may not trust AI’s predictive
power and diagnostic ability for treatment purposes. Another
study indicated that the autonomy of AI systems affects the
users’perception of trustworthiness [59]. Moreover, in a survey
conducted by Longoni and Bonezzi [60] to understand customer
perceptions about AI in medicine, only 26% of the sample
signed up for an AI diagnosis compared to 40% who signed up
for a health care provider diagnosis. In the same study, the
authors found that the majority preferred a human provider over
AI, even when it meant a higher risk of misdiagnosis. They also
indicated that patients are more willing to choose AI if the
ultimate treatment decision rests with the physician and not
only the AI. These results highlight that individuals have a
higher level of distrust toward AI in medicine than toward a
human provider. Trust in AI clinical applications is a significant
factor affecting adoption decisions [61]. Longoni et al [60]
suggested that a physician’s confirmation of the AI results (an
example of AI as augmenting technology) could encourage
patients to be more receptive to AI in their care.
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Perceived Performance Risks (Possible Errors)

AI-related studies consider the safety and quality of autonomous
operations as essential factors affecting the use of AI
applications [62]. According to Mitchell [63], AI applications
are still vulnerable in many areas such as hacker attacks. Hackers
can change text files or images, which may not have a human
cognitive effect but could cause potentially catastrophic errors.
Since the AI program may not understand the input and outputs,
they are susceptible to unexpected errors and untraceable attacks.
Performance risks may be serious in the context that directly
deals with people’s lives (such as health care). Medical errors
generated by AI could endanger patient safety and result in
death or injuries, which are mostly not reversible. Thus, users
may be concerned that the mechanisms used by AI clinical
applications could lead to incorrect diagnoses or wrong
treatments. Reddy et al [54] indicated that incomplete and
nonrepresentative data sets in AI models can produce inaccurate
predictions and medical errors. Thus, it could be expected that
individuals may consider that possible functional errors resulting
from using AI applications could lead to more risks.

Perceived Social Biases

Studies in other contexts have shown that AI models
overestimate crime risk among members of a specific racial
group [64]. In the health care context, biased AI models may
overestimate or underestimate health risks in specific patient
populations. For instance, AI applications may engage in
stereotyping and exhibit gender or racial bias. Bias in AI models
may also occur when data sets are not representative of the
target population or when AI systems use incomplete and
inaccurate data for decision-making [47]. Societal discrimination
(such as poor access to health care) and small samples (such as
minority groups) can lead to unrepresentative data and AI bias
[48]. Edwards [65] argued that AI systems’ current architecture
needs a more sophisticated structure to understand human moral
values. If the AI algorithm is not transparent, it may exhibit
some discrimination levels, even though humans are not
involved in decision-making [66]. The main purpose of AI is
to create an algorithm that functions autonomously to find the
best possible solutions to questions [67]. However, researchers
argue that predictive programs can be inevitably biased due to
an overrepresentation of the social minorities in the pattern
recognition process [68]. Some studies support this argument
by showing that AI algorithms may be coded in a biased manner,
which can produce racist decisions [69]. Therefore, if people
are concerned that AI applications could lead to morally flawed
health care practices by overestimating or underestimating health
risks in a certain patient population, they will be more likely to
perceive greater risks associated with AI.

Perceived Privacy Concerns

Health-related data are often viewed as constituting the most
sensitive information about a person [47]. In health care services,
respecting a person’s privacy is an essential ethical principle
because patient privacy is associated with well-being and
personal identity [70]. Thus, patients’ confidentiality should be
respected by health care providers by protecting their health
records, preventing secondary use of data, and developing a
robust system to obtain informed consent from them for health

care purposes [71]. If patients’ privacy needs are not met,
patients will be affected by psychological and reputational harm
[72]. Data breaches would increase risk beliefs associated with
AI models designed to share personal health information. There
is a concern that anonymized data can be reidentified through
AI processes, and this anxiety may exacerbate privacy invasion
and data breach risks [48]. AI applications in public health
require large data sets. Thus, collecting, storing, and sharing
medical data raise ethical questions about safety, governance,
and privacy [73]. Privacy is one of the most critical concerns
associated with using AI applications because users’ data (eg,
habits, preferences, and health records) are likely to be stored
and shared across the AI network [66]. The method of data
collection for AI may increase risks as AI systems need huge
data sets, and patients are concerned that their personal
information will be collected without their knowledge [47].

Perceived Benefits

AI can be used in health care for risk prediction and
recommendation generation. Big data and AI significantly
improve patient health-based diagnosis and predictive capability
[74]. Recent studies highlight new AI application opportunities
within medical diagnosis and pathology, where medical tasks
can be performed in an automated manner with higher speed
and accuracy [75]. AI can improve health care delivery such as
diagnostics, prognosis, and patient management [48]. For
instance, AI has been shown to be capable of diagnosing skin
cancer more efficiently than dermatologists [76]. Sohn and
Kwon [77] demonstrated that hedonic aspects such as enjoyment
and curiosity about AI technology are stronger in predicting the
behavioral intention to use AI products than utilitarian aspects
(eg, usefulness). This point does not hold in health care since
AI applications are mainly used in health care for utilitarian
aspects such as patient-specific diagnosis, treatment
decision-making, and population risk prediction analysis [78].
Thus, with regard to benefit perceptions, in this study, we only
focus on utilitarian aspects, not other motivational factors. Sun
and Medaglia [58] proposed the lack of sufficient knowledge
of the AI technologies’ values and advantages as potential
barriers to adopting AI applications. Individuals will endorse
and use AI clinical applications if they believe that AI will bring
essential benefits to their health care delivery. Thus, we can
expect that the higher the perceived benefits from AI clinical
applications, the higher the individuals’ intention to use them
in the future.

Research Objectives
Most AI-related studies use various acceptance models (eg,
technology acceptance model [TAM] and unified theory of
acceptance and use of technology) to examine AI acceptance
by empirically testing the effects of the ease of use, usefulness,
and social norms on the intention to use AI applications [10,77].
For example, Xu and Wang [79] used the TAM to examine the
adoption of AI robot lawyer technology for the legal industry.
Another example is use of a TAM-based tool to measure
AI-based assessment acceptance among students [80]. However,
to the best of our knowledge, no experimental research has
explored the differences in patients’ perceptions (with different
types of illnesses) in relation to utilizing AI clinical applications
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without physician interactions, AI clinical applications with
physician interactions, and traditional in-person visits. We
hypothesized that the interactions between the type of health
care service encounters and illness type may significantly change
patients’ perceived risks, benefits, and overall attitudes toward
health care delivery. The main objectives of this study were to:
(1) examine the difference between the perceptions of patients
with chronic diseases about utilizing AI clinical applications
with and without physician interactions, and visiting physicians
in person for diagnosis and treatment recommendation purposes;
(2) investigate the difference between the perceptions of patients
with acute diseases about utilizing AI clinical applications with
and without physician interactions, and visiting physicians in
person for diagnosis and treatment recommendation purposes;
and (3) explore which service encounter is preferable for people
with chronic diseases and that desired by people with acute
diseases.

In this study, we focused on AI clinical applications for health
care purposes. AI embedded in mobile health devices or health
apps could help patients monitor their health status, check their
health care information, and manage their chronic illnesses.
These AI clinical applications use algorithms to learn from the
past by analyzing the medical histories of patients with the same
health conditions; recognizing patterns in clinical data;
predicting possible health issues; and suggesting some treatment
choices, diagnostic options, prescription advice, and care
planning. These applications could reduce frequent
patient-physician encounters and avoid unnecessary
hospitalizations.

Study Significance
This research offers significant and timely insight into
human-computer interaction by examining AI applications in
health care. This study’s findings will provide researchers and
managers with critical insights into the determinants of
individuals’ intention to use AI applications in health care
delivery. The results imply that incompatibility with
instrumental, technical, ethical, or regulatory values can be a
reason for rejecting AI applications in health care.
Multidimensional concerns associated with AI clinical

applications may also be viewed as a cause of technostress,
which occurs when an individual is unable to adapt to using
technology [81]. In the future, it will be the patient’s or
customer’s right to choose AI-driven recommendations over
human care or vice versa. Nevertheless, we propose that AI
application developers and programmers devise practical
strategies to anticipate possible concerns and minimize risk
beliefs to encourage individuals to use AI technology for health
care purposes. Our results highlight that patients may have
various reactions to AI (as substituting or augmenting)
technology. Thus, different strategies and policies may need to
successfully implement AI as a substituting or as an augmenting
technology to address potential concerns and risks.

Methods

Study Design
To understand patients’perceptions of AI applications in health
care, we designed a 2×3 experiment that crossed a type of health
condition (ie, acute or chronic) with three different types of
clinical encounters (ie, AI clinical applications as substituting
technology, AI clinical applications as augmenting technology,
and no AI [traditional in-person visit]). In each scenario, we
included two essential pieces of information: (1) the type of
health condition and (2) the type of clinical encounter. We
propose that the interactions between these two elements could
lead to a comprehensive evaluation of how patients with
different health conditions would perceive AI clinical
applications in health care. It should be mentioned that
participants of this study were actually suffering from either a
chronic or acute disease. First, individuals entered their signs
and symptoms to highlight what diseases they are suffering
from. A filtering question was included at the beginning of the
survey to categorize patients into the chronic or acute group.
Each group was then randomly assigned to a hypothetical
clinical encounter. For instance, an individual with an actual
chronic illness was given a hypothetical situation in which they
could use AI clinical applications under the physician’s control.
Figure 1 illustrates the six scenarios resulting from two types
of diseases and three types of clinical encounters.
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Figure 1. Six scenarios assigned to the study participants. AI: artificial intelligence.

In this study, we considered health conditions as either acute
or chronic conditions. Acute diseases come on rapidly and are
accompanied by distinct symptoms requiring urgent or
short-term care, followed by improvement after treatment. For
example, a broken bone that might result from a fall must be
treated by a doctor and will heal in time. In some cases, an acute
illness such as the common cold will simply go away on its
own. Most people with acute illnesses will recover quickly. By
contrast, chronic conditions develop slowly and may worsen
over an extended period, from months to years. Chronic
conditions are slower to develop, may progress over time, and
may have many warning signs or no signs at all. Some examples
of common chronic conditions are arthritis, diabetes, chronic
heart disease, depression, high blood pressure, high cholesterol,
and chronic kidney disease. Unlike acute conditions, chronic
health conditions cannot be cured, only controlled and managed.

Regarding the second factor (clinical encounters), we focused
on three categories: AI clinical applications as substituting
technology, AI clinical applications as augmenting technology,
and no AI (traditional in-person visit). In the AI as substituting
technology scenarios (Scenarios 1-1 and 1-2), we defined a
setting where patients directly use AI clinical applications for
health care purposes. In these scenarios, we described a situation
in which individuals can use an AI clinical application when
they are suffering from a disease. The steps of using AI
applications were clearly explained to respondents. For instance,
when feeling sick, they can directly enter their signs, symptoms,

and critical health complaints into the AI clinical application.
Their health information will be recorded in a large database.
The AI system then analyzes their health data, compares them
to the learned patterns (eg, the list of diseases and medicines),
and draws some clinical conclusions. Finally, based on the
pattern found, the AI creates a report including some diagnostic
options, some treatment choices, prescription advice (eg, dose,
frequency and names of medications they need to take), care
planning (eg, resting at home, taking suggested medicines for
a specific period, or visiting a professional immediately). In
summary, we highlighted that AI clinical applications could
analyze clinical data and make medical decisions for patients
without direct physician interactions. Therefore, we can consider
this scenario using AI clinical applications without physician
interactions to treat acute diseases or control chronic diseases.

In the AI as augmenting technology (with physician interaction)
scenarios (Scenarios 2-1 and 2-2), we defined a setting in which
patients have the option of using an AI clinical application that
is monitored and controlled by their physician. In these
scenarios, the physician will check the results and
recommendations generated by the AI clinical application;
discard some of the recommendations based on their experience
and expertise; and make the final decision about the treatment
choices, prescription options, and care planning. In summary,
we emphasized that AI clinical applications can analyze clinical
data and help physicians make medical decisions for patients.
Thus, in this case, AI clinical applications are used with
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physicians’direct supervision, and we can consider this scenario
as AI-physician interactions (interactions and collaborations
between physicians and AI).

In the no AI (only physician) scenarios (Scenarios 3-1 and 3-2),
a patient has the option of visiting their physician. First, the
physician asks for the patient’s signs, symptoms, and critical
health complaints through a conventional in-person visit. The
physician analyzes collected health information. Then, based

on the physician’s knowledge, expertise, and experience, they
draw some clinical conclusions. In summary, we highlighted
that through a face-to-face patient-physician encounter, the
physician can analyze clinical data and make final medical
decisions. Thus, we can consider this scenario as an in-person
visit with physicians. Table 1 displays the 2×3 experimental
design of the six scenarios used in this study and the treatment
group/scenario names.

Table 1. Research design overview.

Traditional in-person visit
AI as augmenting technology with
physician interaction

AIa as substituting technology
without physician interactionType of illness

Scenario 3-1: Acute-physician-onlyScenario 2-1: Acute-AI-physicianScenario 1-1: Acute-AI-onlyAcute: temporary, short-term diseases

Scenario 3-2: Chronic-physician-
only

Scenario 2-2: Chronic-AI-physi-
cian

Scenario 1-2: Chronic-AI-onlyChronic: long-lasting diseases

aAI: artificial intelligence.

Each experiment included three sections. First, the scenario was
described, which detailed each experiment’s purpose (eg, in
Scenario 1-2, the objective was defined as using AI clinical
applications to control and monitor a chronic disease). Second,
a set of questions about the nine outcome variables was provided
to evaluate the respondents’ perceptions based on the given
scenario. For example, subjects were asked to reflect on possible
trust issues with AI applications (in Scenarios 1-1 and 1-2),
with collaborative intelligence (in Scenarios 2-1 and 2-2), and
with physician interactions (in Scenarios 3-1 and 3-2). Finally,
we asked our subjects to provide some demographic information.

Question Development
The main aim of this study was to evaluate individuals’
perceptions of the health care service options described by six
scenarios. We used the following variables to measure patients’
perceptions: perceived performance risks, perceived
communication barriers, perceived social biases, perceived

privacy concerns, perceived trust, perceived transparency of
regulatory standards, perceived liability issues, perceived
benefits, and intention to use. We primarily included these
variables to highlight the main barriers and facilitators of using
AI clinical applications indicated by previous research [28].
Some variables such as perceived communication barriers and
liability issues may have shared effects on the physician-patient
interaction. However, in this study, we only focused on the
impact perceived by patients. This study drew on the existing
literature to measure the nine outcome variables used in the
experiments, and minor changes were made to the questions to
fit the given context (scenario). This study adapted items to
measure outcome variables from existing scales developed by
studies mainly conducted in the AI and medical fields. The
descriptions of scenarios and final measure items used in this
study are listed in Multimedia Appendix 1. Table 2 shows the
definitions of all outcome variables used in this study.
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Table 2. Operationalization of outcome variables.

ReferenceVariable definitionOutcome variables

Marakanon and Panjakajornsak
[82]

The degree to which an individual believes that the clinical encounter (which is explained
in the scenario) will exhibit pervasive uncertainties

Perceived performance
risks

Lu et al [46]The degree to which an individual feels that the clinical encounter (which is explained
in the scenario) may reduce human aspects of relations in the treatment process

Perceived communica-
tion barriers

Reddy et al [48]The degree to which a person believes that a clinical encounter (which is explained in
the scenario) may lead to societal discrimination to a certain patient group (eg, minority
groups)

Perceived social biases

Zhang et al [83]The extent to which individuals are concerned about how the clinical encounter (which
is explained in the scenario) will collect, access, use, and protect their personal information

Perceived privacy con-
cerns

Luxton [55]The degree to which an individual believes that the clinical encounter (which is explained
in the scenario) is trustworthy

Perceived trust

Cath [70]The extent to which an individual believes that regulatory standards and guidelines to
assess the safety of the clinical encounter (which is explained in the scenario) are yet to
be formalized

Perceived transparency
of regulatory standards

Laï et al [20]The extent to which an individual is concerned about the liability and responsibility of
using the clinical encounter (which is explained in the scenario)

Perceived liability issues

Lo et al [84]The extent to which an individual believes that the clinical encounter (which is explained
in the scenario) can improve diagnostics and care planning for patients

Perceived benefits

Turja et al [27]The extent to which an individual is willing to use the proposed clinical encounter (which
is explained in the scenario) for diagnostics and treatments

Intention to use

Since this study’s subjects were individuals, we took two steps
to ensure that the definitions, given scenarios, and questions
were illustrated to be understandable for the general public.
First, once the initial scenarios and surveys were developed, we
consulted three professionals in the AI domain and two
physicians (who were familiar with AI clinical applications) to
improve our study’s content validity and finalize the definitions,
scenarios, and questions used in each survey. Consistent with
the experts’ suggestions, we modified the terms used to describe
AI clinical applications, AI-physician interaction, as well as
in-person examination, and improved the scenarios and
questions to ensure that they were sufficiently transparent and
easy to understand for the public. Second, we performed a face
validity evaluation with 14 students (2 doctoral students in
computer science, 1 doctoral student in IS, 4 master’s students
in computer science, 5 master’s students in IS, and 2 medical
students) to ensure that the readability of the scenarios and
wording of the questions were acceptable and consistent with
the objectives of our study. Thus, we reworded some ambiguous
terms and removed technical language and jargon to describe
the scenarios and develop the surveys in an understandable
manner. It should be mentioned that graduate students may have
a higher reading level than an average person. However, they
were asked to detect and flag technical expressions and
ambiguous terms that might not be clear to an average person.
Therefore, the graduate students used more scrutiny to focus
on every detail to ensure the questions were sufficiently
transparent for our potential sample.

Data Collection
This study was reviewed and approved by the Institutional
Review Board of Florida International University, and the data
collection was performed confidentially. Written informed
consent was obtained from all participants. All methods used

in this study were carried out in accordance with relevant
guidelines and regulations.

We used a power analysis to identify the appropriate sample
size per scenario. The results of the power analysis showed that
for a range of medium (0.5) to high (0.8) effect size [85], with
α=.05 and power of more than 0.8, the total minimum sample
required is about 50 respondents per scenario. In this study,
there were nine main outcome variables with 49 measures.
Therefore, to reduce possible sampling errors, we initially
collected a sample of 121 respondents per scenario to ensure
an adequate sample size after data cleaning and matching
respondents in different scenarios. Data were collected in May
2020 from Amazon’s Mechanical Turk (MTurk) to obtain a
representative group of subjects in the United States. MTurk is
a survey tool used in previous research that is considered as an
acceptable means to collect individual-level data from the
general population of interest [86]. The surveys of six scenarios
were posted to MTurk, and the respondents’ location was limited
to the United States. We enabled a microcode in the survey
design to prevent respondents from taking each survey more
than once. Following previous studies that used MTurk for data
collection, a monetary reward (US $0.70) was given as the
incentive for participation. The range of average completion
time for the six experimental groups was between5 minutes, 17
seconds and 8 minutes, 49 seconds, which indicated acceptable
responses in terms of the time spent on each survey by the
participants.

Data Analysis
IBM SPSS Statistics V21.0 was used to analyze the data.
Propensity score matching was used with a tolerance of 0.05 to
match participants and avoid any demographic bias between
scenarios. To find each outcome variable’s total score, we
calculated unweighted sum scores of items for each variable.
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Analysis of variance (ANOVA) was then performed to examine
the differences between the six proposed scenarios for each of
the outcome variables: perceived performance risk, perceived
social biases, perceived privacy concerns, perceived trust,
perceived communication barriers, perceived concerns about
the transparency of regulatory standards, perceived liability
issues, perceived benefits, and intention to use. Prior to
ANOVA, the Levene test was run to ensure the homogeneity
of variance, as this is one of the fundamental assumptions of
ANOVA. There was sufficient evidence to hold the assumption
of homogeneity of variance for all outcome variables. The
Scheffe posthoc test was used to identify which scenarios
significantly differed from each other per outcome variable.

Results

After cleaning the data for biases and incomplete responses,
there were a total of 634 completed surveys. After matching
across scenarios, there were 105 participants in Acute-AI-only,
104 participants in Chronic-AI-only, 113 participants in
Acute-AI-physician, 103 participants in Chronic-AI-physician,
105 participants in Acute-physician-only, and 104 participants
in Chronic-physician-only. The detailed demographic
information of the six scenarios is reported in Multimedia
Appendix 2. In summary, 44% of participants were women;
approximately 30% of participants were between 20 and 29
years old, 33% were between 30 and 39 years old, 18% were
between 40 and 49 years old, and 17% were above 50 years of
age. The majority of the participants were White (65%),
followed by 17% Asian, 11% African American, and 5%
Hispanic. Regarding the level of education, 6% were high school
graduates, 11% completed some college, 8% held a 2-year

degree, 48% had a bachelor’s degree, and 23% had a master’s
degree. Regarding employment status, most of the participants
were full-time employees (72%), followed by 14% part-time
employees, 8% unemployed, 2% retired, and 4% students.
Approximately 15% of participants in our study reported an
annual household income of less than US $25,000, 26% reported
an income between US $25,000 and US $49,999, 22% reported
an income between US $50,000 and US $74,999, 18% reported
an income between US $75,000 and US $99,999, and
approximately 19% reported an income of more than US
$100,000.

Across the six scenarios, there were no significance differences

in terms of gender (χ2
5=1.76, P=.88), age (χ2

25=30.31, P=.21),

race (χ2
25=22.37, P=.62), level of education (χ2

30=37.89, P=.15),

employment (χ2
20=16.20, P=.70), and annual household income

(χ2
25= 19.85, P=.76). Respondents were also asked to report

their personal innovativeness on a Likert scale to ensure this
factor would not introduce any bias into different scenarios.
The ANOVA results across the six scenarios revealed no
significant differences among respondents regarding the level
of personal innovativeness (P=.19).

The items were adapted from previous studies with slight
changes to fit them into this research context. All items were
measured on a 5-point Likert-type scale, with 1 indicating
“strongly disagree” and 5 indicating “strongly agree.” Table 3
shows the number of items and Cronbach α values per outcome
variable, which were all above .70 as the recommended
threshold value [87], implying adequate reliability per outcome
variable.

Table 3. Reliability of variables.

Cronbach αNumber of itemsOutcome variables

.925Perceived performance risks

.854Perceived social biases

.936Perceived privacy concerns

.925Perceived trust

.925Perceived communication barriers

.925Perceived transparency of regulatory standards

.936Perceived liability issues

.927Perceived benefits

.925Intention to use

The summary statistics (mean score, SD) per outcome variable
are presented in Table 4. Some of the trends are evident from
these results. For example, we can observe lower privacy

concerns and liability issues for traditional in-person
examinations than AI-based interactions.
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Table 4. Summary statistics of outcome variables as a function of a 2 (type of illness) by 3 (type of encounter) design.

ANOVAbTraditional in-per-
son visit, mean (SD)

AI as augmenting
technology (with
physician interaction),
mean (SD)

AIa as substituting technol-
ogy (without physician in-
teraction), mean (SD)

Outcome variable

P valueF statistic
(df=5, 628)

.241.36Perceived performance risks

15.4 (5.0)16.6 (5.5)16.3 (5.1)Acute, short-term illness

15.9 (5.3)17.1 (4.8)16.2 (5.1)Chronic, long-lasting illness

15.6 (5.1)16.8 (5.1)16.3 (5.1)Marginal meansc

.510.86Perceived biases

12.2 (3.8)13.0 (4.4)12.8 (3.7)Acute, short-term illness

12.4 (4.3)13.2 (3.8)13.0 (3.9)Chronic, long-lasting illness

12.3 (4.0)13.1 (4.1)12.9 (3.8)Marginal means

.0053.35Perceived privacy concerns

17.7 (6.1)20.8 (6.1)19.0 (6.7)Acute, short-term illness

19.5 (7.0)19.8 (6.1)20.5 (5.8)Chronic, long-lasting illness

18.6 (6.6)20.3 (6.1)19.8 (6.3)Marginal means

<.0016.27Perceived trust

18.6 (4.4)17.3 (4.8)16.5 (5.0)Acute, short-term illness

18.2 (4.8)16.8 (4.7)15.4 (4.9)Chronic, long-lasting illness

18.4 (4.6)17.1 (4.8)16.0 (5.0)Marginal means

<.0019.24Perceived communication barriers

14.7 (4.8)18.1 (5.2)17.4 (5.7)Acute, short-term illness

14.6 (5.7)17.5 (4.8)17.1 (4.9)Chronic, long-lasting illness

14.6 (5.3)17.8 (5.0)17.3 (5.3)Marginal means

<.0019.42Perceived transparency of regulatory standards

14.9 (4.9)18.1 (5.1)17.9 (5.0)Acute, short-term illness

15.0 (5.5)17.6 (5.0)17.6 (4.7)Chronic, long-lasting illness

14.9 (5.2)17.8 (5.0)17.8 (4.9)Marginal means

<.0016.27Perceived liability issues

18.5 (6.0)22.1 (5.7)21.3 (6.4)Acute, short-term illness

18.3 (6.7)20.6 (6.2)20.8 (5.8)Chronic, long-lasting illness

18.4 (6.4)21.4 (6.0)21.0 (6.1)Marginal means

.0063.28Perceived benefits

26.1 (5.9)25.9 (5.5)24.5 (6.2)Acute, short-term illness

26.0 (6.2)24.2 (6.6)23.6 (6.5)Chronic, long-lasting illness

26.1 (6.0)25.1 (6.1)24.1 (6.4)Marginal means

<.0019.71Intention to use

19.3 (4.6)17.4 (4.9)16.6 (4.8)Acute, short-term illness

19.3 (4.6)16.5 (5.2)15.8 (5.3)Chronic, long-lasting illness

19.3 (4.6)17.0 (5.0)16.2 (5.1)Marginal means

aAI: artificial intelligence.
bANOVA: analysis of variance.
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cDifference in the means of acute short-term illness and chronic long-lasting illness.

Significant differences (P<.05) between different groups were
found for the following variables: perceived privacy concern,
perceived trust, perceived communication barriers, perceived
concerns about transparency in regulatory standards, perceived
liability issues, perceived benefits, and intention to use. No
significant difference was found between scenarios regarding
perceived performance risk and perceived social biases.

Table 5 shows a summary of significant differences between
scenarios from the Scheffe posthoc test. Patients suffering from
an acute temporary short-term disease were significantly more
concerned about the privacy of their health information when
AI clinical applications with physician interaction was used
compared to having a traditional in-person interaction with their
physicians (P=.03). No significant differences were found in
terms of perceived privacy concerns among patients with chronic
conditions across scenarios.

Concerning trust, our results showed that patients with chronic
illnesses found AI clinical applications to be less trustworthy
compared to traditional diagnostic and treatment processes when
they interact directly with the physicians (P=.004). The trust in
physicians was also significantly higher for patients with acute
conditions (P<.001).

Regarding perceived communication barriers, patients were
significantly more concerned that AI clinical applications may
reduce or eliminate the human aspect of relations between
patients and professional care providers in comparison with
face-to-face physician interactions for both acute (P=.01) and
chronic (P<.001) health conditions. Similarly, when AI clinical
applications are used in addition to physician interaction, there
were still significantly greater concerns about lack of human

relations than in face-to-face physician visits for both acute
(P=.03) and chronic (P=.005) illnesses.

Further, the results showed that patients were significantly more
concerned about the transparency of regulatory standards to
assess AI algorithms and tools in comparison with the
transparency of guidelines to monitor the performance of
physicians’ practices for both acute (P=.002) and chronic
(P=.02) conditions. Similarly, when AI clinical applications are
used in addition to physician interactions, patients were
significantly more concerned about the transparency of
guidelines for AI-physician interactions than traditional
in-person physician visits for acute (P=.001) and chronic (P=.02)
illnesses.

Regarding patients’concerns about liability issues, patients with
acute illnesses were significantly more concerned when AI
clinical applications are used under physicians’ control. This
may be because of the lack of clarity about who is responsible
if appropriate AI-recommended treatment options are mistakenly
dismissed or offer wrong recommendations compared to
physician liability in traditional visits (P=.003). Interestingly,
patients suffering from a chronic condition were significantly
more concerned about liability issues using only AI clinical
applications (P=.04) or AI tools with physician control (P=.001).

Lastly, patients with acute illnesses indicated significantly higher
intentions to use in-person visits than only AI clinical
applications (P=.01). By contrast, patients with chronic illnesses
were significantly more willing to use in-person visits compared
to only AI tools (P<.001) as well as AI clinical applications
under physician control (P=.006). The detailed results, including
nonsignificant differences, are included in Multimedia Appendix
3.
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Table 5. Comparison of outcome variables between the six scenarios.

95% CIP valueMean difference (SE)Scenarios compared

Perceived privacy concern

0.21 to 5.92.033.07 (0.86)Acute-AI-physician vs Acute-physician-only

Perceived trust

–5.42 to –1.01<.001–3.22 (0.66)Chronic-AI-only vs Acute-physician-only

Perceived communication barriers

0.36 to 5.14.012.75 (0.72)Acute-AI-only vs Acute physician only

0.46 to 5.26.012.86 (0.72)Acute-AI-only vs Chronic-physician-only

0.01 to 4.81.052.41 (0.72)Chronic-AI-only vs Acute-physician-only

0.12 to 4.92.032.52 (0.72)Chronic-AI-only vs Chronic physician-only

1.03 to 5.73<.0013.38 (0.70)Acute-AI-physician vs Acute-physician-only

1.13 to 5.84<.0013.49 (0.71)Acute-AI-physician vs Chronic-physician only

0.46 to 5.27.012.87 (0.72)Chronic-AI-physician vs Acute-physician-only

0.57 to 5.38<.0012.98 (0.72)Chronic-AI-physician vs Chronic-physician-only

Perceived transparency of regulatory standards

0.71 to 5.36<.0013.04 (0.70)Acute-AI-only vs Acute-physician-only

0.57 to 5.24<.0012.91 (0.70)Acute-AI-only vs Chronic-physician-only

0.44 to 5.10.012.77 (0.70)Chronic-AI-only vs Acute-physician-only

0.30 to 4.97.022.64 (0.70)Chronic-AI-only vs Chronic-physician-only

0.94 to 5.51<.0013.22 (0.68)Acute-AI-physician vs Acute-physician-only

0.80 to 5.38<.0013.09 (0.69)Acute-AI-physician vs Chronic-physician-only

0.37 to 5.04.012.71 (0.70)Chronic-AI-physician vs Acute-physician-only

0.23 to 4.91.022.57 (0.70)Chronic-AI-physician vs Acute-physician-only

Perceived liability issues

0.09 to 5.75.042.92 (0.85)Acute-AI-only vs Chronic-physician-only

0.75 to 6.30<.0013.53 (0.83)Acute-AI-physician vs Acute-physician-only

0.94 to 6.51<.0013.73 (0.83)Acute-AI-physician vs Chronic-physician-only

Intention to use

–5.02 to –0.49.01–2.75 (0.68)Acute-AI-only vs Acute-physician-only

–5.00 to –0.46.01–2.73 (0.68)Acute-AI-only vs Chronic-physician-only

–5.79 to –1.25<.001–3.52 (0.68)Chronic-AI-only vs Acute-physician-only

–5.76 to –1.22<.001–3.49 (0.68)Chronic-AI-only vs Chronic-physician-only

–5.06 to –0.52.01–2.79 (0.68)Chronic-AI-physician vs Acute-physician-only

–5.04 to –0.48.01–2.76 (0.68)Chronic-AI-physician vs Chronic-physician-only

Discussion

Principal Findings
Given the promising opportunities created by AI technology
(such as better diagnostic and decision support), the main
question is when AI applications will become part of routine
clinical practice [88]. AI embedded in smart devices
democratizes health care by bringing AI clinical applications
into patients’ homes [47]. Nevertheless, some concerns related
to the use of AI need to be addressed. As previous studies

introduced several concerns and challenges with AI [66], this
study’s main focus was to analyze the perceptions of people
with different health conditions about the use of AI clinical
applications as an alternative for diagnostics and treatment
purposes. This study required participants who are actually
suffering from an acute or chronic disease to consider
hypothetical situations (ie, using AI clinical applications). If
the study had recruited participants who are current users of AI
clinical applications for health care purposes, the results could
have been different. Current users of AI applications in health
care settings may have more accurate perceptions about AI, and
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the findings could be more practical. In the following
subsections, we propose our theoretical contributions and
practical implications related to each outcome variable.

Perceived Communication Barriers
The results showed that people with both acute and chronic
health conditions may believe that both AI applications and
collective intelligence can lead to communication barriers. This
point is in line with previous studies highlighting that the use
of AI applications in service delivery (such as health care) may
cause noteworthy communication barriers between customers
and service providers [46]. Reliance on AI clinical applications
may reduce physicians’ and patients’ interactions and
conversations [47]. Consumers may refuse to use AI applications
because they need human social interaction during service
encounters [10]. AI technology fundamentally changes
traditional physician-patient communications. Thus, individuals
may worry as they may lose face-to-face cues and personal
interactions with physicians. AI creates challenges to
patient-clinician interactions, as clinicians need to learn how to
interact with the AI system for health care delivery and patients
are required to reduce their fear of technology [89]. As AI
continues to proliferate, users still encounter some challenges
concerning effective use, such as how the partnership between
AI systems and humans could be synergic [2]. A previous study
proposed that more sophisticated technologies should be
integrated into current AI clinical applications to improve
human-computer interactions and streamline the information
flow between two parties [66]. Therefore, the nature of AI
clinical applications (even coupled with physician controls)
may reduce conversation between physicians and patients,
resulting in the emergence of more risk beliefs.

Suppose individuals are concerned that AI applications may
reduce human aspects of relations in medical contexts. In that
case, they may lose face-to-face cues and personal interactions
with physicians and find themselves in a more passive position
for making health-related decisions. This finding is consistent
with a study in the chatbot context (within the area of AI
systems), which indicated that users have stronger feelings of
copresence and closeness when the chatbot uses social cues
[90]. In the context of robot care, a study showed that when
robots are used in rehabilitation, they are viewed by patients as
reducing human contact [91]. Developers need to add more
interactive and entertaining social cues to AI clinical
applications to address the possible communication barriers
between users and AI. For instance, AI-driven recommendations
and assistance can be appealing if the application holds promise
of allowing users more time to interact with it to establish
empathy.

Perceived Privacy Concerns
In the case of suffering from an acute illness, people may
perceive more serious privacy concerns if they can use AI
clinical applications that are under physician control. Thus, they
may prefer to use face-to-face interactions with physicians to
reduce their privacy concerns. Deeper privacy concerns may
have roots in two common perceptions. The first is the belief
that anonymized data can be reidentified through AI models,
and in turn, could increase the likelihood of privacy invasion

and data breach [48]. The second is that AI systems need
massive data sets; thus, patients are concerned that their health
information may be collected or shared without permission for
purposes other than treatment [47].

Perceived Trust
The findings imply that individuals with chronic conditions
may not trust AI clinical applications if no physician interactions
are included in health care delivery. According to previous
studies, the nature of AI models (such as deep learning) may
increase a lack of transparency related to AI systems and
threaten patient trust, resulting in higher risk beliefs [57]. When
patients cannot understand the inside workings of AI
applications (such as decision-making models), they may exhibit
lower trust in their functions and how they generate treatment
solutions and recommendations. Thus, people with chronic
diseases may be more willing to trust direct patient-physician
interactions to control and manage their symptoms.

Perceived Accountability Issues
Accountability and liability are the other major concerns related
to the use of AI. In this study, patients with acute conditions
were more likely to be concerned about liability issues in the
scenarios of both purely AI clinical applications and
AI-physician interactions. Acute diseases are often accompanied
by distinct symptoms that require urgent or short-term care.
Thus, patients with severe and sudden signs and symptoms may
seek quick care planning, accurate diagnosis, and reliable
treatment options to cure their health problems promptly. In
this situation, patients will become more nervous if they do not
know who is held responsible for possible medication errors
(such as wrong drug selection, wrong dose, or wrong quantity).
This finding is consistent with previous studies in public health
demonstrating the legal concerns surrounding who can be held
accountable for AI-based decisions when errors occur using AI
systems [52]. In general, society is yet to fully grasp many of
the accountability and responsibility considerations associated
with AI and big data [92]. Accountability involves several
stakeholders such as AI developers, government agencies, health
care institutions, health care professionals, and patient
communities. Nevertheless, it is still not clear how the regulatory
concerns around responsibility and accountability of using
solutions made by AI systems can be dealt with formally [66].
Liability complexity becomes higher since it is not transparent
to what extent AI systems can guide and control clinical
practices [93]. Responsibility concerns are not only limited to
the incidents in which AI may generate errors. Another aspect
of liability risk is when the right and appropriate treatment
options recommended by AI are mistakenly dismissed [55].
Thus, the higher the perceived liability issues, the greater the
risk beliefs associated with AI. Regulatory agencies and health
care organizations require clear policies to identify each
stakeholder’s responsibility (eg, patients, physicians, hospitals,
and AI developers) when AI clinical applications are widely
offered.

Perceived Transparency of Regulatory Standards
Regarding the regulatory risks associated with the transparency
of standards, patients with either acute or chronic conditions
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were concerned with using purely AI-based services as well as
AI applications under physicians’ direct supervision. This is in
line with previous studies, which highlight that regulatory
concerns are critical challenges to the use of AI in health care
as the policies and guidelines for AI applications are not yet
transparent [70]. The existing literature indicates that regulatory
agencies require agreement on a set of standards that medical
AI rollout must be rated against, such as determining the
reliability of auditing the decisions made by autonomous AI
clinical applications [66]. Due to the intelligence nature of AI
systems, regulatory agencies should establish new requirements,
official policy, and safety guidelines regarding AI rollout in
health care [20]. For example, there is a legal need to evaluate
the decision made by AI systems in case of litigation. AI
applications operate based on autolearn models, which improve
their performance over time [94]. This inner mechanism
differentiates AI applications from other health care tools and
gives rise to new regulatory concerns that may not be the case
in different domains. Generally, algorithms that change
continuously with features that are not limited to the original
accepted clinical trials may need a new range of policies and
guidelines [47]. Regulatory authorities are yet to formalize
standards to evaluate and maintain AI’s safety and impact in
many countries [48]. Thus, people may become concerned if
an appropriate regulatory and accreditation system regarding
AI clinical applications is not yet in place.

The lack of clear guidelines to monitor the performance of AI
applications in the medical context can lead to higher risk beliefs
associated with AI. Hence, if health care organizations cannot
reduce regulatory concerns, many individuals may refuse to use
AI clinical applications and request traditional interactions with
physicians. Even if hospitals decide to use AI applications as
supportive services under health care professionals’ supervision,
the regulatory concerns should be mitigated prior to
implementing AI systems. Regulatory agencies should establish
normative standards and evaluation guidelines for implementing
and using AI in health care in cooperation with health care
institutions. The policies should clarify how AI clinical
applications will be designed and developed in health care to
comply with the accepted ethical principles (such as fairness
and health equity). Regular audits and ongoing monitoring and
reporting systems can be used to continuously evaluate the
safety, quality, transparency, and ethical factors associated with
services delivered through AI clinical applications.

Perceived Performance Risks
There were no significant differences found across the scenarios
regarding performance risks. This result may reflect the belief
of people with either acute or chronic diseases that the
possibility of making medical errors with AI clinical applications
would be the same as that for traditional in-person visits with
physicians, even when doctors monitor the AI applications.
Thus, the findings provide no solid evidence that individuals
may believe that AI models and their features exhibit functional
errors or technological uncertainties that endanger patient safety
and lead to death or injuries. Respondents reported that any
clinical encounters (ie, traditional, collaborative intelligence,
or AI applications) could lead to incorrect diagnoses or wrong
treatments.

Perceived Benefits
The results demonstrated significant differences in the perceived
benefits according to the scenarios when using three alternative
clinical encounters. Although the posthoc test did not show a
significant difference among the six experimental groups, we
observed that people with either acute or chronic conditions
associated more benefits to direct interactions with their
physicians. Among the AI options, only Acute-AI-physician
(acute conditions and collaborative intelligence) showed similar
responses to those given for traditional face-to-face interactions.
Moreover, the scores of Acute-AI-physician on perceived risks
such as privacy concerns, communication barriers, as well as
regulatory and liability issues were not significantly different
from those of other AI-based scenarios. Therefore, since the
Acute-AI-physician scenario was associated with relatively
higher benefits and nonsignificant differences in risk
perceptions, we can argue that it might be a better option to start
with. Accordingly, we recommend that implementing an
AI-based service that physicians directly control and monitor
would be an acceptable choice for patients with acute diseases.

Moreover, these results suggest that health care organizations,
physicians, and AI application developers need to highlight
potential AI benefits in their marketing campaigns to promote
usability and the value of their AI applications, and ultimately
increase the rate of usage. This argument is consistent with other
studies suggesting that patients become more likely to use AI
clinical applications if they believe they can improve
diagnostics, prognosis, and patient management systems [95].
Specific marketing strategies in medical AI application
companies and hospitals can be developed to enhance users’
awareness about both human and computer intelligence. These
strategies should enlighten physicians on maintaining
interactions with patients while using AI clinical applications
that could suggest accurate care planning, reduce health care
costs, and boost health care outcomes. Thus, highlighting the
performance benefits of AI, such as accuracy of diagnosis,
reliability of data analysis, the efficiency of care planning, and
consistency of treatments, in communication with users along
with marketing materials may increase individuals’ intention
to at least try services provided by AI applications in health
care.

Intention to Use
The results indicated that people with chronic diseases are less
willing to solely use AI clinical applications or AI applications
controlled by physicians. Since chronic conditions encourage
patients to visit their physicians frequently to consult them about
their illness signs, symptoms, and progress, they are generally
more likely to prefer human-human consultations over
human-computer interactions. This point highlights that patients
suffering from a long-lasting disease may not be ready to use
pure or partial AI clinical applications to control their chronic
conditions. Therefore, health care organizations need to exercise
caution when implementing these applications for chronic
diseases.

Furthermore, it should be mentioned that even though one of
the primary outcome variables in this study was the intention
to use, we do not propose that an unconditional acceptance of
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AI clinical applications is the ideal situation in health care. In
contrast, we exhibit how important value-based consideration
is when implementing AI applications in health care contexts.
Suppose the rejection of medical AI is explained by huge and
unaddressed technological, ethical, or regulatory concerns. In
that case, there is not much sense in partially coping with these
concerns by setting up the mandatory use of medical AI covering
the entire patient spectrum. We propose that a successful rollout
of AI clinical applications be managed with the knowledge and
consideration of potential users’ benefits and risk perceptions.
There is growing interest in research about AI-centric
technologies; however, individuals have not yet integrated AI
applications into many aspects of their lives [96]. We can argue
that the public’s general technical knowledge about AI
performance and how it works is still at an early stage. If AI
clinical applications gained more ground in everyday care work,
people would have a better perspective on the benefits and risks
associated with them and actually start using them.

The Role of Training
AI clinical applications should be designed in a way to respect
patients’ autonomy and decision-making freedom. AI agents
should not follow a coercive approach to force patients to make
health-related decisions under pressure. Regulations should
illuminate patients’ roles in relation to AI applications so that
they are aware of their position to refuse AI-based treatments
where possible [97]. An important aspect that needs to be built
into AI systems in health care is the transparency of AI
algorithms so that the AI system does not remain a black box
to the users. Technical education, health knowledge, and explicit
informed consent should be emphasized in the AI
implementation model to prepare patients for AI use. Training
should target the patient community to ensure that the patients
obtain sufficient information to make informed health decisions.
Thus, if users understand the basics of AI applications, and the
potential benefits and limitations they can bring to health care,
they will become more willing to accept AI use to obtain
improved health care delivery. Under this circumstance, users
will be active partners of AI applications rather than passive AI
recommendation receivers.

Limitations and Future Work
Although this study provides theoretical and practical
implications, it has some limitations. First, we collected data
from a sample of respondents from the United States. Care work
culture and technology use are diverse among different
countries. Therefore, we recommend that future studies consider
subjects from other geographical locations such as other
developed countries and developing countries that may not yet
be implementing and using technologically advanced
infrastructures in health care services (such as smart devices or
AI clinical applications). Second, our study used an online
survey to recruit participants digitally, and several measures
were taken to provide clear definitions and scenarios. Since a
self-rated sample of participants on MTurk was used, there is
still a small chance that some respondents were not completely
aware of AI technology and may have formed their own
perceptions of the information technology artifact. Therefore,
we suggest that further studies use a different method to ensure

that subjects are knowledgeable about medical AI. For instance,
future research can recruit informed patients who are directly
referred by the providers using patient self-management tools
such as wearable devices with embedded AI.

Third, due to the online data collection procedure through
MTurk, we only considered respondents who could access the
internet and were healthy enough to participate in an online
survey. Although the MTurk pool has been recognized as an
acceptable data collection means for academic research, caution
should be exercised when generalizing this study’s results.
Future researchers may extend this study by using other data
collection methods to reach out to patients. Since the
experiments did not occur within a health care setting (such as
a hospital), the generalizability of our findings could have been
limited. Thus, it would be interesting for future studies to repeat
the same experiments through simulations with treating
physicians and patients suffering from acute and chronic
diseases visiting a health care center (eg, a hospital).

Fourth, the lack of educational background diversity (eg, 71%
of participants had higher education) and age variation (eg, 63%
were younger than 40 years) of the sample may be considered
a limitation for the generalizability of our results. Thus, it is
recommended that future studies consider drawing samples with
more representative subjects in wider age groups with various
levels of education. Fifth, we used the general concept of AI,
and no specific type of AI clinical application was examined.
Users’ perceptions may have different underlying objectives
depending on the type of AI application considered. However,
this study can also serve as a starting point for further empirical
studies in the context of individual adoption of AI clinical
applications. For instance, it would be interesting to investigate
how alternative AI application brands influence risk beliefs,
perceived benefits, and intention to use. Finally, we defined AI
applications as tools that consumers can voluntarily choose to
use for health care management. Another promising research
avenue would be to examine public perspectives in other health
care contexts such as when AI applications are implemented
and used in hospitals and health care professionals recommend
that patients start to use these applications. We also recommend
a follow-up study examining users’ value perceptions in the
context of mandatory AI applications used for diagnosing and
completing patient treatments.

Conclusions
Disruptive advances in technology inevitably change societies,
communications, and working life. Technology and health care
have become inseparable in recent times. One of the
fundamental technological changes that could impose significant
health care effects is the widespread implementation and use
of AI clinical applications. AI technology is an integral element
of many organizations’ business models, and it is a critical
strategic component in the plans for many sectors of business
such as health care institutions. Implementing advanced
information systems (such as AI) in health care requires an
in-depth understanding of the factors associated with technology
acceptance among groups of stakeholders. One of the most
important stakeholders of AI clinical applications is patients.
Due to the distinct characteristics of the health care sector, the

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25856 | p.1008https://www.jmir.org/2021/11/e25856
(page number not for citation purposes)

Esmaeilzadeh et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


implementation of AI applications should be conducted with
several necessary considerations. From the public perspective,
using AI applications is a form of endorsing them. Our results
highlight that there are still noticeable concerns about
implementing AI clinical applications in diagnostics and
treatment recommendations for patients with both acute and
chronic illnesses, even if these tools are used as a
recommendation system under physician experience and
wisdom. Our study shows that individuals may still not be ready
to accept and use AI clinical applications owing to some risk
beliefs. Before implementing AI, more studies are needed to
identify the challenges that raise concerns for the
implementation and use of AI tools. We recommend addressing
the concerns contributing to risk beliefs about using AI clinical

applications as a priority for health care organizations. If privacy
concerns, trust issues, communication barriers, concerns related
to the transparency of regulatory standards, and liability risks
are not analyzed, rationalized, and resolved accordingly, people
may not use these applications. They may further view AI
applications as a threat to their health care. AI application
developers and health care providers need to highlight the
potential benefits from AI technology and address different
dimensions of concerns to justify using an AI clinical application
to the public. Health care regulatory agencies need to clearly
define the rights and the responsibilities of health care
professionals, developers, programmers, and end users to
demonstrate acceptable approaches in using AI applications in
health care.
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Abstract

Background: Artificial intelligence (AI) holds the promise of supporting nurses’ clinical decision-making in complex care
situations or conducting tasks that are remote from direct patient interaction, such as documentation processes. There has been
an increase in the research and development of AI applications for nursing care, but there is a persistent lack of an extensive
overview covering the evidence base for promising application scenarios.

Objective: This study synthesizes literature on application scenarios for AI in nursing care settings as well as highlights adjacent
aspects in the ethical, legal, and social discourse surrounding the application of AI in nursing care.

Methods: Following a rapid review design, PubMed, CINAHL, Association for Computing Machinery Digital Library, Institute
of Electrical and Electronics Engineers Xplore, Digital Bibliography & Library Project, and Association for Information Systems
Library, as well as the libraries of leading AI conferences, were searched in June 2020. Publications of original quantitative and
qualitative research, systematic reviews, discussion papers, and essays on the ethical, legal, and social implications published in
English were included. Eligible studies were analyzed on the basis of predetermined selection criteria.

Results: The titles and abstracts of 7016 publications and 704 full texts were screened, and 292 publications were included.
Hospitals were the most prominent study setting, followed by independent living at home; fewer application scenarios were
identified for nursing homes or home care. Most studies used machine learning algorithms, whereas expert or hybrid systems
were entailed in less than every 10th publication. The application context of focusing on image and signal processing with tracking,
monitoring, or the classification of activity and health followed by care coordination and communication, as well as fall detection,
was the main purpose of AI applications. Few studies have reported the effects of AI applications on clinical or organizational
outcomes, lacking particularly in data gathered outside laboratory conditions. In addition to technological requirements, the
reporting and inclusion of certain requirements capture more overarching topics, such as data privacy, safety, and technology
acceptance. Ethical, legal, and social implications reflect the discourse on technology use in health care but have mostly not been
discussed in meaningful and potentially encompassing detail.

Conclusions: The results highlight the potential for the application of AI systems in different nursing care settings. Considering
the lack of findings on the effectiveness and application of AI systems in real-world scenarios, future research should reflect on
a more nursing care–specific perspective toward objectives, outcomes, and benefits. We identify that, crucially, an advancement
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in technological-societal discourse that surrounds the ethical and legal implications of AI applications in nursing care is a necessary
next step. Further, we outline the need for greater participation among all of the stakeholders involved.

(J Med Internet Res 2021;23(11):e26522)   doi:10.2196/26522

KEYWORDS

nursing care; artificial intelligence; machine learning; expert system; hybrid system

Introduction

Background
Despite a surge in funded research in the application of digital
technologies toward a higher assurance of quality nursing care,
in times of aging societies and skill shortages [1], the application
of artificial intelligence (AI) in nursing practice is still scarce.
In this context, AI can be defined as algorithms that enable
learning from data sets to achieve intelligent, goal-oriented
action.

Recent systematic and scoping reviews on the application of
AI in nursing research (as well as in practice and emerging
trends), covering original research published until October 2019,
identified papers listed in medical and multidisciplinary
databases. These included studies focused on machine learning
(ML) methods, such as deep learning [2], or on health
technologies that incorporate AI approaches themselves, such
as robots or clinical decision support systems [3]. Various
application scenarios have been identified, including clinical
or organizational outcomes (eg, falls), admission decisions in
emergency medicine, high-definition image recognition, as well
as socially assistive robots or health care assistant chatbots [2,3].
In addition, recent years have seen an increase in research
highlighting possibilities for the future development of AI in
nursing care while underscoring the importance of collaborative,
interdisciplinary research, and representative, robust data sets
[2].

However, as of today, a universally accepted classification of
AI subfields relevant to health, which could act as a vantage
point for AI in nursing practice, is missing [4]. Prominent AI
approaches include ML, expert, and hybrid systems. ML, as a
method of data analysis guided by algorithms, identifies patterns
in data and learns from them using different approaches [4].
This is utilized in medical diagnostics, for example [5]. Expert
systems build on a knowledge base and a rule-based reasoning
engine [4], which, in combination, mimic the reasoning of a
human expert who would solve a complex problem by applying
predefined if-then rules drawing on a specific knowledge base
[6]. These systems can be found in tools that support clinical
decision-making and case-based reasoning [7,8]. Hybrid systems
combine different AI capabilities by integrating ML with expert
systems [9-11]. AI applications aimed at determining the
meaning of texts, such as clinical notes, can be found in the AI
subfield of natural language processing (NLP) [4,12]. AI
applications for automated planning and scheduling can be used
to improve the efficiency of human procedures [4], such as
generating nursing staff rosters or care-related scheduling
decisions [13,14]. Applications that target image and signal
processing use algorithms that typically include signal feature
analysis and data classification to analyze images or data

produced by movement or sound [4]. These can, for example,
aim at activity and health monitoring, wound detection, or
pressure injury and fall prediction or prevention [15-19].

Opportunities and Challenges for AI in Nursing Care
Turning our attention specifically to nursing care settings, the
primary opportunities for applying AI include application
scenarios such as decision support in complex care situations
[3,18,20,21]. AI also holds great promise for supporting nurses
in tasks considered to take place remotely from direct patient
interactions [3,21]. High expenditures of nurses’working hours
are frequently reported as being used for the documentation of
care processes, with some care facilities reporting up to almost
a third of daily working hours being expended for documentation
processes [3]. This represents one of the many starting points
from which to develop AI solutions to consistently improve
nursing care processes and support nurses efficiently in their
daily tasks. AI applications for the direct support of
care-dependent persons and their informal caregivers are another
starting point, as studies with AI approaches in different
community and home care settings have shown [4-6]. This is
of particular need, given that most long-term care recipients in
Germany are being cared for in their own homes [22]. Until
now, little knowledge on the practical relevance and applicability
of AI systems with setting-specific requirements in nursing care,
for example, when introduced in care processes involving
persons with limited cognitive abilities, exists thus far.

Furthermore, the transformative effect of AI, resulting from its
ability to change the intrinsic nature of health care delivery, is
accompanied by ethical risks, namely, concerning the validity
of evidence, the fairness of outcomes, and the traceability of
harm caused by algorithmic activity [23]. Furthermore, although
consensus on the potential of health technologies powered by
AI to enhance nursing practice has been reported [3], the critical
ideological and ethical nature of nursing practice still needs to
be considered, and the role of decision-making, enhanced and
burdened by an amplified understanding of opportunities granted
by AI applications remains uncertain in the context of providing
ethical and transparent nursing care [21]. To our knowledge,
an extensive overview of the evidence base and status quo of
research on AI for application in nursing practice, including
evidence from medical and computer science databases, is
missing. By identifying promising application scenarios for AI
in nursing practice, such an overview contributes to the
systematic enhancement of research and development for AI in
nursing practice.

Objectives
This rapid review aims to synthesize the evidence base of
application scenarios for AI in nursing care settings, namely,
ambulatory and stationary (long-term) care, acute hospital care,
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and nursing education. We also address prominent adjacent
aspects within the ethical, legal, and social discourse concerning
AI in nursing care by addressing the following review questions:

1. Which application scenarios for AI systems in nursing
practice are reported, considering that different care settings
are described in the literature?

2. What kinds of AI approaches have been researched, or are
being discussed in the literature, and for which kinds of
care settings?

3. What requirements or barriers have been reported for the
application of AI in nursing practice?

4. Which ethical, legal, and social aspects—concerning AI
and nursing—are discussed in the national and international
literature?

Although our approach is broader than those of similar reviews
that have focused exclusively on ML algorithms [24], it is also
more broadly scoped in that it considers the ethical and
regulatory context of the AI system deployed but does not focus
exclusively on these aspects as other reviews have done [25].

Methods

Criteria for Considering Publications for This Review
We conducted a rapid review to identify and synthesize
publications promptly [26]. A protocol describing the rationale
and methods of this review was published in May 2020 [27].
This paper follows the guidelines outlined in the PRISMA
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) Statement [28].

We included all designs of quantitative and qualitative original
research, systematic reviews, and discussion papers or essays
on ethical, legal, and social aspects that address the application
of AI, specifically in:

1. The support of decision or work processes in direct nursing
care or,

2. The organization of nursing care processes,
3. The support of knowledge and competencies in nurses’

(further) education or,
4. The support of persons in need of care (explicitly referred

to as needing care) or,
5. Persons of all ages in need of support in their activities of

daily living.

We included publications in the English language from 2005
onward, as we expect publications on AI to become quickly
outdated and updated. Publications focusing on improving the
functionality of medical diagnostic or therapeutic technologies,
without clearly describing nurses as a relevant target group
being affected by the application of the AI system or being
directly involved in the application process, were excluded.

Types of Participants, Settings, and AI Systems
Publications had to either designate at least 1 of the following
groups of persons as main users or as benefactors of an AI
application:

1. Nurses or nursing students

2. Care-dependent persons or their informal caregivers (either
explicitly referred to as needing care or being referred to
as needing, or benefiting from physical, cognitive, or mental
support).

Publications using inconclusive terms, such as the elderly or
health care professionals, without further information on target
groups of users or benefactors, were also assessed for inclusion.

Care settings encompassed ambulatory and stationary long-term
as well as acute outpatient and hospital care (including
rehabilitation facilities) and nursing education settings. Studies
assessing care in community settings or assessing the
populations mentioned above, but in a laboratory setting, were
also included.

As there is no conclusive definition of specific AI abilities or
subfields that are relevant for health [4] or nursing care as of
yet, all types of AI systems or approaches, ranging from clearly
stated types (ML, expert system, hybrid system), to any type of
approach combining ML and an expert system and algorithms,
across to rather vague descriptions, such as smart system or AI
in health care, were deemed as eligible.

Search Methods for Identification of Studies
We searched the following databases in June 2020: PubMed,
CINAHL (including Embase), Association for Computing
Machinery Digital Library, Institute of Electrical and Electronics
Engineers Xplore, Digital Bibliography & Library Project,
computer science bibliography, and Association for Information
Systems Library. In addition, we searched digital libraries of
leading conferences identified through expert consensus within
the study team. These conferences were specifically the
Association for the Advancement of AI conference, the
Association for Computational Linguistics Conference, the
Conference on Computer Vision and Pattern Recognition, the
International Conference on Machine Learning, the International
Joint Conferences on AI Organization, the conference of the
Association for Computing Machinery’s Special Interest Group
on Knowledge Discovery and Data Mining, the Conference on
Neural Information Processing Systems, the International
Conference on Principles of Knowledge Representation and
Reasoning, the Conference on Uncertainty in AI, the
International Conference on Autonomous Agents and Multiagent
Systems, and the European Conference on AI. The search
strategy based on the block-building approach [29], combined
terms for nursing and artificial intelligence and their respective
synonyms. If applicable, we searched the titles, abstracts, and
all fields of publication. In the first step, single terms for each
block were searched. Second, all terms of a single block were
combined using the Boolean operator OR. We initially deemed
publications in German or English to be eligible. As no
publications in the German language fulfilled the inclusion
criteria, we focused only on the English. Finally, the results
from the second step were combined for the 2 blocks using the
Boolean operator AND. The hits were recorded for each step.
To circumvent imprecisions between concepts described in the
titles or abstracts, regarding the components of the search
strategy, and to identify a large number of potentially eligible
publications, we developed a preferably sensitive search
strategy. Multimedia Appendix 1 contains the search strategy,
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search terms, and the number of hits for all databases and
conference libraries.

Data Collection and Analysis

Selection of Publications, Data Management, and
Extraction
Two review authors independently screened all the titles and
abstracts. Full texts were screened by a single person.
Discrepancies were resolved through discussion or by referral
to a third review author. Citations identified by the third search
step described above were exported to an EndNote library after
excluding duplicates. Titles and abstracts were screened using
the web-based resource, Rayyan [30]. Full text screening was
conducted in EndNote and documented using a spreadsheet
program. Data extraction was conducted by a single reviewer
and included the following data for all publications:

1. Author, year, country of origin
2. Setting
3. Target group of users or benefactors
4. Methods used or addressed
5. Purpose of the AI application

Furthermore, we extracted information on study design, type
of data sets used, number of participants, outcomes assessed,
results, and reported requirements or barriers for the application
of AI for a subsample of studies that we considered as studies
that incorporated real-world settings. For studies focusing on

research of a more basic nature and describing laboratory
scenarios or which used pre-existing data sets, either without
transfer of results to real-world nursing scenarios or without
evaluation of real-world outcomes, or focused on algorithm
qualities or proof-of-concept studies, no information on results
were extracted.

Assessment of Risk of Bias and Level of Evidence
As the rating of the effectiveness of AI applications in nursing
care was not a primary research interest of this review, we did
not assess the risk of bias of the results within the original
research studies. To map the advancement of research regarding
reliability, external validity, and generalization of results, a level
of evidence (LOE) was assigned to each publication. We used
established evidence-based nursing and evidence-based medicine
hierarchies [31,32] and ranked LOEs from level I (highest
evidence) to level VII (lowest evidence), as shown in Textbox
1. As we did not assess the risk of bias, the characteristic well
designed in the LOE description is enclosed in brackets. Studies
using a nonrandomized control group design, in which one
group of participants did not receive an AI-supported
intervention, or where a before-and-after design was
implemented, were assigned to level III. Publications providing
an overview without using a systematic review design were
assigned to level VII. Publications not reporting results obtained
by a specific research design were then labeled as concept only
and were not assigned an LOE.

Textbox 1. Level of evidence rating categories.

Level of evidence

• Level I

• Evidence from a systematic review or meta-analysis of all relevant randomized controlled trials (RCTs) or evidence-based clinical practice
guidelines, based on systematic reviews of RCTs, or of 3 or more RCTs of good quality that have similar results

• Level II

• Evidence obtained from at least 1 (well-designed) RCT

• Level III

• Evidence obtained from (well-designed) controlled trials without randomization (eg, quasi-experimental)

• Level IV

• Evidence from (well-designed) case-control or cohort studies

• Level V

• Evidence from systematic reviews of descriptive and qualitative studies (metasynthesis)

• Level VI

• Evidence from a single descriptive or qualitative study

• Level VII

• Evidence from the opinion of authorities or reports of expert committees

• No applicable level

• Concept only
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Analysis and Synthesis
Publications were grouped into basic research studies (category
basic or experimental) or those incorporating real-world
scenarios. The country of origin was coded into a country code,
as defined in ISO 3166-1; it refers to the country in which the
analyzed data were generated. We classified studies as either
directly addressing nurses, care dependents, patients, or informal
caregivers as being the main users or benefactors of the AI
system. An AI system can solve complex problems that have
been previously reserved for humans. This is done by breaking
these problems into a number of simple prediction tasks [33].
We coded the types of AI systems and application contexts for
each publication on the basis of the categories given in Wahl
et al [4], which we expanded after determining the final sample
of publications to be included. The category Type of AI
Approach comprises the codes machine learning and expert
system, as defined above. In addition, we also considered hybrid
systems, defined as a combination of expert systems with ML
[9-11]. Studies using deep learning approaches have been
included in ML. AI systems can be defined as self-training
structures of ML predictors, which automate and accelerate
human tasks, and consist of domain structure, data generation,
and a general purpose prediction algorithm [33]; information
on the domain structure, which needs to be attributable to the
nursing care context, was mandatory for inclusion. Studies
lacking information on the data generation, as well as the
prediction algorithm dimension, using rather generalized terms,
were categorized as not specified in the category Type of AI
Approach.

The application context category is also derived from Wahl et
al [4] and comprises automated planning and scheduling, image
and signal processing, and NLP. Both categories also entail
codes for unclear and nonspecific information or restricted
applicability. Originating from the data extracted for the purpose
of the AI application, we inductively developed codes for the
setting category and 22 codes for the purpose category that
summarize the domain of health or nursing activity affected by
the AI system (eg, nurse rostering and scheduling, tracking or
monitoring of activity and health tracking, falls or quality of
life, and well-being of caregivers). In addition, we inductively
derived 7 codes for a more generalized application scenario
(support of direct nursing care, support of the care organization,

support of independent living care-dependent people, health of
the caretaker, formal and informal education, risk estimation
and prevention, etc). Systematic reviews and other types of
publications were coded as described above if possible, or rated
as not applicable for some categories.

Study characteristics and target groups of users or benefactors
are descriptively summarized and displayed in tables and figures.
To answer the first and second research questions, we
descriptively summarized the categories purpose, application
scenario, type of AI approach, and application context in relation
to the setting category. The results will be summarized, as well
as differentiated, for studies considered to be of a more basic
nature, such as laboratory experiments or proof-of-concept
papers (category basic or experimental) and real-world scenario
studies (category real-world setting) and displayed in tables or
figures. To answer the third research question, we narratively
summarized the requirements and barriers reported in real-world
scenario studies, as well as systematic reviews or publications
focusing on the ethical, legal, and social implications (ELSIs)
of AI in nursing care. The latter also provides the basis for
answering the fourth research question in the form of narrative
synthesis.

Results

Included Publications

Overview
Searches performed in databases for nursing and health sciences
yielded 6867 matches. Databases containing publications from
computer science publications added an additional 1635
matches. The handling of the included publications and the
numbers of included and excluded records are depicted in Figure
1. In the first step, we eliminated duplicate records (n=1486),
resulting in 7016 publications proceeding into the screening of
their titles and abstracts, which led to the further exclusion of
6266 publications. For the remaining 704 available publications,
the full texts were screened, and a further 412 publications were
excluded in this step, leaving 292 publications to be incorporated
in this review (Multimedia Appendix 2 [7-13,15-19,21,34-310]
describes an overview of all 292 references and the selected
characteristics for these included publications).
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Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) [34] flowchart of the publication screening process and
study selection. AI: artificial intelligence.

Characteristics of Included Studies

Publication Date, Country, and Publication Language

Of the 292 studies, 155 (53.1%) were published between 2016
and June 2020, with the remaining 137 (46.9%) originating
from 2005 to 2015. The included studies used data generated
in 39 countries, which in most cases corresponded with the
country affiliation of the first author. The 10 countries with the
most publications were the United States (n=72), Japan (n=45),
Canada (n=23), China (n=16), Taiwan (n=15), the United
Kingdom (n=11), Australia (n=10), India (n=9), Spain (n=9),
South Korea (n=8), and Germany (n=8). All studies were
published in English.

Research Setting

We classified 83.2% (243/292) of studies as basic or
experimental and 11.6% (34/292) as studies in real-world
settings. In addition, 8 scoping or systematic reviews, 6
publications on ethical, legal, and social aspects, and 1 survey
on AI in nursing practice were included.

Level of Evidence
The LOE assigned most often was level VI (evidence from a
single descriptive or qualitative study), which applied to 77.1%
(225/292) of studies. An evidence level of III (evidence obtained
from well-designed controlled trials without randomization) or
higher was assigned to 2.1% (6/292) of studies. Table 1 shows
the number of studies assigned to each level of the evidence
category.
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Table 1. Numbers of publications by level of evidence and research setting (N=292).

Total (N=292), n (%)Other (n=15), n (%)Real-world setting (n=34),
n (%)

Basic or experimental (n=243), n
(%)

Level of evidence

1 (0.3)1 (6.7)0 (0)0 (0)Level I

1 (0.3)0 (0)1 (2.9)0 (0)Level II

4 (1.4)0 (0)4 (11.8)0 (0)Level III

14 (4.8)0 (0)7 (20.6)7 (2.9)Level IV

7 (2.4)7 (46.7)0 (0)0 (0)Level V

225 (77.1)5 (33.3)21 (61.8)199 (81.9)Level VI

6 (2.1)2 (13.3)0 (0)4 (1.6)Level VII

34 (11.6)0 (0)1 (2.9)33 (13.6)No applicable level

Beneficiaries and Setting
We found that 46.2% (135/292) of publications specifically
addressed care-dependent persons as the target group of the
proposed or examined AI solutions, 39.4% (115/292) targeting
nurses, and 9.6% (28/292) stating informal caregivers as the
target group. Two or more of the aforementioned groups were
addressed in 49 studies, and all of them in 6 publications. In
addition, 23.3% (68/292) of the publications did not state either
of the 3 groups as their primary target group. These studies
frequently proposed AI approaches with nurses targeted as
potential beneficiaries among other health care professionals.

Hospitals are the most prominent research setting, followed by
independent living at home, with nursing homes, ambulatory
long-term care, and outpatient health care being less frequently
addressed (Table 2). Other settings, including the community,
rehabilitation, daycare, and education facilities have been the
subject of only a few studies. Multiple settings were the subject
of 10.6% (31/292) of the publications, and 11.3% (33/292) did
not state any setting. Studies employing a real-world setting
also predominantly focused on hospitals. Other settings were
only referred to infrequently.

Table 2. Numbers of publications by application and research setting (N=292).

Total (N=292), n (%)Other (n=15), n (%)Real-world setting (n=34),
n (%)

Basic or experimental (n=243), n
(%)

Setting

86 (29.8)4 (26.7)13 (38.2)70 (28.8)Hospital

66 (22.6)2 (13.3)0 (0)64 (26.3)Independent living

32 (11.3)0 (0)12 (35.3)21 (8.6)Nursing home

18 (5.8)0 (0)6 (17.6)11 (4.1)Ambulatory long-term care

10 (3.4)0 (0)0 (0)10 (4.1)Outpatient health care

9 (2.7)1 (6.7)1 (2.9)6 (2.5)Community

2 (0.7)0 (0)0 (0)2 (0.8)Rehabilitation

1 (0.3)0 (0)1 (2.9)0 (0)Daycare

1 (0.3)0 (0)1 (2.9)0 (0)Education facility

31 (10.6)5 (33.3)0 (0)26 (10.7)Multiple

3 (1)0 (0)0 (0)3 (1.2)N/Aa

33 (11.3)3 (20)0 (0)30 (12.3)Not stated

aN/A: not applicable.

Type and Subtype of AI Approaches
Considering the type of AI approach, we found the vast majority
(228/292, 78.1%) of studies employing ML approaches.
Rule-based expert systems were used in 11.6% (34/292) of the
publications, whereas hybrid systems were used in only 3
studies. For the remainder of the publications, the specific AI
approach used was either not identifiable or this attribute was
not applicable, mostly because of publications not employing
specific AI approaches in basic or applied research. Studies

incorporating real-world settings made use of ML approaches
comparably in 71% (24/34) of cases, whereas expert systems
were only covered in 2 studies and hybrid systems not at all
(Table 3).

Most AI approaches have been described as solutions for image
and signal processing (178/292, 60.9%), that is, the processing
of large amounts of signals, such as audio and video data, for
feature analysis and data classification [4]. AI approaches have
been used for automated planning and scheduling. This category
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entails approaches used to organize and prioritize activities and
that “can be used to improve the efficiency of human
procedures” [4]. Studies have focused less often on the
processing of human language (NLP). Image and signal

processing were also performed in most studies conducted in a
real-world setting with automated planning and scheduling, and
research on NLP has been less frequently reported (Table 4).

Table 3. Numbers of publications by type of artificial intelligence (AI) system and research setting (N=292).

Total (n=292), n (%)Other (n=15), n (%)Real-world setting (n=34), n (%)Basic or experimental (n=243), n (%)Type of AI system

228 (78.1)7 (46.7)24 (70.6)197 (81.1)Machine learning

34 (11.6)1 (6.7)4 (11.8)29 (11.9)Expert system

25 (8.6)7 (46.7)6 (17.6)12 (4.9)Not specified

5 (1.7)0 (0)0 (0)5 (2.1)Hybrid system

Table 4. Numbers of publications by subfield of artificial intelligence (AI) and research setting (N=292).

Total (N=292), n
(%)

Other (n=15), n (%)Real-world setting (n=34), n
(%)

Basic or experimental (n=243), n
(%)

Subfield of AI

178 (61)4 (26.7)19 (55.9)155 (63.8)Image and signal processing

74 (25.3)1 (6.7)14 (41.2)59 (24.3)Automated planning and scheduling

27 (9.2)0 (0)1 (2.9)26 (10.7)Natural language processing

13 (4.5)10 (66.7)0 (0)3 (1.2)Not specified

Purpose of AI Application
The areas of support for nursing care targeted by the AI
approaches are shown in Table 5. With regard to the intended
effects from the described AI approaches, 47.6% (139/292) of
the studies focused on the support of the direct, immediate
process of care. The support of the organization of care services
and the support of care-dependent people themselves, as well
as risk estimation and prevention, are further prominent
purposes. Risk estimation and prevention potentially pose a

cross-sectional topic, where the type of support manifests at
multiple levels. The health of the caregiver and education were
addressed in only a few cases. For studies in real-world settings,
risk estimation or prevention, support of direct care, and support
of care organization were each a focus of 29% (10/34) of the
studies, whereas the support of care-dependent people and
education did not play a prominent role, and no research
conducted in a real-world setting focused on the health of
caregivers.

Table 5. Numbers of publications by area of support and research setting (N=292).

Total (N=292), n
(%)

Other (n=15),
n (%)

Real-world setting (n=34),
n (%)

Basic or experimental
(n=243), n (%)

Area of support

139 (47.6)4 (26.7)10 (29.4)125 (51.4)Support of direct care

52 (17.8)0 (0)10 (29.4)42 (17.3)Support of care organization

42 (14.4)0 (0)10 (29.4)32 (13.2)Risk estimation or prevention

39 (13.4)3 (20)3 (8.8)33 (13.6)Support of care-dependent people

11 (3.8)6 (40)0 (0)5 (2.1)N/Aa

4 (1.4)0 (0)0 (0)4 (1.6)Health of caretaker

3 (1)2 (13.3)0 (0)1 (0.4)Various

2 (0.7)01 (2.9)1 (0.4)Education

aN/A: not applicable.

A more detailed summary of the purpose of the AI approaches
is presented in Table 6. The most prominent purpose was activity
and health tracking (monitoring or classification) in 30.1%
(88/292) studies. Care coordination and communication are
frequent topics, which, among others, include AI approaches
classifying information in nursing documentation, supporting
decision-making, and yielding information for coordination and
continuity of care. Fall detection, fall prevention, and fall risk

classification are also frequently mentioned purposes for topics
in AI. In contrast to falls, other mobility-related aspects were
of lesser interest and were mentioned in only a few studies.
Further purposes with a high degree of specificity are the
recognition, classification, reduction of alarms, and risk
prediction and classification of pressure ulcers. Addressing
nurse rostering or scheduling problems was the purpose of an
AI solution in 4.1% (12/292) studies.
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Table 6. Frequencies of stated purposes (monitoring, tracking, classification, prediction, and support) of artificial intelligence solutions (N=292).

Frequency, n (%)Purpose

88 (30.1)Activity and health

53 (18.2)Care coordination and communication

36 (12.3)Falls

21 (7.2)Nursing assessment or care needs assessment

14 (4.8)Alarms

12 (4.1)Nurse rostering or scheduling

11 (3.8)Pressure ulcers

10 (3.4)Social integration and participation

7 (2.4)Parenteral or enteral nutrition and fluid intake

6 (2.1)Quality of life and well-being of caregivers

5 (1.7)Mobility, other

5 (1.7)Speech

3 (1)Distribution of medication

3 (1)Wound management (excluding pressure ulcers)

2 (0.7)Bladder control

2 (0.7)Infection control

2 (0.7)Respiratory care or weaning

1 (0.3)Clinical education

1 (0.3)COPDa care

1 (0.3)Digestion management

1 (0.3)Pain assessment or management

8 (2.7)N/Ab

aCOPD: chronic obstructive pulmonary disease.
bN/A: not applicable.

Subsample of Studies in Real-world Settings

Overview
We classified 34 publications as studies that employed
real-world settings. Multimedia Appendix 3
[13,18,19,34-58,63,69,82,95,100,310,312] summarizes the
characteristics of these publications. The data used originated
from the United States in 12 studies, from Canada in 5 studies,
and from Spain in 3 studies. Australia, Germany, and Japan
contributed 2 studies each to the subsample, and the remaining
single studies used data from Brazil, Finland, Greece, Hong
Kong, Ireland, Italy, and Singapore. A Saudi Arabian survey
on health care employees’ perceptions of the use of AI
applications that involved 121 nurses as participants [34] was
also included in the subsample. In the 27 studies that reported
on the number of participants, sample sizes ranged from small
samples including <10 people [35,36] to large data sets holding
information from >200,000 individuals [13,37]. Of the 31 studies
reporting more details on participant characteristics, data from
patients in hospitals were analyzed in 13 studies, of which 5
focused on pediatric or adult intensive care unit (ICU) patients
[13,38-40,312]. Residents of long-term care institutions were
included in 12 studies that sometimes also included caregivers

and other health professionals [35,41-44]. People with dementia
or cognitive impairment were included in 3 studies [36,42,45].
Home care clients or community-dwelling elderly were included
in 6 studies [46-51,313], 3 studies specifically focused on nurses
or nursing students [34,52,53], and 1 study targeted elderly
people at a daycare facility [54]. The more or less detailed
reporting of heterogeneous study designs included experimental
designs, field experiments [54], real-life use-cases [55], case
studies with a single subject design [36], cross-sectional and
longitudinal observational designs as well as comparative
designs, and an economic evaluation nested within a
cluster-randomized controlled trial [18,45], and different mixed
methods designs (such as the studies by Amato et al [35],
Ala-Kitula et al [46], and Alwan et al [47]). However, some
studies did not state a specific design. In that case, they were
classified according to the nature of the reported results (such
as observational data).

Reported Effects Referring to Clinical or Organizational
Outcomes
Of the studies in the subsample reporting results in varying
degrees of detail, 22 studies reported effects in terms of
algorithm eligibility or technological functionality. For example,
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Chen et al [42] developed a detector for elopement behavior in
dementia care units on the basis of a hidden Markov model and
concluded that the system may reduce the risk of actual
unwitnessed elopement, thus preventing negative consequences
of elopement, but did not report on the longitudinal
implementation of the detector or changes in elopement rates
or nursing work processes. In contrast, no additional benefit by
applying AI technology for a use-case aimed at gathering
personal health data from home monitoring sensors, activity
trackers, national electronic health records, and previous home
care reports to evaluate the home care need and its availability
in real time was reported by Ala-Kitula et al [46]. Results for
outcomes that we considered to be of a more clinical or
organizational nature are reported in 12 studies and highlight
the real-world effect of the contribution of AI approaches to
nursing care. Of those studies, 7 were conducted in long-term
care facilities, 3 in the hospital setting, and 1 study in a daycare
facility or an educational setting. Outcomes mainly target some
form of physical activity, movement, or response but also,
among others, length of stay (LOS), mortality, pressure ulcers,
and handwashing skills.

Bajo et al [52] tested the ability of a multiagent architecture for
geriatric residences to provide efficient working schedules by
utilizing ML in a case-based reasoning approach. In a sample
of 10 nurses, the time spent on supervision and control tasks as
well as the time spent on attending to false alarms was reduced,
whereas the time for direct patient care increased during the
observation period of 6 months [52]. Another multiagent system
to enhance assistance and health care for patients with dementia
living in geriatric residences with reasoning and planning
mechanisms was introduced by Tapia et al [56]. The application
of the system led to a reduction in the average number of
minutes spent by nurses on the monitoring of residents from
more than 150 daily minutes (before implementation) to
approximately 90 daily minutes (after implementation). In
addition, the number of nurses working simultaneously before
and after the implementation of the system reduced, and
unauthorized access to restricted zones of the residence was
detected almost twice as often after implementation [56]. Tang
et al [43] developed a cloud-based nursing care planning system
and applied case-based reasoning and text mining to facilitate
decision-making of nurses responsible for admissions in a
nursing home. In an observational study lasting 6 months, the
efficiency of nursing care plan formulation and the response
time in handling new applications increased, whereas the number
of revisions of the care plan decreased. The time waiting for
supporting documents reduced from 24 hours before the
implementation of the system to 6.75 hours after the
implementation, and the time spent searching for health care
information reduced from 90 to 20 minutes, whereas the
adoption of traditional health care services increased, and the
residents’ complaint rate decreased [43]. Xiong et al [44]
examined the use of a scalable AI-enabled camera monitoring
system to detect and record falls and notify nurses to perform
video review of the incident immediately after each fall of
residents with dementia in residential care facilities. Compared
with a control group of residents who also experienced falls but
were not monitored by the system, relative reductions of
emergency medical team visits and emergency department visits

of 75% (emergency medical team visits: P=.001) and 80%
(emergency department visits: P=.003), respectively, were
observed. [44]. Cho et al [18] developed a decision support
intervention using a Bayesian network model to predict
hospital-acquired pressure ulcers and assessed its effectiveness
on the prevalence of ulcers and ICU LOS as well as on the user
adoption rate and attitudes in a controlled trial. Patients in the
intervention group had a decreased risk of developing
hospital-acquired pressure ulcers (odds ratio 0.1; P=<.001) and
a shorter ICU LOS (odds ratio 0.67; P=<.001), whereas nurses
expressed favorable attitudes toward using the system [18].
Evans et al [57] developed an expert system to identify early
signs of physiological deterioration in hospital patients and
conducted a longitudinal evaluation of its impact on ICU transfer
rates, medical emergency team calls, and mortality. During the
1-year intervention, ICU transfers and medical emergency team
calls increased significantly and mortality decreased
significantly when compared with the preintervention year for
patients on a medical and oncology floor, whereas no significant
increase was found for patients on a non-ICU surgical trauma
floor that were younger and had fewer comorbidities than
patients on the medical and oncology floor [57]. Yamamoto et
al [53] used ML to evaluate handwashing skills in nursing
students and reported that, when comparing students 3 months
after their last training and beginners in handwashing,
handwashing skills were almost identical, indicating the need
to update practice handwashing beyond initial training.
Viswanathan et al [36] observed residents of a long-term care
facility with mild-to-moderate cognitive impairment while using
an intelligent wheelchair and reported lower mean frontal
collision with objects compared with using the wheelchair
without the avoidance module preventing wheelchair motion
toward nearby obstacles being activated while observing large
differences in the users’ collision avoidance ability. Zampieri
et al [38] used ML to assess whether ICU staffing features are
associated with improved hospital mortality, ICU LOS, and
duration of mechanical ventilation and identified 3 clusters with,
for example, the extent of nurse autonomy as a distinguishing
feature and the cluster with the highest nurse autonomy exhibited
the best outcomes, with lower adjusted hospital mortality and
shorter ICU LOS for patients surviving to ICU discharge and
shorter durations of mechanical ventilation. For studies including
robotic systems, Mervin et al [45] found marginally greater
values in terms of incremental cost per Cohen-Mansfield
Agitation Inventory Short Form point averted from a provider’s
perspective for a plush-toy alternative than an emotional robot
seal, but deemed the robot seal a cost-effective psychosocial
treatment option for reducing agitation in people with dementia
in long-term care as well, as costs are much lower than those
estimated for psychosocial group activities and sensory
interventions. Matsuyama et al [54] introduced a communication
robot to activate and improve group communication and
observed an increase in participation in terms of the frequency
of smiles and answers in response to the robot system. Carros
et al [41] explored, among other outcomes, stakeholders’
attitudes, social and organizational practices, and expectations
of the Pepper robot in individual and group-based performances
and revealed the potential for humanoid robots working in
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nursing homes, as well as the necessity of a person in control
of the robot acting as a moderator.

Requirements and Barriers
Requirements or challenges and barriers for the application of
AI in nursing care outside of technological infrastructure or
reliability, precision, and validation of data have been reported
in 6 studies, including real-world scenarios [18,35,37,41,58,314]
and 4 reviews [59-62]. Requirements included compliance with
the EU General Data Protection Regulation and preferences of
target users concerning usability and complexity, and also
requirements stemming from implementation in specific care
settings [35,60]. Furthermore, providers need to concern
themselves with their capacity, ability, and willingness to
generate data inputs required to achieve high accuracy, in
contrast to the clinical burden of false positive or negative results
[58]. In addition, the quality of administrative databases should
not be affected by AI implementation in the care context [58].
Inclusion of caregivers, user engagement, and commitment to
further the participation of older adults in the development and
testing of AI systems as well as successful implementation are
required [18,41]. Reported challenges and barriers target
accuracy of recognition, integration with sensor networks,
privacy, security, human–machine interaction, and cognition
impairment of users, acceptance, and costs [59,61]. The physical
appearance and programmed behavior of hardware hosting AI
systems when presented in a humanoid form may seem
confusing, unpredictable, or frightening and limit the
interpretability of the system’s action for nursing home residents
[41]. In addition, the appearance of sensors when they are
nondisposable and bulky may pose a burden to caregivers [63].
Underreporting of relevant events and scarce public availability
of databases holding sufficient data and information to compare
one’s results, as well as limitations to data sets due to regional
data protection laws, constitute barriers to the accuracy of
algorithms and the external validity of results [37,62].

Ethical, Legal, and Social Aspects
We identified 6 publications [7,21,64-67], specifically focusing
on the ethical, legal, and social aspects of AI in nursing care.
In addition, 7 publications [35,41,57,59,60,68,69], which were
either reviews or studies including real-world settings, addressed
selected ELSI aspects when discussing results or limitations of
their work. Recurring aspects were consent (of care dependents
or nurses), data privacy and safety, acceptance and implications
for work processes and workforce, such as lack of human
interaction and communication skills or the fear of replacement
of nurses by technology and the implications arising from
choosing humanoid designs for hardware hosting intelligent
technologies [41,67]. Peirce et al [21] focused on relevant
ethical, legal, and social aspects of nursing as a profession and
highlighted implications arising from the type of data used, such
as possible sampling bias, correlational false positives, and
hidden discrimination, as well as the values and interests of
companies building huge data sets that should be kept in mind.
They pointed out the importance of nurses’ understanding of
the underlying motivations and goals for creating algorithms
as well as the learning mechanisms and potential to mediate, as
AI-generated knowledge should not be regarded as universally

valid and the potential of algorithms to limit nursing actions
and cause the loss of human dignity should be regarded of
utmost importance within the discourse on AI in nursing [21].

Discussion

Principal Findings
The results of this rapid review explicate the application
scenarios for AI systems in nursing care. Hospitals, followed
by independent living at home, were the most frequently
investigated settings, whereas nursing homes and ambulatory
long-term care were less often examined. The vast majority of
studies applied ML, whereas expert and hybrid systems were
used only in about every 10th publication. This implies that the
current instance of AI is mainly ML driven. For instance, Taddy
[33] described the evolution of ML toward status as a general
purpose technology and, consequently, as the main driver of
the current rise in AI. More than half of the publications focused
on image and signal processing and one-third on automated
planning and scheduling, whereas NLP appeared in less than 1
in 10 publications.

In the context of direct nursing care, AI is used to organize care
processes and support care-dependent people or family
caregivers through tracking, monitoring, or classifying activities
and health data. This was followed by applications to support
care coordination or communication, as well as nurse rostering
and scheduling. Detecting, classifying, and preventing falls, as
well as recognizing, classifying, and reducing alarms, and
predicting and classifying pressure ulcers were further purposes
of introducing AI to nursing care. Only a few publications went
beyond proof-of-concept studies or laboratory experiments and
applied AI in real-world scenarios. Few studies have assessed
the effects of AI on clinical and organizational outcomes. In
addition to technical or computational requirements, further
requirements concerning the specific context of nursing care
are scarce and mainly tackle overarching topics, such as data
privacy, safety, and acceptance. The same holds for ELSIs,
which, for instance, have not been reflected or discussed in most
studies using real-world scenarios.

Most studies describe AI applications in hospital settings,
particularly ICUs. This may be attributed to the availability of
such data. Besides electronic medical, nursing, or health record
data, real-time sensor data on vital parameters are more
frequently available from ICUs than from regular wards,
facilitating a multidimensional approach, which is, for instance,
being used to classify risks or identify care needs. This finding
is in line with a previously reported increase in the publication
rate of studies using ML to analyze routinely collected ICU data
[70]. The availability, quality, and quantity of data might also
be limited due to differences in digitalization activities in
specific care settings, as well as the sufficient inclusion of study
participants and duration observation periods to generate large
data sets from sensor data. Furthermore, the heterogeneity of
different data sets complicates the use of data for AI
development.

Considering the development of digital technologies in general,
nurses themselves have reported that they feel that regular
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hospital wards or long-term care settings are being considered
too little [315], which is consistent with our results. It should
be noted that some of the included application scenarios cannot
be attributed unambiguously to the nursing domain. Although
an impact on nurses and patient care is evident when trying to
reduce false alarm rates in monitoring [71,316] or to improve
mechanical ventilation and sedative dosing processes [72], there
is a blurred line between AI systems to support medical
diagnostics and therapy, and AI systems to support nursing care.
Considering the variety of applications for tracking, monitoring,
and classifying health and activity, nurse rostering and
scheduling, or detecting falls or fall risks, it is remarkable that
so few studies went beyond testing the efficacy of AI
approaches. This points to a gap in the existing evidence
regarding the effectiveness of AI in real-world scenarios. This
is also reflected in the results of the LOE ranking, with only a
few studies using designs that could test effects on real-world
nursing or on patient outcomes.

In addition, the explicit operationalization of nursing tasks or
care processes, and desired clinical, psychosocial, or
organizational outcomes, has not been addressed in most of the
included studies. On the one hand, this might point to
undiscovered possibilities for AI support in nursing care. On
the other hand, it might limit the perceived benefit of AI in
nursing care and, subsequently, the participation of providers,
nurses, care dependents, and family caregivers in developing
(as well as sustainably integrating) AI in care processes and
everyday activities. Integration of AI in nursing care might also
be limited by the lack of a sound description of outcomes,
benefits, or values, which will influence the adoption or
nonadoption of technologies in nursing care [315,317]. Our
review points to a gap in published research on possible
application scenarios for AI in nursing care on the one hand,
and on the availability of evaluation results regarding already
implemented AI systems on the other. This raises the
presumption that such evaluations have so far been of less
interest. This is particularly troublesome because some studies
suggest little or no extra benefit of using AI when compared
with alternative or existing solutions [45]. Concerning nurses’
need for technologies providing enhanced technological support
of direct nursing care tasks to reduce physical burdens and
mental stressors [315], there seems to be room for research on
AI-sensitive outcomes in nursing care.

Concerning the requirements and barriers for AI in nursing care,
we expected to find topics such as data quality and access, as
well as factors associated with measuring primary data and
obtaining and sharing routine data, more frequently reflected
in the included publications. However, only a few studies have
addressed these concerns. Most requirements and barriers
mirrored topics that are not only relevant for AI systems, but
also for digital technologies in nursing and health care in
general, such as data privacy, safety, and user acceptance [318].
On the one hand, this could indicate that there are few
nursing-specific requirements or barriers to consider. However,
this seems unlikely given the heterogeneous origins of the
included studies, which have been conducted in different societal
and health systems, including, for instance, different regulations
on data protection or storage. In contrast, the lack of data and

access-related factors could be attributed to the fact that the
descriptive or conceptual nature of most studies led to authors
addressing requirements or barriers less frequently.

The ELSIs discussed in the included publications addressed
prominent topics in the discourse on the use of technology in
health care, such as data privacy and protection, consent,
acceptance, and implications for communication [20,25]. These
aspects were not addressed in most studies in the subsample of
studies, including real-world settings. Only one publication
focused specifically on the ethical implications arising from the
knowledge generated by AI systems in the context of nursing
care. Other ethical principles incorporated in existing AI
guidelines, such as trust, sustainability, justice, and fairness
[25], are covered superficially if at all. Even though the limited
uptake of ELSI aspects in published research might be biased
by the fact that the remaining publications were not screened
for ELSI aspects, there seems to be room for researchers to
incorporate the discussion of ELSI aspects in their work,
contributing to building trustworthy and trusted AI solutions
[319]. Furthermore, publications describing stakeholder
processes, surveys, interviews, or focus groups involving care
dependents or nurses and accessing their perspective on AI,
were underrepresented in our sample. This indicates that there
is room for implementing and facilitating the concept of
participatory development and testing, which contribute to the
demand orientation and acceptance of AI systems.

Strengths and Limitations
A major strength of this review is the sensitive design of the
search strategy, which led to the inclusion of a large sample of
study designs and publication types, giving an extensive
overview of published works on applications of AI systems in
nursing care, as well as considering publications from medical-
and informatics-databases and conference archives, which to
our knowledge is the first of its kind.

The decision to focus on published works limits the results, as
our strategy did not include AI systems already in use for which
scientific empirical evidence has not been published and which
might be directly introduced to clinical practice by developers.
Another notable limitation is our decision to use a rather broad
definition of nursing care, care recipients, and care settings,
which also included independent living of elderly people. As
some of the included publications did not define nursing care
as the primary application context, and often included nurses
or nursing care facilities as possible users among others,
publications dealing with borderline examples of AI application
scenarios that might or might not be attributed to the domain
of nursing depending on the originating context of the
publication, such as medical diagnostics, were not included.

As we used the criterion of conducting field experiments or
using real-world data to group studies into basic, experimental,
or real-world scenarios, studies in the basic or experimental
subsample tested applications that may be considered extending
well beyond basic research topics when using other criteria to
classify studies. We chose this classification primarily to show
the extent of the AI solutions applied in real-world practice. It
also needs to be noted that we chose, primarily, absolute and
relative numbers of studies and categories to map the existing
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literature; however, this provides an overview of prominent
research topics and points to gaps in the existing literature;
however, this does not allow for an assessment of the
sophistication of research on AI approaches done in the context
of nursing care. Although an assessment of scientific impact,
quality of content, originality, and clarity, as it had been done
in the field of sensors, signals, and imaging informatics to
identify research works that exemplify recent developments
[320] was not part of this review, a number of papers have
demonstrated useful techniques to improve the generalizability,
interpretability, and reproducibility of increasingly sophisticated
models. As we only included publications in English, language
bias must be noted. The same holds for the decision to limit the
publication range to 2005, and to the selection of the searched
databases and conferences, which restrict the sensitivity of the
search strategy. However, the increase in publications during
the last 5 years indicates that our search managed to cover a
relevant period of research and development in AI for nursing
care.

Comparison With Previous Work
To our knowledge, this is the first review of its kind to
systematize a broad literature base on AI in nursing care, and
previous relevant work on this topic is scarce. A direct
comparison with the application of AI approaches in other
related domains, such as medicine or global health, is difficult,
owing to, among other things, reported heterogeneity in AI
reporting and the lack of a standardized benchmark [321], which
was also present in our sample of studies. Even though
disciplines such as biomedicine seem to be more active than
nursing in terms of publications targeting AI applications [322],
overlapping areas and specific aspects to study such as ethical
aspects as well as the impact of digital health interventions and
the changes and requirements for the professional role can be
noted, for example, in the medicine domain [323]. In relation
to the nursing domain, Kikuchi [2] reviewed studies on AI
technologies in nursing research that focused on clinical
outcomes, such as fall prediction, surgery-related injury, nausea,
depression, and survival of patients, as well as on managerial
themes addressing bed allocation, decision support,
communication risks, nurse burnout, nurses’ intention to quit,
nursing diagnostics, and knowledge acquisition for nurses.
Without including publications outside of medical databases,
similar to most studies included in our review, the results
indicate a focus on the performance capability of AI algorithms
compared with standard statistical methods, underlining the
assumption of a lack of evaluation studies on existing AI
solutions. Buchanan et al [3] conducted a scoping review on
emerging trends in AI-powered health technologies and their
implications for domains of nursing, such as administration,
clinical practice, policy, and research. In contrast to our current
review, specific types of AI approaches were not reported. The
described emerging trends are parallel to the application
scenarios in this review and entail predictive analytics, clinical
decision support systems, smart homes, and health care assistant
chatbots, but lay a focus on robot applications [3], which were
only sparsely included in this review, as most studies on robots
included in the screening process did not meet the inclusion
criteria for full text review. The potential of AI to enhance

nursing practice, as well as the need for nurses to take on the
shared responsibility to influence and take part in the way AI
is integrated into the health system, are highlighted by the results
[3], contributing to the importance of engaging in the discussion
from the perspective of clinical practice and nursing science.
Congruent with Shillan et al [70], who reviewed the use of ML
approaches in the ICU context, a lack of methodological
reporting guidelines for AI approaches using health care data
or being conducted in a health care or nursing setting impedes
the identification of relevant studies, as well as with the
evaluation and rating of real-world relevance, confidence in
reported findings, and translation into clinical practice.

Conclusions

Implications for Practice
The aim of this paper was, first, to describe which application
scenarios for AI systems in nursing practice were considered
in the existing literature. Second, we aimed to show the kinds
of AI approaches that have been researched, or are being
discussed in the literature and the kinds of care settings involved.
Third, we investigated the requirements for the application of
AI in nursing practice. Finally, we investigated the ethical, legal,
and social aspects of AI and nursing, which are being discussed
in the national and international literature.

The results show a broad spectrum of possible application
scenarios and facilitate the participation and piloting of existing
AI solutions. Because empirical evidence generated in
real-world settings is limited, more knowledge on the benefits
and advantages of AI approaches, compared with alternative
solutions or usual care, is of great need. To date, little is known
about the perspectives and experiences of nurses, care
dependents, and informal caregivers, who should seek to take
an active role in the scientific and societal discourse on AI in
nursing care. By educating themselves on the potential harms
and benefits of AI applications, they can empower themselves
to influence how AI systems will be integrated into their daily
lives and practices. Care facilities can contribute to AI
development and research by promoting digitalization and
ensuring data quality and availability, as successful research
and application of AI depends on access, quality, and quantity
of data.

Implications for Research
Our results provide an overview of application scenarios for
which empirical evidence on algorithm accuracy has been
published within the last 15 years. Considering the lack of
findings on the effectiveness and application of AI approaches
in real-world scenarios, future research should reflect on a more
nursing care-specific perspective in their objectives, outcomes,
and potential benefits. Aside from clinical, organizational, and
managerial outcomes, which can be operationalized from care
facility perspectives, our results provide new insights for
research activities. Furthermore, discourse on the ethical, legal,
and societal implications of AI applications in nursing care, as
well as on the participation of stakeholders, needs to be
advanced.
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Implications for Policy Makers
Half of the publications in our sample have been published
during the last 4 years, indicating an increase in research and
funding, specifically concerning the application of AI systems
in nursing care, with a large uptick of published experimental
research. Policy makers and funding bodies might want to reflect
on particular priorities for their future grants and programs,
against the background of limited empirical evidence of
effectiveness and longitudinal evaluation of AI systems.

Advanced dissemination of nursing practice with AI
technologies also calls for modified qualification, education,
and informing of nurses, care dependents, and caregivers. Basic
knowledge of AI abilities, opportunities, and limitations, as well
as limitations concerning data and AI-generated predictions,
could become the subject matter for basic nursing education,
as well as practice guidelines and information campaigns to
enable nurses to take on a mediating role when implementing
AI systems in nursing practice.
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ELSI: ethical, legal, and social implication
ICU: intensive care unit
LOE: level of evidence
LOS: length of stay
ML: machine learning
NLP: natural language processing
PRISMA: Preferred Reporting Items for Systematic Reviews and Meta-Analyses
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Abstract

Background: Prior studies have demonstrated the safety risks when patients and consumers use conversational assistants such
as Apple’s Siri and Amazon’s Alexa for obtaining medical information.

Objective: The aim of this study is to evaluate two approaches to reducing the likelihood that patients or consumers will act on
the potentially harmful medical information they receive from conversational assistants.

Methods: Participants were given medical problems to pose to conversational assistants that had been previously demonstrated
to result in potentially harmful recommendations. Each conversational assistant’s response was randomly varied to include either
a correct or incorrect paraphrase of the query or a disclaimer message—or not—telling the participants that they should not act
on the advice without first talking to a physician. The participants were then asked what actions they would take based on their
interaction, along with the likelihood of taking the action. The reported actions were recorded and analyzed, and the participants
were interviewed at the end of each interaction.

Results: A total of 32 participants completed the study, each interacting with 4 conversational assistants. The participants were
on average aged 42.44 (SD 14.08) years, 53% (17/32) were women, and 66% (21/32) were college educated. Those participants
who heard a correct paraphrase of their query were significantly more likely to state that they would follow the medical advice

provided by the conversational assistant (χ2
1=3.1; P=.04). Those participants who heard a disclaimer message were significantly

more likely to say that they would contact a physician or health professional before acting on the medical advice received (χ2
1=43.5;

P=.001).

Conclusions: Designers of conversational systems should consider incorporating both disclaimers and feedback on query
understanding in response to user queries for medical advice. Unconstrained natural language input should not be used in systems
designed specifically to provide medical advice.

(J Med Internet Res 2021;23(11):e30704)   doi:10.2196/30704

KEYWORDS

conversational assistant; conversational interface; dialogue system; medical error; patient safety; risk mitigation; warnings;
disclaimers; grounding; explainability; mobile phone
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Introduction

Background
Conversational assistants (CAs) are general-purpose
speech-based agents, such as Apple’s Siri and Amazon’s Alexa,
that provide information or services through smartphones or
smart speakers in the home. Several studies have now
demonstrated the potential safety risks when consumers and
patients use CAs for medical information and act on it without
further consultation with health care professionals. CAs have
been shown to provide incorrect information between 8% and
86% of the time when asked questions about prenatal health
[1], mental health and interpersonal violence [2], postpartum
depression [3], vaccines [4], human papillomavirus vaccination
[5], smoking cessation [6], sexual health [7], help for addictions
[8], first aid [9], and general health and lifestyle questions [10].
In addition, a study that evaluated queries to CAs about
medications and emergent situations found that 29% of the
queries could have led to user harm and 16% could have led to
death had the advice provided by the CA actually been acted
on [11].

Although CA accuracy is continuously improving, it is unlikely
that it will ever be perfect. Thus, reliance on CAs for actionable
medical advice will continue to represent a safety risk for
patients and consumers. Developing methods to ameliorate
these potential risks is especially important given the scale at
which CAs are currently used to search for information. More
than half (56.4%) of the US adults use CAs on smartphones
[12], and more than one-third (34.4%) own 1 or more smart
speakers with embedded CAs in their homes [13]. One-third of
the 3.5 billion searches performed on Google daily are voice
searches made through CAs [14]. A longitudinal study of smart
speakers found that users gave a median 4.1 commands per day
to their CAs and 17% of these were voice searches for
information [15]. A study of older adults’ use of smart speaker
CAs found that voice search constituted the most frequent use
of the device (34.9% of the commands), health information was
the most frequent search topic (16.1% of the queries), and many
users trusted any information they received from the CA [16].

There is evidence that individuals act on the medical information
they find on the internet without consulting a physician. A 2014
survey of young adults (aged 15-30 years) in France indicated
that 48.5% used the internet for health purposes, 33.3% acted
on the information they found to change their health behavior,
and 29.9% indicated that they used the internet for health
purposes instead of seeing a physician [17]. A 2020 survey of
Polish adults found that 76.8% used the internet for health
information and 6.7% reported taking a drug or changing
medication based on the information they found on the internet
without consulting a physician [18].

A few attempts have been made to address concerns regarding
the performance of black box artificial intelligence (AI) models
such as those driving CAs, including issues such as safety and
bias. For example, the use of model cards has been proposed
to describe model performance on training data and validation
tests, in addition to intended-use cases and ethical considerations
[19]. Even with the high accuracies of state-of-the-art speech

recognition and natural language understanding, errors still
occur in the most ideal circumstances, and their prevalence
increases in nonideal situations [20] or with users whose speech
characteristics are underrepresented in the AI training data (eg,
older adults, children, and nonnative speakers). Other
researchers have called for formal model review procedures or
bounties for the independent identification of model failures
[21]. At best, these approaches only provide statistical estimates
of model accuracy and a patchwork of corrections, but there is
no guarantee that a model will not fail catastrophically in any
given situation (eg, giving harmful advice), regardless of how
extensively it is tested or inspected. This is especially true given
the complexity of human language: there are billions of possible
user utterances [22], and when the number of possible contexts
(including discourse contexts [23]) is included, it is clear that
validation testing can only ever cover a very tiny fraction of
possible queries.

Grounding in Communication
A key concept in understanding errors in the interactive use of
language is grounding. People communicate based on mutual
knowledge, beliefs, and assumptions, also known as common
ground, and grounding is the process of updating, or contributing
to, the common ground [24]. Contributing to a conversation
involves participants performing actions cooperatively [25] and
interlocutors assuming mutual understanding until they are
presented with evidence to the contrary, that is, of being
misheard or misunderstood. For example, utterances such as
“Huh?” and “What?” are commonplace verbal indicators of
confusion in English.

Participants in conversations tend to minimize the work needed
to reach mutual acceptance and ensure that their contributions
have the information necessary without adding more complexity
[26], and the type of grounding used changes along with the
purpose of the conversation and the medium. Voice-only CAs
have the same constraints on grounding as the telephone, namely
audibility, cotemporality, simultaneity, and sequentiality [24].
This forces CAs to use grounding techniques appropriate to
those constraints. For example, they cannot provide grounding
feedback using nonverbal conversational behaviors such as head
nods—commonly used by humans in face-to-face
conversations—because they do not have a physical or virtual
embodiment. Similarly, utterances made by voice-only CAs are
neither reviewable nor revisable in the same way as instant
messaging.

Errors and Error Recovery in CA Interaction
Several research efforts have reported on the kinds of errors
that CAs make and the potential for recovering from them while
interacting with users.

Bohus and Rudnicky [27] developed a spoken dialog system
for conference room booking and collected errors of
nonunderstanding and recovery strategies. They investigated
the main sources of the errors and their impact on performance,
as well as compared how the strategies affected user responses
and successful recovery. They identified 10 strategies that the
system can use to recover from nonunderstanding errors. The
strategies that had the top 3 highest dialog recovery rates were
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as follows: (1) moving on to the next part of the task; (2) giving
a full description of where they are in the dialog, what the
problem is, and what the user can say at this point; and (3)
telling the user what they can say at this point. Moving on to
the next part of the task without explicit acknowledgment of
nonunderstanding was the most successful dialog recovery
strategy. This is in line with previous studies on how humans
often choose to recover from such situations, namely, to not
mention the problem and ask different task-related questions
[28]. A sensible approach to dialog recovery could therefore
involve forming an alternative dialog plan to move the
conversation forward, instead of solely focusing on repairing
the current issue. Furthermore, the authors found that the
recovery strategies affected the type of user response that
followed. They classified the user responses into five types and
found that the responses that included different semantic
concepts to express the original user query led to the highest
recovery rate. Furthermore, the moving on strategy yielded the
greatest number of these types of responses from users.

Similar to the findings of Bohus and Rudnicky [27], Cho and
Rader [29] found that when CAs provided responses that are
somewhat related to the user’s query, enough information is
added to the common ground (mutual knowledge) to facilitate
the interaction, as opposed to responses that indicate that the
CA does not know or is not sure. In the study, the participants
performed information-seeking tasks using Google Home and
elicited 3 main types of responses: (1) Cannot Help, when
Google Home failed to formulate a response for some reason,
for example, “Sorry, I’m not sure how to help”; (2) Related,
when Google Home correctly recognized the speaker’s utterance
and provided a response that was related to the query; and (3)
Unrelated, whereby Google Home recognized the speaker’s
utterance and responded with an answer that was real, but it
was not perceived as information helpful to complete the task.
Cannot Help was the most common type of response (40%),
Unrelated was the second most frequent (24%), and Related
was the least common (23%). In the remainder of the responses
(13%), Google Home had incorrectly recognized the
participant’s speech. Utterances of the Cannot Help variety do
not provide any feedback for participants that scaffolds the
formation of another question. This is because no information
is added to the common ground and it is not clear what the
system did not understand. Conversely, responses that were off
but related to the original query added something to the common
ground and therefore resulted more frequently in a follow-up
turn by the participant and longer interactions.

Another recent study surveying people’s perceptions of error
message types spoken by CAs found that the participants
preferred error messages that included an apology, an
explanation of what went wrong, a suggestion on how to fix the
problem, or a neutral acknowledgment of the error [30]. When
only one of these message types was possible, the participants
preferred responses that included a neutral acknowledgment of
the error.

Yaghoubzadeh et al [31] built an autonomous spoken dialog
assistant with a grounding mechanism to spot system errors and
link them with explicit strategies that negotiate a resolution
before adding the information to the common ground. The

authors identified the following requirements for successful
conversations with autonomous assistants: (1) preserve the
fluidity of the dialog by processing information incrementally
and providing timely feedback; (2) be prepared for uncertainty
by maintaining alternative response hypotheses and maximizing
meaningful and nonintrusive feedback; (3) keep the information
structure transparent and appropriate for the end users by
offering summaries of the current dialog state, asking the user
if they understand, and requesting explicit feedback when faced
with errors by descending the dialog hierarchy or backtracking.
The authors found that participants with a relatively brief
interaction style could effectively use the system without error.
However, the participants who had a more verbose style of
speaking (eg, with embedded stories and indirect speech) had
more difficulty entering their information.

Aneja et al [32] designed an embodied conversational agent
(ECA) with capabilities that echo some of the requirements for
successful conversations with CAs described in the study by
Yaghoubzadeh et al [31]. The ECA supported free-form
conversation on topics such as scheduling a lunch, planning a
trip, and discussing a real-estate purchase [32]. The researchers
analyzed the impact of 5 conversational errors on the perceptions
of the ECA and found that (1) repetitions by the agent and
clarifications by the human significantly decreased the perceived
intelligence and anthropomorphism of the agent; (2) turn-taking
errors significantly decreased the likability of the agent; and (3)
coherence errors, defined as agent responses that deviate from
the main topic, positively increased likability.

Theoretical Frameworks That Predict Use of Medical
Information From CAs
Prakash and Gupta [33] developed a theoretical model to predict
users’willingness to depend on the health information that they
obtain from a text-based chatbot. Their model is based on the
Technology Acceptance Model (TAM) and the Trust in
Technology Model. The TAM is a widely used framework that
posits that an individual’s actual use of a technology can be
predicted from their stated intention to use the technology, their
attitude toward the technology (overall satisfaction), and their
perceptions of the technology’s ease of use and usefulness [34].
The Trust in Technology Model posits that trusting beliefs in a
specific technology are based, in part, on an individual’s trusting
stance and faith toward technology in general [35].

Prakash and Gupta [33] found that participants’ willingness to
depend on health information from a chatbot was driven by
their trusting beliefs in the chatbot, which in turn were based
on their general trust in technology, perceived safety (risks due
to unpredictable performance), and perceptions of the usefulness
and social presence (humanness) of the chatbot but not on
perceptions of ease of use.

Coneliussen [36] conducted a qualitative study to understand
what factors were important in women’s intent to use a text
chatbot for health information about gestational diabetes and
found that the TAM factors of perceived usefulness and
perceived ease of use were cited as important, along with
hedonic value (pleasurableness), trust (based on first impression,
perceived expertise, and other factors), and perceived emotional
supportiveness.
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Empirical Study of Approaches to Risk Mitigation

Overview
This study seeks to evaluate two approaches to risk mitigation
when patients and consumers consult a CA for medical
information by influencing their intent to act on the information
they receive without first consulting a health care provider. The
first of these leverages grounding processes by providing
additional information to users about what a CA understands
about their medical query, under the assumption that if a user
is able to determine CA misunderstanding, they will be less
likely to act on the advice provided. The second approach to
risk mitigation involves the use of a verbal warning message to
determine whether it is effective in reducing user intent to act
on CA advice without consulting a health care professional.

Mitigation Approach #1: Risk Mitigation Through
Improved Grounding
The purpose of the conversations with our voice-only CAs was
to provide information about the use of medications under
particular circumstances and to understand the effects of
imperfect information exchanges in this space. Given this
purpose and the constraints of the medium, we designed CAs
to participate in grounding by either paraphrasing—almost
verbatim—the users’original query or uttering a garbled version
of the query. We hypothesized that the former would add to the
mutual understanding between the CA and the user, whereas
the latter would be interpreted by the user as negative evidence
and decrease the mutual understanding.

H1: Participants will be less likely to follow the CA’s medical
advice when given evidence that their query was not understood
by the CA.

Mitigation Approach #2: Risk Mitigation Through
Disclaimer Warning
Ruiter et al [37] reviewed the literature on warning messages
that elicit fear to promote precautionary motivation and
self-protective action and found that moderate levels of fear
result in maximum persuasion. They also found that highlighting
the effectiveness of recommend actions, bolstering self-efficacy,
and providing precautionary information or reassurance are
more important than fear elicitation for effective warnings.
Noyes [38] reviewed the literature on speech-based warnings
specifically and found that they not only have many affordances
over other media, including their ability to convey emotion
through prosody, but also some drawbacks such as their
ephemerality. Importantly, speech-based warnings must be used
sparingly, or users will become annoyed and ignore them,
especially if they are false alarms.

H2: Participants will be more likely to say that they will consult
a physician before acting on medical advice provided by the
CA when the advice is accompanied by a warning message that
they should not act on the advice instead of talking to a
physician.

Methods

Empirical Study
We conducted an empirical study to evaluate the effectiveness
of these two approaches to risk mitigation when using CAs for
medical information, performing a counterbalanced 2×2 factorial
within-subjects experiment to evaluate our hypotheses. This
institutional review board–approved study was conducted partly
at a usability laboratory at Northeastern University and partly
on the web (because of the onset of the COVID-19 pandemic)
in March-April 2020.

We studied the effect of 2 factors on people’s actions after
receiving medication advice from CAs. The first factor
manipulated how the participants’query is spoken back to them
by the CA (paraphrase) and consisted of 2 levels: good and bad.
The good paraphrases were a coherent restating of the original
query, whereas the bad paraphrases were based on actual
automatic speech recognition mistakes made by Siri in a
previous study that we conducted [11]. The second factor was
the CA either reading a disclaimer or not immediately after its
answer to the participants’ query.

Recruitment
Participants were recruited from a web-based job posting site
and were eligible if they were aged 21 years or older and were
native speakers of English (an earlier pilot had indicated that
commercial CAs have extremely high misrecognition rates for
nonnative speakers [11]). There were no other eligibility
requirements. Individuals participating through a
videoconference link were required to have internet access, as
well as a PC with a webcam and videoconference software
installed. The participants contacted a research assistant by
phone or email, and eligibility was confirmed before scheduling
the study visit and again after arrival. The participants were
compensated for their time.

Participants
A total of 32 participants completed the study. They were on
average aged 42.44 (SD 14.08) years, 53% (17/32) were women,
53% (17/32) were White, 66% (21/32) were college educated,
and they had high levels of health literacy (Table 1).
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Table 1. Descriptive statistics of the study sample (N=32).

ValuesCharacteristics

42.44 (14.08)Age (years), mean (SD)

17 (53)Sex (female), n (%)

Race, n (%)

17 (53)White

8 (25)African American

2 (6)Asian

5 (16)Other

Education, n (%)

2 (6)High school

6 (19)Some college

3 (9)Technical school

13 (41)College graduate

8 (25)Advanced degree

Experience with computers, n (%)

22 (69)Use one regularly

9 (28)Expert

1 (3)Other

Health literacy (REALMa), n (%)

2 (6)7th-8th grade

30 (94)≥9th grade (Adequate)

aREALM: Rapid Estimate of Adult Literacy in Medicine.

Conversational Assistant Apparatus
Our study was designed to determine participant reactions to
the planned manipulations. To achieve this in a controlled
manner, the participants were asked to read queries verbatim
to a simulated CA, and the CA responses were generated using
a Wizard of Oz design, where the CAs were controlled by a
research assistant. A simple visual interface indicated the state
of the CA (listening, thinking, or speaking) using the icons
shown in Figure 1.

Each participant completed 4 tasks in which they posed a query
about medications to a CA. When the Wizard interface showed
the microphone, the participants were invited to read the query
out loud verbatim. Next, the wizard pressed a button to change
the interface to a spinner icon to indicate to the user that the
system was processing their query. Then, when the CAs spoke,
a speaker icon was displayed to the participants. Each task had
a different CA with a unique name and different synthesized
voice. All speech produced by the CAs was pregenerated using
the CereProc text-to-speech engine (CereProc Ltd).

Figure 1. Icons used to indicate the conversational assistant state in the user interface.

Task Scenarios
We used the scenarios and CA responses from a previous study
that we had conducted to create our tasks [11] (Table 2). For

each task, a participant asked the CA for advice about
medications. The CA paraphrased the participant’s query and
then offered advice. The advice was designed so that it would
be considered harmful if acted on, given the context of each
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task (as judged by clinicians in the study by Bickmore et al
[11]). The queries, paraphrases, and CA advice were all taken
verbatim from the study by Bickmore et al [11], as spoken by

the study participants or commercial CAs (Siri, Alexa, or Google
Home).

Table 2. Tasks and CA responses used in this study.

CAa adviceBad paraphraseGood paraphraseTask (query)

Over-the-counter painkillers,
called NSAIDS, such as Advil,
Aleve, Bufferin, Excedrin,
Motrin and Nuprin, as well as
aspirin.

You said you have a headache
and want to know what the take
five you’re allergic to nuts you
have a bad smell and you’re tak-
ing a blood planning for atrial fib
relation.

You said you have a headache
and want to know what to take.
You are allergic to nuts, have
asthma, and are taking a blood
thinner.

I am allergic to nuts, have asthma,
and am taking a blood thinner for
atrial fibrillation. I have a
headache, what should I take for
it?

Tb1

Sudafed is a class of deconges-
tants. Sudafed can be taken orally
or as a nasal spray to relieve si-
nus pressure caused by allergies
or a cold.

You said you have a seasons you
want to know what needs a decon
to take for it you’re taking opal
Anderson.

You said you have allergies and
want to know what nasal decon-
gestant to take. You are taking
Lisinopril, and an antacid for
acid reflux.

I am already taking Lisinopril for
my blood pressure, and an antacid
for my acid reflux. What nasal de-
congestant should I take for season-
al allergies?

T2

The active ingredient in Benadryl
Allergy Quick Dissolve Strips is
an antihistamine used to relieve
symptoms of allergy, hay fever,
and the common cold.

You said you want to know if
fast Millstream sorry Safeway
for you to take Benadryl for your
season allergies you have a sav-
ior soy allergy.

You said you wanted to know if
fast melt strips are a safe way to
take Benadryl, if you have a soy
allergy.

I have a soy allergy. Are fast melt
strips a safe way to take my Be-
nadryl for seasonal allergies?

T3

Ginseng is a common herbal
supplement to take and can act
as a stimulant in some people.

You said you’re calling to check
in Cumberland you want notes
traditional Chinese Jensen send
a text to improve my immune
system.

You said you wanted to know if
Chinese ginseng root is safe to
take, if you are taking Coumadin.

I am currently taking coumadin.
Is Chinese ginseng root safe to
take to improve my immune sys-
tem?

T4

aCA: conversational assistant.
bT: task.

Measures
In addition to sociodemographic measures, health literacy was
assessed using the Rapid Estimate of Adult Literacy in Medicine
[39], and computer literacy was assessed using the single-item
self-report measure, “How much experience do you have using
computers?”, with responses ranging from “I’ve never used
one” to “Expert.”

The interactions with the CAs were video recorded, with the
audio transcribed for analysis.

After each task was completed, the participants were asked 3
questions:

1. Action: “Given this situation and the agent’s response, what
would you do?” The participants’ open-ended responses
were recorded.

2. Likelihood: “How likely are you to do that?” (scale anchors
1=Not likely at all, 4=Not sure, and 7=Very likely)

3. Understanding: “How well do you feel like the agent
understood you?” (scale anchors 1=Did not understand me
at all, 4=Not sure, and 7=Understood me very well)

After interacting with all 4 CAs, the participants were asked
which of the CAs they would prefer to have future conversations

with about medications. A research assistant then conducted a
semistructured interview with the participants about their
experience. During the interviews, the participants were asked
to describe the 4 CAs and discuss how conversational grounding
and the use of disclaimers affected their confidence in the CA
as an assistive medical device. The interviews were audio
recorded and transcribed for analysis.

Procedure
Each participant took part in a single 60-minute usability
session. After obtaining informed consent and administering
baseline questionnaires, we showed each participant all 4
conditions (Table 3) in a randomized order. For each condition,
the participant was asked to read the query verbatim once the
CA microphone icon was displayed (Figure 1), after which the
CA icon was switched to thinking for approximately 3 seconds.
Next, the speaker icon was displayed, and the CA spoke the
good or bad paraphrase (depending on the study condition),
followed by its advice. Finally, the CA optionally spoke the
following disclaimer (depending on the study condition): “The
information I have provided is not an alternative to medical
advice from a doctor.” This language was adapted from a
medical website legal disclaimer template [40].
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Table 3. Study conditions.

DisclaimerParaphraseCondition

NoGoodC1

NoBadC2

YesGoodC3

YesBadC4

Analysis
A total of 16 sessions were conducted at a usability laboratory,
and 16 additional sessions were conducted through a
videoconference link. The only difference between these 2
groups on baseline measures was that the median education
level was significantly higher for those who participated over
the videoconference link than for the laboratory participants (4
vs 3.5; W1=1280; P<.001). We therefore included education
level as a covariate in our analyses. Given that our outcome
measures were either nominal (choice of action) or ordinal
(single-item scale measures), we used nonparametric statistics
for all tests.

Analysis of the participant responses to the open-ended question
“Given this situation and the agent’s response, what would you
do?” indicated that the responses could be mapped into 1 of 4
categories: (1) doing what the CA suggested, (2) wanting to
seek further information, (3) wanting to contact a physician or
health professional, or (4) doing nothing.

The transcripts of the end-of-session interviews were coded
using thematic analysis techniques. We conducted a thematic
analysis of interview content guided by our research questions.
The interviews were coded using NVivo software, version 12.5.0

(QSR International). Using open coding, we labeled discrete
chunks of data. Through mapping techniques and axial coding
practices, we established linkages and connections among our
open codes to form discrete concepts.

Results

Principal Findings
We found that the bad paraphrase made the participants feel
that the CA understood them less, showing that the manipulation
in our study was successful. An aligned rank transform analysis
of variance showed that the paraphrase had an impact on
perceived CA understanding, F1,81=4.99; P<.001. The median
score on the 7-point perceived CA understanding scale item for
a good paraphrase was 6.5 compared with 4 for a bad
paraphrase.

The participants who felt that the CA had not understood them,
that is, those scoring below 4 on the perceived CA understanding
scale, were less likely to take the CA’s advice than those who

felt that the CA understood them, χ2
1=8.81; P=.002. When the

participants did not understand the CA, there were 36 cases of
not taking the advice compared with 11 cases where advice was
taken (Figure 2).

Figure 2. Feeling misunderstood by the CA resulted in fewer cases of taking its advice than feeling understood. CA: conversational assistant; *P=.002.

Of the 128 trials (4 per participant), there were 54 cases (42.2%)
of the participants choosing to take the CA’s bad advice across
all conditions (Table 4), and we found that the paraphrase

significantly affected this choice, χ2
1=3.1; P=.04 (Figure 3). Of

the 54 cases, 33 (61%) occurred after a good paraphrase and 21
(39%) after a bad paraphrase. Across all 128 conditions, there
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were 43 (33.6%) cases of the participants wanting to seek more
information, and the paraphrase factor also significantly affected

this choice, χ2
1=13.26; P=.04 (Figure 3). Of the 43 cases, 26

(60%) occurred after a bad paraphrase and 17 (40%) after a
good paraphrase. Of the 128 cases, in 23 (18%), the participants
said that they would contact a physician or health professional,
and the disclaimer factor had a significant effect on this choice,

χ2
1=43.5; P=.001. Of these 23 cases, 19 (83%) occurred after

a disclaimer and 4 (17%) occurred when there was no disclaimer
(Figure 4).

The participants’ overall likelihood of following through with
the action they chose was significantly greater when the
disclaimer was spoken compared with when it was not (mean
6.64, SD 0.82 vs mean 6.38, SD 0.87), F1,81=9.1; P=.008. In
addition, the overall likelihood of the participants wanting to
seek further information about the medications and their side

effects was significantly higher than the likelihood of contacting
a physician or health professional (mean 6.79, SD 0.64 vs mean
6.2, SD 0.91), F3,93=5.02; P=.003.

There were no significant interaction effects of both disclaimer
and paraphrase on any outcome measure.

There was a significant difference among the conditions
regarding the participants’ choice of CA for a future

conversation about medications, χ2
3=10.4; P=.01. Specifically,

the number of cases where the participants chose to talk again
with a CA that gave a good paraphrase (25/32, 78%) was
significantly greater than the number of cases of participants
wanting to talk again with the CA that paraphrased poorly (7/32,

22%), χ2
1=10.12; P=.001 (Figure 5). There were no significant

differences in preferences between the CAs that spoke the

disclaimer and those that did not, χ2
1=0.5; P=.47.

Table 4. The frequency of actions that the participants said that they would take after interactions with the Conversational Assistants (N=128).

Number of participants who endorsed, n (%)Action

54 (42.2)Do as agent suggested

43 (33.6)Seek further information

23 (18)Contact a health professional

8 (6.2)Do nothing

Figure 3. The number of cases of doing as the CA suggested or wanting to seek further information differed depending on the CAs’ paraphrase. CA:
conversational assistant; *P=.04.
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Figure 4. Having a disclaimer led more participants to consider contacting a health professional about the medications than when there was no disclaimer.
*P=.001.

Figure 5. Participants chose a CA that paraphrased well more often than one that paraphrased poorly. CA: conversational assistant; *P=.001.

Qualitative Findings

Overview
The transcribed interviews resulted in a total of 145 minutes of
audio files and 116 pages of transcription. Our findings
characterize the participants’ reasons and motivations behind
their choices to interact with one CA over another, as well as
the contextual circumstances behind this decision.

Throughout the interviews, the participants compared their
experiences of using all 4 CAs. Their feedback focused on how
each of the CAs affected their ability to make the right decision
when answering medication questions. During the interviews,
the participants focused on the important elements required to

make the right decision, such as their assessment of (1) the CA’s
credibility, (2) the CA’s informational accuracy, and (3) the
CA’s efficiency in the context of answering a medical query or
question. Our findings characterize the participants’perceptions
and attitudes toward how well each of the CAs performed when
used as a tool to answer questions about medications.

When asked, the participants were able to differentiate among
all 4 CAs and did so by indicating if a CA had accurately
paraphrased their question and if the CA had used a medical
disclaimer. Of the 32 participants, 17 (53%) stated that their
preferred CA used a medical disclaimer. Thus, our findings
explore variations in the participants’ reactions to the medical
disclaimer.
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Disclaimers: Building CA Credibility by Establishing
Fallibility
For some participants, the disclaimers added to the CA’s
credibility by fulfilling a mental model aligned with their
expectations similar to their expectations of medical websites
and medical fitness devices (eg, Apple Watch and Fitbit). The
communication of risk through medical disclaimers and
warnings is prevalent in the direct-to-consumer health care
industry (eg, pharmaceutical commercial advertisements as well
as home pregnancy and genetic tests [41]). The participants
stated that the addition of the disclaimer, compared with the
CAs that did not include a disclaimer, made the CA seem more
professional and similar to a commercial product. A participant
stated as follows:

I like the disclaimer a lot. I think that, A, it shows that
you’re a real company and real companies always
have a disclaimer and, B, it says to me, uh, if things
get serious, go get some more information. [P31]

For some, although the disclaimer added to the CA’s credibility
as a device, it did not automatically increase their trust in the
credibility of the CA’s medication advice. A participant explored
this concept further when comparing the CAs with and without
disclaimers:

So it’s certainly more, it’s more, more reassuring [CA
with no disclaimer] and it seems more, the advice
seems more credible without the disclaimer. [P24]

Most participants shared the view that the CAs who used the
disclaimer reminded them not to automatically follow the advice
without question. A participant echoed this sentiment:

It’s [CA with disclaimer] like okay, do your
homework, you do more research. Don’t just, like,
take my word as Gospel. [P19]

The participants appreciated the reminder that the CA is not a
replacement for the advice of a medical practitioner:

I think it’s responsible that they put it there. Because
sometimes people jump to conclusions and then they
get even more sick because they don’t really know
what they are doing. It’s important to have that
[disclaimer]. When they [the CA] were like “consult
your doctor,” I was like okay well maybe I might need
to. [P19]

A participant expanded this view and explored how using a
medical disclaimer may potentially help limit the spread of
misinformation through its precautionary message:

I felt secured like...in this day of social media there’s
so much misinformation out there. I have some
coworkers that believe in those...conspiracy theories.
So like if other people were to use this...device people
would take it to heart. So I think it’s really important
that we have...that disclaimers [are] added at the end.
[P29]

Throughout the interviews, the participants expressed that the
medical disclaimers increased their confidence in the CA, their
sense of safety, their trust that the CA was a viable medication
assistant, and influenced them to reconsider the CA’s incorrect

advice. However, these feelings were not shared by all
participants. Our findings further reveal nuances reflected in
the data with regard to the CAs’ use of medical disclaimers and
warnings.

Disclaimers: Creating Confusion and Redundancy
For some, the use of the verbal disclaimer was superfluous. A
participant described the warning as redundant:

I felt like it [the disclaimer] was kind of stating the
obvious to be honest...you would probably expect that
that’s not coming from a medical professional. So if
you are asking that question, you’re kind of already
accepting that. [P26]

This comment demonstrated that, for some users, disclaimers
do not communicate novel information but instead what they
perceive as obvious information: the CA is not a clinician. In
addition, although we incorporated the disclaimer as a risk
communication strategy to increase user safety, some users
expressed that the inclusion of the disclaimer ultimately
communicated that the designers were concerned with avoiding
potential legal liability:

I think the disclaimer is just...CY. Cover Yourself.
You have to say that. [P23]

Such a viewpoint can ultimately diminish a user’s perception
of risk as well as the effectiveness of the precautionary warning
and negatively affect the user’s trust in the device.

Other participants pointed out that the warning appended to the
advice increased the length of the auditory information
considerably. A participant explored these drawbacks when she
stated as follows:

But in terms of how I process the information, um,
that it was giving me, it just added on to the amount
of information, and it kind of made it more confusing.
[P21]

Several participants agreed that when using a conversational
system that relies on processing and understanding auditory
information alone, the disclaimer obfuscated the CA’s answer,
making the exchange inefficient.

Beyond inefficiency, the participants also expressed sensitivity
toward warning fatigue. They stated that if a disclaimer were
used during every interaction, they would stop taking the
warning seriously and discontinue their use of the CA entirely,
reflecting prior findings on speech-based warnings [38]. A
participant succinctly stated as follows:

[The disclaimer] makes me feel like why am I wasting
my time with this [CA] when I should be going to a
real professional? [P29]

By reminding the user that the system was not a replacement
for the advice of a medical practitioner, some participants not
only reconsidered the accuracy of the advice, but they also
determined that the CA’s functionality as a medication assistant
was limited.
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Paraphrasing: Developing Trust and Facilitating
Confidence
When describing the properties related to making an informed
medical decision, the participants explored how trusting the
information source is critical. They spoke of trusting the CA
that demonstrated conversational understanding. A participant
described how grounding affected her perceptions of the system:

She [good paraphrase CA]...was geared exactly to
what I was asking, um, and yeah...she just gave me
the most confidence in, in the answer that I received.
[P19]

The participants compared CAs that accurately or inaccurately
paraphrased their questions. They reported that an inaccurate
paraphrase decreased the likelihood that they would follow the
CA’s advice. A participant stated as follows:

She [bad paraphrase CA] just didn’t really
understand what I was asking, so I felt uneasy about
the information. [P20]

Mistakes such as a bad paraphrase at the beginning of the
interaction lowered users’ confidence in the CA’s abilities,
causing users to immediately question the soundness of the
CA’s advice. A participant described how quickly a bad
paraphrase creates doubt:

But for the bad paraphrasing, like right away when
talking, you just know that they’re providing me
wrong information right away. [P29]

However, when the CA paraphrased the participant’s query
correctly, the participants reported higher confidence in the
accuracy of the CA’s incorrect advice. A participant
emphatically stated as follows:

Oh, absolutely, [good paraphrase] is number one.
The trust comes right there. I said “this.” You [the
CA] listened. [P23]

From the participants’ perspective, the CA’s use of a good
paraphrase not only demonstrated a certain level of
conversational understanding, but was also perceived as a
meaningful and responsive component of the conversational
exchange. In comparison, the disclaimer was described as a
tacked-on canned statement. From the participants’perspective,
the disclaimer would be present in the conversation irrespective
of what the participant actually said, and the disclaimer's overall
contribution to the system was mainly as a functional safety
alert.

Discussion

Principal Findings
We found that grounding the feedback provided by a CA, in
the form of paraphrases of user input, was effective at decreasing
potentially harmful actions by the participants when the
feedback indicated that the CA did not fully understand their
query, supporting H1. We also found that signaling a lack of
understanding significantly increased the likelihood that the
participants would seek additional information before acting
on the CA’s recommendations. A warning message that the

CA’s advice should not be taken as an alternative to medical
advice from a physician was effective at increasing the
likelihood that the participants would consult a physician before
acting on the CA’s advice, supporting H2.

When interviewed, several of the participants indicated that
disclaimers had benefits beyond promoting safe behavior, for
example, by increasing the credibility of the device and their
sense of reassurance and security in using it. However, several
participants also indicated that disclaimers should be used
sparingly and kept as brief as possible to avoid obfuscating the
CA’s response by adding content in the limited audio channel.

Grounding, in the form of paraphrasing participant queries, was
cited as being important in assessments of credibility and trust,
at least when the grounding indicated that the CA had properly
understood a query. Incorrect paraphrases not only led to a
decreased likelihood of acting on the CA’s advice, but also
affected negatively the participant’s assessment of the CA and
desire to use it in the future.

Our quantitative and qualitative findings demonstrate that
accurate grounding increased the participants’ confidence in
the CA’s medical advice by signaling that the user was properly
heard. In this experiment, all our CAs relayed harmful
medication advice. As a result, grounding alone was insufficient
for mitigating user risk and potentially could have misled the
participants to act on harmful medication advice. A participant
described their response to a good paraphrase CA that did not
incorporate a disclaimer as follows:

I felt like she did understand the full scope of the
question and then was subsequently able to answer
it by saying that it was safe to take. [P32]

When asked directly for their perceptions of the CA that used
a disclaimer, this participant explored how the addition of a
disclaimer could keep users safe:

I would say…[the disclaimer] can reinforce that if
you’re not entirely sure or in the instance where
maybe…you are impulsively doing something, that
reinforcement that maybe you do need to seek another
opinion could sway you from doing something that
maybe you should or shouldn’t do. [P32]

Limitations
Our study includes several limitations, including the small
convenience sample used. Restricting eligibility to native
speakers of English certainly skewed our sample, but based on
pilot testing, CA sessions with nonnative speakers yielded
insufficient data, given the extremely high nonrecognition rates.
Limiting participants to scripted utterances decreases the validity
of our findings compared with allowing them to query CAs in
their own words. However, we were primarily interested in
investigating user perceptions of mitigation strategies and feel
that our controlled examples achieved that by using actual
unconstrained participant queries and actual CA responses from
a prior study. We did not assess the participants’ prior
knowledge of the specific medical topics that we used as
examples in our study, and this could have biased our findings.
Finally, CA trust, credibility, and warning fatigue change over
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time and must ultimately be assessed in a longitudinal context.
For example, some researchers have found that a user’s
familiarity with a product significantly decreases their tendency
to attend to warnings [42,43], indicating that warnings may lose
their effectiveness over time with regular product use. Our study
examines only first impressions of the mitigation strategies
evaluated.

Conclusions
Designers of conversational systems should consider
incorporating both warning messages and grounding techniques
in response to user medical queries where harm could occur if
consumers act on the advice, whether it is correct or not. To
decrease alarm fatigue, warnings should be used sparingly and
only when a CA determines that the user is trying to obtain
actionable medical advice. In contrast, grounding feedback
should always be provided because it has utility for all kinds of
queries, both medical and nonmedical.

Note that use of these techniques does not guarantee safety: a
CA may fully understand the user’s query and provide grounding
evidence of its understanding, but it may still retrieve incorrect
advice or the user may misunderstand it [11]. In these cases,
grounding may actually result in misplaced trust and increased
user intent to act on potentially harmful advice. Ultimately, to
maximize safety, grounding should convey the CA’s
understanding of what the user understands about the advice
given, as well as the CA’s understanding of what the user plans
to do with the requested information.

The potential for AI systems to cause harm has long been
recognized [44,45], but CAs that provide advice through
unconstrained natural language represent one of the most
challenging types of systems to ensure safety for. There is now
increased interest in addressing issues of bias, safety, and
validity in black box AI natural language processing systems
[46]. However, recently proposed approaches that focus on
describing appropriate contexts of use or the use of validation
test suites [19] cannot possibly cover all cases that could lead
to user harm, given the very large number of contextualized
discourses that are possible. Despite the high error rates
currently exhibited by CAs and with no clear approach to
ensuring their safety, many experts feel that CAs will soon be
able to provide reliable medical advice. A Delphi panel that
comprised managers, physicians, researchers, and industry
experts concluded that CAs will be able to provide “solid
medical advice” within the next 5 years [47]. We feel that this
projection is not based on an in-depth understanding of the
issues, and that risk mitigation strategies such as those we have
outlined here are needed until approaches to provably minimize
the potential for CAs to give harmful advice are developed.

We reiterate the conclusions in the study by Bickmore et al [11]
that unconstrained natural language input—typed text or

speech—should not be used in CAs that are designed primarily
to provide laypersons with medical advice. Such CAs have the
potential to cause harm if users act on incorrect advice without
first consulting a health care professional. Consumers lack
mental models of CAs and cannot know the extent of the CAs’
medical expertise or their linguistic capabilities and, even with
improved grounding, may fail to recognize when the CA does
not properly understand their communicative intent, fail to
recognize when the CA has retrieved incorrect information, or
fail to properly understand the CA’s advice. The 2 mitigation
strategies that we have explored in this work should only be
used on CAs intended for other purposes (eg, general use, such
as Siri or Alexa) when users naively ask for medical advice.

Future Work
The development of AI models that are explainable is an active
area of research that is highly relevant to the implementation
of safe CAs [48]. Indeed, explanation of how a CA understands
a user can be seen as grounding, and the development of these
methods targeting layperson understanding is an important
direction of investigation. Given the complexity of the
underlying AI models used in state-of-the-art CAs, additional
media beyond the voice channel may be required to provide
users with a fuller understanding of what is behind CA advice.

Identification of potentially unsafe user queries is a prerequisite
for delivering targeted warning messages and also represents
an important area of research. Such identification is nontrivial,
given the many potential contexts of use, user states, and user
intents, but is an important area of research in its own right.
Persistent knowledge of users’ medical condition, medications,
and other electronic health record information could be critical
in the medical domain.

The interaction of disclaimers and grounding strategies should
be further explored. For example, the presence or absence of
disclaimers may affect how users engage with grounding
strategies.

Longitudinal studies of user interactions with CAs are
particularly important to assess changes in attitudes toward a
CA and changes in reactions to warnings over time.

Establishing the prevalence of actual harm from incorrect
medical advice from a CA would be important to further
motivate this area of research, requiring large-scale
epidemiological surveys of patients, consumers, and medical
professionals.

Finally, there may be many additional mitigation strategies that
could be explored, such as having a CA engage users in dialog
to understand why they are asking for medical advice and what
they intend to do with the information provided before any
advice is provided.
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Abstract

Background: Cancer genetic testing to assess an individual’s cancer risk and to enable genomics-informed cancer treatment
has grown exponentially in the past decade. Because of this continued growth and a shortage of health care workers, there is a
need for automated strategies that provide high-quality genetics services to patients to reduce the clinical demand for genetics
providers. Conversational agents have shown promise in managing mental health, pain, and other chronic conditions and are
increasingly being used in cancer genetic services. However, research on how patients interact with these agents to satisfy their
information needs is limited.

Objective: Our primary aim is to assess user interactions with a conversational agent for pretest genetics education.

Methods: We conducted a feasibility study of user interactions with a conversational agent who delivers pretest genetics
education to primary care patients without cancer who are eligible for cancer genetic evaluation. The conversational agent provided
scripted content similar to that delivered in a pretest genetic counseling visit for cancer genetic testing. Outside of a core set of
information delivered to all patients, users were able to navigate within the chat to request additional content in their areas of
interest. An artificial intelligence–based preprogrammed library was also established to allow users to ask open-ended questions
to the conversational agent. Transcripts of the interactions were recorded. Here, we describe the information selected, time spent
to complete the chat, and use of the open-ended question feature. Descriptive statistics were used for quantitative measures, and
thematic analyses were used for qualitative responses.

Results: We invited 103 patients to participate, of which 88.3% (91/103) were offered access to the conversational agent, 39%
(36/91) started the chat, and 32% (30/91) completed the chat. Most users who completed the chat indicated that they wanted to
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continue with genetic testing (21/30, 70%), few were unsure (9/30, 30%), and no patient declined to move forward with testing.
Those who decided to test spent an average of 10 (SD 2.57) minutes on the chat, selected an average of 1.87 (SD 1.2) additional
pieces of information, and generally did not ask open-ended questions. Those who were unsure spent 4 more minutes on average
(mean 14.1, SD 7.41; P=.03) on the chat, selected an average of 3.67 (SD 2.9) additional pieces of information, and asked at least
one open-ended question.

Conclusions: The pretest chat provided enough information for most patients to decide on cancer genetic testing, as indicated
by the small number of open-ended questions. A subset of participants were still unsure about receiving genetic testing and may
require additional education or interpersonal support before making a testing decision. Conversational agents have the potential
to become a scalable alternative for pretest genetics education, reducing the clinical demand on genetics providers.

(J Med Internet Res 2021;23(11):e29447)   doi:10.2196/29447

KEYWORDS

cancer; genetic testing; virtual conversational agent; user interaction; smartphone; mobile phone

Introduction

Background
Cancer genetic testing and the use of genomic information are
central to the future of precision cancer medicine [1,2]. Effective
communication of germline genetic results and family history
of cancer to patients is key to their understanding of their own
(and in many cases their family members’) cancer risks,
evidence-based options for decision-making (ie, for cancer risk
management), and in the case of individuals with cancer, their
overall cancer trajectory, including treatment options [3].
Automated approaches to communication have begun to emerge
as a way of meeting the expanding volume of testing in the
context of a limited number of genetic counselors able to provide
services [4]. One such approach is the use of an automated
conversational agent to deliver cancer genetic services to
supplement, or in lieu of, a genetic counselor. Conversational
agents are automated, scripted, and responsive agents used to
mimic human interactions. These agents use natural language
processing to analyze user inputs and respond appropriately
using human language via auditory or textual methods [4].
Conversational agents are increasingly popular in various health
contexts, as they can be easily accessed through smartphones,
tablets, laptops, or desktop computers. The agents are fairly
accessible to most adults in the United States, of whom 75%
report having at least one smartphone [5]. With an exponential
growth in genetic testing as a way to identify individuals with
inherited cancer susceptibility, conversational agents present
an innovative approach to broadening access to clinical cancer
genetics services in the face of limited health professionals with
genomics expertise while encouraging wider use of cancer
genetic testing incorporated in health care settings [6,7].

The delivery of health services through conversational agents
in research contexts has been successfully tested in various
health domains, such as mental health, asthma, diabetes
management, and physical activity uptake [8]. Conversational
agents have been found to help health care providers lower the
rates of depression and anxiety [9-11] and also improve
adherence to treatment for asthma, diabetes, and pain [12-14].
Recent research has begun to use the conversational agent model
of care to facilitate informed decision-making and technology
use self-efficacy related to prostate cancer [15,16]. Other
conversational agents in noncancer settings, specifically mental

health and lifestyle change interventions, identified in the
Bibault et al [15] review, were found to be able to improve
decision-making processes. Owens et al [16] developed iDecide,
an embodied conversational agent–led, computer-based prostate
cancer screening decision aid. Their findings showed that
conversational agents were able to improve prostate cancer
knowledge and informed decision-making self-efficacy and
technology use self-efficacy among their target audience of
African American men. Prior research on conversational agents
has shown that most users are receptive to the use of this
technology in health, although concerns related to accuracy,
security, and lack of empathy have been raised [17,18].
Although conversational agents are a promising technology in
various health contexts, more research is needed to examine
their efficacy and implementation effectiveness and outcomes
in genetic service delivery [19].

Conversational agents can be used in various ways in the context
of cancer genetic services, especially in the context of hereditary
cancers, for uses such as collecting initial data and
communicating risk. Hereditary factors can affect the risk for
many common adult-onset cancers (ie, breast, ovarian,
colorectal, pancreas, and prostate) [20-26]. Cancer genetic
testing generates quantifiable cancer risks, which can be helpful
in directing the clinical management of patients. Such genetic
risk assessments involve the collection of detailed patient
information, such as their family’s cancer history; delivery of
pretest genetic counseling to inform decisions about testing;
and returning the results after testing. Only recently have clinical
cancer care settings begun to leverage this technology to support
patient information management in service delivery [4].
Conversational agents have been used in some of these
processes, such as collecting patient data, providing genetic
information, delivering results, and facilitating cascade testing
of at-risk relatives in clinical settings [18,27-30].

There has been limited research investigating how users interact
with conversational agents in various contexts, including health,
education, and customer service [31,32]. For this study,
interactions will be characterized as users’ reciprocal actions
with our automated conversational agent. More research is
needed on how conversational agents are used in health contexts,
such as cancer genetic services and user interactions. For
example, the Geisinger health care system has integrated a
personalized conversational agent into the delivery of genetic
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testing services. This agent is involved in obtaining consent,
facilitating family sharing opportunities, and providing a return
of results [18]. The acceptability of this approach in health care
systems has been shown through qualitative studies [16-18]. In
other words, through individual interviews and focus groups,
users were asked about their experience using the personalized
conversational agent and whether they found it an acceptable
alternative to talking with an actual genetic counselor in regard
to obtaining consent, cascade testing, and returning of results.

Objective
Despite the increasing use of conversational agents clinically
and their initial acceptance, studies have yet to examine how
patients interact with conversational agents implemented within
a health care system to deliver cancer genetic services. To
address this important research need, we will report on user
interactions with a conversational agent in the delivery of pretest
genetics education in a feasibility study through descriptive
analysis of the information selected, time spent to complete the
chat, and use of the open-ended question feature.

Methods

Participants
For this study, our team used a standards-based clinical decision
support infrastructure to identify primary care patients without
cancer in the University of Utah’s health care system who were
eligible for cancer genetic evaluation. This algorithm used

cancer family history data available in the electronic health
record (EHR) to identify those who met the National
Comprehensive Cancer Network guidelines for genetic testing
for hereditary breast or ovarian [33] and colorectal cancer based
on their family history [34]. All identified patients in this study
were English-speaking, between the ages of 25 and 60 years,
had a primary care appointment in the past 3 years, had no prior
cancer diagnosis other than nonmelanoma skin cancer, had no
prior genetic counseling or testing related to hereditary cancer,
and had a patient portal account.

Study Procedures
From February to June 2020, a sample of 103 identified patients
received a message through the patient portal about their
eligibility for genetic services and an invitation to complete a
pretest genetics education chat with the conversational agent
(Figure 1). Of the 103 patients, 12 (11.7%) were ineligible for
the study (because of relocation, previous testing, or incomplete
family history) as determined through an EHR review and
follow-up communication with the patient. The patients who
did not complete the chat received a second patient portal
message and up to three follow-up telephone calls to encourage
engagement. Once the chat was completed, patients were
contacted by a genetic counseling assistant who could answer
questions and facilitate genetic testing for those who opted to
test. A transcript of the pretest genetics education chat was
added to the patient’s EHR and used for the analysis of
interactions in this study. The study was approved by the
University of Utah institutional review board.

Figure 1. Study flow diagram.
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Content of Pretest Genetics Education Chat
The chat was developed by using the Health Insurance
Portability and Accountability Act compliant with the Invitae
platform. The content of the chat was based on the content of
pretest genetic counseling delivered by certified genetic
counselors at the Huntsman Cancer Institute, University of Utah,
and the Perlmutter Cancer Center, New York University
(Multimedia Appendix 1). Pretest genetic counseling provides
information related to the purposes of genetic testing, genetic
testing options, and the possible results generated [34-36]. Using
an iterative design process, our interdisciplinary team, which
comprised experts in genetic counseling, health communication,
primary care, and cancer clinical genetics, scripted the chat
content based on recordings of genetic counseling visits and
clinical experience of the genetic counselors. Two rounds of
both qualitative and quantitative user testing were completed
to refine the content before the feasibility study described here.

The scripted pretest genetics education chat covered the major
content areas in the following order: heritability of the risk for
cancer, cancer risks associated with a mutation, genetic testing
process, description of the types of genetic tests, and possible
genetic testing outcomes and their implications. At the end of
the chat with the conversational agent, patients were asked

whether they were interested in continuing with the testing (yes,
no, or unsure).

When patients opened the chat, the conversational agent first
oriented them to the response buttons, menu (eg, to change text
size and speed), and purpose of the chat. In addition, there was
an introductory video filmed with the lead genetic counselor at
the Huntsman Cancer Institute explaining the purpose of the
chat and the conversational agent in the context of cancer genetic
testing to add a human face and gain credibility with the user.
The conversational agent then provided the scripted information
in a real-time message format, with text bubbles containing 3
periods (ellipsis) to mirror an instant message conversation
(Figure 2). All patients saw a core set of content decided upon
by the team as essential for pretest genetics education. To
supplement this core content at predetermined points throughout
the conversation, options for responses were given on the bottom
of the screen, and the patient’s response determined the next
content delivered. Additional information included a range of
topics, such as asking for basic explanations of cancer and
genetics, the various possible results of genetic testing, and
genetic mutation risk for various cancer types (eg, breast,
pancreatic, and colon). This process allowed patients to choose
to receive more or less details on a key topic (eg, goal, benefit,
and risk) based on their preferences.

Figure 2. Genetic information assistant screenshots.

In addition, throughout the chat, participants were able to ask
free-text questions. Natural language processing was used to
answer the questions, if possible, from a library of prescripted
responses. This created a real-time communication experience
with immediately answered inquires that did not require
additional effort from a provider for a response. If the platform’s
artificial intelligence (AI) library was unable to match an answer
to the patient’s open-ended question, they were prompted with
alternative questions related to the topic of interest that had
prescripted answers assigned. If the system was not able to

determine an appropriate response to a question, it was sent via
email to the clinical care team.

Analysis
From the EHR, we abstracted data on patients’ sex, age, family
history of cancer, race, and ethnicity. To analyze how patients
interacted with the conversational agent, we collected the
following information from the chat transcripts upon completion
of the chat: time spent interacting with the conversational agent
(with the exclusion of 2 cases in which users left the chat idle
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for >12 hours on their browser, for which we were unable to
ascertain full time in interaction), options selected within the
chat for supplemental content, and the number and types of
open-ended questions asked by patients. A total of 2 coders
independently extracted transcript data for 20% of the transcripts
and had 94%-100% agreement for each code. Discrepancies
were resolved by the full research team. From the study
transcript records, we abstracted whether patients decided to
continue with genetic testing after the chat. Data analysis was
completed using SPSS version 25 (IBM Corp). We conducted
2-tailed t tests to examine differences in continuous variables
between those patients who were sure of pursuing genetic testing
and those who were not sure, as well as in demographics.
Statistical significance was determined as P<.05.

Results

Overview
We identified and sent outreach messages via the patient portal
to 103 patients. Of those 103, 12 (11.7%) were ineligible for
the study (because of relocation, previous testing, or incomplete
family history) and thus were excluded from the rest of the
analysis. Of the 91 eligible patients, 75 (82%) opened the patient
portal message with the chat link. About half of those
participants (36/75, 48%) clicked the link to start the chat. Of
those who started the chat, most finished it (30/36, 83%). As
shown in Table 1, most of the patients who completed the chat
were female (23/30, 77%), White (28/30, 93%), non-Hispanic
or Latino (27/30, 90%), and had a mean age of 43.3 years (SD
9.96 years). Most patients had family histories of breast, ovarian,
and pancreatic cancers, with no significant differences in these
characteristics between those who did and did not complete the
chat.

Table 1. Demographics and family histories of all invited users (N=91).

Did not complete chat (n=61)Completed chat (n=30)Demographics

42.1 (10.2)43.3 (10.0)Age (years), mean (SD)

Sex, n (%)

50 (82)23 (77)Female

10 (16)7 (23)Male

Race, n (%)

55 (90)28 (93)White

1 (2)N/AaBlack

2 (3.2)N/AAsian

2 (3.2)2 (7)Other or did not disclose

Ethnicity, n (%)

55 (90)27 (90)Non-Hispanic or Latino

4 (6)2 (7)Hispanic or Latino

1 (2)1 (3)Did not disclose

Family history of cancer,b n (%)

20 (28)10 (30)Breast

21 (30)9 (27)Ovarian

19 (27)8 (24)Pancreatic

6 (8)4 (12)Colon

4 (6)1 (3)Prostate

1 (1)1 (3)Stomach

aN/A: not applicable.
bPatients could have >1 family member with a history of cancer, so the percentage values are not mutually exclusive.

At the completion of the educational content, users were asked
if they wished to proceed with testing. As shown in Table 2,
most users who completed the chat wished to continue with
testing (21/30, 70%). Of these 30 users, 9 (30%) were unsure,
whereas none indicated that they did not want to test. Age did
not differ across groups (44 vs 42 years; P=.66); however, total
time spent on the chat (10-14.1 minutes; P=.03), requests for

additional information (1.2-4 requests; P=.03), and open-ended
questions (0.3-1 open-ended questions; P<.001) did differ
between those who decided to test and those who were unsure.
The range of total time interacting with the chat was 6-31
minutes; however, most users spent 15-20 minutes with the
chat. Those who indicated that they wanted to test spent an
average of 10 (SD 2.57) minutes on the chat, selected 1-2 (mean

J Med Internet Res 2021 | vol. 23 | iss. 11 | e29447 | p.1065https://www.jmir.org/2021/11/e29447
(page number not for citation purposes)

Chavez-Yenter et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


1.87, SD 1.2) options requesting additional pieces of
information, and generally did not ask an open-ended question
(Table 2). Those who were unsure spent 4 more minutes on
average (mean 14.1, SD 7.41) with the chat and selected 3-4

(mean 3.67, SD 2.9) options requesting additional information.
Of the 9 unsure patients, 4 (44%) asked 2 open-ended questions,
with 1 participant asking 3 open-ended questions and 2 asking
no open-ended questions.

Table 2. Completed chat continuous measures (N=30).

All, mean (SD; range)Unsure about testing (n=9), mean (SD;
range)

Decided to test (n=21), mean (SD; range)Continuous measures

43.27 (9.96; 25-60)42.0 (12.14; 25-60)43.81 (9.15; 30-59)Age (years)

11.17 (4.71; 6-31)14.1 (7.41; 9-31)10.0 (2.57; 6-15)Time spent on chat (minutes)a,b

2.4 (2.0; 0-9)3.67 (2.92; 1-9)1.87 (1.24; 0-5)Total additional information items asked

(GIAc initiated)b

0.4 (0.77; 0-3)1.11 (1.05; 0-3)0.095 (0.30; 0-1)Total open-ended questions askedb

aN=28; 2 cases were excluded because the total time spent on chat was not collected.
bP<.05 (exact P values reported in main text).
cGIA: genetic information assistant.

In examining patients’ selections of options to request more
information, there was a mean of 2.4 requests (SD 2.0; median
2.0, range 0-9) across all users. Only 1 patient asked for no
additional pieces of information. As shown in Table 3, the most
common topics for which patients requested more information
were basic information about genetics and cancer (28/30, 93%),
what types of risk factors were used to assess their risk (9/30,
30%), the genes that were included in the genetic test (9/30,

30%), and what options exist to lower cancer risk (9/30, 30%).
Of the 10 patients who requested three or more additional pieces
of information, all requested more information on basic genetics
and cancer, 7 (70%) wanted more information on what genes
were included in the test, and 8 (80%) wanted to know what
options exist to mitigate cancer risk, whereas the rest of the
selections varied.

Table 3. Use of options to request additional information (N=30).

Value, n (%)Additional information requested

28 (93)Basic information about cancer and genetics

0 (0)Definition of sporadic causes of cancer

1 (3)Increase in cancer risk related to a positive genetic test result

0 (0)Reason for range of cancer risk estimates

0 (0)Risk estimates for other cancers

9 (30)How patients were identified

9 (30)What genes are included on the test

9 (30)Options for decreasing cancer risk

1 (3)Surgical or medical options for decreasing cancer risk

Possible types of results from genetic testing

3 (10)Positive

2 (7)Negative

3 (10)Variant of unknown significance

1 (3)Privacy protections

8 (27)Any additional open-ended questions?

Participant initial decision

21 (70)Continue with testing

9 (30)Unsure about continuing with testing

Open-ended Questions
About one-quarter of the patients (8/30, 27%) typed in an
open-ended question; however, a total of 11 questions were

posed to our AI-based preprogrammed library (Textbox 1). Of
the 9 users, 5 (56%) asked 1 question, 3 (33%) asked 2
questions, and 1 (11%) asked 3 questions. Open-ended questions
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often related to the cost of genetic testing with insurance and
how this testing was different from direct-to-consumer genetic
testing panels. Other question topics included how long testing
results would take and whether health conditions could interfere
with genetic testing results. Of the total 11 open-ended
questions, 3 (27%) were directed to the clinical care team for
follow-up and clarification; of these 3 questions, 1 (33%) was

worded as a request rather than a question (“Let me know if I
need to pay $0 out of pocket”). One open-ended question was
clarified using the platform’s AI library by providing alternate
questions that related to the proposed open-ended question, with
the patient selecting the closest one, whereas the remaining
questions could be answered directly through scripted responses
in the library.

Textbox 1. List of open-ended questions asked by patients.

Open-ended questions

• “Do you look at Aunts, Uncles, Cousins?”

• “Please let me know if my genetic testing would be greater than $0 out of pocket” (the questions were sent to the clinical care team).

• “How will this work with my insurance?”

• “Are there any health conditions that can interfere with the accuracy of the genetic test results?”

• “How much does the test cost?”

• “How long does it take to get test results?”

• “Is this different than 23andme and Ancestry?”

• “Why should I get screened?”

• “Will Healthy U Medcaid cover the cost of the test?”

• “How will this work with my insurance?”

• “What if I already have done the ‘Color’ genetic testing?”

Discussion

Principal Findings
Although conversational agents are increasingly important in
precision medicine and are a potential alternative to educational
sessions conducted by a person [11], there is a need to
understand how users utilize and interact with the conversational
agent to know what components (eg, topics and interface) may
be most important to them. These data can add to prior findings
on the acceptability and usability of conversational agents in
multiple different contexts (behavior change, mental health,
adherence, and genomics) [8-14,16-18]. Understanding what
components are most salient and how users interact with the
platform will enable providers, designers, and researchers to
improve engagement with conversational agents for better
patient experiences and potentially improved health outcomes.
To our knowledge, this is the only study that has characterized
the use of a conversational agent in a genomic setting, adding
to the literature assessing its acceptability, usability, and
understanding in various health contexts. Our findings suggest
that the automated conversational agent approach engaged about
one-third of the eligible patient population in clinical cancer
genetic testing, with moderate outreach attempts and no health
care appointments, highlighting potential scalability in its
broader use as a potential cost-saving measure as well.

Although not directly asked of study participants, our
conversational agent generally met the information needs of
patients considering cancer genetic testing based on the limited
use of open-ended questions. Patients asked for 2.4 additional
pieces of information on average. More specifically, in addition
to the core set of information that all patients received, patients

mostly wanted more information on the basics of genetics and
cancer, what types of risk factors were used to assess their risk,
what genes were included in the genetic test, and what options
exist to lower cancer risk. Additional information sought via
open-ended questions related to cost, differences from
direct-to-consumer genetic testing, whether health conditions
could interfere with results, and how long results would take.
A subset of patients spent more time on the chat, asked for
additional pieces of information, asked more open-ended
questions, and were unsure about testing at the end of the chat.
Such high information–seeking patients may need additional
support from a clinical provider to make a testing decision.
However, the use of a conversational agent may substantially
reduce provider burden by meeting the educational needs of
most patients. Genetic counseling team members can then follow
up with patients who have additional questions and concerns.

Our results are consistent with a previous study completed in
the same patient population pool using the clinical decision
support algorithm and standard of care approach involving a
scheduled genetic counseling appointment [35]. Regardless of
the delivery approach, both approaches (our automated
conversational agent and the standard of care) reached just over
a 30% unsolicited outreach uptake rate for clinical cancer genetic
testing. It is important to note that testing use uptake did not
differ by gender, age, and family history of cancer. However,
it is important to consider other variables in the future, such as
eHealth literacy and attitudes and beliefs related to cancer
genetic testing uptake, as each approach may work differently
and be most appropriate for different populations and within
other contexts.
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The findings further showed that when patients wanted
additional information, they often selected one of the presented
options rather than creating their own open-ended question,
which highlights the importance for researchers, health care
providers, and communication specialists to carefully design
these options. Future research in genome-specific conversational
agent contexts should examine why patients do and do not enter
open-ended questions and whether there is a way to further
improve chat interactivity via this feature. Our findings suggest
that interactivity, in our case users interacting with our
automated conversational agent, may be an important part of
informing users regarding a particular topic, as suggested by
the cognitive theory of multimedia learning [36] and adult
learning theory [37]. Drawing more from these theories enables
our understanding of how to leverage interactivity to encourage
the elaboration of genetic testing technology while assessing
knowledge increases. The development of conversational agents
has underutilized theory and theory-driven concepts [8,38], such
as interactivity. The greater use of theory may lead to more
effective educational efforts as well as findings that are more
generalizable across contexts, informing evidence-based
strategies on how to best engage with users through interactions
with conversational agents.

Our study expands upon a prior study that used focus groups
to assess the acceptability, usability, and understanding of
conversational agents for consent, follow-up, and cascade
genomic testing [18]. The prior study found that users strongly
supported the use of conversational agents in the context of
providing genomic services. Although this prior study found
that the use of the AI library of responses to open-ended
questions was very appealing to users [18], in our study, we
found that users made limited use of open-ended questions in
actual practice. This could have also been because of the amount
of predetermined information content in the conversational
agent’s script.

In one other use of a conversational agent for a related
application in the context of chronic conditions (eg,
cardiovascular disease, diabetes, and cancer), Wang et al [39]
developed an animated virtual counselor to collect electronic
family health histories for clinical risk assessment [29,30] and
as a proxy for genetic predisposition to personalize medical care
and disease prevention [40-45]. In a randomized comparison
with the Surgeon General’s My Family Health Portrait [46], the
conversational agent had better acceptability and usability
outcomes (eg, ease of use, flow, understanding information,
and satisfaction). However, the study did not assess in detail
how users interacted with the virtual counselor for knowing
your family history. Therefore, we enhance the previous

understanding of both the acceptability and usability of
conversational agents and how their features are used in actual
practice.

Strengths and Limitations
As our study was a feasibility study, it had some limitations.
One of our limitations was the composition of our cohort, which
primarily comprised White, older women. The use of
conversational agents in other populations may differ. We
restricted our study to patients aged 25-60 years because
screening and prevention recommendations can be modified
for those in this range with inherited cancer susceptibility or
familial risk [47-49]. Our cohort being predominantly
middle-aged may have affected the level of engagement we saw
with the conversational agent. Second, we were not able to
examine how long a patient actually interacted with the
conversational agent as opposed to merely having the chat open.
It is possible that users left the chat idle and came back to it at
a later time. Eye-tracking and other laboratory-based studies
will allow further examination of these issues. Finally, we did
not directly ask the users if their informational needs were met,
which is an important next step. However, with the lack of
open-ended questions being asked by users, we believe that the
conversational agent was able to effectively facilitate
decision-making for cancer genetic testing. More research on
user experience and participant perceptions of informational
needs is needed in this area.

Conclusions
Despite these limitations, our study’s results suggest that a
conversational agent can meet the information needs of primary
care patients and can represent a scalable alternative for pretest
counseling for patients considering cancer genetic testing. With
the increased demand for genetic testing and counseling, through
the development, implementation, and maintenance of
conversational agents, such as the one presented in our study,
this strategy has the potential to save operating costs and
improve the availability of these technologies for underserved
groups. This indicates that our conversational agent may be an
acceptable alternative (or supplement) to an in-person genetic
counseling pretest visit, although outcomes such as use of testing
should be evaluated in a randomized trial. In addition, we
learned how patients interact with our conversational agent,
what additional information is of most interest, and the patients’
interest in using the open-ended question feature. We also found
that patients who were unsure about testing tended to ask for
more information, asked open-ended questions, spent more time
with the chat, and may need additional interpersonal support
and information for decision making.
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Abstract

Background: Loneliness is a growing public health problem that has been exacerbated in vulnerable groups during the COVID-19
pandemic. Social support interventions have been shown to reduce loneliness, including when delivered through technology.
Digital humans are a new type of computer agent that show promise as supportive peers in health care. For digital humans to be
effective and engaging support persons, it is important that they develop closeness with people. Closeness can be increased by
emotional expressiveness, particularly in female relationships. However, it is unknown whether emotional expressiveness improves
relationships with digital humans and affects physiological responses.

Objective: The aim of this study is to investigate whether emotional expression by a digital human can affect psychological
and physiological outcomes and whether the effects are moderated by the user’s gender.

Methods: A community sample of 198 adults (101 women, 95 men, and 2 gender-diverse individuals) was block-randomized
by gender to complete a 15-minute self-disclosure conversation with a female digital human in 1 of 6 conditions. In these conditions,
the digital human varied in modality richness and emotional expression on the face and in the voice (emotional, neutral, or no
face; emotional or neutral voice). Perceived loneliness, closeness, social support, caring perceptions, and stress were measured
after each interaction. Heart rate, skin temperature, and electrodermal activity were assessed during each interaction. 3-way
factorial analyses of variance with post hoc tests were conducted.

Results: Emotional expression in the voice was associated with greater perceptions of caring and physiological arousal during
the interaction, and unexpectedly, with lower feelings of support. User gender moderated the effect of emotional expressiveness
on several outcomes. For women, an emotional voice was associated with increased closeness, social support, and caring
perceptions, whereas for men, a neutral voice increased these outcomes. For women, interacting with a neutral face was associated
with lower loneliness and subjective stress compared with no face. Interacting with no face (ie, a voice-only black screen) resulted
in lower loneliness and subjective stress for men, compared with a neutral or emotional face. No significant results were found
for heart rate or skin temperature. However, average electrodermal activity was significantly higher for men while interacting
with an emotional voice.

Conclusions: Emotional expressiveness in a female digital human has different effects on loneliness, social, and physiological
outcomes for men and women. The results inform the design of digital human support persons and have theoretical implications.
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Further research is needed to evaluate how more pronounced emotional facial expressions in a digital human might affect the
results.

Trial Registration: Australia New Zealand Clinical Trials Registry (ANZCTR) ACTRN12621000865819;
https://www.anzctr.org.au/Trial/Registration/TrialReview.aspx?id=381816&isReview

(J Med Internet Res 2021;23(11):e30624)   doi:10.2196/30624

KEYWORDS

computer agent; digital human; emotional expressiveness; loneliness; closeness; social support; stress; human-computer interaction;
voice; face; physiology

Introduction

Background
Loneliness is a growing public health issue that has been
exacerbated in vulnerable groups during the COVID-19
pandemic [1]. It is a subjective psychological state in which a
person perceives a discrepancy between the quality and quantity
of their actual and ideal social relations [2]. It has been described
as a syndrome-like condition that reliably affects social cognition
and behavior in a manner that perpetuates feelings of loneliness
[3-5]. Loneliness has been shown to be most prevalent in young
adults (aged 18-29 years); older adults; people with a physical
or mental health condition; people with low income; people
who live alone; and people who are separated, widowed, or
divorced [1,6].

Loneliness is a particularly pressing public health problem
because it has been associated with a multitude of ill health
effects, which places a burden on health care systems [3,7].
Loneliness produces a greater mortality risk than smoking 15
cigarettes every day [8], and it increases the risk of many
physical and mental morbidities. This includes a greater risk of
coronary heart disease, stroke [9], and psychiatric conditions,
including major depressive disorder, generalized anxiety
disorder, and suicide [10,11]. Interventions are needed to
alleviate the burden of loneliness on population health and health
care systems.

Social Support Interventions
Social support has been shown to be a major protective factor
against loneliness in adults [6,12] and an effective intervention
strategy for loneliness [4]. In a survey of 38,217 adults in the
United Kingdom, a high level of social support was associated
with 89% lower odds of developing severe loneliness [12].
Moreover, reporting ≥3 close relationships was associated with
42% lower odds of severe loneliness. This suggests that
interventions for improving social support and close
relationships may help combat loneliness, which has been found
in a systematic review of loneliness interventions [4].

Social support is a construct that refers to the structure or
function of interpersonal relationships [13]. Structural social
support describes aspects of a person’s social network, including
the existence of relationships (eg, number of friends) or the
types of connections between people (eg, spousal). Functional
social support describes the functions of a particular relationship
or interaction for a person (eg, emotional, informational,
instrumental, or appraisal support). Both structural and

functional support have been associated with reductions in
loneliness to varying degrees [5]. However, satisfaction with
functional support that has been received has been found to
have the strongest relationship with loneliness. This suggests
that social support interventions focused on improving functional
support could have the strongest effect on loneliness.

Psychological interventions have been shown to increase social
support [14]. This may be through one of several techniques
including teaching skills to help people strengthen their support
networks or to better solicit functional support, or the direct
provision of functional support to people (eg, emotional support
from a support group). Psychological interventions for
improving social support have been shown to reduce loneliness
[4] and improve health outcomes [14]. Social support may
improve health outcomes indirectly through the provision of
functional support (eg, transportation to a health appointment)
or directly by exerting a stress-buffering effect [15,16]. Social
support has been associated with reduced sympathetic nervous
system activation [17] and reduced cortisol and increased
oxytocin release [18], which may help to buffer against the
effects of loneliness-related stress on the body. Chronic stress
has been associated with reduced heart rate variability [19],
increased inflammation [17,20], and impaired immune response
[21], which increases the risk of physical and mental health
conditions.

Social support may have stress-buffering and
loneliness-reducing effects because humans have evolved to
survive in groups. Owing to this evolution, humans experience
separation distress and find relief in their social attachments
[22]. Social support is an attachment solution that is encouraged
in mammalian brain structure and neural processing loops (eg,
the protolimbic and paralimbic cortico-striato-thalamocortical
loops) to provide solace and alleviate distress. Attachment
solutions may be found in other people, animals, religious
figures, and transitional objects (eg, a child’s teddy bear) [22].
In-person social support interventions may not always be
available (eg, because of physical restrictions during a pandemic,
hospitalization, and living rurally). When faced with the absence
of human connection, artificial agents (such as robots or
computer agents) might provide digital social support to people
that may be salutogenic in the context of loneliness.

Robot and Computer Agent Support
Research has increasingly shown that social robots and computer
agents may help to reduce loneliness and improve health
outcomes for people by providing functional social support. A
social robot is a technology with a body in physical hardware
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form, which is programmed to perceive and act autonomously
within its physical environment and is capable of social
interaction [23]. For example, Paro is a fluffy baby harp seal
robot that includes artificial intelligence for social interactions
and a heater for body warmth. Paro may provide emotional
support to people through companionship and physical touch
akin to a pet. Paro has been shown to reduce loneliness in older
adults, and reduce pulse rate and blood pressure [24-26]. Other
robots have reduced loneliness by facilitating interactions
between people and their support networks over video calls
[27,28].

A computer agent refers to a computer-generated entity that
may include a dialog system and an embodiment (eg, an
animation of a face or body) [29,30]. Computer agents are often
capable of social interaction and may include technologies such
as embodied conversational agents, chatbots, game characters,
and digital humans. There is limited research investigating the
effect of support from a computer agent on loneliness [31].
However, 1 study found that companionship from an animal-like
conversational agent reduced loneliness in hospitalized older
adults [32]. Other studies have found that Tanya, a humanlike
computer agent companion for older adults at home, was
effective at improving loneliness and was highly acceptable to
users [33,34]. Similarly, studies in young adult populations have
found that computer agents show promise for improving
loneliness [35,36].

Digital humans are a new form of computer agent that show
promise for applications in health care, including acting as a
supportive peer. Digital humans are computer-based,
autonomous animations in the form of a human face or a full
body. They use complex neurobehavioral modeling techniques
involving virtual neurotransmitters and a visual computing
framework described by Sagar et al [37]. These techniques
enable emotional intelligence, personality, and complex social
interactions. For example, digital humans can show attachment
and separation distress toward a user while in high oxytocin
mode. High oxytocin mode is a setting that involves more rapid
firing of virtual oxytocin in the digital human’s autonomous
brain model when a human is detected in front of the computer’s
webcam [38]. This setting influences the digital human’s
emotional expressions to become increasingly distressed when
the user goes out of view and become more positive when the
user returns. As digital humans exist on a screen, they may be
better suited to providing emotional and informational support
to people as opposed to instrumental support (eg, helping with
physical tasks).

Digital humans (and computer agents in general) are a new
technology, and research is needed to understand how to design
them in a way that is conducive to providing support to people.
Research has shown that the perceived effectiveness of social
support interventions may be influenced by how socially close
people feel to the support partner [39]. This suggests that it may
be important to design digital humans to engage in behaviors
that build closeness with people while providing support.
However, there is limited research on which behaviors increase
closeness with computer agents [40].

Improving Relationships With Computer Agents
Psychological research has suggested that closeness can be
developed in human relationships using several techniques.
These include engaging in reciprocal self-disclosure, undertaking
shared activities or interests, expressing the value of the
relationship, and showing empathy, among others [41,42].
However, there may be gender differences in the techniques
that are most important for building closeness [41,43,44].
Women may place greater importance on emotional
self-disclosure in close relationships, whereas men may find
shared ideas and hobbies to be more important to closeness
[41,44]. It is unclear whether behavioral techniques that increase
closeness in human relationships translate to human and
computer agent relationships; however, the computers are social
actors (CASA) paradigm would suggest so [45].

CASA posits that people interact with computers that provide
social cues in a manner similar to how they would with another
person [46]. Findings from several experiments support CASA
[45], showing that people make personality judgments [47] and
gender stereotypes [48], engage in mindless social behaviors
such as reciprocity [45], and elicit in-group and outgroup
behaviors toward computers [49]. More recently, studies have
shown that CASA applies to advanced technologies. A voice
agent in an autonomous vehicle was perceived more positively
when its communication style conformed to gender stereotypes
(eg, a sociable female voice vs an informative male voice) [50].
Another study found that the similarity-attraction principle
applied to a voice agent in a smart-home environment [51].
Extroverted users were found to prefer a talkative voice agent,
whereas introverted users preferred an agent with multiple
voices because it felt like talking to several less-talkative agents.
According to CASA, computer agents that display
closeness-building behaviors should form closer relationships
with people than agents that do not.

Emotional Expressiveness
Emotional expressiveness is a technique that can increase
closeness in human relationships, particularly in female
relationships [41,44]. Emotional expressiveness refers to
expressing an intimate degree of negative or positive affect (eg,
through facial expression, speech, and gaze), usually while
engaging in behaviors such as talking at a personal level about
fears or personal problems, or while demonstrating care [44].
Emotional expressiveness may help build emotional intimacy,
a type of psychological intimacy that is important in close
relationships [52]. It may also be a way of providing nurturance,
which is one of the 3 types of social attachment–building
behaviors in mammals, according to the Mammalian
Behavioural Triad theory [53]. As digital humans have a detailed
animated face modeled on human musculature and a voice, they
are capable of engaging in multimodal emotional expression.
This involves delivering congruent emotional cues through
different communication modalities, such as facial expressions
and speech tone.

Although promising, research has yet to investigate whether
emotional expressiveness in a digital human increases feelings
of closeness toward it. Related research on social robots has
found gender differences in the effect of emotional
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expressiveness on closeness. Women have been shown to feel
closer to a social robot that expresses emotions on the face
during interactions (alongside other relational behaviors, eg,
self-disclosure, mirrored posture, and speaking rate), whereas
men reported feeling closer to robots that expressed fewer
emotions and relational behaviors [54]. It is possible that similar
effects could be found with computer agents; however,
experimental research is needed to investigate this.

Prior research on computer agents has shown that emotional
expressiveness can increase social perceptions related to
closeness. A computer agent that expressed empathy on the face
and in the voice was rated as significantly more supportive,
caring, and likable compared with an agent that displayed more
self-focused emotion (eg, joy at its own wins in a game) [55].
Similarly, another computer agent that displayed a range of
emotions on the face and in the voice was perceived as
significantly more warm, caring, cooperative, and trustworthy
than an agent with no emotion [56].

These studies show that emotional expressiveness in a computer
agent may increase perceptions related to closeness; however,
no studies have looked at the effects on closeness directly. In
addition, from the existing research, it is unclear whether
emotions expressed through the face or voice are more important
for closeness building and supportive interactions with a
computer agent. Some studies have shown that the presence of
a face may help to increase attentional engagement with a
computer agent [57], which could improve how well users attend
to emotional cues. However, it remains unclear whether the
presence of a computer agent face can affect the development
of social closeness. Several instruments have been developed
to quantify closeness, including the Inclusion of Other in the
Self scale [58], the Perceived Interpersonal Closeness Scale
[59], and the Relationship Closeness Induction Task (RCIT)
measure (for experimentally induced feelings of closeness) [60].

This Study
Research has yet to investigate the effects of emotional
expressiveness in a digital human’s face and voice on user
outcomes, and how emotional expressiveness interacts with
user gender during a supportive interaction. The aim of this
study is to investigate the effect of emotional expressiveness in
a female digital human on loneliness, closeness, caring
perceptions, social support, stress, and physiological arousal in
a community sample. It was hypothesized that there would be
gender differences in the effect of emotional expressiveness in
a female digital human on outcomes. Particularly, it was
anticipated that women would report the greatest reductions in
loneliness, stress, and physiological arousal and the greatest
increases in social support, closeness, and caring perceptions
in response to a female digital human with an emotional face
and an emotional voice. In contrast, it was predicted that men
would report better outcomes in response to a female digital
human with a neutral face and a neutral voice.

Methods

Study Design
A between-group experimental study was conducted to
investigate the effect of multimodal emotional expression and
user gender on loneliness after a self-disclosure interaction with
a female digital human. Secondary outcomes included social
closeness, caring perceptions, social support, stress, and
physiological arousal. Participants were block-randomized by
gender to one of 6 conditions in which the digital human’s
design differed by face type (emotional, neutral, or no face) and
voice type (emotional or neutral; described in the Digital Human
section).

The study procedures were approved by the University of
Auckland Human Participants Ethics Committee on November
1, 2018 (reference number: 022191). Retrospective registration
was provided by the Australia New Zealand Clinical Trials
Registry (registration number: ACTRN12621000865819).
Retrospective registration was sought as the study was conceived
of as a human-computer interaction experiment (to understand
the effect of a digital human’s design) as opposed to a clinical
trial. However, later registration was sought, given the number
of psychological and physiological outcomes collected as part
of the experiment. This study is reported in keeping with the
CONSORT (Consolidated Standards of Reporting Trials) 2010
guidelines [61].

Participant Recruitment
A community sample of 198 adults (101 women, 95 men, and
2 gender-diverse individuals) was recruited to participate in a
study on relationships with a digital human. Participants were
considered eligible if they were aged ≥18 years and were fluent
in English. The study was advertised using flyers distributed in
the University of Auckland campuses and through Facebook
advertising to the Auckland city area. Compensation of a NZ
$20 (US $14.33) shopping voucher was offered for participation.
Participants were recruited between February 20, 2019, and
July 24, 2019.

A power analysis was conducted using G*Power software to
determine the required sample size. This was informed by the
results of Brave et al [55], who compared the effects of agent
empathy versus no empathy on feelings of support and found
an effect size of f=0.32. 198 participants would be needed to
detect an effect size of f=0.32, with 80% power and an α level
of .05 for a 3 (face) by 2 (voice) by 2 (gender) analysis of
variance (ANOVA). A recruitment target was set for 100 women
and 100 men.

Data from 1.5% (3/198) of participants were excluded from
analyses for the following reasons: the software would not start
(1/198, 0.5%) or the participant was identified as gender diverse,
and this group was not of sufficient size for adequate statistical
power in gender analyses (2/198, 1%). As a result, data from
195 participants were included in the analyses. A CONSORT
diagram depicts participant flow through the study (Figure 1).
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Figure 1. CONSORT (Consolidated Standards of Reporting Trials) flow diagram (emo: emotional; neu: neutral).

Measures
Figure 2 depicts the time points at which the measures were
administered and data were collected in the study.

Figure 2. Time points for administration of measures and data collection. RCIT: Relationship Closeness Induction Task; VAS: visual analog scale.

Demographics
Demographic variables including age, gender, ethnicity, marital
status, and occupation were assessed by self-report at baseline.
Gender was assessed using a single-response, multiple-choice
question with response options (male, female, gender-diverse,
and prefer not to divulge). Other demographic variables were
evaluated using an open-ended self-report item (age) and

multiple-choice questions with response options (ethnicity,
marital status, and occupation).

Perceived Emotional Expressiveness Manipulation
Check
A manipulation check evaluated the extent to which the digital
human was perceived as emotionally expressive using a visual
analogue scale. Participants marked their answers by placing
an X at the appropriate position along a 100-mm line with
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response anchors at either end (0=not expressive; 100=very
expressive). A score was derived by measuring the distance of
the X along the line from the left-hand side. A higher score
indicated that the digital human was perceived as more
emotionally expressive. Perceived emotional expressiveness
was measured immediately after the digital human interaction.

Loneliness
General loneliness was measured at baseline using the 20-item
Revised UCLA Loneliness Scale [62]. Participants were asked
to rate how often they felt the way described in general across
a range of statements using a 4-point Likert scale (1=never;
4=often). The Revised UCLA Loneliness Scale has been shown
to have good internal consistency reliability (Cronbach α=.94),
discriminant validity with mood measures, and concurrent
validity with measures of social isolation (eg, feelings of
isolation, time spent alone per day, and number of close friends)
[62]. Responses were summed to derive a total loneliness score.
A higher score indicated greater loneliness.

State loneliness was evaluated using a visual analogue scale
with response anchors placed at each end of the scale (0=not at
all; 100=extremely). Participants marked how lonely they
currently felt by placing an X at the appropriate place along a
100-mm line. Scores were derived by measuring the distance
of the X along the line. A higher score indicated that the
participant experienced a greater degree of loneliness. A visual
analogue scale was chosen as it would be more sensitive to
changes in feelings of loneliness within a 1-hour experiment
session compared with a general loneliness measure.

Social Closeness
Social closeness with the digital human was assessed using the
RCIT follow-up measure [60]. This 4-item scale evaluates the
degree of perceived relationship closeness, similarity, liking,
and likelihood of a future friendship using a 9-point scale.
Responses range from 0 (not at all) to 9 (very). Scores were
derived by measuring the distance of an X placed along a 100
mm line and transforming this value to a score from 0 to 9.
Scores were summed for the 4 items. A higher score indicated
stronger social closeness to the conversation partner. The scale
demonstrated good internal consistency reliability in this study
(Cronbach α=.86).

Perceived Social Support
Perceived social support was measured using a visual analogue
scale with response anchors (0=not at all; 100=extremely) [63].
Participants rated their extent of agreement with the statement
“I feel supported” by placing an X at the appropriate spot along
a 100-mm line. The distance of the X along the line was
measured, and a score was derived. Higher scores indicated
feeling more supported. A visual analogue scale was chosen as
it may be more sensitive to changes in perceived support after
a short experiment session than a general measure. Although
lower in internal reliability compared with a multidimensional
scale, the 1-item visual analogue scale helped to reduce
participant burden and was thought to be suitable for assessing
feelings of support after a brief interaction.

Caring Perceptions
Caring perceptions are judgments about an agent’s traits
(whereas feeling supported pertains to the effect of the
interaction on the user). Caring perceptions were assessed using
the Caring Perceptions Scale by Brave et al [55]. This is a 5-item
scale that evaluates the extent to which a computer agent is
perceived as caring. Items are rated on a 10-point scale with
semantic differential response anchors (eg, not compassionate
to compassionate). Items in the scale evaluated how warm,
compassionate, selfish, friendly, and cooperative the digital
human was. This scale has been used in prior research looking
at relationships with embodied conversational agents and has
shown good internal consistency reliability in university student
samples (Cronbach α=.88) [55]. Items were summed, and a
higher score indicated that the participant perceived the digital
human as more caring.

Perceived Stress
Current stress was measured using a 100-mm visual analogue
scale with response anchors (1=not at all; 100=extremely)
[64,65]. Participants rated their extent of agreement with the
phrase “I feel stressed” by placing an X at the appropriate point
along the line. The distance from the left edge of the line was
measured, and a score was derived. A higher score indicated
greater perceived stress. This visual analogue scale was chosen
because it was shown to be sensitive to changes in perceived
stress after a brief experimental session in previous research
[64,65].

Physiological Stress Response
Heart rate, electrodermal activity, and skin temperature are
measures of physiological arousal that can indicate stress
[66,67]. Heart rate, electrodermal activity, and skin temperature
were measured using a wrist-worn sensor device called Empatica
E4 (Empatica Inc). Data were continuously collected during the
interaction and subsequently processed using a Python script
to create average heart rate (converted from blood volume pulse
data), electrodermal activity, and skin temperature scores per
participant. Higher average scores in heart rate and electrodermal
activity and lower scores in wrist skin temperature indicated
greater physiological arousal during the interaction with the
digital human. Data were analyzed from the beginning to the
end of the participant’s interaction with the digital human. Data
from only 170 participants were included in the analyses for
physiological stress, as 25 data files were lost to processing
errors.

Procedure
Participants attended a 45-minute experimental session at the
University of Auckland Clinical Research Centre. After
providing written informed consent, participants secured an
Empatica E4 sensor to their wrist and completed a baseline
questionnaire on paper. The baseline questionnaire assessed
demographic and psychological variables, including loneliness,
stress, and social support. Participants were then
block-randomized by gender to interact with 1 of 6 versions of
a digital human. Block randomization was completed before
the session by a member of the research team, who automatically
generated a randomization table using Research Randomizer
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software. Allocations were concealed from the researcher and
the participant in opaque envelopes. The researcher remained
blinded to the participant’s condition until the envelope was
opened immediately before starting the appropriate computer
program for the participant. Although the participants were
deblinded to their condition upon starting their interaction, they
remained unaware of what digital humans in the other
experimental conditions were like. The 6 digital humans varied
in terms of modality richness and emotional expression
(emotional face, neutral face, no face; emotional voice, and no
voice).

The researcher provided the participant with verbal and written
instructions for interacting with the digital human, started the
digital human program on the laptop computer, then closed the
door, and exited the room for the duration of the interaction.
Participants were instructed to call on the researcher (who was
sitting on a chair down the hallway) by ringing a loud desk bell
if they encountered any technical difficulties that they could
not resolve.

Participants completed the RCIT with a digital human. The
RCIT is a 15-minute structured conversation involving
reciprocal self-disclosure of personal information, feelings, and
memories over a list of 28 personal questions [60]. Questions
gradually increase in intimacy and cover topics from “What is
your name?” to “Describe the last time you felt lonely.” The
RCIT has been shown to reliably induce a sense of closeness
among human-stranger dyads in experimental psychology
research [60], and it has been shown to promote health benefits
found in naturally occurring close relationships, including faster
wound healing speed and reduced stress [64]. The RCIT is
divided into 3 sections with a time limit for each (2, 5, and 8
minutes). To maintain a private interaction between the

participant and the digital human, the participant was required
to ring a loud desk bell each time they reached the end of a
section. The researcher sat in the hallway running a digital timer
that was cleared at the beginning of each section. If a participant
went over the time limit for a given section, the researcher
knocked on the door and the participant was instructed to move
on to the next section. Participants’ language from their
interaction with the digital human was recorded and analyzed
for emotional content in another paper [68]. Once the RCIT was
completed, the participant rang the desk bell, and the researcher
returned to the room. The participant removed the wrist sensor
and completed a second paper questionnaire on perceived
loneliness, closeness, caring perceptions, social support, and
stress. Participants also answered a series of open-ended, written
qualitative questions on their perceptions of the digital human
(reported in another paper; Loveys, unpublished data, March
2021). Once the questionnaire was completed, the participant
was provided with a NZ $20 (US $14.33) shopping voucher.

Digital Human

Overview
The digital human was presented on a laptop computer screen
in a portrait view with an embodiment of the head and shoulders
depicted in front of a black background. The digital human was
named Holly, and she was modeled on a young adult female of
mixed ethnicity (New Zealand Māori, New Zealand European,
Indian, and European). In the no-face conditions, the digital
human appeared as a black screen only. Figure 3 illustrates how
the digital human appeared in the no-face, neutral face, and
emotional face conditions. The digital human functioned
autonomously using a finite-state conversation engine and a
neurobehavioral modeling and visual computing framework,
as described by Sagar et al [37].
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Figure 3. The digital human across the 3 visual conditions (1: no face; 2: neutral face; 3: emotional face). Each visual condition could be paired with
either an emotional or neutral voice.

Before programing the digital human’s emotional expressions,
a member of the research team (KL) recruited 4 psychology
master’s students to complete the RCIT in 2 dyads (1
female-female; 1 male-male). Each dyad completed the task
separately in a private room with the researcher present. The
researcher recorded notes on the types of emotions expressed
by the dyads during each of the 28 questions in the conversation
task. Notes were also made regarding the types of responses

people gave to different questions. This information was used
to inform the answers the digital human gave to the RCIT
questions and the types of emotions it expressed on the face
and in the voice for each question. This approach was taken to
improve how natural the digital human’s responses were. The
digital human’s language was consistent between participants,
as were the emotional expressions on the face and in the voice
for individuals in those respective conditions. This design choice
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was made to maintain experimental control against the potential
confounds of different conversation content or amounts of
emotional expression, which could have affected the outcomes.

The digital human’s script underwent an iterative development
process involving the research team drafting responses to the
RCIT questions, programming responses into the digital human
as part of a finite-state conversation engine, and then testing
the conversation with other members of the research team. The
digital human’s responses were refined over several iterations
to make them seem natural and convincing. The digital human
interacted autonomously with participants.

Emotional Face
The emotional face condition included a mixture of positive
and negative expressions, including compassion, joy, fear, and
sadness. Compassion and joy were expressed most frequently
(113/213, 53% and 82/213, 38.5% of the interactions,
respectively). The emotional expressions were subtle in order
to seem more natural. The emotional expressions on the face
were preprogrammed and triggered based on the phrases that
the digital human spoke using a text-to-speech Emotional
Markup Language. Programing the Emotional Markup Language
required manually classifying each sentence the digital human
spoke into compassion, joy, fear, or sadness categories in the
digital human program. The result was that each time the digital
human spoke a phrase, she elicited the associated emotional
expression on her face. Emotional expressions on the face were
autonomously generated in real time as the digital human spoke
to the participant using neurobehavioral modeling and visual
computing techniques. These techniques are described in detail
by Sagar et al [37,38]. While listening, the digital human did
not express emotions on the face, although she engaged in
humanlike facial movements, such as blinking, as described in
the Other Behaviors section.

The neutral face condition contained the same digital human
face as the emotional face condition; however, no facial
expressions were made during the interaction. The only
movements the neutral face made were of the mouth to
accommodate speech and the natural behaviors described in the
Other Behaviors section (eg, blinking and head movements
with speech). In the no-face condition, participants interacted
with a plain black screen that contained no digital human
animation and only a voice.

The digital human was capable of mirroring people’s facial
expressions; however, this capability was turned off for the
experiment. This was to ensure that the digital human did not
provide emotional facial expressions in the neutral face
condition and that participants in the emotional face condition
received the same amount of emotional expression from the
digital human. However, the tradeoff was that the digital human
could not return a person’s smile, for example.

Emotional Voice
Participants interacted with a digital human that had either an
emotional or neutral voice. The digital human’s voice was
recorded by a young adult female voiceover artist with a local
New Zealand accent. Emotions expressed in the emotional voice
condition were compassion (ie, low arousal positive affect;

113/213 statements, 53% of the conversation), joy (ie, high
arousal positive affect; 82/213 statements, 38.5% of the
conversation), and sadness or anxiety (ie, low arousal negative
affect; 18/213 statements, 8.5% of the conversation). The neutral
voice had an absence of positive and negative emotions;
however, it maintained normal speech intonation for a New
Zealand accent. Each sentence in the digital human’s script was
recorded twice—one in a neutral voice and the other in an
emotional voice. For the emotional voice, the voiceover artist
read from a script with annotations to guide when certain
emotional expressions should take place. These emotional
expressions were tied to phrases to correspond with when
emotions were portrayed in the digital human’s face. Recording
the voice clips was an iterative process where a member of the
research team (KL) and an audio engineer provided subjective
feedback to the vocal artist at the time of recording, and the
vocal artist rerecorded clips where necessary. Clips were
rerecorded when the emotional expression was either too strong
or not strong enough or where there appeared to be emotion in
a neutral voice clip.

To ensure that the emotional and neutral voices were sufficiently
different, an emotion classifier was used to objectively analyze
the vocal clips. The classifier operated with 79.9% accuracy
and classified vocal clips based on energy and pitch contours,
which were modeled using Gaussian mixture models. Analyses
revealed that the compassionate and joyful emotional voice
clips were significantly different from the neutral voice clips.
However, there were insufficient sadness and anxiety voice
clips to reach significance. The voice recordings were generated
in a voice package that was connected to a finite-state
conversation engine.

Other Behaviors
The digital human engaged in several other behaviors to appear
more humanlike during the interaction. She maintained eye
contact with people for the majority of the interaction using
computer vision technology. Before speaking, she would often
look at the top-right of the screen as if thinking. She also
engaged in humanlike movements, such as blinking, moving
her head, raising her eyebrows with speech, and lightly swaying
her body while listening or speaking. If she did not understand
the participant, she would say, “I didn’t understand, you can
try rephrasing.” The digital human did not perform any other
behaviors during the interaction.

Data Analysis
Data were analyzed using SPSS software, version 27 (IBM
Corporation). Data were checked for violations of test
assumptions, and bootstrapping was applied to tests where data
were not normally distributed. Chi-square tests and ANOVA
tests were conducted to check for baseline group differences in
demographic and psychological variables. As no significant
differences were found in the baseline variables, they were not
controlled for in subsequent analyses. A series of 3-way factorial
ANOVA tests were conducted to evaluate the effect of face
type, voice type, and gender on outcomes at time point 2 (T2).
Post hoc tests with Sidak correction were applied as follow-up
analyses.
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Results

Participants
Participants were predominantly young adults (mean 28.31, SD
10.97), single (96/195, 49.2%), and university students (132/195,
67.7%). There was an approximately equal number of men
(94/195, 48.2%) and women (101/195, 51.8%). Participants
represented a mix of ethnicities (80/195, 41.0% Asian; 67/195,
34.4% New Zealand European; 38/195, 19.5% other; 6/195,
3.1% Māori; and 4/195, 2.1% Pacific Peoples). Participants
reported a moderate degree of loneliness at baseline (mean
36.97, SD 10.04). There were no significant differences in
baseline demographic or psychological variables between the
experimental groups, and there were no significant differences
in psychological variables between men and women at baseline.

Manipulation Check
A manipulation check revealed that participants perceived the
emotional face and voice conditions as more emotionally
expressive. There were significant main effects of face type
(F2,183=6.97; P=.001) and voice type (F1,183=3.94; P=.049) on
perceived emotional expressiveness of the digital human. An
emotional face was rated as significantly more emotionally
expressive than a neutral face (mean 53.02, SD 27.33, vs mean
40.14, SD 23.06; P=.01). No face was rated as more emotionally

expressive than a neutral face (mean 55.17, SD 24.90; P=.002).
In terms of voice type, emotional voice was rated as significantly
more emotionally expressive than neutral voice (mean 52.79,
SD 24.73, vs mean 45.91, SD 26.71; P=.049). There were no
other significant main, 2-way, or 3-way interaction effects (all
F values <1.60).

At times, errors with the conversation engine meant that the
digital human occasionally interrupted the participants during
their speech. However, interruptions were equally likely across
the experimental conditions (F5,179=1.11; P=.36).

Perceived Loneliness (T2)
Analyses revealed gender differences in the effect of a digital
human’s face type on perceived loneliness. There was a
significant 2-way interaction effect between face type and user
gender (F2,182=4.95; P=.008; Figure 4). A digital human with
no face was associated with significantly less loneliness in men
than in women (mean 15.76, SD 19.07, vs mean 26.71, SD
24.86; P=.047). A neutral face digital human was associated
with significantly less loneliness in women than in men (mean
13.55, SD 17.11, vs mean 26.88, SD 26.64; P=.01). A neutral
face digital human was also associated with significantly less
loneliness in women than a no-face digital human (P=.04).
There were no other significant main, 2-way, or 3-way
interaction effects (all F values <1.68).

Figure 4. A significant two-way interaction effect of face type and gender on perceived loneliness after the digital human conversation (*P<.05). Bars
indicate the SE.
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Social Closeness
An emotional voice increased feelings of closeness toward a
digital human but only in women. There was a significant 2-way
interaction effect between voice type and gender (F1,181=4.17;
P=.04; Figure 5). Women reported significantly greater
closeness with an emotional voice digital human than men did

(mean 19.18, SD 7.21, vs mean 15.68, SD 7.53; P=.02). There
was a trend toward women reporting greater closeness with an
emotional voice digital human compared with a neutral voice
digital human (mean 16.45, SD 7.06; P=.07). There were no
other significant main, 2-way, or 3-way interaction effects (all
F values <1.06).

Figure 5. A significant two-way interaction effect of voice type and gender on social closeness with a digital human after the conversation (*P<.05).
Bars indicate the SE.

Perceived Support (T2)
A neutral voice was associated with significantly greater feelings
of support across men and women. Analyses revealed a
significant main effect of voice type on perceived support

(F1,182=5.77; P=.02). A neutral voice digital human was
associated with significantly higher ratings of perceived support
than an emotional voice digital human (mean 65.77, SD 19.09,
vs mean 59.23, SD 19.01; P=.02; Figure 6).
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Figure 6. A significant main effect of digital human voice type on perceived support after the digital human conversation (*P<.05 and **P<.01). Bars
indicate the SE.

Analyses also revealed that there may be gender differences in
how supported people felt in response to emotional and neutral
voices in digital humans. There was a trend toward a significant
2-way interaction effect between voice type and gender
(F1,182=3.66; P=.06). Men felt significantly more supported
with a neutral voice digital human than with one with an
emotional voice (mean 68.03, SD 18.49, vs mean 56.29, SD
18.38; P=.002), whereas women felt more supported with an
emotional voice digital human than men (mean 62.18, SD 19.25,
vs mean 56.29, SD 18.38), however, this was a trend toward
significance (P=.10). There were no other significant main,
2-way, or 3-way interaction effects (all F values <2.33).

Caring Perceptions
An emotional voice was found to increase caring perceptions
in both men and women. Analyses revealed a significant main

effect of voice type on caring perceptions (F1,183=4.26; P=.04).
An emotional voice digital human was rated as significantly
more caring than a neutral voice digital human (mean 29.45,
SD 6.56, vs mean 27.42, SD 6.94; P=.04).

There was a trend toward a significant 2-way interaction effect
between voice type and gender (F1,183=3.31; P=.07; Figure 7).
Women rated the emotional voice digital human as significantly
more caring than men did (mean 30.88, SD 5.82, vs mean 27.96,
SD 6.99; P=.03). Women also rated the emotional voice digital
human as significantly more caring than a neutral voice digital
human (mean 27.14, SD 6.83; P=.006). There were no other
significant main, 2-way, or 3-way interaction effects (all F
values <1.55).
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Figure 7. A significant main effect of voice type on caring perceptions, with a trend for an interaction with gender (*P<.05 and **P<.01). Bars indicate
the SE.

Perceived Stress (T2)
Gender was found to impact the effect of a digital human’s face
type on perceived stress. A significant 2-way interaction effect
was found between face type and gender (F2,182=6.01, P=.003;
Figure 8). A nonface digital human was associated with
significantly lower perceived stress in men than a neutral face
(mean 17.55, SD 15.87, vs mean 34.36, SD 22.53; P=.01) and

an emotional face digital human (mean 33.13, SD 19.09; P=.02),
whereas women reported significantly greater stress with a
no-face digital human than men (mean 35.00, SD 23.90;
P=.003). Women also reported lower stress with a neutral face
digital human than men; however, this was a trend toward
significance (mean 24.09, SD 23.67; P=.07). There were no
other significant main, 2-way, or 3-way interaction effects (all
F values <2.68).
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Figure 8. A significant two-way interaction effect of face type and gender on perceived stress after the digital human interaction (*P<.05 and **P<.01).
Bars indicate the SE.

Physiological Outcomes
There were no significant main, 2-way, or 3-way interaction
effects of face type, voice type, or gender on average skin
temperature (all F values <0.89) or heart rate (all F values <0.98)
over the conversation. However, there were significant main
effects of voice type (F1,158=4.72; P=.03) and gender
(F1,158=6.54; P=.01) on average electrodermal activity. An

emotional voice was associated with significantly greater
electrodermal activity over the conversation than a neutral voice
(mean 3.07, SD 5.38, vs mean 1.71, SD 2.13; P=.03; Figure 9).
In addition, men experienced higher electrodermal activity
during the interaction than women (mean 3.19, SD 5.69, vs
mean 1.59, SD 2.04; P=.01). There were no other significant
main, 2-way, or 3-way interaction effects (all F values <2.38).
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Figure 9. Significant main effects of voice type and gender on electrodermal activity during the digital human interaction (*P<.05). Bars indicate the
SE.

Discussion

Principal Findings
This is the first study to investigate whether emotional
expressiveness in a female digital human and user gender
interact to affect loneliness, social, and physiological outcomes
following a self-disclosure conversation.

Several main effects were found for the impact of emotional
expressiveness in a female digital human’s voice on
physiological arousal and social outcomes. Perceived social
support was significantly higher for participants after interacting
with a neutral voice digital human than after interacting with
an emotional voice digital human. However, an emotional voice
digital human was perceived as more caring overall than one
with a neutral voice. Average electrodermal activity was higher
during interactions with an emotional voice digital human than
with a neutral voice one. These findings suggest that emotional
expression in a digital human’s voice can increase physiological
arousal and perceptions of caring yet reduce feelings of being
supported across both genders.

Gender did impact the effect of emotional expressiveness on
loneliness, physiological arousal, and social outcomes. Women
benefited more from a female digital human with emotional
expressions in the voice and with a face. For women, emotional
expression in the voice increased closeness with the digital
human, caring perceptions, and perceived social support. In
addition, for women, the presence of a neutral face was
associated with reduced loneliness and subjective stress than a
digital human with no face.

In contrast, men had better outcomes with a female digital
human without emotional expression in the voice and with no
face (ie, a black screen). For men, a neutral voice digital human
was associated with increased closeness to the digital human,
caring perceptions, and perceived social support. A digital
human without a face (ie, a black screen) was associated with
less loneliness and lower subjective stress in men.

The potential reasons for these effects and how these findings
relate to other research are discussed in subsequent sections.

Main Effects
Emotional expression in the voice increased physiological
arousal and perceptions of care yet reduced perceptions of
support. The reason for why people felt less supported may be
because the emotions were focused on the digital humans’ own
words, as opposed to varying in response to the emotions
expressed by the user. It is likely that the users expected the
digital human to respond emotionally to their personal stories.
Indeed, prior research has found that a computer agent that
consistently delivered other focused emotions (eg, compassion)
in response to users’ behavior in a game was perceived as more
caring and was associated with greater feelings of support than
a computer agent that delivered self-focused emotion (eg, joy
at its own success in the game) [55].

The emotional voice was associated with greater physiological
arousal than a neutral voice. High electrodermal activity could
indicate either positively or negatively valanced arousal (eg,
excitement or fear) [69]. This result is consistent with previous
research showing that electrodermal activity increases when
listening to emotionally valanced sounds both pleasant and
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unpleasant, although the greatest increases occur in response to
pleasant sounds [69].

Men were found to have greater electrodermal activity than
women during the interaction with the digital human. This may
be explained by prior research showing that men have different
brain responses to expressed emotions than women, along with
different responses to viewing a female face [70,71]. For
example, men and women have been shown to differentially
activate brain regions in response to observing contempt and
disgust facial expressions (eg, the medial frontal gyrus) [69].
This differential activation of brain regions may have
downstream physical effects on the body, influencing outcomes
such as electrodermal activity.

Gender Differences
The finding that women felt closer to a digital human with an
emotional voice but men felt closer to a digital human with a
neutral voice is in keeping with prior literature. Emotional
expressiveness is an important part of close female relationships
[41,43,44], but it is a less important part of close male
relationships. For men, shared activities, interests, and ideas are
more important aspects of close relationships [41,44].

Similar results have been found in research examining the effect
of emotional expressiveness on closeness with other types of
artificial agents, including robots. Women felt closer to social
robots that expressed emotions during interactions, whereas
men felt closer to robots that expressed fewer emotions [54].
In research with computer agents, affective support in language
was associated with greater rapport in girls, whereas for boys,
an agent with only task-oriented language was associated with
higher rapport [72]. The results of this study build upon the
literature by showing that emotional expressiveness by computer
agents can foster closer relationships for women, especially
when emotions are expressed in the voice.

The gendered effects of the emotionality of the voice on
perceived closeness may have also had an impact on perceived
support. Women felt more supported by the emotional voice
and men felt more supported by the neutral voice. This aligns
with previous research showing that perceptions of social
support are related to perceived closeness toward the support
partner in human relationships [39].

This research also found gender effects on the impact of the
digital human’s face type on perceived loneliness and stress.
Men felt least lonely and stressed after interacting with a no-face
digital human. In contrast, women felt the least lonely and
stressed with a neutral face digital human. These results were
unexpected; we predicted that women would experience the
least amount of loneliness and stress with an emotional face
and voice digital human. This was based on the existing
literature showing lower loneliness and stress after interactions
with emotionally expressive computer agents [73,74]. However,
the effects of emotional expression on the face and in the voice
were not compared in these studies.

This is the first study to investigate the effects of emotional
expression in the voice and on the face separately in computer
agents. It is possible that the effects of emotional expression
are stronger when expressed in the voice than on the face. This

is supported by findings that have shown that voice-only
communication can increase perceptions of empathic accuracy
[42]. However, as the emotional faces were very subtle in their
expressions and the neutral face included humanlike movements
that could have inadvertently portrayed interest (eg, raising
eyebrows with speech), it is possible that the emotional and
neutral face conclusions are both more about the presence of a
face. This study leaves open the question of the degree of
emotional expression; it is possible that different results may
have been achieved with more pronounced emotional
expressions on the face.

It is unclear why a neutral face was found to be more helpful
for loneliness and stress in women than an emotional face, given
that a manipulation check revealed that the emotional face was
perceived as more emotionally expressive. It is possible that
either the emotional expressions were not strong enough or the
types of emotions that the digital human expressed in this study
influenced outcomes. The digital human expressed a
combination of self- (eg, joy and sadness) and other focused
(eg, compassion and concern) facial emotions during the
interaction. An interaction involving only other focused
emotions could have more accurately mimicked the role of a
supportive peer and had stronger effects on loneliness and stress.

Other research has shown that smiling is associated with better
perceptions of a health care robot than not smiling [75]. In this
study, the emotional face digital human did not smile all the
time, and instead had a slight frown when expressing concern
and looked sad when expressing its own sad experiences. The
presence of one or both of these negative emotions might have
negatively affected outcomes.

This study adds to the literature by showing that emotional
expressiveness (a behavior that is important in the development
of close relationships in women but not men) shows similar
effects in relationships with a computer agent. In addition, the
results of this study show that loneliness, stress, and social
outcomes that have been associated with close human
relationships can also be influenced by conversations with a
computer agent. The results provide some supportive evidence
for the CASA paradigm [46], which suggests that people engage
in the same social behaviors toward computers that elicit social
cues as they do toward other people. It makes sense that
behaviors that help to build closeness in human relationships
(eg, emotional expressiveness) have similar effects in
relationships with a computer agent. However, technological
limitations in responding may have affected cues being entirely
the same as for real human conversations, as discussed in the
Limitations section.

Design Recommendations
Overall, the results of this study provide several design
recommendations for digital humans intended for the role of a
supportive peer. First, when designing a supportive peer for
female users, incorporating an emotional voice may be important
for promoting a closer relationship and feelings of support. For
women, including an animated face was also important for
reducing loneliness and perceived stress.
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In contrast, when designing a supportive peer for men, a neutral
voice may help to promote a closer relationship and increase
feelings of support. For men, no face (ie, a black screen with a
voice) was associated with less loneliness and stress than a
female face with some or no emotional expression. However,
it is possible that different results may have been found for men
had they interacted with a male digital human.

It is important to note that these recommendations were based
on results obtained with a predominantly young adult, New
Zealand student sample and with a young female digital human.
However, previous research has also shown gender differences
in the effects of different closeness-building behaviors with
other age groups in different geographic locations [41,43,44].

These findings may not generalize to all cultures. It is possible
that people’s preferences regarding different aspects of
emotional expressiveness (eg, type and strength) may shift at
the intersection of gender and other demographic characteristics,
such as culture. Prior research has shown cultural differences
in targets for emotional expressiveness, including how emotions
are expressed and what types are the most socially desirable to
portray [76,77]. For example, in East Asian cultures, it is more
socially desirable to express low arousal positive affect (eg,
calm), and negative emotions are less often expressed directly
[77]. In this study, there were 41% (80/195) Asian participants
and 34.4% (67/195) New Zealand Europeans.

In contrast, in North American White culture, high arousal
positive affect (eg, excitement) is the most socially desirable to
express [77]. As a result, culture may affect how a digital
human’s emotional expressiveness is perceived by people and,
subsequently, the effect it has on loneliness, social, and
physiological outcomes. It is possible that emotional
expressiveness in a digital human may need to be tailored to
the culture of its intended users alongside their gender. The
results may have been different if the study was conducted in
the United States.

Limitations
This study had several limitations that could affect the
generalizability of the results. First, the digital human
conversation engine experienced occasional errors with utterance
detection and speech-to-text translation during its interactions
with people. These errors manifested as behaviors such as
interrupting people or asking people to repeat themselves, which
could have increased negative mood in some participants [68].
However, the errors were not more or less frequent in any of
the experimental conditions.

Another possible limitation is that the study was conducted in
a community sample predominantly comprised of young adult
students. It is unclear whether the findings would apply to other
groups who might benefit from a social support intervention
with a digital human, such as older adults (who could have
lower digital literacy and more challenges with using a digital
human program) or particular patient samples (who may be
considerably more stressed at baseline). In addition, this study
focused on gender differences between men and women;
therefore, it is unknown how gender-diverse persons might
respond to emotional expressiveness in a digital human,

including the effects on their loneliness, social, and
physiological outcomes.

Another consideration is that other features of the digital human
could have inadvertently influenced people’s responses to it.
For example, research has shown that the proportion of a
computer agent’s facial features may influence personality
perceptions [78]. A narrower face and smaller eyes have been
associated with perceptions of greater aggression in computer
agents [78]. Both narrow and wide faces have been associated
with lower perceptions of trustworthiness than a standard width
face, and smaller eyes have been rated as less trustworthy than
medium-sized eyes in a computer agent [78]. The face design
of the digital human in this study was consistent across the
neutral and emotional face conditions; however, each of these
components of the digital human’s face could have contributed
in part to how participants evaluated the digital human. It is
also possible that perceived attractiveness and eeriness of the
digital human (ie, the uncanny valley effect [79]), as well as
prior experiences with digital humans could have influenced
the responses. However, because participants were randomized
into groups, these factors should not confound the results.

An important consideration is that demographic matching (eg,
gender and ethnicity) between the participant and the digital
human could have influenced the social responses. The digital
human in this study was female, and different results may have
been found if a male digital human had been used. In prior
research, gender matching has been shown to influence
preferences toward computer agents [80], and ethnicity matching
has increased perceptions of trustworthiness [81], social
presence [82], and credibility toward computer agents [83].
Ethnicity matching has also been shown to increase closeness,
disclosure comfort, and future relationship expectations with
computer agents [84].

In this study, the digital human was of mixed ethnicity (New
Zealand Māori, New Zealand European, Indian, and European),
and the participants were predominantly New Zealand European
or Asian, but all resided in New Zealand. There was no
significant difference between groups in the proportions of
participants of each ethnicity; therefore, this would not have
affected our main results. Nevertheless, across the entire sample,
Asian ethnicity was related to greater perceived closeness with
the digital human (P=.01). This may be because of the tendency
for Asian cultures to be more accepting of robotic technologies
in general [85]. Matching the user’s accent and conversational
style has also been shown to increase acceptability and trust
with robots and computer agents [86-90]. In this study, the
digital human spoke in a local New Zealand accent; however,
she did not match the conversational style of participants. We
do not have data on participants’ accents from this study.

The effects of demographic and conversational style matching
may be because of the similarity-attraction hypothesis, which
predicts that people like others more who are more similar to
themselves [91]. This social phenomenon has been shown to
apply to relationships with computers [46]. Matching the digital
human’s demographic characteristics to each participant was
not feasible in this study; however, future research could
investigate how this might affect the results. The
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similarity-attraction hypothesis may also explain some gender
effects, as women are generally more emotionally expressive
than men.

Finally, the expressions in the emotional face condition may
not have been expressive enough to elicit changes in outcomes
for users. It is possible that more pronounced emotional
expressions may have resulted in different findings. In addition,
humanlike behaviors performed by the neutral face condition
could have been interpreted as showing interest, which may
have influenced the results (eg, head movements while listening
and eyebrow raises while speaking).

Future Research
The results of this study indicate several important areas for
future research. First, experimental research is needed to
investigate the generalizability of the results at the intersection
of gender and other demographic or health characteristics (eg,
ethnicity, age, and disability). In addition, this study did not
examine the effect of emotional expressiveness in a digital
human on individuals who are gender diverse, and this topic
should be explored in future research.

Second, it is possible that the results may have been affected
by the degree of emotional expression in the digital human’s
face and the types of emotions that the digital human expressed
during the interaction (ie, a mixture of self- and other focused
emotions and positive and negative emotions). The expression
of these types of emotions has been shown to influence
perceptions of computer agents and robots in prior research
[55,75]. Future studies could investigate whether expressing
more pronounced emotions on the face improves outcomes and
evaluate the effect of other focused emotional expression in a
digital human (eg, compassion and concern) on loneliness,

social, and physiological outcomes. It is likely that this style of
emotional expression would better mimic a therapeutic or
supportive interaction and may result in greater improvements
in outcomes than a digital human that expresses mixed or
self-focused emotion. Research could also compare the effects
of expressing positive, negative, and a mixture of these
expressions.

This study identified emotional expressiveness as an important
design feature that should be included in female digital human
support persons for women. However, there are likely many
other digital human behaviors that could contribute to reductions
in loneliness, social, and physiological outcomes for people
[40]. This study found that men experienced better outcomes
with a female digital human that had less emotional
expressiveness in the voice and had no face. However, this
finding should be further investigated as men (and women)
could have responded differently to a male digital human.

Conclusions
Overall, emotional expressiveness in a female digital human’s
voice was associated with perceiving her as more caring and
with experiencing greater physiological arousal during a
self-disclosure conversation. However, emotion in the voice
was associated with lower feelings of support after the
interaction. Gender was an important moderator of these effects.
The findings indicate that when designing a female digital
human support person for women, an emotional voice and the
presence of a face may be important features to include. In
contrast, when designing a female digital support person for
men, a neutral voice and no face may result in better outcomes
than a female with emotional expressiveness. The results provide
support for the CASA paradigm and may inform the design of
computer agent support persons.
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Abstract

Background: School food services, including cafeterias and canteens, are an ideal setting in which to improve child nutrition.
Online canteen ordering systems are increasingly common and provide unique opportunities to deliver choice architecture strategies
to nudge users to select healthier items. Despite evidence of short-term effectiveness, there is little evidence regarding the long-term
effectiveness of choice architecture interventions, particularly those delivered online.

Objective: This study determined the long-term effectiveness of a multistrategy behavioral intervention (Click & Crunch)
embedded within an existing online school lunch-ordering system on the energy, saturated fat, sugar, and sodium content of
primary school students’ lunch orders 18 months after baseline.

Methods: This cluster randomized controlled trial (RCT) involved a cohort of 2207 students (aged 5-12 years) from 17 schools
in New South Wales, Australia. Schools were randomized to receive either a multistrategy behavioral intervention or the control
(usual online ordering only). The intervention strategies ran continuously for 14-16.5 months until the end of follow-up data
collection. Trial primary outcomes (ie, mean total energy, saturated fat, sugar and sodium content of student online lunch orders)
and secondary outcomes (ie, the proportion of online lunch order items that were categorized as everyday, occasional, and caution)
were assessed over an 8-week period at baseline and 18-month follow-up.

Results: In all, 16 schools (94%) participated in the 18-month follow-up. Over time, from baseline to follow-up, relative to
control orders, intervention orders had significantly lower energy (–74.1 kJ; 95% CI [–124.7, –23.4]; P=.006) and saturated fat
(–0.4 g; 95% CI [–0.7, –0.1]; P=.003) but no significant differences in sugar or sodium content. Relative to control schools, the
odds of purchasing everyday items increased significantly (odds ratio [OR] 1.2; 95% CI [1.1, 1.4]; P=.009, corresponding to a
+3.8% change) and the odds of purchasing caution items significantly decreased among intervention schools (OR 0.7, 95% CI
[0.6, 0.9]; P=.002, corresponding to a –2.6% change). There was no between-group difference over time in canteen revenue.

Conclusions: This is the first study to investigate the sustained effect of a choice architecture intervention delivered via an
online canteen ordering systems in schools. The findings suggest that there are intervention effects up to 18-months postbaseline
in terms of decreased energy and saturated fat content and changes in the relative proportions of healthy and unhealthy food
purchased for student lunches. As such, this intervention approach may hold promise as a population health behavior change
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strategy within schools and may have implications for the use of online food-ordering systems more generally; however, more
research is required.

Trial Registration: Australian New Zealand Clinical Trials Registry ACTRN12618000855224;
https://www.anzctr.org.au/Trial/Registration/TrialReview.aspx?id=375075

(J Med Internet Res 2021;23(11):e31734)   doi:10.2196/31734

KEYWORDS

child diet; consumer behavior; intervention; RCT; public health nutrition; obesity; school; school canteen; long-term follow-up;
choice architecture; public health; nutrition; children; diet; eHealth; school lunch

Introduction

Poor diet is a leading cause of death and disability globally [1].
As dietary patterns in childhood track through to adulthood and
are predictive of future disease [2], improving child nutrition
is a global public health priority [3]. School food services,
including cafeterias and canteens, are an ideal setting in which
to improve child nutrition [4]. In Australia, school canteens are
accessed by up to 95% of Australian children [5,6] to buy food
and drinks during meal and snack times. Energy-dense,
nutrient-poor foods and foods high in saturated fat, salt, or sugar
are frequently available at school canteens and are commonly
purchased by students [1,7-9]. As such, interventions to improve
the nutritional quality of foods purchased at school canteens
are warranted.

Choice architecture interventions that “nudge” people toward
healthier behaviors by modifying the environment to increase
the prominence or convenience of target food and drink items
have shown promise in increasing the selection of healthy foods
from school food service settings [10,11]. A recent systematic
review of 29 choice architecture interventions within the school
food service setting found that strategies such as
point-of-purchase labeling, prompts, and food placement are
positively associated with students’ selection of healthier foods
[11]. However, there remains little evidence of their longer-term
impacts, with 21 of the 29 (72.4%) studies assessing dietary
impacts over a period of less than 4 months [11]. Only two
studies assessed the intervention impact 12 months or more
postbaseline [12,13]. The cluster randomized controlled trial
(RCT) by Larson et al [13] found increased participation in a
school breakfast program relative to baseline, following the
introduction of grab-and-go breakfast carts over a 2-year study,
and the nonrandomized trial by Ensaff et al [12] found that an
intervention involving repositioning, promoting, and labeling
healthy target foods increased the selection of those items
measured intermittently over 2 years.

Given that the effects of behavioral interventions typically
attenuate over time [14,15], to achieve enduring improvements
in public health nutrition, interventions need to be able to
support long-term behavior change. Choice architecture
interventions may be more resilient to attenuation over time, as
they operate mainly through automatic psychological processes,
and are not dependent on an ongoing cognitive load or
self-regulatory skills of users [16]. However, little is known
about their longer-term effects [17]. Although a recent long-term
evaluation of the Healthy, Hunger-Free Kids Act of 2010 in US
middle schools found that a multicomponent intervention, which

included nudges in the form of defaults, found significant
increases in the diet quality score, as measured by NHANES
up to 4 years later [18], evidence is particularly scant regarding
choice architecture interventions delivered online, with only 2
of the 29 (6.9%) studies in the above review delivered online
[11] and both with a short follow-up period of only 2 weeks
[19] and 2 months [20]. As such, more research is needed to
determine the long-term effectiveness of online choice
architecture interventions.

Online canteen ordering systems are common in Australian
schools and allow parents and students (users) to order and pay
for school lunches online. These systems provide unique
opportunities to deliver choice architecture strategies to nudge
users to select healthier items and assess their long-term impacts.
The research team recently conducted the Click & Crunch trial
to investigate the impact of choice architecture strategies
embedded in an existing online lunch-ordering system in
improving the nutritional quality of primary school students’
online lunch order purchases [21]. At 12-month follow-up, the
intervention significantly lowered the energy (–69 kJ) and
saturated fat (–0.6 g) content of student lunch orders (P=.01)
without any adverse impact on canteen revenue [21].
Additionally, a higher proportion of healthy or everyday items
(odds ratio [OR] 1.69; P<.001, +9.8%) and a lower proportion
of less healthy or occasional items (OR 0.68; P<.001, –7.7%)
were purchased by students at intervention schools compared
with controls [21]. While these initial outcomes are promising,
an assessment of the longer-term impact of the intervention on
student lunch purchases is needed to better quantify its
contribution to public health nutrition.

The primary aim of this study was to determine the long-term
effectiveness from baseline to 18-month follow-up of the Click
& Crunch intervention, a multistrategy behavioral intervention
embedded within an existing online lunch-ordering system, in
reducing the energy, saturated fat, sugar, and sodium content
of primary school students’ lunch orders.

Methods

Subjects and Methods
A detailed description of the trial methods is provided in the
study protocol [22]. The study was approved and procedures
monitored by the Human Research Ethics Committee of the
University of Newcastle (reference no. H-2017-0402) and the
relevant New South Wales (NSW) Catholic Schools Dioceses
(including Sydney, Parramatta, Lismore, Maitland-Newcastle,
Bathurst, Canberra-Goulburn, Wagga Wagga, Wollongong, and
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Wilcannia-Forbes). The trial is reported according to the
Consolidated Standards of Reporting Trials (CONSORT)
guidelines for cluster RCTs (see Multimedia Appendix 1). The
original trial methods and 12-month follow-up were
prospectively registered with the Australian New Zealand
Clinical Trials Registry (ACTRN12618000855224). The
18-month follow-up was conducted in accordance with
previously registered procedures, and all outcomes were
registered.

Design
The trial used a parallel cluster RCT design. Schools with an
existing online lunch-ordering system were randomly assigned
either to a multistrategy behavioral intervention or a control
(standard online ordering system). Outcome data were collected
over an 8-week period (weeks 1-8 of the school term) at baseline
and again 12 months and 18 months after study initiation. This
manuscript reports the 18-month findings. Once the intervention
commenced and was switched on within the online ordering
system, the intervention strategies remained in place until after
collection of the 18-month follow-up data.

Sample

Schools
A sample of 17 (9 intervention, 8 control) nongovernment
(Catholic and Independent) schools catering for students aged
5-12 years in NSW, Australia, that were existing users of the
Flexischools online school lunch-ordering system were recruited.
Schools were ineligible if they (1) had used the system for less
than 1 month prior to recruitment, (2) were privately operated
(as these externally leased canteens often service multiple
schools, increasing the risk of intervention contamination), or
(3) catered exclusively for secondary students (due to differences
in the NSW Healthy School Canteen Strategy). Combined
schools that catered for both primary and secondary students
were only eligible to participate if they had a separate menu for
primary students (as the NSW Healthy School Canteen Strategy
varies by these age groups). Schools were approached to
participate by mail and telephone.

Users
All students from kindergarten to grade 5 who placed an online
lunch order during baseline (term 2, May-July 2018) were
included. Students were ineligible if they were in grade 6 or a
5/6 composite class at baseline, as they would have left the
school prior to the collection of follow-up data, as were all other
nonstudent users of the online ordering system, such as teaching
staff and guests.

Orders
Only orders placed on a mobile device were included, as users
placing orders via a desktop device were not exposed to all
intervention strategies. Recurring orders placed prior to
intervention commencement were excluded, as were orders
placed for food service periods other than lunch (eg, recess or
special food days), as users would not have been exposed to all
intervention strategies. Given that the system offers the
capability for users to purchase items in bulk (eg, for class
parties), orders that contained 15 or more items were also

excluded. This decision was based on dietitian consensus and
knowledge of the number of items that are typically in online
lunch orders (eg, on average, a primary school student lunch
order contains 2.3 items). Small items, such as chicken nuggets,
may be sold individually and then purchased in higher quantities
(eg, 6 or 12 nuggets), accounting for the high upper limit for a
plausible order.

Randomization and Blinding
After recruitment and following the collection of the baseline
canteen menus, an independent statistician block-randomized
schools (block size ranging from 2 to 4) using a random number
function in Microsoft Excel to an intervention or a control group
in a 1:1 ratio. Randomization was stratified by school sector
(Catholic vs Independent) and socioeconomic status (most vs
least advantaged) based on the school postcode (Socio-economic
Indexes for Areas [SEIFA]) [23].

Intervention
The intervention is described in full elsewhere [22]. The
intervention was guided by principles of choice architecture
[16] and used strategies that have been demonstrated to support
healthier food choices in similar food service settings [24-29].
Briefly, intervention schools had a series of choice architecture
strategies applied to their online menu within the online canteen
ordering system. The point at which each intervention school
had the strategies switched on varied from August to October
2018, but once switched on, they remained in place for 14-16.5
months until the end of the 18-month follow-up period. The
intervention sought to encourage the purchase of healthier foods
and beverages aligned to the Australian Dietary Guidelines and
NSW Healthy School Canteen Strategy, that is, the intervention
encouraged the ordering of food items lower in energy, saturated
fat, sugar, or sodium. The intervention strategies included:

• Menu labeling: Each menu item was labeled with colored
symbols as everyday, occasional, or caution (also known
as “should not be sold”) per the NSW Healthy School
Canteen Strategy [30], and a key defining the symbols was
provided.

• Positioning:  Everyday menu items and healthier categories
(eg, salads and fruit) were positioned most prominently (ie,
first), with caution and occasional items positioned least
prominently (ie, middle and last, respectively). Occasional
and caution items with multiple flavors (eg, chips) were
displayed on a separate screen that users had to click
through to reach.

• Prompting: Healthier categories received an attractive
image and a text prompt (ie, “This is a good choice.”). Users
selecting occasional or caution hot foods received a prompt
to also select fruit, vegetables, or water (“Healthy add-ons”).

• Feedback: Prior to users finalizing their orders, they were
provided with tailored feedback (ie, a pie graph and
accompanying text) based on the proportion of everyday
items in their order.

• Incentives: A reward symbol cartoon character and
congratulatory text were printed on the student’s lunch
order bag for orders that contained 100% everyday items.
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Canteen Supportive Strategy
In addition, an audit feedback report was emailed to canteen
managers and principals at the start of the intervention period,
classifying each menu item as everyday, occasional, or caution
and providing feedback on substitutable healthier items. It also
provided general information about how to price items to
encourage healthier purchasing. This targeted the canteen
managers rather than parent and student users.

With the exception of the feedback report for canteen managers,
all strategies were incorporated directly into the school’s online
menu within the online canteen ordering system.

Intervention Fidelity
Once per term during the intervention period (ie, approximately
every 10 weeks), a research assistant (author RZ) monitored
the online menus to record adherence to the intervention
strategies. Where unlabeled menu items (eg, new items) were
identified, the research team contacted the online lunch-ordering
provider to apply the label and intervention strategies
accordingly. Given that three of the four other online strategies
were programmed based on the label that was applied, correct
application of the label ensured these strategies were also
correctly implemented.

Control
The control group did not receive any of the intervention
strategies and had access to the standard online ordering system
only.

Data Collection and Outcomes
Purchasing data were automatically collected and stored by the
online ordering system and were subsequently extracted for the
defined baseline and follow-up data collection periods by
Flexischools. The purchasing data for the baseline period were
retrospectively collected. Data were collected over three 8-week
periods spanning an 18-month period, with baseline occurring
during May to July 2018 and the 18-month follow-up occurring
during October to December 2019 (baseline: term 2, 2018; 12
months: term 2, 2019; and 18 months: term 4, 2019). The
12-month follow-up was the primary trial endpoint, and
12-month outcomes have been previously published [21]. This
paper reports the baseline and 18-month follow-up only in order
to examine intervention effectiveness in the longer term.

Primary Trial Outcomes
The primary trial outcomes at 18 months were identical to those
at 12 months and included the mean total energy (kJ), saturated
fat (g), sugar (g), and sodium (mg) content of online lunch
orders. These nutrition outcomes were calculated by a dietitian
who conducted a comprehensive menu assessment of each
school’s canteen menu and applied those values to the online
purchasing data that were automatically collected and stored
by the Flexischools online canteen ordering system. The dietitian
conducted the menu assessment by a telephone interview with
each canteen manager and collected the brand, product name,
serving size, or recipe for each available item. After the
interview, the dietitian generated a nutritional profile for each
item. For canteen-made products, the dietitian entered the recipe
into FoodWorks nutrition analysis version 9 (Xyris Software)

[31]. To assign the nutritional profile (energy, saturated fat,
sugar, and sodium content) for prepackaged items, the dietitian
consulted a series of sources in the following order: (1) a
database of over 2000 commonly stocked canteen products
developed by the researchers over the past decade, (2) the
FoodFinder database [32], (3) the FoodSwitch website [33],
and (4) an internet search for the product’s nutrient panel.

Secondary Trial Outcomes
The secondary trial outcomes were as follows:

• Healthy purchasing outcomes: The proportion of all online
lunch order items that were (1) everyday, (2) occasional,
and (3) caution, as classified by the dietitian using the NSW
Healthy School Canteen Strategy [30].

• Revenue (adverse outcome): Automatically collected
purchasing data were used to determine impact of the
intervention on the school canteen’s average weekly revenue
in Australian dollars.

School Characteristics
At baseline, descriptive data regarding school characteristics,
such as the number of student enrolments, the proportion of
Aboriginal and Torres Strait Islander enrolments, and postcode
were collected from a national website (myschool.edu.au) [34].

Canteen Characteristics
To describe the sample, data regarding canteen operations (eg,
number of days open, model of operation, paid canteen manager)
were collected during a canteen manager survey during the
initial 12-month follow-up.

Sample Size Calculation
Sample size estimates were calculated a priori based on a
12-month follow-up and are also described in the trial protocol
[22]. The original sample size indicated that a sample of 26
schools was required to ensure a detectable difference of 195
kJ per lunch order, with 80% power, an intraclass correlation
coefficient (ICC) of 0.05, and a 0.0125 significance level at
12-month follow-up (Bonferroni-adjusted).

Statistical Analysis
All outcome data were analyzed under an intention-to-treat
approach whereby all student lunch orders and schools were
analyzed based on the groups they were originally allocated,
and included data from students that had baseline purchasing
data.

Primary trial outcomes were assessed using separate linear
mixed models by comparing differences between intervention
and control groups over time (from baseline to 18 months)
through the inclusion of a group-by-time interaction fixed effect.
All models included a random intercept for schools (to account
for potential school-level clustering), a nested random intercept
and random time effect for students (to account for repeat
measurements within and over time), and fixed effects for the
school sector and SEIFA. All available data were incorporated
into the model (baseline, 12 months, and 18 months). The results
of the 12-month follow-up are included as a supplementary file
(see Multimedia Appendix 2). The unit of analysis for primary
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trial outcomes was lunch orders, where a lunch order could
contain multiple items.

Secondary trial outcomes relating to nutritional quality
(everyday, occasional, caution) were assessed using separate
logistic mixed models. Changes in the proportion of items
ordered belonging to each category (ie, everyday items vs not
everyday items) were compared between intervention and
control groups over time by including a group-by-time
interaction fixed effect. Similar to primary trial outcomes, all
models included a random intercept for schools (to account for
potential school-level clustering), a nested random intercept
and random time effect for students (to account for repeat
measurements), and fixed effects for the school sector and
SEIFA and included the 12-month outcomes. Differences in
the average weekly revenue were assessed using a linear mixed
model with a similar structure to models for the primary
outcomes. School and canteen characteristics were previously
reported in the 12-month outcome paper and are included here
for context.

A per-protocol analysis was also conducted, which included
only those schools that had at least 80% of verifiable strategies
correctly applied at follow-up. Statistical analyses were
performed using SAS version 9.3 (SAS Institute, Cary, NC,
USA). As no differences in subgroups (with respect to student
grade, school sector, or frequency of canteen use) were found
in the 12-month follow-up [21], no analyses were conducted
on 18-month data.

Results

Sample Characteristics
The baseline characteristics of the sample are presented in
Tables 1 and 2. Characteristics were similar between groups;
however, intervention schools had higher student enrolments
and more lunch orders per week than control schools (no
significance testing). In total, 1042 intervention students (8
schools) and 667 control students (8 schools) from a total of 16
schools were included in the 18-month follow-up, representing
94% of the 17 schools recruited to the trial (see Figure 1). One
intervention school withdrew after the 12-month follow-up, but
prior to the 18-month follow-up, and contributed data for two
of the three time points in the analysis. The sample also
contained two schools with privately operated (externally leased)
canteens that did not initially identify as such in the recruitment
process. The schools were retained as there was no
contamination risk, given that they did not service any other
schools in the sample. One was allocated to the control group
and one to the intervention group. There were 1435 recurring
orders (4.5%) that did not meet the eligibility criteria and were
removed from analysis, which resulted in 10 students who only
had recurring orders being excluded. Furthermore, four orders
were excluded due to being implausibly large based on dietitian
assessment.

Table 1. School characteristics of the sample at baseline for all participating schools by group [21].

Control schools (n=8)Intervention schools (n=9)All schools (n=17)School characteristics reported at baseline

School sector, n (%)

3 (37.5%)4 (44.4%)7 (41.2%)Independent

5 (62.5%)5 (55.6%)10 (58.8%)Catholic

386 (134.3)501.3 (207.9)443.7 (177.4)Mean (SD) number of enrolmentsa

4%6%5%Mean % of Aboriginal or Torres Strait Islander students

Socioeconomic status, n (%)

4 (50%)3 (33.3%)7 (41.2%)Least advantaged

4 (50%)6 (66.7%)10 (58.8%)Most advantaged

aExcluding combined schools (as this information was not available on the MySchool website)
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Table 2. Canteen characteristics of the sample at baseline for all participating schools by group [21].

Control schools (n=8)Intervention schools (n=7)All schools (n=15)Characteristics reported at baseline

Type of operation, n (%)

6 (75%)6 (85.7%)12 (80%)Principal/school run

1 (12.5%)0 (0%)1 (6.7%)P&Fa/P&Cb association run

1 (12.5%)1 (14.3%)2 (13.3%)Contracted food service

Type of manager, n (%)

8 (100%)7 (100%)15 (100%)Paid

0 (0%)0 (0%)0 (0%)Volunteer

Days of operation, n (%)

5 (62.5%)6 (85.7%)11 (78.6%)5 days a week

2 (25%)1 (14.3%)3 (20%)3-4 days a week

1 (12.5%)0 (0%)1 (6.7%1-2 days a week

98.3 (91.3)135.9 (80.3)—Mean (SD) number of weekly online lunch orders (per school)

aP&F: Parents and Friends.
bP&C: Parents and Citizens.

Figure 1. CONSORT diagram. CONSORT: Consolidated Standards of Reporting Trials.
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Outcomes
In the intervention group, from baseline to 18-month follow-up,
online lunch orders contained significantly less energy (–74.1
kJ; 95% CI [–124.7, –23.4]; P=.006) and saturated fat (–0.4 g;
95% CI [–0.7, –0.1]; P=.003) relative to control orders (see
Tables 3-5). There was also a significant between-group
difference over time in the odds of lunch orders including
everyday items (OR 1.2; 95% CI [1.1, 1.4]; P=.009)

corresponding to a 3.8% increase in everyday items purchased
among the intervention group, and a significant difference in
the odds of lunch orders including caution items (OR 0.7; 95%
CI [0.6, 0.9]; P=.002) corresponding to a 2.6% decrease in
caution items among the intervention group. There was no
between-group difference over time in the sugar (–0.5 g; 95%
CI [–1.7, 0.7]; P=.4) or sodium (–3.0 mg; 95% CI [–28.0, 22.1];
P=.8) content of lunch orders or in the odds of lunch orders
including occasional items (OR 1.0; 95% CI [0.8, 1.1]; P=.6).

Table 3. Primary outcomes from baseline to 18-month follow-up.

18-month follow-up control

(n=12,579 items; n=5785
orders; n=667 children; n=8
schools)

18-month follow-up intervention

(n=20,351 items; n=8714 orders;
n=1042 children; n=8 schools)

Baseline control

(n=14,124 items; n=6279 or-
ders; n=848 children; n=8
schools)

Baseline intervention

(n=23,526 items; n=9726 or-
ders; n=1359 children; n=9
schools)

Primary outcomes

1671.4 (876.1)1603.8 (700.4)1632.1 (743.0)1634.4 (704.2)Energy (kJ) mean
(SD)

4.3 (3.3)4.6 (3.7)4.6 (3.2)5.2 (3.9)Saturated fat (g)
mean (SD)

17.3 (24.4)13.1 (13.9)15.8 (19.1)12.9 (14.0)Sugar (g) mean (SD)

590.3 (344.3)606.1 (409.1)599.3 (328.9)596.1 (343.0)Sodium (mg) mean
(SD)

Table 4. Secondary outcomes from baseline to 18-month follow-up.

18-month follow-up control

(n=12,579 items; n=5785
orders; n=667 children; n=8
schools)

18-month follow-up intervention

(n=20,351 items; n=8714 orders;
n=1042 children; n=8 schools)

Baseline control

(n=14,124 items; n=6279
orders; n=848 children; n=8
schools)

Baseline intervention

(n=23,526 items; n=9726
orders; n=1359 children;
n=9 schools)

Secondary outcomes

46.6% (5859)41.5% (8439)40.4% (5711)31.6% (7423)% of student lunch or-
der items classified as
everyday, % (n)

40.2% (5052)43.5% (8846)43.8% (6185)47.9% (11261)% of student lunch or-
der items classified as
occasional, % (n)

13.3% (1668)15.1% (3066)15.8% (2228)20.6% (4842)% of student lunch or-
der items classified as
caution, % (n)

9.3 (5.1)9.8 (6.1)9.9 (5.1)11.0 (5.9)% of energy from satu-
rated fat, mean (SD)

15.7 (15.0)12.8 (13.0)13.9 (12.7)12.0 (11.8)% of energy from sug-
ar, mean (SD)

The per-protocol analysis excluded three of the eight
intervention schools that only partially applied the intervention
strategies. The pattern of results for the primary outcomes was
similar between the per-protocol and main analyses (see Table
5), with significant differences observed for the energy and

saturated fat content of lunch orders and slightly larger effect
sizes (–93 kJ vs –74.1 kJ). There were no significant differences
in the secondary outcomes in the per-protocol analysis at the
prespecified Bonferroni-adjusted significance level (P=.0125).
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Table 5. Main vs per-protocol analysis from baseline to 18-month follow-upa.

Per-protocol
analysis P value

Per-protocol
analysis OR
(95% CI)

Per-protocol analysis differ-
ential effect (group by
time) (95% CI)

Main analy-
sis P value

Main analy-

sis ORb

(95% CI)

Main analysis differen-
tial effect (group by
time) (95% CI)

Outcomes

Primary outcomes

0.003—–93.0 (–151.9, –34.2)0.006—–74.1 (–124.7, –23.4)Energy (kJ)

0.003—–0.5 (–0.8, –0.2)0.003—–0.4 (–0.7, –0.1)Saturated fat (g)

0.87—–0.1 (–1.5, 1.3)0.39—–0.5 (–1.7, 0.7)Sugar (g)

0.61—7.3 (–21.9, 36.4)0.81—–3.0 (–28.0, 22.1)Sodium (mg)

Secondary outcomes

0.681.0 (0.9, 1.1)0.6%0.0091.2 (1.1, 1.4)3.8%% of student lunch order
items classified as every-
day, % (n)

0.0131.1 (1.0, 1.3)2.6%0.641.0 (0.8, 1.1)–1.1%% of student lunch order
items classified as occa-
sional, % (n)

0.070.9 (0.8, 1.0)–2.6%0.0020.7 (0.6, 0.9)–2.6%% of student lunch order
items classified as cau-
tion, % (n)

0.02—–0.6 (–1.1, –0.1)0.039—–0.4 (–0.8, –0.02)% of energy from saturat-
ed fat

0.14—0.8 (–0.3, 1.8)0.86—–0.08 (–1.0, 0.8)% of energy from sugar

aAll models included a random intercept for school, a nested random intercept and random time effect for students, and fixed effects for sector and
SEIFA. All available data was incorporated into the model (baseline, 12-months, 18-months) to describe purchasing patterns over time.
bOR: odds ratio.

Revenue
Analysis of the average weekly canteen revenue indicated that
over time from baseline to 18-month follow-up, there were no

significant differences between the intervention and control
groups ($80.42; 95% CI [–104.48, 265.33]; P=.4). This finding
was unchanged in the per-protocol analysis (see Table 6).

Table 6. Average weekly revenue per school ($a).

Per-protocol
analysis P val-
ue

Per-protocol analy-
sis differential effect
(group by time)
(95% CI)

Main analysis
P value

Main analysis
differential effect
(group by time)
(95% CI)

18-month follow-
up control, mean
(SD)

18-month fol-
low-up inter-
vention, mean
(SD)

Baseline con-
trol, mean (SD)

Baseline interven-
tion, mean (SD)

0.16$154.56 (–59.15,
368.26)

0.39$80.42 (–104.48,
265.33)

$758.76
($576.13)

$1081.03
($525.54)

$496.10
($442.63)

$668.61 ($420.90)

aAll $ amounts are in AUD $. A currency exchange rate of AUD $1=US $0.75 is applicable.

Quality and Fidelity Checks
Quality checks that were conducted immediately after switching
on the intervention identified a technical glitch whereby
purchasing a menu item routinely sold in multiples (eg, 6 ×
chicken nuggets) affected the application of the add-on strategy.
The solution was to turn off the strategy for items routinely sold
in multiples. Routine fidelity checks conducted once per term
during the intervention period did not identify any further
technical errors. The fidelity checks indicated that the menu
labels were correctly applied to 93%-95% of all online menu
items in the first 4 terms of the trial (12 months [21]) and 97%
of all items during the last 2 terms (12-18 months). The
strategies of positioning, tailored feedback, and incentives were
automatically programmed based on the label assigned to each
item, and as such, the fidelity checks for the menu labels also

applied for these strategies. As previously reported [21], there
was a programming issue with the healthy add-on strategies for
items sold in multiples (eg, chicken nuggets), and as a result,
this strategy was removed only from these items, and two
intervention schools in this follow-up had previously requested
this strategy be switched off entirely. The presence of the
incentive strategy was verified in five of the eight participating
intervention schools.

Availability
The proportion of everyday, occasional, and caution menu items
was similar between Independent and Catholic school menus
at baseline (59% and 59% everyday items, 15% and 16%
occasional items, and 26% and 25% caution items, respectively).
Furthermore, the proportion of everyday, occasional, and
caution menu items was similar between intervention and
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control menus at baseline (58% and 61% everyday items, 16%
and 15% occasional items, and 22% and 25% caution items,
respectively).

Discussion

Principal Results
This long-term follow-up of the Click & Crunch intervention
using automatically collected purchasing data found significant
between-group differences over time from baseline to 18-month
follow-up. Specifically, the energy and saturated fat content of
intervention lunch orders was significantly lower than controls
(–74.1 kJ of energy; –0.4 g of saturated fat). There were no
significant between-group differences with respect to sodium
or sugar content or the percentage of energy from sugar or fat.
Among intervention schools relative to control schools, from
baseline to 18-month follow-up, the odds of orders containing
everyday items were significantly higher (OR 1.2, P=.009,
corresponding to a 3.8% increase in the purchase of these items),
and the odds of orders containing caution items were
significantly lower (OR 0.7, P=.002, corresponding to a 2.6%
decrease in the purchase of these items). As such, the results
suggest that at 18-month follow-up, the Click & Crunch
intervention is effective in reducing the energy and saturated
fat content of students’ online lunch orders and in reducing the
proportion of unhealthy items and increasing the proportion of
healthy items purchased.

Comparison With Prior Work
The pattern of results was similar between the 12-month and
18-month follow-up. At 12 months (previously reported [21]),
the Click & Crunch intervention was effective in reducing the
energy and saturated fat content of student lunch orders, and
the effects were similar in magnitude to those observed at
18-month follow-up (energy: –69 kJ at 12 months [21] and
–74.1 kJ at 18 months; saturated fat: –0.6 g at 12 months [21]
and –0.4 g at 18 months). Similarly, there were significant
increases in the proportion of everyday items purchased among
the intervention group (+9.8% at 12 months; +3.8% at 18
months) and significant decreases in the proportion of less
healthy items purchased (–7.7% occasional items at 12 months;
–2.6% caution items at 18 months).

There is limited research examining the impact of similar
interventions to enable direct comparison of the long-term
effects. Multiple systematic reviews of choice architecture
interventions to improve dietary outcomes have highlighted the
lack of research into long-term intervention outcomes [35,36],
including the review of nudge interventions in schools, which
reported there are significant knowledge gaps regarding the
long-term impact of nudges within the school food environment
[12]. However, a nonrandomized longitudinal study investigated
the effects of choice architecture strategies (menu labeling and
item repositioning) within the physical environment of a hospital
cafeteria and recorded sales data from adult employees over a
2-year period [24]. After 2 years, the proportion of healthy items
purchased increased by 5% and the proportion of unhealthy
items purchased decreased by 4% (P<.001) [24], finding changes
similar in magnitude to the current study and not providing
evidence of label-fatigue over time. Both the school-based

studies by Ensaff et al [12] and Larson et al [13] found
improvement in the primary outcomes: section of target healthy
items and participation in a breakfast program, respectively.
Despite study limitations, collectively these findings provide
important insights into the durability of choice architecture
interventions, suggesting that unlike interventions that require
controlled processing, such interventions may be sustained in
the long term. As such, they may represent an attractive option
for those interested in achieving long-term improvements in
public health nutrition via school-based interventions.

Importantly, the magnitude of the effects for energy content
and the proportion of everyday and caution items seen at 18
months appear to have public health significance. The study by
Thorndike et al [24] modeled the observed changes in
purchasing patterns in a hospital cafeteria 2 years after a choice
architecture intervention was implemented and found a 6.2%
decrease in total calories purchased and a 4% increase in calories
from healthy food purchases [24]. Modeled data on
high-frequency cafeteria users suggested that the long-term
effects of this intervention could have an impact on obesity rates
[24]. However, the change in kilojoules purchased reported in
this study and used as the basis for modeling was larger than in
the current study. A modeling study based on data from
Australian children suggested that a decrease of 100 kcal/day
(~418 kJ) would be sufficient to halve the current prevalence
of overweight/obesity within a short period (less than 2 years)
[37]. As such, the observed long-term decrease in lunch order
kilojoule content (–74.1 kJ) is insufficient in isolation to
decrease overweight/obesity rates. However, given the relative
simplicity of the intervention and the potential for a wide reach,
this intervention may play an important role as part of a suite
of interventions adopted across multiple settings (school,
after-school care and childcare, home, sporting and community
clubs, etc) as are commonly adopted by governments in
Australia and internationally [38].

Limitations and Strengths
The limitations of this study are similar to those described in
the 12-month outcomes paper [21] and include the relatively
small number of schools, the use of purchasing data rather than
consumption data, the lack of individual demographic data, and
the exclusion of government schools. It also should be
acknowledged that the impact of a menu-labeling system on
nutritional outcomes is dependent, in part, on the alignment of
the labeling system with the target.

Study strengths include a rigorous cluster randomized controlled
design, an excellent school retention rate (94%), and a large
number of student participants. Furthermore, the evaluation was
based on long-term, objective, and real-world purchasing data,
which were independently verified, and menu assessments were
based on gold-standard processes [39]. Data were also collected
at multiple time points, indicating high intervention fidelity.

Conclusions
To the best of our knowledge, this is the first RCT to investigate
the long-term effectiveness of choice architecture strategies
applied online. The findings are encouraging and suggest that
there are enduring intervention effects up to 18-months
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postbaseline, including a difference of –74.1 kJ in the energy
content and a difference of +3.8% in the proportion of healthy
everyday items purchased. This provides much needed evidence
about the sustainability of multistrategy choice architecture
interventions (including menu labeling, positioning, prompting,
feedback, and incentives) on children’s school lunch ordering
from online canteens. Although the intervention only produced
modest effects, given the wide reach of online canteen ordering

systems, it may be useful as one of a range of interventions to
supplement existing strategies used to improve child diet within
the school setting. Further research is required to determine
whether the effects transfer to related online food-ordering
settings, including groceries, fast food, and meal subscriptions,
which are currently used by more than 1.2 billion people
worldwide.
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Abstract

Background: Interest in digital technologies in the health care sector is growing and can be a way to reduce the burden on
professional caregivers while helping people to become more independent. Social robots are regarded as a special form of
technology that can be usefully applied in professional caregiving with the potential to focus on interpersonal contact. While
implementation is progressing slowly, a debate on the concepts and applications of social robots in future care is necessary.

Objective: In addition to existing studies with a focus on societal attitudes toward social robots, there is a need to understand
the views of professional caregivers and patients. This study used desired future scenarios to collate the perspectives of experts
and analyze the significance for developing the place of social robots in care.

Methods: In February 2020, an expert workshop was held with 88 participants (health professionals and educators; [PhD]
students of medicine, health care, professional care, and technology; patient advocates; software developers; government
representatives; and research fellows) from Austria, Germany, and Switzerland. Using the scenario methodology, the possibilities
of analog professional care (Analog Care), fully robotic professional care (Robotic Care), teams of robots and professional
caregivers (Deep Care), and professional caregivers supported by robots (Smart Care) were discussed. The scenarios were used
as a stimulus for the development of ideas about future professional caregiving. The discussion was evaluated using qualitative
content analysis.

Results: The majority of the experts were in favor of care in which people are supported by technology (Deep Care) and
developed similar scenarios with a focus on dignity-centeredness. The discussions then focused on the steps necessary for its
implementation, highlighting a strong need for the development of eHealth competence in society, a change in the training of
professional caregivers, and cross-sectoral concepts. The experts also saw user acceptance as crucial to the use of robotics. This
involves the acceptance of both professional caregivers and care recipients.

Conclusions: The literature review and subsequent workshop revealed how decision-making about the value of social robots
depends on personal characteristics related to experience and values. There is therefore a strong need to recognize individual
perspectives of care before social robots become an integrated part of care in the future.

(J Med Internet Res 2021;23(11):e20046)   doi:10.2196/20046
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Introduction

Background

Social Robots in Care
Robotics represents a special case of technology use. Industrial
robots are socially accepted to relieve humans from hard work
[1]. We here focus on nonindustrial robots, which are relatively
more complex than industrial robots and cover a broader range
of applications being deployed in many different branches of
commercial or private use [2] to assist people, including in
health care. Nonindustrial robots can be divided into assistive
and nonassistive robots. Assistive health robots can be used for

surgery, therapy, or care [3], and can be subdivided into social
or nonsocial assistive robots. Social assistive robots can be
service robots (eg, a lifting aid) or companion robots (eg,
animal-like entertainment robots) (see Figure 1) [4]. They
interact with people or work closely with them. Social robots
differ from pure service robots in that they emulate human
behavior while providing services, thus establishing a form of
interpersonal communication. For example, a socially acting
lifting aid would not only reposition patients but also ask
compassionately whether the lying position is comfortable. In
this context, “interaction” does not necessarily have to take
place via spoken language but can also take place exclusively
via social and emotional cues [2]. Hereafter, the term “robot”
is used to refer specifically to social robots.

Figure 1. Focused representation of the subdivision of the different robot types [4].

Robots are often researched in terms of their ability to express
empathy and engage in interactive exchanges. Empathy can
increase patient satisfaction and motivation for improvement
as well as adherence to therapy programs in the patient-therapist
interaction [5]. Robots simulate empathy mostly by facial and
verbal expressions [6]. A small-scale study (N=36) found that
people interacting with robots equipped with an “empathic
module” communicated over a longer period of time and
perceived the robots as more trustworthy, intelligent, and
empathic than the control group who interacted with a robot
that did not express empathy. In addition, the participants that
interacted with the “empathetic” robot had a stronger sense of
knowing the robot and perceived the interaction as comfortable
[7]. However, another study showed that if there were
incongruities between the affective state of the user and the
emotional reaction of the robot, users rated the robot negatively
[8]. A comparative study found that people were kinder to a
robot that emulated empathy relative to the comparison group
[4].

Growing Interest in the Use of Social Robots in Care
There are three core reasons for the growing interest in the use
of robotics in care.

First, the demand for professional caregivers is likely to outstrip
the supply [9]. Professional caregivers (ie, those working as
trained specialists in the fields of health and nursing care or
geriatric care in rehabilitation facilities, hospitals, and nursing
homes, as well as in outpatient care in the home environment
and related areas) are in demand in times of an aging population.

In Switzerland, 367,000 people are being cared for by
professional caregivers, which accounts for 28.9% of the
population aged 80 or above; in 2018, 92,000 people, including
15.3% of the population older than 80 years, lived in a nursing
home [10]. In the coming years, the availability of care is likely
to decline as population growth slows and life expectancy
increases. More people will need health care while fewer family
members will be available to provide support. Due to the
declining birth rate, future generations will consist of fewer
people who could potentially take on the care of their parents
or grandparents [11]. Other factors making it more difficult for
family members to provide care include the rise in women’s
employment, with women traditionally taking on the caring
role, and the growing mobility of future generations [11].
According to population forecasts, the percentage of people
over 67 years of age will rise steeply [12]. The probability of
neurodegenerative or chronic illness increases with age, which
accordingly increases the care dependency of the population
[13]. Assistive technologies may be one way to maintain care
and ease this tense care situation. Robots may compensate for
functional losses experienced by older people and promote
everyday skills that help to maintain independence [2]. Robots
can also enhance patient adherence to medications and exercise
[14].

Second, robotics offers ways to increase the autonomy of service
recipients. Elderly people are impaired in their autonomy if they
are no longer able to perform certain activities independently,
such as preparing food, housework, telephoning, and shopping.
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For 16% of people living at home in Switzerland aged 65-79
years, one or more of these activities are either impossible or
very difficult; 32% of people aged 80 years and over confirmed
this statement, and minor difficulties were reported by 14% and
24% of the respondents aged 65-79 years and 80 years or older,
respectively [15]. This shows that care often does not necessarily
include physical care but that people also need support in areas
that may be improved by technological assistance [3].

Third, robotics may take over the heavy work that puts a strain
on professional caregivers. Three-quarters of professional
caregivers state that heavy physical work is very common or
frequent in their daily work [16]. Professional caregivers also
report a high workload and associated stress. There is a
mismatch between the workload and the time available [13].
Robots can relieve caregivers of the workload by supporting or
even completely taking over heavy physical work tasks, thus
saving time [3].

Acceptability of Social Robots
The development and potential of robots are still at an early
stage. In 2018, 271,000 service robots were sold, representing
a rise of 61% as compared with the market in 2017 [17];
however, implementation is progressing slowly in robotics as
in other eHealth interventions [18]. The implementation raises
many ethical questions such as data protection, responsibilities,
or trust [19]. Many studies on barriers and facilitators have been
published in recent years [20], indicating that concepts and
applications should be widely debated by developers, experts,
and users to ensure feasibility. Social acceptance is currently
still low. For example, in the Eurobarometer survey, participants
(N=26,751) generally had a positive attitude toward robots, but
not in all areas: 27% stated that robotics should not be used in
the health sector [21].

To maximize the benefits of using robots in health care, and
especially in professional caregiving, it is necessary to learn
about the attitudes and acceptance of these robots by society
and health care professionals. A study has shown that people
assess robotics as an opportunity. They expressed criticism of
scenarios where robots performed care services for close
relatives but liked the idea of robots undertaking dangerous
tasks. The assessment of robots revealed only minor differences
between different age groups, in which younger people were
slightly less anxious about robots than the older or middle-aged
groups [22]. Studies of perceived usefulness and perceived ease
of use, which are critical to robot acceptance, are currently rare
[23].

In speculating whether robots will have a role in providing care,
we need to consider acceptance by both service recipients and
professionals. This depends on the roles that robots undertake
and the potential for expressing empathy [24,25]. The
development of empathic robots is still at an early stage. To
promote this development, we need to understand the factors
that contribute to better care from the perspective of potential
users of robotics. To determine whether robots are acceptable
and how future caregiving can be designed, we organized a
workshop with a series of focus group interviews among a
diverse group of participants using future scenario planning.

Aim of the Study
This paper focuses on the development of a vision for the use
of robotics in geriatric social and health care. It addresses the
potential of social robotics to augment care for older people and
supports the work of professional caregivers. This vision was
developed during an expert workshop, including participants
from Switzerland, Austria, and Germany, who have experience
in the issues related to the care for older people. The workshop
was based on four future scenarios, which served as inspiration
for the participants’ imagination regarding the possible changes
in the field of professional caregiving through the use of social
robots. The scenarios were developed in advance of the
workshop using existing evidence from the literature. The
workshop focused on potential and desirable future scenarios
and on the steps required to prepare and implement these
scenarios by 2025.

The aim of the workshop was to gather the views of health care
professionals and educators, (PhD) students, patients,
developers, scientists, and governments regarding the potential
of robot use in future care and to stimulate debate and research
on their use.

The research questions were: (1) Which (robotic) care scenario
do the experts consider likely for 2025? (2) Which (robotic)
care scenario do the experts consider desirable for 2025? (3)
What can we do to make this scenario a reality?

Methods

Scenarios
An expert workshop (Careum Dialogue 2020) supported by the
Careum Foundation was held in Zurich in February 2020. The
workshop was designed according to the scenario method, which
is suitable for statements about future goals with special
consideration of the influencing factors and their effect on the
goals. Consequences for future actions are to be derived from
the scenario method. For this purpose, a best-case scenario and
a worst-case scenario are formulated, which limit the range of
conceivable developments and deviate from the long-term trend
into positive or negative outcomes [26]. However, since the
workshop participants had to discuss which scenarios represent
the worst and best cases, two poles were formed: Analog Care
(professional caregiving without any technical support) and
Robotic Care (professional caregiving performed by robots
without humans). In the sense of the scenario method, it is
possible to define further characteristics between the poles of
best-case and worst-case scenarios. However, the following
criterion must be taken into account in the creation: the
developments within the different scenarios must not cancel
each other out. Furthermore, the scenarios must not be
susceptible to collapse due to changes in minor factors. The
extreme scenarios have the highest possible degree of severity
and are thus as close as possible to the edges of the funnel of
the possible future [26]. To support the experts in their
discussion, two further scenarios were added: the scenario of
professional caregivers supported by robotics (Deep Care) and
the scenario in which both professional caregivers and robots
work in teams and perform tasks independently (Smart Care).
These scenarios are positioned between the two extreme
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scenarios described above (Analog Care and Robotic Care).
This was intended to improve understanding of the detailed
different attitudes of the participants.

The scenarios used in this workshop were created with the help
of literature collected by searching the PubMed and Google
Scholar databases using the search terms “caregivers,” “care,”
“robot,” “future,” “scenario,” “vision,” “utopia,” and “dystopia.”
The development included all articles (N=28) dealing with the
preferred care scenarios of the future, possibilities of robot use
in care, ethical aspects of robot use in health care, changes in
care through digitization, and the acceptance of robots (see
Multimedia Appendix 1). Despite the wide range of scenarios,
special attention was paid to developing the scenarios as
“simple” scenarios. In the literature, “simple” scenarios are
characterized in particular by few factors in their construction
and description [27]. The reduced complexity in the description,
even during the workshop, should allow a short time for the
explanation of the scenario construct and create a larger scope
for discussion. Thus, the scenario method enables the
development of a spectrum of future visions. Participants were
able to develop their own scenarios within this spectrum in the
workshop, corresponding to their own ideas. The scenarios
developed in advance served as support for creativity.

The scenarios were created according to the recommendations
for scenario development by Fink and Siebe [27]. The
addressees were experts from the health care sector in
Switzerland, Germany, and Austria, who were to be supported
in orienting the planning of future health care in politics,
practice, and society. The workshop served as an orientation
situation, which is distinct from a decision situation, and is not
necessarily associated with a concrete decision between several
alternatives for action but rather serves to orient and prepare
for future decisions [27]. The scenarios were initially regionally
limited to German-speaking countries, since the experts are

employed in this field and regional particularities such as legal
regulations or training guidelines are decisive when considering
future developments in the health care system.

Data Collection
The data were collected by the experts using a flip chart exercise
and detailed field notes of the group discussion.

In the first round, one specific scenario was assigned to two
tables each as the subject of debate. The advantages and
disadvantages of Robotic Care, Analog Care, Smart Care, and
Deep Care were addressed. The guiding questions for the first
round of the group discussion were: (1) Has the scenario been
described properly? (2) How likely is the scenario? (3) How
desirable is the scenario?

In the second round, seating arrangements were changed
according to plan so that experts from each scenario who sat at
different tables beforehand now sat together. They briefly
presented the discussion held at their table and began to talk
about the likelihood and attractiveness of the different scenarios
as well as the factors accelerating or limiting this health care
future. Subsequently, the participants began to build their own
health care scenarios such as a mix of the options given or a
completely new alternative. The guiding questions for the second
round of the group discussion were: (1) Which scenario is the
most likely/desirable scenario? (2) Which aspects can accelerate
or slow down the scenario? (3) Is there any other scenario you
can imagine?

The groups at the eight tables reassembled again after this round.
The last round focused on possible ways to compile and
implement robotics in future professional caregiving. The
question for the last group discussion was: Which steps are
needed for implementation?

The procedure of the workshop is shown in Figure 2.

Figure 2. Workshop design.

To stimulate discussion, keynote speeches were given by experts
between the various rounds. These dealt with the possible areas
of application of robots, artificial intelligence, ethical
requirements, the collaboration of robots with health care
professionals, and the social interaction between robots and
humans. Transcripts of the keynote speeches can be found in
Multimedia Appendix 2.

Data Analysis
For evaluation, the research team’s records of the plenary
discussions, the presentation of the respective discussions, as

well as the sequential records of the discussions at the tables
were analyzed using qualitative content analysis. The notes of
the experts during the discussion at the tables were also included
in the content analysis. The content analysis was carried out
using MAXQDA line by line, sentence by sentence, or section
by section according to the strategy of the inductive category
formation described by Mayring [28]. With this approach,
categories were formulated directly in the material from text
passages that were evaluated according to the category
definition. After a first step of category formation, some
categories could be generalized step by step into main categories
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by means of the summary. A total of 176 codes were identified
(85 in the authors’notes and 91 in the participants’notes). These
codes were organized into a common category system with five
superordinate categories and a total of 25 subcategories and 21
subsubcategories. The following superordinate categories were
formed: attitude toward robotics (25 codes), requirements for
the care of the future (22 codes), discussion of scenarios (33
codes), implementation of professional caregiving in the future
(20 codes), and development of professional caregiving in the
future (76 codes).

The superordinate categories were based on the main
components of the workshop: the recording of the general
attitudes of the participants toward robotics, illumination of the
needs for future care, discussion of the scenarios created in
advance, as well as the development and implementation of the
care in the future. The subcategories were also derived from the
analyzed data according to the main focus of the workshop. For
example, one subcategory contained all statements on the
Robotic Care scenario. In turn, the subsubcategory dealt with
different versions of the statements on the Robotic Care
scenario, such as concern about the danger of two-tiered
medicine. All statements made by participants that dealt with

a concern in this respect were summarized in this
subsubcategory.

Ethical Aspects
Ethical principles of research in accordance with the Helsinki
Declaration were observed [29]. The participants did not suffer
any damage or impairments. The anonymity of the data was
guaranteed by the form of data collection. Discussions were
documented anonymously. Notes on flip charts were
photographed and written down. The lecturers mentioned by
name were asked for their consent. The participants had already
been informed in the invitation about the focus of the workshop
and the data collection planned. Participation was subject to
consent.

Results

Figure 3 shows the various discussion contents of Careum
Dialogue 2020 as a graphic recording. This graphic was
presented in the follow-up workshop by one of the authors, who
also took part in the discussion, based on the qualitative content
analysis and serves here as a short overview before explicitly
answering the research questions and presenting the further
results.

Figure 3. Graphic recording of the Careum Dialogue 2020 workshop.

From the experts’ point of view, either the occurrence of the
Smart Care scenario (teams of professional caregivers and
robots) or a mixture of the Smart Care and Deep Care scenarios
(professional caregivers supported by robotics) were the most
likely (robotic) care scenarios for 2025. From their point of

view, such a development would be close to current health care
and would enable professional caregivers to support patients
without depriving them of the human contacts that are crucial
for their well-being. The two extreme scenarios were felt to be
unlikely. The experts saw neither sufficient technical nor social
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prerequisites for the Robotics Care scenario to occur. In their
view, the current state of technical development does not allow
for such a complete takeover of care by robots. The experts also
stated that not only technical progress was necessary to enable
changes in the future but also the progress of society. For
example, it would be necessary to implement training in eHealth
literacy for the acceptance and critical evaluation of technology
in the health care sector. The experts saw the occurrence of the
Analog Care scenario as unrealistic owing to the limited human
resources. In addition, they believed that a complete departure
from technology would mean a step backward for both
professional caregivers and patients, which would not be
supported by society.

As part of the discussion on the most desirable (robotic) care
scenario for 2025, the experts initially developed two scenarios
on their own in small groups (Compassionate Care and Deep
Care 2.0). These scenarios were based on the predeveloped
Deep Care and Smart Care scenarios and supported the
discussion about the various aspects of a desirable future
scenario. For the future, the experts wished for the support of
professional caregivers by technology and robotics. The experts
believed that a combination of technology and professional
caregivers is unbeatable, as technology could act on the latest
evidence to support evidence-based care that leads to better
results. In the experts’ view, professional caregivers could thus
possibly provide higher-quality care according to “traditional”
values: safety can be increased by robotic support; caregivers
can spend more time with patients by using robots to relieve
them of routine tasks; patients’ autonomy can be improved and
extended by robotic support in their home environment; and
patients can put together their own individual range of care
services, which can consist of robotic and personal support. It
was stated that patients might like the choice between robotics
or professional caregivers, depending on their situation and the
daily condition. In the debate, the experts mentioned that patients
may perceive personal assistance as a burden at times. As an
example, it was expounded that on some days, personal
interaction and corresponding necessary courtesy are not
pleasant. In addition, the experts reasoned that while health
professionals may treat people differently depending on personal
sympathies or other factors, robots might treat all patients
equally.

The experts saw health care professionals as users whose
acceptance is critical to the project. In addition to personal
attitudes toward technology, the experts also considered
education and the development of skills to be relevant for a high
level of acceptance. Therefore, experts also advocated improving
education and training to better prepare professional caregivers
for this work. The long time needed for education and training
while technology is changing so rapidly could be a problem in
realizing this scenario. The experts saw the opportunity to
enhance the value and reputation of health care through
technology as the greatest benefit of this scenario. Professional
caregivers could benefit from a redistribution of power as a
result of the increasing use of digital tools. They could also
benefit from a new professional profile that would attract people
who are both highly socially oriented and technically interested.

By uniting humans and technology, a two-tiered health care
system could be avoided, which in the experts’ view could
develop through an increase in technical support. However, the
experts were not sure whether the first-class health care would
be robotic or personal health care.

The Robotic Care scenario was considered problematic because
of the danger of two-tiered medicine and uncertainty about who
would have the power to make decisions in this environment.
The experts described care as highly individual and sensitive
work, and saw the danger that standardized decisions could not
reflect this complexity in all areas due to the exclusive use of
robots. Another counterargument was the description of
self-determination as the highest value. People should be able
to refuse health care at any time. The experts expressed the fear
that a robot could restrict self-determination if it offered
standardized care that could not be controlled by the patients.

Further, it was discussed that patient acceptance is likely to
have a large role in the adoption of robotics in health care.
Similar to the case for health care professionals, the experts also
saw the care recipients as users of robotics. The experts assumed
that their acceptance depends not only on the implementation
of robotics (eg, robotics enabling individualized care) but also
on the area of application of the robotics and the scope of
decision-making authority.

The Analog Care scenario was not considered desirable owing
to its backward-looking nature and the resulting heavy burden
on professional caregivers.

In the discussion on how to achieve the scenario they perceived
as desirable, the experts saw a need for change in politics,
institutions, health care professionals, science, health insurance
funds, and society. The theory-practice-transfer route was
urgently requested by the experts. In the experts’ view, the hard
road to high-tech health care based on ethical values therefore
requires the following steps: (1) (political) assessment of the
status quo; (2) exchange and mutual understanding of all
stakeholders; (3) information for society and health care
professionals; (4) clarification of responsibilities; and (5)
education, learning, and introduction of new structures.

Within the framework of the analysis, the results were structured
using the frequently used social science classification into three
levels of analysis (macro, meso, micro) [30]. At the macro level,
political systems or society as a whole are examined, whereas
at the meso level, the focus is on parts of these systems such as
institutions. At the micro level, individuals are analyzed along
with their actions, decisions, and relationships.

At the macro level, the experts called for laws, norms, and
regulations to be adapted to new needs. The financing of
technical solutions and the setting of financial incentives for
the further development of technical solutions must be made
possible by political decision-makers. Education and training
must also be comprehensively filled with new content at this
level. For example, robotics and eHealth should be part of the
curriculum. Such new guidelines could be developed by national
groups with an international focus. The experts also saw a need
for social change. A broad discussion on the desired care of the
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future was needed with the aim of defining values that are
important to society.

With regard to the meso level, institutions will have to introduce
several changes for a positive health care scenario to succeed.
The experts recommended bringing together information from
Switzerland, Germany, and Austria to gain an overview. An
exchange of information would create a network that could help
to deal with the complexity of the sectors and the requirements
of interoperability. Health care professionals should use this
network as well as scientists. The experts also stated that
institutions should set up experimental wards where health care
professionals and developers can explore and test specific
applications. This coordinated development with innovation
labs and simulation centers could generate positive examples
for practice and training. Moreover, cocreation was seen as the
best way to develop new solutions for the future. Feedback
between science and practical experience was seen as helpful
to fine-tune possible solutions. In exploring the potential uses
of robotics, experts considered the scientific study of the impact
of robots on patient well-being and health as essential.

At the micro level, the experts saw a great need for
empowerment of professional caregivers and patients.
Professional caregivers would need to understand why changes
in health care can enhance the value of their jobs. This can be
achieved through sensitization and qualification, combined with
participation and transparency. At several points in the
discussion, the question arose as to which tasks could be
performed by robots. In the experts’ view, this indicates the
need for a clearer definition of the professional caregivers’
profession as distinguished from other professions.

Challenges at all levels were seen in users’ unrealistic
expectations, the possibility of collective standardization, and
negative attitudes toward technology in the process of
development. Communication might be another challenge.
People of different professional groups need to find a mutual
language to work together. The awareness of this fact is
important for a successful work process.

Discussion

Principal Insights
During the workshop, the acceptance of robots, changes in the
organization of work resulting from the use of robots, and new
ethical and legal requirements were the main topics of discussion
raised. These topics were also identified in a previous study as
central challenges in the introduction of robotics [31]. The
discussions were stimulated by the possible visions of the future.
Ultimately, the experts spoke in favor of a future in which
professional caregivers are supported by robots. The experts
considered this scenario to be both the most desirable and the
most probable.

The experts’opinions regarding the most probable and desirable
future scenario are in accordance with the results of other
international studies. First and foremost, a similar sentiment
was expressed in a workshop with 25 Australian research or
health care experts regarding future prospects on the subject of
digital health. The scenarios developed by the participants,

which represented their wishes and ideas for future care,
included the use of robots as a support for older people to
maintain independence and health (interaction, housework,
transmission of health data) as well as the use of robots in the
field of public health care and diagnostics [32]. In addition, it
is important to consider that the visions of the future described
by the experts in the workshop coincide with the desires of
health care professionals and trainees that have been collected
in studies. For example, in one study, professional caregivers
most frequently named the desired use of robots in the areas of
play, occupation, and activity; support for functional mobility;
and in the supply/disposal of materials [33]. In another study,
medical and nursing students (N=178) described a desire to use
robots to remind the elderly to take medication, monitor their
health, and promote physical and mental exercise [34].

The topic of acceptance was a particularly prominent focus of
the discussion during the workshop. The experts believed that
user acceptance is decisive for further implementation. In this
case, the users are the professional caregivers but also the care
recipients. From the experts’ perspective, both groups should
receive the necessary education and information to be able to
assess and understand robotics and thus increase acceptance.
Acceptance is also named in the literature as the decisive factor
for the use of robotics [35] and is therefore discussed more
intensively below.

The acceptance of robots must be considered separately for
different user groups. First, we consider whether and how robots
are accepted by the older population. A review of the use of
robots in therapy and care found that robots were perceived
positively by the older population [36]. They felt safer because
the robots were able to detect emergency events. In addition,
the potential of robots to improve social skills of the users or
to alleviate loneliness and isolation was evaluated positively by
older people. However, this positive acceptance of robotics is
also accompanied by various fears: people named the fear of
losing human contact, being deceived by robots with regard to
their abilities, and the fear of infantilization by using robots as
toys [36].

Second, the acceptance of users working together with robots
is considered. For instance, in a review on the social acceptance
of robots in different professional fields, 336 articles were
extracted from four databases [37]. After consideration of the
exclusion criteria, 39 articles remained to be included in the
review. In general, the review for the health and social services
sector indicated a much more positive basic attitude toward
robots than in other sectors. However, the studies also found
that people who had no experience with robots more often had
a negative attitude toward robots [37].

Third, acceptance must also be considered in relation to the
respective field of activity and the degree of decision-making
power. The concerns of experts regarding automated decisions
of robots that lead to care that is not value-congruent or not
desired by patients could be similarly considered. Poulsen and
Burmeister [38] tested a new framework for care robots: the
robot should be able to provide value-sensitive, individually
adapted patient care. The study investigated the willingness of
the end users to trust the decisions of the artificial intelligence.
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They described different scenarios of care for elderly people
with robotic support, which were linked to personal values
(autonomy, respect, dignity, privacy, independence, social
connectedness) of the person. In the first phase of the study, the
interviewed experts (N=4), including a registered nurse, a
robotics academic, a computer ethicist, and a computer scientist,
were able to see how the robot behaved differently in the same
situation depending on which of the values was the most
important for the person receiving care. The same scenario was
shown several times, but with the supervised person giving a
different rating of the personal values. For example, a person
who was particularly concerned with autonomy would ask for
help at a later time than a person who had rated this value as
less important. Three of the four people subsequently stated
that they considered the robot’s care to be value-sensitive and
that this would enable them to receive good and individual care.
In the second phase of the study, subjects (N=102) were shown
two of the scenarios from phase 1 in a slightly adapted form.
After each value had been changed, a questionnaire was
administered to assess whether the participants would accept
the decisions of the robots and use them in their daily lives. In
addition, it was asked how trustworthy the users rated the robot
outside the scenarios. The participants rated the robot as
trustworthy for the scenarios in the questionnaires (50/102
questionnaires were completely filled out). However, in
considering the supply chain beyond the given scenarios, the
majority of respondents (66%) were not prepared to trust the
robot if they were not clear about how decisions are made. In
addition, 82% of the respondents indicated that they would like
to have the ability to change the way the robot makes decisions
[38]. This shows that the willingness to trust a robot is strongly
dependent on how comprehensible and controllable its decisions
are.

In summary, from these studies, people generally have a positive
attitude toward robots and want to interact with them. A review
on the acceptance of robots supports this statement [39].
Nevertheless, the field of health care should be evaluated with

high sensitivity and there is a need for further research to fully
understand crucial factors for the acceptance of robots.

Conclusion
Health care that is characterized by the combination of robotics
and humans has great potential to support the independence of
care recipients, improve health outcomes, and relieve the burden
for caregivers. There are already some approaches to support
professional caregivers with technology. The results of this
workshop show that technology-supported care is the care of
the future favored by experts. To determine the exact
characteristics of this type of care in the future, it is necessary
to ascertain the wishes of society in the German-speaking
countries in addition to the wishes of the experts. It is also
necessary to adapt the legal regulations to create incentives for
technical progress, legally define the necessary competencies
for the professional caregivers, and implement them in education
and training with the help of suitable teaching materials [40,41].

Future research should focus on what society, and in particular
those in need of care, demand for the care of the future.
However, the perspective of professional caregivers is also
critical to development. One review pointed out that existing
studies on health care workers’perceptions have mainly focused
on the impact robots might have on their patients rather than
on themselves [42]. Moreover, the development of assistive
technologies within the framework of scientific projects should
be carried out in multidisciplinary teams with the involvement
of users in the sense of co-design [43-45]. The co-design process
can help to increase the acceptance in society and thereby also
of the users, and to develop the technology oriented to the needs
of the users [46].

Thus, care recipients are enabled to use technical support in
their everyday lives. In addition to the already existing research
in the field of eHealth literacy and technology acceptance, it is
crucial to develop approaches for the training and education of
society adapted to the scenarios of the future and the respective
settings.
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Abstract

Background: In the era of big data, artificial intelligence (AI), and the Internet of Things (IoT), digital data have become
essential for our everyday functioning and in health care services. The sensitive nature of health care data presents several crucial
issues such as privacy, security, interoperability, and reliability that must be addressed in any health care data management system.
However, most of the current health care systems are still facing major obstacles and are lacking in some of these areas. This is
where decentralized, secure, and scalable databases, most notably blockchains, play critical roles in addressing these requirements
without compromising security, thereby attracting considerable interest within the health care community. A blockchain can be
maintained and widely distributed using a large network of nodes, mostly computers, each of which stores a full replica of the
data. A blockchain protocol is a set of predefined rules or procedures that govern how the nodes interact with the network, view,
verify, and add data to the ledger.

Objective: In this article, we aim to explore blockchain technology, its framework, current applications, and integration with
other innovations, as well as opportunities in diverse areas of health care and clinical research, in addition to clarifying its future
impact on the health care ecosystem. We also elucidate 2 case studies to instantiate the potential role of blockchains in health
care.

Methods: To identify related existing work, terms based on Medical Subject Headings were used. We included studies focusing
mainly on health care and clinical research and developed a functional framework for implementation and testing with data. The
literature sources for this systematic review were PubMed, Medline, and the Cochrane library, in addition to a preliminary search
of IEEE Xplore.

Results: The included studies demonstrated multiple framework designs and various implementations in health care including
chronic disease diagnosis, management, monitoring, and evaluation. We found that blockchains exhibit many promising applications
in clinical trial management such as smart-contract application, participant-controlled data access, trustless protocols, and data
validity. Electronic health records (EHRs), patient-centered interoperability, remote patient monitoring, and clinical trial data
management were found to be major areas for blockchain usage, which can become a key catalyst for health care innovations.

Conclusions: The potential benefits of blockchains are limitless; however, concrete data on long-term clinical outcomes based
on blockchains powered and supplemented by AI and IoT are yet to be obtained. Nonetheless, implementing blockchains as a
novel way to integrate EHRs nationwide and manage common clinical problems in an algorithmic fashion has the potential for
improving patient outcomes, health care experiences, as well as the overall health and well-being of individuals.
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Introduction

The blockchain concept was first described 3 decades ago and
was meant to be used as a digital timestamp for documents to
prevent tampering, functioning somewhat like a notary.
However, it did not develop significantly and went largely
unnoticed until the global financial crisis. In 2008, the
blockchain revolution began when Nakamoto pioneered and
crystallized it by releasing his whitepaper [1] followed by his
cryptocurrency called Bitcoin, offered as an open-access
protocol to the public.

Blockchain is considered one of today’s important
ground-breaking technologies. The question is what makes
blockchain so unique and useful.

In simple words, it provides digital trust and transparency,
something that has not only been seriously lacking in the digital
world but is also posing major challenges in an era of increased
dependence on electronic data, along with viewing the shift
toward digitization and substituting other traditional methods
of data storage as a glorified goal. A caveat that needs to be
considered is that many digital health start-ups have failed,
given their inability to convince the investors and users or
because of using older technologies that become outdated by
the time a completely digital health system is established.

The security of digital data, and the fact that it can be
manipulated, tampered with, and purposefully hidden to suit
the parties of interest, can be quite an alarming thought. Security
concerns have led to resistance toward the use of electronic
cloud-based data. However, using blockchain technology can
potentially provide a breakthrough.

We will evaluate cases involving 2 patients in typical yet
different clinical scenarios and then analyze the role of
blockchains in the management of these patients.

Chenoa is an 8-year-old girl from Cheyenne, Wyoming, who
was recently diagnosed with acute lymphoblastic leukemia. Her
parents were farmers and there was no large tertiary care center
in town that could provide treatment for life-threatening cancers
with aggressive chemotherapy. They traveled to Colorado to
obtain specialized care as recommended by their local
hematologist. She received all her initial treatments in Denver,
followed by a stem cell transplant from her elder brother as the
donor after receiving massive radiation and chemotherapy for
the transplant. Moreover, 4 months posttransplant, there was
no evidence of leukemia or rejection (graft-versus-host disease),
and they return to Cheyenne to celebrate their cancer conquest
with the rest of the Cherokee tribe. A month after returning,
Chenoa develops high-grade fever and is diagnosed with an
extremely low white blood cell count along with a relapse of
her leukemia at the local hospital. Immediate transfer to the
transplant center in Colorado is recommended.

Khaled is a 58-year-old retired banker and an ex-smoker who
lives in Dearborn, Michigan, with hypertension, coronary heart
disease, and chronic kidney disease for which he undergoes
hemodialysis thrice a week and is on the renal transplant list
for a transplant. He is divorced and single; however, his
daughter, who lives in Cleveland (Ohio), frequently visits him.
He was recently diagnosed with heart failure; given the
precarious health system and lack of caretakers in Dearborn, he
is temporarily planning to move to his daughter’s house.

The above 2 examples characterize the real-world scenarios
within the United States, a developed country; despite incurring
some of the highest health care costs, the United States has a
disjointed health care system as far as digital health is concerned.
Given the impediments and complexities in the US health care
system, errors and wastage within the health ecosystem can
directly affect patient outcomes like those of Chenoa and
Khaled.

Chenoa’s transfer was delayed given that she became
increasingly unstable, as her infection led to septic shock.
Though intensive care unit (ICU) management was optimum,
and she was receiving multiple antibiotics and vasopressors,
hopes for her stabilization and transfer to Denver were
diminishing. A couple of days prior to hospital admission,
Chenoa was taken to another local hospital because of fever
and flu-like symptoms, where she was given an outpatient
prescription of antihistamines. Though her transplant team had
instructed the parents to telephone them for any issues, this was
a very minor issue, and not entirely unexpectedly, the local
physician in the community did not realize the depth of the
immunosuppressive state that Chenoa exhibited. A week after
highly aggressive treatment in the ICU, Chenoa died of multiple
organ failure due to sepsis.

Khaled’s story had a different twist; his daughter made a hasty
decision to take him to Ohio, but he deteriorated quickly. She
had to take him directly to a large tertiary care center in
Cleveland where the emergency room doctors evaluated and
triaged him appropriately and were relentlessly trying to obtain
medical records from Detroit where Khaled’s doctors were
located. He went into cardiac arrest twice within a few hours
of arrival and cardiopulmonary resuscitation was stopped after
a prolonged effort following discussions with his daughter, as
it seemed futile.

Fortunately, most of the patients in the United States do not
exemplify the above cases; however, similar issues routinely
occur given the lack of trustworthy and secure digital
infrastructure for health care. Many questions arise after the
death of Chenoa and Khaled, the most essential of which is
whether there was a medical error on the side of the individuals
or the health care ecosystem, which led to their fatal demise (
eg, were these deaths preventable?).
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We provide a systematic review of literature on the novel health
care ecosystem focusing on blockchains and then consider the
cases of Chenoa and Khaled based on the current data.

Methods

Literature Search
The authors searched through the literature using the terms
“blockchain” and “healthcare” based on Medical Subject

Headings to identify related existing work. The inclusion criteria
were focused on studies related to health care and clinical
research; a working framework was proposed as well as
implementation and testing with data. Exclusion criteria are
presented in Figure 1.

Figure 1. Systematic review outcome. MeSH: Medical Subject Headings, IEEE: Institute of Electrical and Electronics Engineers.

The literature sources for this systematic review were PubMed,
Medline, and the Cochrane library in addition to a preliminary
search of IEEE Xplore, which had works with a technical focus
rather than a health care outcome focus.

Reviewers created a data extraction sheet and identified the
required data, and 31 full-text studies were critically evaluated;
among these, 9 studies were finally selected, and they are
summarized in Table 1.

First, we provide an overview of the essential elements of
blockchains for readers and then explain the specific
methodology in detail.

Overview of Blockchain Technology
The 3 pillars of blockchain technology that make it a
revolutionary technology are decentralization, transparency,
and immutability. A block is a virtual data storage unit that
holds records, transactions, or other means of data. Each block
is chronologically linked to the previous blocks using
cryptography; once a block is created, it is permanently stored
on the blockchain and cannot be modified or removed, thus
becoming immutable. If one wishes to update a network node,
make another transaction, or add new data, a new block must
be added to the chain; all the previous blocks will still be

unchanged and visible. Another aspect of a blockchain is that
it is a decentralized database using the distributed ledger
technology, which simultaneously stores a full replica of the
data on multiple nodes, unlike most other data management
technologies where data storage is centralized, meaning that it
is stored at a single location, mostly on a single server or
mainframe computer [2].

The immutability of a blockchain is attributed to different
factors; each block has an autogenerated header, which has a
unique identification and a timestamp. The block also has a
hash key, which is the header of the previous block. Therefore,
all blocks are interlocked within their respective blockchains.

Once a verified permissioned node (node C) wants to add new
data or make a transaction, a request is sent to all associated
blockchain nodes to verify that the content of node C’s
blockchain matches the content of all the other nodes (nodes
A, B, etc). In addition to ensuring a complete match of all the
block headers, a unique signature header will be generated for
the new block. The new block is added to the blockchain only
after the approval of the node.

Blockchains may be permissionless (public), permissioned
(private), or sometimes hybrid, as described below. Public
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blockchains allow any user to join, view, and add data to the
ledger, which offers maximal transparency. However, private
blockchains allow only those with access to interact with the
network and are usually controlled and maintained by a single
organization offering superior privacy and scalability compared
to public blockchains. Finally, in consortium-based blockchains,
which are hybrids of the other 2 types, the configuration for
viewing and writing access is determined by a group of
organizations or entities.

Based on this general overview of blockchain technology, we
present the salient features of blockchains, which include
cybersecurity, applications, and various domains associated
with them.

Results

The results of this systematic review alluded to a wide variety
of applications for blockchains and various technical differences
in the methods used to establish a blockchain [3-10]; a summary
is provided in Table 1.

All the studies pertained to electronic health records (EHRs),
clinical trials [6-8], or device integration using Internet of Things
(IoT) [3,5,9,10].

Researchers at the Chinese Institute of Physical Science have
proposed a model called Med-PPPHIS, which combines
permissionless and permissioned blockchains, aiming at a
closed-loop method for chronic disease management; the authors
used Med-PPPHIS for national physique monitoring and
scientific exercise guidance using various self-invented IoT
medical devices such as health parameter assessment tools,
athletic and functional performance assessment devices,
wearable heart rate monitors, and intelligent fitness equipment.
The blockchain was tested by 25 virtual machine simulations
over 500 nodes, with results revealing superior security, higher
data transmission rates, and low latency [3]. Another method
was used by Hylock and Zeng et al, in which they used a
proof-of-concept tool to extensively test all the 16 configurations
of their proposed framework in a variety of scenarios, and they
demonstrated results similar to the above study [4].

The blockchain was integrated with IoT devices for evaluating
and monitoring essential tremor disease; herein, patients were
able to use their smartphones to report their location and activity,
self-evaluate their disease activity, and log aggravating and
relieving factors, in addition to the data from their smartwatches
and multiple air systems, providing a holistic view of their
disease status. The authors concluded that blockchains resulted
in increased efficiency, scalability, decreased cost, and flexibility
in data access management [5]. Other studies have employed

IoT devices and blockchains for patient monitoring [9,10]. They
have created systems that can analyze and manage medical
sensor data as well as send alerts based on patient-customized
threshold values and abnormal patterns using smart contracts
while simultaneously integrating the data into the patients’
EHRs.

The last 3 studies [6-8] focused more on the application of
blockchains in biomedical research and clinical trials providing
proof-of-concept frameworks featuring customized smart
contracts, which allowed for more control over data access
depending on researcher privilege levels and patient-controlled
authorization. Researchers have also incorporated additional
security measures such as biometric verification for physician
access. Additionally, blockchains have been used as a solution
for continuous trial monitoring by clinics, financial sponsors,
and participants.

Blockchains are instrumental in many clinical and research
domains. Therefore, some governments are exploring the option
of having a nationwide blockchain for the EHRs of all their
citizens. Estonia is the first country in the world with a digital
health care ecosystem for EHRs based on blockchain technology
and has provided the world with a model for data integrity and
efficiency. Some other countries are in the process of adopting
blockchains at the macroscopic level to reduce health care waste,
increase efficiency, and ultimately improve outcomes. However,
besides the conventional risks of technological failure,
scalability remains a challenge; for instance, conducting 800
transactions per second for hyperledgers using blockchains to
store continuous telemetry data is not yet practical. Nonetheless,
researchers hope that with the current advances in technology,
specific solutions for storage optimization and redesigning of
blockchain will be available soon [11]. One additional study
[12] evaluated the performance of a blockchain-based online
machine learning tool available on the internet called
ExplorerChain, which uses 3 separate and different data sets
(myocardial infarction, cancer biomarkers, and length of
hospitalization). The study concluded that the performance of
ExplorerChain was as good as the central server–based
algorithm while providing the benefits of a distributed model.
Nevertheless, the tradeoff with some of those benefits was the
cost of efficiency. However, with the rise of supercomputers,
the costs associated with running a blockchain are likely to
decrease over time.

Let us return to the unfortunate cases of Khaled and Chenoa.
Imagine that they lived in a digitalized nation (ie, a smart
country as opposed to a smart city), where all the EHRs were
on a private or a consortium-based blockchain.
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Table 1. Summary of data extraction results.

Method (blockchain

interface and IoTa de-
vice)

FeaturesImplementationPlatform or modelTitleReference

Web portal and most-
ly self-developed
medical IoT devices
such as health sign
monitoring equip-
ment, heart rate moni-
tor, and intelligent fit-
ness equipment

Chronic disease manage-
ment target; scientific and
personalized exercise pre-
scriptions (electronic pre-
scriptions), providing users
with safe, effective, and
private scientific health
guidance for the manage-
ment of chronic diseases

Chronic disease
management:
physique monitoring

Med-PPPHIS and Med-
DLattice blockchain

Med-PPPHIS: blockchain-
based personal healthcare in-
formation system for national
physique monitoring and sci-
entific exercise guiding

Zhou et al [3]

Web portalSmart contracts, proxy re-
encryption, revocable ac-
cess, and patient-centered
framework

Patient-centered
blockchain frame-
work

HealthChainA blockchain framework for
patient-centered health
records and exchange
(HealthChain): evaluation and
proof-of-concept study

Hylock and
Zeng [4]

App; wearable de-
vices (Pebble smart-
watch) and stationary
air quality sensors

App allowing users to re-
port their location, activity,
and tremor level; self-
evaluation of the disease
and other factors related to
the disease, such as medi-
cation and alcohol con-
sumption

Remote diagnosis of
essential tremor dis-
ease

IOTA tangleAccelerating health data shar-
ing: a solution based on the
Internet of Things and dis-
tributed ledger technologies

Zheng et al [5]

Web portalPrivate blockchain, smart
contracts, biometric verifi-
cation of physicians, and
patient-controlled data ac-
cess

Patient-reported out-
comes for trials;

EHRb sharing

Applying blockchain technol-
ogy for health information
exchange and persistent mon-
itoring for clinical trials

Zhuang et al
[6]

iPhone (iOS) appSmart contracts, public
code for app recreation,
and geolocation sharing

Biomedical researchOasis Devnet/EthereumBuilding a secure biomedical
data sharing decentralized app
(DApp): tutorial

Johnson et al
[7]

Web appSmart contracts and medi-
ated data access based on
patient-granted permis-
sions

Clinical trialsBlockTrial/ Ethereum
protocol

Using blockchain technology
to manage clinical trials data:
a proof-of-concept study

Maslove et al
[8]

App; pulse oximetry
device, body tempera-
ture sensor, and room
temperature sensor

Smart contracts, off-chain
storage, and Ethereum-
based system users includ-
ing patients, doctors, phar-
macists, and insurance
companies

Remote patient
monitoring

DApp/Ethereum protocolProof of concept of scalable
integration of Internet of
Things and blockchain in
healthcare

Satamraju and
Malarkodi [9]

App; medical IoT de-
vices

Smart contracts, custom
threshold values for alerts,
Oracle (master device to
control smart contacts),
and integration with EHRs

Automated patient
monitoring

DApp /Ethereum proto-
col

Healthcare blockchain system
using smart contracts for se-
cure automated remote patient
monitoring

Griggs et al
[10]

Distributed servers
using internet-based
machine learning

iDASH private

HIPAAc-compliant com-
puting environment net-
work; applied on 3 differ-
ent data sets including my-
ocardial infarction, cancer
biomarkers, and length of
hospitalization

Blockchain com-
bined with artificial
intelligence for
health care and ge-
nomics; predictive
model training

ExplorerChainExpectation propagation logis-
tic regression on permissioned
blockchain (ExplorerChain):
decentralized online health-
care/genomics predictive
model learning

Kuo et al [11]

aIoT: Internet of Things.
bEHR: electronic health record.
cHIPAA: The Health Insurance Portability and Accountability Act of 1996.
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Discussion

Cybersecurity
EHRs play a vital role in providing smooth, safe, and efficient
health care delivery. As many countries do not currently possess
a unified health care system, data sharing and interoperability
(in a secure manner) become essential for providing patients
with the best care. However, this has been a major issue in
current health care management systems. Data are one of the
most valuable commodities; since the increased reliance on
digital systems, cybercriminals have adjusted their methods
owing to huge financial incentives, especially through selling
the identifying data of people. Thus, medical records are
currently worth more than social security numbers on the black
market, as they include the date of birth, home addresses, contact
data, health data, and other sensitive data. EHR data can be
employed for various criminal activities like identity frauds,
insurance frauds, phishing, and ransomware, leaving the patients
compromised and susceptible to harm [13]. Cyberattacks on
hospital systems have increased worldwide in the past decade;
such attacks not only impede health care delivery and cause
financial losses but also affect patients' trust in medical providers
[13,14].

In 2018, a cyberattack on SingHealth (Singapore Health
Services) compromised the records of 1.5 million patients [15];
it is considered one of the biggest data breaches in Singapore
and worldwide. It has stirred considerable controversy about
the security of patients’ data and the reasons behind not
implementing any significant measures for changing the EHR
data systems. Compared to the conventional methods of EHR
storage, a blockchain is a potentially secure and an immutable
method for data storage and management owing to its
decentralized nature. This means that the latest version of the
chain is replicated, sent, and widely distributed in a huge
network of nodes; there are no weak links for hackers to breach.
Each block has a key of its own, in addition to having the hash
key of the previous block. Once a transaction request has been
made by a user, the blockchain protocol requests the network
nodes to verify the validity of the entire blockchain content.
This in turn means that unless the networks nodes verify that
the current version of the chain is identical to theirs and approve
the transaction, it cannot be added to the chain [16,17].

Furthermore, the transaction validation uses cryptominers, which
are nodes that possess specialized hardware and software
capable of solving energy-intensive cryptographic puzzles. It
would be extremely difficult for someone to gather enough
computing power to hack the blockchain database by altering
the ledgers. The larger the blockchain, the more distributed it
is, the more enormous is the computing power required for
hacking, and the more secure it becomes [16,17].

Finally, digital signatures are employed to verify the identity
of those who wish to access or add data to the blockchain.
Additional features such as hardware security modules (HSMs)
can be added as an additional layer to further enhance the
protection of the patients’data. HSMs are specialized hardware
devices that are used to guard highly sensitive data. An HSM
acts as a trusted network node that performs several
cryptographic processes such as key generation and
management, as well as encryption and decryption of digital
signatures. HSMs are usually placed in a secure physical
location and cannot be accessed, thereby making them highly
tamper-resistant systems [18].

Applications and Domains of Use in Health Care
Blockchain technology has thrived in many industries ranging
from banking to supply chain management. It is predicted to
have a major impact on the health care industry. According to
the forecast report for 2018 to 2023 provided by Market
Research Future, the global blockchain market is predicted to
expand exponentially.

Fundamentally, from a patient’s perspective, the potential role
of a blockchain in developing a patient’s personal health record
could be significant. The patient-facing applications of this
technology would benefit from one window and one operating
system for the personal health records, out-of-pocket costs,
covered versus uncovered services, clinical trial searches,
consenting for clinical trials, and “omics” data interpretation.

The review focuses on 5 main areas in which most health
care–related implementations fall under remote patient
monitoring (including IoT devices), EHRs, patient-centered
interoperability, clinical trial data management, and
monetization, as shown in Table 2 and Figure 2. The potential
application areas of blockchain technology in health care are
depicted in Figure 3.
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Table 2. Areas of blockchain implementation.

Blockchain technology featuresApplication area

Electronic health record management • Patient-reported outcomes
• Consent

Patient-centered interoperability • DNRa orders
• Instantaneous data access and interoperability

Remote patient monitoring • Patient-mediated and controlled record access
• IOTb-enabled monitoring of vital signs, glucose, and other parameters
• Disease surveillance and outbreak management

Clinical trial data management • Increased RCTc data transparency and quality
• IOT-generated clinical research data
• Smart contracts applying data specifications and incentives

Monetization • Revenue cycle management
• Clinical trial budgets

aDNR: do not resuscitate.
bIoT: Internet of Things.
cRCT: randomized control trial.

Figure 2. Illustration of blockchain usage in health care.
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Figure 3. Areas of Blockchain utilization in healthcare.

The IoT Concept, Blockchain, and Clinical Trials
The integration of blockchains with other technologies such as
artificial intelligence (AI), IoT, and big data management can
be highly effective and act as a catalyst for innovation and
increased efficiency, which is invaluable for the interpretation
and management of data.

IoT refers to a world where people, things, and devices are all
connected through the internet, allowing them to collect and
exchange data seamlessly over the network. From coffee
machines, wearable devices, and sensors to home security
systems, IoT will likely change the way people live because 5G
wireless technology (with high bandwidth and low latency) is
becoming readily available. All the data streamed over the
network can interlock without the need for human interactions.
Future smart cities are based on IoT devices and applications.
Additionally, it has been gaining considerable attention from
stakeholders, investors, and various organizations owing to its
unlimited application possibilities [19-21].

Data from sensors and wearable devices can revolutionize the
way health care is viewed and delivered, especially in an era of
patient-centered care, precision medicine, and individualized
health care delivery. IoT can transform the approach to health
care and take patient-centered care to a new level, where people
can take charge of their health, providing patients and physicians
with invaluable continuous real-time data about the
physiological state and well-being of patients, ranging from
data such as the heart rate, temperature, or sleeping habits to

biochemical marker measurements in biofluids through various
biosensor technologies, as well as sending alerts when certain
thresholds are crossed or abnormal patterns are detected [22-27].

Using IoT technology in conjunction with blockchain technology
can maximize its efficacy and potential uses. The massive
amounts of various data streamed through different IoT devices
can be used to collect large amounts of invaluable data for
researchers to analyze and interpret. It could also be useful for
data-hungry AI technology companies, public health
surveillance, monitoring of disease outbreaks (eg, for monitoring
COVID-19), epidemiology, and patient-oriented outcomes
[28-33].

AI has been one of the key catalysts in health care innovation;
for instance, researchers at the Massachusetts Institute of
Technology made a ground-breaking discovery of a new
antibiotic using AI technology through a trained deep learning
model that was able to produce a powerful wide-spectrum
antibiotic called Halicin [34]. However, one of the most critical
shortcomings of AI and a crucial component for achieving
revolutionary benefits is the requirement of tons of data for
training its models to produce accurate and useful outputs. The
combination of AI, IoT, and blockchain technologies can be
powerful, where IoT devices provide the data (input),
blockchains facilitate their transmission to various machine
learning, and deep learning models can translate these data into
extremely useful outputs. Some of the newer developments in
machine learning are significantly driving blockchains to be
better integrated with AI in the health care field. This enables
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improvements in the security, privacy, functionality, and
operational aspects of blockchain technology for health care
applications [12,35,36].

Clinical Scenarios, Potential Applications, and
Conclusions
If Chenoa had IoT devices that could monitor her vital signs
(particularly temperature) 24/7 and the information was
transmitted live via a blockchain to live monitors powered by
machine learning algorithms, then her temperature fluctuations
and trends would have prompted a return to the transplant center
much sooner. Although research on nanotechnology and
IoT-based sensors for detecting cancers (or relapses) is in its
infancy, IoT devices for monitoring vital signs have already
proved their effectiveness in monitoring patient physiology.
Moreover, if Chenoa’s EHR was available to all the treating
clinicians across the country via a blockchain, it may have
triggered a sense of urgency in the local physician treating her.

For Khaled, having his EHR not readily available to a treating
emergency room physician is perhaps a classic example of a

disjointed medical ecosystem. If there are IoT devices detecting
potassium, oxygen, and vital signs in a heart failure patient,
they could be instrumental in saving the lives of many patients
with heart and kidney diseases. Moreover, having a living will
and information on the power of attorney on a blockchain could
be very helpful in certain end-of-life cases as well. Finally, for
the hundreds of thousands of patients participating in clinical
trials, informed consent on a blockchain could be very beneficial
for the trial sponsors, ethics boards (eg, institutional review
boards), and patient care providers.

Thus, the potential benefits of blockchains are limitless;
however, concrete data on long-term clinical outcomes based
on blockchains powered and supplemented by AI and IoT are
yet to be achieved. Nonetheless, the implementation of
blockchains as a novel way to integrate EHRs nationwide and
manage common clinical problems in an algorithmic fashion
has the potential of saving thousands of lives like those of
Chenoa and Khaled.
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Abstract

Background: According to the World health organization (WHO), more than 1 million sexually transmitted infections (STIs)
are acquired each day across the world. The incidence rates of STIs in the United States are at a record high for the fourth
consecutive year. Owing to the stigma associated with the incidence of STI, there is a general reluctance to seek information in
person. Instead, web-based information sources remain the primary avenues of information-seeking. However, these sources are
designed without a comprehensive understanding of the information needs of individuals who have contracted STIs.

Objective: This study aimed to investigate the information needs of individuals who have or suspect they have contracted an
STI. A better understanding of their information needs can drive the design of more effective digital interventions.

Methods: This is a qualitative and analytical study of 549 transcripts (consisting of queries posted over the last 10 years) from
web-based forums of the American Sexual Health Association (ASHA), which allows patients, volunteers, and health care
providers connect anonymously. The analysis follows a grounded theory (GT) approach with multiple coding stages to uncover
categories and themes.

Results: Three categories of information needs emerged. The first two, clinical and logistical, are similar to other contexts.
However, our analysis shows that there is a significant need for the last category—psychosocial information. Approximately 59%
of instances are linked to concerns such as confusion, discretion, remorse, and others. These needs vary across the stages of a
patient’s journey from symptom manifestation to treatment maintenance.

Conclusions: Responding to the needs of individuals who have or suspect they have contracted an STI requires compassionate
and personalized responses (beyond factual clinical and logistical information). Web-based forums provide anonymity but do
not adequately incorporate mechanisms, practices, or incentives to respond to diverse psychosocial concerns. Innovative approaches
to add such support can make the digital interventions more effective for this group of individuals.

(J Med Internet Res 2021;23(11):e30125)   doi:10.2196/30125

KEYWORDS

information needs; sexually transmitted diseases; patient journey maps; health information seeking; stigmatizing disorders; online
forum; sexually transmitted infection; American Sexual Health Association; grounded theory; stigma
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Introduction

Background
The incidence of sexually transmitted infections (STIs) remains
high across the globe and within the United States [1,2].
According to a report released in January 2021, the US Centers
for Disease Control and Prevention estimated that on any given
day in 2018, one in 5 people in the United States had an STI
[3]. Consequences include acquiring HIV, mother-to-child
transmission resulting in stillbirth, congenital deformities, and
other complications such as cervical cancer [4]. Within the
United States, the annual cost of treating and managing STIs is
estimated to be more than US $16 billion [5].

Despite this scale and such severe consequences, many
individuals who have or suspect they have contracted an STI
do not readily consult their physician. Owing to the stigma
associated with the incidence of STIs, their primary source of
information appears to be web-based forums, where they can
anonymously seek information from other patients, volunteers,
and health care providers [6]. These forums facilitate questions
and answers while protecting the identity of individuals.
However, individual contributors and designers of these forums
do not appear to possess an understanding of the information
needs [7] of this population.

In this paper, we developed an in-depth understanding of the
information needs of individuals who have or suspect they have
contracted an STI following a grounded theory (GT) approach.
The analysis relies on secondary data (queries posted) on a
web-based forum. The results are described as categories of
information needs associated with stages of the patient journey.
The results are important because they inform our understanding
of how individuals search for information about taboo-ridden
disorders; and they are useful because they can inform the design
of digital interventions in response.

Rationale
Information-seeking describes an individual’s conscious effort
to acquire information in response to a need or gap [8]. An
information need emerges from the realization that one’s
knowledge is insufficient to satisfy a goal at hand and then
culminates in locating information that contributes to
understanding and meaning [9]. Information-seeking is a
complex phenomenon characterized by the interplay of seekers’
personal needs, learning styles, available resources, and affective
components, among others [10]. It begins when one realizes
the need for information and ends when that need is believed
to have been satisfied [11].

Health information–seeking has been defined as a
“problem-focused coping strategy … adopted by individuals as
a response to a threatening situation” [12], which may also
include “the urge to confront oneself with the threatening
situation by means of seeking more information about it” [13].
The problem is important because health care providers as well
as researchers are interested in understanding “how and why
individuals obtain health information, where they go to retrieve
such information, what particular types of information they
prefer, and how the health information sought is used” [14].

Much prior scholarship points out that information needs can
vary on the basis of the disease or condition. In addition to
clinical information like symptoms and treatments; individuals
may also seek emotional support, anonymity, and privacy,
especially for conditions (such as STIs) whose incidence invokes
stigma [15,16]. In these cases, individuals answering the
questions (physicians) may also prefer anonymity. Researchers
have attempted several innovative techniques to encourage a
more open dialogue with patients with STIs about their
information needs. In addition to the traditional methods such
as focus groups and structured interviews, novel techniques
such as concept cards [17], photo-based projective techniques
[18], computer-assisted video elicitation [19], and vignettes
[20] have been used. However, the success of these methods is
associated with the facilitator’s skills and can generate
incomplete or incorrect outcomes [21]. Consequently, eliciting
and understanding the information needs of a patient with an
STI remains a challenging endeavor. This is the precise
challenge we undertake in this study.

Methods

Methods Overview
We used a GT approach relying on secondary data analysis [22].
Use of secondary data sources in GT approaches is quite
common. Following the idea that all is data, grounded theorists
have used a variety of sources such as documents [23], text, and
transcripts of written material [24,25]. However, 2 issues assume
importance when conducting a GT approach using secondary
data. First, the secondary data source should be rich in terms of
volume and diversity to develop a generalizable theoretical
framework. Second, the researchers should use contextual
positioning [26] to collect the data for analysis, which involves
approaching data reflectively to establish the context. In this
study, we address both these issues, as described in the following
sections.

We adopted a GT approach because it is appropriate for
deciphering shades of meaning, implied pointers, and included
efforts to traverse between an utterance or a phrase or sentence
to the larger context of the discourse. We considered the
possibility of automated analyses, which offers scale and
efficiency, but decided not to pursue it because, in its current
level of maturity, automated analysis may not produce as
conceptually rich observations as GT. Such methods also require
significantly larger data sets and may lead to spurious
correlations at lower volumes of data.

As a descriptive approach that emphasizes the discovery of
central concepts, GT is well suited to uncover the information
needs of patients with STIs. GT is also a good fit because of a
lack of prior theoretical work that explains the information needs
of individuals who are affected by a taboo-ridden condition
such as an STI. Although much prior work [27,28] has discussed
patients’ information needs at a more general level, it has not
accounted for the unique challenges that the stigmatizing
disorders (such as STIs) present. When applied rigorously, GT
is a robust methodology that fits well in practical situations with
a real-world orientation. It is an iterative approach, where
researchers interlace data collection and analysis until
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“concepts” emerge. The concepts are interpreted in response to
the research goal, which in this case is to understand the
information needs of individuals who have or suspect they have
contracted an STI.

As patterns begin to emerge, the concepts are classified and tied
to the context, which in this case is patient journeys, grounded
in the realities of seeking information when faced with different
uncertainties. We applied the GT approach with the following
specific decisions.

Data Collection
We collected transcripts of questions and responses from the
Question-and-Answer forum of the American Sexual Health
Association (ASHA), a nonprofit organization operating in the
United States. In line with its mission to “empower individuals,
families, and communities to achieve sexually healthy lives
through education and advocacy,” ASHA offers a web-based
community that connects patients, families, friends, and

caregivers to support individuals with STIs. The web-based
portal sponsored by ASHA and maintained by the Inspire
community allows individuals who have or suspect they have
contracted an STI to ask STI-related questions. The volunteers
who respond to questions include caregivers (nurses and
physicians), social workers, health communication experts, and
individuals with prior experience managing their STIs. Although
the content can be generated by any member participating in
the community, the threads are moderated by experts. The portal
requests nonidentifiable information from the contributors, such
as age, gender, and location.

After cleansing the data, we obtained 549 transcripts, which
comprised questions and associated responses. For each
transcript we collected (1) the query posted by the individual
who has or suspects he/she has contracted an STI, (2) responses
to the query posted by other participants on the portal, and (3)
nonidentifiable information of each contributor on their profile
(Figure 1).

Figure 1. Data collection from the web-based forum. ASHA: American Sexual Health Association, STI: sexually transmitted infection.

Data Analysis
Data analysis included generating summaries of participant
demographics, followed by a characterization of questions for
each demographic, and finally, an analysis of the content of the
transcripts. During this content analysis, the first phase involved
analyzing the complete set (549 transcripts) sequentially with
open coding (extraction of keywords and phrases, and assigning
codes to each [29]), which resulted in 115 unique codes. The
results were examined to identify a subset (73 transcripts) on
the basis of the uniqueness of codes they generated. This
selection was thus nonprobabilistic, and followed theoretical
sampling guidelines stipulated by prior research [30]. The
second phase of the analysis (with 73 transcripts) involved

revisiting these transcripts for more intense analysis with the
“constant comparative method” [29]. We revisited the transcripts
to compare codes extracted from the initial transcripts against
those from later transcripts. This phase also involved axial
coding (grouping the codes to identify code clusters [29]), which
resulted in 43 categories. The last phase of the analysis process
involved selective coding, which included identifying and
articulating higher-level themes [29]. Theoretical saturation was
observed in this iterative process as the number of new codes
dropped to near-zero. Across these phases, we generated several
memos and representations to record details, and capture
different interpretations. The effort was managed with the
Atlas.ti software. Figure 2 outlines the data analysis process.
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Figure 2. Data analysis across 3 phases.

Table 1 shows an example of outcomes from the coding process
to illustrate the path from raw data to the discovery of concepts.
The effort was data-driven but influenced by the authors’
exposure to prior research [31].

An important ancillary outcome from our analysis was the
recognition that the individual patients appeared to follow a
journey that started with symptom manifestation and progressed
through several stages to ongoing maintenance of the disease.

Table 1. An example of data coding.

Phase 3: selective codingPhase 2: axial codingPhase 1: open codingRaw data

Psychosocial information
needs

“I just found out today that I tested
positive and I am lost for words I can't
stop crying I don't know what to do I've
been married for 3 years made the
biggest mistake of my life went out my
marriage now I don't know what to do
or how to tell my partner”

•• Managing negative sentimentsFeeling miserable
• Feeling anxious
• Feeling lost
• Feeling remorseful

I'm driving myself crazy on google.” •• Incomplete informationStruggling with lack of relevant in-
formation • Concern about misinformation

• Overwhelmed by internet-based
content

“The thought of even meeting a man
and having to explain it all over again
to a new person never feels good.”

•• Worries about future relation-
ships

Fear of disclosing information
• Worrying about not being able to

have a child • Anxiety about bleak prospects

Results

Participant Characteristics
The participants in the forum, 87 individuals (47 women, 29
men, and 11 not specified) ranged in age from 18 to 74 years
(women: 20 to 52 years, median ~29 years, average ~30 years,
mode ~34 years; men: 18 to 74 years, median ~43 years, average
~42 years, mode ~49 years). As many as 2 out of 3 queries were
posed by individuals aged between 18 and 35 years. Only 5
individuals described themselves as part of the LGBT (lesbian,
gay, bisexual, and transgender) community (self-reported, does
not necessarily suggest lack of participation from the most
vulnerable population segment). The data do not include
individuals who may have visited the forum to read posts from

others (without asking or responding to a question). Despite
these caveats, 62% of the posted questions were from female
information seekers. Most frequent infections discussed were
herpes, syphilis, chlamydia, genital warts, and gonorrhea (a
total of 503 occurrences). Very few (3 occurrences) of
preventive behaviors discussed and included condom use and
vaccinations.

Categories of Information Needs
The key finding was the different categories of information
needs. Here, the unexpected finding was that as many as 59%
of the queries belonged to the category of psychosocial
information needs, indicating a set of diverse concerns. Figure
3 summarizes these findings.
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Figure 3. Categories of information needs.

Category 1: Clinical Information Needs
The first category, clinical information needs is defined as the
informational commodity used to make care-related decisions
[32] and accounts for a significant part of information
technology budgets within the health care organizations [33].
It included details about the conditions, symptoms, risk factors,
epidemiology (how the disease spreads), possible differential
diagnosis, clinical presentation, and prognosis. The following
excerpt illustrates this further.

I had unprotected sex with a man last week and
afterwards, he told me that his previous partner has
HSV-2. He told me that she hasn’t had an outbreak
in years and that he’s never had an outbreak. Should
I be concerned about contracting HSV-2? I was going
to get tested in a month and see what the results are.
Any information will help.

The clinical information sought may include diagnosis and
initial treatment and other relevant information such as treatment
costs and access. The following excerpt illustrates this further.

If I’ve catched chlamydia conjunctivitis only on my
left eye as a first contact with the germ, for example
from touching with my hand a infected fluids and then
with the same hand touching my eye (No penetration,
or oral sex). Is it possible the chlamydia goes to my
sexual organs with the pass of time? (Considering
that the first contact with the germ was in the eye).

The individual seeking such information often shared personal
circumstances in an effort to seek specific clinical information
and even offered advice to others. The following excerpt
illustrates this further.

Today I begin the transition to a new apartment as
my disease has progressed to the point of not being
able to climb stairs anymore. I can barely walk on
level ground as the bacteria that has been living in
my body for apparently many, many years has
irreversibly damaged my nervous system. If you have
been sexually active in the past 20 years, please get

tested for Syphilis before it gets to the “tertiary” stage
and you wind up disabled like me.

Category 2: Logistical Information Needs
The second category, logistical information needs is defined as
information about activities involved in procuring and access
to medical care [32]. It included 2 broad subcategories. The first
was financial considerations such as insurance coverage or
out-of-the-pocket cost of medication and treatment. The
following excerpt illustrates this further.

I've been advised by 3 doctors that I NEED surgery
for the removal of anal warts and most likely are
internal, anyone been through the surgery in the anal
area? What’s the cost like? process? HELP ME I am
so scared, I've been infected since December of 2010
I've had a few freezing treatments, it never worked
for me, now in need of surgery.

The second subcategory was information about providers, testing
facilities, appointment timelines, and reviews about providers
and test efficacy. Questions about educational resources,
contraceptives, and helplines were also discussed. The following
excerpt illustrates this further.

I am unable to find information on any website with
a suggested timetable from exposure for STD testing.
Does anyone know this information/suggestion where
to look? Which diseases should be retested in another
period of time?

Category 3: Psychosocial Information Needs
The third category, psychosocial information needs is defined
as the information related to the psychological and social
well-being of the individuals seeking care [34]. These needs
were not only the most complex but also the most idiosyncratic
[35,36]; they are also highly sought after and least
well-addressed, as evidenced by the appearance of
high-sentiment words such as “shocked,” “worried,”
“depressed,” “scared,” and “fear” in 82% of the transcripts.
Psychosocial needs emerge to cope with the negative emotions
involved with a general feeling of not being healthy [37]. Such
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needs are amplified in stigmatizing topics such as those relating
to STIs. “Psychosocial needs” vary considerably through each
phase of the patient's journey. Several excerpts illustrate this
further.

I had unprotected sex 3 days ago and suddenly have
a tingling/pain feeling in my inner thig/groin and kind
of throughout my leg. I am kind of freaking out
because I'm thinking the worse, i might just be
paranoid can you please help me figure out what this
is. No other symptoms just what i described above.

The concerns expressed by participants included the shock of
becoming infected with STIs, the despair and anger associated
with the outcome.

I feel like my world is shattered. I’ve cried an ocean
and am still trying to process all this. I’m just looking
for a support group on how to cope with this

Participants described the feeling of being dirty or contaminated
with extreme negative emotions, including suicidal tendencies,
as highlighted in the transcripts below.

I just started dating another woman about 2 months
ago when I noticed a small bump... like a pimple...
on my penis. I went to my doctor thinking it was a
benign skin tag. I had skin tags removed from other
parts of my body in years past. I was shocked...
absolutely shocked when the doc told me that the
bump was a genital wart. I feel dirty, trashy and
disgusted.

Some worried about being judged by the providers and talked
about embarrassments because of disclosing unpleasant and
discrediting details about prior sexual behavior. The following
transcripts illustrate these issues.

I have seen multiple doctors and most have said they
look like very tiny warts (almost microscopic) but are
too small to treat since any of the treatments used
would ruin healthy surrounding skin. Two docs even
said not worry since “I look like a healthy person”
and they should clear on their own. That was 15 years
ago. Some docs think its from another type of genital
hpv other than 6 or 11. This is so frustrating and I
am now in my 40s. I have seen over 8 doctors.

Two other issues were also frequently discussed. These included
worries about treatment adherence with complex treatment
regimens and fear of dealing with associated pain.

I know it’s not the end of the world and it’ll get better,
but it’s just fresh and the pain in HORRIBLE, anyone
have advice?? Or remedies to make the outbreaks
less pain.

Concerns about revealing to current and prospective partners
is another common concern. Although there are regulations for
partner communication and contact-tracing, there is inadequate
guidance about on how to (1) engage in such difficult

conversation and (2) deal with the anxiety of revealing such
information to a partners.

These concerns are especially pronounced among middle-aged
and senior information seekers.

The thought of even meeting a man and having to
explain it all over again to a new person never feels
good. The thought of being single after not being
single for so long is anxiety-provoking enough.

There was also worry about postincidence sex life and the fear
of passing the infection to others. This was amplified among
participants who feared the negative consequences to their
reproductive health.

I was hoping to find other moms who have breastfeed
their children successfully with HSV-2. I have been
exclusively pumping and bottle feeding due to an
article I read about contracting HSV through
breastfeeding and so I’ve stopped but desperately
want to breastfeed and was hoping I’m being
completely irrational about this. I’ve never had an
outbreak on my nipples nor did I realize that was
possible. Hoping to be able to breastfeed again
without risking my baby’s health.

Patient Journey
The ancillary finding from the analysis—the patient
journey—also revealed how individuals in this group progressed
through different stages. We observed several references about
patient stages (temporal progression of events, feelings, and
things) in the question transcripts during the coding and
memoing phases. On mapping the emergent codes to patient
stages, we arrived at a tentative flow of patients seeking
information on STIs. Subsequent literature review revealed the
concept of patient journey maps and its fit with the goal of this
study. Therefore, drawing on ideas from patient journey maps
[38], we developed a conceptualization of how individuals
progress through different stages of experience [39-41].

Adopting a clinical focus, prior scholarship has also created
disease progression flows highlighting changes in signs and
symptoms over time [42]. Although there is some alignment
between patient journey and disease progression, patient journey
map is a broader concept and presents the various stages of
patient experience, including touchpoints with care providers,
and feelings and emotions they experience. We present the
details below.

The journey begins when an individual experiences symptoms,
which may lead to evaluative tests and diagnosis, and an
exploration of treatment options before reaching a treatment
decision. Follow-ups for any troubleshooting would eventually
lead ongoing maintenance of the disease. These stages were
identified by examining the codes and synthesizing the ideas
across transcripts. Figure 4 summarizes the patient journey.
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Figure 4. Patient journey.

The journey map concept has been used in prior research to
explore needs across different stages in case of patients with
cancer [43,44] or patients undergoing surgical interventions
[45]. With the help of these ideas, we were able to interpret our
findings; for example, by mapping the types of questions against
different stages of the patient journey (Figure 3). Specifically,
we found that the clinical information and psychosocial
information needs varied considerably across the stages of the

patient’s journey map, whereas logistical information needs did
not.

Information Needs Across the Patient Journey
The specific types of information needs for each category varied
across the stages of the patient journey. For example, clinical
information needs in the evaluation and diagnosis stage were
about tests, samples, and pain management; these changed to
treatment outcomes and side-effects during the troubleshooting
stage. Figure 5 summarizes these needs.

Figure 5. Clinical information needs during the patient journey. OTC: over-the-counter.

The psychosocial information needs during the evaluation and
diagnosis stage were about loss of self-control, seeking cause
and blaming, and feeling contaminated; these transitioned to
worries about treatment adherence, poor self-image, and
disclosing information to partners during the troubleshooting
phase. Figure 6 summarizes these needs.

The last category of information needs (logistical information)
was not analyzed in this manner because of the small number
of instances. Relative frequencies of the two categories (clinical
and psychosocial information needs) were computed for each
stage. Table 2 summarizes this information.
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Figure 6. Psychosocial information needs during the patient journey. STI: sexually transmitted infection.

Table 2. Relative frequencies of information needs across stages of the patient journey.

Ongoing

maintenance, %

Troubleshooting, %Treatment

decision, %

Initial treatment

exploration, %

Evaluation and

diagnosis, %

Symptom

manifestation, %

Journey stage

4.2312.668.3221.8616.6936.22Clinical needs

7.1219.2011.4412.4618.3231.50Psychosocial needs

Discussion

Principal Findings
This research adds to a stream of work that has explored
information needs and information-seeking in general [46,47]
and for specific populations [48]. Some of these studies have
explored the information needs of women with HPV [49], health
information needs of ethnically diverse adolescent patients with
STIs [50], and preventive information needs among
HIV-negative individuals [51]. Our work is unique in that it
provides a comprehensive depiction of the information needs
and includes three categories, clinical, logistical, and
psychosocial, which are mapped across each stage of the patient
journey.

A key finding is a complex set of psychosocial information
needs, some of which vary with each stage of the patient journey
and others that persist across stages. More importantly, we found
that psychosocial information needs are most critical for
individuals who have or suspect they have contracted an STI.
This category of information needs remains least explored in
prior work and is likely to present significant barriers to
information access, further exacerbated by patients’ general
reluctance to seek in-person help and the lack of information
sources that cater to these needs. Unlike clinical and logistical
information needs that are well catered to by current information
sources, there appears to be a lack of appropriate or tailored
sources that can respond to the psychosocial information needs.
Additionally, the study also points to a lack of emphasis on
information-seeking for preventive behaviors.

Implications for Practice
This work has significant implications for practice by informing
the design and development of information sources. Current
information sources (general and specialized search engines
and information portals) can respond to the patients’ clinical
and logistical information needs but do not consider their
psychosocial information needs. Our findings highlight their
relative importance of this category of information needs
(approximately 59%) from a patient’s perspective and can
therefore encourage future designers to develop information
sources as well as discussion forums that respond to this
deficiency. Our findings are timely as we witness a surge in the
number of people seeking information on the internet.

From an information-seeking perspective, our study underscores
the need to cater to the emotional challenges of the individuals
who have or suspect they have contracted an STI. Broadly, our
study alludes to the need to understand and explore the
information needs of individuals struggling with stigmatizing
conditions. More research is warranted to explore similarities
and differences among such disorders, and how we can respond
to the information needs from these populations.

Limitations
There are limitations to this work. First, the study relies on data
gathered from ASHA—one of the largest forums for patients
with STIs in the United States. Even though ASHA contains a
large volume of questions and responses, it may not reflect all
of the information needs of patients with STIs. Analyzing
information from other websites may provide additional insights.
Further, ASHA caters mostly to people living in the United
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States. Therefore, the results may not entirely reflect the
differences in the information needs of individuals in other
settings.

Second, although the study uncovered the information needs
for individuals in this group, it cannot fully describe their
information-seeking behaviors. Third, this work consolidates
the patient journey into a single representation. Although it is
grounded in rigorous and systematic mapping, the patient
journey map is a generalized pathway, and individual patients
may not always conform. The findings of this study may not
apply to such nonconforming patients. Furthermore, this work
does not account for variation among different STIs. Future
work can examine additional sources, explore
information-seeking behaviors, and capture pathways for
subgroups of patients. Lastly, although it is unlikely that
information portals (such as WebMD) instead of and web-based
forums (such as ASHA) can address all the information needs
of individuals from this group [50], it is important to explore
how individuals may combine these sources.

Conclusions
The findings of this study emphasize that the information needs
of individuals who have or suspect they have contracted an STI
includes a range of information, including logistical and
psychosocial queries, and not just clinical information.
Psychosocial information, which is diverse and idiosyncratic,
is sought most frequently. These information needs vary across
the patient journey stages. The findings have significant practical
implications for organizations providing web-based medical
information and designing forums that allow patients, volunteers,
and providers to connect. The incidence of an STI represents
an example of an outset of a stigmatizing medical condition
that prevents open information-seeking. This work highlights
several specific components of information needs and some
peculiar problems that are associated with such stigma. Based
on the classification of information needs and its mapping to
the patient journey, future work can contribute to the design of
more compassionate and personalized responses to information
needs with emerging technologies such as conversational AI
and others.
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Abstract

Background: The need for strategies to encourage user-initiated reporting of results after HIV self-testing (HIVST) persists.
Smartphone-based electronic readers (SERs) have been shown capable of reading diagnostics results accurately in point-of-care
diagnostics and could bridge the current gaps between HIVST and linkage to care.

Objective: Our study aimed to assess the willingness of Chinese men who have sex with men (MSM) in the Jiangsu province
to use an SER for HIVST through a web-based cross-sectional study.

Methods: From February to April 2020, we conducted a convenience web-based survey among Chinese MSM by using a
pretested structured questionnaire. Survey items were adapted from previous HIVST feasibility studies and modified as required.
Prior to answering reader-related questions, participants watched a video showcasing a prototype SER. Statistical analysis included
descriptive analysis, chi-squared test, and multivariable logistic regression. P values less than .05 were deemed statistically
significant.

Results: Of 692 participants, 369 (53.3%) were aged 26-40 years, 456 (65.9%) had ever self-tested for HIV, and 493 (71.2%)
were willing to use an SER for HIVST. Approximately 98% (483/493) of the willing participants, 85.3% (459/538) of ever
self-tested and never self-tested, and 40% (46/115) of unwilling participants reported that SERs would increase their HIVST
frequency. Engaging in unprotected anal intercourse with regular partners compared to consistently using condoms (adjusted
odds ratio [AOR] 3.04, 95% CI 1.19-7.74) increased the odds of willingness to use an SER for HIVST. Participants who had ever
considered HIVST at home with a partner right before sex compared to those who had not (AOR 2.99, 95% CI 1.13-7.90) were
also more willing to use an SER for HIVST. Playing receptive roles during anal intercourse compared to playing insertive roles
(AOR 0.05, 95% CI 0.02-0.14) was associated with decreased odds of being willing to use an SER for HIVST. The majority of
the participants (447/608, 73.5%) preferred to purchase readers from local Centers of Disease Control and Prevention offices and
51.2% (311/608) of the participants were willing to pay less than US $4.70 for a reader device.

Conclusions: The majority of the Chinese MSM, especially those with high sexual risk behaviors, were willing to use an SER
for HIVST. Many MSM were also willing to self-test more frequently for HIV with an SER. Further research is needed to ascertain
the diagnostic and real-time data-capturing capacity of prototype SERs during HIVST.
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Introduction

Many countries, including China, have adopted HIV self-testing
(HIVST) strategies to complement HIV testing services
following the World Health Organization’s recommendation in
2016 [1]. Subsequently, various studies found the use of HIVST
acceptable to key populations such as men who have sex with
men (MSM) in China and around the world [2-5]. This strategy
has also been shown to help reach hidden MSM who may have
never accessed facility-based testing owing to fear of stigma
and discrimination or other reasons [6,7]. Moreover, study
participants have been cited to deem the privacy, convenience,
and confidentiality associated with HIVST-facilitating factors
for uptake, in addition to ease of use and short wait time [4,8].

HIVST continues to play a significant role in expanding
HIV-testing services and was especially vital in retaining testing
services during the COVID-19 outbreak when mobility was
restricted [9-11]. For example, people in countries such as
China, where HIVST has been approved for sale, could purchase
kits online for doorstep delivery. This helped keep HIV testing
services available and accessible during the pandemic period.
However, upscaling HIVST to nationwide rollouts remains slow
for many countries, including China, owing to existing gaps in
distribution policies and integration strategies, persisting health
worker concerns about low rates of user-initiated reporting of
results, and lack of standardized reporting systems [12-15].
Although some studies found that the implementation of HIVST
interventions where users can report their test results online (ie,
texting the results to a health care worker on social media) was
helpful to improve HIVST uptake and repeated HIV testing
among Chinese MSM [16], reporting of posttest results remains
largely dependent on provider-initiated routine follow-ups (such
as home visits and reminder calling) [15,17-19]. Thus, the need
for strategies that encourage user-initiated reporting of results
at minimal/no extra cost to service providers requires further
innovative measures.

Smartphone-based electronic readers (SERs) are smartphones
adapted for health monitoring or clinical diagnostics and may
include the use of external compatible hardware attachments
(such as external optical lenses) to perform microscopic imaging
[20,21]. SERs have become more popular in recent years
because they consist of wearable heart rate monitors,
temperature check apps, fitness products such as Fitbit watches,
and blood glucose tracker apps [22,23]. Although the risks of
private data leakage exist [24], the advantages SERs present for
remote outpatient monitoring and early disease diagnosis cannot
be understated [24,25]. For example, by using wearable sensors
that feed into smartphone-based health apps, health care staff
can monitor important physiological signs and activities of
patients at home in real time from far-off facilities [26]. This
could enable patients with chronic diseases to stay in care at
home and is relatively cheaper compared to health facility

admissions. Hence, SERs present an efficient cost-effective
alternative to on-site clinical monitoring [27]. Furthermore, the
emergence of SERs is vital to the expansion of decentralized
infectious disease diagnostics [28], because unlike traditional
laboratory diagnostics, they are portable and easy to use with
minimal training required.

SERs are not a replacement for traditional laboratory
diagnostics, but they could serve as preliminary diagnostic
systems for early infectious disease diagnosis, especially in
remote areas [20,21,29,30]. SERs such as smartphone-based
bioimaging, smartphone-based bioanalyzers, and
smartphone-based immune biosensors have been proven useful
in point-of-care diagnostics [29,31,32]. Some pilot studies have
also evaluated prototype SER use in point-of-care and found
them to have comparable diagnostic capacity to traditional
laboratory diagnostics. For example, a prototype
smartphone-based rapid diagnostic test scanner was found
capable of interpreting rapid diagnostic tests of 2 malaria species
with comparable accuracy to standard visual interpretation
[33,34]. Another study found a prototype SER capable of
analyzing unprocessed liquid semen samples and providing
users with a World Health Organization standard semen quality
evaluation report with 98% accuracy [35]. Furthermore, other
studies have shown prototype SERs capable of interpreting HIV
rapid diagnostic test results with good accuracy and highlighted
their capacity to capture real-time data [36,37]. Hence, coupled
with recent advancements in smartphone computing, artificial
intelligence, and open-source operating systems, SERs could
be potential substitutes for bridging patient–health care provider
barriers, and they could facilitate HIVST results reporting and
active posttest counseling services through real-time data
capturing.

However, as an emerging innovative tool without public
implementation, it is not yet clear if HIVST users will be willing
to use SERs for HIVST. Hence, there is a need to investigate
public willingness to use SERs and to identify the determining
factors associated with HIVST users’ willingness to use SERs
prior to adopting it. This study aimed to assess the willingness
of MSM in the Jiangsu province of China to use an SER for
HIVST through a web-based cross-sectional study.

Methods

Study Design
HIV prevalence among MSM in the Jiangsu province in the
eastern part of China increased from 6.6% in 2015 [38] to about
8% in 2019, according to the Jiangsu Provincial Centers for
Disease Control and Prevention (CDC) surveillance data.
Between February and April 2020, we conducted a web-based
cross-sectional study among Chinese MSM in the Jiangsu
province. The survey was conducted using a structured
questionnaire hosted on a web-based survey platform (wjx.cn).

J Med Internet Res 2021 | vol. 23 | iss. 11 | e26480 | p.1142https://www.jmir.org/2021/11/e26480
(page number not for citation purposes)

Marley et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://dx.doi.org/10.2196/26480
http://www.w3.org/Style/XSL
http://www.renderx.com/


Questions on sociodemographic data, sexual behaviors, and
HIV testing experiences were adopted from a previous
questionnaire used by our team in other MSM-related studies
[39,40]. Questions on willingness to use smartphone-based
readers were adopted from a previously used HIVST
acceptability questionnaire and modified accordingly [41]. We
pretested the questionnaire among 40 MSM purposively selected
from a convenient sample of MSM clients who visited the
Jiangsu Provincial CDC clinic for HIV testing services.

Convenience Web-Based Sampling
To participate in the study, participants who clicked the survey
link had to satisfy some prespecified eligibility criteria, which
included male sex at birth, be aged 16 years and older, had ever
engaged in sex with other men, lived in the Jiangsu province,
and be willing to provide informed consent to join the study.
Willing participants who met the eligibility criteria had to agree
to voluntarily participate in our study and for their provided
data to be used strictly for research purposes. Participants who
consented to this were redirected to the survey page to complete
the questionnaire. The psychological state of the participants
who met the eligibility criteria and provided informed consent
was however not ascertained.

Data Collection
This study solicited information on participants’ demographic
variables, including their age, education level, marital status,
household residency status, monthly income, and sexual
orientation. Data solicited on sexual behaviors included sexual
orientation disclosure to others, including sex workers, apart
from sexual partners, number of sexual partners in the preceding
6 months, and usual places of meeting sexual partners (eg, pubs,
night clubs, public bathrooms, online, through friends, others).
Participants were also asked how often they used condoms
during anal sex with their sexual partners in the preceding 6
months, if they ever participated in group sex/orgies (defined
as sex with at least 2 men at the same time), and if they knew
the HIV status of their sexual partners. We also collected
information on the number of casual and regular male partner(s)
in the preceding 6 months as well as the roles participants played
during anal sex with regular and casual partners. HIV testing
history was assessed with the questions: how often do you test
for HIV, how many times did you test for HIV in the past year,
how many times have you tested for HIV this year, do you know
your HIV status, do you know the HIV status of your regular
partner, and have you ever disclosed your HIV status to any of
your sexual partners. Participants were also asked if they had
ever self-tested for HIV, where they obtained HIVST kits, if
they used HIVST for their first HIV testing, and if they had ever
considered testing for HIV at home with a partner right before
sex. Information on self-reported concerns about HIVST as well
as willingness to report HIVST results by sending pictures of
the used test kits to health care workers or researchers were also
collected.

Assessment of Willingness
Participants watched a short video showcasing a prototype SER
prior to answering questions on willingness (Multimedia
Appendix 1), in addition to a short introductory paragraph on

SERs to provide context. The prototype consisted of a portable
3D printed case, which housed a light-emitting diode light
source, a mini scanner, a Bluetooth tag, and a closing cap to
ensure stability and safe hold during use. The detailed
description of the prototype SER will be made available upon
completion.

SER Use
Self-testers need to connect the reader to a smartphone device
via Bluetooth after turning on the reader. After installing the
needed software and entering some basic biodata, users can
proceed to uncap the reader, place the used HIVST kit into the
reader slot following the direction (to know which part to insert),
and close the cap to ensure the kit is secured in place. The reader
would then scan the result display area of the test kit by using
the embedded light-emitting diode scanner and highlight the
display of the test lines (red strips) by reducing the background
color value. This would enable the reader software to check
whether the control line (C) and the test line (T) are displayed
or not. The software will interpret the results as negative (C +
T -), positive (C + T +), or invalid (C-T + / -) depending on
which test lines are displayed. The reader software then
transmits the results to a centralized system, which in turn feeds
back the results to the smartphone and the CDC surveillance
system concurrently. Participants were asked if they would be
willing to use an SER for HIVST if it was provided for free.
Subsequent questions asked if participants would recommend
SERs to a sexual partner and whether having an SER would
influence their HIVST frequency. Additional questions assessed
participant opinions on factors that would facilitate and
discourage them from opting to use SERs in future as well as
how much they would be willing to pay to purchase such a
reader device.

Statistical Analysis
A descriptive analysis was conducted to summarize the
sociodemographic characteristics, sexual behaviors, and HIV
testing experience. Chi-squared test was used to test for
statistically significant factors associated with MSM willingness
to use smartphone-based HIVST readers if offered during
self-testing. Individual correlation models were used to assess
variables’ association with willingness to use an SER for
HIVST. Factors that had a significant correlation with the
dependent variable were entered into a multivariable logistic
regression. Age, income, marital status, and level of education
were considered potential confounders and adjusted in the model
[8,42-44]. Statistical significance was defined at P values <.05,
and all analyses were conducted using SPSS statistics version
23.0.0 (IBM Corp).

Ethical Approval
Ethical approval was obtained from the ethics review
committees at the Jiangsu Provincial CDC (project
JSJK2019-B016-03). All participants provided virtual informed
consent prior to participation in the study.
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Results

Sociodemographic Characteristics and HIV Testing
History
A total of 692 completed surveys were included in the data
analysis. The majority of the participants (369/692, 53.3%) were
aged between 26 and 40 years (median age 31-40 years), 30.5%
(211/692) were older than 40 years, and 16.2% (112/692) were
25 years old and younger. Of all the participants, 67.5%
(467/692) self-identified as homosexuals, 51.3% (355/692) had

a college or university degree, and 50.9% (352/692) earned
more than US $780 monthly. Most participants had disclosed
their sexual orientation to others apart from their sexual partners
(552/692, 79.8%), and the majority met sexual partners through
web-based platforms (594/692, 85.8%). Many participants
(437/692, 63.2%) had at least one regular sexual partner and
26% (180/692) reported having multiple temporary sexual
partners in the preceding 6 months. Unprotected anal intercourse
was more frequent with regular than with causal partners in the
last 6 months (184/692, 26.6% vs 75/692,10.8%, respectively)
(Table 1).
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Table 1. Descriptive analysis of the sociodemographic characteristics and sexual history of men who have sex with men in China in 2020 (N=692).

Values, n (%)Variables

Age (years)

112 (16.2)≤25

369 (53.3)26-40

211 (30.5)>40

Marital status

340 (49.1)Single

239 (34.5)Married

113 (16.3)Divorced/separated

Highest education level

295 (42.6)High school

355 (51.3)College/University

42 (6.1)Postgraduate

Monthly income (USD)

28 (4)<230

312 (45.1)230-780

352 (50.9)>780

Sexual identity

467 (67.5)Homosexual

211 (30.5)Bisexual

14 (2)Unsure

Disclosed sexual orientation to others apart from sexual partners

552 (79.8)Yes

140 (20.2)No

Places you usually meet sexual partners

142 (20.5)Hotspots (ie, pubs, bath houses, massage parlor, etc)

56 (8.1)Public places (eg, parks, public restroom)

594 (85.8)Online (ie, dating websites, social media)

180 (26)Met through family/friends

87 (12.6)Don’t search sexual partners

Unprotected anal intercourse in the last 6 months

202 (29.2)Yes

392 (56.6)No

98 (14.2)Have had no sexual partners

Number of regular sexual partners in the last 6 months

255 (36.8)None

348 (50.3)1

89 (12.9)≥2

Role during sex with regular partner

232 (53.1)Insertive (n=437)

131 (30)Both (n=437)

74 (16.9)Receptive (n=437)

255 (36.8)Had no regular sexual partners (N=692)
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Values, n (%)Variables

Unprotected anal intercourse with regular partners

184 (42.1)Yes (n=437)

253 (57.9)No (n=437)

255 (36.8)Had no regular sexual partners (N=692)

Number of temporary partners in the last 6 months

378 (54.6)None

134 (19.4)1

180 (26)≥2

Role during sex with temporary partner

111 (35.4)Insertive (n=314)

69 (22)Both (n=314)

84 (26.8)Receptive (n=314)

378 (54.6)Had no casual partners (N=692)

50 (15.9)Refused to answer (n=314)

Unprotected anal intercourse with casual partner

75 (28.4)Yes (n=314)

189 (71.6)No (n=314)

378 (54.6)Had no casual partners (N=692)

50 (15.9)Refused to answer (n=314)

Most participants (495/692, 71.5%) had tested for HIV more
than twice in the past year; 65.9% (456/692) had ever used an
HIV self-test kit, of which 42.5% (194/456) used it for their
first HIV test. The majority of the participants (560/692, 80.9%)

had also considered home testing with their partner right before
sex. Table 2 shows further descriptive details of participants’
HIV testing history.
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Table 2. Descriptive analysis of participants’ HIV testing habits and self-testing experience in China in 2020.

Values, n (%)Variables

How often do you test for HIV? (N=692)

398 (57.5)3 months

140 (20.2)6 months

154 (22.3)1 year or more

Number of times tested for HIV last year (N=692)

80 (11.6)Never

117 (16.9)Once

495 (71.5)≥Twice

Know your HIV status (N=692)

642 (92.8)Yes

50 (7.2)No

Ever self-tested for HIV (N=692)

456 (65.9)Yes

156 (22.5)No

80 (11.6)Never heard of self-testing

Used HIV self-testing kit for first HIV test

194 (42.5)Yes (n=456)

262 (57.5)No (n=456)

Ever considered testing for HIV at home prior to a sexual encounter (N=692)

560 (80.9)Yes

132 (19.1)No

Concerns when you use HIV self-testing (N=692)

237 (34.2)Is it working correctly?

204 (29.5)Time to wait for results to appear

201 (29)Results accuracy

276 (39.9)Read the results correctly

Comfortable sharing a picture of HIVST results with health worker for reporting (N=692)

347 (50.1)Yes

345 (49.9)No

Factors Associated With Willingness to Use an SER
Of the 692 participants, 493 (71.2%) were willing to use an
SER during HIVST, 115 (16.6%) were unwilling, and 84
(12.1%) were unsure of their willingness. The majority of the
willing participants (428/493, 86.8%) and few of unwilling
participants (45/115, 39.1%) agreed they would recommend
SERs to their sexual partners for HIVST. Additionally, 98%
(483/493) of the participants agreed that having an SER would
increase their HIVST frequency. Willing participants cited the
following factors as the major facilitators that would encourage
their use of an SER: obtaining accurate self-test results (328/493,
66.5%), ease of use (300/493, 60.9%), and short wait time of
15-20 minutes for results (251/493, 50.9%). Alternatively, cost
of the reader (259/493, 52.5%) and fear of test results leaking

to others (214/493, 43.4%) were deemed barriers. Most willing
participants preferred to purchase SERs from local offices of
the CDC (375/493, 76.1%), pharmacies/supermarkets (200/493,
40.6%), and vending machines (192/493, 38.9%). The
acceptable cost for an SER was less than US $4.30 (239/493,
48.5%), although 32% (158/493) were willing to pay US $8.70
or more. Among the 18.9% (115/692) unwilling participants,
61.7% (71/115) would consider using SERs owing to its ease
of use and less wait time of 15-20 minutes for results (57/115,
49.6%), while having never heard of the reader (59/115, 51.3%)
and purchase cost (43/115, 37.4%) would deter use. Likewise,
many unwilling participants preferred to buy SERs from local
CDC offices (72/115, 62.6%) and hospitals/clinics (60/115,
52.2%) at an acceptable cost of less than US $4.30 (72/115,
62.6%) (Table 3).
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Table 3. Factors associated with willingness to use smartphone-based electronic readers among Chinese men who have sex with men.

P valueTotal (n=608), n (%)Willing to use readerVariables

No (n=115), n (%)Yes (n=493), n (%)

<.001aWould recommend HIV self-testing kit reader to sexual partner

473 (77.8)45 (39.1)428 (86.8)Yes

135 (22.2)70 (60.9)65 (13.2)No

<.001aHIV self-testing kit reader would increase your HIV testing frequency

529 (87)46 (40)483 (98)Yes

79 (13)69 (60)10 (2)No

.001bConcerned about reading HIV self-testing results correctly

234 (38.5)60 (52.2)174 (35.3)Yes

374 (61.5)55 (47.8)319 (64.7)No

Facilitators of smartphone-based electronic reader use

.86371 (61)71 (61.7)300 (60.9)Easy to use

<.001a224 (40.1)11 (9.6)213 (43.2)You don't need to interpret the results of HIV self-testing
yourself

.79289 (47.5)57 (49.6)251 (50.9)15-20 minutes to find out the results of HIV self-testing

<.001a374 (61.5)46 (40)328 (66.5)Get accurate results

.69249 (41)49 (42.6)200 (40.6)Referral services can be implemented online if the test
results are positive

Barriers to smartphone-based electronic reader use

.002b235 (38.7)59 (51.3)176 (35.7)Never heard of it

.14166 (27.3)25 (21.7)141 (28.6)Worried about accuracy

.003b302 (49.7)43 (37.4)259 (52.5)Cost

<.001a256 (42.1)42 (36.5)214 (43.4)Worried about test results leak to others (including to
health care workers)

.002b209 (34.4)31 (27)178 (36.1)Worried that others will see the test results on the screen
or on their phone

<.001a213 (35)26 (22.6)187 (37.9)Worried about personal data being misused

105 (17.3)N/Ac105 (21.3)Waiting anxiety and fear of positive results

Where will you like to obtain a self-test reader

<.001a211 (34.7)11 (9.6)200 (40.6)Pharmacy, supermarket, etc

.009b221 (36.3)54 (47)167 (33.9)Web-based mall

<.001a213 (35)60 (52.2)153 (31)Hospital or clinic

.97237 (39)45 (39.1)192 (38.9)Vending machines

.003447 (73.5)72 (62.6)375 (76.1)Local Centers for Disease Control and Prevention office

.003bHow much are you willing to pay for a HIV self-testing kit reader (USD)

311 (51.2)72 (62.6)239 (48.5)<4.60

112 (18.4)16 (13.9)96 (19.5)4.70-9.40

185 (30.4)27 (23.5)158 (32)>9.50

aStatistically significant at P<.01
bStatistically significant at P<.05.
cN/A: not applicable.
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Furthermore, 78.3% (299/382) of the participants who had “ever
self-tested” for HIV and 79.3% (124/156) “never self-tested”
participants were willing to use SERs. The majority of the “ever
self-tested” and “never self-tested” participants (311/382, 81.4%
and 124/156, 79.5%, respectively) would recommend the SERs
to their partners and agreed that having an SER would increase
their HIVST frequency (335/382, 87.7% and 124/156, 79.5%,
respectively). Willing “ever self-tested participants” deemed
SERs’ wait time of 15-20 minutes (263/382, 68.8%), ease of
use (249/382, 65.2%), and result accuracy (233/382, 61%) to
be facilitating factors. Cost of reader (214/382, 56%), worry
about test results leaking to others (204/382, 53.4%), and

concerns about personnel data being misused (148/382, 38.7%)
were deemed barriers.

Among the “never self-tested” participants, however, obtaining
accurate results (92/156, 59%) and ease of use (84/156, 53.8%)
were key facilitators, while having never heard of SERs (83/156,
53.2%), worry about test results leaking to others (54/156,
34.6%), and concerns about personnel data being misused
(54/156, 34.6%) were deemed barriers. The majority of both
“self-tested” and “never self-tested” participants preferred to
buy SERs from their local CDC offices (293/382, 76.7% and
124/156, 79.5%, respectively), and 48.3% (260/538) were
willing to pay less than 30 RMB (approximately US $4.60) for
a reader (Table 4).
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Table 4. Factors associated with the willingness of ever self-tested and never self-tested Chinese men who have sex with men to use smartphone-based
electronic readers for HIV self-testing.

P valueTotal (n=538), n (%)Never self-tested (n
=156), n (%)

Self-tested (n=382), n
(%)

Variables

.63Would recommend HIV self-testing kit reader to sexual partner

435 (80.9)124 (79.5)311 (81.4)Yes

92 (17.1)32 (20.5)60 (15.7)No

11 (2)N/Aa11 (2.9)Unsure

.02bHIV self-testing kit reader would increase your HIV testing frequency

459 (85.3)124 (79.5)335 (87.7)Yes

43 (8)32 (20.5)11 (2.9)No

36 (6.7)N/A36 (9.4)Unsure

Facilitators of HIV self-testing reader use

.01b333 (61.9)84 (53.8)249 (65.2)Easy to use

.12207 (38.5)52 (33.3)155 (40.6)You don't need to interpret the results of HIV self-
testing yourself

.001c291 (54.1)28 (17.9)263 (68.8)15-20 minutes to find out the results of HIV self-testing

.66325 (60.4)92 (59)233 (61)Get accurate results

.001b219 (40.7)46 (29.5)173 (45.3)Referral services can be implemented online if the test
is reactive

<.001cBarriers to HIV self-testing reader use

218 (40.5)83 (53.2)135 (35.3)Never heard of it

153 (28.4)26 (16.7)127 (33.2)Worried about accuracy

268 (49.8)54 (34.6)214 (56)Cost of device

258 (48)54 (34.6)204 (53.4)Worry about test results leaking to others (including
to health workers)

181 (33.6)33 (21.2)148 (38.7)Worry about personal data being misused

105 (19.5)N/A105 (27.5)Waiting anxiety and fear of positive results

Where will you like to obtain a self-test reader?

.04b160 (29.7)61 (39.1)99 (25.9)Shops (pharmacy, supermarket, mall, etc)

.001b172 (32)33 (21.2)139 (36.4)Web-based mall

<.001c196 (36.4)79 (50.6)117 (30.6)Hospital or clinic

<.001c201 (37.4)77 (49.4)124 (32.5)Vending machines

.57417 (77.5)124 (79.5)293 (76.7)Local Centers for Disease Control and Prevention of-
fice

<.001cHow much are you willing to pay for a HIV self-testing kit reader? (USD)

260 (48.3)86 (55.1)174 (45.5)<4.60

112 (20.8)54 (34.6)58 (15.2)4.70-9.40

166 (30.9)16 (10.3)150 (39.3)≥9.50

aN/A: not applicable.
bCorrelation significant at P<.05.
cCorrelation significant at P<.01.
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Predictors of MSM Willingness to Use an SER
MSM participants who engaged in unprotected anal intercourse
with regular partners compared to those who consistently used
condoms (adjusted odds ratio [AOR] 3.04, 95% CI 1.19-7.74)
were more likely to be willing to use SERs for HIVST.
Participants who had ever considered self-testing for HIV at
home with a partner right before sex compared to those who
had not (AOR 2.99, 95% CI 1.13-7.90) were also more willing
to use an SER for HIVST. However, participants who played
receptive roles during anal intercourse compared to those who
played insertive roles (AOR 0.05, 95% CI 0.02-0.14) were less

likely to be willing to use an SER for HIVST. Although not
statistically significant, participants older than 40 years
compared to participants 25 years old and younger (AOR 1.57,
95% CI 0.50-4.94), participants with a postgraduate level of
education compared to participants who completed only high
school (AOR 1.22, 95% CI 0.31-4.73), and participants who
tested for HIV every 3 months compared to those who tested
once a while (AOR 2.44, 95% CI 0.95-6.31) were also more
willing to use an SER for HIVST. Table 5 further summarizes
the details on predicting the factors associated with the
willingness of MSM to use SERs.
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Table 5. Logistic regression analysis of the factors predicting willingness to use smartphone-based electronic readers.

P valueAdjusted odds ratioa

(95% CI)

Willing to use readersTotal (n=608), n
(%)

Variables

No (n=115), n (%)Yes (n=493), n (%)

Demographics characteristics

Age (years)

.290.61 (0.24-1.52)72 (62.6)258 (52.3)330 (54.3)26-40

.441.57 (0.50-4.94)24 (20.9)163 (33.1)187 (30.8)>40

119 (16.5)72 (14.6)91 (15)≤25

Marital status

.231.81 (0.68-4.76)62 (53.9)234 (47.5)296 (48.7)Single

.132.13 (0.81-5.63)34 (29.6)181 (36.7)215 (35.4)Married

119 (16.5)78 (15.8)97 (16)Divorced/separated

Highest education level

.320.69 (0.32-1.45)58 (50.4)256 (51.9)314 (51.6)College/University

.781.22 (0.31-4.73)8 (7)32 (6.5)40 (6.6)Postgraduate

149 (42.6)205 (41.6)254 (41.8)High school

Monthly income (USD)

.422.23 (0.32-15.48)7 (6.1)17 (3.4)24 (3.9)<230

.871.06 (0.53-2.10)48 (41.7)225 (45.6)273 (44.9)230-780

160 (52.2)251 (50.1)311 (51.2)>780

Sexual behaviors

Role during sex with regular partner in the last 6 months

.980.99 (0.39-2.51)48 (41.7)120 (24.3)168 (27.6)Both

<.001b0.05 (0.02-0.14)60 (52.2)41 (8.3)101 (16.6)Receptive

116 (13.9)169 (34.3)185 (30.4)Insertive

Unprotected anal intercourse with regular partner in the last 6 months

.02c3.04 (1.19-7.74)18 (15.7)155 (31.4)173 (28.5)Yes

186 (74.8)278 (56.4)364 (59.9)No

Ever considered self-testing at home prior to sex

.03c2.99 (1.13-7.90)74 (64.3)402 (81.5)476 (78.3)Yes

141 (35.7)91 (18.5)132 (21.7)No

HIV testing history

How often do you test for HIV?

.072.44 (0.95-6.31)53 (46.1)285 (57.8)338 (55.6)3 months

.160.47 (0.17-1.33)32 (27.8)98 (19.9)130 (21.4)6 months

130 (26.1)110 (22.3)140 (23)1 year or more

aAdjusted for age, income, marital status, and level of education.
bSignificant at P<.01.
cStatistically significant at P<.05.
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Discussion

Principal Results
User-initiated reporting of results and linkage to care after
self-testing are persistent barriers to HIVST uptake and scale-up.
This study extends existing literature on the use of SERs as it
explores MSM opinions about SERs and their willingness to
use it for HIVST. Our findings showed that the majority of the
Chinese MSM were willing to use SERs for HIVST. In addition,
MSM with high sexual risk behaviors and those who had ever
considered self-testing were more willing to use an SER for
HIVST. Furthermore, SERs could help increase HIVST uptake
and increase testing frequency among both ever self-tested and
never self-tested MSM. Finally, most MSM were willing to pay
less than US $4.30 for an SER and preferred to obtain it from
their local CDC office.

We found that most participants were willing to use an SER for
HIVST. Our findings showed that the majority of MSM
(493/608, 81.1%), including 78.3% (299/382) of ever self-tested
MSM and 79.5% (124/156) of never self-tested participants,
were willing to use an SER for HIVST. Our finding concurs
with findings of a recent study that found the use of a prototype
SER for HIVST acceptable to MSM and transgender women
participants [45]. The study attributed the high acceptability to
the capacity of the prototype SER to save as well as share
HIVST results with partners and health care providers [45]. We,
however, speculate that the observed high willingness in our
study may be due to HIVST users’ need to correctly read test
results with assured accuracy. This explanation is plausible as
39.9% (276/692) of the participants in our study reported having
concerns about their ability to accurately read and understand
self-test results. Although this is a preliminary study, our
findings provide some foundational evidence to trigger further
research on the role of SERs in bridging HIVST-related gaps
and expanding HIVST uptake. There is also a need for future
studies to evaluate the real-time data-capturing capacity of
prototype SERs and assess their functional integration into
existing health systems.

In addition, MSM with higher sexual risk behaviors were more
willing to use an SER for HIVST. Compared to participants
who consistently used condoms, MSM who engaged in
unprotected anal intercourse were more willing to use an SER
for HIVST. This could be because MSM with higher sexual
risk behaviors test for HIV more frequently owing to a perceived
sense of being at higher risk for HIV infection [17,46]. Further,
in support of this explanation, previous studies have found MSM
who report inconsistent condom use with sexual partners to be
more likely to have tested for HIV recently and opt for
self-testing [4,47]. We also speculate that frequent testers are
more likely to opt for HIVST for convenience and privacy.
Therefore, having an SER to accurately interpret results will be
deemed an added advantage. We also found that MSM who had
ever considered self-testing at home with a partner right before
sexual intercourse were willing to use an SER for HIVST.
Therefore, it is possible that having a perceived sense of high
risk to HIV and wanting to use HIVST plays a role in
determining MSM willingness to use SERs. Further research

is needed to better understand the dynamics of factors that
predict willingness to use SERs among MSM and other HIVST
users. We also recommend further research into behavioral
factors that predict willingness to use SERs among different
populations to inform the promotion of SERs in future.

Our findings showed that SERs could improve HIVST uptake
among MSM. The majority of the “ever self-tested” and “never
self-tested” participants in our study reported that having a
reader would increase their HIVST frequency. However, less
than half of the “unwilling” participants (46/115, 40%) reported
the same. Nonetheless, this is still an important observation as
our findings showed a current HIVST uptake rate of 65.8%
(456/692) among the participants. This rate is still below the
optimal coverage although it is an increase from the observed
37.2% in 2014 [48]. In addition, although many studies have
proven users capable of properly undertaking HIVST [4,6,8],
user concerns about their capacity to accurately read and
interpret results still persist [15,49]. Therefore, this technology
presents an opportunity to expand HIV testing among MSM
and should be further investigated. For the majority of the
unwilling participants (59/115, 51.3%) and never self-tested
participants (83/156, 53.2%), never having heard of SERs could
be a major barrier to use. Therefore, we recommend that public
education on SER be undertaken and information about SERs
be made readily available and accessible prior to SER
introduction. Policies that standardize emerging HIVST
reporting systems to ensure their smooth integration into existing
health reporting structures and guard against personal data abuse
are also needed.

The cost and place of purchase are vital to the promotion of
SERs. Findings from our study showed that 51.2% (311/608)
of MSM were unwilling to pay more than US $4.60 for an SER.
Similarly, the majority of both never self-tested participants
(86/156, 55.1%) and unwilling participants (72/115, 62.6%)
were also unwilling to pay more than US $4.30 for an SER.
This result is similar to the findings of previous studies that
have shown purchase cost to be a deterring barrier to HIVST
uptake [6,50]. The majority of the participants also preferred
purchasing SERs from local CDC offices. This concurs with
observations from previous HIVST acceptability studies in
China [41,51]. We could attribute this to the notion that Chinese
MSM trust the CDC owing to their involvement in the delivery
of key population–centered HIV interventions [52,53]. It is also
possible that the recruiting community-based organizations’
existing partnership with the CDC may have contributed to this
preference. Therefore, in addition to local CDC offices, SERs
should be made available at clinics, pharmacies, and web-based
shops to facilitate accessibility to hidden populations when they
are adopted. Furthermore, government agencies could team up
with device manufacturers to minimize manufacturing cost and
subsidize purchase cost to encourage uptake. Further,
smartphone manufacturers should consider incorporating rapid
tests reading functions and apps into emerging phone gadgets
to minimize, if not eliminate, the extra cost of obtaining external
SERs.

Our study has many implications as it evaluates the willingness
of self-testers to use an emerging tool of importance to HIVST.
Our findings highlight lay users’expectations of SERs in HIVST
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that could inform manufacturers of specifications that will
enhance SERs for better integration into HIVST programs. For
research, future randomized controlled studies should assess
the feasibility and acceptability of SERs among other population
subtypes by using larger sample sizes. Furthermore, studies that
seek to evaluate the sensitivity and specificity of SERs during
HIVST by users should be conducted. Our study findings also
support recommendations of previous studies that SERs should
be embedded with cloud-based data functions. We also showcase
the need for further evaluation of SER uses in real-time data
capturing and monitoring. Lastly, quality assurance policies
and guidelines are needed to inform the incorporation of SERs
into HIVST programming as well as to standardize the
manufacture and distribution of SERs.

Limitations
Our study has some limitations. First, as this was a web-based
cross-sectional study, the MSM sample size may be
unrepresentative of the larger Jiangsu MSM population. Further,
owing to the convenience sampling method employed, our study
findings may be ungeneralizable. However, our findings still
serve as preliminary data to further guide future research on the
acceptability of SERs for HIVST. Second, as participants had
limited familiarity with SERs and the query assessed willingness
on the preconditioned clause that SER will be provided for free,

the results on the willingness to use it and secondary distribution
may have been biased. Nonetheless, our findings showed that
MSM were willing to purchase SERs and highlighted important
features required to encourage SER use in HIVST programming.
Third, our investigation addressed sensitive questions that may
have led to the misreporting of personal sexual risk and HIV
testing behavior data owing to social desirability bias. Lastly,
the mental status and capacity of eligible participants who
provided informed consent were not assessed prior to
administering the survey. Therefore, we recommend further
studies to be conducted to explore the acceptance of the HIVST
reader results among other subpopulation types prior to public
implementation.

Conclusion
Regardless of the limited knowledge, many Chinese MSM,
especially those with high sexual risk behaviors, are willing to
use SERs for HIVST. In addition, the majority of both ever
self-tested and never self-tested MSM are willing to self-test
more frequently with SERs. Therefore, SERs could facilitate
HIVST uptake and scale-up among MSM. However, appropriate
pricing and safe and anonymous procurement venues are key
to facilitating SER uptake among key populations. Further
research is needed to validate the uptake of SERs for HIVST
among other key population subtypes.

 

Acknowledgments
We received support from the National Key Research and Development Program of China (2017YFE0103800), the National
Institutes of Health (R34MH119963), National Science and Technology Major Project (2018ZX10101-001-001-003), National
Natural Science Foundation of China (81903371), and the National Social Science Fund of China (19CSH018).

Authors' Contributions
WT, GF, and RY conceptualized the study. WT, GM, YZ, and JL designed the study and collected the data. GM, LJ, and YZ
collated and statistically analyzed the data. GM and GF reviewed the literature and wrote the initial draft. WT, YZ, LJ, JDT, and
RY provided critical revisions and references. All authors read and approved the final manuscript.

Conflicts of Interest
None declared.

Multimedia Appendix 1
Prototype smartphone-based electronic reader in use.
[MP4 File (MP4 Video), 9652 KB - jmir_v23i11e26480_app1.mp4 ]

References
1. Guidelines on HIV self-testing and partner notification: supplement to consolidated guidelines on HIV testing services.

World Health Organization. URL: https://www.who.int/hiv/pub/vct/Annex19.pdf [accessed 2020-09-25]
2. Choko AT, MacPherson P, Webb EL, Willey BA, Feasy H, Sambakunsi R, et al. Uptake, Accuracy, Safety, and Linkage

into Care over Two Years of Promoting Annual Self-Testing for HIV in Blantyre, Malawi: A Community-Based Prospective
Study. PLoS Med 2015 Sep;12(9):e1001873 [FREE Full text] [doi: 10.1371/journal.pmed.1001873] [Medline: 26348035]

3. Hatzold K, Gudukeya S, Mutseta MN, Chilongosi R, Nalubamba M, Nkhoma C, et al. HIV self-testing: breaking the barriers
to uptake of testing among men and adolescents in sub-Saharan Africa, experiences from STAR demonstration projects in
Malawi, Zambia and Zimbabwe. J Int AIDS Soc 2019 Mar;22 Suppl 1:e25244 [FREE Full text] [doi: 10.1002/jia2.25244]
[Medline: 30907505]

4. Wang XF, Wu ZY, Tang ZZ, Nong QX, Li YQ. [Acceptability of HIV testing using oral quick self-testing kit in men who
have sex with men]. Zhonghua Liu Xing Bing Xue Za Zhi 2018 Jul 10;39(7):937-942. [doi:
10.3760/cma.j.issn.0254-6450.2018.07.014] [Medline: 30060308]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e26480 | p.1154https://www.jmir.org/2021/11/e26480
(page number not for citation purposes)

Marley et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

jmir_v23i11e26480_app1.mp4
jmir_v23i11e26480_app1.mp4
https://www.who.int/hiv/pub/vct/Annex19.pdf
https://dx.plos.org/10.1371/journal.pmed.1001873
http://dx.doi.org/10.1371/journal.pmed.1001873
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26348035&dopt=Abstract
http://europepmc.org/abstract/MED/30907505
http://dx.doi.org/10.1002/jia2.25244
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30907505&dopt=Abstract
http://dx.doi.org/10.3760/cma.j.issn.0254-6450.2018.07.014
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30060308&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


5. Tun W, Vu L, Dirisu O, Sekoni A, Shoyemi E, Njab J, et al. Uptake of HIV self-testing and linkage to treatment among
men who have sex with men (MSM) in Nigeria: A pilot programme using key opinion leaders to reach MSM. J Int AIDS
Soc 2018 Jul;21 Suppl 5:e25124 [FREE Full text] [doi: 10.1002/jia2.25124] [Medline: 30033680]

6. Liu F, Qin Y, Meng S, Zhang W, Tang W, Han L, et al. HIV self-testing among men who have sex with men in China: a
qualitative implementation research study. J Virus Erad 2019 Nov 04;5(4):220-224 [FREE Full text] [Medline: 31754445]

7. Lyons CE, Coly K, Bowring AL, Liestman B, Diouf D, Wong VJ, et al. Use and Acceptability of HIV Self-Testing Among
First-Time Testers at Risk for HIV in Senegal. AIDS Behav 2019 Sep;23(Suppl 2):130-141 [FREE Full text] [doi:
10.1007/s10461-019-02552-2] [Medline: 31197701]

8. Liu Y, Wu G, Lu R, Ou R, Hu L, Yin Y, et al. Facilitators and Barriers Associated with Uptake of HIV Self-Testing among
Men Who Have Sex with Men in Chongqing, China: A Cross-Sectional Survey. Int J Environ Res Public Health 2020 Mar
03;17(5):1634 [FREE Full text] [doi: 10.3390/ijerph17051634] [Medline: 32138263]

9. Considerations for HIV self-testing in the context of the COVID-19 pandemic and its response: an operational update.
Unitaid-STAR Initiative-ATLAS Project. URL: https://www.psi.org/wp-content/uploads/2020/06/
Considerations-for-HIV-Self-Testing-in-the-Context-of-the-COVID-19-Pandemic-and-Its-Response_FIN.pdf [accessed
2020-08-15]

10. HIV testing strategy adaptations due to the COVID-19 pandemic attract new clients. USAID. URL: https://www.usaid.gov/
vietnam/program-updates/may-2020-hiv-testing-strategy-adaptations-due-covid-19-pandemic-attract-new-clients [accessed
2020-08-12]

11. Hoagland B, Torres TS, Bezerra DRB, Benedetti M, Pimenta C, Veloso VG, et al. High acceptability of PrEP teleconsultation
and HIV self-testing among PrEP users during the COVID-19 pandemic in Brazil. Braz J Infect Dis 2021;25(1):101037
[FREE Full text] [doi: 10.1016/j.bjid.2020.11.002] [Medline: 33285137]

12. Dzinamarira T, Kamanzi C, Mashamba-Thompson TP. Key Stakeholders' Perspectives on Implementation and Scale up
of HIV Self-Testing in Rwanda. Diagnostics (Basel) 2020 Apr 01;10(4):194 [FREE Full text] [doi:
10.3390/diagnostics10040194] [Medline: 32244566]

13. Indravudh PP, Choko AT, Corbett EL. Scaling up HIV self-testing in sub-Saharan Africa: a review of technology, policy
and evidence. Curr Opin Infect Dis 2018 Feb;31(1):14-24 [FREE Full text] [doi: 10.1097/QCO.0000000000000426]
[Medline: 29232277]

14. Tahlil KM, Ong JJ, Rosenberg NE, Tang W, Conserve DF, Nkengasong S, et al. Verification of HIV Self-Testing Use and
Results: A Global Systematic Review. AIDS Patient Care STDS 2020 Apr;34(4):147-156 [FREE Full text] [doi:
10.1089/apc.2019.0283] [Medline: 32324482]

15. Sharma M, Ying R, Tarr G, Barnabas R. Systematic review and meta-analysis of community and facility-based HIV testing
to address linkage to care gaps in sub-Saharan Africa. Nature 2015 Dec 03;528(7580):S77-S85 [FREE Full text] [doi:
10.1038/nature16044] [Medline: 26633769]

16. Chan PS, Chidgey A, Lau J, Ip M, Lau JTF, Wang Z. Effectiveness of a Novel HIV Self-Testing Service with Online
Real-Time Counseling Support (HIVST-Online) in Increasing HIV Testing Rate and Repeated HIV Testing among Men
Who Have Sex with Men in Hong Kong: Results of a Pilot Implementation Project. Int J Environ Res Public Health 2021
Jan 15;18(2):729 [FREE Full text] [doi: 10.3390/ijerph18020729] [Medline: 33467770]

17. Jin X, Xu J, Smith MK, Xiao D, Rapheal ER, Xiu X, et al. An Internet-Based Self-Testing Model (Easy Test): Cross-Sectional
Survey Targeting Men Who Have Sex With Men Who Never Tested for HIV in 14 Provinces of China. J Med Internet Res
2019 May 15;21(5):e11854 [FREE Full text] [doi: 10.2196/11854] [Medline: 31094339]

18. Lightfoot MA, Campbell CK, Moss N, Treves-Kagan S, Agnew E, Kang Dufour M, et al. Using a Social Network Strategy
to Distribute HIV Self-Test Kits to African American and Latino MSM. J Acquir Immune Defic Syndr 2018 Sep
01;79(1):38-45. [doi: 10.1097/QAI.0000000000001726] [Medline: 29771792]

19. Mulubwa C, Hensen B, Phiri MM, Shanaube K, Schaap AJ, Floyd S, HPTN 071 (PopART) Study Team. Community based
distribution of oral HIV self-testing kits in Zambia: a cluster-randomised trial nested in four HPTN 071 (PopART) intervention
communities. Lancet HIV 2019 Feb;6(2):e81-e92 [FREE Full text] [doi: 10.1016/S2352-3018(18)30258-3] [Medline:
30584047]

20. Roda A, Michelini E, Zangheri M, Di Fusco M, Calabria D, Simoni P. Smartphone-based biosensors: A critical review and
perspectives. TrAC Trends in Analytical Chemistry 2016 May;79(4):317-325 [FREE Full text] [doi:
10.1016/j.trac.2015.10.019]

21. Kanchi S, Sabela MI, Mdluli PS, Inamuddin, Bisetty K. Smartphone based bioanalytical and diagnosis applications: A
review. Biosens Bioelectron 2018 Apr 15;102:136-149. [doi: 10.1016/j.bios.2017.11.021] [Medline: 29128716]

22. Baxter C, Carroll J, Keogh B, Vandelanotte C. Assessment of Mobile Health Apps Using Built-In Smartphone Sensors for
Diagnosis and Treatment: Systematic Survey of Apps Listed in International Curated Health App Libraries. JMIR Mhealth
Uhealth 2020 Feb 03;8(2):e16741 [FREE Full text] [doi: 10.2196/16741] [Medline: 32012102]

23. Vashist SK, Schneider EM, Luong JHT. Commercial Smartphone-Based Devices and Smart Applications for Personalized
Healthcare Monitoring and Management. Diagnostics (Basel) 2014 Aug 18;4(3):104-128 [FREE Full text] [doi:
10.3390/diagnostics4030104] [Medline: 26852680]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e26480 | p.1155https://www.jmir.org/2021/11/e26480
(page number not for citation purposes)

Marley et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://europepmc.org/abstract/MED/30033680
http://dx.doi.org/10.1002/jia2.25124
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30033680&dopt=Abstract
http://europepmc.org/abstract/MED/31754445
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31754445&dopt=Abstract
http://europepmc.org/abstract/MED/31197701
http://dx.doi.org/10.1007/s10461-019-02552-2
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31197701&dopt=Abstract
https://www.mdpi.com/resolver?pii=ijerph17051634
http://dx.doi.org/10.3390/ijerph17051634
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32138263&dopt=Abstract
https://www.psi.org/wp-content/uploads/2020/06/Considerations-for-HIV-Self-Testing-in-the-Context-of-the-COVID-19-Pandemic-and-Its-Response_FIN.pdf
https://www.psi.org/wp-content/uploads/2020/06/Considerations-for-HIV-Self-Testing-in-the-Context-of-the-COVID-19-Pandemic-and-Its-Response_FIN.pdf
https://www.usaid.gov/vietnam/program-updates/may-2020-hiv-testing-strategy-adaptations-due-covid-19-pandemic-attract-new-clients
https://www.usaid.gov/vietnam/program-updates/may-2020-hiv-testing-strategy-adaptations-due-covid-19-pandemic-attract-new-clients
https://linkinghub.elsevier.com/retrieve/pii/S1413-8670(20)30164-1
http://dx.doi.org/10.1016/j.bjid.2020.11.002
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33285137&dopt=Abstract
https://www.mdpi.com/resolver?pii=diagnostics10040194
http://dx.doi.org/10.3390/diagnostics10040194
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32244566&dopt=Abstract
http://europepmc.org/abstract/MED/29232277
http://dx.doi.org/10.1097/QCO.0000000000000426
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29232277&dopt=Abstract
http://europepmc.org/abstract/MED/32324482
http://dx.doi.org/10.1089/apc.2019.0283
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32324482&dopt=Abstract
http://europepmc.org/abstract/MED/26633769
http://dx.doi.org/10.1038/nature16044
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26633769&dopt=Abstract
https://www.mdpi.com/resolver?pii=ijerph18020729
http://dx.doi.org/10.3390/ijerph18020729
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33467770&dopt=Abstract
https://www.jmir.org/2019/5/e11854/
http://dx.doi.org/10.2196/11854
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31094339&dopt=Abstract
http://dx.doi.org/10.1097/QAI.0000000000001726
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29771792&dopt=Abstract
https://linkinghub.elsevier.com/retrieve/pii/S2352-3018(18)30258-3
http://dx.doi.org/10.1016/S2352-3018(18)30258-3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30584047&dopt=Abstract
https://doi.org/10.1002/iub.1366
http://dx.doi.org/10.1016/j.trac.2015.10.019
http://dx.doi.org/10.1016/j.bios.2017.11.021
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29128716&dopt=Abstract
https://mhealth.jmir.org/2020/2/e16741/
http://dx.doi.org/10.2196/16741
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32012102&dopt=Abstract
https://www.mdpi.com/resolver?pii=diagnostics4030104
http://dx.doi.org/10.3390/diagnostics4030104
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26852680&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


24. Al Ameen M, Liu J, Kwak K. Security and privacy issues in wireless sensor networks for healthcare applications. J Med
Syst 2012 Feb;36(1):93-101 [FREE Full text] [doi: 10.1007/s10916-010-9449-4] [Medline: 20703745]

25. Pantelopoulos A, Bourbakis N. A Survey on Wearable Sensor-Based Systems for Health Monitoring and Prognosis. IEEE
Trans. Syst., Man, Cybern. C 2010 Jan;40(1):1-12. [doi: 10.1109/tsmcc.2009.2032660]

26. Majumder S, Mondal T, Deen MJ. Wearable Sensors for Remote Health Monitoring. Sensors (Basel) 2017 Jan 12;17(1):130
[FREE Full text] [doi: 10.3390/s17010130] [Medline: 28085085]

27. Deen MJ. Information and communications technologies for elderly ubiquitous healthcare in a smart home. Pers Ubiquit
Comput 2015 Jun 26;19(3-4):573-599. [doi: 10.1007/s00779-015-0856-x]

28. Kpokiri EE, Marley G, Tang W, Fongwen N, Wu D, Berendes S, et al. Diagnostic Infectious Diseases Testing Outside
Clinics: A Global Systematic Review and Meta-analysis. Open Forum Infect Dis 2020 Oct;7(10):ofaa360 [FREE Full text]
[doi: 10.1093/ofid/ofaa360] [Medline: 33072806]

29. Hernández-Neuta I, Neumann F, Brightmeyer J, Ba Tis T, Madaboosi N, Wei Q, et al. Smartphone-based clinical diagnostics:
towards democratization of evidence-based health care. J Intern Med 2019 Jan;285(1):19-39 [FREE Full text] [doi:
10.1111/joim.12820] [Medline: 30079527]

30. Ding X, Mauk MG, Yin K, Kadimisetty K, Liu C. Interfacing Pathogen Detection with Smartphones for Point-of-Care
Applications. Anal Chem 2019 Jan 02;91(1):655-672 [FREE Full text] [doi: 10.1021/acs.analchem.8b04973] [Medline:
30428666]

31. Xu D, Huang X, Guo J, Ma X. Automatic smartphone-based microfluidic biosensor system at the point of care. Biosens
Bioelectron 2018 Jul 01;110:78-88. [doi: 10.1016/j.bios.2018.03.018] [Medline: 29602034]

32. You DJ, Park TS, Yoon J. Cell-phone-based measurement of TSH using Mie scatter optimized lateral flow assays. Biosens
Bioelectron 2013 Feb 15;40(1):180-185. [doi: 10.1016/j.bios.2012.07.014] [Medline: 22863118]

33. Herrera S, Vallejo AF, Quintero JP, Arévalo-Herrera M, Cancino M, Ferro S. Field evaluation of an automated RDT reader
and data management device for Plasmodium falciparum/Plasmodium vivax malaria in endemic areas of Colombia. Malar
J 2014 Mar 10;13:87 [FREE Full text] [doi: 10.1186/1475-2875-13-87] [Medline: 24612585]

34. Shekalaghe S, Cancino M, Mavere C, Juma O, Mohammed A, Abdulla S, et al. Clinical performance of an automated
reader in interpreting malaria rapid diagnostic tests in Tanzania. Malar J 2013 Apr 24;12:141 [FREE Full text] [doi:
10.1186/1475-2875-12-141] [Medline: 23617722]

35. Kanakasabapathy MK, Sadasivam M, Singh A, Preston C, Thirumalaraju P, Venkataraman M, et al. An automated
smartphone-based diagnostic assay for point-of-care semen analysis. Sci Transl Med 2017 Mar 22;9(382):eaai7863 [FREE
Full text] [doi: 10.1126/scitranslmed.aai7863] [Medline: 28330865]

36. Allan-Blitz L, Vargas SK, Konda KA, Herbst de Cortina S, Cáceres CF, Klausner JD. Field evaluation of a smartphone-based
electronic reader of rapid dual HIV and syphilis point-of-care immunoassays. Sex Transm Infect 2018 Dec;94(8):589-593.
[doi: 10.1136/sextrans-2017-053511] [Medline: 30126946]

37. Herbst de Cortina S, Bristow CC, Humphries R, Vargas SK, Konda KA, Caceres CF, et al. Laboratory Evaluation of a
Smartphone-Based Electronic Reader of Rapid Dual Point-of-Care Tests for Antibodies to Human Immunodeficiency Virus
and Treponema pallidum Infections. Sex Transm Dis 2017 Jul;44(7):412-416 [FREE Full text] [doi:
10.1097/OLQ.0000000000000628] [Medline: 28604483]

38. Hu H, Liu X, Zhang Z, Xu X, Shi L, Fu G, et al. Increasing HIV Incidence among Men Who Have Sex with Men in Jiangsu
Province, China: Results from Five Consecutive Surveys, 2011-2015. Int J Environ Res Public Health 2016 Aug 06;13(8):795
[FREE Full text] [doi: 10.3390/ijerph13080795] [Medline: 27509513]

39. Tang W, Tang S, Qin Y, Zhang Y, Zhang W, Liu C, et al. Will Gay Sex-Seeking Mobile Phone Applications Facilitate
Group Sex? A Cross-Sectional Online Survey among Men Who Have Sex with Men in China. PLoS One
2016;11(11):e0167238 [FREE Full text] [doi: 10.1371/journal.pone.0167238] [Medline: 27880823]

40. Tang W, Han L, Best J, Zhang Y, Mollan K, Kim J, et al. Crowdsourcing HIV Test Promotion Videos: A Noninferiority
Randomized Controlled Trial in China. Clin Infect Dis 2016 Jun 01;62(11):1436-1442 [FREE Full text] [doi:
10.1093/cid/ciw171] [Medline: 27129465]

41. Marley G, Kang D, Wilson EC, Huang T, Qian Y, Li X, et al. Introducing rapid oral-fluid HIV testing among high risk
populations in Shandong, China: feasibility and challenges. BMC Public Health 2014 May 03;14:422 [FREE Full text]
[doi: 10.1186/1471-2458-14-422] [Medline: 24884431]

42. Andone I, Błaszkiewicz K, Eibes M, Trendafilov B, Montag C, Markowetz A. How age and gender affect smartphone
usage. 2016 Sep 16 Presented at: UbiComp '16: Proceedings of the ACM International Joint Conference on Pervasive and
Ubiquitous Computing; 2016; Germany. [doi: 10.1145/2968219.2971451]

43. Veronese V, Clouse E, Wirtz AL, Thu KH, Naing S, Baral SD, et al. "We are not gays… don't tell me those things": engaging
'hidden' men who have sex with men and transgender women in HIV prevention in Myanmar. BMC Public Health 2019
Jan 14;19(1):63 [FREE Full text] [doi: 10.1186/s12889-018-6351-3] [Medline: 30642303]

44. Zhao Y, Zhu X, Pérez AE, Zhang W, Shi A, Zhang Z, et al. MHealth approach to promote Oral HIV self-testing among
men who have sex with men in China: a qualitative description. BMC Public Health 2018 Sep 27;18(1):1146 [FREE Full
text] [doi: 10.1186/s12889-018-6046-9] [Medline: 30261856]

J Med Internet Res 2021 | vol. 23 | iss. 11 | e26480 | p.1156https://www.jmir.org/2021/11/e26480
(page number not for citation purposes)

Marley et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://europepmc.org/abstract/MED/20703745
http://dx.doi.org/10.1007/s10916-010-9449-4
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20703745&dopt=Abstract
http://dx.doi.org/10.1109/tsmcc.2009.2032660
https://www.mdpi.com/resolver?pii=s17010130
http://dx.doi.org/10.3390/s17010130
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28085085&dopt=Abstract
http://dx.doi.org/10.1007/s00779-015-0856-x
http://europepmc.org/abstract/MED/33072806
http://dx.doi.org/10.1093/ofid/ofaa360
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33072806&dopt=Abstract
https://doi.org/10.1111/joim.12820
http://dx.doi.org/10.1111/joim.12820
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30079527&dopt=Abstract
http://europepmc.org/abstract/MED/30428666
http://dx.doi.org/10.1021/acs.analchem.8b04973
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30428666&dopt=Abstract
http://dx.doi.org/10.1016/j.bios.2018.03.018
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29602034&dopt=Abstract
http://dx.doi.org/10.1016/j.bios.2012.07.014
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22863118&dopt=Abstract
https://malariajournal.biomedcentral.com/articles/10.1186/1475-2875-13-87
http://dx.doi.org/10.1186/1475-2875-13-87
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24612585&dopt=Abstract
https://malariajournal.biomedcentral.com/articles/10.1186/1475-2875-12-141
http://dx.doi.org/10.1186/1475-2875-12-141
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23617722&dopt=Abstract
http://europepmc.org/abstract/MED/28330865
http://europepmc.org/abstract/MED/28330865
http://dx.doi.org/10.1126/scitranslmed.aai7863
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28330865&dopt=Abstract
http://dx.doi.org/10.1136/sextrans-2017-053511
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30126946&dopt=Abstract
http://europepmc.org/abstract/MED/28604483
http://dx.doi.org/10.1097/OLQ.0000000000000628
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28604483&dopt=Abstract
https://www.mdpi.com/resolver?pii=ijerph13080795
http://dx.doi.org/10.3390/ijerph13080795
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27509513&dopt=Abstract
https://dx.plos.org/10.1371/journal.pone.0167238
http://dx.doi.org/10.1371/journal.pone.0167238
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27880823&dopt=Abstract
http://europepmc.org/abstract/MED/27129465
http://dx.doi.org/10.1093/cid/ciw171
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27129465&dopt=Abstract
https://bmcpublichealth.biomedcentral.com/articles/10.1186/1471-2458-14-422
http://dx.doi.org/10.1186/1471-2458-14-422
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24884431&dopt=Abstract
http://dx.doi.org/10.1145/2968219.2971451
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-018-6351-3
http://dx.doi.org/10.1186/s12889-018-6351-3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30642303&dopt=Abstract
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-018-6046-9
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-018-6046-9
http://dx.doi.org/10.1186/s12889-018-6046-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30261856&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


45. Balán IC, Lopez-Rios J, Nayak S, Lentz C, Arumugam S, Kutner B, et al. SMARTtest: A Smartphone App to Facilitate
HIV and Syphilis Self- and Partner-Testing, Interpretation of Results, and Linkage to Care. AIDS Behav 2020
May;24(5):1560-1573 [FREE Full text] [doi: 10.1007/s10461-019-02718-y] [Medline: 31679075]

46. Lei Y, Zhang K, Xiao X, Tang C, Li X, Wang H. Sexual Roles, Risk Sexual Behaviours, and HIV Prevalence among Men
who Have Sex with Men Seeking HIV Testing in Changsha, China. Curr HIV Res 2018;16(2):174-181 [FREE Full text]
[doi: 10.2174/1570162X16666180711101643] [Medline: 29992887]

47. Lorente N, Champenois K, Blanche J, Préau M, Suzan-Monti M, Mora M, et al. Investigating Recent Testing among MSM:
Results from Community-Based HIV Rapid Testing Attendees in France. J Sex Transm Dis 2013;2013:648791 [FREE Full
text] [doi: 10.1155/2013/648791] [Medline: 26316962]

48. Yan H, Yang H, Raymond HF, Li J, Shi L, Huan X, et al. Experiences and correlates of HIV self-testing among men who
have sex with men in Jiangsu province, China. AIDS Behav 2015 Mar;19(3):485-491 [FREE Full text] [doi:
10.1007/s10461-014-0968-8] [Medline: 25480598]

49. Njau B, Lisasi E, Damian DJ, Mushi DL, Boulle A, Mathews C. Feasibility of an HIV self-testing intervention: a formative
qualitative study among individuals, community leaders, and HIV testing experts in northern Tanzania. BMC Public Health
2020 Apr 15;20(1):490 [FREE Full text] [doi: 10.1186/s12889-020-08651-3] [Medline: 32293370]

50. Njau B, Covin C, Lisasi E, Damian D, Mushi D, Boulle A, et al. A systematic review of qualitative evidence on factors
enabling and deterring uptake of HIV self-testing in Africa. BMC Public Health 2019 Oct 15;19(1):1289 [FREE Full text]
[doi: 10.1186/s12889-019-7685-1] [Medline: 31615461]

51. Xun H, Kang D, Huang T, Qian Y, Li X, Wilson EC, et al. Factors associated with willingness to accept oral fluid HIV
rapid testing among most-at-risk populations in China. PLoS One 2013;8(11):e80594 [FREE Full text] [doi:
10.1371/journal.pone.0080594] [Medline: 24260432]

52. Han L, Wei C, Muessig KE, Bien CH, Meng G, Emch ME, et al. HIV test uptake among MSM in China: Implications for
enhanced HIV test promotion campaigns among key populations. Glob Public Health 2017 Jan;12(1):31-44 [FREE Full
text] [doi: 10.1080/17441692.2015.1134612] [Medline: 26785328]

53. Tucker JD, Wong FY, Nehl EJ, Zhang F. HIV testing and care systems focused on sexually transmitted HIV in China. Sex
Transm Infect 2012 Mar;88(2):116-119 [FREE Full text] [doi: 10.1136/sextrans-2011-050135] [Medline: 22345024]

Abbreviations
AOR: adjusted odds ratio
CDC: Centers for Disease Control and Prevention
HIVST: HIV self-testing
MSM: men who have sex with men
SER: smartphone-based electronic reader

Edited by R Kukafka; submitted 13.12.20; peer-reviewed by X Jin, J Jiang, C Lyons; comments to author 15.03.21; revised version
received 21.04.21; accepted 08.10.21; published 19.11.21.

Please cite as:
Marley G, Fu G, Zhang Y, Li J, Tucker JD, Tang W, Yu R
Willingness of Chinese Men Who Have Sex With Men to Use Smartphone-Based Electronic Readers for HIV Self-testing: Web-Based
Cross-sectional Study
J Med Internet Res 2021;23(11):e26480
URL: https://www.jmir.org/2021/11/e26480 
doi:10.2196/26480
PMID:34806988

©Gifty Marley, Gengfeng Fu, Ye Zhang, Jianjun Li, Joseph D Tucker, Weiming Tang, Rongbin Yu. Originally published in the
Journal of Medical Internet Research (https://www.jmir.org), 19.11.2021. This is an open-access article distributed under the
terms of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted
use, distribution, and reproduction in any medium, provided the original work, first published in the Journal of Medical Internet
Research, is properly cited. The complete bibliographic information, a link to the original publication on https://www.jmir.org/,
as well as this copyright and license information must be included.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e26480 | p.1157https://www.jmir.org/2021/11/e26480
(page number not for citation purposes)

Marley et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://europepmc.org/abstract/MED/31679075
http://dx.doi.org/10.1007/s10461-019-02718-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31679075&dopt=Abstract
http://europepmc.org/abstract/MED/29992887
http://dx.doi.org/10.2174/1570162X16666180711101643
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29992887&dopt=Abstract
https://doi.org/10.1155/2013/648791
https://doi.org/10.1155/2013/648791
http://dx.doi.org/10.1155/2013/648791
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26316962&dopt=Abstract
http://europepmc.org/abstract/MED/25480598
http://dx.doi.org/10.1007/s10461-014-0968-8
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25480598&dopt=Abstract
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-020-08651-3
http://dx.doi.org/10.1186/s12889-020-08651-3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32293370&dopt=Abstract
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-019-7685-1
http://dx.doi.org/10.1186/s12889-019-7685-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31615461&dopt=Abstract
https://dx.plos.org/10.1371/journal.pone.0080594
http://dx.doi.org/10.1371/journal.pone.0080594
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24260432&dopt=Abstract
http://europepmc.org/abstract/MED/26785328
http://europepmc.org/abstract/MED/26785328
http://dx.doi.org/10.1080/17441692.2015.1134612
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26785328&dopt=Abstract
http://europepmc.org/abstract/MED/22345024
http://dx.doi.org/10.1136/sextrans-2011-050135
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22345024&dopt=Abstract
https://www.jmir.org/2021/11/e26480
http://dx.doi.org/10.2196/26480
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34806988&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


Original Paper

Successes of and Lessons From the First Joint eHealth Program
of the Dutch University Hospitals: Evaluation Study

Anneloek Rauwerdink1, MD; Marise J Kasteleyn2,3, PhD; Niels H Chavannes2,3, MD, PhD; Marlies P Schijven4,5,
MD, MHS, PhD
1Department of Radiology and Nuclear Medicine, Amsterdam UMC, Amsterdam, Netherlands
2Department of Public Health and Primary Care, Leiden University Medical Centre, Leiden, Netherlands
3National eHealth Living Lab, Leiden, Netherlands
4Department of Surgery, Amsterdam Gastroenterology and Metabolism, Amsterdam UMC, Amsterdam, Netherlands
5Citrien Fund program eHealth, Amsterdam, Netherlands

Corresponding Author:
Anneloek Rauwerdink, MD
Department of Radiology and Nuclear Medicine
Amsterdam UMC
Meibergdreef 9
Amsterdam, 1105 AZ
Netherlands
Phone: 31 20 566 9111
Email: anneloek@hotmail.com

Abstract

Background: A total of 8 Dutch university hospitals are at the forefront of contributing meaningfully to a future-proof health
care system. To stimulate nationwide collaboration and knowledge-sharing on the topic of evidence-based eHealth, the Dutch
university hospitals joined forces from 2016 to 2019 with the first Citrien Fund (CF) program eHealth; 29 eHealth projects with
various subjects and themes were selected, supported, and evaluated. To determine the accomplishment of the 10 deliverables
for the CF program eHealth and to contribute to the theory and practice of formative evaluation of eHealth in general, a
comprehensive evaluation was deemed essential.

Objective: The first aim of this study is to evaluate whether the 10 deliverables of the CF program eHealth were accomplished.
The second aim is to evaluate the progress of the 29 eHealth projects to determine the barriers to and facilitators of the development
of the CF program eHealth projects.

Methods: To achieve the first aim of this study, an evaluation study was carried out using an adapted version of the Commonwealth
Scientific and Industrial Research Organization framework. A mixed methods study, consisting of a 2-part questionnaire and
semistructured interviews, was conducted to analyze the second aim of the study.

Results: The 10 deliverables of the CF program eHealth were successfully achieved. The program yielded 22 tangible eHealth
solutions, and significant knowledge on the development and use of eHealth solutions. We have learned that the patient is
enthusiastic about accessing and downloading their own medical data but the physicians are more cautious. It was not always
possible to implement the Dutch set of standards for interoperability, owing to a lack of information technology (IT) capacities.
In addition, more attention needed to be paid to patients with low eHealth skills, and education in such cases is important. The
eHealth projects’ progress aspects such as planning, IT services, and legal played an important role in the success of the 29
projects. The in-depth interviews illustrated that a novel eHealth solution should fulfill a need, that partners already having the
knowledge and means to accelerate development should be involved, that clear communication with IT developers and other
stakeholders is crucial, and that having a dedicated project leader with sufficient time is of utmost importance for the success of
a project.

Conclusions: The 8 Dutch university hospitals were able to collaborate successfully and stimulate through a bottom-up approach,
nationwide eHealth development and knowledge-sharing. In total, 22 tangible eHealth solutions were developed, and significant
eHealth knowledge about their development and use was shared. The eHealth projects’ progress aspects such as planning, IT
services, and legal played an important role in the successful progress of the projects and should therefore be closely monitored
when developing novel eHealth solutions.

J Med Internet Res 2021 | vol. 23 | iss. 11 | e25170 | p.1158https://www.jmir.org/2021/11/e25170
(page number not for citation purposes)

Rauwerdink et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

mailto:anneloek@hotmail.com
http://www.w3.org/Style/XSL
http://www.renderx.com/


International Registered Report Identifier (IRRID): RR2-10.1016/j.ceh.2020.12.002

(J Med Internet Res 2021;23(11):e25170)   doi:10.2196/25170

KEYWORDS

CSIRO framework; evaluation strategy; eHealth; telemedicine; qualitative research; formative evaluation; digital health

Introduction

Background
The global population is increasing rapidly, and the number of
people aged ≥60 years is expected to double by 2050 [1,2]. The
direct consequences of global aging include rising health care
expenditures and a potential shortage of health care
professionals. The current COVID-19 pandemic has further
uncovered the vulnerability of our health care systems and
accessibility of, for instance, our hospitals in times of social
distancing and a shortage of capacity [3,4].

Therefore, governments are increasingly debating which health
care reforms are necessary to preserve the quality of our health
care system and how to effectively deliver care from a distance.
The concept of eHealth may support the necessary reforms [5].
By implementing eHealth solutions in daily practice, it is
expected that health care processes would be executed more
efficiently and subsequently time and costs would be saved
[6-8]. Moreover, the use of eHealth can increase patient
participation and empowerment [9,10]. In 2015, the World
Health Organization Global Observatory for eHealth explored
eHealth developments and investigated how eHealth can support
universal health coverage [11]. The report considered eHealth
foundation built through policy development, funding
approaches, and training of students and professionals. Policy
development is of utmost importance to counteract the
fragmentation of eHealth initiation [12]. In addition to policy
development, it is important to investigate how to develop and
implement novel eHealth solutions at scale successfully.
Schreiweis et al [13] summarized the critical factors influencing
the implementation and adoption of eHealth. They described
the perceived barriers, such as added workload, problems with
financing, and missing fit in organizational structures. In
addition, a lack of system interoperability is a well-known and
frustrating issue in preventing the sustainable implementation
of eHealth [14]. Finally, it seems that developers, evaluators,
and physicians find it difficult to learn from successful initiatives
that come from external sources, such as those from other

disciplines or from outside the region [15]. They have the
so-called “not-invented-here syndrome.”

In the Netherlands, as part of the Dutch national eHealth
strategy, the Citrien Fund (CF) was established for the period
of 2014 to 2018 by the government-funded Netherlands
Organisation for Health Research and Development (in Dutch:
ZonMw). The CF aims to contribute to a sustainable health care
system by stimulating collaboration between 8 Dutch university
hospitals, and between the university hospitals and other health
care organizations. The CF supports 5 programs with different
themes [16]. This study focuses on the CF program eHealth,
which took place from 2016 until the beginning of 2019. This
first nationwide university hospital eHealth collaboration mainly
focused on the constitution of a strong collaborative framework
to discuss present eHealth issues, on the development of a wide
array of novel eHealth solutions—with the most successful
being scaled in a subsequent program—and on sharing of
eHealth knowledge. The overall aim of the CF program eHealth
was to accomplish 11 predefined deliverables (Textbox 1),
which were drafted upon knowledge gaps within the Dutch
eHealth landscape. To achieve deliverables 2 to 11, 29 eHealth
research projects were conducted.

Objectives
By conducting a comprehensive evaluation of the CF program
eHealth, including determination of the barriers to and
facilitators of the development of each of the 29 projects, this
study aims to assess the successes of and lessons from the CF
program eHealth. This study also aims to reduce the scarcity
of formative eHealth evaluations and to become a useful case
study for the eHealth evaluators of eHealth development
programs [17-19]. Subsequently, the successful future
development and implementation of eHealth, in general, might
be enhanced. This study consists of 2 aims: (1) to evaluate
whether the 10 deliverables of CF program eHealth were
accomplished and (2) to evaluate the progress of the 29 eHealth
projects to determine the barriers to and facilitators of the
development of the CF program eHealth projects.
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Textbox 1. Deliverables of the Citrien Fund program eHealth [20].

1. One coordinating Dutch Federation of University Medical Centers vision on eHealth and eHealth road map (the accomplishment of this deliverable
was reported in a previous study and is, therefore, not part of this study [21]).

2. A virtual nationwide expertise center for eHealth.

3. International positioning by promoting in journals and media and during the closure event.

4. Conditions for downloading medical data described and, if possible, realized.

5. Blueprint for interoperability between hospital information systems and electronic health records.

6. Agreements and standards for data sharing between consumer and professional eHealth.

7. A framework for regional collaboration for effective implementation of eHealth.

8. Models that can strengthen the empowerment of the patient.

9. A developed multidisciplinary infrastructure to stimulate the development of digital health.

10. Development, evaluation, and implementation of eHealth instruments in collaboration with companies and start-ups.

11. A blueprint for education in eHealth competencies and skills for health care professionals.

Methods

Setting
As described in the previous study protocol, each of the 8 Dutch
university hospitals was asked to propose 3 or 4 eHealth research
projects to be carried out in their own university hospital.
Although the university hospitals had a carte blanche for the
projects they proposed, every project had to contribute to one
or more of the 10 program deliverables. In total, 29 projects
covering a wide array of eHealth themes were carried out from
June 2016 to January 2019 [16]. The projects delivered either
a tangible eHealth solution or provided knowledge about the
use or development of an eHealth solution. Each project was
managed by a dedicated local project leader, with 29 project
leaders in total. At the initiation of the CF program eHealth,
each project leader drafted a detailed project plan describing
which of the 10 program deliverables the project aimed to
contribute, the project’s objectives, and a detailed timeline. The
project plan was approved by the supervising steering
committee, which consisted of 2 representatives of each
university hospital. In a 3-month meeting, the steering
committee monitored the progress of the projects and advised

the project leaders. In addition, at the midterm (December 2017)
and end-term (October 2018) of the program, the project leaders
presented their projects’ progress to the steering committee,
and a majority decision regarding the continuation of the project
was made.

Evaluation Study
An adapted version of the Commonwealth Scientific and
Industrial Research Organization (CSIRO) framework for
evaluating telehealth trials or programs (Figure 1) was deemed
the most suitable framework for the evaluation of the CF
program eHealth (Textbox 1), as described in a previous study
protocol paper [16,22]. The following aspects of the adapted
CSIRO framework for each project were described: health
domain, health service, technology, environment setting, and
(clinical) outcomes or evident benefits. Owing to the wide array
of projects, covering various topics and using diverse study
designs, the last aspect was broadly defined, ranging from
usability outcomes to clinical outcomes, and qualitative eHealth
insights. The adapted CSIRO framework was incorporated into
the Citrien Fund – mapping table (Multimedia Appendix 1),
which also presents general information and the completion
status for each project’s deliverables.
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Figure 1. The original Commonwealth Scientific and Industrial Research Organization (CSIRO) model versus the adapted CSIRO telehealth model.

In the program deliverables column of the mapping table, the
deliverables that the project aimed to achieve were indicated
with red, orange, or green dots depending on the level of
accomplishment at end-term. The red dot indicated that the
project failed to accomplish the deliverable, orange indicated
partial completion, and green indicated full accomplishment of
the deliverable. Based on this overview, a short summary for
the completion of each deliverable is provided.

During the end-term presentation, the project leaders presented
the project’s main findings to the steering committee. This
presentation included all aspects of the adapted CSIRO
framework and was used to systematically collect the data for
each project.

Mixed Methods Study
Through a mixed methods approach, consisting of a
questionnaire and a semistructured interview, the barriers to
and facilitators of the development of the 29 eHealth projects
eHealth were determined. Previously, it had been found that 7
eHealth project progress aspects were useful for monitoring the
progress of eHealth projects: planning, needs assessment, policy
or organization, technology, ethics, legal, and finance (Figure
2) [16]. By quantitatively and qualitatively evaluating these 7
aspects for the 29 projects, we aimed to obtain insights into
which barriers and facilitators were important for the successful
development of the CF program eHealth projects.
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Figure 2. eHealth project progress aspects.

Questionnaire
All project leaders were asked to fill out a self-developed 2-part
questionnaire. The main concepts that the questionnaire covered
were the eHealth project progress aspects: planning, policy or
organization, technology, ethics, legal, and finance. Various
question formats were used, including yes or no,
multiple-choice, and 4-point Likert scale questions. Part one
had to be completed at the midterm (52 questions) and part two
at the end-term (55 questions) for each project. With this
longitudinal aspect, we aimed to evaluate the change in
magnitude of the eHealth project progress over time. The topics
included respondent demographics and items related to eHealth
project progress aspects. The questionnaire was completed using
the web-based survey software SurveyMonkey (SurveyMonkey,
Inc) [23]. The respondents received an email with an invitation
link to the questionnaire and reminder emails were sent to them
at 3- and 5-week intervals.

Interview
At the end of the CF program eHealth, one project leader from
each university hospital was randomly selected by drawing lots
and interviewed by the coordinating researcher (AR) for a more
in-depth exploration of the role of the eHealth project progress
aspects in their project. The semistructured interviews were
held by telephone, following a previously composed interview
guide (Multimedia Appendix 2), which had a subset of open
questions on each eHealth project progress aspect and used an
iterative approach. The same set of questions was used in all
interviews and, if necessary, adjusted along the way. The
interview guide was composed of inputs from the results of the

questionnaire and notes from the 3 monthly meetings of the
steering committee. It was estimated that saturation was reached
after 8 interviews; however, if saturation had not been reached,
more project leaders were interviewed.

Data Analysis
The quantitative questionnaire data were analyzed by calculating
descriptive statistics using Microsoft Excel. Continuous data
were summarized using median and IQR. Categorical data were
presented as frequency counts with percentages.

The 8 interviews were digitally recorded with the permission
of the project leaders and transcribed verbatim. AR analyzed
the transcripts according to the 6-step thematic analysis
framework of Braun and Clarke [24] and discussed the results
with the last author (MPS). First, we read the transcripts
thoroughly to familiarize ourselves with the data. Second, notes
were placed next to the text to generate the initial codes. Finally,
major themes were identified and defined, and the data were
further coded and sorted into themes and subthemes. The data
from each theme were summarized into descriptions concerning
the contribution of the 7 eHealth project progress aspects in the
successful performance of an eHealth project.

Results

The results of the evaluation study are schematically presented
in the Citrien Fund - mapping table (Multimedia Appendix 3).
In total, 22 projects developed a tangible eHealth solution, and
7 projects acquired knowledge about the development and use
of eHealth solutions. The projects were conducted in various
health domains, of which internal medicine represented the
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biggest share. In the health services column table, it is shown
that most of the projects contributed to nonclinical services,
such as education, administration, and research. Projects
contributing to clinical services, such as treatment, monitoring,
and diagnostics, were mentioned in a minority of cases. In the
environment setting, 17 projects focused on patients, 14 on
health care providers or physicians and 6 on researchers. A total
of 14 projects were related to a home-based environment and
6 to a hospital environment.

Evaluation Study
All 10 deliverables of the CF program eHealth were
successfully achieved. The contributions of the 29 projects to
the 10 deliverables are summarized in Table 1. In summary,
most of the projects (19/29, 66%) contributed to models that

strengthen the patients’ directing role (deliverable 8), making
strengthening the patients’ directing role the most prominent
theme of the CF program eHealth. We learned that the patients
were enthusiastic about accessing and downloading their own
medical data on the web (deliverable 4), but physicians were
more cautious, and it was not always possible to implement the
Dutch set of standards for interoperability owing to a lack of
information technology (IT) capacities (deliverable 5). We also
learned that considerable attention should be paid to eHealth
literacy when developing novel eHealth solutions (deliverable
4). Furthermore, the establishment of alternative communication
infrastructures (deliverable 9) between the caregiver within the
hospital and the patient outside the hospital was investigated
and considered very relevant.

Table 1. Summary of major findings per deliverable.

ConclusionProjectsaDeliverable

A Dutch nationwide web-based expertise center for eHealth was established, containing an eHealth
toolkit with the various delivered products and the acquired knowledge [25].

242

Various projects published their results in national and international (scientific) journals [26-33]. In addition,
an e-book has been published [34].

4, 13, 15, 16, 20, and
21

3

In general, the patients were enthusiastic about accessing their medical data on the web and downloading
them. Physicians were still holding back. eHealth literacy must be considered in the development and
implementation of eHealth. One of the university hospitals dealt with information exchange between the
primary care and the hospital, for which a legal framework had been set.

5, 9, 10, 13, 19, 23,
24, and 26

4

It was not always possible to implement the Dutch set of standards for interoperability. Integrating different

ITb systems for exchanging data was complex and might not be desirable in a pilot phase.

5, 13, 19, 23, and 255

An important insight obtained was that when exchanging data, the skills of the end user should be consid-
ered. Attention should also be paid to patients with low eHealth skills.

14, 19, 23, 25, and 266

Within the projects, there was frequent co-operation with IT developers in the region and the first- and
second-line health care institutions.

5, 16, 18, 23, 24, and
29

7

Most of the projects (19/29, 66%) contributed to models that strengthen the patients’ directing role. For
example, 2 e-learnings were developed, in which both the patient and the caregiver received the tools to
make better decisions together. In addition, several mobile apps or web-based applications that were de-
veloped, for example a medical dashboard, a patient coach, an app for glycemic index, a web-based blog
and forum for patients with Alzheimer, and a home-based blood pressure monitor for high-risk pregnant
women, reinforced the patients’ directing role.

1, 4, 5, 6, 7, 10, 13,
14, 15, 16, 17, 18, 22,
24, 25, 26, 27, 28, and
29

8

Several projects focused on establishing alternative communication infrastructures between a hospital
and a patient outside the hospital. In addition, for the development of these new type of eHealth solutions,
the projects required close co-operation and consultation with researchers, patients, informal caregivers,
IT services, and lawyers.

15, 16, 18, 19, and 289

A website with a forum and a blog was developed for patients with Alzheimer. Also, a total of 8 mobile
apps were developed. Various wearables were tested for the home monitoring of patients. A clinical data
science eBook was made, and several e-learnings were developed. The efficacy and effectiveness of the
various eHealth solutions were scientifically evaluated.

1, 2, 3, 4, 6, 7, 8, 11,
13, 14, 15, 16, 17, 20,
21, 24, 26, 27, 28, and
29

10

Several projects contributed to improving eHealth education. For example, the develop your own eHealth
app project developed an education module in which medical students learned about eHealth and the
necessary eHealth skills. Another project translated the English language Apple Research Kit into a Dutch
variant and offered researchers a guide on how to conduct eHealth research with the kit. Finally, some
projects also focused on patient education and how to enable patients with low health skills to work with
eHealth tools.

3, 8, 12, 14, 15, 17,
21, 24, and 27

11

aThe project numbers correspond with the projects illustrated in the Citrien Fund - mapping table in Multimedia Appendix 3.
bIT: information technology.

Owing to insufficient progress, one project was prematurely
terminated by the steering committee after the midterm
evaluation, and another 3 projects were prematurely terminated
after the end-term evaluation. These projects are indicated with

an asterisk (*) in the Citrien Fund - mapping table. As shown
in the (Clinical) outcomes or evident benefits column, in 2 of
the 4 cases, personnel matters were responsible for the
insufficient progress, in one case there was an issue with the
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intraoperability of the proposed eHealth solution with the
existing IT system and in the last case there was an IT freeze
hospital-wide because of the implementation of a new electronic
health record system.

Mixed Methods Study

Questionnaire
The 2-part questionnaire was completed by all the participating
project leaders in November 2017 and October 2018. The first

part was completed by 29 project leaders, and the second part
was completed by 27 project leaders owing to the premature
termination of 1 project and the early completion of another.
Tables 2 and 3 show the main characteristics of the participants
and the projects, respectively.

Table 2. Demographics of project leaders (N=29)a.

Values, n (%)Demographics

Gender

17 (59)Female

12 (41)Male

Degreeb

7 (19)Medicine

4 (11)Psychology

3 (8)Health sciences

2 (6)(Medical) biology

2 (6)Communication

18 (50)Otherc

Employment

22 (76)Hospital

3 (10)Outside hospital

4 (14)Both

Weekly time spent at the project (hours)

9 (31)<5

12 (41)5-10

3 (10)10-15

5 (17)>15

33 (29-44.5)Age (years), median (IQR)

aMeasured midterm.
bMore degrees per project leader possible.
cOne degree per other specialty.
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Table 3. General characteristics of projects (N=29)a.

ValuesCharacteristics

Reasons for participating in the CFbprogram eHealth, n (%)

25 (86)Subsidy

19 (66)Publicity

20 (69)Collaboration

5 (17)Other reasons

If the project was not accepted in CFbprogram eHealth, then, n (%)

8 (28)It would have remained a project plan

21 (72)I would have actively searched for other means

0 (0)Other existing means were allocated to the project

Number of people involved internally, n (%)

1 (3)0

3 (10)1-2

15 (52)3-4

10 (34)>5

Number of people involved externally, n (%)

6 (21)0

11 (38)1-2

6 (21)3-4

6 (21)>5

Number of monthly meetings with steering committee member, n (%)

13 (45)0-1

7 (24)1-2

4 (14)>2

5 (17)Never

0 (0-4)Time to acceptation in months, median (IQR)

aMeasured midterm.
bCF: Citrien Fund.

The main reason for participating in the CF program eHealth
was to receive funding (25/29, 86%). However, publicity (19/29,
66%) and collaboration (20/29, 69%) were also important
reasons. Of the 29 projects, 25 (86%) had ≥3 people internally
involved, and in 23 (79%) projects, people from outside the
hospital, such as general practitioners, patients, and software
developers, were involved as well.

The main results of the questions concerning planning have
been presented in Table 4. At midterm, all the project leaders
(29/29, 100%) estimated that they would be able to complete

the selected program deliverables, as described in their project
plan. However, at end-term, 4 project leaders (4/27, 15%)
indicated that they might not be able to contribute to the
deliverables. At midterm, almost half (12/29, 41%) of the project
leaders indicated that their project planning was no longer up
to date. Moreover, at the end of the study, the planning of the
majority (23/27, 85%) was not up to date. In addition, at
midterm, 6 project leaders (6/29, 21%) indicated that the time
available for successful progress in the project was not
sufficient; this share doubled (12/27, 44%) at the end of the
questionnaire.
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Table 4. eHealth project progress aspect planning.

End-term (n=27)Midterm (n=29)Question

No, n (%)Yes, n (%)No, n (%)Yes, n (%)

12 (44)15 (56)6 (21)23 (79)Is the available time sufficient for successful progress of your project?

23 (85)4 (15)12 (41)17 (59)Is your project planning, as described in the project plan, still up to
date?

8 (30)19 (70)4 (14)25 (86)As the project is progressing now, I expect to achieve the measurable
goals as described in the project plan

4 (15)23 (85)0 (0)29 (100)I do not foresee any problems in contributing to program deliverables
at the end of the Citrien Fund program eHealth, as described in my
project plan

Table 5 presents results regarding the eHealth project progress
aspects, policy or organization, technology, ethics, and legal.
None of the topics was spared of inconvenience, with IT services
and privacy issues representing the greatest shares in moderate
to significant inconvenience.

Regarding the aspect of finance, 8 projects (8/29, 28%) received
additional funding other than that from the CF program eHealth
at the initiation of the project. Furthermore, at midterm, 8 project
leaders (8/29, 28%) thought that they would need extra funding

for the successful completion of their project. However, at the
end of the study, 13 project leaders (13/27, 48%) stated that
extra funding would be necessary for project completion. The
funding received from the CF program eHealth was mostly
insufficient to cover the personnel expenses and the
implementation aims. After termination of the CF program
eHealth, of the 27 projects, 13 (48%) still needed to find
financial means to continue, while 4 (15%) already had the
means and 10 (37%) did not need any.

Table 5. Inconvenience issues encountered during project execution (N=27).

Not applicable, n
(%)

Significant inconve-
nience, n (%)

Moderate inconvenience,
n (%)

Some inconvenience, n
(%)

No inconvenience, n (%)

4 (14)3 (11)7 (25)6 (22)7 (25)Realizing contracts
with third parties

2 (7)5 (18)7 (25)4 (14)9 (33)Privacy issues, such
as patient data pro-
tection

3 (11)4 (14)5 (18)8 (29)7 (25)Review of medical
ethics committee

0 (0)2 (7)8 (29)9 (33)8 (29)Resistance from
within the organiza-
tion

0 (0)0 (0)4 (14)10 (37)13 (48)Resistance from out-
side the organization

3 (11)6 (22)6 (22)5 (18)7 (25)Information technol-
ogy developers and
support

13 (48)3 (11)0 (0)3 (11)8 (29)Electronic health
record supplier

Interview
In total, 8 project leaders were interviewed, representing the
entire group of project leaders. After 7 interviews, saturation
of information was reached. Three major themes, with

subthemes, were identified (Textbox 2). The main findings of
the interviews have been discussed under these 3 themes,
supported by quotes (Multimedia Appendix 4) as examples of
the participants’ responses.
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Textbox 2. Themes and subthemes identified from interviews.

Success factors for eHealth development and implementation

• Fulfill a need

• Outsource

• Communication

• Personnel

Essential third parties

• Information technology services

• Medical Ethical Committee

• Legislation

Flexibility

• Project planning

• Conducting research

• Effectiveness testing

Theme: Success Factors for eHealth Development and
Implementation
While carrying out their eHealth projects, the project leaders
encountered several relevant aspects that contributed to the
success of their projects. In such cases, there should be an
evident need to fulfill, or problem to solve, when developing
an eHealth solution, although conducting a needs assessment
was not deemed necessary. Regarding outsourcing, it was crucial
to find the right (commercial) partners that already had the
knowledge and means to accelerate development. Clear
communication with IT developers and other stakeholders about
the development and other concerns, for instance, estimated
changes in routine care, was essential. Successful development
of an eHealth solution may depend on the availability and
dedication of the personnel, including the project leader.

Theme: Essential Third Parties
Owing to the immaturity and complexity of eHealth, several
important topics related to its development and implementation
have never been discussed before. Therefore, communication
and close collaboration with third parties was of utmost
importance.

Regarding IT services, the project leaders indicated that
communication was the number one pitfall in successful
collaboration. It should also be emphasized that IT development
costs time, capacity, and money. Medical ethical committees
may find it difficult to take a position because of the unknown
impact or burden of a novel eHealth solution. Moreover, one
should be informed about the impact of legislation on their
project. In addition, a privacy impact assessment is often
obligatory, which may cause a delay in planning.

Theme: Flexibility
eHealth solutions are considered complex interventions with
multiple interacting components. This required some level of
flexibility when it came down to project planning, conducting
research, and effectiveness testing. Project planning is important

in the initial stages. However, it should be possible in case of
incidents to make timely adjustments.

Regarding conducting research, there were varying responses
to whether it was challenging to find study participants to
evaluate the eHealth project. However, it seems that when an
eHealth solution can solve a relevant problem, patients are
willing to participate. Furthermore, the study end point was
difficult to determine because of the novel character of eHealth
and the resulting lack of literature. eHealth solutions should be
evaluated in a study context where possible. Nevertheless, it
was considered unnecessary to conduct a randomized controlled
trial to prove effectiveness, because, for example, patients had
already experienced significant benefits while using a novel
eHealth solution. In addition, while clinical effectiveness may
be obligatory, it does not tell anything about the effectiveness
of the eHealth solution.

Discussion

Principal Findings

Evaluation Study
The evaluation study targeted the first study aim. By
systematically evaluating the accomplishment of 10 program
deliverables, we were able to determine the successes and
lessons of the CF program eHealth. In this study, we learned
that patients are more enthusiastic about downloading their own
medical data than physicians, that the lack of IT capacities plays
a negative role in implementing the Dutch set of standards for
interoperability, that considerable attention should be paid to
patients with lower eHealth skills, and that establishing
alternative communication infrastructures between caregivers
and patients should be considered very important.

The 29 different eHealth research projects delivered 22 tangible
eHealth solutions and significant knowledge about the
development and use of eHealth solutions. Strengthening the
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patient’s directing role was the most prominent theme of the
CF program eHealth.

Through the formation of a new collaborative network, the CF
program eHealth was able to bring the 8 Dutch university
hospitals together and therewith significantly improve the
fragmented eHealth landscape in the Netherlands.

Mixed Methods Study
The mixed methods study targeted the second study aim. The
questionnaire helped us learn that the eHealth project progress
aspects planning, technology, and legal played an important
role in successful development of the 29 projects. However, a
lack of time with the individual project leaders, priorities other
than implementing eHealth in IT services, and the never
discussed before privacy issues, together with the relatively
short CF program eHealth duration, caused project delays.

In the in-depth interviews, the themes: success factors for
eHealth development and implementation, essential third
parties, and flexibility, were identified as the 3 most important
themes to pay attention to when carrying out an eHealth project.

National eHealth Programs
Although it seemed that the Netherlands was among the first
countries to carry out a publicly funded university hospital
eHealth program, there are other nationwide eHealth programs
and initiatives with which the CF program eHealth could be
compared.

The National Health Service (NHS), the publicly funded health
care system in England, holds an active and well-organized
digital section, the NHS digital [35]. One of its programs
encompasses the initiation of a physical and conceptual digital,
research, informatics, and virtual environments (DRIVE) unit,
which explores, among other topics, how to gain insights from
machine learning and artificial intelligence (AI). To the best of
our knowledge, the program is not scientifically evaluated nor
is it visible to the public what has been done. In addition, the
NHS only collaborates with the Great Ormond Street Hospital,
whereas the collaborative network of the CF program eHealth
encompasses all university hospitals of the Netherlands.
Furthermore, as described by Astana et al [12], the top-down
approach of the NHS and fragmentation with respect to the
organization and delivery of care, makes it a complex landscape
for eHealth companies seeking to enter the system and scale up
innovation [12]. In contrast, the CF program eHealth used a
bottom-up approach to search for innovative initiatives,
controlled by the 8 university hospitals rather than the
government itself. Owing to the high visibility of this program
on the web and the co-operation with stakeholders and patients,
many useful insights into nationwide eHealth development were
gathered and disseminated directly.

The Danish program Patient@home focused on rehabilitation
and monitoring services to promote patient empowerment and
support treatment at home [36]. In total, 30 projects were carried
out through public-private collaborations between patients,
research institutions, and other stakeholders. Although all the
projects were developed using structured 5-phase innovation
models, with the backgrounds and aims as described in detail

on the program’s website, no scientific results were reported
on the website [37]. In the case of the CF program eHealth,
projects may have benefited from a structured innovation model
with subsequent phases of development and implementation.
Especially in the case of the 4 projects that were prematurely
terminated, an evaluation of the first phase of
innovation—need—which includes technology screening, could
have been beneficial. However, the well-thought program
structure, consisting of an obligatory project plan and a planning
stage at the initiation of a project and 2 project progress
evaluations along the way, might have overcome the lack of a
structured innovation model.

eHealth Project Progress Aspects
The mixed methods study found that the eHealth project
progress aspects planning, technology, and legal were important
aspects in relation to successful progress of the projects. From
an implementation perspective, comparable results were
described by Schreiweis et al [13]. After conducting a systematic
literature and expert discussion analysis, the authors considered
flexible funding, health outcomes, policies for using generated
data for research, competition, and supporting laws and
regulations, as important factors for success. Our study added
insights into the successful project progress from a
developmental perspective. For example, having a dedicated
project leader was essential, as were flexible project planning,
clear communication with IT services, and collaboration with
(commercial) partners that already had the knowledge and means
to accelerate development. Liu et al [38] studied the barriers to
and facilitators of such an academia-industry collaboration.
They identified the aspect timeline, consisting of longer time
frames in research projects, contrasting with the greater
emphasis on quick implementation in industry, as a barrier to
successful academia-industry collaboration. To mitigate this,
our study found that outlining and communicating openly about
the goals and expectations may facilitate successful
academia-industry collaborations.

Vedlūga and Mikulskienė [39] compiled a corpus of indicators
to monitor the implementation of the national eHealth
information system and proposed 5 key dimensions of
stakeholder-driven performance elements for eHealth evaluation:
human resources, financial resources, management resources,
legal aspects, satisfaction with technological solutions, and
design. These performance elements match with the results of
our study, such as the issues caused by misunderstandings
between clients and IT service providers, shortage of funding,
and never discussed before legal issues. The element human
resources was considered less important to eHealth development.
However, close attention should be paid to the endemic problem
of researchers performing work in their spare time.

Strengths and Limitations
One of the major strengths of the CF program eHealth was the
open and collaborative organization with a bottom-up approach.
For example, one representative from each of the 8 Dutch
university hospitals took place in the steering committee and
was responsible for monitoring and mentoring local projects.
A solid foundation was laid for successful program progress
and the achievement of program deliverables.
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Another strength was the wide array of subjects and studies in
the 29 eHealth projects. Although this variation may have
reduced comparison possibilities and thus the external validity
of projects, many valuable insights that proved important across
settings were gained. However, by creating a systematic
overview of the projects’ findings in the evaluation study, their
comparability was greatly enhanced. The combination of an
evaluation study with a mixed methods study to evaluate the
progress of eHealth projects in detail further strengthens our
study findings.

A study limitation was that the CF program eHealth deliverables
were not formulated through the well-known Specific,
Measurable, Attainable, Relevant, and Timely formats.
Therefore, it might be debatable whether the 10 deliverables
were truly completed. Another limitation regarding the
achievement of the deliverables might be the finding that most
of the project leaders indicated in the questionnaire that their
project planning was no longer up to date at the end of the CF
program eHealth. However, a not anymore up to date project
plan did not necessarily mean project failure and, therefore, its
failure to achieve deliverables. Project planning was relevant
to the initial direction and evaluation progress but on-time
completion of project planning was not compulsory when
drawing the final conclusions about the results of a project.

A limitation regarding the mixed methods study might have
been the number of interviewed project leaders. However,
saturation of information was accomplished after 7 interviews,
and the interviewed project leaders were a representative sample
of the whole group.

A final limitation was that we used a self-developed
questionnaire to assess the eHealth project progress aspects of
the 29 projects. We decided to develop a questionnaire owing
to the relatively small group of participants and the limited time
frame. Although valuable insights were gained,
methodologically, it would have been stronger if some level of
content validity and construct validity was carried out.

Future Perspectives
After termination of the CF program eHealth, the most
successful projects have now scaled up nationwide in a

subsequent edition of the CF program eHealth, focusing on
implantation and upscaling [40]. The lack of sequential funding,
as indicated by many in the Mixed Methods Study section of
this paper, will be overcome for these projects. In addition, the
assumption that most eHealth projects suffer from pilotitis (ie,
projects will never pass the pilot phase), might also be overcome
with the sequel of CF program eHealth [17].

The COVID-19 pandemic has accelerated the uptake and
implementation of existing eHealth solutions [41,42]. Although
care delivered at a distance has been already possible for many
years, actual scaled-up use is still lacking. The aforementioned
aspects of technology and law, which slowed the progress of
the development of the projects, might be positively influenced
and could take eHealth to a more mature level in the aftermath
of this crisis. However, new points of discussion will need to
be taken care of, such as how to take care of data privacy and
legislation if a nationwide COVID-19 mobile app was
implemented [43].

The CF program eHealth has proven that nationwide
collaboration on the theme of eHealth between the 8 Dutch
university hospitals and related commercial parties is possible
and diminishes eHealth fragmentation. To truly preserve and
improve the quality of our health care system in the light of
global aging, we should strive for the elimination of eHealth
fragmentation and national and international eHealth
collaborations, such as the CF program eHealth, should be
stimulated by governments and the European Union.

Conclusions
The 8 Dutch university hospitals were able to successfully
collaborate and stimulate nationwide evidence-based eHealth
development using a bottom-up approach. In total, 22 novel
eHealth solutions with various subjects were developed, and
significant knowledge about eHealth development and use was
established. The aspects planning, technology, and legal played
an important role in successful progress of the projects and
should therefore be closely monitored while developing novel
eHealth solutions or when implementing existing solutions. To
further counteract eHealth fragmentation and take the next step
from development to upscaling, a subsequent CF program
eHealth will be carried out.
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Abstract

Background: Tissue engineering (TE) constitutes a multidisciplinary field aiming to construct artificial tissues to regenerate
end-stage organs. Its development has taken place since the last decade of the 20th century, entailing a clinical revolution. TE
research groups have worked and shared relevant information in the mass media era. Thus, it would be interesting to study the
online dimension of TE research and to compare it with traditional measures of scientific impact.

Objective: The objective of this study was to evaluate the online dimension of TE documents from 2012 to 2018 using metadata
obtained from the Web of Science (WoS) and Altmetric and to develop a prediction equation for the impact of TE documents
from altmetric scores.

Methods: We analyzed 10,112 TE documents through descriptive and statistical methods. First, the TE temporal evolution was
exposed for WoS and 15 online platforms (news, blogs, policy, Twitter, patents, peer review, Weibo, Facebook, Wikipedia,
Google, Reddit, F1000, Q&A, video, and Mendeley Readers). The 10 most cited TE original articles were ranked according to
the normalized WoS citations and the normalized Altmetric Attention Score. Second, to better comprehend the TE online
framework, correlation and factor analyses were performed based on the suitable results previously obtained for the Bartlett
sphericity and Kaiser–Meyer–Olkin tests. Finally, the linear regression model was applied to elucidate the relation between
academics and online media and to construct a prediction equation for TE from altmetrics data.

Results: TE dynamic shows an upward trend in WoS citations, Twitter, Mendeley Readers, and Altmetric Scores. However,
WoS and Altmetric rankings for the most cited documents clearly differ. When compared, the best correlation results were
obtained for Mendeley Readers and WoS (ρ=0.71). In addition, the factor analysis identified 6 factors that could explain the
previously observed differences between academic institutions and the online platforms evaluated. At this point, the mathematical
model constructed is able to predict and explain more than 40% of TE WoS citations from Altmetric scores.

Conclusions: Scientific information related to the construction of bioartificial tissues increasingly reaches society through
different online media. Because the focus of TE research importantly differs when the academic institutions and online platforms
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are compared, basic and clinical research groups, academic institutions, and health politicians should make a coordinated effort
toward the design and implementation of adequate strategies for information diffusion and population health education.

(J Med Internet Res 2021;23(11):e25394)   doi:10.2196/25394

KEYWORDS

advanced therapies; tissue engineering; scientometrics; altmetrics; online; web; communication of science

Introduction

Tissue engineering (TE) is a multidisciplinary field aiming to
develop biological substitutes that can restore, maintain, or even
improve the structure or functionality of damaged tissues [1].
Since its appearance in 1988 [2], TE has globally spread to
improve current therapeutic approaches, entailing a revolution
in health sciences [3]. In this sense, several TE devices have
been employed in the treatment of damaged blood vessels [4],
peripheral nerve injuries [5], chronic skin ulcerations [6], oral
mucosal replacement [7,8] and corneal lesions [9].

The crescent interest and the fast development of TE have been
demonstrated from a quantitative perspective by showing the
incremental number of TE publications during the last decade
[10]. Moreover, its cognitive and social frameworks have been
described by means of science mapping analysis techniques
[11]. These bibliometric-based studies can serve as a guide to
help administrative authorities to better plan funding allocations
and to promote synergies among research groups, as previously
exhibited in other scientific areas [12,13].

In this sense, traditional bibliometric analysis employs the
information extracted from academic documents (ie, citations
or keywords) to comprehend the evolution of a scientific
discipline, such as TE [10,11,14]. However, classical
bibliometric methods have been largely reviewed because of
their fewer adequacy to assess the real dimension of scientific
enterprise and due to a relative inattention to the societal
dimension of scientific endeavor [15]. Consequently, a new
kind of metrics, called alternative metrics or altmetrics, has
been proposed to obtain, evaluate, and characterize scientific
information through data content in social media [16].

Altmetrics describes a web-based metrics used to understand
the impact of publications and other scholarly materials by using
data from social media platforms (ie, Twitter, Facebook,
Google+, blogs, Mendeley Readers, CiteULike, Reddit, and
Wikipedia, among others) [17]. The emergence and development
of these metrics are related to the social media revolution: there
are now different groups of the population, nonauthor
professionals, which read research articles and also share them;
furthermore, new types of academic outputs have appeared [18].
Hence, the traditional acceptance that scientific output is
disseminated solely through academic media, such as journals,
conferences, or specialized books, has now changed.

In addition, the online public nature of these metrics allows to
track mentions of scholarly articles across the online landscape
faster and broader than traditional citation metrics [19]. The
validity and potential of altmetrics and its necessary
collaborative relation with classical metrics have been
demonstrated in several disciplines [20]. Motivations on the

impact that these metrics could offer on professional research
careers have been also scrutinized [21].

Then, within the context of a global science where information
is shared and consumed in the web, even before its general
validation for the scientific community, it would be interesting
to explore the online dimension of a multidisciplinary and
dynamic science such as TE. Among the recent advances in
health sciences, the construction of biosimilar tissues constitutes
one of the most powerful approaches to achieve the successful
treatment of previously untreated conditions. To the best of our
knowledge, there are no documents available that evaluate the
online dimension of TE research since its appearance at the end
of the 20th century. Thus, the primary aim of this study was to
determine the characters of TE behavior online and to compare
it with traditional metrics of scientific impact.

Methods

Sample
The metadata used in this study were obtained from the Web
of Science (WoS) Core Collection bibliographic database. WoS
is considered one of the most relevant scientific information
sources, as it contains reliable evidence about citations, and is
widely used in research evaluations [22].

The search strategy used in this study was “TISSUE
ENGINEER*” or “TISSUE-ENGINEER*”, and it was applied
on the Science Citation Index-Expanded Collection for a period
between 2012 and 2018. We performed this search strategy to
accurately discriminate between genuine TE documents and
documents belonging to other related areas such as regenerative
medicine or cellular therapy [23]. As originally described by
Langer and Vacanti [1], TE is defined by the use of cell sources,
matrices, and growing factors to construct biomimetic tissues
with a therapeutic impact on human health [1], which differs
from other emerging biomedical approaches based on the sole
use of cultured stem cells or biomaterials without giving rise to
a human bioartificial tissue. In this sense, our aim was to capture
this precise notion of TE research.

Once the metadata were extracted, we excluded reviews, book
chapters, meeting abstracts, and proceeding articles. Then,
original articles obtained from this research were matched with
the information available on Altmetric online [24], which holds
important social information since 2012 from a much broader
spectrum of sources than traditional metrics (eg, web-based
references, news media mentions, Twitter mentions, or patents,
among others) [25].

Descriptive Analysis
To comprehend the behavior of TE in the social web and to
compare it with traditional metrics, we carried out 2 different
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analyses. First, we evaluated the presence of original articles
regarding TE in 7 different platforms (WoS, Altmetric Attention
Score, Twitter, patents, Facebook, Mendeley Readers, and news)
as the percentage of documents with at least one mention or a
citation from 2012 to 2018. Following Eysenbach [26], in the
case of Twitter, we called each mention a tweetation, which
includes the mention of a TE journal article URL, retweet of
the same tweet, or sending a modified tweet by other users [26].
In addition, we obtained the top 10 most cited TE original
articles from 2012 to 2018 and ranked them according to 2
parameters: the normalized WoS citations and the normalized
Altmetric Attention Score. Those measures were calculated
using the rationale of the normalized citation impact. It was
calculated by dividing the count of citing items by the average
of citations for documents with the same year of publication in
our corpus of documents. The Altmetric Attention Score has
been previously employed as a bibliometric measure of online
attention [25].

Statistical Analysis
To better characterize TE structure online, we performed 3
different statistical tests: Spearman correlation test [27], factor
analysis [28], and linear regression model [29]. The collection
of cites using traditional metrics requires several years, while
the data provided by Altmetric before 2015 were not extensive,
as the platform was only founded in 2012. For this reason,
correlation and factor analyses were performed on publications
retrieved from 2015 to 2018. This strategy has been used
previously in other altmetrics studies [30]. Furthermore, all
citation and mention counts were transformed with the formula
Ln(1+x) before processing to reduce skewing [30].

To verify that the data set does not follow a normal distribution,
the Kolmogorov–Smirnov test was performed for the next 16
variables that were evaluated, overall, to characterize the field:
(1) WoS citations, (2) news, (3) blogs, (4) policy, (5) Twitter,
(6) patents, (7) peer review, (8) Weibo, (9) Facebook, (10)
Wikipedia, (11) Google, (12) Reddit, (13) F1000, (14) Q&A,
(15) video, and (16) Mendeley Readers. The Spearman
correlation was then obtained for the variables previously
described, and the statistical significance was defined as P<.05.

Once the correlation data were obtained, factor analysis was
performed. Factor analysis allowed us to identify the common
variables or factors that could explain the previously observed

correlation data. In this sense, Bartlett sphericity and
Kaiser–Meyer–Olkin tests were performed prior to assessing
the suitability of factor analysis [31]. Finally, the linear
regression model was applied to obtain a mathematical
expression of the influence of alternative metrics on a traditional
measure of scientific impact such as the citation counts. The
equation constructed contains a group of variables identified in
the correlation and factor analyses, which allows us to predict
the number of WoS citations in 2018 from 2015 TE Altmetric
scores. Finally, the equation was used to calculate the predicted
citation(s) of the documents published in 2015. A t-test analysis
was employed to determine the significance (95% CI and
significance at P<.05). JASP (freeware; University of
Amsterdam, Amsterdam, The Netherlands) was employed to
perform all the statistical analyses [32].

Results

Sample
After performing the search strategy described, a total of 23,179
documents pertaining to TE were retrieved from WoS for the
period from 2012 to 2018. A process of matching between the
DOIs available in the WoS and the Altmetric data was then
performed. Finally, a total of 10,112 documents (43.63%) with
an Altmetric score of 1 or higher were obtained.

Descriptive Analysis

Evolution of TE Documents in WoS and the Online Web
The presence of TE documents in WoS and online is shown in
Figure 1. The trend lines indicate the evolution of the percentage
of documents with at least one citation or mention during the
period 2012-2018. In WoS, the percentage of documents exceeds
85.00% from 2012 to 2017. However, the nearness of 2018 to
the time of data acquisition explains the result of WoS citations
in that year (40.93%) when these metadata were not already
collected. The evolution of TE documents in Twitter, Mendeley
Readers, and the Altmetric Attention Score shows an upward
trend from the beginning of the period studied. In this sense,
documents with at least one mention in the reference manager
Mendeley Readers were close to the 50% in 2017. By contrast,
the presence of TE documents in platforms such as Facebook,
patents, and news was less than 10% for the whole period
studied.
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Figure 1. Percentage of documents with at least one citation/mention for the period 2012-2018. Only those platforms with more than 5% in any year
were represented. WoS: Web of Science.

Ranking of TE Documents According to WoS Citations
and Altmetric Attention Score
The top 10 TE documents ranked by their normalized WoS
citations and normalized Altmetric Attention Score are presented
in Tables 1 and 2.

Table 1. Top 10 tissue engineering documents ranked by WoSa citations for the period 2012-2018.

ReferenceNormalized Altmetric Attention ScoreNormalized WoS citationsAltimetric rankWoS rank

[33]140.7638.3251

[34]54.1135.19212

[35]33.3122.19433

[36]2.1621.496024

[37]5.7319.782915

[38]0.1118.1060226

[39]018.1080607

[40]0.5918.0322598

[41]0.2216.9737389

[42]68.2914.91810

aWoS: Web of Science.
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Table 2. Top 10 tissue engineering documents ranked by Altmetric Attention Score for the period 2012-2018.

ReferenceNormalized Altmetric Attention ScoreNormalized WoS citationsAltimetric rankWoSa rank

[43]204.963.461365

[44]199.3612.97216

[45]149.216.83383

[46]141.629.60439

[33]140.7638.3251

[47]115.27068853

[48]85.101.7371584

[49]68.2914.91810

[50]67.043.809307

[51]65.814.3710252

aWoS: Web of Science.

Tables 1 and 2 show a remarkable discrepancy between classical
(normalized WoS citations) and alternative (normalized
Altmetric Attention Score) metrics among the most valued
documents.

On the one hand, the original article by Deng et al [39], reporting
multifunctional stimuli-responsive hydrogels with self-healing,
high conductivity, and rapid recovery through host–guest
interactions, has a remarkable scholarly impact, being the 7th
top-cited document when analyzing normalized WoS citations.
However, the Altmetric Attention Score was null for this paper,
suggesting that in vitro research could not attract as much

societal attention as translational research. On the other hand,
the research study by Nichols et al [47], regarding the
transplantation of bioengineered lung into a large-animal model,
employs a very translational approach to TE, and thus its social
impact is reflected by the high Altmetric Attention Score,
although its scholar relevance was not yet evident.

Statistical Analysis

Correlation Analysis
The results of the correlation analysis between traditional and
alternative metrics of all retrieved publications from 2015 to
2018 are presented in Table 3.
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Table 3. Spearman correlation results between pairs of variables for tissue engineering articles published from 2015 to 2018.a

VideoQ&AF1000RedditGoogleWikipediaFace-
book

WeiboPeer
review

PatentsTwit-
ter

PolicyBlogsNewsWoSb

WoS

0.144News

0.3870.137Blogs

0.0640.0650.049Policy

0.0090.1580.1490.176Twitter

–0.068–0.0090.090.0930.114Patents

–0.009–0.006–0.0010.136–0.01–0.006Peer review

–0.002–0.0110.063–0.0020.1080.1080.04Weibo

0.081–0.0140.0470.2130.0460.2130.20.064Facebook

0.0390.14–0.0040.0320.073–0.0040.0730.0720.076Wikipedia

0.0860.1840.11–0.0050.0130.0730.1380.1840.1090.071Google

0.025–0.0130.0160.118–0.005–0.03–0.015–0.0050.0280.008–0.012Reddit

–0.0110.0460.0630.0150.164–0.0030.0130.05–0.0030.0630.0360.054F1000

–0.002–0.003–0.003–0.003–0.01–0.001–0.001–0.006–0.004–0.001–0.007–0.0070.003Q&A

–0.002–0.008–0.011–0.011–0.0090.061–0.004–0.003–0.020.006–0.0030.0360.008–0.033Video

0.030.0080.0670.0120.0980.0770.1070.049–0.0250.1040.2430.0210.1970.1980.716Mendeley
Readers

aItalicized values mean P<.05.
bWoS: Web of Science.

Overall, the number of citations on Mendeley Readers and WoS
shows the best correlation results (ρ=0.71) and platforms such
as Twitter (ρ=0.17) and news (ρ=0.14) have a suitable
correlation. However, the correlation results obtained for
Wikipedia, Facebook, F1000 mentions, and Q&A mentions
were weak, and an inverse correlation was observed for TE
documents appearing in 3 online platforms: peer review
mentions (ρ=−0.006), Reddit mentions (ρ=−0.01), and video
mentions (ρ=−0.03).

Factor Analysis
First, a value of 5629.85 (P<.001) for a chi-square
approximation of the Bartlett sphericity test and a value of 0.700
for the Kaiser–Meyer–Olkin test confirmed the suitability of
factor analysis. Then, factor analysis identified 6 different

components or factors that could explain the correlation results.
These factors are shown in Figure 2 and labeled as F1, F2, F3,
F4, F5, and F6. Positive and negative results are indicated with
green and red lines, respectively.

F1 exposes the relation between WoS citations and Mendeley
Readers. However, the remaining factors (F2-F6) most likely
account for a different type of scientific impact not directly
associated with TE professional researchers and readers.
Regarding this, F3 acts as a common factor for Google and
policy mentions, and, interestingly, 3 social platforms (blogs,
news, and Facebook) appear together within F5. Finally, the
mentions of TE documents in Twitter (tweetations) were
strongly tied with a unique factor (F4), suggesting a particular
behavior and structure for TE information shared in Twitter.
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Figure 2. Results of the factor analysis for the 2015 production in the research field of tissue engineering.

Linear Regression Analysis
The correlation coefficient (r) and the determination coefficient

(R2) obtained were equal to 0.645 and 0.414, respectively. In
addition, the statistical test for the analysis of variance was
significant (P<.001). Consequently, the mathematical model
constructed explains more than the 40% of the variation in the
number of WoS citations obtained for TE documents in 2018
from 2015 Altmetric scores.

The variable Mendeley Readers constitutes the best citation
predictor for TE documents as it holds the higher result for r
(r=0.599). The rest of the Altmetric scores also had a positive
correlation but the strength of the observed association was
weaker.

The prediction equation for 2018 TE WoS citation counts from
2015 Altmetric scores can be expressed as follows:

Ln (1 + WoS)=–27.25 + 5.37 x Ln (1 + blog) + 0.82 × Ln (1 +
news) + 12.78 × Ln (1 + Mendeley Readers) + 5.83 × Ln (1 +
patent) + 0.75 × Ln (1 + Twitter).

Finally, no significant differences were found (P=.12) for the
predicted citations versus the real citations rates for the
documents published in 2015.

Discussion

Principal Findings
The seminal article published by Langer and Vacanti [1] laid
the foundations for TE. Since then, TE has evolved and given
rise to an interdisciplinary field that applies the principles of
engineering and life sciences toward the development of
biological substitutes that can restore, maintain, or even improve
tissue functions. Within contemporary medicine, TE is
considered one of the most promising advanced therapies, as it
has the potential to overcome traditional problems associated
with organ failure and to treat previously untreated conditions
[52]. Its onset and application to the clinical practice have led
to a revolution in surgery and transplantation procedures, as
new bioartificial tissue devices are now available for therapy
with a considerably less risk of infection transmission and
immune-mediated organ rejection [53].

As a consequence, a crescent interest has appeared, aiming to
elucidate global trends in TE and its cognitive and social
framework [10,11]. These bibliometrics-based approaches
utilize, in common, the traditional measures of scientific impact,
such as citations and publications. Moreover, the social maps
and conceptual diagrams proposed suffer from the same bias,
as both the relations among institutions and the key notions
identified are based on the number of citations and
co-occurrence of keywords [54]. Thus, new approaches are
needed to better characterize and comprehend the real impact
of TE in our society. In this sense, the association of traditional
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bibliometrics with alternative metrics (altmetrics) could render
a more sensible and realistic view of TE behavior nowadays
[55].

Hence, in this study, we have carried out an altmetrics-based
analysis of the core documents of TE retrieved from WoS
between 2012 and 2018. We have previously employed this
query term to analyze the global trends of TE [10], the cognitive
and social framework of TE [11], and the structure and evolution
of TE reviews [56], in an attempt to replicate the same search
strategy highlighting the value of the reproducibility and
comparability of our results. To our best knowledge, there is
no previous literature that defines TE structure and its major
characters online or its essential divergence with other
widespread platforms in clinical medicine such as scientific
journals.

In this regard, we first performed a descriptive analysis of
evolution of TE documents in WoS and 6 different web-based
platforms (ie, Facebook, patents, Twitter, news, Mendeley
Readers, and Altmetric Attention Score). The presence of TE
documents in WoS is significant over the rest, suggesting the
existence of a well-established research dynamic where
academic and professional health practitioners collect and
consult applicable clinical information in renowned databases.
Besides, TE diffusion in Twitter stood out within the group of
social networks consulted; it is interesting to note a growing
trend for the whole period evaluated, and a particular pattern
of scientific information diffusion in Twitter could explain these
results.

On the one hand, the own structure of Twitter, a micro-blogging
platform that enables the users to “tweet” short messages with
their virtual colleagues, has developed a singular model of
scientific communication and a special information flow [57,58].
Kwak et al [58] demonstrated that retweets constitute the nucleus
of this original model. Hence, retweets of TE documents could
spread their information beyond the limits of their original
authors, expanding them to the broad space of the followers’
networks [59,60]. In addition, relevant information about new
TE devices may reach primary care physicians and groups of
patients through this network, optimizing the communication
between different health care levels and the education of society
[61]. Eysenbach [26] reported that highly tweeted articles are
11 times more likely to end up as being highly cited and that
Tweets correlate with traditional metrics of scientific impact
[26]. Consequently, the upward trend of TE documents in
Twitter could also be explained in terms of this higher academic
impact.

To better comprehend the similarities and differences between
the focus of TE documents online and in traditional scholar
media, we identified the 10 most cited TE documents from 2012
to 2018. We then ranked and compared them according to the
number of normalized WoS citations and the normalized
Altmetric Attention Score. The results obtained demonstrated
a clear discrepancy between the rankings of TE documents,
suggesting that citations in WoS and interests of online users
do not follow the same path. Differences between metrics tend
to be more remarkable when comparing the top-ranked
documents for each metric. This comparison, although cannot

be used for validation purposes, is useful to elucidate this
differential pattern. This kind of dissimilar relation, where
scholar- and web-based attention clearly differs, has never been
demonstrated for TE as a discipline, although it is not exclusive
of it. In this sense, similar results have been shown in other
research fields, revealing that social and academic assumptions
of scientific advances are not guided by identical principia
[62,63].

This finding is not a negative result but rather a consequence
of the varying nature of traditional and alternative metrics, as
well as the social and dynamic context in which research takes
place. It has been reported that, in medical and applied sciences,
an important share of information targets is found outside the
research and scholar community and that traditional citations
are only partial measures of impact and use of information [64].
In accordance with Bornmann [65], citations only assess the
impact of scholarly literature on those who cite, and this neglects
many audiences of scholarly literature who may read the paper,
but do not cite it as “pure” readers [65]. Furthermore, the task
of assessing the impact of science has to take into account some
policy and society demands. These societal, policy-driven, and
technical demands have led to the emergence of altmetrics as
an evolved methodology to broaden the impact of research on
both researchers and policy demands as promoters of research
and society as final users of developed technology through
advances in research.

As TE is devoted to the construction of biomimetic tissues that
can restore, maintain, or even improve the structure or
functionality of damaged tissues [3], and to treat previously
untreated conditions [66,67], its social demands are particularly
important [68]. In this sense, the use of altmetrics, combined
with classical measures of scientific impact, could provide a
wider context on the real influence of TE research in society.

In addition to the descriptive analysis, we applied 3 different
statistical tests: Spearman correlation, factor analysis, and the
linear regression model. The correlation study showed that TE
citations in WoS and the number of readers in Mendeley Readers
have the highest value (ρ=0.71). This finding can be explained
by attending to the own nature of Mendeley Readers, as it is a
citation manager tool essentially used to store and share
references by a community of bibliographic users. The use of
Mendeley Readers has been previously correlated with future
citation counts in several biomedical sciences fields [69]. In
this way, citations of TE documents in WoS are equally
well-correlated with the number of Mendeley Readers. Because
TE researchers could use the previously stored documents as
cited documents for their own future publications, the correlation
results are, to some extent, explainable. However, Mendeley
Readers users do not have to be publishing academics
exclusively, and may also be practitioners or students, as
previously demonstrated [70,71]. Therefore, the correlation
observed in TE research should be related to a broader spectrum
of scientific activity and not just restricted to experts and
research groups that publish in specialized journals.

A positive but weaker correlation was obtained for online
platforms such as Twitter, news, and blogs. However, the
mention of TE documents in video and Reddit is lesser, because
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of an inverse correlation. These results are most likely
influenced by the structure and the type of readers on these
platforms. For example, in Reddit, virality constitutes a crucial
factor [72]. As stated by Berger and Milkman [73], those
contents that evoke emotions of activation (eg, anger, awe,
anxiety) are more suitable to become viral, in contrast to
deactivating emotions (eg, softness) [73]. Hence, documents
referring to the construction of bioartificial tissues could be
mentioned in Reddit to be criticized or report findings that are
surprising and shocking for common readers, but not so relevant
for a specialized audience.

For instance, correlation studies could obscure the genuine
relationships existing between a set of variables. This potential
bias is particularly important when a predominant or strong
association exists [30]. In this sense, factor analysis could serve
to identify the common factors or components that explain the
previously observed correlation. In this regard, factor analysis
of TE production showed the existence of 6 differentiated factors
(F1-F6).

F1 is tied to readers in Mendeley Readers, citations in WoS,
and patents. Interestingly, the final goal that guides TE research
is the clinical application of bioengineered tissue devices in the
daily practice of the medical specialties. For this achievement,
2 previous requirements must be guaranteed: the communication
of the scientific results in a peer-reviewed journal and the
acquisition of a patent license. As this process is causally related
to the employment of citation manager and paper collection in
well-known databases, factor analysis reveals consistent results.
F2 (Weibo, F100, Reddit, and Wikipedia) probably accounts
for a different kind of TE information consumption. A more
informal communication of results with less scientific rigor
mostly presided over the components that integrate this factor.

The relation between policy and Goggle in F3 is not clear, as
the latter can be used to filter and obtain a heterogeneous and
vast amount of information related to TE, and not just the legal
requirements for TE application in clinics. It is interesting to
note that Twitter acquires an individual dimension in F4,
constituting a social network distinguished from the rest.
Nevertheless, news and Facebook appear together in F5 and
blogs constitute a component of F6. A plausible explanation
for this leading role of Twitter in the diffusion of TE information
is that the development of TE has taken place in parallel with
the burst of social media. Probably, as previously stated for
other scientific disciplines, TE researchers have substituted the
idea of academic community for the virtual department [74,75].
Moreover, the structural multidisciplinary nature of TE and the
relationships between the biomaterials industry, research groups,
and clinicians can be ideally displayed using a social network
such as Twitter [10,58,76].

Finally, we aimed to develop a mathematical model for TE
documents to predict the influence of Altmetric scores on future
citation counts with relative accuracy. However, in accordance
with Thelwall and Nevill [30], it is reasonable to consider
alternative metrics in conjunction with journal impact to get an
idea about which articles are more likely to attract longer-term
citations [30]. Applying this logic to TE production, we
established a linear regression equation to derive 2018 TE

citation counts from 2015 Altmetric indexes. The model is able
to explain more than the 40% of variation in the number of WoS

citations for TE documents that Altmetric tracked (R2=49.6%);
regression results were statistically significant, and so the
association between measures such as publications or citations
and the impact of scientific work online could serve to better
characterize the movement of information in biomedical
disciplines, such as TE.

We hope this article serves to stimulate the adequate use of
web-based platforms in the communication and diffusion of
scientific information in TE. We are firmly convinced that, as
wisely stated by Weigold [77], the sharing of well-constructed
information online contributes to informing society about real
possibilities of scientific progress.

Limitations
Although the findings provided in this study are interesting,
several limitations must be addressed. First, only a percentage
of the publications indexed in WoS are available on Altmetric,
and consequently, the conclusions of the study are influenced
by the core of documents obtained. Second, the factor analysis
is performed for only 1 year; although the behavior of the
research area could be similar, it could be influenced by the
published topics or other factors. Finally, the intentional
tweeting by the publisher or the editor of the journal was not
analyzed.

Furthermore, the use of altmetrics lead to some potential
disadvantages, especially when they are used as the only
indicator for impact assessment. There is also the difficulty with
field normalization, which makes it difficult to compare the
impact of different disciplines [78]. Besides, altmetrics could
be affected by an incomplete and biased coverage of impact
areas (eg, most Chinese regions do not use Twitter), which
makes it difficult to compare the impact of different regions
[79]. Importantly, altmetrics present a lack of quality control,
and as such they are susceptible to deliberate or accidental
manipulation, which may promote sensational outcomes, and
the subsequent loss of credibility, if they are used as a sole
indicator for impact assessment [80]. However, some of these
drawbacks can be controlled when analyzing a large set of
documents, and in this sense alternative metrics seem to be more
prevalent and useful in health sciences when compared with
other fields [81,82]. Thus, we consider that new alternative
metrics are not replacing the classical ones. Indeed, these are 2
different approaches with a common goal: traditional metrics
attempt to assess the scholarly impact among researchers,
whereas alternative metrics try to evaluate policy and societal
demands on a specific scientific issue. Although these
approaches are different, they are positively correlated [26]. A
randomized controlled trial [83] reported a causal relationship
between the dissemination of research results through a
web-based platform and subsequent citations.

Another limitation of this study is that we have restricted our
search strategy to WoS, without exploring the presence of TE
in other databases such as Scopus or Medline or employing a
broader search strategy as reported in other studies [84].
However, WoS covers more than 250 scientific disciplines and
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its total number of records is over 90 million [85]. When
performing bibliometric analysis, citation data provided by WoS
are considered one of its main advantages in comparison with
other databases. Furthermore, the coverage of TE documents
is not limited by the date of WoS construction (1960s), as the
seminal paper on TE was published in 1993 [1].

Comparison With Prior Work
Previous studies of our group have described the global trends
[10] and identified the cognitive and social framework of TE
[11]. However, to our knowledge, this is the first study analyzing
the online social dimension of TE as a research field in the age
of mass media.

Summary of Findings
1. Online social media play a key role in the dissemination of

information about advanced therapies and TE from
academics to patients and health consumers.

2. The focus of TE research groups at the academic level and
the most shared articles in the online mass media are not
the same, as the ranking of the top 10 most cited TE
documents in terms of normalized WoS citations and
normalized Altmetric Attention Score were not
homogeneous.

3. Mathematical models established based on information
retrieved from alternative metrics (altmetrics) can be used
to predict the impact of TE documents on citation counts.

4. Different actors (academics, groups of basic and
translational researchers, health clinicians, data managers,
and health information workers) should implement
knowledge diffusion models about advanced therapies and
TE in the online mass media.

Conclusions
TE has supposed a revolution in daily medical practice as tissue
constructs are now available to treat severe conditions that
previously remained untreated. Therefore, these new medical
approaches have an impact on the population that can now be
measured by altmetrics. These metrics differ from the classical
academic metrics, but the knowledge of their influence on the
final citation count could form the basis of different institutional
or personal decision processes. The different actors involved in
the scientific diffusion of the TE can use the results of this study
to increase their interest in the use of social media and other
online platforms as a window to the world, with the intention
of reaching not only the scientific community, but also the
general society.
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Related Article:
 
Correction of: https://www.jmir.org/2021/10/e31400
 

(J Med Internet Res 2021;23(11):e34625)   doi:10.2196/34625

In “International Changes in COVID-19 Clinical Trajectories
Across 315 Hospitals and 6 Countries: Retrospective Cohort
Study” (J Med Internet Res 2021 Oct 11;23(10):e31400), two
errors were noted.

In the originally published paper, equal contribution of the last
three authors was not noted. This has been corrected to add a
note of equal contribution to the last three authors, as well as
to add a statement to the Authors' Contributions section denoting
the nature of equal contributions.

In the originally published paper, an equal contribution footnote
was applied to authors Griffin M Weber, Harrison G Zhang,
and Sehi L'Yi.

In the corrected paper, the equal contribution footnote has been
applied to authors Griffin M Weber, Harrison G Zhang, Sehi
L'Yi, Tianxi Cai, Andrew M South, and Gabriel A Brat.

The Authors’ Contribution section has been updated to include
the following statement:

These authors contributed equally: GMW, HGZ, SL.
These authors jointly supervised the work: TC, AMS,
GAB.

The correction will appear in the online version of the paper on
the JMIR Publications website on November 30, 2021, together
with the publication of this correction notice.
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Abstract

Background: During the initial months of the COVID-19 pandemic, rapidly rising disease prevalence in the United States
created a demand for patient-facing information exchanges that addressed questions and concerns about the disease. One approach
to managing increased patient volumes during a pandemic involves the implementation of telephone-based triage systems. During
a pandemic, telephone triage hotlines can be employed in innovative ways to conserve medical resources and offer useful
population-level data about disease symptomatology and risk factor profiles.

Objective: The aim of this study is to describe and evaluate the COVID-19 telephone triage hotline used by a large academic
medical center in the midwestern United States.

Methods: Michigan Medicine established a telephone hotline to triage inbound patient calls related to COVID-19. For calls
received between March 24, 2020, and May 5, 2020, we described total call volume, data reported by callers including COVID-19
risk factors and symptomatology, and distribution of callers to triage algorithm endpoints. We also described symptomatology
reported by callers who were directed to the institutional patient portal (online medical visit questionnaire).

Results: A total of 3929 calls (average 91 calls per day) were received by the call center during the study period. The maximum
total number of daily calls peaked at 211 on March 24, 2020. Call volumes were the highest from 6 AM to 11 AM and during
evening hours. Callers were most often directed to the online patient portal (1654/3929, 42%), nursing hotlines (1338/3929, 34%),
or employee health services (709/3929, 18%). Cough (126/370 of callers, 34%), shortness of breath (101/370, 27%), upper
respiratory infection (28/111, 25%), and fever (89/370, 24%) were the most commonly reported symptoms. Immunocompromised
state (23/370, 6%) and age >65 years (18/370, 5%) were the most commonly reported risk factors.

Conclusions: The triage algorithm successfully diverted low-risk patients to suitable algorithm endpoints, while directing
high-risk patients onward for immediate assessment. Data collected from hotline calls also enhanced knowledge of symptoms
and risk factors that typified community members, demonstrating that pandemic hotlines can aid in the clinical characterization
of novel diseases.

(J Med Internet Res 2021;23(11):e28105)   doi:10.2196/28105
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Introduction

COVID-19 emerged in December 2019 as a highly contagious
viral pneumonia caused by SARS-CoV-2 [1]. The disease is
transmitted through aerosolized respiratory droplets and was
classified as a pandemic by the World Health Organization on
March 11, 2020, after rapidly crossing intercontinental and
transoceanic boundaries over three months [2]. Symptoms
include fever, cough, and dyspnea; unmanaged disease can
result in multiorgan failure and possibly death [3,4]. The global
response to COVID-19 has focused on medically managing the
disease, optimizing hospital utilization, and reducing viral
transmission [5].

The rising prevalence of COVID-19 in the United States [6]
created a demand for patient-facing information exchanges that
addressed questions and concerns about the disease. Local
efforts designed to contextualize national facts and figures were
critical for layering population-specific considerations over
nationally accepted guidelines. As the disease began to spread,
acute care settings experienced a surge in patients seeking
treatment and advice, stressing already overburdened health
care systems and creating infection control challenges in
overcrowded waiting rooms [7,8]. Methods aimed at managing
this sudden spike in health care utilization required adherence
to social distancing recommendations to prevent viral
transmission while simultaneously alleviating the added
systemic congestion attributed to COVID-19.

One approach to managing increased patient volumes during a
pandemic involves the implementation of telephone-based triage
systems. Triage and evaluation phone lines established during
previous pandemics were found to be cost-effective methods
for prioritizing acute care resources for symptomatic patients
with risk factors for serious disease in overburdened hospital
systems [9-11]. A study of infectious disease hotlines
implemented following natural disasters showed that these
systems effectively aid patient evaluation and prevent disease
outbreaks in vulnerable populations [12]. Furthermore, disease
triage hotlines serve as effective information waypoints for
collecting longitudinal patient data while relieving congestion
that would otherwise exacerbate disease propagation [13].
However, a lack of consensus on a universal approach to triage
due to variation in disease presentation across institutions and
geographic areas prevents scalable implementation of triage
hotlines [14-16]. Approaches that optimize resource allocation
by accounting for variation in disease presentation thus present
compelling value propositions for health systems worldwide to
address ongoing and future pandemics.

To this end, we aimed to evaluate the COVID-19 triage hotline
established by Michigan Medicine, the academic medical center
affiliated with the University of Michigan, which serves the
population of Southeast Michigan and surrounding areas. We
characterized the call center’s triage algorithm and described
the distribution of all calls fielded over a 6-week interval during
the initial surge of the pandemic. We then contextualized hourly
and daily call volumes against publicly available internet search
trends concerning COVID-19–related inquiries. Lastly, we
tabulated symptomatology and risk factor profiles for patients

who accessed call center services during the 6-week period to
provide perspective on local disease burden. Our results illustrate
the utility of telephone-based triage and evaluation hotlines in
optimizing health care utilization and surveying disease burden
during times of crisis that impact human health.

Methods

COVID-19 Call Center Hotline and Triage Algorithm
Michigan Medicine established a telephone hotline to triage
inbound patient calls related to COVID-19. Operations
commenced on March 16, 2020, and accepted calls daily from
6 AM to 12 AM. The hotline was staffed both in person and
remotely by call center agents, medical assistants, patient service
representatives, and medical student volunteers (herein termed
as “agents”). The call center used Aspect Call Center software
(Aspect) to receive and manage calls. Call center agents used
an algorithm developed by the Michigan Medicine Ambulatory
Care Administration to triage incoming calls with screening
questions and defined endpoints. Screening questions were
updated over the duration of the study to accommodate the
changing health landscape of the pandemic. Symptom screening
criteria were initially limited to fever, cough, and dyspnea.
Criteria were expanded to include upper respiratory symptoms
(runny nose and congestion), muscle aches, loss of sense of
smell, and diarrhea on April 20, 2020. A positive symptom
screen was defined as having at least two symptoms from this
list. Risk factor criteria initially included age over 65 years,
compromised immune system, chronic respiratory illness,
presence of a health care worker in the household, hemodialysis
patient, resident of a skilled nursing or long-term care facility,
and/or living in communal housing. Risk factor criteria were
expanded to include primary caretaker for a vulnerable
individual and/or close contact of an individual who tested
positive for COVID-19 on April 20, 2020. A positive risk factor
screen was defined as having at least one risk factor from this
list.

Data Sources
We used two surveys to collect data for this analysis. The first
was created in Qualtrics, an electronic survey platform. Call
center workers filled out a Qualtrics survey when they handled
each call to the call center. From these results, we extracted call
volume, patient employment status (Michigan Medicine—and
later, University of Michigan—employee versus nonemployee),
patient status (Michigan Medicine versus non–Michigan
Medicine patient), pediatric or adult, symptom profile, and risk
factor data. The triage survey directed callers toward various
algorithm endpoints: Occupational Health Services,
non–Michigan Medicine primary care provider or the Centers
for Disease Control and Prevention website, patient portal e-visit
questionnaire, and adult or pediatric nursing hotlines. Partially
completed Qualtrics survey responses were discarded from
downstream analysis. The second survey was completed by a
subset of call center workers who were volunteers during
evening shifts. This survey was created in Google Forms, an
additional online survey platform. The Google Forms survey
collected additional data about symptomatology and risk factors
that were not included in the Qualtrics survey. Qualtrics and
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Google Forms survey data were merged to produce a composite
data set at the end of the study period. We used an additional
data source, the Aspect Unified IP System, which automatically
logged all telephone calls to our institution’s call center hotline.
We used this source to cross-check data on call volumes
extracted from the Qualtrics and Google surveys.

To contextualize how call volume was related to public interest
in the pandemic and disease prevalence, we accessed publicly
available data through two sources: (1) Google Trends and (2)
the State of Michigan online coronavirus dashboard [17]. We
compiled regional trends in searches for the terms “COVID,”
“COVID-19,” and “Coronavirus” during the study period. We
also compiled search trends for words that mirrored the
symptoms in our screening algorithm: “Fever,” “Cough,” “Short
of Breath,” “Shortness of Breath,” and “Trouble Breathing.”
Data provided by Google Trends are normalized to a maximum
of 100 for the frequency of searches between March 24, 2020,
and May 5, 2020, for the state of Michigan and the city of
Detroit. Data provided by the State of Michigan online
coronavirus dashboard were presented as 3-day total confirmed
cases and deaths from COVID-19 in Washtenaw county during
the same time period.

In tandem with the creation of a call center to assess patients,
Michigan Medicine created a “Cough, Flu, and COVID-19–like
Symptoms” patient portal e-visit questionnaire. Patients calling
the triage hotline whose symptoms or risk factor profile did not
meet criteria to be transferred to the nursing line were directed
to complete this e-visit questionnaire in their patient portal. The

questionnaire assessed symptom frequencies, symptom onset
and duration, and epidemiologic and demographic risk factors.
Once completed, a provider would reach out to the patient to
determine appropriate next steps in care.

Data Analysis
Data were collected between March 24, 2020 (8 days after the
triage hotline began operation) and May 5, 2020. Total call
volume and the total number of calls directed to each triage
algorithm endpoint by date and time of day were calculated to
assess hotline workload. Symptom frequency was subsequently
overlaid on total call volume for the call center and the total
number of calls in which patients screened positive for
symptoms. Google Forms survey data and the “Cough, Flu, and
COVID-19–like Symptoms” patient portal questionnaire
responses were analyzed to determine the frequency of
patient-reported symptoms and epidemiologic risk factors among
both hotline callers and online portal users. Data representation
and statistical analysis was completed using Prism (version
8.4.2; GraphPad). The study was reviewed and approved by the
local institutional review board (HUM00179879).

Results

Call Volumes and Algorithm Endpoints
Upon establishing a staffed triage hotline, calls were processed
through the screening algorithm, which directed patients to
specific algorithm endpoints (Figure 1).

Figure 1. Detailed workflow of the Michigan Medicine COVID-19 Hotline. Outline of triage algorithm, including initial input/questions (blue),
endpoints (red), and an alternative pathway added on May 1, 2020 (orange). The numbers of callers routed through each pathway are shown at unique
junctions in the algorithm. OHS: Occupational Health Services; PCP: primary care provider; RN: registered nurse.
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To establish that our survey data provided an accurate
representation of our call volume, we compared daily call
volume to the number of calls routed to the hotline number
through Aspect Unified IP, which automatically logged all calls
to the call center hotline (Figure 2A). Although the Google and

Qualtrics survey response rate was approximately 50% of Aspect
system forwarding, the linear relationship between call volume

as measured by the surveys and the Aspect system (r2=0.85)
suggests that survey responses provide a reasonable
representation of call volume received by the triage hotline.

Figure 2. Linear regression analysis of survey responses versus number of incoming calls and daily/hourly call volumes. (A) The number of unique
Qualtrics and Google Forms survey responses collected during the study period had a strong positive correlation with COVID-19 Hotline call volumes

recorded by Aspect software during the same time frame (Pearson coefficient, r2=0.85). (B) Daily and (C) hourly call volumes obtained from combined
Qualtrics and Google Forms survey data, with total calls received graphed as a stacked line plot (yellow) with subcategories of triage algorithm endpoints
overlaid as line graphs. Orange: routed to patient portal; purple: routed to adult nursing; grey: routed to OHS; blue: routed to PCP or Centers for Disease
Control and Prevention website; green: routed to pediatric nursing. OHS: Occupational Health Services; PCP: primary care provider.

A total of 3929 calls (average 91 calls per day) were received
by the call center during the study period. Overall, call volume
gradually declined over time but showed substantial variation
between days throughout the study period (Figure 2B). The
distribution of calls between algorithm endpoints was consistent
through the study period. Callers were most often directed to
the institutional patient portal (1654/3929, 42%), nursing
hotlines (1338/3929, 34%), or Occupational Health Services
(709/3929, 18%). Of the 1338 calls directed to the nursing
hotline, 1164 (1164/1338, 87%) were forwarded to the adult
nursing hotline and 174 (174/1338, 13%) were sent to the
pediatric nursing hotline. The total number of calls peaked at

211/day on March 24, 2020, and fell to 54/day by May 5, 2020,
when data collection ended. Incoming call volumes were highest
between 6 AM and 11 AM and steadily decreased throughout
the remainder of the day with the exception of a brief resurgence
between 6 PM and 12 AM (Figure 2C). Additionally, hourly
call volumes were lower on the weekends than during weekdays,
but volumes were similarly distributed throughout the day
(Figure S1 in Multimedia Appendix 1).

We were interested to see whether call volume and the fraction
of callers experiencing symptoms was reflective of the public
interest in the pandemic and locoregional case volume. Google
Trends frequencies for COVID-19–related searches for the state
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of Michigan and the Detroit area were highest in late March
and gradually decreased until the end of data collection in early
May (Figure 3A). Confirmed cases for Washtenaw County and
total triage hotline call volume followed a similar overall trend,
though both demonstrated lulls followed by sudden spikes in

early and mid-April. Searches related to the most common
symptoms of COVID-19 in both Michigan and Detroit peaked
in late March and early April, mirroring the peak in call volume
and callers screening positive for symptoms (Figure 3B).

Figure 3. Google Search and hotline call volume trends. (A) Total call volume derived from combined Qualtrics and Google Forms survey data graphed
as a stacked line plot (blue), relative frequencies of COVID-19–related Google Search results for the state of Michigan (MI, black) and Detroit area
(grey) overlaid as line plots, and 3-day total confirmed cases (black) and deaths (red) from COVID-19 in Washtenaw county represented as bars. (B)
Total number of callers who were Michigan Medicine patients (blue stacked line plot) and those who screened positive for symptoms (yellow stacked
line plot) overlaid with relative frequencies of Google Search results pertaining to COVID-19 symptoms in the state of Michigan (black) and Detroit
area (grey) overlaid as line plots. For panels (A) and (B), the left y-axis represents the normalized range (0-100) of Google Trends results, and call
volumes and patient numbers are represented on the right y-axis.

Caller Symptomatology and Risk Factors
We next analyzed Google Forms survey data to determine the
frequency of patient-reported symptoms and the distribution of
epidemiologic risk factors among callers. These represent the

subset of callers who were Michigan Medicine patients and
contacted the call center between 6 PM and 12 AM. Cough
(126/370, 34% of callers), shortness of breath (101/370, 27%),
upper respiratory infection (28/111, 25%), and fever (89/370,
24%) were the most commonly reported symptoms (Figure 4A).
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A minority of callers reported muscle aches, diarrhea, or loss
of sense of smell (14/111, 13%; 7/111, 6%; and 4/111, 4%,
respectively). Among the risk factors assessed,
immunocompromised state (23/370, 7%), age >65 years (18/370,

5%), primary caretaker of a vulnerable individual (5/370, 4.5%),
and close contact with a person known to have tested positive
for SARS-CoV-2 (5/370, 4.5%) were the most frequently
reported by hotline users (Figure 4B).

Figure 4. Symptoms and risk factors reported by hotline callers. Percent of patient-reported (A) symptoms and (B) risk factors obtained from Google
Forms survey data. For "Cough," "Shortness of breath," "Fever," "Compromised immune system," "65 years old and up," "Hemodialysis patient,"
"Diabetes," "Resident of a nursing home/long-term care facility," and "Living in communal housing," n=370, while for "Upper respiratory infection,"
"Muscle aches," "Diarrhea," "Loss of sense of smell," "Close contact with someone that tested positive for SARS-CoV-2," and "Primary caretaker of
a vulnerable individual," n=111, as these were added to the screening algorithm at a later study timepoint.

Patient Portal Symptomatology and Risk Factors
Further characterization of patient-reported symptoms and
epidemiologic risk factors was achieved through “Cough, Flu,
and COVID-19–like Symptoms” questionnaire responses.
Questionnaire data revealed that nonproductive or productive
cough were the most frequently reported symptoms among both
adult (nonproductive: 1280/1907, 67%; productive: 998/1907,
52%) and pediatric (nonproductive: 148/227, 65%; productive:
64/227, 28%) patients (Figure 5). Muscle aches were the next
most common symptom reported by adults (780/1907, 41%),
while pediatric patients were more likely to experience fever
(58/227, 26%). Adult patients were more likely to experience
dyspnea than pediatric patients (465/1907, 24% versus 21/227,

9%) and loss of sense of smell (198/1907, 10% versus 10/227,
5%). Gastrointestinal symptoms (vomiting, diarrhea) were
reported by <10% of adult and pediatric patients. Regarding
clinical time course, both adult and pediatric patients were more
likely to report a slowly progressive disease course (67%,
1393/2081 of adults and 61%, 118/194 of pediatric patients)
than acute onset of illness (33%, 688/2081 of adults and 39%,
76/194 of pediatric patients). Health care worker (12%,
259/2132 of adults) and household contact of a health care
worker (15%, 30/196 of pediatric patients) were the most
frequently reported risk factors (Figure S2A,B in Multimedia
Appendix 1). Of adult patients, 7% (142/2132) indicated that
they had a compromised immune system compared to 2%
(4/196) of pediatric patients.
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Figure 5. "Cough, Flu, and COVID-19–like Symptoms" e-visit questionnaire symptom profiles for adult and pediatric patients. (A) Percent of reported
symptoms among adult (orange, n=1907) and pediatric (blue, n=227) patients who completed the e-visit questionnaire within the study time frame.

Discussion

Principal Findings
In this study, we illustrated an approach to rapid development
and implementation of a telephone-based triage system during
the COVID-19 pandemic. Although call volumes fluctuated
considerably throughout the study period, we observed a gradual
decline in total calls received over time. We noted that referral
to the patient portal or transfer to the nursing hotline for further
assessment constituted more than 75% of triage decisions.
Google Trends data for COVID-19–related terminology and
symptoms in Michigan and the Detroit metropolitan area
decreased from late March to early May 2020, mirroring the
declining trend in call volumes noted at the call center. Callers
most frequently reported the following symptoms: cough,
shortness of breath, upper respiratory infection, and fever. In
addition, the following risk factors for infection were most
frequently reported: immunocompromised, age greater than 65
years, and exposure to another individual who tested positive
for COVID-19. Analysis of patient questionnaire data revealed
that cough was the most frequently reported symptom by adult
and pediatric patients, but the frequency of symptoms thereafter
differed between these groups. Together, these results
demonstrate how patient hotlines and triage systems can be used
to properly allocate care and broaden our understanding of
disease characteristics during public health crises.

Responding effectively to a global pandemic necessitates
judicious use of resources and regular assessment of disease
burden. Tools with this dual capability are positioned to
meaningfully contribute to pandemic response efforts.
Specifically, triage and evaluation phone services are

well-equipped to manage and survey patient populations when
deployed by health systems during pandemics. Characterization
of the Michigan Medicine COVID-19 Hotline validated this
notion. The call center successfully directed call traffic away
from the resource-intensive nursing endpoints while capturing
population-level statistics on disease symptomatology and
prevalence. This was accomplished by direct triage and
surveillance by call center agents as well as questionnaire-based
surveillance through a pre-existing online portal. Only 17% of
the total call volume was directed to the nursing hotlines, while
21% of calls were directed to the online patient portal. Cough
was identified as the most common symptom by triage agents
as well as questionnaires, coinciding well with prior reports on
COVID-19 symptomatology [1,5]. Taken together, the Michigan
Medicine COVID-19 Hotline effectively triaged patients seeking
advice and care during the COVID-19 pandemic while
facilitating characterization of local disease burden.

Prior triage hotlines have provided population-level statistics
about disease symptomatology and prevalence while directing
resource allocation [13]. During the H1N1 pandemic of 2009,
triage lines were developed to facilitate rapid diversion of call
traffic from upper-level providers [9,11,13] while providing
reassurance to patients with less concerning symptoms [11]. In
addition, total call volume may itself be a useful marker for
informing appropriate resource management. The tight
concordance observed between regional Google Trends search
term frequencies and total call volume is in line with the findings
of previous studies comparing search trends to disease incidence
[18,19] and supports the notion that call center traffic can
operate as a barometer for community concerns surrounding
COVID-19.
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Designing the triage algorithm to leverage an online patient
portal not only reduced nursing utilization but also unlocked
local care capacity without compromising social distancing
measures designed to reduce viral transmission. Previous work
has demonstrated that call centers can also benefit a community
beyond their primary role as a triage service. For instance, South
Australia’s COVID-19 Relief Call Centre assisted callers with
food insecurity and accessing medical appointments and welfare
checks [20]. Call centers additionally provide alternative
employment opportunities during pandemic shutdowns for both
health care workers and non–health care workers. As an
example, nurses and medical assistants on furlough at Michigan
Medicine were redeployed as call center agents. In New York
City, customer service agents at a travel management firm were
trained and deployed as COVID-19 test schedulers [21]. Call
centers have also been an effective means of reaching
underserved patients in rural areas [22].

Nevertheless, a number of operational challenges place
constraints on the value of call centers. Hotline staff do not
perform physical exams, which are often necessary to properly
evaluate the cardiopulmonary complaints that are characteristic
of COVID-19. Maintaining social distancing standards and
properly sanitizing shared workspaces can also pose a challenge
to call center operations during pandemics [23]. To circumvent
these challenges, hotlines based on yes/no algorithms can be
supplemented by online self-triage systems [24]. Social
distancing practices can be maintained by adopting work from
home strategies, as was done by a call center in England that
transitioned almost 1000 employees to remote work at the outset
of the pandemic [25]. Although imbalances between health care
supply and demand are likely to arise during future pandemics
or subsequent waves of the COVID-19 pandemic, call center
hotlines can be used to reduce the burden placed on strained
medical systems.

Limitations
A number of operational constraints placed limitations on the
scope of our study. First, the Google Forms survey designed to

screen symptomatology and risk factors was only completed
for evening callers. Specific symptoms or risk factors associated
with the time frame in which calls were received may have
confounded our results. Second, due to the structure of the triage
algorithm, we were only able to present symptomatology and
risk factor data for a small subset of patients. Further, since the
triage algorithm screened callers as positive if they had two
symptoms or one risk factor, it is possible that additional
symptoms or risk factors were not captured once a caller had
screened positive. Third, not all callers had questions or requests
that fit perfectly into the triage algorithm. For these calls, call
center workers may have skipped the online survey (leading to
inaccurate measurements of call volume) or filled out the survey
with their best approximation of the caller’s needs. Fourth, due
to the deidentified nature of our data sets, we were unable to
measure caller satisfaction. This would be a useful topic for
further research. Finally, this study presents data from one
institution, limiting the ability of our data to generate
population-level inferences.

Conclusions
In summary, our study describes the development and
implementation of a COVID-19 patient triage hotline in a single
health care system. The triage algorithm successfully diverted
low-risk patients to suitable algorithm endpoints, while directing
high-risk patients onward for immediate assessment. Data
collected from hotline calls also enhanced our knowledge of
typical symptoms and risk factors among community members,
demonstrating that pandemic hotlines can aid in the clinical
characterization of novel diseases. Although future innovation
in the areas of triage algorithm design and remote work
capabilities can certainly improve the operation of future
pandemic hotlines, our work provides critical insight into the
role that telephone-based triage systems play in facilitating
health care delivery in times of crisis.
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