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Abstract

Background: Artificial intelligence (AI) and the Internet of Intelligent Things (IIoT) are promising technologies to prevent the
concerningly rapid spread of coronavirus disease (COVID-19) and to maximize safety during the pandemic. With the exponential
increase in the number of COVID-19 patients, it is highly possible that physicians and health care workers will not be able to
treat all cases. Thus, computer scientists can contribute to the fight against COVID-19 by introducing more intelligent solutions
to achieve rapid control of severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2), the virus that causes the disease.

Objective: The objectives of this review were to analyze the current literature, discuss the applicability of reported ideas for
using AI to prevent and control COVID-19, and build a comprehensive view of how current systems may be useful in particular
areas. This may be of great help to many health care administrators, computer scientists, and policy makers worldwide.

Methods: We conducted an electronic search of articles in the MEDLINE, Google Scholar, Embase, and Web of Knowledge
databases to formulate a comprehensive review that summarizes different categories of the most recently reported AI-based
approaches to prevent and control the spread of COVID-19.

Results: Our search identified the 10 most recent AI approaches that were suggested to provide the best solutions for maximizing
safety and preventing the spread of COVID-19. These approaches included detection of suspected cases, large-scale screening,
monitoring, interactions with experimental therapies, pneumonia screening, use of the IIoT for data and information gathering
and integration, resource allocation, predictions, modeling and simulation, and robotics for medical quarantine.

Conclusions: We found few or almost no studies regarding the use of AI to examine COVID-19 interactions with experimental
therapies, the use of AI for resource allocation to COVID-19 patients, or the use of AI and the IIoT for COVID-19 data and
information gathering/integration. Moreover, the adoption of other approaches, including use of AI for COVID-19 prediction,
use of AI for COVID-19 modeling and simulation, and use of AI robotics for medical quarantine, should be further emphasized
by researchers because these important approaches lack sufficient numbers of studies. Therefore, we recommend that computer
scientists focus on these approaches, which are still not being adequately addressed.
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Introduction

With the emergence of the novel coronavirus disease
(COVID-19) pandemic, many regions and countries have been
facing different risks at different times. Due to the high
infectivity and spread of severe acute respiratory syndrome
coronavirus 2 (SARS-CoV-2), the virus that causes COVID-19,
combined with its increased hospitalization rate, COVID-19 is
a serious public health threat worldwide [1,2]. Artificial
intelligence (AI) systems such as cognitive computing, deep
learning, convolutional neural networks, and machine learning
can play a critical role in detection, large-scale screening,
monitoring, reduction of caregiver workload, and prediction of
possible interactions with the new therapies for this virus [3-6].
In this review, we provide an analysis of AI applications that
may help limit the spread of or even help eradicate this virus if
properly adapted and applied by countries.

Methods

We conducted an electronic article search using the MEDLINE,
Google Scholar, Embase, and Web of Knowledge databases.
The search included only English-language publications, with
a focus on evidence-based research articles. The search focused
on both randomized and nonrandomized controlled trials,
longitudinal studies, cross-sectional studies, and retrospective
studies. A list of keywords were used with different
combinations, as follows: SARS-CoV-2, COVID-19, novel
coronavirus, artificial intelligence, internet of things,
telemedicine, machine learning, modeling, simulation, and
robotics.

Results

Figure 1 shows a summary of AI-based approaches to prevent
the spread of COVID-19.

AI for Detection of Suspected COVID-19 Cases
A pandemic creates unique challenges to the delivery of health
care, and these challenges must be faced by a limited number
of health care workers. AI can help address these problems; for
example, a smartphone app could be developed that collects
signs, symptoms, previous locations of the patient, travel history,
and updated areas of the outbreak, then processes and filters
this information using algorithms so that only suspected cases
are examined by physicians (Figure 2) [7].  

On January 22, 2020, the Center for Systems Science and
Engineering at Johns Hopkins University launched a publicly
shared web-based interactive dashboard [8]. The aim of this
dashboard was to accurately visualize and track reported cases
of COVID-19 in real time. This revolutionary idea has
contributed to the rapid identification of new outbreaks of the
disease. The information on this dashboard is updated twice
daily, which provides an added advantage. This has opened a
new spectrum of AI to predict and recommend quarantine in
areas where a threshold number of cases is reached. It can also
aid early diagnosis of patients if they report travelling to these
areas. All these data are displayed freely through Google Sheets
and the ArcGIS Living Atlas [9].

Another important application of AI is remote monitoring of
home-quarantined patients and their families via smartphones
or smart bracelets. An automatic alarm will sound and provide
a warning message if the patient or family member breaks
quarantine.

All these contributions can significantly decrease the burden
on health care workers and enable them to work more efficiently
in a safe environment [7].
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Figure 1. Summary of AI approaches to address the COVID-19 pandemic. AI: artificial intelligence; CAD: computer-aided diagnosis; COVID-19:
novel coronavirus disease.
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Figure 2. Potential artificial intelligence–based detection of suspected patients with coronavirus disease using a smartphone app.

AI for Large-Scale COVID-19 Screening
Noncontact systems that use AI to measure signs and symptoms
of COVID-19 are extremely important for large-scale screening
in a significantly short period (Table 1). Rapid screening using
these systems not only enables remote detection of suspected
cases but can also be performed by significantly fewer
personnel, which can reduce the work stain on areas such as
airports and supermarkets and further augment social distancing
[7].

Noncontact systems that can be used for large-scale screening
include infrared thermal imaging technology and camera-based
motion detection software to detect and analyze abnormal
respiratory patterns [10].

One of the diagnostic signs of COVID-19 is fever [10]. Infrared
thermal cameras enable real-time visualization of any transient

or constant changes in the energy radiating from individuals,
which enables estimation of surface temperature [11]. With the
aid of AI detection algorithms, suspected individuals with
COVID-19 can be automatically identified and tracked using
infrared thermal cameras with minimal need for human
monitoring.

Respiratory pattern is another diagnostic sign of individuals
with COVID-19 [12,13]. The pattern of respiration in
COVID-19 is quite different from that in the common cold or
influenza [14,15]. Tachypnea, or abnormally rapid breathing,
may indicate infection with COVID-19. Using a depth camera
to conduct noncontact respiratory measurements of individuals
and analyzing these measurements using AI detection algorithms
was found to be a promising method for additional confirmation
of COVID-19 cases [12,13].
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Table 1. Comparison of the cost and efficiency of AI systems versus conventional human labor for large-scale screening of COVID-19.

Conventional human labor for COVID-19 screeningAIa systems for COVID-19b screeningParameter

May be high or low according to country but will
generally have higher cumulative cost, including the
added cost of applying preventive measures for direct
contact.

May be initially high but significantly decrease with
time, leading to lower cumulative cost.

Cost

Affected by distractors.Very high if multiple confirmatory methods are used.Sensitivity (probability of detection)

When screening is performed by expert health care
workers, specificity will be high.

False positive results may occur due to other condi-
tions having similar signs.

Specificity (excluding negative condi-
tions)

Relatively long and may require additional employees
to shorten the duration.

Very short.Duration of screening

No more than 48 hours of work per week and no more
than an average of 8 hours of nighttime work per 24
hours of total work [16].

24 hours, 7 days a week in addition to the working
hours of quarantined physicians and health care
workers who are suspected to have COVID-19, who
will be able to work from home.

Number of working hours

High risk of transmission of COVID-19 infection even
if preventive measures are followed, as human error
may occur.

Very little or no contact between persons, which
significantly decreases the possibility of transmission
of COVID-19 infection.

Possibility of COVID-19 infection
among examined subjects and examin-
ers

aAI: artificial intelligence.
bCOVID-19: coronavirus disease.

AI for COVID-19 Monitoring
Large amounts of data from patients with COVID-19 are
routinely manually collected and interpreted in hospitals with
or without standalone monitoring devices. The processes of
collecting patients’ monitor data in hospital wards are different
in many hospitals, as different approaches are used worldwide.
In some hospitals, data are only collected manually and then
recorded in spreadsheets, which are discarded after the patient
is discharged [17].

AI systems can collect monitor data from patients using personal
digital assistants (PDAs), tablets, and similar equipment; the
patients’data can be stored in electronic health records (EHRs),
where they can be easily shared and rapidly transferred when
needed [18].

With different technologies and AI, the collection, analysis, and
interpretation of patients’ monitor data can be fully or partially
automatized, which diminishes both infection risk and the
burdens imposed on medical staff to constantly gather, store,
analyze, and interpret these data [17].

Several intelligent and expert systems have been developed for
medical monitoring using wireless sensor networks. These
methods have been found to be efficient when signals are
continuous; however, the applicability of these expert systems
to incomplete data has not yet been established [19].

Thoracic computed tomography (CT) without contrast is
considered to be an effective method to detect, quantify, and
monitor symptoms of patients with COVID-19. Deep learning
algorithms could be developed to contribute to the analysis,
interpretation, and tracking of large numbers of thoracic CT
examinations [20].

Developing a video imaging–based high-speed medical
monitoring system that uses motion tracking monitoring
algorithms for patients with COVID-19 can also provide a large

amount of factual information regarding vital signs (temperature,
heart rate, respiratory rate, blood pressure, oxygen saturation)
as well as status, condition severity, existing comorbidities, and
patient discharge. Modal parameters can be subsequently
extracted to analyze the level of severity or damage from
COVID-19. Motion tracking monitoring has been investigated
in several studies with very promising results [21,22].

It has been reported that patients with COVID-19 can be
discharged from the quarantine ward if they meet the following
criteria: being afebrile for a minimum duration of three days,
respiratory symptoms resolved, improvements in radiological
signs for pulmonary infiltrates, at least two consecutive negative
COVID-19 nucleic acid tests with sampling intervals of at least
24 hours [15].

AI-based automated analysis tools for tracking the discharge
criteria for patients with COVID-19 should be developed to
determine and differentiate treated patients from those who still
need to be isolated. In addition, AI-based automated CT image
analysis tools for tracking, quantification, and detection of
COVID-19 can assist in differentiating patients with COVID-19
from individuals who do not have the disease. Moreover,
artificial neural networks can be trained to infer qualitative
characteristics that are based on intensity as well as network
inferences, which can be correlated according to the patient’s
condition.

An exploratory study showed that AI can reliably and efficiently
contribute to accurate detection and tracking of the progression
or resolution of COVID-19. In this work, it was also reported
that the rapid developments in AI-based automated tools for
CT image analysis can achieve a high degree of accuracy in
detection of COVID-19–positive patients in addition to precise
assessment of the severity of the disease [23,24].
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AI for Analysis of Experimental Therapies for
COVID-19
Computer-aided drug design is highly efficient for rapidly
identifying drug repurposing candidates and should be further
investigated.

One example is the mechanism-based inhibitor N3, which was
identified using computer-aided drug design. N3 was found to
particularly inhibit the main protease of SARS-CoV-2 because
it can fit within a substrate-binding pocket [25].

A crucial application for computer-aided drug repurposing is
treating novel diseases such as COVID-19 by identifying drugs
that were developed to treat other diseases. Drug repurposing
can be realized by conducting systematic drug-drug interaction
analyses and studying drug-target interactions, which can be
performed using AI-based algorithms [26-28].

AI has been recognized to have a transformative influence on
drug development. In accordance with a recent report, machine
learning and big data can have great effects on health care
systems and may have positive outcomes in the pharmaceutical
market, as it has been predicted by industry experts that
developing drugs through AI methods will provide significantly
improved feedback. However, AI-based drug development may
be slower to launch in the long term. If applied correctly, these
methods can be highly competitive in the pharmaceutical
industry [29,30].

Natural language processing is another branch of AI that can
be applied in COVID-19 drug development. Its methods can
be beneficial for extracting meaning from text using machine
learning approaches and searching for external biomedical
content in drug discovery [31,32]. Another AI approach is
machine or computer vision, which is the use of algorithms to
enable computers to comprehend the content of images. These
images can be used to understand cell anatomy and identify
novel treatments for COVID-19 [33].

The use of AI is prevalent in drug discovery, and many
pharmaceutical corporations have established in-house
partnerships or initiatives with AI companies. Some
organizations are currently using AI approaches to find novel
uses for late-stage drug candidates or repurpose existing drugs
[34,35]. However, data of sufficient quality are needed to train
systems for COVID-19 AI implementation. Data accessibility
is an additional challenge because the systems will be trained
via supervised learning, which requires substantial amounts of
data on COVID-19 to accurately perform complex tasks.

Accessibility of data can also create costs if these data must be
accessed by corporate partners or technology providers.
Additionally, the data should be of high quality, as poor or
corrupt data can affect the results. At present, although industry
standards for data have been established for many uses, they
currently may not apply in the case of COVID-19. Moreover,
a substantial amount of effort is required to integrate data on
COVID-19 into corporation systems to use it for AI.

AI for Screening COVID-19 Pneumonia
COVID-19 is spreading very rapidly worldwide; meanwhile, it
can be difficult to diagnose the disease. These limitations can

be partially accredited to the limited number of physicians who
are capable of interpreting data and using identification methods
compared to the great increase in the number of cases [36].

It has been reported that radiologists can distinguish COVID-19
pneumonia from other types of pneumonia in chest CT images
with high specificity. Other reports have demonstrated that
reverse transcriptase–polymerase chain reaction (RT-PCR)
analysis has a low sensitivity of about 60% to 71% for detection
of COVID-19 [37]. This may be due to decreased viral load in
the test specimen or to laboratory error. The false negatives
produced by RT-PCR analysis can hinder quarantine efforts
and require tests to be repeated. On the other hand, the
sensitivity of chest CT has been established to be approximately
56% to 98% for COVID-19 detection at initial presentation,
and it may help rectify false negative results that are obtained
by RT-PCR analysis during the early stages of development of
the disease. Additionally, chest CT images can reveal disease
progression [33].

Compared to non–COVID-19 pneumonia, CT images of
COVID-19 pneumonia are more likely to show vascular
thickening, fine reticular opacity, ground-glass opacity,
peripheral distribution, and reverse halo sign in addition to
bilateral peripheral involvement of multiple lobes. The CT signs
may improve gradually approximately 14 days after the onset
of symptoms. On the other hand, CT images of COVID-19
pneumonia are unlikely to show both peripheral and central
distribution, pleural effusion, pleural thickening,
lymphadenopathy, or air bronchogram [38]. Thus, future
directions in chest CT may involve developing an AI-based
classifier that can further augment the performance of
radiologists when combined with clinical information.

Exploration of automated pneumonia analysis via deep learning
is a very important issue for examination for many different
reasons. The most important reason is that the chest radiographs
of COVID-19 patients must be reviewed by highly trained
specialists, which creates large amounts of work for those
specialists. Further, it is very difficult to read these images
because pneumonia is normally revealed over one or more areas
of increased opacity [39]. This increase may be due to a
reduction of the ratio of gas to soft tissue (lung parenchyma,
stroma, and blood) in the lungs. Thus, when an amplified
attenuation area (opacification) is reviewed on a CT or chest
radiograph, it is crucial to define where the opacifications occur.
Diagnosis is very complicated because other conditions can
alter the appearance of a radiograph, such as bleeding, surgical
changes, post-radiation changes, pulmonary edema, lung cancer,
and volume loss due to collapse or atelectasis; aspects such as
inspiration depth and patient positioning may also affect the
radiograph. Due to these issues, interpreting chest images of
COVID-19 patients by the human eye alone is extremely
challenging [38].

Although the fields of machine learning and pneumonia research
are individually well developed, very limited work is currently
available regarding the application of machine learning for
diagnosis of pneumonia, especially for patients with COVID-19.
Research on deep learning algorithms has recently shown rapid
progress. In general, pneumonia diagnosis for medical fields is

J Med Internet Res 2020 | vol. 22 | iss. 8 | e19104 | p. 6https://www.jmir.org/2020/8/e19104
(page number not for citation purposes)

Adly et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/

