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Abstract

Background: Recent advancementsin active assisted living (AAL) technologiesallow older adultsto agewell in place. However,
sensing technol ogies increase the complexity of data collection points, making it difficult for users to consent to data collection.
One possible solution for improving transparency in the consent management process is the use of blockchain, an immutable and
timestamped ledger.

Objective:  This study aims to provide a conceptual framework based on technology aimed at mitigating trust issues in the
consent management process.

Methods: The consent management process was modeled using established methodologies to obtain a mapping of trust issues.
This mapping was then used to devel op a conceptual framework based on previous monitoring and surveillance architectures for
connected devices.

Results: In this paper, we present a model that maps trust issues in the informed consent process; a conceptual framework
capable of providing al the necessary underlining technol ogies, components, and functionalities required to devel op applications
capable of managing the process of informed consent for AAL, powered by blockchain technology to ensure transparency; and
adiagram showing an instantiation of the framework with entities comprising the participantsin the blockchain network, suggesting
possible technologies that can be used.

Conclusions: Our conceptual framework providesall the components and technol ogiesthat are required to enhance theinformed
consent process. Blockchain technology can help overcome several privacy challenges and mitigate trust issuesthat are currently
present in the consent management process of data collection involving AAL technologies.

(J Med I nternet Res 2020;22(12):€20832) doi: 10.2196/20832
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Introduction

Background

Society is currently moving into an age of ubiquitousand smart
technol ogies, including mobile and wearable products, portable
sensors, and diverse internet of things (1oT) solutions [1].
Examples of such smart technologies are smartphones,
smartwatches, wireless blood pressure cuffs, wireless scales,
smart thermostats, and smart homes, among others[2-4]. These
devices have had a substantial adoption rate; for example, in
2016, 76% of Canadians owned asmartphone[5]. Thesedevices
have become a standard and are pervasive even in developing
countries; for example, in Brazil, 57% of the population used
asmartphone [6], and in Argentina, asimilar proportion of the
population, that is, 52%, used a smartphone [7]. According to
a recent survey of 11 developing countries across 4 global
regions, a median of 53% of the population of these nations
have access to a smartphone with internet [8]. The wearable
market has al so experienced rapid growth: the number of global
smartwatch usersincreased from 5 millionin 2014 to 75 million
in 2017 [9]. The fitness wearable market alone, comprising
devices such as fitness bands, smart clothes, and eyewear (eg,
smart glasses), has approximately 4 million users in Canada
with arevenue of Can $ 290 (US $220) million [10].

These technologies have embedded sensors that can
continuously and effortlessly monitor the health of users [11]
by collecting data on vital signs[12], environmental variables
[13,14], and behavioral metrics such as movement in the house
[1]. The collected data can be analyzed for new insights into
the health of individuals and populations [15].

Active Assisted Living

One of the fields that 10T technologies and connected devices
can greatly improve and support is active assisted living (AAL)
[16], defined as “al technology, devices, and wearables
connected to the Internet, that enable the collection and
exchange of data, and are used for health monitoring or to
enhance the daily life of individuals’ [17]. The major goal of
AAL technology isto help peoplewith activities of daily living,
leading them to a better, safer, and more productive life while
minimizing the risk of injury and avoidable death [1,17].
Therefore, AAL technologies are usually designed to support
vulnerable populations and older adults [1,17].

AAL has become increasingly important because of a shift
toward older populations in the global age distribution. It is
expected that by 2050, all developing countries, in addition to
Latin America, the Caribbean, and most of Asia, will have a
median age of at least 40 years[18]. In Canada, 10 years from
now, for example, 1 out of 4 people will be aged over 65 years
[19].

Aging well and in place requires the older adult population to
be as independent, secure, and healthy as possible [1,17].
However, older adults experience declining health as they age
and aremorelikely to develop some sort of impairment, making
remaining at home a difficult task [20]. Although assistive
technol ogies have long been used to help older adultswith daily
activities [20], the benefits of innovative connected devices for
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monitoring wellness and supporting aging-in-place are being
realized only recently. Their sensing capabilitiesallow for health
support, real-time data collection, and detection or warning for
emergencies. For example, 1 out of 4 seniors fall each year,
resulting in the deaths of 27,000 seniorsevery year in the United
States alone [21]. Another example of how these technologies
can support older adults is a smart thermometer that cools the
house if the temperature increases to dangerous levels,
preventing seniors from experiencing a heatstroke [1].

Controlling access and consent to all these datais still a great
challenge in the current technological landscape [18,22-26].

Informed Consent

Informed consent is defined as an “individua’s autonomous
authorization of medical intervention or participation in
research” [18]. Valid informed consent in research and treatment
is composed of the following minimum requirements [18,27]:

1. Competence: defined as the ability to perform a task

2. Understanding: defined asthe full disclosure of information
pertaining to the situation

3. Voluntariness: defined as participation in the event without
any coercion and awareness of the possible outcomes.

Additional complexities in the consent management process
may arise depending on the case; for example, older adults use
AAL systemstend to interact with caregivers, cohabitants, and
legal guardians. AAL technologies, such as smart thermostats,
will collect data from every person in the environment where
they are located. Therefore, the caregivers, cohabitants, and
legal guardians must also give consent for data collection and
use[18,23].

In addition, AAL technologies have significant benefits for
people with cognitive impairments, including older adults and
people with dementia [18]. A delicate ethical consideration
arises on whether these popul ations can provide valid informed
consent based on the principles outlined above [18]. One
solution would be rolling informed consent, where the data
collector repeatedly provides information on consent while
assessing the mental capability of an individual [18,28].
Although rolling informed consent may work well in research
environments, in practice, it may not be possible to achieve it
in areal-world deployment of AAL systems because of the high
complexity, rate, and volume of data collection from devices.

In cases where the individuals whose data are being collected
cannot give valid informed consent, substitute decision makers
(SDMs) may be necessary to make health decisions on their
behalf [29]. SDMs may be family members, caregivers, legal
guardians, or any person authorized to make health decisions
for or with the individual .

Privacy of AAL Data

Degspite the benefits to technology users, health care providers,
and the health care system, one major challenge that needs to
be addressed is the privacy of patient-generated health data.
Although 10T devices alow continuous and zero-effort
monitoring of health data, they also increase the complexity of
data collection points and make it harder to determine exactly
what, why, and how data are being collected. Thisis especialy
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troublesome when we consider the context of AAL technologies:
older adults are avulnerable popul ation that traditionally do not
have advanced technological knowledge [16,23,30,31].

Older populations using AAL technology are at a high risk of
being subjected to security and privacy violations because of
the mishandling of their data, in which mishandling is
characterized by any use of data that are different from what
was consented to by the user. Older adults (and technology users
in general) must know what they are consenting to and how to
managetheir consent at any time. |n addition, many technologies
only allow abinary consent in which users consent to al data
or no data being collected. Users do not have any choice of
which health variables they can give or revoke consent to.

Blockchain

Data ownership, security, anonymity, and privacy are complex
topics, and, as exemplified above, the challenges of obtaining
consent for increasingly advanced methods of data collection,
use, and disclosure call for new solutions to imperfect consent
procedures to protect the safety of individuals. One possible
solution is using blockchain.

This technology can be seen as a distributed ledger formed of
data structures known as blocks, equipped with cryptography
techniques to enable trust among parties while being operated
by a peer-to-peer network of computers[1,32]. Each computer
formsan independent node on the network and maintains acopy
of theledger, whichisregularly updated to ensurethat it remains
consistent with the other copies.

A blockchain can be private or public, depending on itsintended
application. A public blockchain is open to anyone who wishes
to browse its contents or participate in the network [33]. Public
blockchains are the most well-known blockchain applications
because most cryptocurrencies take advantage of their features
to enable trusted monetary transactions without the need of a
trusted third party. In contrast, a permissioned or private
blockchain allows only authorized users to browse its contents
or participate in the network [34]. This type of blockchain
solution is appropriate for sensitive or highly regulated
information management environments, such as health care
data

A blockchain network receives transactions when two or more
users want to transact information between them. Transactions
from users are broadcasted to the network, validated, and
grouped into ablock by network nodesknown asminers[35,36].
Thetransactions of ablockchain are data structures modeled to
represent real-world processes and objects. For example, a
transaction can be modeled to represent monetary transactions
[37]; transfer of the ownership of a car [38]; the current state
of abusiness object [39]; or, in our framework, the current state
of informed consent of a patient.

Transactions sent to the ledger are secure and private without
the necessity of a trusted third party because users of a
blockchain do not use personally identifiable information as
credentials when sending transactionsto the ledger [1,32]. They
use techniques such as cryptographic proof of ownership, in
which every user has a private and public key pair for each
transaction they submit to the ledger [40].
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The sender signs the transaction with the private key, and a
unique signature is generated and sent, along with the
information of the transaction, to the public key of the receiver
inthe network. Every new blockchain transaction is broadcasted
to al miners of the network who concurrently verify the
transaction for proof of the private key ownership of the sender
and verify whether the contents of the transaction are valid. For
example, in the blockchain of Bitcoin [35], all transactions are
checked for the private key ownership of the sender to ensure
that the sender has enough funds (bitcoins) to send the
transaction.

Miners utilize the public key of the sender to verify whether
the signature of a transaction is valid. If the signature is not
valid, it indicates that the original signature of the sender is
wrong or tampered with, resulting in the network rejecting the
transaction. The proof-of-ownership method prevents
transactions from being corrupted or tampered before being
added to the blockchain [34].

After transactions are validated, miners group them in a block;
however, before adding it to the blockchain, they must complete
a task known as mining [37]. Mining is a process in which
miners compete to create a unique hash string for a new block.

A newly generated block hash contains in its composition the
unique hash of the most recently added blockchain. Thelinkage
of blocks' hash creates a cryptographical heritage that enables
blockchain to tamper-proof itsinformation history. For example,
if an attacker wants to change the transaction information
contained in block number 50, and miners from the network
are currently working on block number 100, the attacker must
generate the unique hash of all blocks that come after block
number 50 until they reach the end of the chain and generate
the unique hash of block number 100 before al the other miners
of the network finish working on it. For this type of attack to
be successful, a significant amount of processing power from
asingleminer isrequired. More precisely, asingleminer would
have to produce more processing power than the entire network
to achieve success. Hence, these types of attacks areimprobable
[41,42].

Intypical cryptocurrency blockchain solutions, such asBitcoin,
miners compete to finish mining a block because the winner
gets rewarded for completing the task. This process is known
as proof-of-work [35], and one of itsmajor disadvantagesisthe
vast amount of electrical power needed to keep networks
running. Newer blockchain solutions, such as Ethereum, take
advantage of modern validation processes such as
proof-of-authority. In this process, instead of wasting
computational power to validate and hash a block, credentials
or any other relevant fact about the miner is used to accept a
new block asvalid or not.

Proof-of-work and proof-of-authority are used by blockchain
technologies to help the network achieve consensus. In all
consensus methods, aconsensusisachieved by theledger when
the majority of nodesin the network agreethat the block isvalid
and add it to their local copies. The consensus process starts
when the first miner in the network finishes mining a block. It
first adds the new block to its copy of the ledger, then follows
to broadcast the new block to its neighboring nodes. Each node
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that received this new block verifies the unique block hash for
validity, and if it is valid, it adds the block to its copy of the
ledger. The node then follows to broadcast the new block in the
same manner as the miner. This process is repeated until part
or al of the network agrees with the current block. Some
blockchain solutions define that when more than 50% of the
network agrees with ablock, consensusis achieved. Thereisa
plethora of blockchain solutions that offer different types of
consensus mechanisms. As for our framework detailed in the
next sections, we used hyperledger fabric (HF) [38] to take
advantage of the pluggable consensus feature, which allowsfor
future changesin the consensus model. Thisfeatureis essential
to our framework because we cannot instantiate an application
that isnot capable of adapting to comply with future regulations.
More details on the consensus mechanism of HF are presented
in the Results section.

This paper explores the creation of a blockchain platform for
consent management in health care, specifically in the context
of AAL. We discuss a general methodology for identifying
blockchain use cases devel oped by Gorenflo et a [43], and we
apply this methodology to consent management for AAL
technologies. With the identification of consent management
as a prime use case for blockchain, we expand upon previous
work done by Bublitz et al [1], deriving from their genera
software architecture for surveillance activities, a conceptual
framework for blockchain in AAL consent management. To
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develop this proposed conceptual framework, we researched
which blockchain technology was the best fit. In the following
sections, we discuss the methodol ogy for identifying trust i ssues
and software architecture, which served asabasisfor our work.
Next, we present our framework and explain how it differsfrom
related work.

Methods

Mapping of Trust Issues

Gorenflo et a [43] defined a generad methodology for
identifying use cases of blockchain based on the identification
of trust relations. This robust approach involves the following
sequential steps relevant to this paper:

1 Identify the parties and trust relations between them. If a
relationship does not have the required level of trust
necessary to achieve the goal of the relationship, it should
be marked as a trust issue.

2. Designaminimal blockchain system that resolvesthe trust
issues.

3. Migrate the rest of the existing system to the new
blockchain system if such a system exists.

In this study, we followed this methodology to model the
consent management process for data collection in the AAL
technology space, in consultation with AAL experts, resulting
in the diagram presented in Figure 1.

Figure 1. Consent management process and trust issuesin active assisted living. AAL: active assisted living.

Request consent

4
L

LT

4 Give, manage, and

Research and

personal applications
(Eg, Fitness and research apps)

s
’ revoke consent ‘
1 Y
Share data .
! 1
1 Give, manage, and ]
- revoke consent AAL " " ]
L. service providers
AAL care recipient =~ = = = = o= o= - » - : 1
informal care assistant Apple Fithit I
Samsung  ecobee
Collect ]
- N health data A 1
Regulates !
Share data Share data 1 g
Regulates !
! ’
] ¢
- T4

? Health care professional o
| service provider
~1" (Eg, doctors and nurses)

Framewor k Development

Once the trust issues were identified, we began work on a
conceptual framework that focused on blockchain to mitigate
these issues. This framework is based on a general framework
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architecture, asexemplified in Figure 2[1], are device, network,
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data, applications and privacy, security, and integrity.

Figure 2. Genera architecture for the pan-Canadian surveillance system. API: application programming interface; 10T: internet of things, SQL:

structured query language.
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Results

Trust Diagram for Consent M anagement

The trust diagram in Figure 1 follows the nomenclature from
the International Electrotechnical Commission or Systems
Committees Active Assisted Living [1,17,44]. The identified
trust issues are highlighted in red on the arrows included in the
trust diagram.

An AAL Care Recipient (or an Informal Care Assistant, a
nonprofessional caregiver) uses AAL technology. These users
need to manage their consent to data collection and use by the
manufacturers or owners of the technology, the AAL Service
Providers, and any third-party application that collects the data
gathered from the technology, represented as Research or
Personal Applications. Trust issuesarise betweenthe AAL Care
Recipient and entities consisted of Research or Personal
Applicationsand AAL Service Providers because these entities
may use the collected data in different ways than what was
consented to. Another trust issue between these entities and
regulatory acts, such asthe Personal Information Protection and
Electronic Documents Act (PIPEDA; in Canada), Heath
Insurance Portability and Accountability Act (HIPAA; in the
United States), and General Data Protection Regulation (GDPR;
in the European Union), which regulate the collection of
personal data, isthat the entities may beillegally using the data
regarding the current legislation, thus violating the rights of the
users.
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The diagram clearly demonstrates relations without the
necessary level of trust in the consent management process.
Blockchain technology can provide an immutable and
timestamped log of consent, making the process more
transparent for everyone involved. Thisis extremely important
as consent management, traditionally, is subject to many
shortcomings and misconducts [45], and not following correct
consent procedures can have tragic consequences. For example,
in 2016, the trial testing of the drug BIA 10-2474 in France
caused the death of a participant and hospitalization of 5 others,
an event classified asthat of “ exceptional gravity, unprecedented
in our country” by the Minister of Solidarity and Health [46].
Preliminary investigations showed that after major neurological
effects were discovered in 1 patient, the researchers did not
obtain reconsent from other participants, allowing them to
continue in the trial despite clear dangers to their safety [46].
If the researchers used a platform such asthe one proposed here,
al their interaction with the participants regarding consent
management would be recorded with a timestamp, making it
extremely difficult for the researchers to not obtain reconsent
as this misconduct would be easily auditable.

With ablockchain platform for consent management, users are
able to monitor and manage their consent in real time and with
granular variable control, for example, by giving informed
consent for certain types of datato be collected but not others
or revoking their consent at any time. Thisisin alignment with
privacy regulations, such as the data protection by design of
GDPR and right to data deletion by usersat any time[47]. This
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information will be immutably stored in the blockchain and
may be accessed by al entities with permission to do so. Users
will aso be able to ensure that the forms were approved and
cryptographically signed by the review ethics boards, ensuring
that the researchers are not withholding any information.

Data collectors will aso benefit as measures taken to ensure
ethical and legal requirements throughout the data collection
process will be clearly documented and auditable.

A feature of blockchain called smart contracts [1] can also be
leveraged to improve the consent management process. Smart
contracts can be seen as codified contract agreements, and
because blockchain is an immutable ledger, terms of a contract
written into software and embedded in the blockchain will
always guarantee the fulfillment of these terms [1]. Smart
contracts can be used, for example, to bind SDMs to an
individual or to check whether the consent processis compliant
with different privacy regulations across territories. Ultimately,
with blockchain technology, it will be easier to obtain, track,
and update informed consent.

TheBlockchain: HF

The HF [48] platform was selected for use as the underlying
blockchain technology as it provides the tools to achieve the
goals of our proposed conceptual framework (Textbox 1). HF
is an open source, permissioned, distributed ledger technology
(DLT) platform [38,49] developed to be used in the contexts of
enterprise. All enterpriseinteractionsare performed in aprivate
network environment called hyperledger fabric network (HFN).
AnHFN providesblockchain services so that client applications
and network administrators caninteract with the HFN, proposing
new transactions and querying the blockchain. In an HFN
context, a consortium [50] comprises 2 or more organizations
on the HFN that need to transact business with each other.

InHF, an organization [51] isalogical driven group of members
that can represent big or small corporations. Each HFN
organization is composed of members called peers [52]. Peers
are responsible for hosting ledgers, smart contracts, handling
changes to the ledger, communications between different
organi zations (channels), and managing external requests from
applications. An endorsing peer is responsible for executing
smart contracts over a transaction proposal from a client to
verify its validity before it can be added to the ledger. A
committing peer is a member who keeps a copy of the ledger
without any smart contracts, meaning that this is done to keep
multiple copies of the ledger to avoid single-point failures.
Ordering peers and organizations [53] are responsible for
keeping the communication sound between the participants of
achannel; however, those components are beyond the scope of
this paper.

Organizations can communicate with each other on an HFN by
creating and using communication channels. Communication
channels are private communication environments for al or a
subset of the organization's members of a consortium. New
organizations are enrolled in the HFN through a trusted
membership service provider (MSP) [54], which isresponsible
for issuing and validating certificates and user authentication.

https://www.jmir.org/2020/12/e20832
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The conduct of business transactions between organizations of
an HFN consortium is stored in aledger. A ledger stores both
the current state and the history of statesfrom abusiness object.
To keep abusiness object, the current state HF uses a database
called theworld state [55], which isexplained later in this paper.
To store the history of the transactions of a business object, HF
utilizes a blockchain data structure [38]. Together, the
blockchain structure and world state are what allow the ledger
to hold an immutable history of states of business objects
(blockchain) and provide fast access to the most recent state of
a single business object.

Participants of the HFN achieve consensus by following a
transaction flow that takes into account the endorsement policy
assigned to smart contracts [56]. This means that transactions
can only be accepted into the ledger if all, or a subset of, the
endorsing peers of aconsortium approve the transaction. Smart
contractsin HFN are a software representation of a contract that
governs the processes that alter the state of a business object.
In HF, smart contracts are packaged into a structure called
chaincode, which consists of multiple smart contracts. Each
chaincodeisdeployed into an HFN channel with an endorsement
policy assigned to it. The endorsement represents which
organizations must sign a transaction so that it is accepted and
added to the ledger.

This transaction flow from HF relies on identity validation for
members of the network. All transactions are first sent to the
network as a proposal that needs to be endorsed by all HFN
organizations included in the policy of the smart contract. The
proposal is signed using the cryptographic credentials of the
user that generate a unique signature.

Endorsement organizations from HFN verify transactions for
several factors: (1) a well-formed transaction proposal, (2)
whether the proposal is not repeated, (3) checks with the MSP
[54] to verify whether the proposal signatureis correct, and (4)
then the MSP verifies whether the identity of the proposa
submitter has the authorization to perform operations in that
channel.

Input parameters are fed to the chaincode that is going to be
executed in the current world state. The result is returned after
chaincode execution alongside the peer signature to the client
asaproposal response. Finally, the client inspects the response
from peers, and if all the necessary signatures are valid, the
transaction is created.

The client application broadcasts transactions to the ordering
service. The service, in turn, creates orderly blocks of
transactions and sends them to the channel’s peers. Each peer
verifiesthe block transactions and signatures before adding the
block to theledger. HF is not the only appropriate platform that
can provide the necessary infrastructure to instantiate our
conceptual framework. For example, Ethereum [57] is a
blockchain solution that provides full support for distributed
applications over a blockchain network. Even if the main
network of Ethereum is public, which isnot ideal for the health
care domain, it can be instantiated into a private network
environment, thus becoming compliant with the privacy and
access control requirements of the present conceptual
framework. We refer to Modum [58] as an example of an
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implementation of a supply chain management system applied
to Ethereum. Modum enables pharmaceutical companies to
monitor the temperature and humidity of medical products by
using smart contractsto verify sensor dataduring their life cycle.

Other honorable mentions of blockchain platforms that are
appropriate to this framework instantiation are the 1BM

Velmovitsky et al

[60Q], the Hydra chain [61], and the BigchainDB [62]. It isalso
worth mentioning that using these technologies will require
some changes in the HFN [63] component of the framework.

Textbox 1 contains the minimum requirements of the solution
mapped over the attributes of HF, providing achecklist for other
blockchain platforms to instantiate the framework.

blockchain platform [59], the Multichain Private blockchain

Textbox 1. Active assisted living conceptual framework reguirements and features of hyperledger fabric that support them.

Privacy of patients’ information

«  Hyperledger fabric (HF) uses cryptographic material to control accessto the ledger. Applicationsfrom authorized organi zations keep information
from patientsin their infrastructure. HF only stores anonymized consent information from unique keys created for each patient.

Private communications between stakeholder s of the informed consent process

«  HF maps stakeholders from a network into organizations. Each organization can be a part of a channel composed of some other organizations
that constitute the consortium. Communications inside a channel are private to their members.

Scalable and fast querying of the ledger

.  HF storesthe most recent state of a business object in a state database called world state. Every time an informed consent state changes or a new
informed consent is created, a new transaction is inserted into the ledger. However, the world state only updates the business object if it already
exists, otherwise it is created. These characteristics also make HF more scalable as querying the complete history of the ledger is not required
for determining the most recent informed consent status.

No cryptocurrency

«  HF has no cryptocurrency, which complies with our solution’s intention to provide the simplest solution possible to our end users, people using
active assisted living.

Security of information

« AsHFisaprivate and permissioned blockchain platform, the security of information is much less susceptible to a privacy breach.

Immutability of ledger history
«  HF provides an immutable ledger natively.

Accountability of informed consent transactions

«  With HF, smart contracts can be created enforcing standards. These smart contracts can be configured to explicitly require the endorsement of
an organization that represents an auditing authority.

Softwar e development kit (SDK) for development of end user applications capable of interacting with the ledger

«  For our conceptual framework to be instantiated, the creation of web applications capable of interacting with the blockchain network to create
and retrieve consent transactions is necessary. HF provides such SDKsin NodeJS, Java, and Go languages.

Smart contracts capabilities

«  Smart contracts are needed to ensure the enforcement of standards and endorsements that must be respected so that a new informed consent
transaction is accepted and stored in the ledger.

Custom network policies

«  Such policiesare needed to control network interactions between organizations. Theinformed consent process hasits own unique policing needs,
such as endorsement policies, hence the need for customization.

Extensibility of the network

«  For our solution’s relevancy, the capability of adding new organizations, policies, channels, and smart contracts without having to start a new
network isimperative. HF provides the plug-and-play capability for adding new entities into an existing network.
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Conceptual Framework for a Blockchain Consent
Platform in AAL

As previously mentioned, the main objective of the conceptual
framework is to allow a plethora of smart devices data to be
used by different health care stakeholders while providing trust,
security, and privacy. Figure 3 illustrates the conceptual
framework components, one for each domain of services and

Velmovitsky et al

health care data. All stakeholders are either mapped into an HF
organization or are end users that interact with the framework
through the web application of the consent management
platform. Each sguare in Figure 3 represents a different
framework component, and each component maps services,
applications, participants, and infrastructures that need to interact
with the platform to complete theinstantiation of the framework.

Figure 3. Consent management platform conceptual framework. SDM: substitute decision maker.
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For example, the data consumer component interacts with the
consent management platform component to create requestsfor
informed consent from AAL patients. The data producer
component must interact with the consent management platform
component to grant informed consent to data consumers and to
register the consent into the ledger. The consent management
platform component interactswith the RESTful (representational
state transfer) services component to send transactions to the
ledger. The RESTful services component acts asthe middleware
between the platform front-end applications and the HFN
component.

Finally, the data custodian component i nteracts with the consent
management platform to ensure that a data consumer has the
proper informed consent registered in the blockchain before
sharing patient data.

The SecurityModel section discusses and explains the platform
security aspectsin details (Figure 3), along with what features
from HF were utilized to support the goals of the framework.
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Security M odel

As seen in Figure 3, the conceptual framework is built on top
of an HFN; hence, al communications between organizations
and their clients are secure by state-of-the-art authentication
methods such as x509 certificates and asymmetric key pairs
[38]. We derived our security model from the architecture of
HF because it offers cryptographic certificates and keys
necessary to access the ledger.

The consent management platform application utilizes HF
ordering service [53] to access the HFN. HF applications are
bound to an organization, and each time a new transaction is
sent from an application, the network verifiesthe credential s of
the organization and users before accepting transactions. If the
credentials of the HF application are valid, then the transaction
can be submitted to the ledger.

All transactions sent to the ledger are previously checked by
cryptographic access control guards, which ensures that only
authorized users can access the HFN. Chaincode is used to
ensure that al transactions are signed and verified by the
necessary endorsing organizations. For each organization
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endorsement, digital signatures are used to provide data
authenticity before adding the transaction into the ledger. If an
endorser organi zation rejects the authenticity of an application’s
user, then the transaction will not be inserted into the ledger.

Cryptographic authentication mechanisms are simplified by a
feature from HF called MSP[54]. An M SP abstracts compl exity
involved in issuing, validating, and certificating users and
organizations' identities. An MSPis configured to have unique
identitiesand rulesthat govern theseidentities. The HFN utilizes
the identities of users to control access to the ledger. For
example, a user with a client type of identity can only transact
on the network, but an identity of type peer isallowed to endorse
or commit transactions to the ledger.

Data Consumer Component

The data consumer component represents stakeholders that are
interested in consuming data for a variety of different reasons,
such as remote patient monitoring (RPM) [64-67]. To access
health care data, obtaining informed consent from participants
is essential to protect all participants, and ensuring safe and
ethical procedures are in place is also essential [18,22,24,45].
The framework provides such interactions through data
consumers interacting with the HFN component. It is aso
essential to explain that data collected for a data consumer can
bereal time or historical. This meansthat levels of security and
awareness requirements from participants can differ, thusforcing
the utilization of stricter network policies and smart contracts
based on the characteristics of the data.

Data Producer Component

The data producer component is constituted by stakeholders
that provide health care data in the realm of the conceptual
framework [37,68]. Collected data can be from passive or active
monitoring [69]. Theformer relatesto datathat are continuously
or periodically sent to the cloud (eg, smart thermostats), and
the latter isthe type of datathat requires actionsto be taken on
the part of data producers (eg, clinical exam) [69]. Any request
for active data use from a data consumer must be consented to
by a data producer for a data consumer to gain access to it.
Consent isgiven when adata producer interacts with the consent
management platform and explicitly gives consent to the data
consumer. The consent management platformisresponsiblefor
creating the transaction and sending it to the HFN. If the
transaction is valid and endorsed by al the appropriate peers,
then the transaction is stored into the ledger and the world state
is updated.

Data Custodians Component

The data custodian component contains stakeholders that are
responsible for stored health care data[70,71]. Aside from the
PIPEDA and HIPAA considerationswith regard to security and
privacy standards that all data custodians must adhere to, they
must only provide access to data by another stakeholder from
theinformed consent processif theinformed consent existsand
if it hasnot expired. It isworth mentioning that adataconsumer
may also be a data custodian in some cases, but informed
consent must be obtained in the same manner as previously
noted. If a stakeholder is a data custodian, in the holistic view
of the framework, this does not mean they are entitled to use
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health care data freely [69]. Data custodians are represented as
HFN organizations in our framework, so that they can be part
of the channels responsible for storing consent information.
Therefore, by querying the world state, they can verify whether
the consent given to a data consumer isvalid.

HFN Component

The HFN component represents the mapping of all the
stakeholders of the conceptua framework into HFN
organizations. By creating this mapping, it is possible to create
consortiums capabl e of having private communication channels
with their ledgers and smart contracts. These channels are used
by the organizations to query, create, and update informed
consent state transactionsthat are stored within the ledger. New
organizations can be added to the HFN at any point; thus, the
organizations in the framework architecture are generalized.
The ledger contains historical data from all the transactions
between the organizations, which allows for data auditing from
any of the network participants, consequently ensuring that trust
evolves as aresult of design.

Another feature that comes by design, thanks to the use of HF,
isthe world state. The world state possesses the current values
of abusiness object (in our case, informed consent data). This
is necessary for our conceptual framework, as it would be
expensive and time-consuming to go through all transactions
stored in the ledger to find the most recent state of a consent
document. In HF, the world state is a NoSQL (No Structured
Query Language) database that stores key-value pairs as
identifiersof each state. The key-value pairscan be, for example,
the pair patientlD-researchliD. Every time a new transaction
from this key is stored into the ledger, the key-value or pair
state stored in the CouchDB will also be updated.

Finaly, as per the current version of HF, we utilize the
consensus mechanism from the Raft protocol. The Raft protocol
is based on a leader and follower model in which a node is
elected as leader and the rest as followers. The Raft protocol is
also a crash fault tolerance service that complies with our
requirements of ensuring accessto patients’ consent information
at al times[72].

Data Auditor Component

A dataauditor can be any organization that represents regul atory
authorities such as the PIPEDA and HIPAA. Having data
auditors present on the network isimportant because they ensure
that law and regul ations are enforced in the HFN by using smart
contracts and endorsement policies. By being a participant of
the HFN and possessing the endorsement of peersincluded in
the proper channels of interest, for example, channelsthat store
information of the data auditor’s jurisdiction, adataauditor can
audit the information of multiple ledgers if needed. This HF
capability allowsthe process of informed consent management
to be auditable by different authorities, granting the conceptual
framework the capahility to adapt to new rules and policiesthat
new data auditor added to the HFN might bring to the
consortium.

Another possibility is that a data auditor, through the creation
of policies, can forcetransactionsto satisfy a set of requirements
through smart contracts and network policies. Smart contracts
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enablethe enforcement of standardsfor data privacy and security
that prevent breaches of privacy and misuse of information.
Through the proactiveness of a data auditor, it is possible to
enhance the informed consent process as it can continuously
verify the validity of consent. A data auditor can act upon
expired or invalid consent information by being a member or
founder of the channels in which the organizations under its
jurisdiction are present.

Consent Management Platform Component

The consent management platform isaweb-based platform that
groups all the functionalities necessary for the processing of
granting, revoking, and managing consent. First, to prevent a
lack of access from stakeholders because of technology
limitations, the framework proposes the use of responsive web
applications that can be accessed by any device. The platform
uses HF's NodelS software development kit (SDK) [73] to
interact with the HFN from the front end. Different endpoints
can be used to control actions allowed only by certain types of
users and organizations, for example, a patient (data producer)
can elect an SDM to make decisions for him but cannot create
requests for consent like a data consumer.

Patients can log into the platform to browse available data
consumer requests and choose which to enroll in. For example,
if an AAL patient wants to be monitored by an RPM center, the
RPM center, as a data consumer, logs into the platform and
creates the request for consent to be accepted by its patients.
The AAL patient can grant consent to the RPM center through
the platform’s web application. In doing so, a transaction is
created and proposed to the HFN and, if accepted, is stored in
the ledger. This ensures that all the stakeholders from the
transaction now possess acopy from the current state of consent,
and the data consumer can start collecting the patient datafrom
data custodians.

The consent management platform also providesweb interfaces
that allow patients to revoke consent and update consent.
Another feature offered is that data producers can choose to
share specific types of data for each request for consent. For
example, an RPM center may request 5 types of data to be
shared by a patient. However, the patient may choose only to
share 2 types if they desire; although this makes the expected
datareceived by the data consumer less predictive, it empowers
data producers at the same time. This process ensures
accountability, security, and transparency for the informed
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consent process, helping to improve traditional methods of
obtaining consent.

The consent management platform can al so be used to enhance
the process of electing SDMsfor patients. A patient can request
that a user becomes their SDM. If the appointed SDM accepts
the regquest, the information about the SDM elected is stored
into the ledger and becomes avail able to stakeholders. Just like
an informed consent state stored into the ledger, the SDM state
can aso be revoked or updated based on the circumstances.
Such features can help to empower people under AAL
conditions to quickly elect trustworthy SDMs without having
to go through current bureaucracies that govern the substitute
decision-making process [74].

Finally, the representational state transfer services layer is
responsible for managing appropriate access to the consent
management platform and for keeping meta-information about
the users identities in the ledger. If any other functionalities
are needed, the conceptual framework can be extended to
encompass new functionalities and components.

Chaincode

The utilization of chaincode (smart contracts) by the framework
ensuresthat only registered applications can send atransaction
to the ledger and that the network’s required organizations
endorse only valid transactions. A set of endorsement policies
is defined for each new chaincode deployed into the network.
As we are proposing a conceptual framework, at this stage of
our research, we still do not have abstract contracts that can be
extended by other developers. However, in the Framework
Instantiation section, we explain the development of our
prototype’s chaincode.

Our first implementation of the chaincode will serve asasubject
to further enhancementsfor the framework. In future work, we
will study al contracts and their commonalitiesto create abstract
contracts that can be instantiated by developers who want to
adapt the framework for other domains.

Framework I nstantiation

To exemplify the instantiation of the framework using HF,
Figure 4 shows an abstraction of the developed HFN. The
consortium is composed of 4 organizations that represent
minimum regquirements to allow all stakeholdersin the system
to perform the required tasks.
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Figure 4. Organizations instantiated in the framework. DA: data auditors.
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In our network, the 4 organizationsthat compose the consortium
are data producer, data auditor, data consumer, and one data
custodian. The members of the channel, channel user consent,
have access to the ledger containing informed consent
information. Before any new consent is given and stored into
the blockchain, the data auditor member of the channel must
agree and endorse the transaction containing the informed
consent (as stated by the network policy in Figure 4). The data
custodian, as a member of this channel, knows that the data
auditor agreed to that consent if the transaction is valid and
stored into the ledger. With the transaction validated, the data
custodian is authorized to give access to its health care data to
the data consumer as long as the data custodian respects the
restrictions defined by a patient or SDM.

The data auditor organization is also a member of a different
channel of communication called channel data security. This
channel will hold the members of the network responsible for
ensuring that the data custodian has the proper consent from
users to store their information on their servers. Finally, the
communication broker represents an organization responsible
for routing the communication between the end user and the
communication channels.
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We used NodelS SDK of HF to implement the chaincode
responsiblefor verifying, adding, and querying informed consent
of the patientsand SDM statesfor members of the channel User
Consent. The chaincode of the channel is defined by 2 contracts:
contract one (C1) and contract two (C2). C1 is used to manage
the informed consent state and to manage substitute decision
maker states. C1 ensuresthat all fields of the informed consent
transaction are present and valid. C1 checks for patient and
research identification fields; the number of sensors; and, if for
each type of sensor shared, the periods of consent are valid. C2
is responsible for managing SDM states from members of the
User Consent channel. C2 checks for SDM and patient
identification, start and end dates of the SDM validity, and the
current status of the SDM-patient relationship. A code snippet
implementation using NodeJS SDK of HF for C2 is presented
below (Textbox 2).

If all requirements are successful, then the organizations, after
executing the chaincode, endorse the transaction and return the
proposal result to the sender. After finishing the proposal
process, the new informed consent statusis added to the ledger.
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Textbox 2. Code snippet from the chaincode to add a new substitute decision maker.

/**

@function addSDM State
@param {*} ctx
@param {*} patientID
@param {*} SDMID
@param {*} rIStatus
@param {*} startDate
@param {*} endDate

*/

© © N o g &~ w N P

B
= O

. try{
. Il Instantiate a new SDM state to be added to the ledger

B R e
A w D

if (substituteDecisionMakerState) {
// add to the ledger

PR
N o o

. I/ return ledger response

=
©

return response;
} else{
. console.log(“Error at addSDM State”);

NN R
B O ©

. returnnull;

-}

}catch (error) {

console.log(“Error at addSDM State”);

NN
NN

24. }
25. }

async addSDM State(ctx, patientlD, SDMID, rlStatus, startDate, endDate) {

let substituteDecisionM akerState = SubstituteDeci sionM aker State.createl nstance(patient| D, SDMID, rlStatus, startDate, endDate);

const response = await ctx.substituteDecisionM akerStatel ist.addSDM (substituteDecisionM aker State);

Discussion

Enhancing Consent M anagement

Ensuring proper informed consent is a major concern for data
collection and use [22,45]. Our proposed solution facilitates
health data sharing by different stakeholders while increasing
transparency and trust. The biggest advantage of our solution
is that it was developed based on a systematic process of
identifying and mitigating the trust issues in the consent
management process [43]. The framework minimizes all trust
issues indicated in Figure 1 by providing a virtual space to
manage consent, powered by blockchain to provide an
immutable and timestamped log of user consent for dataowners
and collectors. Consequently, AAL carerecipientsand informal
care assistantswill have amuch better understanding and control
over what data they are sharing, with whom, for what purpose,
in what manner, and for what time period. Furthermore, it will
be easier for regulatory agencies to audit if AAL service
providersor research or personal applicationsare using datafor
purposes other than what was originally consented to, as they
will be able to access the log of consent of the blockchain.
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The US Food and Drug Administration (FDA) reported in an
overview of clinical tria inspections from 1977 to 2009 that
28% of trials had deficiencies related to inadequate consent
forms[45]. In 2012, the FDA cited the main deficienciesrelated
to consent, among others: the failureto obtain informed consent;
use of expired, incomplete, or nonvalidated forms; failure to
provide copies of the forms to study subjects; missing
documents; and changes made to documents by hand and
without the approval of ethicsreview boards[22]. Our platform
will provide a secure and immutable virtual space where al
stakeholders—data owners, consumers, and regulators—will
have complete transparency and surety of the entire process,
making the process safer for al involved and ensuring that cases
such asthetrial of BIA 10-2474 will not happen again.

In short, the proposed conceptual framework triesto generalize
the process of consent management for all stakeholdersin the
health care domain, allowing aclearer understanding of possible
interactions and functionalities of the consent management
process and, ultimately, providing more transparency. As
presented by Novitsky et a [18], this was an important
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characteristic to help address inefficiencies in the process of
consent management, especially for vulnerable populations.

The framework also aimsto take full advantage of the features
of HF to allow for robust and complex control over the process
of obtaining informed consent. Data auditors are an exampl e of
such goals, in which they can remove bad actor organizations
from the network if they do not comply with the rules.

Related Work

Severa companiesexplore consent management and blockchain.
However, they differ significantly from our solution.

Hu-manity.co, for example, developed a mobile app with IBM
blockchain to help individuals manage consent for the use of
their personal and health information. This app gives users a
titlefor their digital data, declaring them as the user’s property
[75]. Unlike our proposed platform, this solution does not store
the user consent information on the blockchain.

Another company, Bitfury, is producing a blockchain-based
consent management system for research and medical data. This
solution is closer to what we are envisioning as a blockchain
platform [76,77]. The same is true for solutions in academia,
such as the work of Benchoufi and Ravaud [26] that use
blockchain to provide atimestamped log of consent for clinical
trials. We differentiate from these works not only by focusing
on loT and AAL, and outside clinical and research contexts,
but also by providing a granular variable control for users,
allowing them to manage consent for different data types and
periods (eg, user 1 gives consent for the temperature to be
collected but not their movement, between June and July).

An interesting related solution is MedRec, developed by
researchers at the Massachusetts | nstitute of Technology. Unlike
previous works, this solution was not created to improve the
consent management process but to minimize interoperability
i ssues between e ectronic health records (EHRs) while providing
atransparent view of a patient’s full medical history. MedRec
uses smart contracts to encode metadata with references to
medical datafrom multiple medical data sources, whichincludes
information regarding ownership of the data. Patients permit
data to be accessed and shared [25]. In MedRec, consent
management is not an explicit concern, but it appearsasaform
of access control for medical data. Although our solution
considers access to data, as described in the sections below, we
focus on consent management and improvement of trust
relationsinthisprocess. In addition, MedRec dealswith medical
data stored in clinical systems and already collected, whereas
our platform deal swith real-time, patient-generated health data
from sensorsand AAL technologies deployed inthereal world.
Although our solution is distinct from solutions that deal with
EHR interoperability, having proper informed consent isalways
a concern when dealing with personal data. Our proposed
solution is a possible facilitator such that future health data
sharing solutions do not need to develop tools to manage
informed consent.
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Limitations

Thelimitations of thiswork include the lack of implementation
and rea-world deployment of our proposed conceptual
framework. Therefore, future work will focus on the
development of a blockchain-enabled platform for consent
management. Additional limitations include the fact that, for
our architectureto beimplemented at scale, the participation of
federal and regional agencies is required to make up the
participating nodesin the blockchain. In addition, data collectors
will need to enroll in our platform and allow integration with
the framework for the users to be able to give proper consent.
Given that the platform will increase transparency and
compliance with regulations for data collectors and owners
alike, the stakeholders will benefit from engaging with such a
platform, ensuring their participation. This means that the
success of this platform depends upon the collaboration of
several governments and industry partners interested in
improving the current security and privacy issues.

Another limitation of our work isthat the current version of the
framework is not prepared to share health care data between
data custodians and consumers. The platform serves as a tool
for obtaining, managing, and consulting informed consent and
SDM information. Custodians can use the platform to ensure
that a data consumer has collected proper informed consent
from the owners of the health care datathey are requesting. For
future work, we intend to extend our conceptual framework to
be capable of offering data brokerage between custodians and
Consumers.

Conclusions

AAL technologies have the potential to completely revolutionize
how older adultsage, minimizerisks, and increase independence
[17]. However, this must be considered alongside the privacy
implications of monitoring technologies[17,18]. Unfortunately,
itiscurrently challenging for individual sto successfully manage
their consent for data collection [1]. Blockchain is a novel
technology that provides immutability and decentralization,
allowing increased transparency acrossprocesses[1,32]. Inthis
work, we modeled the trust issues existing in the consent
management process of AAL technologies and proposed a
conceptual framework based on blockchain to mitigate the
identified trust issues. The proposed framework can be applied
in different domains that deal with sensor data, such as drug
supply chain [78-80] and environmental surveillance [1]. The
instantiation of the platform is still in the early stages of
development, but the first implementation of afully functional
application prototype has aready been devel oped. The prototype
allows researchers to request informed consent from AAL
patients, and each new informed consent is wrapped into a
transaction and sent into the HFN. Organizations validate and
endorse the new transaction by using chaincode before it is
added to the ledger. After the new block is added, participants
of the network can query the ledger to check for informed
consent validity before sharing patients AAL data. Finally,
although our prototype is currently not open source, we hope
that researchers will use our framework to create their own
blockchain applications.
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