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Abstract

Background: Although the electronic health record system adoption rate has reached 96% in the United States, implementation
and usage of health information exchange (HIE) is still lagging behind. Blockchain has come into the spotlight as a technology
to solve this problem. However, there have been no studies assessing the perspectives of different stakeholders regarding
blockchain-based patient-centered HIE.

Objective: The objective of this study was to analyze the awareness among patients, health care professionals, and information
technology developers toward blockchain-based HIE, and compare their different perspectives related to the platform using a
qualitative research methodol ogy.

Methods: In this qualitative study, we applied grounded theory and the Promoting Action on Research Implementation in the
Health Service (PARIHS) framework. We interviewed 7 patients, 7 physicians, and 7 developers, for atotal of 21 interviewees.

Results: Regarding the leakage of health information, the patient group did not have concerns in contrast to the physician and
developer groups. Physicians were particularly concerned about the fact that errors in the data cannot be easily fixed due to the
nature of blockchain technology. Patients were not against the idea of providing information for clinical trials or research
institutions. They wished to be provided with the results of clinical research rather than being compensated for providing data.
The developers emphasized that blockchain must be technically mature before it can be applied to the health care scene, and
standards of medical information to be exchanged must first be established.

Conclusions: Thethree groups’ perceptions of blockchain were generally positive about the idea of patients having the control
of sharing their own health information. However, they were skeptical about the cooperation among various institutions and
implementation for data standardization in the establishment process, in addition to how the service will be employed in practice.
Taking these factors into consideration during planning, development, and operation of a platform will contribute to establishing
practical treatment plans and tracking in a more convenient manner for both patients and physicians. Furthermore, it will help
expand the related research and health management industry based on blockchain.

(J Med Internet Res 2020;22(11):€18582) doi: 10.2196/18582

KEYWORDS
blockchain; health information exchange; qualitative study

http://www.jmir.org/2020/11/e18582/ JMed Internet Res 2020 | vol. 22 | iss. 11| 18582 | p. 1
(page number not for citation purposes)


mailto:imsyjung@gmail.com
http://dx.doi.org/10.2196/18582
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Introduction

Background

The Health Information Technol ogy for Economic and Clinical
Health (HITECH) Act was enacted in 2009 in the United States
following evidence that the use of electronic health records
(EHRs) can improve the quality of health care [1]. Since the
law cameinto effect, the health careindustry has seen anumber
of changes [2]. The EHR adoption rate has increased by 8%
annually, which reached 96% of general medicine and surgical
hospitals, 89% of rehabilitation hospitals, and 87% of children’s
hospitalsin 2017 [3,4]. An EHR adoption program can achieve
full successthrough health information exchange (HIE) because,
similar to the exchange of information over theinternet, medical
information has the greatest value when exchange occurs
without barriers [5]. However, according to statistics from the
US government, significant progress must be made to reach a
fully networked, patient-centered, integrated HIE system [6].
The situation in Korea is not much different. The government
of the Republic of Korea has been developing an HIE system
since 2006, but it is not yet fully operational because the
information shared is only limited to medical institutions and
not all datarelated to health care consumers’ needs are provided
[7-10Q].

Recently, blockchain has comeinto the spotlight as atechnology
to solve this problem [11-15]. Blockchain technology is a
distributed ledger system that has no central authority, and the
metadata are stored in “blocks,” also known as on-chain data,
which are securely created and are immutable owing to the use
of unique cryptography [16]. Metadata on the blocks are linked
to off-chain data in local hospital servers. Unlike traditional
methods of storing and recording datafrom central servers, with
blockchain technology the users validate, record, and manage
the same data by themselves via person-to-person networks to
ensure the trustworthiness, transparency, and security of the
data. Owing to these benefits, blockchain technology is being
adopted in variousindustriesto foster innovation, and the health
careindustry is no exception.

A previous review paper explored the current status of health
careworldwide, and indicated that proposed solutionsimpacted
by blockchain are mostly EHRS, persona health records (PHRS),
and clinical trial support systems[17]. The processeswithin the
target systems were mainly focused on storage, sharing, and
the exchange and access of health care data. However, uptake
of the health care blockchain has been slow around the world
[18]. The main reason is users' lack of motivation to use the
blockchain platform actively. The lack of motivation in health
care blockchain is mostly dueto not recognizing its advantages
such as the improvement to data security, privacy, integrity,
interoperability, and authentication [19]. In terms of HIE, the
advantage of this technology is that the individual has the
authority to control the scope of theinstitution and information,
while ensuring security. The disadvantage of blockchainisthat
the data are verified by many parties and the capacity of the
block islimited, resulting in aslow and difficult task to process
large volumes [20,21]. In addition, blockchain is known to be
inflexible because once theinformation is recorded on the block,
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it isvery hard to delete and thereis almost no way to determine
whether the private key for personal authentication and
decryption has been hacked or lost [22].

However, in ahealth care blockchain, patients' private keyscan
be stored in hospitals with well-established security systems
and there are a few ways in which the above-mentioned
disadvantages can be overcome. First, with only limited trusted
parties such as hospitals and government institutions involved
in the blockchain consensus algorithm by using a private
blockchain, the verification process can be quicker [19]. Second,
data that are too sensitive or large can be managed externally
via the off-chain method, which resolves the inflexibility and
difficulty in deleting data from the blockchain whileincreasing
the efficiency in processing data of smaller size. In addition, in
terms of HIE, thereis adrawback due to the open nature of the
blockchain, as patient information can be exposed to other
parties not authorized by the patients [23]. This can be solved
through the use of smart contracts in blockchain with dynamic
consent, which alowstheindividua with the authority to control
the parties that can access the information and to what extent,
while ensuring security and data integrity [24].

Previous Research

A previous study revealed that HIE can reduce unnecessary
medical expenses [8]. Despite the advantage of HIE, the
adoption rates have still been low [25,26]. One study analyzed
and reported the perceptions of medical staff on the health care
blockchain [27]. Another study analyzed how to integrate data
from mobile health care apps into the blockchain [28]. In
addition, research has focused on how to manage PHR datain
ablockchain[29], and how blockchain technology can be used
to recruit patients and manage the entire process for clinical
trials[30,31]. However, no studies have proven the effectiveness
of applying blockchain technology directly to HIE, and in
particular, there has been no research on how consumers,
patients, or devel opers appreci ate such blockchain-based medica
information exchange based on a qualitative research method.
Therefore, the aim of this study was to establish the grounds
for developing ablockchain platform that can be utilized in the
actual health care environment by analyzing the awareness and
concerns of the stakehol ders about blockchain health care based
on qualitative research methodol ogy.

Aim

Regarding the limitations in previous studies, the objective of
this study was to analyze the awareness among patients, health
care professional s, and information technology (1 T) developers
toward blockchain-based HIE, and to compare their different
perspectives on the platform using qualitative research
methodology. The results of this study can serve asthe grounds

for developing ablockchain platform that can be utilized in the
actual health care environment.

Methods

Participants

This study was designed using aqualitative approach to analyze
the awareness among various stakeholders toward sharing
personal health information based on blockchain technology
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that is patient-centered. The participants included patients
(medical service consumers), physicians (health care providers),
and technical developers. Semistructured interviews were
conducted to collect and analyze their awareness and views of
health care blockchain. No other specific inclusion criteriawere
set when selecting the participants. However, only the
developers who had experience in developing health
management systems, hospital information systems, or
information exchange systems were selected to collect data to
meet the purpose of the study.

Design

We applied grounded theory methodol ogy, which isused when
aconceptual framework of aphenomenon has not been defined
clearly, understanding of the relationship between conceptsis
lacking, or when relevant and irrelevant variables cannot be
determined because studies have not been conducted repeatedly
on a certain topic [32]. Grounded theory uses inductive
reasoning alongside qualitative data collection. In this study,
we recorded the opinions of three types of stakeholders on
blockchain-based HIE through an iterative process of discussion
based on grounded theory. In addition, the interview questions
were determined based on the Promoting Action on Research
Implementation in the Health Service (PARIHS) framework
[33], which was devel oped to provide insight on how thetopics
discussed in astudy areimplemented in the actual environment
(ie, how to apply the knowledge into practice). Thisis largely
based on three factors: literature or knowledge-based evidence
(Evidence), consideration of situations (Context), and facilitating
elementstointroduce research detailsinto practice (Facilitation)
[34]. Since the broader aim of this study was to preliminarily
develop aPHR system that incorporates blockchain-based HIE,
we adopted the PARIHS framework to be able to transfer the
results to the development of a PHR.

Based on this theory and framework, semistructured interview
guestionnaireswere devel oped for each interview group. Inthis
study, Evidence was subdivided into Awareness and Prior
Experience; Context was subdivided into Existing Problems
and Attitudes; and Facilitation was subdivided into Perceived
Risk, Perceived Benefits, and Suggestions. Several questions
were assigned to each subfactor. The list of detailed questions
isshownin Multimedia Appendix 1. Theinterviewers explained
the basic concept of blockchain during the interview process so
that the participants could respond to the research questions
with proper background knowledge. This study also followed
the COREQ (Consolidated Criteria for Reporting Qualitative
Research) guidelines [35].

Setting

The interviewed patients and physicians were recruited from
Seoul National University Bundang Hospital, which has
supervised a government-led pilot project on building an HIE
system; thus, the health care professionals’ understanding of I T
and information exchange based on an IT system isfairly high
at this hospital [10,36-39]. Furthermore, various IT
infrastructures are provided at this hospital, such as guidance
or apayment kiosk for patients, smart bedside stations, patient
portals, and patient guide systems [40-48]. Therefore, the
patients are familiar with the IT infrastructures at the hospital,
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and the researchers decided that it would be easy to help the
patients and health care professionals at this hospital clearly
understand the concept of consumer-centered HIE based on
blockchain technol ogy.

For participant recruitment, purposive sampling and snowball
sampling were adopted together. Purposive sampling was used
for recruiting patients and physicians, whereas snowball
sampling was used for recruitment of 1T developers. Purposive
sampling is a nonprobability sampling method in which
researchers select a sample in accordance with their own
judgment [49]. Snowball sampling is aso a nonprobability
sampling method in which the samples are recruited from the
pool of participants by continuously being introduced to more
potential study participants. This method is useful when it is
difficult to find study participants who belong to a certain
population [50]. Based on a previous study, interviews were
designed to include at least 5 people per group [35].

Weincluded 7 patients, physicians, and devel opers, respectively,
for atotal of 21 interviewees, and data saturation was confirmed
while conducting theinterviews. When sl ecting the participants,
patientswith chronic illnesswho visited the hospital often were
selected primarily because they were already familiar with
hospital processes. Furthermore, devel operswho had experience
in developing PHR systems, hospital information systems, or
information exchange systemswere sel ected to collect datathat
met the purpose of the study. Physicians who were professors
working at Seoul National University Bundang Hospital for at
least 1 year and had experience in HIE were selected as
interviewees.

Data Collection

Two researchers conducted face-to-face, semistructured
interviews. One researcher who was working on a pilot project
in devel oping nationwide HIE in South Korealed theinterviews
inthe physician and devel oper groups. Sheisalso atrained data
scientist and health information analyst. The positive
relationship with the participants in the two groups created an
open atmosphere by encouraging participants to speak more
fredy about their experience. The other researcher led the
interviews in the patients group. The interviews were recorded
with the participants’ consent and lasted about 20 to 40 minutes.
There were no other individuals present except for the
participants and interviewers. All participants signed the consent
form voluntarily and were informed that they could freely
withdraw from the study at any time. During the sessions, they
referenced the semistructured interview questionnaire that
covered all topics relevant to their experiences and opinions
regarding ablockchain-based PHR. All sessionswere conducted
in a one-on-one manner.

The researchers followed the interview guidelines developed
based on previous studies and were approved by members of
the eHealth research team at Seoul Nationa University Bundang
Hospital.

Data Analysis

Explorative content analysis was performed to capture the
opinions and perspectives on blockchain-based HIE through a
PHR. The recorded interviews were transcribed by two
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researchers who had been researching blockchain technology
for more than 1 year, who crosschecked each other’s work to
produce the final transcript for analysis. Subsequently, each of
the two researchers reviewed the transcription and then coded
each subfactor. The coding manual was defined whileinspecting
the domain system together during categorization. The coding
schemes devel oped by each researcher independently werethen
compared and analyzed according to the final coding manual,
and the results were drawn after reviewing and agreeing upon
theinterview details.

In addition, the transcripts were further reviewed and corrected
repeatedly by all coresearchers to enhance the accuracy of
transcriptions. All researchers verified the results until reaching
aconsensus on clarified classifications.

Table 1. Demographic characteristics of participants (N=21).

Leeetd

Ethics

This study was approved by the Institutional Review Board of
Human Research of Seoul National University Bundang
Hospital, Republic of Korea (Protocol No. B-1910-571-302).

Results

Participants

The average age of the interviewees was 51 years (SD 15.7
years, range 15-72 years). Considering that the majority of
patients at the hospital are middle-aged and el derly, middle-aged
people were preferentially recruited since they are more
IT-savvy. The demographics of the study participants are
presented in Table 1.

Characteristic n (%)
I nterviewee Group
Patients 7(33)
Doctors 7(33)
Developers 7(33)
Gender
Male 16 (76)
Female 5(24)
Age (years)
<30 0(0)
30-39 4(19)
40-49 11(52)
50-59 5(24)
60-69 0(0)
=70 1(5)
Length of career (years)?
1-4 1(M)
5-10 4(29)
11-15 5(36)
16-20 3(21)
221 1(7)

3Doctors and developers only (N=14).

Evidence: Awareness of Blockchain, HIE, and PHR

The detailed responsesto the questionsfor all three stakeholder
groups are presented in Multimedia Appendix 2, and an
overview of the responsesis provided in Table 2. Most patients

http://www.jmir.org/2020/11/e18582/
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who wereinterviewed (5/7) did not know about PHR and HIE.
In addition, none of the patientswas aware of blockchain-based
HIE. By contrast, all physicians and developers were aware of,
had knowledge about the usage, or participated in the
development of PHR, HIE, and health care blockchain.
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Table 2. Summary of the interviews for each component of the Promoting Action on Research Implementation in the Health Service (PARIHS)

framework.
PARiIHS Component Patients Physicians IT2 developers
Evidence
Awareness of health No Yes Yes

blockchain and the concepts
of HIEP and PHR®

Prior experience with HIE

Context

Existing problemsin exchang-
ing health information

Attitudes about blockchain-
based patient-centered HIE

Facilitation

Perceived Risk

Perceived Risk (information
safety)

Suggestion

Function

Utilization measures

Data exchanging institutions

Yes, sharing information (self, par-
ents, children)

Was not guided by the hospital

Positive

Difficult to use

No

Guardian controlling information
on behalf of apatient (eg, elderly
parent, underage children).

Information sharing network for rare
blood type/diseases

Ease of use, education for usage,
and recommendation by health care
professionals

Hospital: Yes; Clinical Research
Ingtitute: Yes,

Corporation: No; Health Manage-
ment Center: indeterminate

Yes, sharing patient information

Too much unnecessary information;
not al patients/hospital s participate

Somewhat positive

Concerned about security issue;
possibility of legal conflictsif al
information is shared. Difficult to
edit data. Health care professionals
would become more conservative
during treatment

Yes

Recruiting patientsfor clinical trials,
receiving only the requested infor-
mation

Government leadership at initial
stabilization stage (incentive system,
€tc)

Hospital: Yes; Clinica Research
Ingtitute: Yes;

Corporation: indeterminate; Health
Management Center: indeterminate

Yes, developed arelated service

No problem in the system; the utiliza-
tionislow

Somewhat positive

Possibility of dataloss due to users'
inexperience. Data standardization
needs to be done at each institu-
tion/corporation

Yes

Distributed storage of actual data,
setting managing entity for metadata

None

Hospital: Yes; Clinica Research Insti-
tute: Yes;

Corporation: Yes, Health Manage-
ment Center: Yes

4 T: information technology.

bHIE: hospital information exchange.
°PHR: personal health record.

All participantsin the patients group had experiencein sharing
personal health information by submitting their health
information for hospital, insurance claim, and health
management purposes. Several participants also had experience
in sharing health information of their parents or children. All
participants reported that they physically visited the hospital to
receive necessary documents. All patients mentioned that this
was a complicated, time-consuming, and burdensome process.
Nevertheless, the patients followed the process because it is a
health-related issue, required for an insurance clam (ie,

http://www.jmir.org/2020/11/e18582/

economical), and to avoid repeated medical checkups. Most of
all, the patients reported that the main reason for selecting this
route was because they were “told by the hospital to do so.”

Physicians responded that they understood HIE and PHR in
theory but did not frequently use such a system. Some IT
developers responded that they did not have difficulty in
developing the HIE or PHR services but faced difficulty in data
mapping during the planning stage asthey lacked understanding
of the business (Table 3).
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Table 3. Prior experience related to the awareness of blockchain, hospital information exchange (HIE), and personal health record (PHR) systems.

“My parents who live in Gangneung wereill, therefore they needed to be taken care of by the family. So, my parentsand |
transferred the records from a hospital in Gangneung to Bundang [where the participant lives]. | submitted the health records
when making an insurance claim. | had to go to the hospital in Gangneung where my parents used to attend just to get the
documents | needed. | submitted the documents for the insurance company through fax. It was too far, so | had to take a day
off from work. It was too complicated and inconvenient. | had to see the doctor again to get issued documents, and could not
get al the necessary documents from one place. | would have not done thisif it was not for my parents’ health.”

“After visiting alocal gynecologic clinic, | had to go to abigger hospital where | submitted examination results and referral
notes. | had to submit health records when making an insurance claim. It's fine when I’m not busy, but it is a burden to get all
these different kinds of documents when I'm busy. It would be better if they can give me all the documents at once, otherwise

“I"'m aware of such aservice, and | sometimes look up patient information on a health information exchange system. But |
“Not all hospitals participate, and it didn’t seem like the information | need is organized in away so that | can easily find it. |

“1 find it quite useful. If the patient isreferred from another hospital, it was good for checking their diagnosis and examination

Group Quotes
Patients
it's very inconvenient.”
Physicians
don’'t useit often.”
don’t use it often because | have many patients to checkup, so | don’t want to waste time.”
result.”
Developers

“1 wasinvolved in the development process. Aside from the devel opment itself, data mapping can proceed only if we understand
the business. So, the hardest part was to discuss this with busy doctors and to make them understand it fully.”

Context: Existing Problemsin Exchanging Health
I nformation

All patients had a positive response to PHR and HIE after it
was explained to them. They responded that they had not been
able to use such a system because they were not informed of a
more convenient way. Although al participants use
smartphones, the overal IT literacy is not high. Hence, they
reported that |ooking up information on theinternet and learning
new methods by themselves is difficult. One patient who was
aware of the PHR app and HIE service responded that the PHR

app ismerely used for checking information and the HIE service
provided the information-sharing service between hospitals,
and is not very useful since he does not visit any other hospital
often. For physicians, the HIE system does not contain
information that is actually needed, and an excessive amount
of information israndomly provided and is thus not being used
often during treatment. Further, patient information could not
be found in some cases because not al hospitals were
participating in the system. The devel opers responded that the
system iswell established although its utilization islow (Table
4).

Table 4. Opinions about existing problemsin hospital information exchange (HIE).

“1 wastold to do so. Administrative procedures at the hospital seem pretty complicated, so | just did what they told me to do
without any doubts. | didn’t know about such a great system [HIE service] because no one told me. | would have used it if |

“1 really needed a service like this. | visit the hospital often, and so do the elderly in my family... But, do | need to go to the

“I’ve heard of the health information exchange service, but | don’t feel the need to useit because | don't switch hospital's often

“Thereistoo much unnecessary information. Thetimeislimited, and | get confused because some of the information is not
what | need for treatment. It would be great if the exam results are related to the actual referral be highlighted.”

“In ophthalmology, blood test resultsin the system are not very useful for us. The referral written on paper actually has more

“Because not all hospitals participate in the system, sometimes patient information cannot be searched. Also, it's difficult to
find out the situation of the institution I'm referring the patient to. For example, I'd like to refer a patient to get an abdominal
ultrasound after 6 months, but | can’t tell if that institution can perform abdominal ultrasound. When |’ m referring a patient to
several departments, I’'m not sureif | need to fill out the information for each department separately or do it as awhole.”

Group Quotes
Patients
knew...”
hospital to useit?’
unless the information is shared somewhere else”
Physicians
relevant information.”
Developers

“No improvement is necessary in terms of the system. The biggest problem isthat its utilization is low. Legal or systematic
actions should be taken to standardize data exchange and make it mandatory.”

“I1t's not being used widely after development. Various cases need to be discovered to make advancements for higher effective-
ness. I'm disappointed that the usage rate is so low.”
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Context: Attitudes on Blockchain-Based
Patient-Centered HIE

Patients were positive about the idea of sharing personal
information not only with hospitals but also with insurance
companies or health management service providers under their
control. Many patients receive diverse treatments and manage
their health in addition to visiting hospitals. For example, some
patientswith lower back pain visited orthopedics and traditional
medicine clinics, and engaged in personal training exercises at
the same time, in which they provided X-ray results or
diagnostic information to traditional medicine doctors and
personal trainers. They were particularly positive about how
they could provide any information to theseinstitutionson their
own will using smartphones.

Leeetd

Physicians were al so very positive about the idea of requesting
and receiving only the information they or their patients need,
unlike the existing HIE service in which data formatted in a set
Clinical Document Architecture format must be sent or received.
Developers identified the purpose of such a system or service
but pointed out that the data managed independently by various
institutions and companies need to be standardized to enable
searching of and sharing certain data using blockchain,
ultimately implementing interoperability in performing actual
tasks. However, they responded that the most challenging part
would be having institutions and companies voluntarily follow
these processes and participate in the system. Once this issue
is resolved, they explained that there will be no technical
difficulty in creating blockchain-based user authentication or
information exchange systems (Table 5).

Table5. Attitudes on blockchain-based patient-centered hospital information exchange (HIE).

Group Quotes

Patients

“So now | can just use my phone to send my information to wherever | want without having to visit the hospital after going

through the consent process. It's less work for everyone. Not just for hospitals but it's easier to send documents to insurance

companies as well.”

“I think it'sgreat. If | happen to end up at an emergency room, the doctors would know what kind of illness or dlergies| have?’

“Because of my lower back pain, | visit an orthopedic doctor but also atraditional medicine clinic near wherel live. The doctor
at the traditional medicine clinic asked for my X-ray when | visited. Now | can show him my X-ray without having to visit the

hospital | usually go to?’

Physicians

“1 think that the most ideal way is to exchange patient-centered medical information through blockchain.”

“1 would like to participate in the blockchain-based medical information exchange platform, but | suggest that the information

be standardized before that.”

Developers

“Blockchain is expected to be used alot in the health care fields. Right now, the PHR [personal health record] only hasasimple

prescription record and a diagnostic record, but | think it would be helpful for you at the enterprise level if you could obtain a

lot of datarelated to health care.”

Facilitation: Perceived Risk

Patients were very positive about the blockchain-based
patient-centered HIE; however, they were reluctant or even
afraid to search for new information and learn new methods as
blockchainisarelatively new technology. Among the 7 patients
who were interviewed, 6 patients responded that they did not
try to learn new IT. However, they were willing to learn and
usethe new systemif their primary care physician or the hospital
provided instructions and education. They were not particularly
concerned with a leakage of health information, unlike
physicians, who were sensitive to information security iSsues.

There are cases of errors made in patient charts, and physicians
were concerned with being unable to revise or edit information
in blockchain. If al information can be accessed by anyone

http://www.jmir.org/2020/11/e18582/

upon patient consent, the information could be shared with
lawyers at any time, which would create an environment in
which legal conflicts regarding medical practices may occur
more frequently. The physicians explained that the system would
cause them to be more conservative during treatment. Some
also emphasized that it would encourage doctor shopping even
more. Developers also considered security as the greatest risk.
Specifically, the devel opersthought that if information gathered
on the blockchain platform was hacked or released accidentally,
all medical information could be exposed. They also expressed
concern about the situation in which users could not accesstheir
medical information at all if they inadvertently lost their private
keys. The devel opers responded that blockchain has been proven
only theoreticaly so far, and its reliability of information
security in the real world has not been verified sufficiently
through experiences (Table 6).
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Table 6. Perceived risks of a blockchain-based hospital information exchange (HIE) system.

Group

Quotes

Patients

Physicians

Developers

“1’m not too concerned about the security. | don’t think it would be ahuge risk for me even if my health information is leaked.
An old saying goes, ‘the more serious the ilIness, the more you should tell people’.”

“Because of my age, I’m not too interested in looking for new ways to do things and learn new things. But I’m not incapable
of doing al that. If it's something that must be done, I'd go through it, even if it's alittle burdensome.”

“Considering the situation in Korea, doctor shopping [the practice of visiting different hospital sto get a diagnosis because they
don’t trust adoctor’s diagnosis for their pathological symptoms] would happen more commonly because of the convenient
HIE system.”

“Being unable to revise the data would be a problem. We are human, and everyone makes mistakes when generating data. But
there's no opportunity to fix errors. If the transaction is made again to fix the error, patients would know that their records
contain errors, which would cause conflicts between the patient and the hospital. In ophthalmology, the records of left and
right eyes are switched from time to time.”

“If anybody can see the treatment history, even small details would be available for lawyers to see and there’s a possibility of
being dragged into conflict for everything. The ideal case would be when data are used for positive purposes such as research
or health management, but health care professionals would actually become very defensive when diagnosing patients and
making care plans.”

“ Some patients might refuse to provide data that are absol utely necessary, and it might become even harder when the physicians
exchange patient information.”

“If consent is given through apps, there is arisk of health data being leaked when a mobile phoneis|lost or an app is hacked.
In cryptocurrency systems, people cannot withdraw their money if their personal key or mobile phoneislost. The fact that the
patient cannot find their own health information should be taken very seriously.”

“Blockchain technology has not been around for long and is still being researched, there are still questions about the reliability
of blockchain technology. In order to gain reliability of thistechnology, small-scale projectsfor building clinical study platforms
should be conducted more and carried out up to actual demonstration.”

“If data are lost due to carelessness or inexperience, restoring the lost data would be difficult. Health data can be disclosed if

amobile phoneislost or an app is hacked.”

Suggestion: Function

Most patientswished they could control theinformation of their
parentsor children rather than their own information. They also
suggested that health care professionals could have access to
their information without their consent in an emergency. They
further suggested saving rare blood type, alergies, and organ
donor information on the system and sharing such information
when needed. Physicians anticipated that recruiting patientsfor
clinical trials would become easier. All 7 physicians who were
interviewed had difficulties with recruiting patients for clinical
trials. Even when patients are recruited through advertisement,

http://www.jmir.org/2020/11/e18582/

statistical distribution cannot be taken into consideration. They
regarded blockchain as a solution for solving this problem to
some extent. At the same time, however, they were not
comfortable with having access to too much information. They
responded that the technology needs to consider how it will
show only the information that physicians actualy need.
Developers were concerned with data storage. An extensive
amount of data cannot be stored on blockchain, which may
cause a significant drop in the speed. All of the developers
agreed that it is appropriate for actual data to be stored at each
institution, whereas data generation, search, and exchange
should be available through blockchain (Table 7).
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Table 7. Suggested functions of a blockchain-based hospital information exchange (HIE) system.

Group

Quotes

Patients

Physicians

Developers

“Those who really need this service are my parents and they have dementia. It may not always be the right decision to give
authorization for sharing information to oneself. Sometimesit’s better to ask for consent from the guardian.”

“My elderly patients are scared of visiting hospitals alone. It'|l be great if | have the authorization to control my parents’ infor-
mation and | won't have to visit the hospital as often.”

“Information on rare blood type, allergies, and organ donors should be stored and shared whenever needed.”

“1 wanted to participatein clinical trials, but no information was available. | wish someone would tell me.”

“Technically | get to control my own information, but doctors should be able to look up my information in an emergency. If |
get into an accident overseas and become unconscious, it’ll be helpful if my guardian or doctors could see my information.”

“Recruiting clinical trial participantsisvery difficult, and | think that will be most useful when using blockchain in health care.
Recruiting participants appropriate for each stage and conducting follow up are the hardest parts.”

“Currently, recruiting patients for clinical trials is done by rule of thumb. Gender or age distribution is not considered most of
the time. It'll be much more convenient and effective if we can recruit participants by looking up patient information using
blockchain.”

“Because we get to see patients very briefly, there hasto beaway of clearly showing only theinformation we need. For example,
highlighting only the abnormal values or generating graphs of data for which the changes need observation.”

“Patient data will be generated from so many places. Who will be responsible for managing such a vast amount of data? It'll
be most convenient if the dataare stored in the central location at the national level, but it's not possible for the central government
to manage PGHD [ patient-generated health data]. [t's more efficient to store metadatain the central location, and the dataitself
should be saved on users' mobile phone or other storage media.”

“1 think the data should be distributed for storage, and a system that manages the history data in the central location to enable

searching is needed.”

Institutionsto Which Participants Are Willing to
Provide Information

The interviewees were asked for what purpose and to which
institutions they would be willing to provide their information.
All patientswerewilling to provide their information to hospitals
for research purposes. They did not particularly want to be
compensated for providing data, but they wished to get the
resultsif they participate in clinical trials. Among the 7 patient
interviewees, only 2 werewilling to provide datato profit-based
corporations. Some physicians were willing to provide data to
all institutions, only for public interest, or to places that give
greater compensation. Most of the developers responded that
they would provideinformation to al institutionsfor appropriate
compensation.

Discussion

Principal Findings

This study was conducted in an IT-friendly tertiary hospital
equipped with a government-led nationwide HIE system, and
we analyzed the various expectations and concernsthat doctors,
patients, and developers already exposed to HIE and a PHR
environment had about a potential patient-oriented
blockchain-based HIE platform. Thisstudy isthefirst to analyze
three different perspectives by interviewing al three stakehol der
groups that will actually develop and use a patient-centered
blockchain-based HIE.

Regarding the leakage of health information, the patient group
did not have concerns, whereas the physician and devel oper
groups expressed such concerns. We actually expected patients
to be sensitive with regard to the security of their health
information; however, in contrast to these expectations, they
were not particularly concerned. Normally, patients attending

http://www.jmir.org/2020/11/e18582/

tertiary hospitals tend to trust hospitals and doctors in South
Korea. This may the reason for the lack of concern of privacy
issues found in this study. Another reason is that there have
been few accidents of health care information leakage so far in
South Korea. By contrast, physicians and developers consider
the security of health information as one of the greatest values
because they directly manage ahospital information system and
understand how vulnerabl e the system isto cyberattack. Patients
are unaware of the risks resulting from the leakage of health
information, whereas those who handle medical records often
are more aware of the risks of leakage, thus creating a
discrepancy between the patient group and physician group.

Moreover, physicians were especially concerned about the fact
that errors in the data cannot be easily fixed due to the nature
of blockchain technology. Instead, using blockchain technol ogy,
when medical records need to berevised, aletter of explanation
must be completed and approved after which relevant
departments that may be affected by the revision have to be
notified (at most medical ingtitutions). Accordingly, therevision
history is uploaded to the blockchain network. However, with
respect to legal conflicts arising dueto the sharing of data, only
the metadata of health dataare stored on the blockchain network
while the actual data are rarely carried by the blockchain due
to speed and size issues, thus preventing all of the data from
being accessed by legal personnel. The hospitals are currently
obligated to provide any requested data if patients want to take
legal actions against health care professionals, which indicates
that the issue of rising legal conflicts will not become worse.
Developers were especialy concerned with the difficulty in
bringing all institutions and corporations together to agree on
data standardization if they were to participate in creating a
network, and in actually proceeding with the standardization
process. The most ideal case would be to have the central
government manage al of the data; however, the study

JMed Internet Res 2020 | vol. 22 | iss. 11| €18582 | p. 9
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

participants agreed that sharing metadata on the blockchain
network and storing the actual datain the storage mediaof each
institution or corporation are the most suitable methods, since
concentration or abuse of power may occur from having
exclusiverightsover thedataif all dataare managed by asingle
entity. Data standardization is necessary to facilitate data
exchange between different institutions. Terminology mapping
must be performed for data standardization; however, this may
entail an extensive amount of time and costs if detailed
understanding of the businessis lacking.

Patients have been frequently exchanging their health
information for a variety of purposes. They were very positive
about having control of their own information, with advantages
of not having to visit the hospital to receive documents that
need to be submitted to different hospitals, insurance companies,
or other health management institutions (eg, chiropractic office,
fitness center), and could avoid repeated examinations.
However, most patientswere afraid of and reluctant to accepting
and learning new technology by themselves. They also have
high trust in physicians and the guidance provided by the
hospital. Most patients responded that they would like to start
using new services if their doctors explain the need for using
the new service while the hospital provides guidance.
Furthermore, they expected doctors to be able to ook up their
information without their consent in emergencies, and to have
control over the health information of their elderly parents or
underage children. They were not against the idea of providing
information for the purpose of participating in clinical research,
and they wished to be provided with the results instead of
compensation for providing the data. In contrast to our
expectation, the patients were not particularly concerned with
the leakage of their health information; because most of them
lived in a different city from their elderly parents, they prefer
being able to share their parents' health information using a
mobile phone, instead of having to visit the hospital every time
with their parents simply to explain their conditionsor to receive
necessary documents for insurance claims.

Regarding this issue, al physicians agreed that the results of
clinical research should be shared with the participants, however,
some disagreed as to what extent the details should be shared.
Some argued that it istheright of the participantsto be provided
with the complete results of clinical research, whereas others
suggested maintaining the passive stance in which information
is provided only when requested by the participant. Some
physicians explained that everyone needsto agree on when and
to what extent they should share research resultsin addition to
the results of the examinations conducted when participating
in clinical research. The results cannot be shared until the
findings are officially approved and conclusions are made;
hence, sharing results is meaningless, as argued by some
physicians.

Regarding service utilization, the patients were willing to use
the new service if recommended by physicians and supported
by the guidance and instructions from the hospital. Physicians
emphasized the importance of the government’s role in
establishing an initial system and the verification process. The
government should play an active role in establishing a
compensation and incentive policy, provide a subsidy when
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building computer power—which is required for system
maintenance—and issuing coins for forming an initial
ecosystem.

Blockchain and Patient-Centered HIE

According to the results of this study, al three stakeholders
agreed that HIE is needed. From the physicians perspective,
the blockchain-based patient-centered HIE is not a problem of
technology. The main driver is the government’s policy to
implement the system. For instance, the Japanese government
is aready trying to implement and evaluate several new ITs,
including blockchains, to actively explore innovative and
disruptive technologies through the Cabinet Secretariat’s
regulatory sandbox system [51]. Further, from the devel opers
perspective, there is no problem with respect to the blockchain
technology itself. Rather, the problem lies in what type of
information can be managed by the system. Dueto the Personal
Information Protection Act such as the EU General Data
Protection Regulation (GDPR), Organisation for Economic
Co-operation and Development (OECD) Privacy Guidelines,
and Headth Insurance Portability and Accountability Act
(HIPAA) Privacy Rulesin the United States, people can request
their own datato be deleted. Thisis possible when therecording
itself is not stored on the blockchain [52]. Therefore, it is
necessary to determine the extent of the data recorded on the
blockchain, such as the hash value of the recorded health data,
which cannot be linked to personal information, or data that
will not be arisk even if accessed. Moreover, the challenge is
to justify the implementation of the blockchain in HIE. If there
areincentivesfor datatampering and using atrusted third party
isexpensive, using blockchain is areasonable solution [53,54].
Health care blockchainisnot suitable for the current health care
environment given the low HIE adoption rate. However, in the
future, HIE will play a similar role as the internet does today,
and thus HIE is expected to be used daily. In this environment,
blockchain can be a powerful driver for ensuring information
privacy and security.

Limitations and Future Research

There are severa limitations of this study. First, 21 participants
cannot represent the opinion of the entire population, and the
three groups of stakeholders cannot represent all stakeholders.
Second, the age of the patient group was between 40 and 60
years, which could introduce bias in the responses. Third,
patients and physicians were recruited from a single medical
ingtitution as the interviewees, thus failing to secure diversity
in samples. More studies should be conducted in the future
regarding these limitations. Finally, physicians and patients did
not have technical knowledge of blockchain. However, wetried
to provide proper background knowledge about blockchain
before each interview so that the results of the interview were
not biased.

Conclusion

We analyzed the opinions of stakeholders regarding a
blockchain-based, patient-centered HIE platform based on
interviews with physicians, IT developers, and patients using
the PARIHS framework. Most of the participants were positive
about the idea of patients having the control of sharing their
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own health information, but were skeptical about the cooperation  a platform will contribute to establishing practical treatment
among various ingtitutions and the implementation for data plansand tracking in amore convenient manner for both patients
standardization in the establishment process, in additionto actual  and physicians, and will help to expand the rel ated research and
measuresfor utilization of the service. Taking thesefactorsinto  health management industry.

consideration during planning, development, and operation of
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