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Abstract

Background: In the prevention and control of infectious diseases, previous research on the application of big data technology
has mainly focused on the early warning and early monitoring of infectious diseases. Although the application of big data
technology for COV ID-19 warning and monitoring remain important tasks, prevention of the disease’srapid spread and reduction
of itsimpact on society are currently the most pressing challengesfor the application of big datatechnology during the COVID-19
pandemic. After the outbreak of COVID-19 in Wuhan, the Chinese government and nongovernmental organizations actively
used big data technology to prevent, contain, and control the spread of COVID-19.

Objective: Theaim of this study isto discuss the application of big data technology to prevent, contain, and control COVID-19
in China; draw lessons; and make recommendations.

Methods. Wediscussthe data collection methods and key datainformation that existed in Chinabefore the outbreak of COVID-19
and how these data contributed to the prevention and control of COVID-19. Next, we discuss China's new data collection methods
and new information assembled after the outbreak of COVID-19. Based on the data and information collected in China, we
analyzed the application of big data technology from the perspectives of data sources, data application logic, data application
level, and application results. In addition, we analyzed theissues, challenges, and responses encountered by Chinain the application
of big datatechnology from four perspectives: dataaccess, data use, data sharing, and data protection. Suggestionsfor improvements
are made for data collection, data circulation, data innovation, and data security to help understand China's response to the
epidemic and to provide lessons for other countries’ prevention and control of COVID-19.

Results. Inthe process of the prevention and control of COVID-19 in China, big data technology has played an important role
in personal tracking, surveillance and early warning, tracking of the virus's sources, drug screening, medical treatment, resource
allocation, and production recovery. The data used included location and travel data, medical and health data, news media data,
government data, online consumption data, data collected by intelligent equipment, and epidemic prevention data. We identified
anumber of big data problems including low efficiency of data collection, difficulty in guaranteeing data quality, low efficiency
of data use, lack of timely data sharing, and data privacy protection issues. To address these problems, we suggest unified data
collection standards, innovative use of data, accelerated exchange and circulation of data, and a detailed and rigorous data
protection system.

Conclusions: Chinahas used big data technology to prevent and control COVID-19 in atimely manner. To prevent and control
infectious diseases, countries must collect, clean, and integrate data from a wide range of sources; use big data technology to
analyze awide range of big data; create platforms for data analyses and sharing; and address privacy issues in the collection and
use of big data.
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Introduction

Big data are complex data sets that traditional data processing
systems cannot efficiently and economically store, manage, or
process. Compared to traditional data, big data has five “V”
characteristics: volume, variety, velocity, veracity, and value
[1]. Inthedigital economy era, dataare afundamental strategic
resource for countries, enhancing the government’s social
governance capacity and public service levels. Big data
technology supports a wide range of health care functions,
including clinical decision support, population health
management, and disease monitoring [2,3]. By discovering
correlations in data and understanding patterns and trends, big
datatechnology can improve health care, savelives, and reduce
health system costs. Through the anaysis of patient
characteristics and patient nursing costs, the most clinical
cost-effective treatment methods can be determined; the
application of big data analysis technology to patient files can
identify individuals who may benefit from preventive care or
lifestyle changes; the collection and analysis of medical
procedure data can determine the most valuabl e patient nursing
programs; and through analysis and drug treatment data, the
health status of the population can be monitored and the health
status of patients maximized through drug treatments[4]. Inthe
prevention and control of pandemics, large datatechnology can
be used for epidemic prediction, pandemic alerts, tracking and
tracing of infected individuals, identifying potential
pharmacological treatments, and optimal resource alocations
within the health system [5-10].

Big dataanalyticsisfast becoming acrucial component for the
modeling of virus transmission, aiding infection control
measures and emergency response analyses required during
local or international disease outbreaks [11]. In the prevention
and control of infectious diseases, previous research on the
application of big data technology has mainly focused on the
early warning and monitoring of infectious diseases. Four data
streams are used for early warning and monitoring infectious
diseases: medical health data, participatory syndromic data,
internet data, and nonhealth digital data [12]. Medical health
datainclude electronic records of medical institutions, medical
insurance claims, discharge records, and death certificates. Such
data can provide information about disease conditions and can
be monitored at various levels or aggregated by geographic
location before reporting [13-15]. Participatory syndromic data
are data from crowdsources, where volunteers report a series
of symptoms on their own. These data streams do not provide
the confirmed infection status of specific pathogens but provide
personal-level health datain amost real time [16-18]. Internet
data does not depend on a specific patient or medical condition
but originates from the use of internet search engines, social
media, or online consumption. In addition to self-reporting
health results, these data streams al so provide information about
health-related behaviors, including contact and travel patterns,
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and vaccine status, which are key elements to understanding
the spread of diseases [19-24]. Nonhesdlth digital data mainly
include social and natural factors such asweather, temperature,
humidity, population movement, transportation, infrastructure,
and medical environment [25-28]. With the development of
computer and space technology, geographic information system
remote sensing is increasingly used in infectious disease
monitoring and early disease warning research because of its
powerful geospatia dataacquisition, management, processing,
analysis, and display capabilities [29,30].

Beforethe outbreak of COVID-19, Chinamainly used infectious
disease case data reports for disease early warning and
monitoring. In recent years, Chinahas been working to advance
the informationization process of medical institutions, store
information related to medical services in computer network
systems, and accumul ate alarge amount of medical servicedata
For example, the hospital information system (HIS) is an
important source of medical health data. HIS mainly includes
a hospital management information system, laboratory
information system (LIS), medicad image archive and
communication system (picture archiving and communication
system), radiation information management system (radiology
information system), and clinical decision support system. The
electronic medical record system (EMRS) in the medical and
health departments includes data on patient name, treatment
data, illnesses, test results, orders, operation records, and nursing
records.

After experiencing the severe acute respiratory syndrome
(SARS) outbreak in 2003, the Chinese government formul ated
plans to identify the early signs of infectious diseases, setting
in law the requirement under the Emergency Regulations for
Public Health Emergencies that units that discover infectious
diseases must report the disease one level up within a specified
timeframe. These reports contain information on patient’sname,
ID number, age, occupation, residential address, date of disease
onset, date of diagnosis, type of infectious disease, and route
of transmission. In addition, China has established a service
network that links disease control institutions, hospitals, and
primary medical and health institutions. Under the National
Infectious Disease Report Information Management System
(NIDRIMYS), ingtitutions immediately report new infectious
disease cases online. Those institutions without direct network
reporting capabilities wereinstructed to immediately report the
case to the local district-level disease control institution and
complete an infectious disease report card within 2 hours. Based
on the newly entered dataon the direct network reporting system
and the historically accumulated infectious disease data, an
automatic national infectious disease early warning and
surveillance information system was created in April 2008, and
an infectious disease monitoring datasystem trailed in December
2009. For example, a doctor diagnosing a patient with
tuberculosis can use the test results to extract the information
needed to complete the infectious disease report from the
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patient’s el ectronic medical records, which is submitted to the
NIDRIMS. NIDRIMS can query the detailed information of
the case to monitor and provide an early warning of infectious
diseases. The national infectious disease early warning system
and surveillance system significantly facilitated the prevention
and control of infectious diseases in China. In the H7N9
epidemicin 2013, although the virus spread widely and affected
more than ten Chinese provinces and cities, the actual number
of infected peoplewas only 132, with 29 deaths and no medical
staff infected.

After the outbreak of COVID-19, the Chinese government and
social organizations actively used big datatechnology to prevent
and control the disease. At the Scheduling Meeting on Big Data
Supporting the Prevention and Control of CoronaVirus Disease
2019 held by the Ministry of Industry and Information
Technology on January 26, 2020, ajoint antiepidemic prevention
and control mechanism was proposed, and big data analysis
was mobilized to guide research and predict the epidemic’s
developments, including the deployment of antiepidemic work
and monitoring the health of mobile personnel. On February
14, 2020, the government further ordered the use of digital
technologiesincluding big data, artificial intelligence (Al), and
cloud computing to include epidemic monitoring and analysis,
tracing of virus sources, epidemic prevention and treatment,
and resource allocation.

Existing papers on COVID-19 big data provide limited
discussion and analysis on specific big dataapplications[10,31];
addressthe application of big datain asubdivision of COVID-19
prevention and control, and discuss the application of specific
types of data in the prevention and control of COVID-19
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[6,7,30,32]; or mainly discuss the application methods and
achievements of big data technology outside of China [8,9].
Adding to the existing literature, this paper reviews the data
collection methods and data information that existed in China
before the outbreak of COVID-19. We introduce China's
post—COV ID-19 data collection methods and data information
analyses. Based on the increased data collected, China's
experiences in applying big data technology for personnel
tracking, epidemic surveillance, early warning, tracing of virus
sources, drug screening, medical treatment, resource allocation,
and production recovery are detailed. We also analyzed the
issues, challenges, and responses encountered by Chinain the
application of big data technology to prevent and control
COVID-19 from four perspectives: data access, data use, data
sharing, and data protection. Suggestions for further
improvements are made from four perspectives, datacollection,
data circulation, data innovation, and data security, to help
understand China’s response to the epidemic and to provide
lessons for other countries facing the COVID-19 pandemic.

Methods

By June 2019, the number of mobile internet users in China
was 847 million [33]. In recent years, the degree of
informatization by the Chinese government and various social
organizations has continuously improved. China's data
collection methods and data reserves also increased. Textbox
1 summarizes the pre-COVID-19 key data collection methods
and datainformation that hel ped prevent and control COVID-19,
while Textbox 2 provides an outline of the newly added data
collection methods and data information implemented after the
outbreak of COVID-19.
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Textbox 1. Pre-COVID-19 disease prevention and control data from government, commercial and public welfare sources and websites, academic
papers, public reports, institutional reports, and fieldwork.

L ocation information data
«  Telecommunication operators

- Mobile phone signaling generates location data allowing the user’s location to be identified and tracked based on the location of the base
station. The acquisition of these datarequiresthe authorization of the Public Security Department. In addition to operators, some government
departments, large internet companies, and map service providers can apply for the acquisition of these data.

«  When applying for a mobile phone number, you need to provide the user’s name, ID number, residential address, and other information,
which can be accessed by the operator and government departments.
e Mobile payment
«  Theelectronic wallet isbound to the user’s ID card and mobile phone number. The payeeisusually astore or an enterprise and has location
information on the map. Mobile payment iswidely used in China
.  Takeaway

«  Can provide the user'sresidential address

«  Online shopping

«  Requires mobile phone number and residential address

« Courier

«  Courier requires customer’s 1D card number, mobile phone number, and residential address.

. Internet Protocol address

o Userswill leave location information when they go online.

Travel data
o  Ticket purchase information

«  Purchaseof traintickets, planetickets, ferry tickets, and bustickets require the user’s name, | D number, and mobile phone number information.

« Toll station vehicle information

« Attheentrance and exit of the road, the license plate number is bound to the ID card information.

«  Taxi software

«  Online car-hailing software (Didi, Shenzhou special car, Shougi car-hailing, etc) collect the departure and destination addresses.

e Mapdaa

« Automaticaly locates the user’s location when running map software

«  Card swipeinformation data

«  Thebusand subway provide payment records.

Medical health data
«  Electronic medical records

« Includes data on patient name, treatment data, illnesses, test results, orders, operation records, and nursing records

« Nationa Health Commission

« Name, ID number, age, occupation, residential address, date of onset, date of diagnosis, and type of infectious disease when encountering
infectious disease cases

Internet Data
«  Consumer data

o Online shopping
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« Newsdata

e Online news mediainformation

o Socid data
«  Communicated by the public through social software

« Retrieve data

o User search history

Government data
« Taxdata

»  Tax department continues to collect

«  Electricity data

«  Theenergy department will continue to collect and record

o Legd data

«  Thelega department will continue to collect and record
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Textbox 2. Newly added data collected in Chinaafter the outbreak of COV1D-19 from government, commercial and public welfare sources and websites,
academic papers, public reports, institutional reports, and fieldwork.

L ocation information data

o Questionnaire data from schools and various organizations, including current residential address, through an online questionnaire (WeChat or
Alipay applet)

Consumption data

«  When purchasing special medicines (treatment of colds, fever, and coughing, and other medicines), ID number and residential addressinformation

Reservation data

«  Togo to hospitals, parks, and other places, you need to use your ID number and mobile phone number to make an appointment

Registration data

«  Temporary access to shopping malls, restaurants, and other public places requires registration of ID card number and mobile phone number

Travel data
e Questionnaire

o Whenyou travel, you need to provide departure address and destination information.

Patient data
« National Health Commission

« Information on confirmed and suspected COVID-19 cases (name, 1D card number, age, occupation, residence address, date of onset, date
of diagnosis) by the National Health Commission

Health status data
o Questionnaire survey

« Daily report of health status (temperature and the presence of cold, fatigue, coughing symptoms) on time every day by internet applet

o Drug purchase information
«  When purchasing special drugs (treatment of colds, fever, and coughing, and other drugs) data on name, 1D, and address, and data on body
temperature and cold, fatigue, and coughing symptoms
e Smart devices

«  Thermal imaging human body temperature measurement devices in public places such as train stations, airports, shopping malls, hospitals,
and pharmacies automatically collect data.

Treatment data
. Hospita
o  Statistics on the treatment effect on patients with COVID-19 treated with different drugs

Prevention and control materials data
«  Thegovernment department

«  Supply and demand information, price, and quantity of various epidemic prevention materials into a system platform

Data of designated
«  Hospitals, government, and map suppliers

«  Government'slisted designated hospitals have special identification label on map

Figure 1 setsout adiagrammatic representation of theconceptual  In the next section, we discuss the key elements within each
basis of big data technology for COVID-19 prevention and collection, data, analysis, and application layer of Figure 1.
control on four levels: application, analysis, data, and collection.
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Figure 1. Conceptua structure chart of prevention and control of COVID-19 with big data technology.

O
icati g { idemi { T VT T y
Apg)hcatlon i Personnel | ! Smf&l:]ﬂll:.re::::cml q| Tracing of i Dmg i Medical | | Resource | ! Production E
ayer | tracking i | ) i | virus sources | | screening | | treatment | | allocation ! | recovery |
L C 0 | eatly warning I b R o bl !
i
Analysis S Y A LT T
laer Descriptive Diagnostic Predictive Prescriptive
Analytics Analytics Analytics Analytics
] lr) \‘ i ) ] i
Data layer Location | | Travel | | Health i Medical | | Governm Consump i Media Other
data | | data | | stamsdata ! | recorddata ! | entdata | | tiondata | | data | | data |
R
‘ e prTo T s R o T LT LT Appoint
Collection i Telecommu | i} Electronic || Hospital |! Government || Epidemic ! Smart i Quest oM |1 mentreg !
]aye:r nication Internet medical || informati | information |1 prevention | 1 m . es o i o | istration
' iVl " I " H !1 devices 1| nare | company . .
\ operafors | o record 11oon system | ! system i system " o -: ! informati
! Ot S S (TS on

Results

Location Data and Travel Data

Turning to the collection, data, analysis, and application layers
in Figure 1, the scale of population migration is crucial for
disease space propagation predictions, risk area identification,
and control measure decisions to control infectious diseases
[34]. Studies have shown that there is a close relationship
between the number of train trips and the number of COVID-19
cases[35]. Before Wuhan was quarantined on January 23, 2020,
more than 5 million people left Wuhan for other parts of China
[36]. Internet companies used ticket purchase information and
toll booth information to create popul ation migration maps. The
maps show the movement of population between cities in
specific time ranges. For January 22, 2020, the day before the
closure of Wuhan, the data found that 74.77% of the total
number of people who moved out of Wuhan migrated to other
parts of Hubei Province including 14.56% in Xiaogan City,
14.08% in Huanggang City, and 7.65% in Jingzhou City; 5.67%
moved to Henan Province; and 3.24% moved to Hunan Province
[37]. Inthe early stage of the epidemic, thetravel dataidentified
cities and regions susceptible to potential future outbreaks,
allowing government organi zations to make timely preparations
for epidemic prevention and control.

According to the patient information data provided by the
National Heath Commission, internet companies and
government official websites produced epidemic maps showing
the number of patients diagnosed with COVID-19, the number
of suspected patients, and the number of cured patientsin each
province and city [38]. Thedeath toll allowed the public to keep
abreast of the epidemic’s development. For example, based on
a unified geographic framework, research institutions quickly
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absorbed and integrated geographic big data including
internationally published World Health Organization data, daily
family health and disease control data, professional population
health platform data, Tencent site selection request data, Baidu
migration data, patient spatial-temporal trajectory data,
international airline data, census data, remote sensing images,
and other multisource data. Multi-scale comprehensive
spatial-temporal dynamic visualization technology allowed
provinces, cities, counties, communities, and individual
epidemic datato be unified in a spatial-temporal datavisualized
on a multidimensional “one map.” The map service provider
identified the residential areas with confirmed or suspected
cases on the map, and the map users can interrogate the
information around their specific locations on the map.
Individuals can avoid activitiesin high-risk areas, and hospitals
that can receive suspected cases are highlighted on the map so
that people can find COVID-19 treatment hospitals. Map service
providers also used mobile phone signaling datato measure the
density of people in specific areas and differentiate the display
on the map through red, yellow, and green color differencesto
remind the public of areas to avoid to reduce the risk of
infection.

Based on the card swipe information data, systems devel oped
by the public transportation management departments allowed
passenger flow and full load of subways and buses data to be
gueried in atimely manner to select the best travel arrangements
and times, to avoid congestion, and to reduce the risk of
infection. The epidemic prevention department can quickly
confirmtheflight, train, or businformation of travelersinfected
with COVID-19 within the past 2 weeks and inform fellow
travelerswho have beenin close proximity to betested and take
self-isolation measures. To inform the traveling public about
high-risk travel, internet companies entered the information of
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flights, trains, or buses used by patients with COVID-19into a
tracking system and developed a “ close contact measurement
instrument.” By entering their ID number and name, atraveler
canimmediately check whether they have taken the sasmeflight,
train, or bus as a patient with COVID-19.

Through epidemiological surveys based on questionnaires, the
staff of the epidemic prevention department can identify the
areas and the specific times patients with COVID-19 visited
before becoming sick and can promptly notify otherswho were
active at the sametime and placeto pay attention to their health.
For example, if a confirmed case occurs in a hospital, the
hospital can notify other patients and peopl e entering the hospital
to isolate themselves through their mobile phone number. The
operator’smobile phone signaling data can timely and accurately
identify the country where the user stayed in the previous 14
days and the domestic city where the user stayed for more than
4 hours to determine whether the user has been in a key
epidemic area or country.

Most provinces and cities in China have established a big data
health code system. When travelers scan their official Quick
Response (QR) code, register, and fill in personal relevant
information (including name; | D number; mobile phone number;
body temperature; cities and travels in the past 14 days,; and
whether they have symptoms such as fever, coughing, and
fatigue), the system will automatically generate a persona
“health QR code,” which is divided into three color levels of
red, yellow, and green [39]. Green means that the person did
not appear in the virus-infected area during the quarantine period
and can carry out cross-regional movement. When people with
green codes have been to high-risk areas and in contact with
high-risk people, their code will turn red. People with red or
yellow codes will be quarantined, and the codes will turn green
when certain conditions are met.

The digital epidemic prevention system, jointly developed by
Alibaba s Bodhidharma, Dingding, Alipay, and Alibaba Cloud,
summarizes information from the hospital’s diagnosed cases
and identifies people who have purchased fever-reducing drugs
in pharmacies within the past month. Big data technology is
then used to analyze the activity trajectories of confirmed cases
and close contacts, and an epidemic spread model is constructed
in combination with the positioning system. Based on the mobile
phone positioning system of the diagnosed cases and close
contacts, the expert team can find other mobile phone numbers
within a 3-meter transmission range and more than a specified
contact time based on the physical distance between the mobile
phones to analyze the infection risks between parties. The big
data positioning information can identify a large number of
close contacts and quickly establish a province-wide big data
outbreak early warning mechanism. For example, major
epidemic transmission centers have been identified, including
the Baodi Mall, a Tianjin hospital, the Tulong shopping mall
in Harbin, and the Yintaidao shopping mall in Wenzhou [30].

Medical and Health Data

For epidemic prevention and control, big datain health care can
promote the timely detection and reporting of cases, improve
the probability of finding diagnosis and treatment methods
quickly, and improve the efficiency of hospital management in
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a pressure environment. There were initial failures in fully
identifying and reporting COVID-19 casesin the EMRS disease
reporting system. EMRS information should be complete and
accurate. In the early stages of the epidemic, frontline doctors
were not efficient in collecting patient data, identifying patients
conditions, and reporting infectious diseases. One way of
addressing this problem was to link EMRS data to epidemic
decision making through China's Center for Disease Control
and Prevention (CDC), the government’s public welfare
institution responsible for the technical management of disease
control and public health [40]. By connecting the CDC's
monitoring and early warning system to hospitals EMRS, big
data technology was applied in atimely manner to extract and
analyze medical big data. First, through automatic matching,
CDC's Al knowledge base interrogated EMRS for keywords
such as pneumonia. When suspected hospitals cases were
identified, the EMRSimmediately monitored front-end doctors
computers, prompting doctors to verify the completeness and
accuracy of the EMRS information and generate an infectious
disease report. Such monitoring systems attenuate concealing
or underreporting infections. Second, CDC monitoring improved
the discovery and testing of EMRS big data to ensure the
effective transmitting of health data and to avoid late or
underreporting. For example, the CDC monitoring system
reduced the average time required for doctors to report a
COVID-19 case from the previous 5-8 minutes to within 40
seconds and the time required for online reporting viathe CDC
web-based infectious disease reporting system from 2-3 minutes
to a few seconds [41]. CDC monitoring also supported
COVID-19 diagnosis both within China and worldwide. One
example was the successful isolation of the first COVID-19
virusstrain in China, with the publication of thevirus' scientific
information, electron micrographs, specific primers, and probes
for global use. In the early stages of COVID-19 in China, the
failure to provide timely data allowed the virus to spread both
locally and worldwide. In the middle stages of the disease,
timely release of scientific resources and data provided
COVID-19 genes and gene sets, and big data information for
COVID-19 research platforms for Chinese and international
researchers [42]. CDC monitoring also supported hospital
management. For example, the CDC promoted the integration
of EMRS, HIS, and LIS data, and the hospital operations data
to manage protective supplies, health status reports, epidemic
developments, and telecommuting. By analytically and visually
processing the integrated data, managers made decisions and
assessments, which supported hospital treatment regimens[40].
When medica resources were overwhelmed by patients, big
data technology helped develop a hierarchical diagnosis and
treatment system, which allocated scarce health resources
efficiently. In epidemic prevention and control, big data
predictive analyticswere mainly applied to predicting theimpact
of epidemic developments on medical resources. Based on big
data models such as communication dynamics and risk level
distribution of the incidence rate and close contacts, predictive
analytics estimated epidemic peaks and inflection points, which
allowed the differential alocation of resources to regional
hospitals. Big data searches on internet platforms and
susceptible-exposed-infectious-removed (SEIR) transmission
modeling can predict COVID-19 transmission trends[43]. Using
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population migration data to fill in the dynamic propagation
SEIR model combined with Al methods trained with SARS
data, Yang et a [44] predicted a COVID-19 pandemic curve.
Theauthors showed that if the Chinese authorities had postponed
the implementation of strict public health measures for 5 days,
the scale of the epidemic would have tripled. A loosening or
removal of lockdown interventions would have caused Hubei
Province to peak again from mid-March to late April [44].

Based on the predicted epidemic trends and risk level
information, health departments deployed prevention resources
in advance of the epidemic in specific areasto contain the spread
of the virus and avoid second outbreaks. Relevant government
departments also used big data predictive analytics to identify
the epidemic’s peak and inflection point to determine the
approximate time to resume normal work. Finally, big data
predictive analytics was applied to integrate HIS medical costs
and insurance information to estimate epidemic trends,
proportion of patients of different histology types, the cost of
diagnosis and treatment, and the allocation of health resources.

Further, big data diagnostic analytics can screen existing clinical
pneumoniadrugsto treat patientswith COVID-19. For example,
big data on patients prescribed traditional Chinese medicine
were used to explore the efficacy of Chinese medicina materials
and their composition to treat COVID-19. Zhang et a [45]
systematically screened natural compounds used in Chinese
treatment and found 13 of them to exert potentia
anti—-COVID-19 benefits in terms of the regulation of viral
replication, modulation of immune and inflammatory pathways,
and hypoxia cascade.

News M edia and Social Data

During the outbreak, there were inaccurate statements and
misleading information on theinternet, such asrumorsthat high
alcohoal content drinks and gargling with salt water could resist
COVID-19, drinking Banlangen and smoked vinegar could
prevent COVID-19, and that children could not beinfected with
COVID-19 [46]. Such falseinformation will lead the public to
relax their vigilance and take incorrect COVID-19 epidemic
prevention measures. After identifying this type of fase
COVID-19 information, internet companies aerted epidemic
prevention experts and national authoritative epidemic
prevention organizations to take action to correct such false or
inaccurate information. China took action to correct false
information through authoritative national media, short films,
and live broadcasts [47].

When a major epidemic occurs, the negative impact of
uncertainty and panic on social activities may exceed the
negative impact of viral diseases. Social media data can track
and evaluate the spatial spread of public sentiment. By tracking
topics and sentiments that appeared in microblog users
timelines in response to COVID-19, a user semantic behavior
evolution model wasintroduced to measure and analyze changes
inpublic opinion[30,43]. Theresultsindicated that from January
9 to February 10, 2020, more than 60% of posts related to
science popularization of disease prevention and government
COVID-19 announcements were positive and stable. For
example, the posts with the topic of “help-seeking” were
concentrated in the key epidemic area of Wuhan, and the posts
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related to “donation information” were widely distributed
throughout the country [30].

Through real-time monitoring of keyword information searched
by users, such as the frequency of the words “fever,
“epidemic,” “cough,” “pneumonia,” and “infection” on internet
platforms, health officials assessed the health status of people
in various regions. When the frequency of such keyword
searches increased rapidly in a certain area, the risk of a
large-scale outbreak in that area was increased accordingly [5].
Such tracking allowed relevant health departmentsto formulate
epidemic prevention and treatment measures in advance. For
example, Qin et al [43] used big data to predict the number of
suspiciousor confirmed new casesof COVID-19. Using aseries
of lagging “social media search indexes’ for various keywords
including clinical symptoms of COVID-19 (such asdry cough,
fever, chest pain, and pneumonia), the authors found that
COVID-19 outbreaks could be found 6-9 daysin advance.

Data Collected by Intelligent Equipment

Using thermal imaging human body temperature measurement
equipment in public places such as train stations, airports,
shopping malls, hospitals, and pharmacies to automatically
collect data, individuals with an abnormal body temperaturein
alarge number of passing people can be identified using face
recognition technology [48]. Once identified, people with
COVID-19 can be isolated, containing the spread of the virus.
This big data early warning system can automatically collect
and analyze information to diagnose people with COVID-19in
real time.

Data on Epidemic Prevention Materials

The spatial distribution of medical resourcesisusually balanced
according to factors such as population density, but the uneven
spatial outbreak and spread of COVID-19 creates|arge regional
imbalances in the supply and demand for medical resources.
The key to epidemic prevention and control is to understand
the spatial and temporal dynamics of the supply and demand
of medical resources to optimize the distribution of materials,
resources, and medicine. Sharing datawith emergency suppliers
and public resource national trading institutions underpins a
system that provides information on supply and demand for
resources and maintains unified prices to minimize unfair
competition, ensure material security, and guarantee material
quality [49]. Through telephone and online inquiries, the
dynamic status of medical protection equipment in China was
analyzed. Dataanalytics on material needsidentified the demand
from multiple locations and allowed health organizations to
coordinate the release and tracking of medical suppliesby their
name and quantity of required materials, contact information,
and transport mode [50]. By stopping the release of material
supplies through scattered, uncoordinated channels, big data
allowed the managed allocation of supplies to hospitals and
citieswith the greatest need, balanced supply and demand, and
ensured the efficient allocation of medical resources.

A stable and efficient national material supply and transportation
system provides important support for successful epidemic
prevention work. For example, using provincial epidemiological
data, online consumption dataand postal service dataidentifies
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each provinces supply and demand status for necessities and
food, preventing shortages and price changes[51]. At the same
time, by tracking the transportation of materials, highly sensitive
nodes that may cause virus transmission during transportation
were identified, and early warning and decision support were
provided to prevent and control the regional spread of
COVID-19.

Online Consumer Data

Big data can help enterprises to target production, marketing,
logistics, and safe work resumption. Amid the epidemic,
enterprises producing medical products and basic necessities
can assess public demand using big data to ensure supply and
demand equilibrium by scheduling optimal production and
efficient distribution of products. Big data, for example,
identified electric pressure cookers as one of the most talked
about products during the epidemic, which allowed firms to
target the production and distribution of pressure cookers[52].

Governme