JOURNAL OF MEDICAL INTERNET RESEARCH Pisani et a
Viewpoint

Protecting User Privacy and Rights in Academic Data-Sharing
Partnerships: Principles From a Pilot Program at Crisis Text Line

Anthony R Pisani®? PhD; Nitya Kanuri®**, BA (Hons); Bob Filbin®, MA; Carlos Gallo®, PhD; Madelyn Gould"®,
MPH, PhD; Lisa Soleymani Lehmann®'°, MD, PhD; Robert Levine™*2, MD; John E Marcotte™**, PhD; Brian Pascal ™,
JD; David Rousseau™, MPH; Shairi Turner®, MD, MPH; Shirley Yen'’, PhD; Megan L Ranney*®, MD, MPH

lDepartment of Psychiatry, University of Rochester Medical Center, University of Rochester, Rochester, NY, United States
2Department of Pediatrics, University of Rochester Medical Center, University of Rochester, Rochester, NY, United States
3yale School of Management, Yale University, New Haven, CT, United States

“4Yale School of Public Health, Yale University, New Haven, CT, United States

SCrisis Text Line, New York, NY, United States

6Department of Psychiatry and Behaviora Sciences, Northwestern University, Chicago, IL, United States

7Department of Psychiatry, Columbia University, New York, NY, United States

8Department of Epidemiology, Columbia University, New York, NY, United States

9National Center for Ethicsin Hedlth Care, Veterans Health Administration, Washington, DC, United States

OHarvard Medical School, Harvard University, Boston, MA, United States

Hpepartment of Internal Medicine, Yale University, New Haven, CT, United States

L2Center for Bioethics, Yale University, New Haven, CT, United States

B3I nstitute for Social Research, University of Michigan, Ann Arbor, MI, United States

1school of Nursi ng, University of Michigan, Ann Arbor, MI, United States

B5Center for Internet and Soci ety, Stanford Law School, Palo Alto, CA, United States

1Henry JKaiser Family Foundation, Menlo Park, CA, United States

17Department of Psychiatry and Human Behavior, Alpert Medical School, Brown University, Providence, RI, United States

18Emergency Digital Health Innovation Program, Department of Emergency Medicine, Alpert Medical School, Brown University, Providence, RI,
United States

Corresponding Author:

Anthony R Pisani, PhD

Department of Psychiatry

University of Rochester Medical Center
University of Rochester

300 Crittenden Boulevard Box PSY CH
Rochester, NY, 14642

United States

Phone: 1 585 275 3571

Email: anthony pisani @urmc.rochester.edu

Abstract

Data sharing between technology companies and academic health researchers has multiple health care, scientific, social, and
business benefits. Many compani es remain wary about such sharing because of unaddressed concerns about ethics, data security,
logistics, and public relations. Without guidance on these issues, few companies are willing to take on the potential work and
risksinvolved in noncommercial data sharing, and the scientific and societal potential of their data goes unrealized. In this paper,
we describe the 18-month long pilot of adata-sharing program led by Crisis Text Line (CTL), anot-for-profit technology company
that provides a free 24/7 text line for people in crisis. The primary goa of the data-sharing pilot was to design, develop, and
implement a rigorous framework of principles and protocols for the safe and ethical sharing of user data. CTL used a
stakeholder-based policy process to develop afeasible and ethical data-sharing program. The process comprised forming a data
ethics committee; identifying policy challenges and solutions; announcing the program and generating interest; and revising the
policy and launching the program. Once the pilot was complete, CTL examined how well the program ran and compared it with
other potentia program models before putting in place the program that was most suitable for its organizational needs. By drawing
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on CTL'sexperiences, we have created a 3-step set of guidelinesfor other organizationsthat wish to develop their own data-sharing
program with academic researchers. The guidelines explain how to (1) determine the value and suitability of the data and
organization for creating a data-sharing program; (2) decide on an appropriate data sharing and collaboration model; and (3)
develop protocols and technical solutionsfor safe and ethical data sharing and the best organizational structure for implementing
the program. An internal evaluation determined that the pilot satisfied CTL's goals of sharing scientific data and protecting client
confidentiality. The policy devel opment process also yielded key principles and protocol s regarding the ethical challengesinvolved
in data sharing that can be applied by other organizations. Finally, CTL'sinternal review of the pilot program devel oped a number
of aternative modelsfor sharing datathat will suit arange of organizationswith different priorities and capabilities. In implementing
and studying this pilot program, CTL aimed both to optimizeits own future data-sharing programs and to inform similar decisions
made by others. Open data programs are both important and feasible to establish. With careful planning and appropriate resources,
data sharing between big data companies and academic researchers can advance their shared mission to benefit society and

improve lives.
(J Med Internet Res 2019;21(1):€11507) doi: 10.2196/11507
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Introduction

Technology companies with large datasets have the potential
to fuel discovery in the health sciences and gain valuable
insights for their own businesses by sharing their data with
academic researchers. Many companies are wary about sharing
data with researchers because of concerns about ethics, data
security, logistics, and public relations. Previouswork published
inthisjournal addresses big datagathered in ahealth care setting
[1,2], but, to date, neither the academic literature nor the
technology community has provided guidance for technology
companies considering academic data sharing. Without such
guidance, few technology companies are willing to take on the
potential work and risks involved in noncommercia data
sharing, and the scientific and societal potentia for their data
[3,4] consequently goes unrealized.

In this paper, we describe the 18-month long pilot of a
data-sharing program led by Crisis Text Line (CTL), a
not-for-profit technology company that provides a free, 24/7
text line for people in crisis in the United States. CTL is the
nation’s largest provider of crisis interventions via text. From
itsinception in August 2013 to January 2018, CTL's volunteer
crisis counselors have conducted more than 1.7 million
conversationswith 845,545 uniqueindividual s seeking help for
a variety of crises, including suicidal behavior, bullying,
self-harm, family conflict, and depression (live data depicting
trends across texters can be found at CTL's dedicated tracking
website) [5]. Thetranscripts of these conversations, the metadata
they generate (eg, timestamps and area codes), and the
postconversation surveys by the crisis counselors (eg, issues
encountered and referrals provided) contain rich data about
crisis situations. Analyses of these big data have the potential
to unearth patternsrelated both to the needs of youth and adults
in crisis and to crisis service delivery, with the attendant
possibility of having a wider impact across other fields and
organizationsthat are focused onimproving menta health across
theworld. In addition to sharing insightsfromitsdata, CTL has
aculture of transparency, continuous learning, and sharing what
they havelearned in the process of innovation. Theinformation
shared in this paper accords with this mission.

https://www.jmir.org/2019/1/€11507/

CTL wished to find the best waysto share the datathey collected
with researchersin order to contribute to scientific knowledge,
inform mental and public health policy, evaluate and improve
the effectiveness of their services, and identify segments of the
population that most benefit from CTL services. A pilot
data-sharing project wasinitiated with funding from the Robert
Wood Johnson Foundation. The primary goa of the pilot was
to design, develop, and implement a rigorous framework of
principles that would allow for the safe and ethical sharing of
user data, both by CTL and other organizations. CTL's core
priority was to develop policies and procedures that would (1)
protect the privacy, confidentiality, autonomy, and well-being
of itsusersand (2) protect the reputation, brand, and public trust
of the service—issues that are particularly important for CTL,
given the profound sensitivity of the crisis situation data.
Existing modelsfrom other areas of academiaprovided helpful
templates for data-sharing agreements [6] but were insufficient
for addressing the full range of needs, risks, and operational
challenges of this project. In addition, CTL wanted to ensure
that the results of data sharing were actionable and impactful
for the larger community.

In this paper, we describe the process of defining core challenges
underlying data sharing in technology-academia partnerships,
discuss CTL's trial solutions to these challenges; and offer
lessons learned that might inform other technology companies’
data-sharing partnerships.

The Crisis Text Line Pilot Program

Overview

CTL used a stakeholder-based policy process to develop a
feasible and ethical data-sharing program, as described below.
The stakeholder process comprised forming a data ethics
committee; identifying core challengesto addressin establishing
adata-sharing program; devel oping open data-sharing principles
and protocol's; announcing the program and putting in place the
necessary infrastructure; iterative refinement of the protocols
and infrastructure; launching the data-sharing program; and
evaluation of the results of the pilot. It cost approximately US
$900,000 to fund the open data-sharing program pilot. This
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funding covered start-up costs; ongoing technical infrastructure
costs; 1 full-time open data manager; as well as engineering,
data science, and marketing time.

The Data Ethics Committee

CTL convened a panel of academic and technology sector
expertsto form a data ethics committee. Literature reviewsand
personal recommendations from the CTL advisory board were
used to identify researchers with expertise in data security,
research ethics, mobile health intervention, and psychology who
would be appropriate committee members. Thefinal dataethics
committee had 15 membersfrom 13 ingtitutionsand was chaired
by CTL's chief data scientist (see Multimedia Appendix 1).

Between January 2016 and April 2017, the data ethics committee
met for 4 full group meetings and multiple smaller topic-specific
subcommittees via conference call and utilized regular email
communications to discuss specific aspects of the data-sharing
program. In these meetings, they defined the relevant research
ethics concerns, explored optionsfor addressing these concerns,
and set criteria for application review. The CTL executive
leadership reviewed and approved the policy recommendations
put forward by the committee.

Identifying Challenges
The data ethics committeeidentified 4 core challengesto address
in establishing a data-sharing program. These challenges were

research ethics, user confidentiality, data security, and threats
to the reputation and operations of the service.

Research Ethics

Research on technology-enabled services presents particular
opportunitiesand challengesfor protecting thewelfare of human
subjects[7]; afurther set of specific challengesapply inthearea
of data sharing [8]. For the benefit of organizations that may
not be familiar with the principles of research ethics, the 3 core
ethical principles highlighted by the data ethics committee were
respect for persons (showing regard for individuals' rights to
self-determination and privacy), beneficence (doing no harm
and maximizing possible benefits), and justice (ensuring equity
in accessto research and in protection of vulnerable populations)
[7,9].

User Confidentiality

The data ethics committee also identified the concept of user
data confidentiality (protecting disclosure of identities and
information when possible) as critical to a big data-sharing
project. Data confidentiality is particularly important for
sensitive and potentially stigmatizing data [10], such as that
collected by CTL. Large datasetsintroduce the modern potential
challenge of reidentification or deanonymization of deidentified
data provided to third parties: it takes remarkably few pieces of
information to identify an individual uniquely, and this task
becomes easier the larger and more personalized a dataset is
[11]. A further danger isthat large datasets may be improperly
anonymized [12]. Similarly, blending datafrom multiple sources
also risks deanonymizing the dataset, for the elementsin 1 set
may fill inthe gapsin the other. The CTL dataethics committee
was particularly concerned about addressing these potential
pitfalls before sharing data.

https://www.jmir.org/2019/1/€11507/
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Data Security

Data security refers to protective measures taken by an
organization to prevent unauthorized access to computers,
databases, and other confidential information as well as to
prevent inadvertent disclosure. The highly sensitive nature of
the CTL information as well as the vulnerable nature of the
CTL client population mandates very high levels of security
precautions when using data. | ndependent technology companies
aregenerally not subject to the Health Insurance Portability and
Accountability Act of 1996 [10] Privacy and Security Rules or
the Health Information Technology for Economic and Clinical
Health Act of 2009 [13]; nor do they have to develop software
and hardware according to the Federal Information Processing
Standards 140-2 regulations [ 14,15]. Nonethel ess, maintaining
adequate data security and user confidentiality safeguards is
critical for client trust and is an ethical imperative. In addition,
in applications for institutional review board approval before
using external companies data, academic researchers must
demonstrate knowledge of, and adherence to, approved data
security best practices for the handling of sensitive and
confidential information.

Although al studies should have protocols for avoiding
deductive or inadvertent disclosure, highly sensitive data, such
as that dealt with by CTL, may require an additiona layer of
safeguards.

Business Challenges

The 2 primary concernsfor acompany considering sharing data
are reputation and cost. Many technology companies holding
datathat would be useful to science and society are public-facing
companies that rely for business success on their reputation or
brand, trust from clients or customers, and the loyalty that
followsfromit. Negative perceptions can spread quickly through
modern mediaand have the potential to cause significant damage
in a relatively short period to a company’s image and, by
consequence, to its value (as illustrated by recent Facebook
scandals).

To mitigate such risks, organizations must calculate and plan
for the costs of devel oping the requisite technical infrastructure
and administering a responsible data-sharing program.
Technology costs include the development of the data-sharing
pipeline and the environment that hosts the data as well as
ongoing data hosting fees. Administrative costs comprise
principally the costs of staff time and focus. A program manager
is required to oversee program marketing, application review,
data use agreement execution, and ongoing partner support.
Data science and engineering timeis required to create custom
datasets and offer ongoing technical support.

Although challenges and costs exist, there are many potential
benefits that make the investment worthwhile. Collaboration
with academic researchers opens up diverse areas of expertise
that would be impossible to acquire through internal hiring. In
addition, academic-industry partnerships can expand upon the
company’s original goals to positively impact their population
of users. For example, Twitter's data-sharing application
programming interface (API) has been used to map restaurant
violations [16], HIV infection spread [17], and county-level
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heart disease mortality [18]. These uses of the data might not
be at the core of the technology company, yet they align with
Twitter'soriginal mission to “ give everyonethe power to create
and share ideas and information instantly, without barriers.”

Open Data Program Principles and Protocols

The policy development process described above yielded key
principles and protocolsfor addressing the challengesidentified
by the data ethics committee and CTL leadership. Table 1
provides a summary of these principles and protocols.

Technical and Operational Infrastructure and
Program Announcement

After developing these policies and procedures, an open data
collaborations (ODC) manager was hired by CTL to develop

https://www.jmir.org/2019/1/€11507/
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the requisite technical and operational infrastructure for this
study and to ensure adherence to the established policies and
procedures. The manager’s duties included engaging research
teams, coordinating the review of applications, negotiating data
use agreementswith researchers and their respective universities,
devel oping policies and proceduresfor sharing custom datasets,
and onboarding teams into their data access environments. In
addition, the ODC manager, in collaboration with the data ethics
committee and the CTL board and staff, developed and
iteratively refined the scientific submission and review protocol

for applications from academic researchers for data access.

JMed Internet Res 2019 | vol. 21 | iss. 1|€11507 | p. 4
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Table 1. Open data program: challenge, principles, and protocols.
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Challenges and principles

CTL®protocols

Research ethics

Inform users in an unobtrusive way that anonymized data
are shared with select research partners

Establish areview process that includes outside academics
and ethics experts

Require human subjects review by academic institution be-
fore data sharing

Ensure adequate protection of marginalized groups

User confidentiality

Determine which data are released to each team

Protect against release of potentially identifying information

Data security

Maintain possession of and oversight over data and use

Authorize who can access the data

Require university oversight of, and liability for, researcher
behavior when interacting with the data

Limit the total number of teams to allocate sufficient re-
sources, support, and oversight

Business challenges

Prioritize research that can benefit users and the service

Assist with accurate and responsible reporting of results

CTL provides texters with alink to an easy-to-understand Terms of Servi ce® in-
cluding adisclosure of potential future data use, before every crisis conversation

Aninternal CTL team and external ethics committee review applications, with
special attention paid to nonmaleficence and justice, texter confidentiality, data
security, and social impact

CTL requires each team to procure institutional review board approval

CTL reviews research proposals as well as final manuscripts before journal sub-
mission for inadvertent stigmatization of marginalized groups (eg, LGBTQ+)

CTL creates custom datasets for each team, sharing variables on a need-to-know
basisfor up to 1 year

In addition to scrubbing all data for personally identifiable information such as
names, addresses, emails, and social mediahandles, CTL transforms or coarsens
any data found to pose arisk to texter confidentiality (eg, university name)

CTL gives each team avirtual machine (VM) hosted on Amazon Web Services
and accessed viaavirtua private network. All analyses are conducted and stored
on the VM with copy/paste and export functionalities disabled

CTL grantsaccessto university faculty only with demonstration of ethicsapproval,
asigned data use agreement, and a clear data management plan

CTL signs aData Use Agreement with the lead researcher aswell ashisor her
respective university

CTL limits the number of teamsto <6 per quarter

CTL reviews applications for value to texters and crisis community. Projects
cannot target for-profit ventures or have plans to monetize research output

CTL reviews data output requests and manuscripts before journal submission for
accidental breaches of texter confidentiality and accurate contextualization of
findings

8CTL: Crisis Text Line.

BTerms of service: “We have created aformal process for sharing information about conversations with researchers at universities and other institutions.
We typically share data with trusted researchers when it will result in insights that create a better experience for our texters. We follow a set of best
practices for data sharing based on the University of Michigan’s Inter-University Consortium of Socia and Political Research, one of the largest open
data projects in the U.S., which includes stringent ethical, legal, and security checks. For more details, see our policies for open data collaborations”

[19].

CTL saff first reviewed submissions for team competency;
proposal feasibility and value; and texter confidentiality, data
security, and research ethics. The data ethics committee then
reviewed proposals that had been cleared by the CTL staff,
specifically looking for red flagsrel ated to texter confidentiality,
data security, and research ethics, aswell as scientific potential.
A standardized (iteratively refined) rubric was used for
committee scoring of applications.

In accordance with the developed policies, selected research
teams received access to a custom dataset hosted on a virtual
data enclave on Amazon Web Services (AWS) servers, where
al data storage and analyses took place. Finaly, to ensure
continued compliance with ethical policies, the ODC manager
provided ongoing support (eg, onboarding, technical

https://www.jmir.org/2019/1/€11507/

troubleshooting, and dataanalysis program installation requests)
and reviewed data outputs and publications for accidental
breaches of texter confidentiaity and accurate data
contextualization.

Refinement of Protocols and I nfrastructure

Between September and December 2016, with ongoing
consultation from the ethics committee, CTL piloted and
reformulated protocols and created and tested the technical
infrastructure, including the virtual data enclave and the ability
to create custom datasets. Devel opment and maintenance of this
infrastructure were time-intensive and had significant start-up
and maintenance costs. The initial development phase took 6
months, with an additional 3 months of user testing and refining
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of the system to meet researchers’ needs. Start-up costsincluded
acall for applications, virtual private network (VPN) hosting,
AWS server space, a full-time staff member, and ongoing
engineering support. Implementing custom datasets for each
research team was al so time- and labor-intensive, asit required
initial labor to create custom sets and ongoing engineering
support for avariety of environments rather than just one.

Pilot Launch

In February 2016, CTL used its website and press releases to
issuethefirst call to researchersfor applicationsto use the data.
The pressrel ease generated interest from several mediaoutlets,
such as FastCompany and BethKanter.org, which ran feature
articles. The data ethics committee accepted applications from
research teams on a quarterly basis from April 2016 to April
2017. CTL received over 100 applications across 5 quarterly
callsfor projects. Following both internal and ethics committee
reviews, 20 applications were accepted from teams at 18
different universities. Topics included natural language
processing (eg, identifying linguistic markers of help seeking
among youth who have been abused), correlational studies
exploring mental health drivers (eg, correlating weather patterns
to service volume and issue prevalence), service use mapping
(eg, mapping service use acrossthe state of Montanato visualize
unmet needs and inform future resource alocation), and analysis
of specific texter populations (eg, use of serviceby the LGBTQ+
community). Each team received access to a custom dataset
housed within avirtual data enclave, as per protocol. The first
teams received access to the data in January 2017. The delay
between research project review and access to data was
approximately 9 monthsfor thefirst group of approved projects.
By January 2017, the timeline for access to data was
approximately 3 months. As of the time of this paper’swriting,
none of the studies have published their analyses, although most
are reported to have manuscripts in development.

Refining the Program

Asthe pilot program was nearing completion, CTL conducted
an internal evaluation of the program. CTL used the following
criteriato evaluate the success of the program: value (to science
and the organi zation); ethical principlesand policies; the ability
to share data while maintaining user confidentiality; the ability
to provide secure access while maintaining control of data; and
the ability to support the program with adequate financial,
human, and infrastructure resources. CTL was satisfied that the
data-sharing program had value, both to science and to the
company, as it prompted greater understanding of data and
provided opportunitiesto shareimportant insights with abroader
community. CTL and members of the data ethics committee
were also satisfied that the program met its ethical idealsin both
principle and practice, that the confidentiality of texters was
adequately protected, and that it was feasible to share custom
datasets with each research team.

The application process and the data-sharing processes gave
CTL confidence that teams were competent, collaborative, and
likely to bring value to CTL users and the community at large.
These processes provided means to mitigate the user
confidentiality and data security risks described above by
combining traditional data-sharing processes (eg, useof aVPN

https://www.jmir.org/2019/1/€11507/
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and sharing of minimum necessary data for a project) with
innovative, technology-specific solutions (eg, a custom-built
virtual desktop with safeguards to prevent the copying of data
to local machines). However, the financial, infrastructure, and
human capital requirementsfor maintaining asafe, stand-alone
open data program were identified as challenging, and the cost
and effort of supporting the pilot program were higher than
anticipated.

Although start-up funding covered the devel opment of acustom
system, maintenance proved to be just as expensive as, if not
more than, initial development, asis the case with most rapidly
evolving technologies. A related issue is that data hosting is
expensive, particularly if each team requires a custom server
with custom data. Hosting datafor 1 team on AWS servers, for
example, costs approximately US $500 amonth. Given that the
pace of technological changewill only increase, CTL identified
the difficulties and costs involved in the necessary ongoing
auditing and iteration of technical infrastructure asan additional
future financial burden. Ultimately, the resources needed to
develop and effectively run the data center and related
technology significantly outstripped expectations.

In addition to cogt, the resources required to oversee the program
and provide effective support for research teams were
underestimated. In addition to setting teams up with custom
data, CTL had to provide ongoing support to add project-specific
dataanaysis softwareto thevirtual server, to clarify aberrations
in the data, to troubleshoot bugs, and to review and approve
research outputs.

Ethical research collaborations also require communication at
every step (data access, custom requests, and output review),
and the frequency and difficulty of such communications are
amplified when working with researchers from outside the
organization. CTL found that the use of human resources and
the diversion of focus were higher than originally anticipated.
Finally, although free data are desirable to researchers, and
therefore drove a high number of applications in this study,
researchers found it challenging to focus their time on an
unfunded study among their other academic priorities and
funded studies. Asaresult, the pace of research was often slow,
with many researchers conducting analyses during weekends
and personal time.

On the basis of their internal review, CTL determined that the
data-sharing pilot showed promise, but discussion arose about
alternatives that might better suit their specific organizational
framework and available resources. Resource allocation, both
interms of funding and personnd, ischallenging if datasharing
is neither part of an organization’s core competency nor a core
business objective.

Alternative Research Models

In response to the perceived strengths and weaknesses of the
initial data-sharing pilot, CTL considered different models for
future collaboration with researchers, including alternativesfor
structuring access to data and for organizing the management
of data-sharing projects. The approach pursued in the pilot was
designed to maximize the openness of the program by accepting
applications from all interested researchers and by approving a
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large number of projects. This had the advantage of bringing
the widest possible range of scholarly perspectives to bear on
the data and matched well with CTL's history of working with
crowdsourced capabilities and their commitment to open access.
However, it also proved to be a costly model, requiring
significant start-up funds and the creation of the necessary
technical infrastructure aswell asthe ongoing provision of tools
to allow secure remote accessto the data by researchersworking
across a large number of locations. The required degree of
institutional focus was also high, with the program needing a
considerable commitment of manpower and attention that, at
times, strained CTL's ability to support its primary mission.

Two alternative, lessresource-intensive model swere considered.
The first involved the funding of a smaller number of resident
researchers, who would apply for 3 to 6 months residential
fellowships, during which time they would have on-site access
to data. This approach would eliminate the cost of developing
and maintai ning a data center, reduce expenditure of manpower
and focus through easing communication and collaboration,
and minimize data security concerns. However, this approach
would also reduce the number of teams able to work with the
data and, thus, the quantity of outputs from the program. In
addition, it would restrict access on a geographical basis,
limiting participation to those researchers who are physically
close enough to take part in the program.

The second alternative involved collaborating closely on an
ongoing basis with a select group of trusted research partners.
This approach has the advantage of heavily streamlining
communications and minimizing distractions from other tasks,
while also increasing the organization’s voice both in guiding
research questions and in the dissemination of research findings.
It aso provides financia savings in the maintenance of
data-sharing facilities. However, working with agroup of trusted
partners minimizes the open access nature of the research and,
thus, reduces the scope and quantity of research projects.

Ultimately, CTL decided to pursue both alternative strategies
concurrently, with each strategy offering a different way of
satisfying the underlying principles devel oped in thefirst phase
of the pilot, often through the implementation of the existing
protocols. First, CTL decided to work with very close, highly
regarded research partners who would effectively become an
extension of the CTL team in thelong term. Second, they created
an in-housefellowship to allow academic researchersto conduct
research via short-term on-site residencies at CTL's primary
location with extremely close oversight. These 2 approaches
significantly reduced costs, afforded greater data security, and
hold out the promise of increasing opportunities to connect
research to outcomes of direct value to the organization.

Supplementary Management Tools

Finally, CTL considered 2 different ways of reducing costs and
resource usage for data sharing, through the adoption of
aternative management models. The first involved using a
third-party vendor to manage data warehousing when working
with external research partners. This approach reduces the
financial and personnel costs of creating and maintaining adata
center, increases data security by exploiting the core
competencies of the third party, and removes a major attention
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overhead, thus allowing for an increased focus on leveraging
and communicating research outputs. However, because of the
necessity of handing over control of highly sensitive data, the
organization needsto work with aclosely vetted partner. It may
also be the case that athough small- and medium-sized
organizations will reduce their costs by outsourcing the data
management element of the program, in very large
organizations, it may be possible to scale internal data
management solutionsto alevel that makes the internal option
more cost-effective. The revised program adopted by CTL
ultimately opted for on-site data access for both in-house
research fellows and trusted partners, as the trusted partners
were located within easy traveling distance of CTL's primary
site. However, third-party management of remote data access
would be compatible with either the original program or a
trusted partners program working with partner institutions that
are geographically distant.

A second possible option for more efficient management of
data-sharing projects is the creation of a separate company
dedicated to sharing data. This approach reduces the cost and
level of distraction for the parent organization and opens up the
possibility of financing data-sharing programs through a
different funding model, such as charging an administrative fee
for data access, which researchers could build into grant
proposals. However, the parent company will still need to
provide oversight and consultation for the spin-off company
because staff in the parent company will have a unique view
into the data and their meaning. CTL ultimately decided that
their needs could be met through the other revisions made to
their program and, thus, opted not to pursue the spin-off
company structure.

Guidelines for Organizations Considering
Data Sharing

CTL created atrial data-sharing program both to explore how
their collection of data could generate new benefits for their
users and to assist other hel ping organi zations through providing
access to CTL's data and feedback as well as to the lessons
learned in the innovation process. Although it proved feasible
and ethical to create the pilot program, the cost of sustaining
this particular model was ultimately too high inthelight of other
organizational priorities. However, this set of principles provided
a secure foundation on which CTL was able to iterate further
inthe devel opment of new data-sharing programs. The principles
also offer a framework that other organizations can now adapt
to create safe and ethical programs of their own, allowing the
broader sharing of data while protecting the privacy of users.

On the basis of our experiences, we suggest that organizations
considering data sharing with academic researchers pursue the
approach outlined, which has been reverse engineered from the
guestions studied by CTL during their evaluation phase.

Determinethe Value and Suitability of the Data and
Organization
The first step for organizations considering academic data

sharing is to establish (1) whether the data they have collected
are, in principle, valuable to science and (2) whether academic
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study of the datawill further the goals of the organization and/or,
in the case of profit-oriented companies, whether study of the
data will add value to the business. Once it is determined that
suitable data are available for sharing, the following 4 questions
need to be answered to determine whether an ethically rigorous
and practically feasible program can be established:

- Do wehaveaccessto research and ethics expertise to review
policies, protocols, and proposals?

- Areour data of such atype that they can be deidentified
effectively and shared with researchers in a manner that
protects user confidentiality?

Figure 1. Key questions for organizations considering data sharing.

Value to science

Do the data have
sufficient volume,
variety, and
velocity to
generate

Pisani et &

- Can we offer secure portals for accessing data?

- Dowehavethefinancial resources, the human capital, and
the physical and digital infrastructure to support ethical
sharing of data without undermining other organizational
priorities?

If all of these questions yield affirmative answers, the
organization can then move on with confidence to developing
the policiesthat will guidetheir particular data-sharing program
(see Figure 1 for a summary).

generalizable Research ethics

knowledge beyond

our business? Do we have

access to research
and ethics L
__|expertise to review
policies, protocols,
and procedures?

Value to company

Feasibility

Can our data be
effectively
deidentified and |
shared in a way
that protects
users?

Secure access Resources
Can we maintain
control of data and
offer secure —

access?

Do we have the
finances,
personnel, and
infrastructure to
support data
sharing?

Can we articulate
the business value
of collaborating
with researchers
(eg, insights we
could not
otherwise
generate,
credibility from
academic papers?)

Decide on an Appropriate Data Sharing and
Collaboration M odel

In developing its data-sharing program, CTL engaged in a
rigorous process of review that examined the pros and cons of
the initial pilot program and then studied 2 further potential

Table 2. Research partnership models.

program structures. The 3 different models considered in this
study, along with their advantages and disadvantages, are
provided in Table 2. Organizations considering data sharing
can draw on CTL's experiences to help identify the model that
is most appropriate for them.

Open data-sharing program (pilot)

Resident researchers

Selective research partnership

Summary

Pros

Cons

Open application process for multiple teams
to access data and conduct diverse studies
at adistance

Maximizesvariety and quantity of research
projects

Most costly option, requiring both start-up
and maintenance funding and personnel

Researchers apply for 3to 6 months on-site
residency with accessto dataviacomputers
maintained by the organization

Eliminates cost of developing data center;
eases communi cation and collaboration; and
reduces data security concerns

Geographic limitation to research collabora-
tors and fewer teams at once

Collaborate closely with aselect few trusted
research partners on along-term ongoing
basis

Increasesthe organization’svoicein guiding
research questions and operating principles
and increases control over dissemination of
research findings

More limited scope of research
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Develop Protocols and Technical Solutionsfor Safe
and Ethical Data Sharing and the Best Organizational
Structure for Implementing the Program

Once an appropriate data-sharing model has been selected, it

will be necessary to draw on the available research and ethics
expertise to develop policies and protocols that match the

Table 3. Data management models.

Pisani et &

principles of the organization, and then to review research
proposals. The pilot conducted by CTL has provided a
transferable set of principles (see Table 1, column 1) and a
prototype for protocols (see Table 1, column 2). Each
organization will have to determine how to apply these
principlesin their own particular niche (see Table 3).

Internal data management

Third-party data management

Summary The organi zation manages data warehousing and access solutions

Pros Provides maximum control over datasecurity and increases respon-
siveness to needs of the organization and researchers

Cons Significant expenses involved in starting and maintaining a data

center and draws focus away from organization’s core competen-

cies

A third-party vendor manages the datawarehousing for an external
partner

Reduces technical costs of starting and maintaining a data center;
increases data security, given the third party’s core competencies;
and enables focus on leveraging and communicating research
outputs

Organization loses some control over data, therefore must work
with a vetted partner

It is not a small thing to institute a program of this sort.
Organizations that decide to create a data-sharing program will
need to decide how much energy and resources they can
reasonably devote to it and assess how the implementation of
the project will affect their overall mission. If creating the data
solution, or even the overall oversight structure, will become
too overwhelming in terms of resources or focus, organizations
might consider outsourcing data management or even spinning
off a separate organization (for-profit or nonprofit) to reduce
these burdens.

Conclusions

The implementation and evaluation of the CTL open data
collaboration pilot provides a planning model for big data
technology companies interested in collaborating with
academics. This extends previous work on human subject
concerns [7] and on big data in health care [1,2] by focusing
specifically on the ethical and practical considerations for data
sharing and collaboration in prevention research. We identified
key principles in the areas of research ethics, user
confidentiality, data security, and business challenges and then
developed innovative protocols to ensure that these principles
governed the manner in which data were shared. The lessons
learned in this process, and in the evaluation of the pilot model,
have been distilled into a set of guidelines that can be used by
other organizations considering their own academic data-sharing
programs.

Big data are generated all the time from a myriad of sources,
each with its own potential value to science and its own ethical
challenges. We believe that the principles and protocols offered
here can be applied and adapted to a broad variety of contexts.
However, some limitations should be noted. First, the data
collected by CTL are, for themost part, of such atypethat users

are aware of what they are sharing. In other contexts, such as
data collection from passive sources, eg, Global Positioning
System sensors, researchers must pay additional attention to
the right to privacy of users as well as to obtaining informed
consent. Second, athough the volume of datagenerated by CTL
is extremely high, some technology companies have datasets
that are even larger and more complex. Organizations wishing
to share these larger datasets will face additional challenges.
Potential research teams will need to be vetted to ensure that
they have the technical and data science capabilities to make
the best possible use of these datasets. In parald, the
organization will also need to ensure that data are presented in
a format that will be as easy as possible for researchers to
handle.

On the basis of both the successes and challenges of the CTL
data-sharing pilot, we urge organizations that are considering
sharing data with academic researchers to evaluate their
preparedness carefully and determine which models are most
suitable for their specific institutional needs. In addition to the
type of internally managed open data-sharing program trialed
by CTL, technol ogy companies may also wish to consider other
research partnership models, such asthose summarizedin Table
2, and other approaches to data management, such as thosein
Table 3. Key variables to consider include the company’s
objectives for data sharing, the degree of control they wish to
maintain, and their available financial and staffing resources.

Open data programs are important and feasible to establish.
Companies embarking on such projects should be aware of the
significant commitments and responsibilities involved in the
sharing of data. With careful planning and appropriate resources,
data sharing between big data companies and academic
researchers can advance their shared mission to benefit society
and improve lives.

Acknowledgments

The authors would like to dedicate this paper to the memory of Dr Shalon M Irving. The authors gratefully acknowledge support
from the Robert Wood Johnson Foundation. The views expressed do not necessarily reflect the views of the Foundation. The

https://www.jmir.org/2019/1/€11507/

JMed Internet Res 2019 | vol. 21 | iss. 1| e11507 | p. 9
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Pisani et &

authors would also like to acknowledge the support of the American Foundation for Suicide Prevention grant Youth Who Text a
Crisis Line: Understanding Needs and Help-seeking, SRG-0-110-15, and the National Institute of Mental Health grants
K23MH101449 and K23MH098566. Additional support was provided by grant DA027828 from the National Institute on Drug
Abuse, awarded to C Hendricks Brown. The authors thank Paul Scade for assistance with manuscript preparation.

Conflictsof Interest
None declared.

Multimedia Appendix 1
Crisis Text Line data ethics committee members.

[PDE File (Adobe PDF File), 25KB-Multimedia Appendix 1]

References

1. Badawi O,BrennanT, Cdli LA, Feng M, Ghassemi M, Ippolito A, MIT Critical Data Conference 2014 Organizing Committee.
Making big data useful for health care: a summary of theinaugural MIT critical data conference. IMIR Med Inform
2014;2(2):€22. [doi: 10.2196/medinform.3447] [Medline: 25600172]

2. KruseCS, Goswamy R, Raval Y, Marawi S. Challenges and opportunities of big datain health care: a systematic review.
JMIR Med Inform 2016 Nov 21;4(4):e38 [EREE Full text] [doi: 10.2196/medinform.5359] [Medline: 27872036]

3. Smith M, Patil DJ, Munoz C. Obama White House Archives. 2016. Big Risks, Big Opportunities: the Intersection of Big
Data and Civil Rights 2016 URL : https.//obamawhitehouse.archives.gov/blog/2016/05/04/
bi g-risks-big-opportuniti es-i ntersection-big-data-and-civil-rights [accessed 2018-07-06] [WebCite Cache ID 70hn3nBag]

4.  Jagodnik KM, Koplev S, Jenkins SL, Ohno-Machado L, Paten B, Schurer SC, et al. Developing a framework for digital
objectsinthe Big Datato Knowledge (BD2K) commons; Report from the Commons Framework Pilotsworkshop. JBiomed
Inform 2017 Dec;71:49-57 [FREE Full text] [doi: 10.1016/j.jbi.2017.05.006] [Medline: 28501646]

5. Crisis Trends. URL: https.//crisistrends.org/ [accessed 2018-12-03] [WebCite Cache ID 740BEY 64b)]

6. KanousA, Brock E. Deep Blue Library, University of Michigan. 2015. Model Data Sharing Agreement URL: https:/
/deepblue.lib.umich.edu/handle/2027.42/136146 [accessed 2018-12-02] [WebCite Cache ID 74M SOKAf6]

7.  Pisani AR, Wyman PA, Mohr DC, Perrino T, Gallo C, Villamar J, et al. Human subjects protection and technology in
prevention science: selected opportunities and challenges. Prev Sci 2016 Aug;17(6):765-778 [FREE Full text] [doi:
10.1007/s11121-016-0664-1] [Medline: 27220838]

8.  Tenopir C, Allard S, Douglass K, Aydinoglu AU, Wu L, Read E, et al. Data sharing by scientists: practices and perceptions.
PL0S One 2011;6(6):€21101 [FREE Full text] [doi: 10.1371/journal.pone.0021101] [Medline: 21738610]

9.  US Department of Health, Education, and Welfare. 1979. The Belmont Report: Ethical principles and guidelines for the
protection of human subjects of research URL : https.//videocast.nih.gov/pdf/ohrp_appendix_belmont_report_vol_2.pdf
[accessed 2018-12-02] [WebCite Cache ID 74M Siu8dg]

10. United States Government Publishing Office. The Health Insurance Portability and Accountability Act of 1996 (HIPAA)
URL: https://www.gpo.gov/fdsys/pkg/PL AW-104publ 191/pdf/PL AW-104publ 191.pdf [accessed 2018-07-06] [WebCite

Cache ID 70hnBsZpa]
11. GolleP. Revisiting the Uniqueness of Simple Demographicsin the US Population. 2006 Presented at: 5th ACM workshop

on Privacy in electronic society; November 03, 2006; Alexandria, Virginia, USA URL: https.//www.privacylives.com/
wp-content/uploads/2010/01/goll e-reidentifi cation-deanonymi zati on-2006. pdf

12. Narayanan A, Shmatikov V. Robust De-anonymization of Large Sparse Datasets. : |EEE; 2008 Presented at: 2008 |EEE
Symposium on Security and Privacy (sp 2008); May 18-22, 2008; Oakland, CA, USA URL.: https.//ieeexplore.ieee.org/
document/4531148

13. Blumenthal D. Implementation of the federa health information technology initiative. N Engl JMed 2011 Dec
22;365(25):2426-2431 [FREE Full text] [doi: 10.1056/NEJMsr1112158] [Medline: 22187990]

14. Nationa Ingtitute of Standards and Technology. 2014. Framework for Improving Critical Infrastructure Cybersecurity
URL: https://nvlpubs.nist.gov/nistpubs/ CSWP/NIST.CSWP.04162018.pdf [accessed 2018-12-02] [WebCite Cache ID
7AMTmxmld]

15. EDUCAUSE. 2015. Security Professionals Conference: Security Professionals Go “Back to the Future...” URL: https:/
levents.educause.edu/security-professional s-conference/2015 [accessed 2018-12-02] [WebCite Cache ID 74MU4SdM ]

16. HarrisJK, Mansour R, Choucair B, Olson J, Nissen C, Bhatt J, Centersfor Disease Control and Prevention. Health department
use of social mediato identify foodborneillness - Chicago, lllinois, 2013-2014. MMWR Morb Mortal Wkly Rep 2014 Aug
15;63(32):681-685 [FREE Full text] [Medline: 25121710Q]

17. Young SD, Rivers C, Lewis B. Methods of using real-time social mediatechnologies for detection and remote monitoring
of HIV outcomes. Prev Med 2014 Jun;63:112-115 [ FREE Full text] [doi: 10.1016/j.ypmed.2014.01.024] [Medline: 24513169]

https://www.jmir.org/2019/1/e11507/ JMed Internet Res 2019 | vol. 21 | iss. 1 | €11507 | p. 10
(page number not for citation purposes)

RenderX


https://jmir.org/api/download?alt_name=jmir_v21i1e11507_app1.pdf
https://jmir.org/api/download?alt_name=jmir_v21i1e11507_app1.pdf
http://dx.doi.org/10.2196/medinform.3447
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25600172&dopt=Abstract
http://medinform.jmir.org/2016/4/e38/
http://dx.doi.org/10.2196/medinform.5359
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27872036&dopt=Abstract
https://obamawhitehouse.archives.gov/blog/2016/05/04/big-risks-big-opportunities-intersection-big-data-and-civil-rights
https://obamawhitehouse.archives.gov/blog/2016/05/04/big-risks-big-opportunities-intersection-big-data-and-civil-rights
http://www.webcitation.org/

                                            70hn3nBao
https://doi.org/10.1016/j.jbi.2017.05.006
http://dx.doi.org/10.1016/j.jbi.2017.05.006
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28501646&dopt=Abstract
https://crisistrends.org/
http://www.webcitation.org/

                                            74OBEY64b
https://deepblue.lib.umich.edu/handle/2027.42/136146
https://deepblue.lib.umich.edu/handle/2027.42/136146
http://www.webcitation.org/

                                            74MS0KAf6
http://europepmc.org/abstract/MED/27220838
http://dx.doi.org/10.1007/s11121-016-0664-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27220838&dopt=Abstract
http://dx.plos.org/10.1371/journal.pone.0021101
http://dx.doi.org/10.1371/journal.pone.0021101
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21738610&dopt=Abstract
https://videocast.nih.gov/pdf/ohrp_appendix_belmont_report_vol_2.pdf
http://www.webcitation.org/

                                            74MSiu8dg
https://www.gpo.gov/fdsys/pkg/PLAW-104publ191/pdf/PLAW-104publ191.pdf
http://www.webcitation.org/

                                            70hnBsZpa
http://www.webcitation.org/

                                            70hnBsZpa
https://www.privacylives.com/wp-content/uploads/2010/01/golle-reidentification-deanonymization-2006.pdf
https://www.privacylives.com/wp-content/uploads/2010/01/golle-reidentification-deanonymization-2006.pdf
https://ieeexplore.ieee.org/document/4531148
https://ieeexplore.ieee.org/document/4531148
https://doi.org/10.1056/NEJMsr1112158
http://dx.doi.org/10.1056/NEJMsr1112158
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22187990&dopt=Abstract
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
http://www.webcitation.org/

                                            74MTmxmld
http://www.webcitation.org/

                                            74MTmxmld
https://events.educause.edu/security-professionals-conference/2015
https://events.educause.edu/security-professionals-conference/2015
http://www.webcitation.org/

                                            74MU4SdMh
http://www.cdc.gov/mmwr/preview/mmwrhtml/mm6332a1.htm
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25121710&dopt=Abstract
http://europepmc.org/abstract/MED/24513169
http://dx.doi.org/10.1016/j.ypmed.2014.01.024
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24513169&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Pisani et &

18. Eichstaedt JC, Schwartz HA, Kern ML, Park G, Labarthe DR, Merchant RM, et al. Psychological language on Twitter
predicts county-level heart disease mortality. Psychol Sci 2015 Feb;26(2):159-169 [FREE Full text] [doi:
10.1177/0956797614557867] [Medline: 25605707]

19. CrisisText Line. Terms of Service & Privacy Policy URL: https.//web.archive.org/web/20170612220236/https.//www.
crisistextline.org/privacy [accessed 2018-12-03] [WebCite Cache ID 740BQUcqB]

Abbreviations
API: application programming interface
AWS: Amazon Web Services
CTL: CrisisText Line
ODC: open data collaborations
VPN: virtual private network

Edited by G Eysenbach; submitted 13.07.18; peer-reviewed by Z Predmore, B Brumen; comments to author 05.08.18; revised version
received 31.10.18; accepted 13.11.18; published 17.01.19

Please cite as:

Pisani AR, Kanuri N, Filbin B, Gallo C, Gould M, Lehmann LS, Levine R, Marcotte JE, Pascal B, Rousseau D, Turner S, Yen S
Ranney ML

Protecting User Privacy and Rightsin Academic Data-Sharing Partnerships: Principles Froma Pilot Program at Crisis Text Line

J Med Internet Res 2019;21(1):€11507

URL: https://mww.jmir.org/2019/1/€11507/

doi: 10.2196/11507

PMID: 30664452

©Anthony R Pisani, Nitya Kanuri, Bob Filbin, Carlos Gallo, Madelyn Gould, Lisa Soleymani Lehmann, Robert Levine, John E
Marcotte, Brian Pascal, David Rousseau, Shairi Turner, Shirley Yen, Megan L Ranney. Originally published in the Journal of
Medical Internet Research (http://www.jmir.org), 17.01.2019. This is an open-access article distributed under the terms of the
Creative Commons Attribution License (https.//creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution,
and reproduction in any medium, provided the original work, first published in the Journal of Medical Internet Research, is
properly cited. The complete bibliographic information, alink to the original publication on http://www.jmir.org/, aswell asthis
copyright and license information must be included.

https://www.jmir.org/2019/1/e11507/ JMed Internet Res 2019 | vol. 21 | iss. 1 | €11507 | p. 11
(page number not for citation purposes)

RenderX


http://europepmc.org/abstract/MED/25605707
http://dx.doi.org/10.1177/0956797614557867
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25605707&dopt=Abstract
https://web.archive.org/web/20170612220236/https://www.crisistextline.org/privacy
https://web.archive.org/web/20170612220236/https://www.crisistextline.org/privacy
http://www.webcitation.org/

                                            74OBQUcqB
https://www.jmir.org/2019/1/e11507/
http://dx.doi.org/10.2196/11507
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30664452&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

