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Abstract

Background: This paper focuses on the collision of three factors: a growing emphasis on sharing research through open access
publication, an increasing awareness of big data and its potential uses, and an engaged public interested in the privacy and
confidentiality of their personal health information. One conceptual space where this collision isbrought into sharp relief iswith
the open availability of patient medical photographs from peer-reviewed journa articles in the search results of online image
databases such as Google Images.

Objective: The aim of this study was to assess the availability of patient medical photographs from published journal articles
in Google Images search results and the factors impacting this availability.

Methods. We conducted a cross-sectional study using datafrom an evidence map of research with transgender, gender non-binary,
and other gender diverse (trans) participants. For the original evidence map, a comprehensive search of 15 academic databases
was developed in collaboration with a health sciences librarian. Initial search results produced 25,230 references after duplicates
were removed. Eligibility criteriawere established to include empirical research of any design that included trans participants or
their personal information and that was published in English in peer-reviewed journals. We identified all articles published
between 2008 and 2015 with medical photographs of trans participants. For each reference, images were individually numbered
in order to track the total number of medical photographs. We used oddsratios (OR) to assess the association between availability
of the clinical photograph on Google Images and the following factors: whether the article was openly available online (open
access, Researchgate.net, or Academia.edu), whether the article included genital images, if the photographs were published in
color, and whether the photographs were located on the journal article landing page.

Results:. Weidentified 94 articles with medical photographs of trans participants, including atotal of 605 photographs. Of the
94 publications, 35 (37%) included at least one medical photograph that was found on Google Images. The ability to locate the
article freely online contributes to the availability of at least one image from the article on Google Images (OR 2.99, 95% ClI
1.20-7.45).

Conclusions; Thisisthefirst study to document the existence of medical photographs from peer-reviewed journals appearing
in Google Images search results. Almost all of the images we searched for included sensitive photographs of patient genitals,
chests, or breasts. Given that it is unlikely that patients consented to sharing their personal health information in these ways, this
congtitutesarisk to patient privacy. Based on theimpact of current practices, revisionsto informed consent policiesand guidelines
are required.
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Introduction

This paper focuses on the collision of three factors: a growing
emphasis on sharing research through open access publication,
an increasing awareness of big data and its potential uses, and
an engaged public interested in the privacy and confidentiality
of their personal health information. One conceptual space where
thiscollision is brought into sharp relief isthe open availability
of patient medical photographs from peer-reviewed journalsin
the search results of online image databases such as Google
Images.

Researchers, funders, policy makers, and the public promote
theimportance of open accessresearch publications[1]. In some
instances, this perspective is communicated through public
access mandates established by research institutions, funders,
or governments[2]. Open access publications alow usto share
information more widely with relevant stakeholders including
the public, policy makers, and clinicians. Increased access to
research supports the principles of accountability, replicability,
transparency, and equity. Such access hasthe potential to reduce
research waste and has been promoted as a core component of
the Responsible Research and Innovation framework [3].

While open access publishing is increasingly being embraced,
big data and access to massive online databases are expanding.
Google Images was launched in 2001, and in its first year
included 250 million images[4]. It is estimated that it now has
over 1 trillion indexed images [5]. Google obtains its images
from crawling websites [6] and indexing those images within
its searchable database [ 7]. Given theway Google Imagesworks,
it is not surprising that photographs from peer-reviewed
publications are available online. Physicians and their patients
may not realize that sensitive medical photographs published
in closed and open access publications are now also freely
available within these image databases.

Clinical photographs form part of the patient medical record
[8]. Some have argued that patients also own or at least co-own
their medical images [9]. As such, it is important to attend to
the ethical aspects of capturing, storing, transferring, and using
these images [10]. Current guidelines underline the need for
prior written consent from patients before taking clinical
photographs, using them for teaching or research purposes, or
publishing them in peer-reviewed journas, books, or
pharmaceutical publications [11]. Similarly, some journals,
including the BMJ, call for written consent from patients (and
photographers) before publication (ie, Uses of Images policy)
[12]. Within this context, clinicians are expected to balance the
importance of medical photography for education, research, and
clinical care, with the ethical principle of patient autonomy,
including informed consent and confidentiality [9], and respect
for patients.

http://www.jmir.org/2018/2/e70/

Until recently, medical photography consent forms did not
contain any reference to electronic publishing or social media
(eg, [13]). With growing awareness of the potential for materials
published electronically, clinicians are recommending enhanced
attention to informed consent and greater specificity in consent
forms[14]. New publications focusing on informed consent to
use images highlight the ways information can be shared
electronically and that photographs cannot later be removed if
the patient removes consent [15]. Asidefrom general warnings,
we were not able to locate examples of medical photography
consent forms that include permission to publish clinical
photographs on Google Images or that warn of this specific risk.

In many countries, transgender, gender non-binary, and other
gender diverse (trans) peoplearerequired to work with clinicians
in order to access medical transition. These mandatory
interactions can create complex dynamics between patientsand
health care providers, including challengesrelated to voluntary
and informed consent in the contexts of clinical research and
medical photography. While the privacy and confidentiality of
medical photographs are important for al patients, privacy
breaches carry an increased possibility of harm for trans people.
This risk exists because trans people experience heightened
rates of discrimination, harassment, and violence [16,17],
particularly those who are visibly gender non-binary or whose
transidentities become known to individuals in their lives who
may not have been previously aware of thisinformation [18].

In this study, we identified a sample of peer-reviewed
publications that included clinical photographs of trans people
and searched for the publications and their associated
photographs on Google Images. The objective of this study was
to assess the availability of patient clinical photographs from
published journal articlesin Google Images search results and
the factors impacting this availability. We hypothesized that if
journal articles were openly available online, either through
open access or articlerepositories, that the likelihood of finding
the accompanying photographsin Google Images search results
would beincreased. Theresults of thisstudy will inform privacy
and informed consent guidelines in relation to the publication
of medical photographs in peer-reviewed journals, including
recommendations for clinicians and publishers.

Methods

The sample for this cross-sectional study was identified from
an evidence map of peer-reviewed empirical researchincluding
transgender, gender non-binary, and other gender diverse (trans)
people. In order to develop the original dataset, acomprehensive
search strategy was developed in collaboration with a health
sciences librarian and included 220 trans-related search terms
and 15 academic databases from the fields of health, education,
socia science, business, and the humanities. Further details
about study identification and inclusion and exclusion criteria
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are found in the study protocol paper [19]. A sample search
strategy isincluded in Multimedia Appendix 1.

The inclusion criteria were designed to identify empirical
research published in English in peer-reviewed journals that
included trans participants. Asnoted in the Preferred Reporting
Items for Systematic Reviews and Meta-Anayses (PRISMA)
flow diagram in Figure 1, the initial search produced 25,230
references after duplicates were removed and 10,651 met the
initial screening criteria; 4693 of these articles were published
between 2008 and 2015. After screening on full text, 154
references published between 2008 and 2015 were identified
that included photographs. We identified 94 articles with
medical photographs of trans participants (see Multimedia
Appendix 2 for afull list of this sample). For each reference,
images were individually numbered in order to track atotal of
605 medical photographs. We excluded 60 references for the
following reasons. (1) the article included images of both
cisgender and transgender people (27 references), (2) thearticle
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was trans-focused but the photographs were not clinical (17
references), (3) the article included images of leshian, gay,
bisexual, or transgender (LGBT) people (14 references), and
(4) the article included only stock images or photographs that
were not of people (4 references).

Google I mages Search

For each publication, the first author (ZM) searched for the
reference in Google Images using the full title of the articlein
guotation marks. This approach was selected after piloting
several different strategies including searching for the full title
without quotation marks, searching for the last name of the first
author and the first few words of the title, or the last name of
the first author and keywords in the title. The aim was to find
an approach that was consistent, feasible, and that could be
easily replicated. Searching for the title in quotation marks
produced the most focused results, typically including 2-4 pages
of images.

Figure 1. Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) flow diagram.

Academic Search Results
63,004 Citations

v

Non-Duplicate
Citations Screened

25,230 Citation

Inclusion/Exclusion
Criteria Applied

Full-Text Articles Retrieved
10,651 Total
4,693 Published 2008-2015

14,579 Articles Excluded After Title/Abstract Screen

8,133 Not empirical research

2,926 Not written in English

1,608 No trans participants
794 No human participants
723 Surgical focus, no mention of trans people
395 Focused on intersex people/people with DSD

'

154 Articles with Photographs
Published 2008-2015

Inclusion/Exclusion
Criteria Applied

Articles Included
94 Trans-Focused
Clinical Photographs

60 Articles Excluded After Screening Photographs

27 Photographs of cisgender and trans people
17 Trans-focused photographs but not clinical images
14 Photographs of LGBT people

4 Stock photographs or photographs not of people
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The Tor Browser is“aproxy that masksthelocation information
and browsing history of the user, allowing for anonymous use
of the Internet” (p. 18) [20]. This browser was used to conduct
searchesin order to minimize theinfluence of Google Analytics.
For eachindividual search, anew identity was established within
the Tor Browser and the Internet Protocol (1P) address for the
last location in the Tor circuit was documented. Resultsfor each
search were saved in PDF. Any images identified from the
search were compared to the photographsin the original article.
For each image that was a match, we saved an electronic copy
of the photograph. In addition, we clicked the hyperlink to “ Visit
Webpage” in order to determine the origina source of the
photograph. Results from the source webpage were also saved
as PDFs.

One of the reasons for saving the searches as PDFs is that the
results of Google Images searches are not static and potentially
they will change over time. For this reason, it was important to
have clear documentation of search resultsand imagesthat were
located as part of the search. Details of each search were saved
in an Microsoft Excel spreadsheet including the last name of
the study’s first author, image identification number, URL for
the image, URL for the source webpage, |P address from the
Tor Browser, search date, and details about whether the image
was found or not. All searches were conducted between May
21 and June 23, 2017.

Online Availability Search

As part of the data collection process, we were also interested
in knowing whether the publication was avail abl e through open
accessand if thismight influence whether the photographswere
located on Google Images. A strategy for checking whether
references were available through open access was devel oped
with the team’s health sciences librarian. One reviewer coded
10% of the trans-focused studies. A second reviewer verified
the data extracted. Based on thisinformation, we took two steps
to check for open access using Google Scholar, PubMed,
Researchgate.net, and Academia.edu. We searched the title of
thearticlein quotation marks using Google Scholar. If the article
was listed, we clicked through to either the paywall [21] or to
the PDF.

Because some articlesare avail able through the National Library
of Medicine but are not available through Google Scholar (eg,
Journal of American Public Health Association), we also
searched for all referencesin PubMed. In addition, we searched
for each reference on Researchgate.net and on Academia.edu,
two social networking sites where researchers can share
preprints and PDFs of academic publications. While Google
Scholar often includes information about whether a PDF is
available on Researchgate.net or Academia.edu, this is not
always the case.

Dataset Demogr aphics

In order to characterize the data at the level of individual
photographs, we identified the following information for each
photograph: (1) body location: face, chest, genitals, skin graft
site, other, (2) population: trans women (including
male-to-female transsexuals and people on the trans feminine
spectrum), trans men (including female-to-male transsexuals
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and people on the trans masculine spectrum), and other, (3)
timing: presurgery or pretreatment (including preoperative),
during surgery or treatment, postsurgery or posttreatment
(including immediately postoperative), specimen, autopsy, and
other, (4) anonymization: anonymized, not anonymized, or not
applicable, and (5) whether theimagewasin color or black and
white. Images that were not photographs (such as X-rays and
magnetic resonance images) were not included in this sample.
Although such images may constitute personal health
information, they are often considered separate from
photographs. For clarity, we maintained a focus on medical
photographs.

Patient | nvolvement

This study sits within a larger project focused on the
development of an evidence map documenting research with
trans individuals and communities. As part of the process of
constructing evidence maps, it isrecommended that researchers
clarify concepts and engage key stakeholdersin considering the
potential scope of the review [22]. Accordingly, individual
consultations were held with members of trans and cisgender
communitiesto discussterminology, search scope, and potential
uses of study results. In addition, people from sexua and gender
diverse communities were hired as research assistants on the
project when possible. This specific project on the inclusion of
medical photographs of trans patientsin onlineimage repository
search resultsdid not involve consultation with patients or trans
community members. Therewill be an emphasison patient and
community involvement during the dissemination phase,
including presentations at rel evant trans health conferences and
community events.

Results

Google Images Availability

Intotal, 37% (35/94) of articlesincluded at |east one photograph
that was found on Google Images. When we searched the
photographs individually, 20.3% (123/605) of clinical
photographs in the articles were found on Google Images.

Online Availability

Over a third (38% [36/94]) of the references were available
through open access on the journal website, through thejournal
publishers, or through PubMed. In addition, we checked for
availability of articles on other websites including
Researchgate.net, Academic.edu, and ingtitutional repositories.
Over half of thereferences (59% [55/94]) were availablethrough
at least one of these channels, meaning that article content was
freely accessible.

Dataset Demographics

The average publication included 6 photographs, with a range
of 1-29 images. In total, 605 photographs were included in the
sample. The information presented in this section relates to
analysis at the level of individual photographs. Photographs
most commonly included genitals (48.4% [293/605]), chest or
breasts (21.7% [131/605]), skin donor site (primarily forearm
or leg) (10.1% [61/605]), and face (8.1% [49/605]) (see Figure
2).
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According to descriptions provided, 63.8% (386/605) of the
individual photographs were of trans men or female-to-male
trans people, 35.2% (213/605) were of trans women or
male-to-femal e trans people, and 1% (6/605) could not be easily
categorized. In terms of timing, 22.0% (133/605) of images
were taken before treatment or surgery, 32.0% (194/605) of
images were taken during surgery, and 37.4% (226/605) were
taken postsurgery or after treatment. In addition, 3.1% (19/605)
of images were of specimens, and 3.3% (20/605) were autopsy
photographs. The majority (80.0% [484/605]) of the images
were printed in color, and a fifth (20.0% [121/605]) in black
and white.

Nearly 10% (58/605) of the images included identifiable
elements including faces, full-body autopsy images, or
potentially recognizable tattoos. Authors made anonymization
attemptsin almost aquarter of these photographs (24%[14/58]).
This included placing small black boxes [23,24] or black bars
[25] over the person’s eyes. In one case, the authors taped a
large piece of paper over the image covering the person’s nose,
eyes, and forehead [26]. For three-quarters (74% [43/58]) of
the photographs with identifiable elements, there were no
attempts at anonymization.

Documenting I nformed Consent

We reviewed all 94 papers to verify if any mention was made
of informed consent. Seven papers described obtaining written
informed consent for publication of medical images from trans
patients. For example, Aminsharifi et a [27] made thefollowing
statement, “Written informed consent was obtained from the
patient for the publication of this case and accompanying
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images. A copy of the written consent is available for review
by the Editor-in-Chief of thisjournal on request” (p. 268). We
did not write to individual authors to confirm whether they
obtained informed consent to publish clinical photographs and
whether the consent form included explicit mention of el ectronic
publishing or social media.

Factor s Affecting Google | mages Availability

In order to understand what factors might be contributing to the
number of clinical photographs available on Google Images,
we calculated the odds ratios (OR) of availability on Google
Images across specific factors that we expected might play a
role based on the belief that Google may be filtering images of
genitals from their search results. We aso felt that article
availability on Web-based platforms could influence whether
photographs were included in Google Images search results. In
addition, because of the ways Google crawls websites, we
thought that if photographs were visible from the origina
landing page [28], then they might be more likely to appear in
search results. Asnoted in Figure 3, the ability to locate a PDF
of the article online through open access, Researchgate.net, or
Academia.edu is one factor that contributes to the availability
of at least one image from the article on Google Images (OR
2.99, 95% CI 1.20-7.45). Thismeansthat if the articleisfreely
available online, there is 2.99 times the likelihood of finding
an image from that article on Google Images. The odds ratio
was also calculated for the following factors: color photographs
(OR 1.09, 95% CI 0.39-3.07), photographs visible on journal
landing page (OR 0.88, 95% CI 0.37-2.10), and pre- or
postsurgery images of genitals (OR 0.62, 95% CI 0.23-1.44).
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Figure 2. Characteristics of medical photographs.
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Figure 3. Odds ratios indicating likelihood of clinical photographs being included in Google Images search results.
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Discussion

Principal Findings

In this cross-sectional study, we sought to determine what
percentage of medical imagesfrom trans-focused peer-reviewed
journal articles published between 2008 and 2015 was available
on Google Images. Thirty-five articles out of 94 (37%) included
at least one photograph that was found on Google Images, and
the likelihood was almost three times higher for articles that
were openly available through open access or other Web-based
platforms. In total, 20.3% (123/605) of clinical photographs
were found on Google Images. Given that it is unlikely that
patients consented to sharing their personal health information
in these ways, this constitutes a risk to patient privacy. For
research studies, this likely also poses a problem in relation to
research ethics guidelines.

Strengths and Limitations

To our knowledge, this is the first study to document the
existence of medical photographs from peer-reviewed journals
appearing in Google Images search results. One of its strengths
is the systematic, documented approach to searches across a
range of platforms including Google Scholar, PubMed,
Researchgate.net, and Academia.edu.

At this time, there are no other studies with which to compare
our results. This study included published clinical studies
focused specifically on trans people. Given the emphasis on
medical transition and gender affirming surgeries, it is likely
that these publicationsinclude ahigher number of genital, chest,

http://www.jmir.org/2018/2/e70/
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or breast photographs than a random sample related to the
overall population.

There are also other potential image databases we could have
searched. In developing our search strategy, we tried several
alternatives. However, it is important to note that some image
search engines filter out results that are not family- or
child-friendly. With the number of sensitive photographsin our
dataset, it was important to select a search engine with the
potential to clearly adjust these settings. Google Images
provided this option (although it is unclear how many of the
images may have been filtered out because they include pictures
of genitals or breasts).

One of the challenges has been to understand the best way to
search for images. After piloting several strategies, we focused
on searching for thetitle of the article in quotation marks. This
approach was more specific and led to a smaller number of
search results than other search options. Astechnology develops,
it will be possible to compare multiple search strategies and to
search directly by image without using text. Google Image
currently hasthis option, but we did not have the image files at
the beginning of our searchesin order to pursue this strategy.

Another difficulty is that the results of searches on Google
Images are not static. This meansthat over time the results will
shift, and medical photographs found during this search may
not appear in the future. Similarly, images that were not found
as part of this study could appear in future searches. Another
challenge with this search is that sometimes images from one
articlein the dataset would appear in the results of a search for
adifferent article. It seems that sometimes this was because of
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overlapping authors on the research teams, but at other times
this appeared to be linked to the keywords (eg, phalloplasty or
vaginoplasty). Wedid not include thisinformation in our results,
but thisis an areafor future attention.

When considering these challenges, it isimportant to keep the
larger purpose of this study in mind. We were interested in
determining what percentage of medical photographs from a
sample of peer-reviewed journal articles were available on
Google Images. While the specific results related to each
photograph and article matter, the moreimportant finding isthe
overal number of images we were able to find on Google
Images and the implications for patients, clinicians, policy
makers, and publishers.

It should also be noted that this sample was drawn from
trans-focused publications. We have not yet tested whether the
results would be similar for a general sample of clinical
publications. However, given the methods used we have no
reason to believe that the findings would be different. We plan
to test this hypothesisin future studies.

Implications for Patients, Clinicians, Policy Makers,
and Publishers

In over athird of the articlesin this dataset, at least one medical
photograph was located on Google Images. Almost al of the
imageswe searched for included graphic photographs of patient
genitals, chests, or breasts. Many of the pictures were taken
during surgery or included pre- and postsurgical images. A
number included patient faces or other identifying featureswith
no attempts at anonymization. Some photographs included
full-body images of peoplewho are deceased, at timesdisplayed
in ways that did not preserve human dignity.

For trans people, the ability to control access to information
about their lives as people who are transgender, transsexual, or
gender non-binary has concrete ramifications linked to
disclosure. This includes decisions about personal health
information including medical photographs. Trans people
experience heightened rates of discrimination, harassment, and
violence [16,17], particularly those who are visibly gender
non-binary or whose trans identities become known to
individuals in their lives who may not have been previously
aware of this information [18]. There are a limited number of
surgeons and other medical specialistswho provide caretotrans
patients. Typically, within a state or geographic region there
may be only one or two providerswho specializein performing
specific types of gender affirming surgeries. In Canada for
example, there is only one clinic in the country where
vaginoplasties and phalloplasties are conducted. These
circumstances contribute to heightened privacy and
confidentiality concerns for trans patients. The limited number
of surgeons means that patients can be identified more easily
based on the combined information provided in medical
photographs alongside descriptive case reports. While there
may be value in the use of medical photographs for education,
clinical care, and research, there are serious ethical issues to
consider inrelation to the visibility of medical imagesin public
search results: these concerns are enhanced for transindividuals.

http://www.jmir.org/2018/2/e70/
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There are multiple intervention points to address this situation.
The first strategy is to inform patients as part of the written
informed consent processthat their medical photograph(s) could
appear in online image databases, including the search results
from Google Images. In addition to current guidelinesindicating
that patients should be shown a copy of any photographs that
will be published as part of case reports or other medical
publications, they need to be aware of the potentia for their
photograph to become more widely available on the Internet.
Current research with patients in the field of dermatology
suggests that patients are more open to having their images
shared between medical practitioners than via websites [29].

As part of informing patients, institutional policiesfor medical
photography and guidelines for clinicians will also need to
reflect therisk of medical photographs appearing openly online.
Similarly, journal guidelines for the use of medical images
should address these possihilities and any steps being taken to
mediate these risks.

A second strategy is to determine how online image databases
are accessing medica photographs from peer-reviewed
publications. While this may be facilitated by open access
publishing, there are articlesthat are not available through open
access or other online websites where the photographs still
appear in Google Images search results. In June 2017, Google
changed its policies to state that it will remove “confidential,
personal medical records of private people’ from its search
results[30]. Whileit is currently unclear whether thiswill affect
photographs published in peer-reviewed journals, it would be
helpful to have additional information about this shift in practice
and whether other search engines will institute equivalent
policies.

Another option is for journal publishers to take a different
approach to the ways medical photographs are shared online.
For example, some publishers have medical photographs
available as PowerPoint files but accessible only behind their
paywall. As part of the chain of stakeholders sharing patient
medical information, publishers aso have a responsibility to
consider the implications of patient photographs being shared
through massive searchable image repositories such as Google
Images.

Conclusions

The drive towards unrestricted open access suggests that the
boundaries of the public domain between academic journals
and search engines such as Google Images will become more
porous. The public, thetechnol ogy sector, and other stakeholders
including clinicians, researchers, and policy makers all have
stakes in the ways information travels across platforms. As
Open Science [31] is increasingly emphasized, the need for
critical perspectivesis paramount [32]. Clinicians, researchers,
and policy makers must respect patient autonomy, including
attention to patient confidentiality, privacy, and informed
consent. Medical photographs form part of the patient record
and as such are subject to guidelines concerning the privacy of
patient health information, regardless of the type of image and
whether or not the patient isrecognizable. Interms of copyright,
these images may aso be owned or co-owned by patients
themselves. As part of research studies, medical photographs
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congtitute part of the confidential data contributed by
participants. Based on theimpact of current practices, revisions
to informed consent policies and guidelines are required. It is
recommended that informed consent documents reflect the
potential for medical photographs published in peer-reviewed
journalsto appear in image repositories such as Google Images
search results. These new informed consent policies should be
developed in collaboration with patients, with particular
attention to images that may be published in online
peer-reviewed publications or other online formats. In addition
to the need for informed consent documents that detail all
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We thank Zack Newsham for conversations about the technical aspects of data extraction and anonymous browsing.

During his doctora studies, ZM was supported by afellowship jointly funded by the Canadian Institutes of Health Research and
the Research and Development Corporation of Newfoundland and Labrador, and by a scholarship from the Canadian Mental
Health Association-Newfoundland and Labrador. VW holds an Ontario Early Researcher Award.

Authors Contributions

ZM conceptualized this study, conducted data collection and analysis, and wrote the initial draft of the manuscript. He is the
guarantor for this research. CK and FB are cosupervisors of this project. They provided consultation at all stages of review
development. SA and VW provided guidance concerning statistical analysis. All coauthors contributed revisionsto the manuscript,
and read and approved the final manuscript.

Conflictsof Interest
None declared.

Multimedia Appendix 1
Sample PubMed search strategy for original evidence map.

[PDE File (Adobe PDF Fil€), 89K B-Multimedia Appendix 1]

Multimedia Appendix 2
Full list of clinical studieswith medical photographs.

[PDE File (Adobe PDF File), 172KB-Multimedia Appendix 2]

References

1. Carroll MW. Why full open access matters. PLoS Biol 2011 Nov;9(11):€1001210 [FREE Full text] [doi:
10.137V/journal.pbio.1001210] [Medline: 22140361]

2. Harnad S. Open accessto research: changing researcher behavior through university and funder mandates. e DEM eJournal
of eDemocracy and Open Government 2011;3(1):33-41 [FREE Full text]

3. Burget M, Bardone E, Pedaste M. Definitions and conceptual dimensions of responsible research and innovation: aliterature
review. Sci Eng Ethics 2017 Feb;23(1):1-19. [doi: 10.1007/s11948-016-9782-1] [Medline: 27090147]

4.  Zipern A. New York Times. 2001 Jul 12. A quick way to search for images on the web URL : http://www.nytimes.com/

2001/07/12/technol ogy/news-watch-a-qui ck-way-to-search-for-images-on-the-web.html [accessed 2017-08-13] [WebCite

Cache ID 6vI81YeyA]

Dhenakaran S, Sambanthan K. Web crawler - an overview. Int JEng Res Appl 2011;2(1):265-267 [FREE Full text]

6. Blodget K. Beet TV: The Root to the Media Revolution. 2008 Jul 1. Google readying analysis of world's “one trillion”
images URL : http://www.beet.tv/2008/07/google-will-kno.html [accessed 2017-11-27] [WebCite Cache ID 6vI9Hh3P6]

o

7.  Brown C. Harnessing the power of Google: what every researcher should know. Santa Barbara, CA: ABC-CLIO; 2017.
8. Naidoo S. Informed consent for photography in dental practice. SADJ 2009 Oct;64(9):404, 406. [Medline: 20411835]

9. Hood CA, Hope T, Dove P. Videos, photographs, and patient consent. BMJ 1998 Mar 28;316(7136):1009-1011 [FREE
Full text] [Medline: 9550967]

10. Stieber JC, Nelson T, Huebner CE. Considerations for use of dental photography and el ectronic mediain dental education
and clinical practice. J Dent Educ 2015 Apr;79(4):432-438 [ FREE Full text] [Medline: 25838015]

11. SupeA. Ethical considerationsin medical photography. Issues Med Ethics 2003;11(3):83-84. [Medline: 16335510]

http://www.jmir.org/2018/2/e70/ JMed Internet Res 2018 | vol. 20 |iss. 2| €70 | p. 9

(page number not for citation purposes)


https://jmir.org/api/download?alt_name=jmir_v20i2e70_app1.pdf&filename=6523729e57ecaa7330fe60e0f4714088.pdf
https://jmir.org/api/download?alt_name=jmir_v20i2e70_app1.pdf&filename=6523729e57ecaa7330fe60e0f4714088.pdf
https://jmir.org/api/download?alt_name=jmir_v20i2e70_app2.pdf&filename=84176867b77d484620c1c1db11ee8e5f.pdf
https://jmir.org/api/download?alt_name=jmir_v20i2e70_app2.pdf&filename=84176867b77d484620c1c1db11ee8e5f.pdf
http://dx.plos.org/10.1371/journal.pbio.1001210
http://dx.doi.org/10.1371/journal.pbio.1001210
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22140361&dopt=Abstract
http://www.archipel.uqam.ca/6515/1/harnad-jedem.pdf
http://dx.doi.org/10.1007/s11948-016-9782-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27090147&dopt=Abstract
http://www.nytimes.com/2001/07/12/technology/news-watch-a-quick-way-to-search-for-images-on-the-web.html
http://www.nytimes.com/2001/07/12/technology/news-watch-a-quick-way-to-search-for-images-on-the-web.html
http://www.webcitation.org/

                                            6vI81YeyA
http://www.webcitation.org/

                                            6vI81YeyA
http://www.csjournals.com/IJCSC/PDF2-1/Article_49.pdf
http://www.beet.tv/2008/07/google-will-kno.html
http://www.webcitation.org/

                                            6vI9Hh3P6
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20411835&dopt=Abstract
http://europepmc.org/abstract/MED/9550967
http://europepmc.org/abstract/MED/9550967
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=9550967&dopt=Abstract
http://www.jdentaled.org/cgi/pmidlookup?view=long&pmid=25838015
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25838015&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=16335510&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Marshall et al

12.

13.

14.

15.

16.

17.

18.

19.

20.

21

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

BMJ. Use of images URL : http://www.bmj.com/about-bmj/resources-authors/forms-policies-and-checklists/use-images
[accessed 2017-08-16] [WebCite Cache ID 6vI9syeqi]

Dysmorphology Subcommittee of the Clinical Practice Committee. Informed consent for medical photographs. Genet Med
2000;2(6):353-355 [FREE Full text] [Medline: 11339658]

Teven CM, Park JE, Song DH. Social media and consent: are patients adequately informed? Plast Reconstr Surg 2017 Jul
17;140(5): 770e-771e. [doi: 10.1097/PRS.0000000000003805] [Medline: 28753143]

Sykes L, Harryparsad A, Evans W. Dental images: ensuring the understanding, acceptance and consent of and by patients
to al possible usages. S Afr Dent J 2017;72(7):336-338 [FREE Full text]

Stotzer RL. Violence against transgender people: areview of United Statesdata. Aggress Violent Behav 2009;14(3):170-179.
[doi: 10.1016/j.avbh.2009.01.006]

Walters MA, Paterson J, Brown R, McDonnell L. Hate crimes against trans people: assessing emotions, behaviors, and
attitudestoward criminal justice agencies. JInterpersViolence 2017:1-31 [FREE Full text] [doi: 10.1177/0886260517715026]
Bettcher T. Evil deceiversand make-believers: on transphobic violence and the politics of illusion. Hypatia2007;22(3):43-65.
[doi: 10.1111/j.1527-2001.2007.tb01090.X]

Marshall Z, Welch V, Thomas J, Brunger F, Swab M, Shemilt |, et al. Documenting research with transgender and

gender diverse people: protocol for an evidence map and thematic analysis. Syst Rev 2017 Feb 20;6(1):35 [FREE Full text]
[doi: 10.1186/s13643-017-0427-5] [Medline: 28219417]

Macrina A. Accidental technologist: the Tor Browser and intellectual freedom in the digital age. RUSQ 2015 Jun
19;54(4):17-20. [doi: 10.5860/rusq.54n4.17]

Sjevaag H. Introducing the paywall: a case study of content changes in three online newspapers. Journalism Practice
2016;10(3):304-322. [doi: 10.1080/17512786.2015.1017595]

Bragge P, Clavisi O, Turner T, Tavender E, Collie A, Gruen RL. The Global Evidence Mapping Initiative: scoping research
in broad topic areas. BMC Med Res Methodol 2011 Jun 17;11:92 [FREE Full text] [doi: 10.1186/1471-2288-11-92]
[Medline: 21682870]

Dempf R, Eckert AW. Contouring the forehead and rhinoplasty in the feminization of the facein male-to-femal e transsexuals.
J Craniomaxillofac Surg 2010 Sep;38(6):416-422. [doi: 10.1016/j.jcms.2009.11.003] [Medline: 20036572]

Mackowiak PA, Mihm LB, Swetman G, Boh EE, Wang A, Witzig R. Patient with AIDS and acute circinate skin eruptions.
Clin Infect Dis 2010 Oct 15;51(8):929-930, 980. [doi: 10.1086/656433] [Medline: 20858072]

Dickerson EM, Jones P, Wilkins D, Regnier J, Prahlow JA. Complicated suicide versus autoeroticism?: a case involving
multiple drugs and a porta-potty. Am JForensic Med Pathol 2013 Mar;34(1):29-33. [doi: 10.1097/PAF.0b013e31827ab5f 3]
[Medline: 23361077]

Murty O. Male-to-female transsexual on estrogen: sudden death due to pulmonary thromboembolism. J Forensic Med
Toxicol 2010;27(1):27-34 [EREE Full text]

Aminsharifi A, Afsar F, Jafari M, Tourchi A. Removal of an entrapped large metallic dilator from the sigmoid neovagina
in a male-to-female transsexual using a laparoscopic approach. Int J Surg Case Rep 2012;3(7):266-268 [ FREE Full text]
[doi: 10.1016/j.ijscr.2012.03.004] [Medline: 22504480]

Oxford Learner's Dictionary. Landing page URL : http://www.oxfordl earnersdi ctionaries.com/definiti on/english/landing-page
[accessed 2017-11-27] [WebCite Cache ID 6vIAGPH3j]

Hacard F, Maruani A, Delaplace M, Caille A, Machet L, Lorette G, et al. Patients acceptance of medical photography in
a French adult and paediatric dermatology department: a questionnaire survey. Br J Dermatol 2013 Aug;169(2):298-305.
[doi: 10.1111/bjd.12345] [Medline: 23551168]

Bergen P. Information Management. 2017 Jun 26. Google to remove private medical records from search results URL :
https://www.informati on-management.com/news/googl e-to-remove-private-medical -records-from-search-results [accessed
2017-11-29] [WebCite Cache ID 6vK7IWD5s]

Fecher B, Friesike S. Open science: one term, five schools of thought. In: Bartling S, Friesike S, editors. Opening science:
the evolving guide on how the web is changing research, collaboration snd scholarly publishing. New York: Springer;
2014:17-47.

Boyd D, Crawford K. Critical questions for big data. Information, Communication & Society 2012 Jun;15(5):662-679.
[doi: 10.1080/1369118X.2012.678878]

Abbreviations

IP: Internet protocol

LGBT: leshian, gay, bisexual, or transgender

OR: oddsratio

PRISMA: Preferred Reporting Items for Systematic Reviews and Meta-Analyses
Trans: transgender, gender non-binary, and other gender diverse people

http://www.jmir.org/2018/2/€70/ JMed Internet Res 2018 | vol. 20 | iss. 2| €70 | p. 10

(page number not for citation purposes)


http://www.bmj.com/about-bmj/resources-authors/forms-policies-and-checklists/use-images
http://www.webcitation.org/

                                            6vI9syegi
http://europepmc.org/abstract/MED/11339658
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=11339658&dopt=Abstract
http://dx.doi.org/10.1097/PRS.0000000000003805
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28753143&dopt=Abstract
http://www.scielo.org.za/pdf/sadj/v72n7/12.pdf
http://dx.doi.org/10.1016/j.avb.2009.01.006
http://sro.sussex.ac.uk/67633/4/Hate%20Crimes%20Against%20Trans%20People%20-%20final%20version%20for%20open%20access.pdf
http://dx.doi.org/10.1177/0886260517715026
http://dx.doi.org/10.1111/j.1527-2001.2007.tb01090.x
https://systematicreviewsjournal.biomedcentral.com/articles/10.1186/s13643-017-0427-5
http://dx.doi.org/10.1186/s13643-017-0427-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28219417&dopt=Abstract
http://dx.doi.org/10.5860/rusq.54n4.17
http://dx.doi.org/10.1080/17512786.2015.1017595
https://bmcmedresmethodol.biomedcentral.com/articles/10.1186/1471-2288-11-92
http://dx.doi.org/10.1186/1471-2288-11-92
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21682870&dopt=Abstract
http://dx.doi.org/10.1016/j.jcms.2009.11.003
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20036572&dopt=Abstract
http://dx.doi.org/10.1086/656433
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20858072&dopt=Abstract
http://dx.doi.org/10.1097/PAF.0b013e31827ab5f3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23361077&dopt=Abstract
http://indianjournals.com/ijor.aspx?target=ijor:jfmt&volume=27&issue=1&article=008
http://linkinghub.elsevier.com/retrieve/pii/S2210-2612(12)00035-1
http://dx.doi.org/10.1016/j.ijscr.2012.03.004
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22504480&dopt=Abstract
http://www.oxfordlearnersdictionaries.com/definition/english/landing-page
http://www.webcitation.org/

                                            6vIAGPH3j
http://dx.doi.org/10.1111/bjd.12345
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23551168&dopt=Abstract
https://www.information-management.com/news/google-to-remove-private-medical-records-from-search-results
http://www.webcitation.org/

                                            6vK7IWD5s
http://dx.doi.org/10.1080/1369118X.2012.678878
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Marshall et al

Edited by G Eysenbach; submitted 19.08.17; peer-reviewed by Z Reis, L Quinlan, L Zhang; comments to author 05.10.17; revised
version received 15.12.17; accepted 03.01.18; published 26.02.18

Please cite as.

Marshall Z, Brunger F, Welch V, Asghari S, Kaposy C

Open Availability of Patient Medical Photographs in Google Images Search Results: Cross-Sectional Sudy of Transgender Research
J Med Internet Res 2018;20(2): €70

URL: http://mwww.jmir.org/2018/2/e70/

doi: 10.2196/jmir.8787
PMID: 29483069

©Zack Marshall, Fern Brunger, Vivian Welch, Shabnam Asghari, Chris Kaposy. Originally published in the Journa of Medical
Internet Research (http://www.jmir.org), 26.02.2018. This is an open-access article distributed under the terms of the Creative
Commons Attribution License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and
reproduction in any medium, provided the original work, first published in the Journal of Medical Internet Research, is properly
cited. The complete bibliographic information, alink to the original publication on http://www.jmir.org/, aswell asthis copyright
and license information must be included.

http://www.jmir.org/2018/2/€70/ JMed Internet Res 2018 | vol. 20 | iss. 2| €70 | p. 11
(page number not for citation purposes)

RenderX


http://www.jmir.org/2018/2/e70/
http://dx.doi.org/10.2196/jmir.8787
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29483069&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

