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Abstract

Theincreasing use of socia networking sites (SNS) in health care has resulted in agrowing number of individual s posting personal
health information online. These sites may disclose users' health information to many different individuals and organizations and
mine it for a variety of commercial and research purposes, yet the revelation of personal health information to unauthorized
individuals or entities brings a concomitant concern of greater risk for loss of privacy among users. Many users join multiple
socia networks for different purposes and enter personal and other specific information covering social, professional, and health
domains into other websites. Integration of multiple online and real social networks makes the users vulnerabl e to unintentional
and intentional security threats and misuse. This paper analyzes the privacy and security characteristics of leading health-related
SNS. It presents athreat model and identifies the most important threats to users and SNS providers. Building on threat analysis
and modeling, this paper presents aprivacy preservation model that incorporatesindividual self-protection and privacy-by-design
approaches and uses the model to develop principles and countermeasures to protect user privacy. This study paves the way for
analysis and design of privacy-preserving mechanisms on health-related SNS.

(J Med Internet Res 2015;17(7):€168) doi: 10.2196/jmir.3973
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: these sites is building a new health-information technology
Introduction business prophesied on the belief that the wisdom of crowds

Health-related social networking sites (SNS) are websitesthat  1€aly 1S smarter than any one person, no matter how well
enable the connection of users and facilitate the exchange of ~ "€searched theindividual person.

health knowledge and information. Physicians can connect with  However, users reveal vast amounts of persona health
their peers and collaborate on patient cases and other medical  jnformation on a health-related SN'S. They may also join other
topics to improve health care delivery and patient outcomes at  social networks or websites and enter personal information and
sites like Doximity. Patients with life-changing illnesses can  other specific information covering social, professional, and
find other patients like them, discuss and track medical  health domains into other websites. There are many possible
conditions, and give and receive SLIppOft at PatientsLikeMe. ways that users privacy can be Compromisaj: data misuses]
Beforethe advent of SNS, medical providersand pharmaceutical  djsclosuresto intruders, accidental data releases, disclosuresto
companies spread the word to encourage participation in  thjrd parties and apps, and user profiling across multiple social
wellness and disease management programs. Today, websites  networks. A recent incident in which amajor mediamonitoring
such as Inspire and DailyStrength provide users with the  firm improperly scraped personal data from PatientsLikeMe

opportunity to shareinformation and stories about healthy living,  demonstrates significant privacy risks for online heath
thereby supporting and inspiring others. The proliferation of
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information [1]. In the United States, health care providers
disclose patient information without patient authorization in
violation of the Health Insurance Portability and Accountability
Act (HIPAA), the Health Information Technology for Economic
and Clinical Health (HITECH) Act, and/or state privacy laws
and can be subject to fines and other penalties. In the age of
Facebook and Twitter, however, many patients themselves
volunteer to post their personally identifiable information (PlI)
and sensitive health information on multiple socia networks.

While privacy concernsin social networks are well recognized
by prior research [2-7], the literature on innovative
privacy-preserving models and technical standards is quite
limited. Based on expert opinions on the major privacy concerns,
the effectiveness of possible solutions, and the requirementsfor
developing privacy-preserving social network apps, Weiss [7]
proposed a privacy threat model for data portability in social
network apps. However, this work concentrated on privacy in
the sense of visibility and transparence, that is, transparent and
open privacy handling practices, and not so much on the
privacy-preserving mechanisms that need to be developed. To
address the privacy issues caused by the central SNS provider,
such as data misuse and leakage risk, it has been proposed to
decentralize socia networking services[8-10]. However, to our
best knowledge, current health-related SNS are predominantly
logically centralized services and the underlying business model
relies on access to the user-generated content, resulting in the
impracticality of the decentralized SNS approach. There is a
strong need to develop a privacy model that can protect user
privacy in the complex social networking environment. This
paper addresses this gap by identifying the most important
threats to users and SNS providers and proposes a privacy
preservation model to address the privacy challenges of
health-related SNS. This paper first analyzes privacy concerns
related to health-related SNS. It then develops a threat model
and articulates some principal threats. Since current privacy
solutions such as end-user license agreements and privacy
settings are inadequate to address the threats, this paper presents
a privacy preservation model that integrates both individual
self-protection and privacy-by-design approaches and uses the
model to develop principles and countermeasures to protect

privacy.

Privacy Concerns Related to Social
Networking Sites

Toillustrate privacy issueswith health-related SNS, we analyze
the Inspire platform. Inspire may be considered an illustrative
case of patient sites that offer a privacy policy and settings to
address users’ privacy concerns.

Inspireisan online health and wellness support community for
patients and caregivers. Inspire is provided by ClinicaHealth,
Inc.,, and is composed of more than 190 disease-specific
communities. As of December 2014, Inspire has over 400,000
registered members and 700,000 unique visitors each month.

Inspire is free for individuals and non-profit patient advocacy
associations [11]. Its business model largely depends on
advertising revenue and partnerships with many third-party
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companies [12]. Inspire helps companies and researchers find
likely clinical trial participants. Clinical trial sponsors pay
Inspire for this service. Inspire also offers health-focused
research services to commercia companies. User-generated
content has high value for the companies to conduct secondary
research and issues analysis. Furthermore, Inspire makes money
from selling targeted advertising.

The products and services of Inspire are essentially user profiles
and user-generated content. Inspire collects and stores three
types of information from users: personal profile, user-generated
content, and Web behavior information. At itsregistration page,
Inspire asksanew user to provide certain personal information,
including afunctioning email address, postal code, gender, date
of birth, user 1D, and password. A user is also given an option
to provide additional personal information to create an extended
online profile[13]. User-generated content isall theinformation
a user posts on the site or communicates with other users,
including disease conditions, treatments, family history, and
possibly personal information generated by the user. Web
behavior information isinformation on how auser uses different
features of the site collected through cookies. Inspire may
combine this information with the profile [13].

Inspire strives to create a secure environment where users
connect with each other around shared conditions and share
relevant information about their health and the health of their
loved ones. When peopl€'s personal information is involved,
however, there are several privacy concerns. First, Inspire may
reveal personal information to other users and outsiders. When
auser registers at the site, the profile becomes visible to other
users of the site and the profile may also be found by visitors
of the site using Inspire’s search functions. Although users can
use the privacy settings to control accessto their profiles, they
may not have the knowledge and technical skillsto understand
the settings and change their own settings appropriately.

Second, Inspire has the right to use personal information for
various purposes without user control. For example, it may use
personal information to present targeted content, including
advertising or requests either from ClinicaHealth or from athird
party. Users have no control over the collection and use of
personal information by Inspire and its affiliates. Inspire makes
clear under its privacy policy: “ClinicaHealth may share your
email address and profile information with the organizations
that sponsor Inspire groups that you join” [13].

Third, although Inspire does not disclose a user’s PlI to third
parties without consent, it may share health information with
third parties on an aggregate or other basisthat does not disclose
user identity or contain Pl [13]. However, concerns have been
raised about the sufficiency of popular de-identification
methodol ogies such as merely stripping names and addresses,
data mining tools make it possible to reverse-engineer Pl1 from
weakly de-identified user information [1]. Furthermore,
user-generated content, which may contain PIl accidentally
revealed by users, isopen to the community, outsiders, and third
parties.

Fourth, Inspire is an open community. Anyone with a valid
email address can sign up for Inspire and then view the content
on the site. This raises the problem of unauthorized access by
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unintended users. Inspire is also vulnerable to attacks from
maliciousintruders, such as data scraping and social engineering

Li

attacks.

Table 1. Examples of health-related social networks and general socia networks.

Socia network Description Privacy practices
CarePages.com CarePagesis acommunity of people collaborating Privacy settings include “Community”, “Friends & Family”, and
to share the challenges, hopes, and victories of “Invitation Only”; secondary use of personal information; CarePages
anyone facing a life-altering health event. combines persona information with the data received from third
parties to target advertising [14].
CureTogether.com CureTogether provides a service whereby patients  Privacy settingsinclude “Public”, “Research”, “Friends’, and “ Pri-

and researchers cometogether to shareinformation

and find cures for chronic diseases.

DailyStrength.org
advice, treatment experiences, and support.

Inspire.com

health organizations.

PatientsLikeMe.com

eases.

Facebook.com

messages, and communicate with friends, fami
and colleagues.

Twitter.com

called “tweets’.

DailyStrength isahealth network of people sharing

Inspire has mini socia networks for different dis-
eases and health conditions, each sponsored by

PatientsLikeMe is a social network that enables
peopleto share health experiencesthat canimprove
the lives of patients diagnosed with chronic dis-

Facebook is asocial network that enables users to
create profiles, upload photos and videos, send

Twitter is amicroblogging platform that enables
usersto send and read short 140-character messages

vate’; secondary use of personal information; disclosing de-identified
information to third-party researchers[15].

Usersand visitors can see any information users provide; secondary
use of persona information; DailyStrength reservestheright to use
and disclose de-identified information to third parties at itsdiscretion
[16].

Privacy settingsinclude “Public”, “Members’, “ Friends’, and “Pri-
vate”; secondary use and disclosure by the SNS provider and its af-
filiates; sharing aggregate personal and health information with third
parties[13].

PatientsLikeM e provides two privacy levels “Public” and “Mem-
bers’; secondary use of personal information; disclosing shared data
to partners and other third parties for use in scientific research and
market research [17].

Privacy settingsinclude“Public”, “Friends’, “Only M¢g”, “ Custom”,
and “Close Friends’; secondary use of personal information; sharing
non-personally identifiable information with advertising and anaytics
services and disclosing all information to other third parties [18].

ly,

Tweets can be “Public” or “Private”; a public user profile, login
verification, and tweet location can be configured; secondary use
of personal information; sharing personal information withitsservice
providers and third parties [19].

These concerns are aso intrinsic to other health-related SNS
and general social networks such as Facebook and Twitter. The
purpose and privacy characteristics of top patient sites and
general social networks are summarized in Table 1 [14-19].
Furthermore, the security characteristics of these sitesare vague.
Without effective privacy controls, health-related SNS may
disclose the information not only to their business partners but
also to unintended individuals and entities. The concern is not
just about data mining and marketing that could influence
patientsto seek drugsthey do not need or to spend more money
on branded drugsrather than generics. More broadly, employers,
health insurers, and/or identity thieves could gain access to
users profiles, leading to negative consequences, including
privacy compromise, social embarrassment, discriminations
from employers and insurance companies, identity theft, and
so forth [5,20]. Because health-related SNS are not
HIPAA-covered entities, these concerns are very real and must
be addressed seriously. When users lose their trust and
confidence in the ahility of a heath-related SNS to protect
privacy, that company’sreputation will beirreparably damaged.

A Threat Model

For users, a health-related SNS consists of a set of users, a set
of mechanisms for exchanging information, a set of binary
relations between users, a set of search functions, and a site
operator.

http://www.jmir.org/2015/7/e168/

The SNS provider and its affiliates may use health information
for many purposes. It may aso release health information to
variousthird parties and apps or enable exchange of information
with other social networks. We may include these additional
actors into a usage and sharing network that involves the SNS
provider and its affiliates, a set of third partiesthat collect data
fromthesite, aset of appsthat users may invoke within thesite,
a set of other SNS or websites, and government agencies,
including law enforcement and public health. An information
flow diagram for a health-related SNSis shownin Figure 1.

In the socia network, a user creates a personal profile, content,
and connection network on ahealth-related SNS. The user may
alsojoin other social networksin order to enjoy different social
networking services and enter personal health informationinto
other SNS or websites. The site and other websites permanently
store theinformation into their own databases. The site operator
uses the information to control the site. The site may make the
information visibleto other users or even to unintended outsiders
including visitors, fake accounts, and attackers. Outsiders may
also draw information from other websites.

In the usage and sharing network, the SNS provider and its
affiliates may use the accumulated health information for
commercia purposes. They may disclose the information to
third parties (eg, researchers, marketers, insurers, employers)
that may also collect information from other social networks
that users have joined and show some information collected
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from the current site on other websites. The SNS provider may
also permit usersto launch various apps that draw information
from user profiles in order to create targeted materials.
Furthermore, the SNS provider and other SNS providers may

Figure 1. A heath-related social networking site.
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share their databases and link different user accounts across
multiple SNS dueto the collection of more personal health data.
Finaly, the SNS provider may release the information to
government entities for law enforcement or social uses.

. Websites& | Third ——
Outsiders | SNSs «—> Party Application
4
Social Usage & .
Users Networking Sharing P/r\(f)f\ullliggs&
Service Network
Stte Social Network Database Governr_nent
Operator Agencies

Privacy Threats

Overview

The process of identifying threats to users should recognize
users’ interest in protecting personal information from parties
with which they do not consent or intend to share it. Users are
also concerned that personal datamay be used in the wrong way
or for the wrong purpose. Thus, we look at four key elements
in defining a privacy threat—the actors who disclose
information, the actors who receive information, the types of
information involved, and the purpose. We outline the principal
threats of SNS below.

Excessive Revelation of Personal Health I nfor mation

Many users have provided unprecedented amounts of detail
about their lives, including Pl and sensitive health information.
Some people hopethat exchange of health information will help
them access health advice, receive and give social support,
manage their conditions, or improve their overall heath and
quality of life[21,22]. However, health-related SNS may make
theinformation easily accessible to unwanted audiences. Some
people may reveal their personal information for the sake of the
greater good. Yet they typicaly have no way of knowing
whether their profiles contribute directly to the devel opment of
more effective treatments or simply become a lucrative asset
for sade. The shared information may contain persona
information such as real name and photos, together with their
medical conditions. Once persona health information is
compromised and the resultant harm is done to that person, it
cannot be withdrawn and made private again [20]. Furthermore,
users post not just great amounts of private information about
themselves but information about other people such as their
family members and friends. Although some medical research
programs need health information about patients relatives,
disclosing medical information about other peopleisconsidered
a privacy violation. Individuals sharing information on health

http://www.jmir.org/2015/7/e168/
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trends can, if their submissions are aggregated, revesl
information about the health issues affecting their local
communities or ethnic groups [4].

Access and Use by Other Usersand Visitors

Personal health information may become visible to other users,
and visitors may also find the information via the website's
search features or even Google searches. Thisraisesthe problem
of inappropriate access and use by other usersand visitors. Even
if users can control the access to their own profiles, they may
not control what other users and visitors reveal about personal
information posted in a public area. For example, other users
could be untrustworthy and steal an individual’s health
information and useit for their own purposes. They may disclose
the information to the person’s employer or insurer or post it
on the Internet.

Secondary Uses and Disclosures by the Social
Networking Site Provider and its Affiliates

After users share their persona health information with a
health-related SNS, they may lose control over the distribution
of their information. The SNS provider has unlimited accessto
al the information. Ultimately the SNS provider expects that
theinformation will generate insightswith considerate scientific
as well as economic value. Users are extremely vulnerable
because they have little control over the collection, use, and
disposition of their information. Privacy can be compromised
in many possible ways: targeted advertising, secondary use of
the information for research, direct misuse, creation of a
permanent record of personal profiles, accidental information
release by a site operator, etc.

User Profiling AcrossM ultiple Social Networking Sites

Many usersjoin multiple social networksfor different purposes.
This means a user may hold multiple profiles, which are stored
and shared in different SNS[23-25]. For example, auser creates
an account on Facebook mainly to communicate with friends
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and families, aswell asto share pictures and videos with them.
In the meantime, she provides her professiona profile and
establishes her professional networking on Linkedin.
Furthermore, she stores her personal health records and shares
her treatment and symptom on a health-related SNS.

Third parties and companies may use different user accounts
and their social relations to connect multiple social networks
and produce aggregated user profiles[24,25]. These aggregated
user profileswould beimmensely val uable to companieslooking
to market products or services or, in the case of employers,
screen potential job applicants. Furthermore, companies can
integrate multiple social networks and conduct social network
analysis and mining tasks on the integrated social networks
[26]. Individual published social network data capture only a
partial picture of a user's complete social network. Integration
of multiple online and rea social networks provides a more
complete picture of auser’s social network.

Unfortunately, such user profiling and social network integration
is not necessarily always beneficial. For example, malicious
third parties and identity thieves may use their own crawler
systems to obtain a user’s private information and friend lists.
More serioudly, such third parties and individuals could create
fake accounts pretending to be this person and then solicit others
to connect [25]. These fake accounts can be abused to
deliberately leak the user’s private information and friend lists
to malicious intruders, which could quickly turn into identity
theft and fraud, losing a job, hurting relationships, or even
Worse.

Secondary Uses and Disclosures by Third Parties

The SNS provider may disclose personal health information to
third parties and apps. Users cannot assesstherisks of divulging
personal information unless they know the set of organizations
to which their information may be disclosed, and the uses to
which it may be put [27]. Because health information is of high
commercia value, the accessibility and manipulability of the
information creates economic pressuresfor itsuse and disclosure
for a widening range of commercia and industrial uses. The
SNS provider may aso allow third-party websites and appsto
automatically have accessto users’ personal information. Data
portability technologies may allow many websites and appsto
belinked together, | etting them share both dynamic content and
the nature of the relationships of their users|[3,4]. For example,
an SNS may communicate with advertising servers, which
produce targeted advertising based on details contained in user
profiles. The ability to draw data from multiple websites and
apps may alow third parties to create a comprehensive digital
profile of private data, accumulating more than what a user
would have predicted [2,28].

Inability to Detect Sources of Privacy Violations

A health-related SNS cannot assure users' privacy if it lacks
automated tracing mechanisms to monitor and track uses and
potential misuses of persona information. Visibility and
transparency has not been a strong point of health-related SNS.
Information mash-ups and the combination of apps and multiple
different types of SNS[24] create unexpected information flow
through “back channels’, impeding users’ ability to get a clear
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view of the way their data are propagating [5]. Different actors
(eg, users and apps), linkages, and roles are having dynamic
interactions with each other through different ways across
multiple social networks or websites. Thus, it is hard for a user
to identify the core elements (eg, bridge, hub, broker, power
user, proxy) responsible for information dissemination among
multiple SNS and find their implicit and explicit relationships
with other SNS [24]. Users are often incapable of defending
their privacy just because they do not know that their privacy
iseven endangered. Privacy policies, especially relating to third
parties, apps, and social network data sharing and integration,
are often vague, uninformative, and seldom reflect users
expectations [2,28,29].

Outsider Attacks

A health-related SNS is vulnerable to attacks from malicious
outsiders, such as data scraping and social engineering attacks.
Data scraping is a technique that trolls online communities,
discussion boards, blogs, and chat rooms looking for personal
information that can be used for fraud or any other purposes.
For example, data scrapers may choose to work surreptitiously
through hidden programs, or they may sign up with afake email
address in order to obtain persona information from
unsuspecting users. A patient site also creates a perfect social
and ecological environment for spear phishing, viruses, worms,
spyware, spoofing, and Web app attacks, facilitated by human
vulnerability and easily accessible user profiles [28].
Furthermore, a health-related SNS is vulnerable to social
engineering techniques that exploit low entry thresholds to
trustful health communities[3].

A Privacy Preservation Model

Overview

Health-related SN'S have unique needs to address the principal
threats to users and SNS providers not only because personal
health information is highly sensitive but also because privacy
isessential for building trust, which isthefoundational currency
of health communications. Today, the dominant approach is a
combination of end-user license agreementsand privacy settings.
Privacy by license agreements is problematic because users
have to accept these agreements prior to using SNS services
even if they are concerned about privacy. Empirical and
theoretical research suggests that users often lack enough
information to make privacy-sensitive decisions and, even with
sufficient information, are likely to trade off privacy for health
benefits [30]. Moreover, the terms of these agreements seldom
reflect users expectations because they can be created and
changed only by SNS providers, not by users [29,31].

Current privacy settings provided by most health-related SNS
suffer a number of drawbacks. First, since most SNS make
“public” their default settings, users may forget to change the
default settings. Second, individua self-control is constrained
by the user’s awareness and education and by the technical
design of an SNS, which may impede easy and effective
management of settings regarding the access, use, and disclosure
of personal information [2]. Furthermore, privacy settings give
users control over who sees what on each profile, but they give
users little control over what the SNS provider and its affiliates
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reveal about them. Therefore, asking individualsto assumefull
responsibility for policing the use of their profilesby other users
and visitorsis no longer reasonable, nor does it offer sufficient

Table 2. Privacy threats and countermeasures.

Li

checksagainst direct misuse and improper disclosure of personal
information by the SNS provider and its affiliates.

Privacy principles  Privacy threats Countermeasures
Safe, flexible,and  Excessiverevelation of personal health information;  Banning personally identifiable information; flexible and user-friendly

user-friendly privacy  improper access and misuse by other users and visi-

settings tors; secondary uses and disclosures of personal in-
formation; user profiling across multiple SNS.

Privacy by design ~ Secondary uses and disclosures by the SNS provider
and its affiliates; secondary uses and disclosures by
third parties; user profiling across multiple SNS.

Privacy audits Inability to detect sources of privacy violations; user

profiling across multiple SNS.

Security for privacy Outsider and insider attacks.

way of setting privacy preferences; individual choice and consent; visu-
alization of connection network; integration of privacy and security set-
tings across multiple SNS.

Sharing de-identified datainside or outside an SNS; limiting use, disclo-
sure, and retention; del eting user accounts upon request; aglobal privacy
preservation model for data sharing and integration across multiple SNS.

Audit trails; auditing and monitoring; transparency of data-handling
practices; options for users to report privacy invasions; auditing usage
and data sharing across multiple SNS.

Technical barriers such as multifactor authentication, encryption, contin-
uous monitoring, and security analytics; organizational measures such
as user education and awareness, options for usersto report a security
incident, and breach notification and enforcement.

Instead, a privacy model based on a shared responsibility
between the SNS provider and users may be better suited as a
means of effective protection for both the SNS and its users.
User profiles, user-generated content, and social links are the
most valuable asset for the SNS provider, and it should be in
the best interests of the SNS provider to find solutionsto protect
those assets through effective means. Therefore, this paper
assumes that both the SNS provider and users share the same
values concerning protection of user privacy. Direct misuse and
improper disclosure of personal information in the usage and
sharing network (Figure 1) can lead to conflicting interests for
users and the SNS provider. The conflicting interests can be
resolved by other means (eg, regulations[2], decentralized socia
network services, and cryptographic solutions [8-10]) that fall
beyond the scope of this paper. The threat analysis outlined
above indicates that privacy protection should be considered
onfour fronts: user self-control, privacy-preserving mechanisms,
privacy audits, and security mechanisms. Building on early
research [2-7,26,31-33] and the concept of privacy by design
[34], this paper proposes a privacy preservation model that
incorporates  both  individual ~ self-protection  and
privacy-by-design principles. Below we identify key privacy
principles and countermeasures to address the principal threats
of health-related SNS (Table 2).

Safe, Flexible, and User-Friendly Privacy Settings

Privacy settings play a vital role in matching users' privacy
expectations. Many health-related SNS give options to hide
certain types of persona information from other users and
visitorsthrough the customization of privacy settings. The SNS
provider expects users to choose their privacy settings
meticulously using available privacy options. But users
self-protection behaviors are constrained by their privacy
awareness and by the technical design of privacy settings. Safe,
flexible, and user-friendly privacy settings allow the user to set
privacy preferences easily and effectively. First, ahealth-rel ated
SNS should turn on privacy settings that limit the collection,
display, or sharing of PIl by default [3]. For example, the SNS

http://www.jmir.org/2015/7/e168/

would not make any Pl publicly viewable until the user takes
affirmative steps to allow this. Second, the SNS can provide
flexible privacy settings that afford users fine-grained control
over each and every piece of personal information so that other
users and visitors cannot access it without explicit consent.
Privacy could be compromised by the user’sinability to control
impressions and manage complex social contexts [7]. It needs
to be a major responsibility of the SNS provider to raise the
awareness of users and to make its privacy settings very
user-friendly. If the SNS enables exchange of information with
other SNS or websites, a global model is needed to deal with
issues of integration of privacy and security settings across
multiple SNS. Third, health-related SNS may provide a means
by which users can visualize their current exposure within the
community and across multiple social networks. In practice,
users have little sense of how their information is accessed and
used by other users, visitors, apps, third parties, and other SNS.
Graphical displays of the socia relations and user accounts
linkage across multiple social networks [24,26] would help the
user appreciate the potential risks arising from adisclosure and
customize their individual settings accordingly.

Privacy by Design

Privacy by design refers to the philosophy and approach of
building privacy into the design and architecture of technologies,
business practices, and the underlying technical platforms[34].
The presence of protection for users' privacy, including data
anonymization and purpose limitation, is crucial to gaining the
necessary public trust to make the SNS successful. The
following privacy-preserving mechanisms have to betaken into
account. First of all, the SNS provider may design architectures
that apply appropriate privacy-preserving transformations before
transferring the information to individuals and entities. There
are severa transformation techniques. The safe harbor
de-identification method attempts to suppress individual
identifiersin order to de-identify the data. Health-related SNS
might voluntarily comply with the HIPAA privacy rule by
deleting 18 common identifiers before disclosure[35,36]. Under
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the HIPAA privacy rule, dataare considered de-identified if the
covered entity removed the following identifiers from the data:
names, addresses, dates, tel ephone numbers, fax numbers, email
addresses, socia security numbers, medical record numbers,
health plan beneficiary numbers, account numbers,
certificate/license numbers, vehicle identifiers and serid
numbers (including license plate numbers), device identifiers
and serial numbers, Web Universal Resource Locators (URL),
Internet Protocol (1P) addresses, biometric identifiers (including
finger and voice prints), full-face photographic images and any
comparable images, and any other unique identifying number,
characteristic, or code.

An dternative approach, known as statistical anonymization
techniques [37-39], desensitizes the data by suppressing
quasi-identifiers (eg, postal code, birth date, gender, hometown,
and/or other demographics), decreasing precision/accuracy,
and/or adding confusion to the information in order to make it
more difficult to link de-identified data back to the individual.
Properly applied statistical anonymization is an effective tool
for protecting privacy and preserving the ability to leverage
user-generated content for secondary purposes. Furthermore,
health-related SNS may use network data anonymization
techniques to reduce the identity inference risks from social
network datasuch as social graph, tagging data, email, or instant
messaging. The techniques attempt to suppress the user’'s
network structure by graph modification approaches and
clustering-based approaches[33]. However, the techniques only
allow us to investigate the structural properties of a single
anonymized social network. In many cases, nodeidentifiersare
essential to link data from different social networks. In order
to share useful information among different socia networks
while protecting privacy, Tang and Yang [26] proposed a
generalization and probabilistic approach by generalizing social
networks to preserve privacy and integrating the probabilistic
models for the generalized social network data for social
network analysis and mining.

Over the past few years, however, researchers have found that
even de-identified data could be re-identified and attributed to
specific individuals [40,41]. Third parties and companies are
actively seeking end-user information by linking a variety of
different data sources and different user accounts across multiple
socia networks. The more datasets to which third parties and
companies have access, the easier such re-identification
becomes. Therefore, the SNS provider and third parties should
make a public commitment not to re-identify the data for
commercial uses without explicit consent and it should
contractually prohibit downstream recipients from doing the
same. The SNS may also provide privacy-preserving interfaces
for third-party apps while still enabling them to deliver
customizable content. Current best practices include “privacy
by proxy” mechanisms[32].

Second, the SNS provider may limit the collection, use, and
disclosure of personal information to the purposesidentified in
the privacy notice. Persona information shall not be used or
disclosed for purposes other than those identified in the privacy
notice, except with consent or where required by law. It is a
challenge to find a balance between privacy and utility in data
sharing and integration across multiple social networks and
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websites. On one hand, users' personal information isthe most
valuable asset for SNS providers and it should also be in their
best interest to protect the asset. SNS providers, on the other
hand, need to proof their business model by further expanding
ways to exploit the value of their users' personal information.
Stringent penalties for misuse and improper disclosure of
personal information should be established through federal
regulations or contractual mechanisms.

Third, a health-related SNS may provide convenient tools to
allow users to destroy their profiles and posts completely, in a
timely fashion. These tools should allow users to remove their
personal information safely and delete or edit their postsin a
user-friendly way.

Privacy Audits

Privacy audits provide a means of independently verifying that
ahealth-related SNS operates according to its privacy policies.
Auditing and monitoring services are not included in the privacy
policies of current health-related SNS. A health-related SNS
cannot assure users of their privacy and security unlessit enables
users to request an “audit trail”, detailing when their personal
information was accessed, by whom, and for what purpose. A
second alternativeisto actually audit access and actively notify
users in the case of inappropriate access. This principle seeks
to assure usersthat a health-related SNSis operating according
to its privacy policies, subject to independent verification. Its
component parts and operations are visible and transparent to
users. Optionsfor the user to report privacy invasions establish
transparency and additional trust initscommitment to adequate
treatment of personal information. Furthermore, malicious
intruders may use their own crawler systemsto obtain auser’'s
private information and friend lists and infer the user account’s
linkage across multiple SNSand websites. It ishighly desirable
to design a methodology for auditing usage and data sharing
and detecting unauthorized access to each user’'s personal
information across multiple social networks.

Security for Privacy

Health-related SNS may provide appropriate security safeguards
that improve privacy. Intruders are increasingly using
complicated techniques via the Internet to steal personal
information. Traditional security solutions like firewalls and
encryption are no longer the centerpiece against social network
attacks. Encryption technology for the transmission and storage
of persona information provides enhanced security. But data
thieves may steal personal information via fake accounts or
launch automated crawling and identity theft attacks across
different SNS and obtain a large amount of user private
information. Some health-related SNS do not use a validation
process during new user’s registration. Weak authentication of
registrants through a functional email address, the preferred
validation requirement, is not an adequate method and leads to
a proliferation of fake accounts populating the network.
Therefore, health-related SNS may devel op strong multifactor
authenti cation that combines two or moreindependent categories
of credentials: what the user knows (password), what the user
has (security token), and what the user is (a biometric
characteristic such as a fingerprint). Health-related SNS may
also invest in things like continuous monitoring and security
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analytics solutionsthat monitor the network 24/7 [42], reporting
suspicious activities or vulnerability. Social engineering and
phishing attacks are the most important threats to users. Sadly,
thereisno computer program that can protect the network from
social engineering or phishing attacks. The best protection is
security education and awareness. Health-related SNS could
devel op proactive communication techniquesthat raise the level
of education and awareness about dangers of privacy and
security breaches. Procedures and policies could also bein place
for reporting misuse and illegal activity.

The above-mentioned principles and techniques form the basis
of how to address the threats of health-related SNS and other
eHealth technologies. In principle, many of the techniques and
industry best practices needed to implement and enforce these
principles are available, if not deployed on existing
health-related SNS. We do not have space to detail all the
protections for user privacy in this paper, but only to provide a
concise set of countermeasures and to rel ate the countermeasures
to theidentified privacy threats (Table 2). Since de-identification
and informed consent are key elements of privacy laws, these
principles and countermeasures can give a health-related SNS
legal cover in case of a privacy breach.

Conclusions

A health-related SNS benefits from the increasing amount of
persona health information willingly shared on its site, but
users are likely to be exposed to privacy and security threats.
In this paper, we have developed athreat model that highlights
the underlying usage and sharing network behind the SNS and
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shows the principal threats to users. Because the established
solutions like license agreements and unsafe privacy settings
areinadequate to mitigate the threats, we proposed a conceptual
privacy framework that integrates such foundational principles
as safe and flexible setting, privacy by design, privacy audits,
and security for privacy. The principles and their associated
countermeasures provide a practical way to protect privacy
against unauthorized individuals or entities. This proposed
model can be generalized to other online settings where personal
information is available.

Because personal health information is extremely valuable to
both the SNS provider and its business partners, there are always
economic pressures on the SNS provider to exploit the value
of the database it holds—a prospect that becomes even more
tempting if the current business model that supports full user
control does not generate sufficient revenue. Hence, thereisa
tension here, because without effective protections, many users
would refrain from sharing health information online due to
privacy concerns [43], causing the community to fade away.
But if the SNS allows users to keep too much of their
information private, there will be less content for creating
commercial and socia value inside or outside the SNS.
Consequently, its business will suffer. The main challenge in
thefuturewill beto develop privacy-preserving SNSthat protect
user privacy while still tapping the richness of user-generated
content. All involved parties, and at the foremost the SNS
developers, need to understand the potential threats that exist
and therefore build privacy and security protections into
health-related social networks.

Authors Contributions
JL contributed to the writing of the paper.

Conflictsof Interest
None declared.

References

1.

Angina J, Stecklow S. 'Scrapers’ dig deep for data on Web. 2010. Wall Street Journal URL: http://online.wsj.com/article/
SB10001424052748703358504575544381288117888.html [accessed 2014-10-25] [WebCite Cache ID 6TarGr4QC]
Li J. Privacy policiesfor health social networking sites. JAm Med Inform Assoc 2013;20(4):704-707 [FREE Full text]

Li J. Data Protection in Healthcare Social Networks. IEEE Softw 2014 Jan;31(1):46-53. [doi: 10.1109/M S.2013.99]
Williams J. Social networking applicationsin health care: threats to the privacy and security of health information. In:
Proceedings of the ICSE Workshop on Software Engineering in Health Care.: ICSE Workshop on Software Engineering
in Health Care; 2010 Presented at: | CSE Workshop on Software Engineering in Health Care; 2010; Cape Town, South

Williams J. Weber-Jahnke JH Social networks for health care: Addressing regulatory gaps with privacy-by-design. In:
Proceedings of the Eighth Annual International Conference on Privacy Security and Trust. 2010 Presented at: Eighth Annual
International Conference on Privacy Security and Trust; 2010; Ottawa, Canadap. 134-143. [doi: 10.1109/PST.2010.5593252]
van der Velden M, El EK. "Not all my friends need to know": a qualitative study of teenage patients, privacy, and social
media. JAm Med Inform Assoc 2013 Jan 1;20(1):16-24 [FREE Full text] [doi: 10.1136/amiajnl-2012-000949] [Medline:

Weiss S. Privacy threat model for data portability in social network applications. International Journal of Information

2.
[doi: 10.1136/amiajnl-2012-001500] [Medline: 23599228]
3.
4.
Africap. 39-49. [doi: 10.1145/1809085.1809091]
5.
6.
22771531]
7.
Management 2009 Aug;29(4):249-254. [doi: 10.1016/}.ijinfomgt.2009.03.007]
8.

http://www.jmir.org/2015/7/e168/

Greschbach B, Buchegger S. Friendly surveillance —a new adversary model for privacy in decentralized online social
networks. In: Proceedings of the 5th Interdisciplinary Conference on Current Issuesin IT Security. 2012 Presented at: 5th
Interdisciplinary Conference on Current Issuesin IT Security; 2012; Freiburg, Germany p. 5-206.

JMed Internet Res 2015 | vol. 17 |iss. 7 | €168 | p. 8
(page number not for citation purposes)


http://online.wsj.com/article/SB10001424052748703358504575544381288117888.html
http://online.wsj.com/article/SB10001424052748703358504575544381288117888.html
http://www.webcitation.org/

                                                6TarGr4QC
http://jamia.oxfordjournals.org/cgi/pmidlookup?view=long&pmid=23599228
http://dx.doi.org/10.1136/amiajnl-2012-001500
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23599228&dopt=Abstract
http://dx.doi.org/10.1109/MS.2013.99
http://dx.doi.org/10.1145/1809085.1809091
http://dx.doi.org/10.1109/PST.2010.5593252
http://jamia.oxfordjournals.org/cgi/pmidlookup?view=long&pmid=22771531
http://dx.doi.org/10.1136/amiajnl-2012-000949
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22771531&dopt=Abstract
http://dx.doi.org/10.1016/j.ijinfomgt.2009.03.007
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Li

9.  Paul T, Buchegger S, Strufe T. Decentralizing social networking services. In: Salgarelli L, Bianchi G, Blefari-Melazzi N,
editors. Trustworthy Internet. Milan: Springer; 2011:187-199.

10. BeatoF, KohlweissM, WoutersK. Scrambles! Your social network data. In: Proceedings of the 11th I nternational Conference
on Privacy Enhancing Technologies, Lecture Notesin Computer Science. Berlin: Springer; 2011:211-225.

11. Inspire Terms and Conditions. URL: https://www.inspire.com/about/terms/ [accessed 2014-10-25] [WebCite Cache ID
6TarQ07dQ]

12. Inspire Principles. URL: https://www.inspire.com/about/our-principles/ [accessed 2014-10-25] [WebCite Cache ID
6TarVPEIE]

13. InspirePrivacy Policy. URL: https://www.inspire.com/about/privacy/ [accessed 2014-10-25] [WebCite Cache D 6TarZvipT]

14. CarePages Privacy Policy. URL: https://www.inspire.com/about/privacy/ [accessed 2014-10-25] [WebCite Cache ID
6TarZvipT]

15. CureTogether Privacy Policy. URL: http://curetogether.com/privacy.php [accessed 2014-10-25] [WebCite Cache ID
6TarhH7HX]

16. DailyStrength Privacy Policy. URL: http://www.dailystrength.org/content/view [accessed 2014-10-25] [WebCite Cache
ID 6Tarkte2q]

17. PatientsLikeMe Privacy Policy. URL: http://www.patientslikeme.com/about/privacy [accessed 2014-10-25] [WebCite
Cache ID 6TarplgSV]

18. Facebook Data Policy. URL: https://www.facebook.com/unsupportedbrowser [accessed 2015-04-29] [WebCite Cache ID
6Y 9apWZFy]

19. Twitter Privacy Policy. URL: https.//twitter.com/privacy Adang=en [accessed 2015-04-29] [WebCite Cache ID 6Y QauPJtr]

20. Rindfleisch TC. Privacy, information technology, and health care. Commun. ACM 1997;40(8):92-100. [doi:
10.1145/257874.257896]

21. LiJ Improving chronic disease self-management through social networks. Popul Health Manag 2013 Oct;16(5):285-287.
[doi: 10.1089/pop.2012.0110] [Medline: 23672233]

22. Munson SA, Cavusoglu H, Frisch L, Fels S. Sociotechnical challenges and progressin using social mediafor health. JMed
Internet Res 2013;15(10):e226 [FREE Full text] [doi: 10.2196/jmir.2792] [Medline: 24148206]

23. JianL, SahamaT. Online multiple profile manager for eHealth information sharing. In: Proceedings of the | EEE International
Conference on Communications.: | EEE International Conference on Communications; 2012 Presented at: The 2012 |EEE
International Conference on Communications; 2012; Ottawa, Canada p. 3461-3465. [doi: 10.1109/I CC.2012.6364565]

24. Wu-Chen S. Integrating and mining virtual communities across multiple online socia networks: Concepts, approaches and
challenges. In: Proceedings of the Fourth I nternational Conference on Digital Information and Communication Technology
and its Applications. 2014 Presented at: Fourth International Conference on Digital Information and Communication
Technology and its Applications; 2014; Bangkok, Thailand p. 199-204. [doi: 10.1109/DICTAP.2014.6821682]

25. ShenY, Jin H. Controlled information sharing for user accounts linkage across multiple online social networks. In:
Proceedings of the 23rd ACM International Conference on Conference on Information and Knowledge Management. 2014
Presented at: 23rd ACM International Conference on Conference on Information and Knowledge Management; 2014;
Shanghai, China p. 23-390. [doi: 10.1145/2661829.2661985]

26. Tang X, Yang CC. Social network integration and analysis using a generalization and probabilistic approach for privacy
preservation. Security Informatics 2012;1(1):7. [doi: 10.1186/2190-8532-1-7]

27. Krishnamurthy B, Wills C. Characterizing privacy in online social networks. In: Proceedings of the First Workshop on
Online Socia Networks. 2008 Presented at: First Workshop on Online Social Networks; 2008; Sezttle p. 37-42. [doi:
10.1145/1397735.1397744)]

28. ENISA. 2007. Security issues and recommendations for online social networks URL : https://www.enisa.europa.eu/
publications/archive/security-issues-and-recommendations-for-online-social -networks [accessed 2014-10-25] [WebCite
Cache ID 6Tart80yq]

29. McGraw D, Dempsey JX, Harris L, Goldman J. Privacy as an enabler, not an impediment: building trust into health
information exchange. Health Aff (Millwood) 2009;28(2):416-427 [FREE Full text] [doi: 10.1377/hlthaff.28.2.416] [Medline:
19275998]

30. Acquisti A, Grossklags J. Privacy and rationality in individual decision making. |EEE Secur. Privacy Mag 2005
Jan;3(1):26-33. [doi: 10.1109/M SP.2005.22]

31. LiJ. Ensuring Privacy in aPersonal Health Record System. Computer 2015 Feb;48(2):24-31. [doi: 10.1109/MC.2015.43 ]

32. FetA, EvansD. Privacy protection for social networking APIs. In: Proceedings of the 2008 IEEE Symposium on Security
and Privacy. 2008 May 18-21 Presented at: |EEE Symposium on Security and Privacy; 2008; Oakland, CA p. 2008-2008.

33. Zhou B, Pei J, Luk W. A brief survey on anonymization techniques for privacy preserving publishing of socia network
data. SIGKDD Explor. Newsl 2008 Dec 20;10(2):12. [doi: 10.1145/1540276.1540279]

34. Cavoukian A. 7 Foundational Principles - Privacy by design. URL: http://www.privacybydesign.ca/index.php/about-pbd/
7-foundamental -principles [accessed 2014-10-25] [WebCite Cache ID 6TarwriQC]

35. McGraw D. Building public trust in uses of Health Insurance Portability and Accountability Act de-identified data. JAm
Med Inform Assoc 2013 Jan 1;20(1):29-34 [FREE Full text] [doi: 10.1136/amiajnl-2012-000936] [Medline: 22735615]

http://www.jmir.org/2015/7/e168/ JMed Internet Res 2015 | vol. 17 | iss. 7| e168 | p. 9

(page number not for citation purposes)


https://www.inspire.com/about/terms/
http://www.webcitation.org/

                                                6TarQ07dQ
http://www.webcitation.org/

                                                6TarQ07dQ
https://www.inspire.com/about/our-principles/
http://www.webcitation.org/

                                                6TarVPEiE
http://www.webcitation.org/

                                                6TarVPEiE
https://www.inspire.com/about/privacy/
http://www.webcitation.org/

                                                6TarZvlpT
https://www.inspire.com/about/privacy/
http://www.webcitation.org/

                                                6TarZvlpT
http://www.webcitation.org/

                                                6TarZvlpT
http://curetogether.com/privacy.php
http://www.webcitation.org/

                                                6TarhH7HX
http://www.webcitation.org/

                                                6TarhH7HX
http://www.dailystrength.org/content/view
http://www.webcitation.org/

                                                6Tarkte2g
http://www.webcitation.org/

                                                6Tarkte2g
http://www.patientslikeme.com/about/privacy
http://www.webcitation.org/

                                                6Tarp1qSV
http://www.webcitation.org/

                                                6Tarp1qSV
https://www.facebook.com/unsupportedbrowser
http://www.webcitation.org/

                                                6Y9apWZFy
http://www.webcitation.org/

                                                6Y9apWZFy
https://twitter.com/privacy?lang=en
http://www.webcitation.org/

                                                6Y9auPJtr
http://dx.doi.org/10.1145/257874.257896
http://dx.doi.org/10.1089/pop.2012.0110
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23672233&dopt=Abstract
http://www.jmir.org/2013/10/e226/
http://dx.doi.org/10.2196/jmir.2792
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24148206&dopt=Abstract
http://dx.doi.org/10.1109/ICC.2012.6364565
http://dx.doi.org/10.1109/DICTAP.2014.6821682
http://dx.doi.org/10.1145/2661829.2661985
http://dx.doi.org/10.1186/2190-8532-1-7
http://dx.doi.org/10.1145/1397735.1397744
https://www.enisa.europa.eu/publications/archive/security-issues-and-recommendations-for-online-social-networks
https://www.enisa.europa.eu/publications/archive/security-issues-and-recommendations-for-online-social-networks
http://www.webcitation.org/

                                                6Tart80yg
http://www.webcitation.org/

                                                6Tart80yg
http://content.healthaffairs.org/cgi/pmidlookup?view=long&pmid=19275998
http://dx.doi.org/10.1377/hlthaff.28.2.416
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19275998&dopt=Abstract
http://dx.doi.org/10.1109/MSP.2005.22
http://dx.doi.org/10.1109/MC.2015.43 
http://dx.doi.org/10.1145/1540276.1540279
http://www.privacybydesign.ca/index.php/about-pbd/7-foundamental-principles
http://www.privacybydesign.ca/index.php/about-pbd/7-foundamental-principles
http://www.webcitation.org/

                                                6TarwriQC
http://jamia.oxfordjournals.org/cgi/pmidlookup?view=long&pmid=22735615
http://dx.doi.org/10.1136/amiajnl-2012-000936
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22735615&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Li

36. ElEK, ArbuckleL, Koru G, Eze B, Gaudette L, Neri E, et al. De-identification methods for open health data: the case of
the Heritage Health Prize claims dataset. JMed | nternet Res 2012 Feb;14(1):e€33 [FREE Full text] [doi: 10.2196/jmir.2001]
[Medline: 22370452]

37. Malin B, Benitez K, Masys D. Never too old for anonymity: a statistical standard for demographic data sharing viathe
HIPAA Privacy Rule. JAm Med Inform Assoc 2011;18(1):3-10 [FREE Full text] [doi: 10.1136/jamia.2010.004622]
[Medline: 21169618]

38. EIEK, Dankar FK, IssaR, Jonker E, Amyot D, Cogo E, et a. A globally optimal k-anonymity method for the de-identification
of health data. JAm Med Inform Assoc 2009;16(5):670-682 [FREE Full text] [doi: 10.1197/jamia.M 3144] [Medline:
19567795]

39. Mohammed N, Jiang X, Chen R, Fung BC, Ohno-Machado L . Privacy-preserving heterogeneous health data sharing. JAm
Med Inform Assoc 2013 May 1;20(3):462-469 [FREE Full text] [doi: 10.1136/amiajnl-2012-001027] [Medline: 23242630]

40. BobicevV, SokolovaM, El EK, Jafer Y, Dewar B, Jonker E, et al. Can anonymous posters on medical forums be reidentified?
JMed Internet Res 2013;15(10):e215 [FREE Full text] [doi: 10.2196/jmir.2514] [Medline: 24091380]

41. Narayanan A, Shmatikov V. Robust De-anonymization of Large Sparse Datasets. In: Proceedings of the 2008 |[EEE
Symposium on Security and Privacy. 2008 Presented at: 2008 |EEE Symposium on Security and Privacy; 2008; Oakland,
CA p. 111-125.

42. SANS Ingtitute. A real-time approach for continuous monitoring URL : http://www.sans.org/reading-room/whitepapers/
analyst/real -time-approach-conti nuous-monitoring-34950 [accessed 2014-10-25] [WebCite Cache ID 6TasO4tEW]

43. Frost J, Vermeulen |E, Beekers N. Anonymity versus privacy: selective information sharing in online cancer communities.
JMed Internet Res 2014;16(5):€126 [FREE Full text] [doi: 10.2196/jmir.2684] [Medline: 24828114

Abbreviations

HIPAA: Health Insurance Portability and Accountability Act

HITECH: Health Information Technology for Economic and Clinical Health Act
IP: Internet protocol

Pll: personaly identifiable information

SNS: socia networking sites

URL: uniform resource |ocator

Edited by G Eysenbach; submitted 25.10.14; peer-reviewed by WC Su, M van der Velden; comments to author 19.02.15; revised
version received 03.05.15; accepted 24.05.15; published 08.07.15

Please cite as:

LiJ

A Privacy Preservation Model for Health-Related Social Networking Stes
J Med Internet Res 2015;17(7):e168

URL: http://mww.jmir.org/2015/7/€168/

doi: 10.2196/jmir.3973
PMID: 26155953

©Jingguan Li. Originaly published in the Journal of Medical Internet Research (http://www.jmir.org), 08.07.2015. Thisis an
open-access  article  distributed under the terms of the Creative Commons Attribution License
(http://creativecommons.org/licenses/by/2.0/), which permits unrestricted use, distribution, and reproduction in any medium,
provided the original work, first published in the Journal of Medical Internet Research, is properly cited. The complete bibliographic
information, alink to the original publication on http://www.jmir.org/, as well as this copyright and license information must be
included.

http://www.jmir.org/2015/7/e168/ JMed Internet Res 2015 | vol. 17 |iss. 7 | €168 | p. 10
(page number not for citation purposes)

RenderX


http://www.jmir.org/2012/1/e33/
http://dx.doi.org/10.2196/jmir.2001
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22370452&dopt=Abstract
http://jamia.oxfordjournals.org/cgi/pmidlookup?view=long&pmid=21169618
http://dx.doi.org/10.1136/jamia.2010.004622
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21169618&dopt=Abstract
http://jamia.oxfordjournals.org/cgi/pmidlookup?view=long&pmid=19567795
http://dx.doi.org/10.1197/jamia.M3144
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19567795&dopt=Abstract
http://jamia.oxfordjournals.org/cgi/pmidlookup?view=long&pmid=23242630
http://dx.doi.org/10.1136/amiajnl-2012-001027
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23242630&dopt=Abstract
http://www.jmir.org/2013/10/e215/
http://dx.doi.org/10.2196/jmir.2514
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24091380&dopt=Abstract
http://www.sans.org/reading-room/whitepapers/analyst/real-time-approach-continuous-monitoring-34950
http://www.sans.org/reading-room/whitepapers/analyst/real-time-approach-continuous-monitoring-34950
http://www.webcitation.org/

                                                6Tas04tEW
http://www.jmir.org/2014/5/e126/
http://dx.doi.org/10.2196/jmir.2684
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24828114&dopt=Abstract
http://www.jmir.org/2015/7/e168/
http://dx.doi.org/10.2196/jmir.3973
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26155953&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

