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Abstract

Electronic health records are being adopted at arapid rate due to increased funding from the US federal government. Health data
provide the opportunity to identify possibleimprovementsin health care delivery by applying datamining and statistical methods
to the data and will also enable awide variety of new applications that will be meaningful to patients and medical professionals.
Researchers are often granted access to health care data to assist in the data mining process, but HIPAA regulations mandate
comprehensive safeguardsto protect the data. Often universities (and presumably other research organizations) have an enterprise
information technology infrastructure and a research infrastructure. Unfortunately, both of these infrastructures are generally not
appropriate for sensitive research data such as HIPAA, as they require special accommodations on the part of the enterprise
information technology (or increased security on the part of the research computing environment). Cloud computing, which isa
concept that alows organizations to build complex infrastructures on leased resources, is rapidly evolving to the point that it is
possible to build sophisticated network architectures with advanced security capabilities. We present a prototype infrastructure
in Amazon's Virtual Private Cloud to alow researchers and practitioners to utilize the datain a HIPAA-compliant environment.
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area network (VLAN), access control lists, and event logging.
Additionally, the reader should have a basic understanding of
computer system configuration and network architectures.
Where appropriate, the paper references materia that may be
helpful for readersto acquireindepth knowledge of the concepts,
but we attempt to explain the necessary knowledge to understand

Introduction

Intended Audience

This paper presents an overview of current challenges in the
research community as health care data are utilized to explore
personalized medicine and other information technol ogy—related

. _ the paper.
advancements. This work attempts to address an appropriate
network and systems architecture to support compliance with  Background

Health Insurance Portability and Accountability Act (HIPAA)  The growing adoption of electronic health records provides a

regulationsin the United Statesin aresearch environment. The
intended audience of the article is computer scientists, network
administrators, principal investigators, and managers of research
programs that utilize, or want to utilize, protected health
information (PHI) in their research programs. The reader is
expected to be familiar with basic computer science principles
and terms, such as subnetwork, firewall, router, virtual local
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rich source for data mining in order to identify patterns and
trendsin health care data. Many communities acrossthe United
Stateshave or are forming health information exchanges (HIE).
Health information exchanges serve as acommon hub for data
exchange. These organizations enable health care organi zations
to transfer data by contacting a common hub, the HIE, instead
of maintaining connections with numerous peer organizations.
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Health information exchanges can aso provide data to
researchers. We expect that this trend will grow since
universities (and other research organizations) can reach alegal
agreement with the HIE for data exchange instead of negotiating
with numerous organizations. The fundamental challenge in
enabling such data partnerships is to provide a secure
environment for data sharing and adhering to HIPAA, as
necessary. A rarely discussed but rel evant aspect of creating “a
secure environment” in the research community is the ability
to define the network and systems architecture to suit the
relevant requirements. Organizations, such as hospitals and
large medical research complexes, likely have architected their
entireinformation technology infrastructure to support protected
health information.

However, in genera research environments or enterprise
environments, the information technol ogy systemsare designed
to support several stakeholder groups and their reconfiguration
is not undertaken lightly (in our experience). A research
university often has at | east two types of network security zones
for workstations and other computing clients: azoneto support
financial systems, student information systems, and genera
business functions and a zone to support research systems that
is generaly less restrictive in use (and occasionally open to
external parties). Often workstations are placed into one zone.
Servers and other centralized services are typically placed in a
series of private zones within a data center network, with
appropriate access to the other zones to permit, for example,
employees to access the financial databases and for students
and faculty to access files stored on central servers.

A server to support sensitive health data does not fit into this
model, asit is neither an enterprise computing system, such as
a financial database, nor a research system that should be
accessed by internal and external parties. A system to support
the datamining of health information should be aprivate server
that is accessible to only a few authorized individuas, with
appropriate support to implement auditing and other
requirements for HIPAA compliance. Frequently, provisioning
new servers in a data center is a slow process due to the
necessity to configure new networks and coordinate the physical
installation of hardware. Amazon'sVirtual Private Cloud (VPC)
service offering allowsresearchersto rapidly provision networks
and servers. The features of the Amazon VPC cloud service
allow network architects to build sophisticated networks, just
asthey would inaphysical environment. Ultimately, universities
and other organizations are likely to set up private clouds that
allow researchersto rapidly provision networks and serversthat
suit avariety of needs. However, the concepts and commentary
are largely applicable regardless of whether the researchers
utilize a private cloud or a public offering such as Amazon.

Even if the data are anonymous/deidentified, it is important to
implement the relevant privacy, access, and security safeguards
as amatter of information security best practices. In this paper,
we present our experience in setting up Amazon's “Virtua
Private Cloud offering” [1], a part of Amazon EC2, for health
data exchange. We provided a server with Mirth Connect [2],
an open source tool that can connect to health information
systems (see Appendix 1). We used Mirth Connect to do apilot
run with a health exchange that provided us anonymized and
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scrubbed data about patients using the HL7 message format
[3,4] over an SSL connection (see Appendix 2). We were able
to use Mirth Connect to integrate rea-time health data
Obviously, security and privacy were of paramount concern,
and we wanted to explore the feasibility of creating a HIPAA
compliant environment so that other ingtitutions, researchers,
and practitioners could potentially work with protected health
information (PHI). Our goal with this paper is to demonstrate
the necessary steps to set up a Mirth Connect server (although
other health data exchange tools could be used) within the
Amazon VPC environment, addressing HIPAA compliance
where necessary. We should note that three groups of students
from the Healthcare Analytics course at the University of Notre
Dame successfully incorporated the Mirth Connect framework
into their group projects. The students successfully completed
the relevant Human Subjects training as part of the curriculum
as well. While the health exchange provided simulated data to
the students, we believe theinfrastructure allowsfor anonymized
patient data.

HIPAA Requirements

Broadly speaking, HIPAA (1996) requires the US Department
of Health and Human Services to adopt national standards for
health care transactions and code sets, unique health identifiers,
privacy, and security [5]. Thetransaction and code set standards
discussthe content and format for various types of transactions
including claim filings, claim status, payment advice, and other
types of electronic data transactionsthat occur between specific
types of health providers, health plans, and data clearinghouses.
Therulesthat govern transactions and code sets are maintained
by the Centers for Medicare & Medicaid Services [6]. These
rules primarily concern software vendors, data clearinghouses,
and health plans and apply regardless of the computational
environment. This paper assumes that the organization is
formatting transactional dataaccording to the standardsfor data
exchange, as these transactions are created within applications
and their implementation is independent of the server and
network architecture. This work does not discuss the various
dataexchange formats since the authors are not devel oping data
exchange software or proposing dternative data exchange
standards. This work focuses on the privacy and security rule,
as their implementation depends on the computational
environment that is utilized to host the servers and network.
The privacy rule and security rule mandate standards for the
protection of data and accompanying monitoring and auditing
to ensure that the protections are functioning adequately.
Compliance with the privacy rule and security rule became
mandatory in 2003 and 2005, respectively, with a 1-year
extension for small health plans.

Privacy Rule Overview

The intent of the Privacy Rule was to ensure that patients
privacy was respected as electronic transactions increasingly
shared data across many organizations. The Privacy Rule [7]
component of HIPAA broadly concerns the use of individually
identifiable health information, which is frequently referred to
as “protected health information” (PHI). The law is designed
to ensure that consumers’ PHI is handled appropriately within
the health organization and only shared with outside entities
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according to the uses permitted by law. The Privacy Rulelargely
focuses on organi zational and legal issues, such asrequirements
for disclosure accounting, permissible PHI disclosures, and
other issues surrounding the privacy and disclosure of PHI. In
aresearch environment, this paper assumesthat the organization
is entitled to the data and does not need to exchange the data
with other entities. This paper does not focus on the
organizational and legal requirements surrounding data
disclosure to third parties. It is worth noting that the Privacy
Rule and Security Rule mandate that an organization appoint a
privacy officer and a security officer. Additionaly, the
organization is required to maintain policiesthat are consistent
with HIPAA (and any state and local laws). The Privacy Rule
and Security Rule requirements are applicable regardless of
whether an organization maintains their own infrastructure or
utilizes cloud computing. However, this paper discusses the
more interesting information technology aspects of
implementing HIPAA compliance in a cloud computing
environment—the challenges of addressing the safeguards in
the Security Rule.

Security Rule Overview

The security of the server depends on the physical security of
the server and network, the operators and users of the server,
and the configuration and management of the applications,
operating system, and network. Examining thisfrom a HIPAA
compliance standpoint, there are several sectionsin the Security
Rule that we address, including “Risk Anaysis and
Management”, “Administrative Safeguards’, “Physical
Safeguards’, and “Technical Safeguards”.

Use Cases

Several use cases serve to highlight the obstacles to utilizing
enterprise and research computing environments.

Research Health Data

Assume that a researcher from organization O; wantsto obtain
PHI from organization O, for a research project and wants to
collaborate on the project with collaborator C; and collaborator
C, a organization O, and O, respectively. Also assume that
the requisite permission for sharing the PHI is available. It is
determined by the Information Security department at the
researcher’'s organization that the PHI should be stored in
encrypted files on a server with server access granted to the
researcher and collaborator C; and C,. Personnel at O, could

create accounts for O, and O, but all remote users (through a
virtual private network V,) at O; have network access to al
systems at O; on the default network N;. The ideal solution
would be to create a new network N, and a new remote user
group, V, and dlow only usersin V,, a separate VPN (virtual
private network) group, to accessN,. While these changeswould

be possible at many organizations, they would require the
cooperation of personnel in various departments and manual
changes, since the ability to create this architecture is not
exposed to the researcher. Utilizing a cloud solution, the
researcher could set up a network N, at Amazon and an

accompanying VPN V, for the 3 users—the researcher, C,, and
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C,. Thissetup should be provisioned rapidly and easily deleted
when the project was complete.

Health Data Class Projects

Assume that a researcher wants to set up a system to enable a
class of 20 students to work in teams of 4 in miniature data
mining projects, utilizing electronic health carerecords (EHR),
albeit deidentified. Each group is alowed access to some
element of EHR and not to all, and no group is allowed access
totheentire EHR. To ensure that groups do not attempt to access
other groups' data and code and to ensure that “the principle of
least privilege” isimplemented, five separate networks, named
N, through N5 will be created, and five separate VPNs will be
created, named V, through V5. Network N4 will be accessible
only viaVPN V4, and network N, will be accessible only via
VPN V,, and so on, since users assigned to network N, do not
need to access N;. At the conclusion of the competition, the
networksand VPNswill bedeleted. Purchasing aphysical server
for one semester is an expensive proposition (assuming that
fivevirtual machinesare utilized so that only one physica server
is required). Requesting the provisioning of five networks and
five VPN groups, along with the associated configuration, for
a semester is likely to be considered a large request, since the
system is not a permanent enterprise system. Utilizing cloud
computing, this task can be provisioned rapidly and even
scripted for repeated use (ie, for the next time the course is
offered). The virtual machines areleased for the exact timethat
they are needed, while the onsite solution requires the upfront
purchase of a physical server.

Why Use the Cloud?

Whileit is possibleto build similar architecturesin private data
centers, the lead time required to support “research” activity in
an enterprise data center can be significant, sincethe enterprise’s
resources and policies are aimed toward supporting enterprise
applications, such as accounting, human resources, etc. Often,
research computing environments, such as campus clusters, are
configured in alower security setting (since they are optimized
for maximum performance and rapid troubleshooting) and do
not support the physical security standards necessary for HIPAA
since variousindividuals may be permitted to access data centers
and servers. Research computing data center spaceistypically
optimized for rapid troubleshooting and high performance, with
many physically unlocked racks accessible by various
individuals. Strong physical security standards would likely
dictatethat sensitive systemsare placed in locked racks, separate
from the main data center space, so that physical accessto the
sensitive systems can be audited. Additionally, research
computing environments typically do not allow researchers to
provision private networks, configured to their needs, within a
few days. From a technical perspective, research computing
centerscould, and probably will, provide amiddleware software
solution that will eventually enable researchers to create their
own customized networks and virtual servers (aprivate cloud).
However, thistype of solution isnot currently available at many
ingtitutions. After private clouds are available at research
ingtitutions, the discussion raised in this work should aid
researchers in determining if their organization’s solution is
appropriate for hosting data regulated by HIPAA.
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If aresearch computing center does not have a private cloud,
researchers are forced to acquire physical servers, assuming
that appropriate physical security can be arranged. However,
thetimerequired to obtain physical serversand coordinatetheir
installation can range from a few days to a month or more
(including the time necessary to arrange meetings and plan
connectivity). In this situation, researchers are left with the
choice of requesting space in the enterprise data center or
attempting to increase the security posture of the research
computing environment. The authors have typically had to
pursue the former option, as increasing the security posture of
a research computing environment is a significant investment
of resources and would serve only afew users.

Enterprise data centers at research institutions often have many
internal networks in order to partition the enterprise wide area
network into many private networks for specific purposes. For
example, payment processing systems often have their own
network. Additionally, internal databases (iefinancia databases)
and other types of back office servers are often segmented from
web servers and public facing systems. Access control listsin
routers and firewalls control the traffic between various private
networks. The ability to dynamically provision networks could
be exposed to researchers as part of a private cloud but would
require extensive access control within the middleware to
prevent malicious users from interfering with the configuration
of mission critical networks and services. Given the purpose of
enterprise networks and services, the managers of such systems
have strong incentives to not expose administrative interfaces
to researchers and other end users to enable a “private cloud”
utilizing the same administrative systems. In the future, it is
possiblethat robust administrative systems, commonly referred
to as middleware, will be developed that parallel the
functionality of the most sophisticated cloud providers. When
sophisticated middlewareis available and research organizations
adopt it, “private clouds’ will be availablefor researcherswithin
their own institutions or regional consortiums, assuming that it
is cost effective.

Sophiticated cloud computing middlewareislargely proprietary
although open source platforms, such as OpenStack, do exist.
However, since many organizations are aready utilizing
enterprise virtualization platforms, such as VMware, the task
of enabling private cloudsfor research ismore complicated than
it might appear. Several questionsthat might be considered are:

« Should organizations set up a secondary private cloud
platform for research workloads or utilize one platform for
enterprise and research workloads?

- If one platform is selected, should this platform be a
proprietary platform or an open source platform?

- Doesthe platform support an extensible interface to enable
end users to configure network and virtual machines?

« How many physical servers should be devoted to each
platform if two platforms are utilized?

«  Will the private cloud platform and data centers be audited
to any standards such as SAS 70 Type Il or SO 270017

Most of these questions appear to be unresolved at many
research organizations as the cloud platform software is still
evolving and migrating existing systems is an expensive
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proposition. When platform software matures, private clouds
may be constructed at research organizations, or research
organizations may elect to utilize regional cloud providers or
providers such as Amazon, depending on the cost and workload.

Commercial cloud providers offer an alternative to physical
servers in local data centers by leveraging the organization’'s
architectural assistanceto aid the design to ensure that it meets
organizational policies. Advantageoudly, the systemsare placed
in an appropriate environment that is separate from the
organization’s enterprise 1T systems and research computing
systems.

Environment

Several major public cloud computing environments exist, such
as Rackspace, Amazon’s EC2 service, and Verizon. These
providers, and many smaller ones, allow customers to run an
operating system of their choice and maintain full control of
their operating system and network environment. These types
of providers can broadly be classified as infrastructure as a
service (laaS) providers[8]. Platforms such as Microsoft Azure,
often termed platform as a service (PaaS) [8], provide an
application hosting environment, and the system administrators
do not have direct control over the operating system or the
network. Maintaining full control of the operating system allows
system administrators of the leased compute environment to
configure a host-based firewall, set up event logging, and
perform any other customizations that are typical for their
environment and threat model. This paper does not attempt to
argue that it isimpossible to achieve HIPAA compliance with
platform asaservice providers. We merely note that maintaining
full control of an operating system and network allows the
system administrators to set up serversin an environment that
closely mirrors their internal network and data centers. For
example, if a health organization typicaly uses software
encryption to protect entire directories on a server, encryption
of specific directories could also be set up in the operating
systems hosted by laaS providers, since the organization
maintains full control.

While it may be possible to achieve HIPAA compliance when
using PaaS providers, if the providers facilitate appropriate
logging capability and server isolation, we believe that it is
simpler to demonstrate HIPAA compliance with the traditional
model of an organization controlling their own servers and
network. Additionally, the legal and regulatory environment is
more familiar with the concept of an organization maintaining
full control of their operating system and network as opposed
to new models where customers merely maintain control of the
application layer. Information security guidancetypically centers
on a“defense in depth” strategy for protecting data, including
the network, operating system, and application running on top
of the operating system. Given the current regulatory
environment, and the similarity between laaS and organizations
owned private data centers, we chose to use Amazon's EC2
“Virtua Private Cloud” (VPC) asour platform. Amazon'sVPC
has several important features that are noteworthy from a
security perspective:

«  Private subnetsin Amazon’s environment with nonroutable
Internet protocol (1P) addresses
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« Option to assign public IP addresses to servers

- Ability to createavirtual private network (\VPN) connection
to Amazon to incorporate serversinto the wide area network
of an organization

« Combination of public IP addresses and VPN to create
multitiered services

« Inbound and outbound stateful packet inspection firewall
rules for each server group

- Ability to set up a host-based firewall (if supported in the
operating system)

«  Network access control lists (ACL) to control incoming
and outgoing traffic at the subnet level

- Multiple network interfaces for each server to build
sophisticated network architectures

These features, when combined, enable system architects to
create flexible networks that can support a range of security
requirements. If implemented correctly and accompanied by
appropriate plans and monitoring, we think that these features
allow a system to address the privacy and security rules
mandated by HIPAA for electronic personal health information
(e-PHI). Obvioudly, HIPAA is a complex set of laws,
interpretations of the law, and technical implementations of the
safeguards and consequently involves sophisticated risk analysis.
The authors are not lawyers and advise the reader to seek
appropriate legal counsel. The steps necessary to “ensure
confidentiality, integrity, and availability of all e-PHI they
create, receive, maintain or transmit”, part of the HIPAA
Security Rule [9] for a computerized physician order entry
(CPOE) system with 1000 users, is a significant undertaking.
Ensuring the confidentiality, integrity, and availability of a
research database for 5 users containing a limited subset of
e-PHI datafrom aHIE islikely to befar simpler than designing
and supporting an environment for a 1000-user CPOE. For
example, 20 minutes of unscheduled downtime can likely be
considered an acceptablerisk for aresearch database. However,
20 minutes of unscheduled downtime for a CPOE could have
disastrous results for a large medical center. The design of a
scalable, available, and secure system for a CPOE in the cloud
to support 1000 users is well beyond the scope of this paper.
The intent of this paper is to analyze Amazon's EC2 platform
for use as a hosting environment for research datasets and
applications[10], potentially containing e-PHI, referencing the
US Department of Health and Human Services documents|[7,9]
where appropriate. Several other providers, such as Rackspace
[11], also support private networking and security groups. The
concept of VPC was proposed by researchers [12] before
Amazon released their “Virtual Private Cloud” as a public
product.

Method
Addressing the Security Rule

Risk Analysis and Management

Risk analysis and management affects the tradeoffs that must
be made when selecting appropriate safeguards. First, the
evaluation of thelikelihood and impact of potential risk to e-PHI
needs to be performed. For instance, outside parties may only
obtain acopy of e-PHI datafrom the HIE, and the original e-PHI
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is not at risk for modification. Second, risk remediation
safeguards need to be implemented. Third, arisk analysis and
management plan should be documented and updated as the
environment changes. Risk analysis and management should
be familiar to information security departments, and a similar
analysis process should be followed, regardless of the location
of the virtual server (whether an infrastructure as a service
provider such as Amazonisutilized or an organization’s private
cloud).

Administrative Safeguards

The administrative safeguards follow from the “Risk Analysis
and Management” section above. The organization with e-PHI
must identify and analyze the risks to e-PHI and implement
security measures to mitigate the risks. Additionally, the
organization should designate a security officia that is
responsible for developing and implementing its security
policies. An information access management policy should
ensure that the Privacy Rule standards are met by enforcing the
minimum disclosure necessary to support thetask. Additionally,
access to e-PHI data should be granted based on the user’s or
recipient’s role. The security rule also requires that an
organization must provide appropriate authorization and
supervision of workforce members with accessto e-PHI, train
al members with access to ePHI (according to the
organization’s policies and procedures), and apply appropriate
sanctions against members who violate the policies. HIPAA
mandates that organi zations periodically assessthe effectiveness
of their policies and procedures.

Physical Safeguards

Physical safeguardsare composed of two broad items—" Facility
Access and Control” and “Workstation and Device Security”.
“Facility Accessand Control” refersto “limiting physical access
toitsfacilitieswhile ensuring that authorized accessisallowed.”

Infrastructure as a service offerings provide acceptable “ Facility
Accessand Control” for the network (the network that supports
the virtual servers) and virtual servers if the organization
considers the providers' standards acceptable. Amazon EC2's
service has completed a SAS 70 Type Il audit, obtained 1SO
27001 certification, and PCI level DSS validation as alevel 1
service provider.

Our prototype’s environment is Amazon's VPC, aconfigurable
infrastructure as a service offering of Amazon’s EC2 service.
The VPC enables customersto set up aprivate multitier network
architecture, utilizing a subset of instance types available in
EC2. The micro and the cluster compute instance types are
currently unavailable in the VPC. This feature is not typically
available to researchers at most research organizations unless
they have a highly configurable cloud platform with extensive
security and auditing tools.

Workstation and Device Security isalso an important component
of the security plan, and itsimportance cannot be overstated. If
users’ workstations are in unsecured areas, without appropriate
physical security, this presents a risk that has serious
consequences. For example, if SSH keypairsare utilized without
passphrases (or with weak passphrases) and stored on local file
systems without any encryption, a basic attack could retrieve
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the private SSH key from a workstation when the user is not
present, and the attacker could use the stolen credentials to
impersonate the user. Similarly, keyboard logging software
could be used to retrieve a user’s private key passphrase, or
standard SSH password. Once a user’s credentials are
impersonated, the attacker can gain access to e-PHI data on
remote servers, potentially comprising e-PHI data. If user
impersonation occurs, the ability to determine who
inappropriately accessed e-PHI data is lost. One possible
technical solution to reduce the risk of credential theft would
be to implement smart cards.

There are many other types of attacksthat can be launched from
within an organization, and they are beyond the scope of this
paper. The risk mitigation strategies are also beyond the scope
of this paper. In addition, it would beimpossiblefor the authors
to comment on the readers’ environments because various
organizations maintain different volumes of data, are subject
to numeroustypesof laws (local, state, and obviously thefederal
HIPAA laws which mandate a minimum federal standard) and
contracts, and experience their own threats. However, these
exampl es serve to motivate the importance of workstation and
device security.

Cloud computing does not remove the need to provide a
trustworthy computing environment for workstations and other
devices in use at an organization. It is paramount for access
control, auditing, and integrity controls (below) to provide a
trustworthy computing environment for user workstations so
that user identity can be ascertained. User authenticationisvital
so that appropriate authorization decisions can be made by the
servers containing e-PHI data. The organization’s information
security and technology departments should provide a
trustworthy environment for the organization's devices and
assist with the necessary risk and mitigation strategies that are
appropriate for their specific environment.

The need for physical security also applies to the cloud
administrator, privacy manager, security manager and any other
key positionsthat have administrative control over systemswith
e-PHI data. Obviously, if the user credentials of the cloud
manager are compromised, the trustworthiness of the audit
records, e-PHI data, and the virtual serversis suspect. Our lab
maintains a private data handling room for use by key personnel
so that tampering with “important” workstations requires a
higher level of determination and sophistication compared to a
workstation in a public area shared by many individuals.

The workstation and device security section also includes
requirements for the protection of e-PHI on electronic media.
For example, when electronic media are transferred, removed,
disposed, or re-used. Cloud-based block storage, such as
Amazon's Elastic Block Store (EBS) [13], should be treated
the same as a magnetic or solid state disk. Before the volume
is“disposed” by deleting it from an Amazon EC2 account, the
volume should be sanitized using an approved wiping tool. This
sanitization process can be achieved in the cloud by:

1. powering off the server S, but not terminating it
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2. detaching the EBS volume, named J, from the original
server instance S

3. attaching the EBS volume J as an additional volume to the
wiping instance, W

4. mounting the volume, J, from within the operating system
of the wiping instance, W

5. wiping the EBS volume, J, from within W using an
appropriate tool

Next Stepsfor Workstation and Device Security

The organization should put in place a robust workstation and
physical device security program (or re-evaluate their current
program). This program should establish various classes of users
and ensure an appropriate environment for each user class. For
example, the user class that has administrative oversight of the
cloud computing environment should be granted appropriate
attention.

Technical Safeguards

Technical safeguards are perhaps the most interesting of the
Security Rule safeguards in an infrastructure as a service
environment. Technical safeguards in a HIPAA environment
consist of four primary categories: access control, audit controls,
integrity controls, and transmission security. Access control
ensures that only authorized persons are able to access e-PHI
data. Thisisimplemented in our environment with SSH2 RSA
keypairs to link Unix login names to actual users, as SSH
password login can be vulnerable to timing attacks [14]. Users
created a keypair with a passphrase to protect the private key
and were trained to store the private key on secure storage.
Access control was strengthened by implementing host-based
firewall rules (this also allows the capture of firewall audit
records for audit and monitoring purposes), Amazon Security
Group firewall rules (a stateful packet inspection firewall) that
are applied to individual servers (see Tables 1 and 2), and
network access control rules (nonstateful ACL rules) to control
traffic between networks in the virtual private cloud (see
Appendices 3-6). Our network configuration is presented in
Figure 1. The audit server has its own private network and the
corresponding security group is configured according to Table
1. Theanalytic servers are segmented to their own network, and
the security group rules are presented in Table 2. For those
interested in accessing SSH and other services over a VPN
connection, an IPsec VPN can be constructed to the Amazon
Virtual Private Cloud so that SSH and other traffic from an
organization is tunneled over an encrypted connection. As a
worst case scenario, assumethat avulnerability in an application
level protocol isidentified (such as SSH), and the password can
be guessed based on the pattern of VPN traffic (which isitself
based on the application level traffic, such as SSH) and
passwords are obtained for this application. The malicious
individual would not be able to use these credential s unlessthey
could accessthe VPN connection to the VPC, bypass Amazon's
firewall and network access lists (assuming that all credentials
obtained were used to access resources in the virtual private
cloud and the passwords were not shared with any other systems
external to the virtual private cloud), or collaborate with an
internal user.
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Table 1. Audit network security group rules.?

Item # Direction Source or Destination Address Port/Protocol Purpose

1 IN Data Handling Room 22/TCP SSH traffic for management

2 IN Data Handling Room 8000/TCP Splunk SSL connection for management of
monitoring software

3 IN 10.0.1.0/24 10514/TCP Syslog traffic from servers

4 ouT 0.0.0.0/0 (any network) 80/TCP Retrieve operating system patches

5 ouT 10.0.0.2/32 53/UDP DNS lookup

6 ouT 10.0.0.1/32 67/UDP DHCP server in Amazon Virtual Private Cloud

7 ouT 0.0.0.0/0 123/UDP NTP servers for time synchronization

#The Security Group is composed of two rule sets, inbound and outbound. The order of the rulesisnot important, but they are numbered for convenience
in the table. When the direction is “IN”, the address field represents a source address. When the direction is “OUT”, the address field represents a
destination address. Amazon’s web-based tools automatically populate the type of addressfield since each type of security group (IN or OUT) is stateful
and automatically has an accompanying rule in the opposite direction to enable the traffic specified in that particular rule. An “OUT” rulein a stateful
firewall can only control traffic to a destination.

Table 2. Security group for analytics servers.?

Item # Direction Source or Destination Address Port/Protocol Purpose

1 IN 129.74.0.0/16 22/TCP SSH traffic for users at our campus

2 IN 129.74.0.0/16 443/TCP SSL access for Apache web server to support web appli-
cations

3 ouT HIE_IP/32 443/TCP SSL accessto retrieve data from HIE

4 ouT 10.0.0.10/32 10514/TCP Syslog traffic to audit server

5 OouT 10.0.0.2/32 53/UDP DNS lookup

6 ouT 10.0.0.1/32 67/UDP DHCP server in Amazon Virtual Private Cloud

7 ouT 0.0.0.0/0 123/UDP NTP servers for time synchronization

#The Security Group is composed of two rule sets, inbound and outbound. The order of the rulesis not important, but they are numbered for convenience
in the table. When the direction is “IN”, the address field represents a source address. When the direction is “OUT”, the address field represents a
destination address. Amazon’s web-based tools automatically popul ate the type of addressfield since each type of security group (IN or OUT) is stateful
and automatically has an accompanying rule in the opposite direction to enable the traffic specified in that particular rule. An “OUT” rule in a stateful

firewall can only control traffic to a destination.

Amazon provides three methods of interacting with their
management interface, which is utilized to create and terminate
virtual servers and manage networking (including Security
Group firewall rules and network access control lists). These
methods are currently the Amazon AWS web-based
management console, Amazon APl Access Keys, and X.509
certificates. Since obtaining access to the APl access key or
X.509 private certificates would typically only require access
to the cloud manager’'s workstation (unless smartcards are
utilized to store an X.509 certificate) , we elected to disable
both of these access methods and exclusively utilize the AWS
web-based client. The web-based client permits the use of
multifactor authentication, which requires two pieces of
information to authenticate the cloud manager—the cloud
manager’'s Amazon password (which only he/she knows) and
the one-time password token from the cloud manager’s token
device carried on a keychain. This approach is superior to one
piece of information to prove identity and is likely warranted

http://www.jmir.org/2013/3/e63/

for the cloud manager and other personnel with high-level access
to the configuration of the VPC. Impersonating the cloud
manager would grant the attacker the ability to terminate the
serversor at aminimum compromisetheir integrity by adjusting
firewall rules, terminating the audit server, or perform other
catastrophic acts. It is worth noting that it is possible to
configure accessliststo restrict APl accessto specific | P address
ranges and times of day, complicating an attack using stolen
API keysor X.509 certificates. The | P addressrestrictions could
be used in combination with multifactor authentication to limit
accessfor privileged accounts. However, this complicatesfailure
modeling. For example, if a server is compromised and the
cloud manager is on vacation and the company VPN is
experiencing afailure, then the cloud manager would be unable
tologin to Amazon and power down a server or adjust the VPC
configuration (assuming that the API calls are only accessible
from within the organization).
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Figure 1. Our prototype environment for HIPAA data, utilizing two subnets, the “Data Network” for servers, and the “Audit Network” for an audit

and monitoring server.
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Next Stepsfor Authentication and Authorization

Amazon provides many options for authentication to the EC2
management console, such as the Identity Access and
Management services. These services allow organizations to
utilize their own authentication systems to grant access to
Amazon’'s EC2 resources through identity federation for EC2
managers. The organization should determine the roles of the
individual sthat require accessto the Amazon EC2 management
console and the serversthemselves. It islikely that organizations
can readily utilize their own authentication and authorization
systems for server and database login if they configure the
private cloud at Amazon as an extension of their own network.
Integrating internal user accounts with the EC2 management
interface will likely require custom software development and
may be unnecessary if only alimited number of users require
access to the management console for VPC management.

http://www.jmir.org/2013/3/e63/

RenderX

Audit controls are processes and systemsthat collect accessand
activity information from systems that contain e-PHI. Our
prototype implemented acentral syslog server that was devoted
to collecting and monitoring events from the project servers.
SSH logins and firewall activity (from the host-based firewall)
were logged to the syslog server. Our prototype system,
containing deidentified health information, logged audit events
according to Table 3. Splunk [15], a log management and
monitoring tool, was installed on the logging server to monitor
the audit event records. Databases that store e-PHI could
potentially incorporate logging capability through stored
procedures or utilize the database engine's native logging
capability (if it exists) and send these audit messages to the
central logging server. For example, if e-PHI is accessed,
deleted, or modified, an audit record could be generated and
sent to the central logging server. The granularity of auditing
should be selected with the consultation of the appropriate risk
management and legal personnel.
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Item # Source Event Notes
1 SSH login iptables host based firewall SSH connection containing  Trafficislogged before being accept-
the source | P address ed, ideally capturing any login at-
tempts that cause the SSH daemon
tofail.
2 SSH login SSH daemon SSH login, including type of  Provides more detail than 1, but oc-
authentication, and username  curs after the TCP connectionisal-
lowed.
3 Standard Redhat Linux System  Various Applicationsand System
Events Services
4 HTTPS request to HIE I ptables host-based firewall Establish baseline volume of re-

quests and monitor for abnormal
behavior

Next Stepsfor Auditing

Events should be defined according to the legal and business
needs of the organization. Once these events are defined, the
auditing and alerting software should be configured to aert the
appropriate individuals when interesting events are detected.

Software Configuration

The server image was built with Amazon Linux AMI 2011.09
[16], and then we proceeded to install the Mirth Connect Server
(using the command lineinstaller), Apache, PHP, and MySQL,
leaving these servicesturned off in chkconfig. The server image
issimply a server without user accounts or other personalized
information that can be readily cloned to create an arbitrary
number of servers. After these tools were installed, we shut
down the image machine and created an S3 snapshot of the
machine so that we could launch instances based on thisimage
(without acommon MySQL password or SSL certificate). After
instances were created and started from the image, we
configured each instance with a unique MySQL password and
Apache SSL certificate and created user accounts.

Next Steps for Software Configuration

The individual or team responsible for creating servers should
obtain the necessary software and validate its authenticity. If
multiple serverswill be utilized for the sametask the server can
be cloned by creating an S3 image.

Discussion

This paper presents a tutorial on how to duplicate our
environment in Amazon’sEC2 “Virtua Private Cloud” to obtain
data from a HIE. We believe this environment can be HIPAA
compliant if best practices are followed as Amazon provides
many features (not necessarily configured by default) that can
be set up to suit avariety of security requirements. Information
security references[17] have discussed HIPAA compliance for
some time, and their methodol ogies can also be applied to new
environments, such as the cloud.

Amazon's documentation, to the best of our knowledge, does
not clarify how the private networks are implemented. For
instance, are they implemented using 802.1Q trunks, a
proprietary overlay network, or something else entirely? The
choice of an implementation presumably included the analysis

http://www.jmir.org/2013/3/e63/

of tradeoffs between performance, security, scalability, cost,
and potentially other metricsof interest to Amazon. Thistradeoff
decision is of interest to system administrators so that they can
determine if Amazon's security model is an appropriate fit for
their project.

Several improvements could be madeto the VPC servicereated
to theinteraction of “ Security Groups’ and the servicesthat are
utilized by the Amazon Linux servers. One noticeable problem
that we experienced was the dynamic nature of the update
mirrors that are used to patch Amazon Linux. Ideally, there
would be a small set of servers, with Amazon |P addresses,
provided in alist, so that system administrators could easily
implement outgoing traffic filtering in security groupsand allow
the update server traffic. Currently, since several mirrors are
used, the process of identifying the IP addresses that could
potentially be used for updatesis haphazard and requires manual
trial and error on the part of the system administrator, or
aternatively the exemption of al traffic destined to port 80
during the update interval. A similar issue exists when
attempting to use NTP servers, since public NTP server pools
are typically outside of Amazon, and a given DNS hostname
in the NTP pool can resolve to many addresses. Overall, the
functionality of the “ Security Groups® inthe VPC is excellent,
since it alows for inbound and outbound filtering, and its
effectiveness would be enhanced if these issues are corrected.

Another issue that has more serious implications for auditing
and contractual compliance, in our opinion, isthe inability for
the customer to save or otherwise access the events that are
denied by the “Security Group” or “Network Access Control
Lists’. This information could be valuable for information
security professional s attempting to determine the volume and/or
source of traffic that is targeted at their network. For example,
port scans or other basic activities could be asign of apending
attack or interest in the network by malicious users. While the
host-based firewall rules could be used to signal suspicious
behavior by internal users, the addition of audit records from
the “ Security Groups’ or “Network ACLS’ could corroborate
the system level eventsin any legal action against internal users.

HIPAA does not mandate specific audit checklistsfor the setup
of servers and networks and instead states that the security
should be appropriate for the risk. HIPAA guidelines would be
more useful to system administratorsif additional guidance was
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provided regarding minimum standards. For example, what type
of datashould be audited to satisfy the requirement to “ examine
access and other activity in information systemsthat contain or
use e-PHI” [9]? If these requirements were more clearly
outlined, then it is likely that cloud providers would readily
adopt the minimum requirements so that their customers could
use their services for HIPAA compliance. The lack of clarity
in HIPAA standards was noted by Wafain alaw review article
[18].

There are several broad security considerations that should be
mentioned when discussing a migration to cloud computing.
First, cloud computing providerstypically utilize virtualization
to provide isolation [19]. If the underlying physical server is
used to host computing resources for multiple customers, severa
types of side-channel attacks are possible [20]. Amazon offers
an option to host virtualized compute servers on hardware that
is dedicated (not shared) to a given customer’s resources for an
additional cost. It is aso important to note that side-channel
vulnerabilities that exist because of the virtualization software
(typicaly termed a hypervisor) will also likely exist in private
data centers and private clusters, assuming that the “ attacking”
server (often shared on the same physical hardware asthetarget)
is able to be accessed by an internal individual that wants
something from the target server.

The reliability of the organization’s Internet connection is
another important concern if the cloud based servers are
primarily accessed from the organization. Based on our
experience at our campus, our wide area network (and
connection to local data centers) is more reliable than our
connection to the commodity Internet. The organization should
make the appropriate investments in redundant equipment and
Internet connectionsif they decideto leverage cloud computing
asamission critical service. Amazon recently introduced [21]
dedicated connections (1-10Gbps) to customers in specific
geographic areas, which would decrease the reliance on
commodity Internet connections, since the dedicated connection
could be connected directly to the organization’s wide area
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network. It is likely that other providers will release similar
products or at least attempt to address this issue.

The system architect must determine the risk and cost of the
resulting event, should a side-channel attack occur in a large
cloud, given the exposure of the system. For example, one might
base the risk decision on whether the server is connected to the
public Internet or accessible only through aVV PN and the number
and type of services that the server provides. For example,
assuming that someone is able to demonstrate and carry out a
side-channel attack to obtain RSA keys for server login, if the
system is accessible only from a VPN, the other organization
would not be able to easily utilize the stolen keys unless they
could also gain access to the organization’s network and VPN.

Conclusion

Ultimately, the system architect must attempt to answer the
following questions. Firgt, istheir computing infrastructure safer
at a cloud provider or in their own data center? Second, what
isthe budget that is allocated to a“more secure” environment,
assuming the basic environment is HIPAA compliant? If the
organization’s private data center frequently has power outages
or only maintains simple backup tapes in the same facility as
the servers, the system architect may decide that the benefits of
cloud computing (demonstrable physical security, scalable and
simple backups hosted in multiple locations, up to date patching
of the hypervisor code) far outweigh the drawbacks (the remote
possibility of sophisticated side-channel attacks). We suspect
that the debate on these security issuesisjust starting and will
continue.

In our experience, cloud computing hasthe capability to enable
rapid provisioning of resources that can be configured to suit a
variety of security requirements. Amazon's Virtual Private
Cloud offers one possibility to quickly provision sensitive data
networks for research purposes. We believe that our prototype
can beimplemented inaHIPAA compliant manner (for research
purposes) and that the discussion in this paper will provide a
list of suggested improvements and considerations should
readerswish to explore the implementation of amission critical
HIPAA workload in the cloud.
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