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Abstract

Background: The provision of online counseling and online therapy is steadily increasing. The results of a number of controlled
trials investigating the efficacy of online approaches indicate that some of these new treatment alternatives might indeed be
effective. Yet, little is known about how the therapeutic relationship (or working alliance) evolves over the Internet and whether
it influences treatment outcome as it does in traditional face-to-face therapy. The working alliance has been defined as the extent
to which a patient and a therapist work collaboratively and purposefully and connect emotionally.

Objective: The aim of the study was to investigate the quality and predictive relevance of the therapeutic alliance for patients
receiving a short-term, Internet-based, cognitive-behavioral therapy program for posttraumatic stress reactions.

Methods: After rigorous screening for exclusion criteria of high dissociative tendencies, risk of psychosis, and suicidal
tendencies, 48 patients, who had experienced a traumatic event in the past, were included in the online treatment study. The short
form of the Working Alliance Inventory (WAI-S) was administered at the fourth treatment session. The relevance of the therapeutic
relationship for treatment outcome was assessed in terms of residual gain from pretreatment assessment to the end of treatment.
The revised Impact of Event Scale (IES-R) and the depression and anxiety subscales of the Brief Symptom Inventory (BSI) were
used to assess treatment outcome.

Results: A total of 48 participants were included in the analysis. Overall, high alliance scores were found. In contrast to previous
studies of conventional face-to-face therapy, there was only a low to modest association (.13 to .33) between the quality of the
therapeutic relationship and treatment outcome.

Conclusion: High alliance scores indicate that it was possible to establish a stable and positive therapeutic relationship online.
However, the therapeutic relationship was found to be a less relevant predictor of the therapy outcome than in face-to-face
approaches. We discuss whether this finding can be attributed to methodological reasons such as the restricted range of alliance
ratings obtained or the time of administration of the WAI-S, or whether the therapeutic relationship might be less relevant to the
treatment outcome of online therapy approaches.

(J Med Internet Res 2006;8(4):e31)   doi:10.2196/jmir.8.4.e31
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Introduction

Recent developments in communication technology have opened
up new therapeutic possibilities that challenge our understanding

of psychotherapy. While the academic debate continues as to
whether online treatments might present an acceptable
alternative to face-to-face therapy, real life has already decided.
“Researchers can no longer discuss online counseling as an
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intervention method that will take shape in the future—the future
is now” [1]. Internet-based treatment approaches have already
been developed for a wide range of clinical disorders including
depression, eating disorders, anxiety disorders, and substance
abuse, as have interventions targeting relationship problems,
adjustment disorders, and work-related burnout, and the numbers
are expected to increase [2]. The numbers of empirical studies
investigating the efficacy of online approaches are growing
apace, and results indicate that some of these new treatment
alternatives might indeed be effective (see [3] for a review).
However, an important question remains largely unanswered:
What contributes to therapeutic change? To date, virtually no
studies have focused on the processes underlying online therapy
[4]. Thus, it is not clear whether online therapy is based on
factors and mechanisms similar to those that are responsible for
therapeutic change in face-to-face therapy or whether we need
to redefine our understanding of the underlying processes when
considering online therapy.

The Therapeutic Relationship
The quality of the therapeutic relationship, or working alliance,
has been demonstrated to be especially important in predicting
the outcome of psychotherapy. The working alliance has been
defined as the extent to which a patient and a therapist work
collaboratively and purposefully and connect emotionally [5].
Research reviews have consistently reported a positive
relationship across studies between the quality of the therapeutic
alliance and therapy outcome, although there are some instances
where the working alliance fails to predict outcome or where
associations are nonsignificant [5-10]. In their meta-analysis,
Martin et al [10] reported that the quality of the therapeutic
alliance accounted for 22% of the variance in the rate of
therapeutic success. Moreover, research has indicated that the
relationship between therapeutic alliance and treatment outcome
holds across several types of treatment, including
cognitive-behavioral therapy (CBT) [11], interpersonal therapy
[9], and psychodynamic therapy [7,11], and does not differ
significantly within treatment approaches [8,9].

Online Relationships
The beneficial effects and clinical relevance of a positive
working alliance have been well documented in face-to-face
therapies, but almost nothing is known about how the therapeutic
relationship operates online. Online therapy challenges our basic
assumptions about what is needed to establish a therapeutic
contact, such as (1) sharing the same physical space, (2) talking,
and (3) synchronous real-time interaction [12], and it is still
uncertain if online therapy provides conditions that are sufficient
to establish a stable therapeutic alliance at all. Since one of the
major criticisms of online therapy concerns the ambiguous
nature of the therapeutic relationship, research in this field is
needed. Most previous studies have focused on relational
behavior in everyday online contact, with inconsistent results.
These findings prompted an academic discussion between
proponents of two contrasting views of the online relationship.
On the one hand, Slouka [13] states that online relationships
are shallow, impersonal, and unreal. Indeed, Kraut et al [14]
have demonstrated that online relationships heighten depression
and loneliness rather than provide fulfilling relationships. Mallen

et al [1] compared Internet-based and face-to-face conversations
in a randomized study and found that participants who
communicated online felt less satisfied with their contact and
experienced a lower degree of self-disclosure and closeness
with their partner than participants in the face-to-face group.
On the other hand, various other authors have shown that online
contacts are just as real and intense as face-to-face relationships
and that differences between online relationships and
face-to-face relationships diminish over time [15]. Whitty and
Gavin [16] found that the absence of social clues enhanced and
encouraged the development of relationships. This is in line
with prior research indicating that visual anonymity contributes
to higher levels of self-disclosure and openness [17,18].

It should be noted, however, that online therapeutic contact
differs markedly from arbitrary, anonymous online contact, the
most important difference probably being the identity of the
therapist. In online therapeutic contact, the address, telephone
number, and credentials of both parties are accessible.
Furthermore, the frequency of contact is predefined and there
are set time limits for response. Thus, aspects such as uncertainty
about the identity and honesty of the other party, which might
be detrimental to establishing a trustful contact, are much
reduced in online therapeutic relationships compared with
anonymous online contacts.

Focusing on the working alliance online, Cook and Doyle [19]
evaluated differences in client ratings of the working alliance
between a small sample (N = 15) of online therapy clients and
normative data from a comparable face-to-face counseling
sample. They found comparable (and relatively high) evaluations
of the working alliance in the online sample using the frequently
applied Working Alliance Inventory (WAI) [20].

Lange et al [21] conducted an Internet-based treatment study
of work-related burnout. After completing the course of
treatment, patients where asked to rate the contact with their
therapists: 75% of the 115 participants described the contact as
personal and 88%, as pleasant; 80% rated being treated
exclusively via the Internet as positive, and 70% indicated that
they did not miss face-to-face contact. Cohen and Kerr [22]
compared the impact of one session of face-to-face counseling
with online counseling (chat) in terms of posttreatment anxiety
and attitudes toward counseling. Participants (N = 24) were
randomly assigned to one of the two experimental groups.
Clients in both groups experienced a uniform decrease in anxiety
and rated their counselors equally on expertness, attractiveness,
and trustworthiness, regardless of the mode of delivery.

While data from the aforementioned studies provide valuable
information and preliminary evidence that a positive working
alliance can be developed through the Internet, empirical data
derived from systematic exploration of the online therapeutic
relationship remain sparse. Thus, it is essential to investigate
whether it is possible to develop a therapeutic alliance in the
absence of visual and auditory cues and whether the working
alliance has the same predictive value in online treatment as in
face-to-face therapy.
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Research Questions
The present study aims to replicate prior findings concerning
the relationship between the working alliance and treatment
outcome in face-to-face therapy. It was hypothesized that the
baseline psychopathology would be inversely associated with
the patients’assessment of the therapeutic alliance. Furthermore,
it was hypothesized that the quality of the online therapeutic
alliance would predict the residual gain from pretreatment
assessment to end of treatment. We expected the patients’ ratings
of the alliance to be more highly correlated with therapy
outcome than the therapists’ ratings, and the patients’ and
therapists’ assessments of the therapeutic alliance to be only
moderately related. Overall, we expected that it would be
possible to establish a positive and stable therapeutic relationship
online, characterized by high scores on the WAI. The present
study is part of a larger study with random assignment to a
treatment group or a waiting-list control group [Knaevelsrud
and Maercker, in preparation]. Based on the research questions
chosen, only the data from the treatment group were used in the
following analyses.

Methods

Recruitment
Participants were recruited by means of radio and newspaper
advertisements as well as advertisements posted on websites
for different groups (eg, crime victims, sexual abuse victims,
bereaved parents). To be included in the study, participants had
to (1) have experienced a traumatic event that occurred at least
one month prior to treatment and that met the criteria specified
in the DSM-IV [24], (2) be 18 years or older, (3) not exceed the
cutoff scores for dissociation and psychosis (see exclusion
criteria), (4) not abuse alcohol or other drugs, (5) not consume
neuroleptics, (6) be fluent in written German, and (7) not be
receiving treatment elsewhere.

A total of 498 potential participants showed interest in the
treatment; 68% (N = 337) returned the screening questionnaires;
73% (N = 246) were excluded based on the exclusion criteria.
In total, 91 patients participated in this study (48 in treatment
group; 43 in control group).

Potential patients browsed through the Interapy website, which
provided information about (1) posttraumatic stress reactions,
(2) the study and its inclusion criteria, (3) the treatment, (4) the
therapists and supervisors, and (5) other treatment alternatives.
Potential participants were sent screening questionnaires by
email. Those who passed the screening received an informed
consent document. Participants were required to sign and return
this document, indicating that they had been informed about
the aim and procedures of the research project and were willing
to take part in it. Based on a computer-generated randomization
list, they were randomly assigned to the waitlist-control group
or treatment group. Patients who were excluded from the study
were provided with information on where they could receive
treatment elsewhere.

To gather miscellaneous information, including the time since
the trauma, education level, degree of computer and Internet
experience, and typing skills, a short checklist was administered.

Therapists
Two therapists conducted the treatment. Both were female
psychologists who had received special training in the
application of writing assignments for the treatment of
posttraumatic stress disorder (PTSD). One was trained in
cognitive-behavioral psychotherapy. Their average age was 33
years. The therapists participated in weekly supervision sessions.

Exclusion Criteria

Dissociation
Dissociative symptoms were tapped using the Somatoform
Dissociation Questionnaire (SDQ-5) [25]. The scale consists
of five items, which are rated on a 5-point Likert scale (1 = not
at all, 5 = very often). The internal consistency of the SDQ-5
is good (α = .80). Participants who scored above the cutoff score
were excluded from the treatment.

Risk of Psychosis
Risk of psychosis was measured using the Dutch Screening
Device for Psychotic Disorder [26]. This seven-item inventory
has high internal consistency (α = .82) and is a good predictor
of psychotic episodes. In a Dutch study, a high level of
agreement was found between the self-reports of 33 patients
and their clinicians’ reports on them (α = .85). Since no German
norm group exists as yet, the data from the Dutch norm group
were used. Participants were excluded if they scored above the
cutoff score. Participants were also excluded if they indicated
the use of neuroleptics.

Risk of Suicide
Suicidal intentions and risk of suicide were measured using the
Suicide Risk Assessment (SRA) [27], a six-item, self-report
questionnaire designed to capture suicidal tendencies. It consists
of questions tapping suicidal plans, previous suicide attempts,
and current suicidal intentions.

Treatment
Patients were sent two weekly 45-minute writing assignments
over a five-week period (10 essays in total). Before and after
the treatment, participants completed a set of questionnaires
measuring the treatment effect. The therapy consisted of three
treatment phases: (1) self-confrontation, (2) cognitive
reconstruction, and (3) social sharing. After the fourth writing
session, which constituted the end of the first treatment phase,
the short form of the WAI (WAI-S) was administered. The
treatment procedure is described in detail by Lange et al [23]
and will only be outlined in brief here.

First Phase: Self-Confrontation
At the beginning of the treatment, participants received
psychoeducation on the mechanisms of exposure. In the first
phase, the therapists helped the patients to focus on the most
painful images and thoughts and encouraged the patients to
write about them. The patients were instructed to describe the
traumatic event thoroughly, including their intimate fears and
thoughts concerning the traumatic experience. To increase the
effect of the exposure, patients were asked to write in the first
person and in present tense and to give detailed descriptions of
all sensory details they experienced during the traumatic event,
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including olfactory, visual, and auditory stimuli. Participants
were explicitly asked not to concentrate on style, grammar,
spelling, or the chronological order of their essays. The
therapists checked whether patients explicitly addressed the
traumatic event as described above and, if needed, supported
the patient to address the avoided features more forcefully.

Second Phase: Cognitive Restructuring
During the second phase, patients received psychoeducation on
the principles of cognitive restructuring. The goal of this phase
was to form a new perspective of the traumatic event and to
regain a sense of control. Participants wrote a supportive letter
to an imaginary friend who had been through the same
experience. In this letter, the patient was instructed to reflect
on the addressee’s feelings of guilt and shame, challenge
dysfunctional automatic thinking and behavior patterns, and
correct unrealistic assumptions. Furthermore, patients were
encouraged to consider potentially positive consequences of
the traumatic event for that person’s life and the lessons to be
learned from it.

Third Phase: Social Sharing and Farewell Ritual
During the third phase, patients received psychoeducation on
the positive effects of social sharing. In a final letter, they took
symbolic leave of the traumatic event. Patients summarized
what happened to them, reflected on the therapeutic process,
and described how they were going to cope now and in the
future. Patients could address the letter either to themselves, to
a close friend, or another significant person involved in the
traumatic event. The letter did not ultimately have to be sent.

At the beginning of each writing phase, patients proposed
individual timetables as to when they planned to write. Halfway
through and at the end of each treatment phase, patients received
feedback and further writing instructions, which consisted of
standard instructions and standard feedback tailored to patients’
specific needs. Important aspects of this feedback were
recognition and reinforcement of the patients’ independent work,
positive feedback, motivation and unconditional support, as
well as frequent summaries and encouragement of patients to
voice questions and doubts. An overview of the Interapy
procedure is given in Figure 1.

Figure 1. Overview of the Interapy procedure

The Therapeutic Alliance
The WAI [20] is a transtheoretical measure of the working
alliance that was designed to apply to diverse therapeutic
orientations and modalities and is one of the questionnaires
most frequently used to measure the working alliance [28]. In
this study, the WAI-S [29] was used. Busseri and Tyler [28]
have shown that the two versions correlate highly in terms of
their psychometric and predictive qualities and are thus
interchangeable. The WAI-S is a 12-item, self-report
questionnaire consisting of three subscales designed to assess
three primary components of the working alliance: (1) how
closely client and therapist agree on and are mutually engaged
in the goals of treatment (goal subscale reliability coefficient

in this study:α = .79), (2) how closely client and therapist agree
on how to reach the treatment goals (task subscale reliability
coefficient in this study:α = .70), and (3) the degree of mutual
trust, acceptance, and confidence between client and therapist
(bond subscale reliability coefficient in this study:α = .75). The
composite score (reliability coefficient in this study: = .83) is
used as a global measurement of working alliance. Respondents
were asked to rate each statement on a 7-point Likert scale
ranging from 1 (never) to 7 (always).

Outcome Measurements
To assess posttraumatic stress, the revised version of the Impact
of Event Scale (IES-R) [30] was used. The scale consists of 22
items constituting the subscales of (1) intrusions, (2) avoidance,
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and (3) hyperarousal, the three main characteristics of
psychological dysfunction after a traumatic life event.
Participants were asked to indicate the frequency of each
symptom over the past 7 days on a 4-point Likert scale. The
presence of a PTSD diagnosis was assessed using the cut-off
score proposed by Neal et al [31]. They found that an optimum
cut-off score for the IES (which comprises the avoidance and
intrusion subscales) of 35.0 produced the highest predictive
value.

To measure depression and anxiety, the appropriate subscales
of the short form of the Symptom Checklist (SCL-90), the Brief
Symptom Inventory (BSI) [32], were used to measure the effects
of treatment on psychological dysfunction in dimensions related
to symptoms of posttraumatic stress. The two subscales consist
of six items each. Each item is rated on a 5-point Likert scale
(0 = not at all, 4 = extremely).

Results

Statistical analyses were only performed on the data of the 48
participants in the treatment group. Participants in this group
ranged from 18 to 68 years of age, with an average age of 35
years; 92% were female; 55% had a university degree, and a
further 14% had a secondary school leaving certificate. The
most frequently reported traumatic event was the sudden or
violent death of a close person (40%); 38% of the patients
reported sexual abuse, incest, or rape; 10% were crime victims.
On average, the traumatic event had occurred 3.5 years
previously (range 2-696 months).

Scores on the IES-R indicated that the 48 participants suffered
greatly. The mean scores on the intrusions (mean = 23.1; SD =
6.5) and avoidance (mean = 19.4; SD = 9.9) subscales were in
the upper regions of the norm table for Dutch PTSD patients
[33].

Dropouts
Those who terminated the treatment early (dropout 17%, N =
8) were compared with those who completed the program in
terms of demographic variables. Chi-square analyses failed to
reveal any significant differences between dropouts and
completers in terms of gender, education level, or marital status,
and a t test showed no significant differences in terms of age or
years since the trauma. We also used t tests to assess differences
between dropouts and completers in pretreatment
psychopathology: no significant differences were found for
depression (BSI) (t46 = .78, P = .44), anxiety (BSI) (t46 = .84,
P = .41), posttraumatic symptoms (IES-R) (t46 = −1,077, P =
.29), or WAI-S (t41 = −.639, P = .53). Note, however, that
WAI-S scores were only available for three dropouts. The other
dropouts terminated therapy before the WAI-S was
administered.

Patients’ Pretherapy Status and Ratings of Treatment
Relationship
Focusing on the 40 patients who completed the course of
therapy, zero-order Pearson correlations were used to assess the
relations between variables (Table 1). Bivariate analysis of
relationships between pretreatment psychopathology and
working alliance scores revealed no significant pattern of
relationships but showed a tendency of an inverse relationship.

Table 1. Means, standard deviations, and correlations of patients’ scores on the WAI-S (at 4th session‡) and initial symptoms (at 1st session†) (N =
40)

Composite ‡Bond ‡Task ‡Goal ‡SDMean

WAI-S ‡

1.775.8Goal

1.90.805.7Task

1.15.31.756.2Bond

1.64.83.90.625.8Composite

IES-R †

.04−.11.04.126.224.4Intrusions

−.19−.35*.11−.1210.218.9Avoidance

−.08−.20.02.096.721.6Hyperarousal

BSI †

−.26−.34*−.11−.163.29.5Anxiety

−.04−.13.01.094.010.4Depression

*P < .05
†at 1stsession
‡at 4thsession
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Association of the Working Alliance With Therapy
Outcome
As indices of client outcome, the residual gain scores on each
subscale of the self-report measures (BSI, IES-R) were
calculated. Each participant’s residual gain score at each
posttreatment assessment point was the deviation of the
posttreatment score on that measure from the pretreatment

assessment. Residual gain scores were reversed as appropriate
so that higher scores indicate greater improvement (ie, greater
reduction in psychopathology). These residual gain scores across
the patients were correlated with their scores on the WAI-S.
Table 2 shows partial correlations between the patients’ scores
on the WAI-S (subscales and composite) and their posttreatment
scores on target variables (BSI, IES-R) after partialing out initial
symptom levels.

Table 2. Means, standard deviations, and correlations of the WAI-S patient and therapist ratings and residual gain (N = 40)

WAI-S Therapist RatingsWAI-S Patient Ratings

CompositeBondTaskGoalCompositeBondTaskGoalSDMean

IES-R residual gain

.08.05.09.08.16.01.17.159.413.0Intrusions

.08−.22.25.19.13−.12.22.2210.611.8Avoidance

−.04−.05−.08.03.15.13.09.099.013.0Hyperarousal

BSI residual gain

.25.09.27.30.33*.19.24.274.24.9Anxiety

.20.13.21.17.21−.03.29.274.46.0Depression

*P < .05

Positive correlations were found between the patients’ ratings
of the working alliance and therapy outcome. However, with
the exception of the relation between the WAI-S composite
score and anxiety (r = .33, N = 40, P = .04), these correlations
did not reach statistical significance. For the most part, positive
correlations were also found between the therapists’ ratings of
the working alliance and the outcome, although these did not
reach statistical significance either. Multiple regression analyses
were used to further explore possible mediator or suppressor
effects of the working alliance on outcome variables (residual
change in IES-R composite score and residual change in BSI
anxiety and BSI depression). Results revealed that the working
alliance, as rated by patients, did not exert a significant direct

influence on posttraumatic symptoms (adjusted R2 = −.026,

F1,38 = .007, P = .93); depression (adjusted R2 = −.026, F1,38 =

.005, P = .94); or anxiety (adjusted R2 = −.017, F1,38 = .358, P
= .55).

Discussion

The aim of this study was to investigate the quality and the
possible influence of an Internet-based therapeutic relationship
on treatment outcome. To our knowledge, this was the first
study in which the effects of the working alliance have been
systematically evaluated in an Internet-based therapy approach.
Bearing in mind that the generalizability of our findings is
limited by the small sample size and the narrow diagnostic range
of clients, we now turn to the research questions raised above.

Does Baseline Psychopathology Predict the Quality of
the Working Alliance?
No significant relationship was detected between the severity
of pretreatment psychopathology and the working alliance
rating. However, a tendency of an overall inverse relationship

was observed, indicating that patients who experienced more
severe symptoms at the beginning of the treatment tended to
have a less positive relationship with their therapist. This would
be in line with previous research by Taft et al [34], who found
a significant inverse correlation (r = −.31) between
psychopathology and early working alliance ratings in
face-to-face therapy.

Is the Quality of the Therapeutic Alliance Linked to
Treatment Outcome?
The results failed to confirm the hypothesis that a strong
working alliance early in treatment would predict positive
psychological changes later in treatment. However, almost all
of the correlations were positive, indicating that residual gains
on outcome measures were associated with higher rather than
lower mean WAI-S scores, except in the relation between
working alliance and anxiety. The finding that the WAI-S failed
to predict therapy outcome in our sample stands in marked
contrast to the findings for most face-to-face studies. This
discrepancy may be attributable to a number of factors. One
explanation for the lack of effect may be the almost uniformly
high levels of alliance ratings (ie, restricted range) obtained in
this study, perhaps due to the self-selected sample. Most of the
patients were recruited through the Internet, which suggests that
they were already comfortable with this medium. Research has
shown that computer experience influences the way people
judge Internet-based contact. In their study, Mallen et al [1]
showed that the more familiar participants were with
Internet-based contact, the more positively they judged that
contact to be.

Another possible reason for the failure to find more substantial
relationships between the quality of the working alliance and
treatment outcome has been proposed by Stiles et al [11], who
found great variability in the correlation with outcome measures
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taken at different stages in the therapy. They suggest that this
might explain why various studies in which the working alliance
was only measured on a single occasion produced inconsistent
alliance/outcome correlations. This line of reasoning suggests
that the question is not whether the working alliance is more
important in a particular type of therapy, but rather whether the
alliance is being measured in a way that is appropriate to that
particular therapy. The time of administration of the WAI (in
terms of the number of sessions) has been found to influence
the rating of the working alliance [5,29]. It has also been
suggested that treatment outcome may be particularly well
predicted by the quality of the working alliance as measured in
early sessions [5,8,11]. As is standard practice in face-to-face
studies, the therapeutic alliance was assessed early in the
therapeutic process in the present study, after the fourth writing
session [28]. At that point, however, there had been only three
therapist/client contacts, which may not in fact have been
sufficient to evaluate the therapeutic alliance in online therapy.
It could be that, given the different conditions under which the
working alliance develops in Internet-based treatment
approaches, administering the WAI later on in the therapy might
yield more accurate measurements.

Alternatively, although the alliance has been shown to predict
the outcome of other modes of delivery, it may not be a crucial
factor in facilitating positive psychological change in
Internet-based manualized therapies. The treatment applied in
this study incorporates principles derived from CBT, with
standardized instructions and a fixed treatment manual, and
focuses on client empowerment and self-efficacy. It may be that
the nonspecific factor of the therapeutic relationship played a
less important role than it does in less structured face-to-face
therapy.

Can a Positive and Stable Relationship Be Established
Through the Internet?
Patients reported high levels of therapeutic alliance early in
treatment. The patients’ ratings of the therapeutic relationship
in our study were even higher than in face-to-face studies.
Hersoug et al [35] administered the WAI to 270 patients with
multiple clinical disorders in the third session of a conventional
face-to-face therapy approach. Compared to the mean composite
score in their study (mean = 4.94; SD = 1.08), our patients’
ratings of the Internet-based relationship were more than one
standard deviation higher (mean = 5.8; SD = 6.2), as shown in
Table 1. The patients’ positive evaluation of the therapeutic
relationship indicates that a therapeutic alliance can be
established through the Internet. Furthermore, a strong working
alliance can be expected to promote treatment adherence as
assessed by factors such as dropout rates. Given that trauma
victims have been shown to have compliance problems [36,37]
and high dropout rates (up to 28%) [38], the high WAI-S ratings
and the relatively low dropout rate (17%) in this study give
reason to conclude that it was indeed possible to develop a
positive and stable therapeutic relationship through the Internet.
It must be noted, however, that the therapeutic contact as

performed during the Interapy treatment is rather exceptional.
The intensity of individualized support and regular personal
interaction differs markedly from online approaches where
online personalized communication is rather uncommon.

Limitations
The following limitations necessitate caution in the interpretation
of our results. First, the modest sample size may have provided
insufficient power to uncover the complex interplay of the online
working alliance and psychopathology measures.

Second, only 17% of applicants could be included in the study,
which might limit the external validity of the present findings.
The same applies to the specific sample of trauma victims.
Trauma survivors have been noted by many clinicians to have
difficulty in tolerating the interpersonal nature of therapy,
particularly “the [need] to trust another person with his or her
pain” [39] (p. 538). Given that trauma victims are especially
prone to feelings of guilt and shame, they might be especially
drawn to the medium of the Internet, where visual anonymity
enables them to disclose painful and shameful details more
easily than in face-to-face settings. Extending this research
paradigm to clinical samples other than trauma victims could
help to clarify this relationship.

Third, further research efforts should be initiated to address the
possibility that the results are only valid for users who are
already comfortable with the Internet due to self-selection. A
direct comparison of an online intervention and a face-to-face
intervention as a randomized controlled trial would be indicated
to investigate how the text-based bond formed in online therapy
compares and contrasts with the in-person therapeutic alliance.

Limitations notwithstanding, the findings presented here are of
interest because they indicate that a stable and positive
relationship can be established online, although the quality of
the relationship does not predict treatment outcome. The rapid
growth of Internet-based treatment approaches makes it likely
that online therapies will become an enduring component of
the psychotherapeutic landscape. One line of future research
will be to identify predictors of a positive therapeutic
relationship. A major challenge when building online
relationships is to become aware of the nuances in the written
language used in this context [12], which has accents,
ambiguities, and individual styles, as well as the use of
emoticons (emotion + icon; eg, a happy face ☺). Clinicians
who work online should be given clinical training focusing on
features of written communication. In addition, further work is
needed to determine whether the role of the working alliance
differs as a function of the mode of delivery, and to disentangle
the relationships between the therapeutic alliance, specific
cognitive-behavioral techniques, and treatment outcome. It also
remains to be seen whether working alliance scores will predict
long-term reductions in psychopathology rather than focusing
on short-term changes in psychological functioning, as was the
case in this study.
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Abstract

Background: A real-time assessment of patients’ experiences is an important methodology for studies in health care, quality
of life, behavioral sciences, and new drug and treatment development. Ecological momentary assessment is a methodology that
allows for real-time assessment of experience and behavior in a subject’s natural environment. Recently, electronic data collection
techniques have been introduced, including systems utilizing interactive voice response.

Objective: The objective of this project was evaluation of spoken dialogue methodology for real-time data collection of
information from patients for health, behavioral, and lifestyle studies and monitoring. While the management of the data collection
process was Internet-based, this additional eHealth communication channel was based on over-the-phone natural language
conversation with a dialogue system utilizing automated speech recognition technology. For this study we implemented a dialogue
system for patients’ assessment and monitoring of chronic pain.

Methods: Experimental evaluation of usability of the Pain Monitoring Voice Diary was performed with 24 volunteers. The
volunteers were asked to contribute 10 sessions with the system over a period of 2 weeks; in practice, the number of sessions per
subject ranged from 1 to 20. The subjects were asked to either relate to pain episodes in their past while answering the system’s
questions, or use as a guidance one of nine provided medical scenarios compiled by a pain specialist, ranging from migraines
and back pain to post-surgical pain (knee injury) and cancer- and chemotherapy-related afflictions.

Results: From 24 volunteers, we collected a total of 177 dialogue sessions: 171 sessions were completed, while the caller hung
up in the other 6 sessions. There were a total of 2437 dialogue turns, where a dialogue turn corresponds to one system prompt
and one user utterance. The data capture rate, measuring the percentage of slots filled automatically, was 98%, while the other
2% were flagged for transcription. Among the utterances sent to transcription, where the user had opted for the “none of those”
option, 70% corresponded to the “type of pain” slot, 20% to the “symptoms” slot, and 10% to the “body part” slot, indicating
that those are the grammars with the highest out-of-vocabulary rate.

Conclusions: The results of this feasibility study indicated that desired accuracy of data can be achieved with a high degree of
automation (98% in the study) and that the users were indeed capable of utilizing the flexible interface, the sessions becoming
more and more efficient as users’ experience increased, both in terms of session duration and avoidance of troublesome dialogue
situations.

(J Med Internet Res 2006;8(4):e30)   doi:10.2196/jmir.8.4.e30
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Introduction

Use of questionnaires is an essential method of data collection,
especially in studies of health care, quality of life, behavioral
sciences, and new drug and treatment development. A real-time
assessment of experience and behavior in the patient’s natural
environment is an important parameter that provides feedback
and input to the health professional, researcher, or
pharmaceutical company about the effects of treatment and/or
the patient’s quality of life. Very often the research or study
findings are based significantly or completely on questionnaire
responses. While designing valid questionnaires is an art, the
tools and methods of data collection are not less important and
often can influence the research outcome. Ecological momentary
assessment (EMA) is a methodology that allows for real-time
assessment of experience and behavior in a subject’s natural
environment. The methodology has evolved from the behavioral
sciences [1-6] and enables the gathering of meta-data on patient
compliance, as well as the measurement and improvement of
compliance.

Traditional EMA data collection methods vary from paper-based
diaries and reports to video/audio recordings and to human
observation. However, doubts have been cast on the validity of
the data collected through paper-based methods of self-report,
notably from a recent study that demonstrated that most of the
paper diary entries by patients (79%) were falsified [7].
Recently, electronic data collection techniques have been
introduced, including personal digital assistants (PDAs), the
Internet [8], and cellular phones utilizing interactive voice
response (IVR). These methodologies enable collection of
meta-data on the respondent’s compliance and use of such data
to measure and improve compliance. While PDAs and Internet
collection methods demonstrate clear advantages over paper
forms, they also have certain limitations, including use of
uncommon devices requiring participant training, limited
availability, and extensive data management and programming
costs. In addition, PDA methods require in-person contact to
download data and change batteries. In IVR-based data
collection participants use phones to call the system and answer
the question posed by the system by pushing keys on the phone.
Collins et al have reported on the compatibility of phone-based
IVR data collection and its improvement over paper-based and
PDA-based systems [9].

Spoken language dialogue system for data collection [10-13]
is based on automatic speech recognition and, similarly to IVR,
is a phone-based approach. It extends the IVR approach by
allowing the subject to communicate with the system using a

natural spoken language as an input modality. A challenge such
a system faces is maintaining adequately high accuracy of the
captured data while guaranteeing a satisfactory user experience.
In particular, since the subjects conduct dialogues with the
system on a regular basis, adequate dialogue design should
provide a flexible level of user support to accommodate both
novice callers and experienced callers: for the experienced caller,
the system needs to provide short and effective call flow without
making the caller hear long and tedious prompts; for the novice
caller, the system needs to provide enough information and help
to guarantee question understanding and successful session
completion.

In this paper we describe a design for spoken language dialogue
that takes into account the specificities of the data collection
task. We first present spoken dialogue technology and its
potential applicability to data capture task. We then describe a
Pain Monitoring Diary dialogue design and how it addresses
specific requirements of data capture task. We then report the
results of a feasibility study.

Methods

Data Capture via Spoken Dialogue System
Figure 1 presents the block diagram of a spoken dialogue
system. The system has two interfaces: the first for the subjects
and the second for the health care providers or researchers
gathering the data. The subject communicates with the system
through phone dialogue. A recording of such an interaction is
included in Multimedia Appendix 1 and its transcription is
shown in Textbox 1.

Each data collection session is scheduled according to a protocol
and is initiated either by the system or by a subject. During the
phone session, the utterances spoken by the subject are captured
by the speech server. The speech server invokes automated
speech recognition (ASR) and spoken language understanding
modules to convert spoken utterances to textual semantic
representation of subject’s inputs and then stores them in the
database. The reporting server can then use this data in real time
to generate a report about the session that can be viewed by a
health care provider or a researcher several seconds after the
session ends. The reporting server works in a push or a pull
mode, or both. In the pull mode, the reports can be viewed over
the Internet on demand; in the push mode, the reporting server
sends notifications and alerts (via email, cell phone, or pager)
to the health care provider about the availability of the new
report. Table 1 shows a report automatically generated by the
system at the end of the session presented in Textbox 1.
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Figure 1. Block diagram of the data collection system; PSTN: public switched telephone network; DTMF: dual tone multi-frequency
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Textbox 1. Transcription of a sample dialogue

System: Your PIN, please.

Caller: ****

System: OK, *****, let’s begin. Are you in pain now?

Caller: Yes.

System: Where does it hurt? [pause] For example, your head, stomach...

Caller: My left shoulder.

System: Was that your left shoulder?

Caller: Yes.

System: Please rate your pain on a scale of 0 to 10, with 0 being no pain and 10 being the worst possible pain.

Caller: It is 7.

System: Was that 7?

Caller: Yeah.

System: How does the pain feel?

Caller: I don’t know.

System: Okay, here is the help information. At this point, I need to find out the type of your pain. Please choose carefully a word from the following
list that best describes your pain and just say it. If nothing matches, please say “none of those.” Here is the list: aching [pause], burning [pause], dull…

Caller: It feels sharp.

System: Was that “sharp?”

Caller: Yeah.

System: Is the pain constant or does it come and go?

Caller: Comes and goes.

System: Do you have any other symptoms?

Caller: Yeah.

System: Please tell me your most disturbing symptom.

Caller: I have fever.

System: I heard “fever.” Is that right?

Caller: Yes.

System: Would you like to leave a message for the staff?

Caller: No.

System: Thanks for your cooperation. I’ve got all the information that I need. I’ll call you again in 4 hours. Goodbye.

There are at least four advantages of using spoken dialogue
technology for data collection compared to traditional methods
using pen and pencil. First, speech is a natural modality of
interaction for humans, and the input device—the phone—is
user friendly and ubiquitous and no special training is required
for its use (as opposed to PDAs or computers). Second,
compliance is monitored automatically: the calls can be initiated
by the system following a prescribed protocol, and the system
can report any noncompliance to the trial administrator in real
time. Third, spoken automated dialogue reaches much beyond
voice-enabled static paper questionnaires: possible answers are
not limited by the number of check-boxes to fit on a piece of

paper; question selection can be done dynamically based on
previous answers; and personalization of both content and style
based on the patient’s history is possible. Fourth, the ability to
transform the captured data into real-time reports and further
interface the information with other clinical or back-office
systems and databases provides an unparalleled opportunity to
enhance patient feedback and monitoring. Overall, an
ASR-based system offers the health care provider an extensive
and practical tool to facilitate efficient and convenient patient
communications, which saves time while increasing quality of
care.
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Table 1. Automatically generated report for the dialogue in Textbox 1

Confidence ScoreConfirmed (yes/no)Captured Value

66no****PIN

80noyesAre you in pain?

86yesleft shoulderPain location

88yes7Pain intensity

88yessharpPain type

47nopain comes and goesPain constant?

86yesfeverSymptoms

78nononeMessage

Pain Monitoring Diary Application
For this study, we implemented a dialogue system for chronic
pain patients’ assessment and monitoring. Pain assessment is
an application for which well-established standard
questionnaires [14,15] are available, and the vocabulary for
potential answers can be established from the medical literature.
Figure 2 shows dialogue flow for the Pain Monitoring Diary.

The dialogue flow is represented as a series of dialogue units,
where each unit comprises several caller-system exchanges
designed to elicit one piece of information from the caller to
fill a slot in the session report. A slot is, for example, pain
location, pain intensity, pain type. Please note the
correspondence between the dialogue units in Figure 2 and the
dialogue session (Textbox 1) and its report (Table 1).
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Figure 2. Schematic illustration of call flow for the Pain Monitoring Diary in normal and follow-up modes

Dialogue Design
The characteristics and requirements of data capture tasks are
different than those for other applications of spoken dialogue
technology [16]. Successful dialogue design needs to take the
following specificities of this task into account.

First, data validity, accuracy, and integrity in this application
are very important since the penalty for an erroneously filed
final session report can be very high. Since the ASR technology
is not perfect, the design has to take into account the possibility
of speech recognition errors and improve the overall accuracy
using dialogue actions such as re-prompts, confirmations, error
handling, and, if necessary, recording and flagging the
unrecognized utterances for later transcription.

Second, subjects call the system repeatedly according to the
study protocol and identify themselves at the beginning of the
session. This provides an opportunity to use the knowledge
accumulated across sessions for personalization.

Third, the system should accommodate both novice callers (in
the beginning of the trial) and experienced callers (those who
completed several sessions). For the experienced caller, the
system needs to provide a short and effective call flow, without
making the caller hear long and tedious prompts. For the novice
caller, the system needs to provide enough information and help
to guarantee question understanding and successful session
completion.

Fourth, the subjects participating in data collection are enrolled
through a personal face-to-face interview during which they
receive relevant information about the trial and guidance on the
process of data collection. In the same opportunity, the
participants can receive some training, explanation, and possibly
a demonstration on how to use the spoken dialogue system.

Based on these considerations, our goals in the design of the
dialogue system were controlling the accuracy of the captured
data while providing a flexible and adequate level of user
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support allowing efficient communication for experienced users
and sufficient support for novices.

Controlling Captured Data Accuracy
We designed the system to take into account the known
limitations of ASR technology and to be able to ensure overall
high accuracy of data capture and session completion rate. In
general, the most important parameter that determines the
accuracy of speech recognition is the size and the complexity
of the grammar that is being used for recognition of the current
utterance. The grammar in speech recognition describes (as
text) the set of all the possible sentences that can be recognized
by the system. For example, the simplest grammar that can be
used in yes/no recognition will contain only two sentences:
{“yes,” “no”}. During speech recognition, current user utterance
is matched to every sentence in the grammar, and the recognition
result is given as the best matching sentence within the grammar,
together with a recognition score that measures the quality of
the match. If the quality of the match is not good enough, the
recognizer will output a “rejection.” What happens when an
out-of-vocabulary utterance (utterance not covered by the
grammar) is spoken by the user? The recognizer is still trying
to match it to the set of sentences described by the grammar
and will output the best match, or rejection. Since the grammar
does not contain the spoken sentence, the best match of the
recognizer in the out-of-vocabulary case is always erroneous;
therefore, to improve the accuracy of the grammar, we need to
expand it to cover as many possible sentences that the user can
utter. For example, in the yes/no grammar, we incorporated
many variations of “yes” and “no,” such as “yeh,” “sure,” and
“nope.” Another way to control the accuracy is to improve the
rejection mechanism to guarantee that out-of-vocabulary
utterances will be rejected.

Based on these considerations, we deployed the following
methodology in the system design described below: 1)
improving rejection mechanisms for confirmation and other
grammars, 2) using confirmations as the way to control the
larger grammar’s accuracy, and 3) using recordings to capture
the unexpected and problematic spoken responses.

Improved Rejection Mechanisms for Confirmation and
Other Grammars
We incorporated a garbage model in the yes/no grammar used
for confirmations in our application. The garbage model was
designed to match out-of-vocabulary utterances [17,18],
specifically the corrections users are frequently providing instead
of a negative confirmation (ie, those utterances that do not
represent “yes” or “no” answers), for example

System prompt: Was that your left shoulder?

User: No, right shoulder.

(See also Multimedia Appendix 2.)

We used rejection criteria based on a combination of recognition
score and garbage model scoring to control the overall accuracy
of this grammar. In the case when, for a given spoken utterance,
the recognizer outputs a hypothesis that is a part of a garbage
model, this utterance is rejected. Also, if the hypothesis is not

part of a garbage model, but has a low recognition score, it is
rejected as well.

Using Confirmations as the Way to Control the Larger
Grammar’s Accuracy
The grammars that are substantially larger than yes/no are also
those for which we can expect more ASR errors and
out-of-vocabulary utterances. Those are grammars like the body
part grammar or the symptoms grammar when, without
substantial data collection, we cannot accurately predict all
possible ways the users will answer the questions “Where does
it hurt?” or “What’s your most disturbing symptom?” For such
grammars, we use the confirmation mechanism to control the
overall accuracy of the data we capture. The result is considered
captured only if the user answers “yes” to the confirmation
question, reducing the error rate for the dialogue units with
larger grammars to the level of yes/no grammar.

Using Recording to Capture the Unexpected and
Problematic Spoken Responses
In almost all applications of ASR, especially in spontaneous
speech tasks, the recognizer vocabulary cannot cover all
occurring words. There is always a significant amount of
out-of-vocabulary words even when the vocabulary size is very
large. For example, an out-of-vocabulary input can occur when
the user is trying to answer the question “Where does it hurt?”
with a word or a phrase that is not covered by body part
grammar. Since, by definition, out-of-vocabulary input cannot
be recognized correctly, it can lead to either a rejection by the
recognizer or to misrecognition to be followed (presumably)
by a negative confirmation. In both cases, as will be explained
in the next section, the system will detect speech recognition
failure, will describe in the next prompt what the in-vocabulary
choices are, and will offer the user to say a key phrase like “none
of those,” indicating that the choices offered do not adequately
describe the user’s intended input. When the user chooses the
“none of those” option, the system will record the user’s input
and flag it as “transcription is needed” for later processing.

System prompt: Was that your left shoulder?

User: No.

System prompt: Sorry about that. Let’s try it this
way. Please choose carefully a body part from the
following list that best describes the location of your
pain, and just say it. If none of the locations match,
please say “none of those.” Here is the list: abdomen
[pause], ankles…

User (interrupts): None of those.

System prompt: OK. Let me just record your answer.
Please describe the location of your pain in your own
words.

User: [description of pain location]

System prompt (after recording is finished): Thanks,
I got that. Let’s move on.

(See also Multimedia Appendix 3.)

The same mechanism of fall-back to recording instead of
recognition is used after several repeated recognition failures,

J Med Internet Res 2006 | vol. 8 | iss. 4 |e30 | p.18http://www.jmir.org/2006/4/e30/
(page number not for citation purposes)

Levin & LevinJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


like in a case when the user does not chose the “none-of-those”
option, while repeating the out-of-vocabulary input.

In the following example, the user is trying to answer the
question about type of pain with an unexpected
out-of-vocabulary input.

System prompt (following negative confirmation):
Sorry about that. Let’s try one more time. Please
choose carefully a word from a following list that best
describes your pain and just say it. If nothing matches,
please say “none of those.” Here is the list: aching
[pause], burning [pause], dull…

User (interrupts with out-of-vocabulary input): I
have high fever.

System prompt: Was that “deep?”

User : No.

System prompt: Sorry, I am having trouble. Let me
just record your answer. Please describe how your
pain feels in your own words.

User: I am burning with fever.

System prompt (after recording is finished): Thanks,
I got that. Let’s move on [pause]. Is the pain
constant…?

(See also Multimedia Appendix 4.)

Flexible Level of User Support
The flexible level of user support that is intended to satisfy both
the novice and the experienced user is achieved by prompt
design, context-sensitive help, detecting speech recognition
failures, and dialogue personalization, described below.

Prompt Design
The system prompts are designed to provide an appropriate
level of support to the user. For example, the initial prompt for
the pain location dialogue unit is “Where does it hurt?” [pause].
For example, your head, stomach, or back? [pause]. Remember,
if youdon’t know how to answer this question, just say ‘I need
help.’” The pauses in this prompt are designed to encourage the
experienced user to interrupt the prompt with the answer (most
experienced users interrupt after the initial prompt), while
providing more information (in this case, examples of possible
answers) for the inexperienced user who hesitates to answer
immediately. It also reminds the user to ask for help if it is still
not clear what can be said as an answer. Multimedia Appendices
5, 6, and 7 contain the recordings illustrating the different user
experiences with this prompt.

Context-Sensitive Help
Although participants may have received some training at their
orientation session, it is unreasonable to expect them to retain
this information for the whole duration of the trial, which can
last for months. Therefore, for every question in the Pain
Monitoring Voice Diary help information is provided upon the
user’s request, describing and clarifying the current question,
and, in some cases, enumerating the possible answers the caller
can choose from while, in other cases, giving more examples
of possible answers. For example, if the caller asks for help
after the “Where does it hurt?” question, the system will provide

a very elaborate help prompt that lists different body parts the
user can say (pausing shortly after each one to encourage the
user to interrupt if the user knows what to say). It also reminds
the user about the “none of those” option:

Okay. Here is the help information. At this point I need to find
out the part of your body that hurts the most. Please choose
carefully a body part from the following list that best describes
the location of your pain, and just say it. If none of them
matches, please say “none of those.” Here is the list: abdomen
[pause], ankles [pause], back [pause]...toes [pause]. Which one
is it?

The information provided during these explicit requests for help
closely follows the information the user received during the
enrollment process. The recording in Multimedia Appendix 8
illustrates a case of help request.

Detecting Speech Recognition Failures
Even when the user has not asked for help explicitly, the
dialogue is designed to detect the user’s repeated failures and
provide more support. When the system experiences recognition
problems, such as rejection or silence, it will re-prompt the user
for the same question. The re-prompts are designed as an
escalating list, providing increasingly more information and
progressively constraining the user as more such errors are
detected. For example, if the user’s utterance is rejected by the
recognizer after the initial prompt “Where does it hurt? [pause].
For example, your head, stomach, or back? [pause]. Remember,
if you don’t know how to answer this question, just say ‘I need
help,’” the system will re-prompt for the same information with
“I didn’t get that. Let’s try it this way. Please tell me the part
of your body that hurts the most. Remember, you could always
say ‘I need help.’” The second prompt skips the pauses and
reminds the user to ask for help if needed, and it also clarifies
the question (“body part that hurts the most”).

Another case when the system detects that something went
wrong with speech recognition is when the user says “no” to a
confirmation question:

System prompt: Was that your left shoulder?

User: No.

System prompt: Sorry about that. Let’s try it this
way. Please choose carefully a body part from the
following list that best describes the location of your
pain, and just say it. If none of them matches, please
say “none of those.” Here is the list: abdomen
[pause]…. Which one is it?

(See also Multimedia Appendix 9.)

Since the user disconfirmed the recognized body part, the system
detects a recognition problem and gives the user more
information on how this question can be answered to minimize
the out-of-vocabulary utterance rate.

Dialogue Personalization
Data capture is a unique dialogue application since the users
not only call the system many times during the trial, but they
also identify themselves at the beginning of each session. This
provides a system with an opportunity to personalize both the
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content of the current session (what are the data to be collected)
as well as the style (how to ask for these data) based on the
results of the previous sessions. As shown in Figure 2, in our
system we took advantage of a larger inter-session context by
designing two types of data collection sessions: normal and
follow-up. The follow-up session type is deployed if the subject
reported a high level of pain in the previous session. The
follow-up session differs from the normal one not only by the
additional questions the patient is asked, such as if and when
the subject took the medication, but also by the format of the
questions. If, in the previous session, the subject reported pain

in the left shoulder, in the follow-up session the question will
be “Is the pain still in your left shoulder?” (see Multimedia
Appendix 10). This format of “reminding” prompts was used
for pain location and pain type dialogue units, and it was
designed to possibly shorten the dialogues and also provide the
user comfort and a feeling of continuity in using the system.
Textbox 2 presents a transcription of a follow-up session (it is
the follow-up for the normal session shown in Textbox 1) and
Multimedia Appendix 11 contains its recording. Table 2
describes an automatically generated report for this follow-up
session.

Textbox 2. Transcription of a follow-up dialogue

System: Your PIN, please.

Caller: ****

System: Hi, Esther, This is your follow-up call…. Are you still having pain?

Caller: Yeh.

System: Did you take your pain medication today?

Caller: Yes.

System: What time did you take the medication?

Caller: Two hours ago.

System: Was that around 9:45 am?

Caller: Yeh.

System: Did the medicine diminish your pain?... Please…

Caller: Yeh.

System: Please rate your pain on a scale of 0 to 10, with 0 being no pain and 10 being the worst possible pain.

Caller: Four.

System: Was that 4?

Caller: Yeah.

System: Is the pain still in your left shoulder?

Caller: Yes.

System: Does it still feel sharp?

Caller: No.

System: How does the pain feel?

Caller: It’s dull.

System: Was that “dull?’’

Caller: Yeah.

System: Is the pain constant or does it come and go?

Caller: It’s constant.

System: Do you have any other symptoms?

Caller: No.

System: Would you like to leave a message for the staff?

Caller: No.

System: Thanks for your cooperation. I’ve got all the information that I need. I’ll call you again tomorrow. Goodbye.
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Table 2. Automatically generated report for the follow-up session in Textbox 2

Confidence ScoreConfirmed (yes/no)Captured Value

74no*****PIN

85noyesAre you in pain?

76noyesMedication taken?

69yes9:45 amMedication time

75noyesMedication helped?

87yes4Pain rating

87yesleft shoulderPain location

86yesdullPain type

Feasibility Study
Experimental evaluation of usability of the Pain Monitoring
Voice Diary was performed with 24 volunteers (8 females, 16
males), mostly City College students. The volunteers were
instructed either to refer to their past injury/sickness/pain
episode experiences or to choose a scenario out of a set of nine
that included scenarios for migraine pain, back pain,
post-surgical pain (knee injury), arthritis and others. The goal
of this evaluation was to prove the feasibility of data capture
through dialogue and validate the assumptions underlying
dialogue design.

The volunteers were asked to contribute 10 sessions with the
system over a period of 2 weeks; in practice, the number of
sessions per subject ranged from 1 to 20. There was no formal
training session provided; instead, once enrolled (through a
website) the subjects received an email notification with their
PIN and general information about the system. The subjects
were asked to either relate to pain episodes in their past while
answering the system’s questions or use as a guidance one of
nine provided medical scenarios compiled by a pain specialist,
ranging from migraines and back pain to post-surgery pain (knee
injury) and cancer- and chemotherapy-related afflictions.

Results

Dialogue Evaluation
From 24 volunteers we collected a total of 177 dialogue
sessions: 171 sessions were completed, while the caller hung
up in 6 sessions; 66 of the completed sessions were the
follow-up type. There were a total of 2437 dialogue turns, where
dialogue turn corresponds to one system prompt and one user
utterance. The data capture rate, measuring the percentage of
slots filled automatically, was 98%, while the other 2% were
flagged for transcription. Data capture rate is not a direct
measure of ASR accuracy since slots are not necessarily filled
after the first attempt. Among the utterances sent to transcription,
where the user had opted for the “none of those” option, 70%
corresponded to the type of pain slot, 20% to the symptoms slot,
and 10% to the body part slot, indicating that those are the
grammars with the highest out-of-vocabulary rate. Since all
captured slots were confirmed, to evaluate the accuracy of the
captured data we had to evaluate the accuracy of the
confirmation grammar used to recognize confirmation
utterances. Among 859 confirmation utterances, 10 were
misrecognized, leading to a 98.8% data accuracy rate. The
rejection parameters in the grammar were tuned for an equal
misrecognition/rejection rate and, indeed, the number of
rejections among the 859 confirmation utterances was 11.

Table 3. Average dialogue session statistics (figures in parentheses are standard deviations)

99.34 (45.92)Session duration (s)

7.65 (2.48)Number of dialogue units per session

12.99 (2.7)Duration of dialogue unit (s)

1.86 (0.43)Dialogue turns per dialogue unit

82% (15.4)Percentage of task-oriented turns

68% (13)Percentage of interrupted prompts

6.97 (1.3)Time duration of a dialogue turn (s)

10.63 (1.5)Time duration of a dialogue turn when interruption was disabled

Table 3 shows other metrics [19] derived from dialogues. The
high standard deviations of session duration and dialogue units
per session are due to the extensive variability of dialogue
sessions. The sessions not only differ by type (normal and
follow-up), but there is also branching within the same type
application (eg, some of the users report symptoms, while others

don’t, some take medications). In addition, there is a great
variability due to ASR errors and different possibilities inherent
in the design of the call flow (eg, caller initiated help requests,
speech recognition error handling such as re-prompts, negative
confirmations).
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The high standard deviations in caller utterances per dialogue
unit and dialogue unit duration are due to the fact that not all
dialogue units are created equal. For example, the “Are you in
pain?” dialogue unit can fill a slot with a single “yes”/“no”
utterance, while the pain location unit requires at least two
dialogue utterances (body part and confirmation) if speech
recognition does not fail, and more if it does.

Percentage of task-oriented dialogue turns (82%) (those dialogue
turns that are not due to speech recognition errors or caller help
requests) is a measure of dialogue efficiency: if there were no
errors and help requests at all, it would be 100%. The prompts
in the dialogue were designed to be interrupted by experienced
callers. To quantify the use of interruption, we computed the
percentage of interrupted prompts (68%). To quantify how far
in the prompts the interruption occurs, we computed the average
duration of dialogue turn (6.97 s), and compared it to the

reference of average duration of dialogue turn (10.63 s) when
the interruption feature was disabled.

Evaluation of Flexible Level of User Support
One of the goals of the dialogue design described above was to
have a flexible and adaptive user support for different types of
users, providing short prompts and efficient call flow for
experienced users and more detailed information in a
troublesome situation for novice users. To evaluate the
efficiency of the dialogues as a function of user proficiency, we
divided the sessions into seven classes according to the
sequential order of the session with the same user. Table 4 shows
some statistics of the classes. For example, class A contains all
the first sessions each of the 24 users had, with a total of 308
dialogue turns; class G contains all the sessions (whose ordinal
number was 10 and above) for which the users had at least nine
sessions previously completed.

Table 4. Dialogue sessions divided according to the call order

TurnsSessionsCall OrderClass Name

308241A

302192B

206153C

380274, 5D

324236, 7E

305218, 9F

6124310+G

Figures 3, 4, and 5 illustrate the average dialogue turn duration,
average percentage of interrupted prompts, and average
percentage of task-oriented prompts, respectively, for the classes
outlined in Table 4. The differences between the seven session
classes for the three metrics shown are statistically significant
as tested by ANOVA [20] (F = 49.33, 50.40, and 50.40,
respectively; df = 6; P < .001). The results in Figures 3 and 4
confirm the assumptions of the dialogue design: the prompts
were designed to be interrupted by experienced users, and,
indeed, the results indicate that the more experienced the user

is, the more often and earlier she will interrupt. The novice user
only interrupts in 59% of the prompts, with an average turn
duration of 7.7 s, while users that had more than nine sessions
completed interrupted in 73% of the prompts, with an average
dialogue turn duration of 6.5 s. Figure 5 shows that with
experience the users become more efficient with the system, as
measured by the percentage of task-oriented dialogue turns: for
novice users this percentage averages 75%, increasing to around
81% after just one previous session was completed, and up to
86% after at least nine sessions were previously completed.
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Figure 3. Average turn duration, in seconds, for dialogues in classes A to G (a dialogue turn corresponds to one system prompt and one user utterance;
classes indicate increased experience, with A being the most inexperienced users; error bars indicate 95% confidence intervals)
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Figure 4. Percentage of interrupted prompts for dialogues in classes A to G (error bars indicate 95% confidence intervals)
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Figure 5. Percentage of task-oriented turns for dialogues in classes A to G (error bars indicate 95% confidence intervals)

Discussion

In this paper we present a new methodology for real-time data
collection of information from patients for health, behavioral,
and lifestyle studies and monitoring.The voice data collection
system is intended to facilitate real-time collection of
information from patients via automated speech telephony
delivery. A flexible self-report system gives patients the freedom
to choose to use a phone as a device that meets their preferences,
schedules, or limitations. The system monitors and tracks data
collection compliance and generates real-time notifications and
alerts for participants and administrators. The system provides
on-demand/online reports to enhance informed decision making
to improve patient care. The reports can be tailored to profile
patient function over time and highlight clinically meaningful
changes in health status.

Some of the major challenges in designing such a system include
maintaining adequately high accuracy of the captured data while
guaranteeing a satisfactory user experience. We described
dialogue design for a Pain Monitoring Diary that targets these
challenges. In particular, to control the accuracy of automatically

captured data, we tuned the parameters of the garbage
model–based confirmation grammar to reliably reject out-of
vocabulary utterances; every captured value was explicitly
confirmed using this high-accuracy confirmation grammar, and,
if needed, hard to recognize or out-of-vocabulary answers were
recorded and flagged for later transcription. To provide a flexible
level of user support, we used a variety of methods, including
designing the prompts to be interrupted by experienced users
while carrying enough information for novices; providing the
user with on-demand, context-dependent help; and detecting
troublesome situations and guiding the user through them with
more informative prompts or resorting to recording of the answer
provided and flagging it for later transcription. The results of
the feasibility study indicate that desired accuracy of data can
be achieved with still a high degree of automation (98.8% data
accuracy with 98% automation). The users were capable of
using the flexible interface, with the sessions becoming more
and more efficient as the users’ experience increased, both in
terms of session duration and avoidance of troublesome dialogue
situations. The adaptation data shown in Figures 3 to 5 suggest
that even some rudimentary experience with the system
increases the session efficiency significantly. While the subjects
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in the feasibility study did not receive any training or orientation
session with the system, these results suggest that there could
be significant value in conducting such sessions, which may
provide users with the experience to jump start in the middle.

Finally, we would like to stress that one of the major weaknesses
of the speech system is its single modality. Protocols that rely

heavily on graphics and visual formats that cannot be completely
replicated in speech are probably a poor match for this
technology. Therefore, we do not see the spoken dialogue–based
data collection as a replacement for existing data collection
methodologies, but only as another choice for health care
providers and researchers.
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Multimedia Appendix 1
Recording of a dialogue session with the system in normal mode (Transcription of this session appears in Textbox 1.) [WAV file
(Waveform Audio Format), 1.6 MB - jmir_v8i4e30_app1.wav ]

Multimedia Appendix 2
Recording of several dialogue exchanges with the system illustrating the rejection of out-of-vocabulary utterances [WAV file
(Waveform Audio Format), 264 KB - jmir_v8i4e30_app2.wav ]

Multimedia Appendix 3 and 4
Recordings of several dialogue exchanges illustrating the use of recording to capture out-of-vocabulary or problematic user inputs
[WAV file (Waveform Audio Format), 832 KB - jmir_v8i4e30_app3.wav ] [WAV file (Waveform Audio Format), 676 KB - ]

Multimedia Appendix 5-7
Recordings of different user experiences with the “Where does it hurt?” prompt [WAV file (Waveform Audio Format), 96 KB
- jmir_v8i4e30_app5.wav ] [WAV file (Waveform Audio Format), 156 KB - ] [WAV file (Waveform Audio Format), 296 KB
- ]

Multimedia Appendix 8
Recording illustrating system behavior when help is requested [WAV file (Waveform Audio Format), 968 KB -
jmir_v8i4e30_app8.wav ]

Multimedia Appendix 9
Recording illustrating system behavior when it detects a problematic situation [WAV file (Waveform Audio Format), 660 KB -
jmir_v8i4e30_app9.wav ]

Multimedia Appendix 10
Recording of reminder style prompts in follow-up mode [WAV file (Waveform Audio Format), 136 KB - jmir_v8i4e30_app10.wav
]
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Multimedia Appendix 11
Recording of a dialogue session with the system in follow-up mode (Transcription of this session appears in Textbox 2; this
session is the follow-up for the normal session in Textbox 1 and recorded in Multimedia Appendix 1.) [WAV file (Waveform
Audio Format), 1.4 MB - jmir_v8i4e30_app11.wav ]
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Abstract

Background: Advances in ubiquitous computing, smart homes, and sensor technologies enable novel, longitudinal health
monitoring applications in the home. Many home monitoring technologies have been proposed to detect health crises, support
aging-in-place, and improve medical care. Health professionals and potential end users in the lay public, however, sometimes
question whether home health monitoring is justified given the cost and potential invasion of privacy.

Objective: The aim of the study was to elicit specific feedback from health professionals and laypeople about how they might
use longitudinal health monitoring data for proactive health and well-being.

Methods: Interviews were conducted with 8 health professionals and 26 laypeople. Participants were asked to evaluate mock
data visualization displays that could be generated by novel home monitoring systems. The mock displays were used to elicit
reactions to longitudinal monitoring in the home setting as well as what behaviors, events, and physiological indicators people
were interested in tracking.

Results: Based on the qualitative data provided by the interviews, lists of benefits of and concerns about health tracking from
the perspectives of the practitioners and laypeople were compiled. Variables of particular interest to the interviewees, as well as
their specific ideas for applications of collected data, were documented.

Conclusions: Based upon these interviews, we recommend that ubiquitous “monitoring” systems may be more readily adopted
if they are developed as tools for personalized, longitudinal self-investigation that help end users learn about the conditions and
variables that impact their social, cognitive, and physical health.

(J Med Internet Res 2006;8(4):e29)   doi:10.2196/jmir.8.4.e29

KEYWORDS

User-computer interface; computers, handheld; ubiquitous computing; home monitoring; personal monitoring; personal tracking;
personal health record; diaries; self-help devices; smart homes

Introduction

Background
Baby boomers, the cohort of adults born between 1946 and
1964, will contribute to a growing medical crisis in many
industrialized countries. As demographics shift and lifespans
increase, a larger percentage of adults will require medical care.
The rising cost of medical procedures in combination with the
greater numbers of people needing assistance will place an
enormous strain on health care providers.

Ubiquitous computing and health technology researchers have
responded to this developing medical crisis by proposing the
use of home-based and wearable sensor technology to help
people to assess their own health and that of their loved ones
[1]. Research has already shown that health indicators typically
monitored in clinical settings can be successfully deployed for
longitudinal tracking in homes (eg, [2,3]). Numerous research
efforts exist to develop systems that automatically detect
activities of daily living (eg, [1,4-11]) and specific conditions,
such as changes in gait. Sensors embedded in the home (and on
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mobile devices [12,13]) are proposed to collect longitudinal
and contextually sensitive data that can then be processed to
automatically detect important changes in behavior patterns
caused by the onset of illness. Such systems usually collect data
continuously or when someone is engaged in a particular activity
of interest, such as playing a computer game [14]. Commercial
systems use a small number of sensors per dwelling, typically
motion sensors, to monitor variation from baseline movement
throughout a home in the hopes of detecting serious conditions
that lead to immobility (eg, QuietCare from Living
Independently Group). These systems are popular for monitoring
elders living alone [15]. Although in some work authors have
advocated the use of these novel technologies for personal health
tracking [16-18], the focus of much of this prior work on the
use of ubiquitous sensing in the home is on health monitoring
geared toward the health professional.

Unfortunately, both clinicians and potential end users of
monitoring systems can be skeptical of the systems technologists
are proposing. The technology faces significant barriers to
adoption (see [19] for a discussion). Clinicians, for example,
typically do not request assessment until a problem arises, and
some clinicians limit predictive testing because of time, expense,
and fear their patients will overreact. End users have reservations
such as fear of being diagnosed with an illness with no known
cure, fear of tests, fear of stigmatization, and fears about privacy
violation or behavior being judged by family or clinical
caregivers.

Therefore, rather than developing systems that only monitor
health status and provide data to clinicians, an approach that
tightly integrates traditionally separate areas of monitoring,
compensation, and prevention [19] may reduce fears and
increase adoption of home health technologies among end users.
Monitoring systems that provide data of interest directly to
laypeople may be received more positively and be more rapidly
adopted outside of laboratory settings than systems that only
track metrics of interest to health providers.

Monitoring technologies that are more widely available, such
as manual logging tools and diaries, have been found to be
helpful in improving communication with patients [20] and
reinforcing lifestyle counseling [21]. However, logging can be
difficult for patients to maintain over time [22], and data
originally deemed useful from a practitioner's perspective may
not be easy for users to apply to everyday situations [23].
Tracked data may need to have immediate applications and be
particularly relevant from a user's perspective for these systems
to be kept in use long term.

Home monitoring technologies face another barrier to adoption,
a classic “chicken and egg” evaluation problem. To make a
(statistically) convincing argument that home monitoring
systems can provide useful indicators of early onset of disease
will require studies where the monitoring technology is installed
in many homes for long evaluation periods, most likely months
or years. To justify the cost of a sufficient number of
installations, however, will require evidence of the preventive
health value of the monitoring systems.

Prior work has shown that end users often strongly believe they
should keep their own personal health records in addition to

those kept by their medical personnel [24]. It has been proposed
that such records would be enriched by including data and
subjective reports collected outside of the clinic [25], but to
date, no research has been done to suggest what end users would
choose to track and what value, outside of the clinic, tracking
would provide.

In this work, we therefore focus on ways of developing
longitudinal home health monitoring systems that provide high
perceived value to end users. Our primary question is whether
“monitoring” systems can be designed that might be adopted
by end consumers for personal use—even by people who would
not characterize themselves as sick or in need of monitoring by
health professionals or other caregivers. The information these
systems collect might be used to develop novel forms of
personal health records, which have recently attracted interest
[25]. We present qualitative results from interviews with 8 health
professionals and 26 laypeople who were asked to respond to
mock data visualizations for novel longitudinal home health
and activity tracking technologies.

The data display interviews described later in this paper were
motivated by a set of exploratory interviews conducted for a
project to develop a novel cognitive performance tracking
technology. We interviewed 11 US-based professionals in aging
and cognition, including a gerontologist, a nurse specializing
in geriatrics, a home nurse, a cognitive psychologist, an
occupational therapist specializing in geriatrics, three neurology
researchers, and three neuropsychologists. The interviews were
unstructured and lasted approximately 1-2 hours in length.

During these initial interviews, we observed that experts had
not yet fully considered the breadth and depth of patient states
and activities that emerging technology will be able to monitor
outside of the clinical setting. Therefore, the experts, particularly
the clinicians, had difficulty generating specific ideas on how
their practices could take advantage of nonclinical monitoring
of health status indicators other than the already familiar
indicators such as heart rate, weight, and blood pressure.
Nevertheless, some experts did propose new health status
indicators that could be tracked outside of the clinic, and these
suggestions motivated us to continue this area of inquiry. They
included “catastrophic reactions to mundane activities” (eg,
becoming unduly anxious when calculating a bill), ability to
multitask during cooking, and changes in speed of interaction
with appliances.

Objectives
Our exploratory interviews confirmed that we needed visual
aids to help experts and laypeople understand how emerging
technologies might be used for monitoring health-related status.
Most clinicians and laypeople have had limited exposure to
longitudinal tracking methods and devices. Clinicians, for
example, are accustomed to evaluating patients based on
periodic and limited clinic data. Laypeople may have experience
using a bathroom scale, thermometer, or pedometer, but they
are unfamiliar with the capabilities of emerging ubiquitous
computing technologies. To address these barriers, we
mocked-up data displays representing a variety of constructs
for a hypothetical patient or family. These materials were used
as a concrete focal point for structured interviews with medical
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experts and laypersons. The data displays are not necessarily
proposed concepts but are instead a mechanism used to elicit
feedback about longitudinal tracking ideas. They are
intentionally diverse and provocative and are used as probes to

elicit detailed reactions and self-reflection during interviews.
Our design criteria for the displays and strategies we used to
achieve these goals are listed in Textbox 1.

Textbox 1. Interview goals and examples of strategies for participatory design stimuli used to meet those goals

Examples of Strategies Used in DisplaysInterview Goals

Many displays consisted of sequences of steps and multiple timescales.Invite reflection on longitudinal monitoring of particular variables and
outcomes.

Technology depictions or descriptions were not included; some displays
explicitly suggested that data are collected manually.

Invite focus on the output instead of the mechanism of monitoring/track-
ing.

Displays represented accumulation of data as though the tracking tools had
been in use for some time; displays put focus on action of reviewing data,
instead of collecting data.

Encourage participants to model how they would respond if they had
tracking data, including how they would interpret outcomes and what
follow-up investigations they would conduct, if any.

Axes on graphs were often not labeled to avoid fixation on data values.
Participants were encouraged to talk about what the display would look
like for them.

Encourage participants to think and talk about themselves and their
personal concerns, values, and preferences.

Multiple examples on one display could be quickly turned on and off; we
deliberately restricted the set of metrics for each example to encourage
brainstorming about additional metrics.

Encourage discussion about underlying issues related to tracking, rather
than restricting feedback to evaluation of a particular idea.

The displays were designed to encourage participants to
role-play scenarios. Participants were instructed to envision
themselves or their patients self-monitoring and analyzing the
personalized health data. The displays were intended to illustrate

capabilities of longitudinal monitoring (Textbox 2) to which
participants often alluded but had difficulty discussing in more
detail without stimuli.

Textbox 2. Home health tracking concepts that people may have difficulty discussing and relating to their personal situations and concerns

1. Data collected over time can reveal patterns of change.

2. Context can be used to interpret reasons for change.

3. Comparisons can be made with population norms, personal goals/estimates, and peers' values.

4. Quantitative data can be used in combination with qualitative data (eg, journal entries).

5. Multiple metrics can be applied to assess health and behavior change.

6. Data can be used to motivate by highlighting the extent of a problem or documenting progress.

7. Data can be used to problem solve and evaluate interventions.

8. Data can be subjectively reported or objectively observed.

9. Data can be reviewed at specific times and locations.

10. Data can be organized in ways other than by time.

11. Data tracking may not be constant, instead triggered by directed investigations.

12. Data can be reviewed in isolation or in relationship to other variables.

Methods

We developed 17 mock data display examples, many of which
represented multiple tracking concepts. Initially, the displays
were developed on paper, but to facilitate long-distance
interviewing, they were converted to interactive Web pages
using Flash (Multimedia Appendix 1). Most of the examples
could be developed using emerging ubiquitous computing and/or
wearable technology. A few (eg, an example that assumes the
computer can detect linguistic “hedges”) would not be possible
to implement at this time. Four of the displays are described in
more detail below. We also developed sorting exercises to

provide participants with a way to express tracking priorities,
complementing the more open-ended feedback from the
displays; they are described in the final Methods subsection,
“Sorting Exercises with Laypeople.”

Weight Displays Example
The weight display series was used to address possible
monitoring strategies to facilitate a weight loss goal. The
complexity increases sequentially. In the first display, one data
point is available: the patient's weight at the clinic. This value
is compared with norms for gender and height. The second
display (Figure 1a) adds the patient's weight from a clinical visit
one year ago, indicating that the currently overweight patient
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has actually succeeded in significant weight loss. The third
display (Figure 1b) suggests that the patient has been recording
his or her weight each month throughout the year; the patient's
weight was steady, started to steeply decline, and finally reached
a plateau. The seasonal context indicates that decline began in
January. The next in the series of displays (Figure 1c) switches
metrics to show pedometer readings plotted against exercise
goals for each week. The final display (Figure 1d) depicts the

addition of qualitative description: photos taken on “good days,”
when the user's steps greatly exceeded the goal for the given
week, and “bad days,” when the user's steps significantly failed
to meet the goal for the given week. These “photos” are left
blank, but the participants are told that they could capture
anything experienced on those days: people encountered, food
eaten, places visited.

Figure 1a. Weight displays: (a) traditional clinical weight data

J Med Internet Res 2006 | vol. 8 | iss. 4 |e29 | p.32http://www.jmir.org/2006/4/e29/
(page number not for citation purposes)

Beaudin et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Figure 1b. (b) home monitoring weight data
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Figure 1c. (c) pedometer readings
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Figure 1d. (d) qualitative data—photographs

The displays tell a story that begins with the more familiar and
accepted clinical metrics and gradually transitions to richer and
more diverse sources of data, concluding with a qualitative
display that could provide information about a variety of life
factors. Displays such as these were used to help participants
understand the potential of home health tracking technologies
in a step-by-step fashion. In this example, the interviewer
depicted a typical patient struggling with weight who committed
to change (New Year's resolution), used a pedometer to record
and motivate progress, and finally reached a plateau—a point
which drives many back to poor habits because their efforts are
not reinforced. The interviewer described how extra data, such
as the analysis of contextual factors and qualitative image data,
could help the patient-physician pair work through this apparent
impasse. The tools for this weight example are all commonly
available: a bathroom scale, a pedometer, and a digital camera.
This display series illustrates concepts 1-7 in Textbox 2.

Scenario Displays Example
The weight displays example was developed specifically to help
health professionals transition from familiar patient charts to

more novel tracking concepts. To achieve a similar goal with
laypeople, scenario displays (Figure 2) were developed showing
extensions of familiar media associated with recording and
reflecting on personal data. With the journal display (Figure
2a), participants were asked to imagine that they had the time
and discipline to keep a richly detailed journal, which might
include information as diverse as memorable moments and
snacking events. With the health snoop display (Figure 2b),
participants were asked to imagine that they could hire someone
to follow them around for a week, nonintrusively making
observations about such things as work habits and missed
opportunities for exercise. These examples explicitly sidestep
the data collection issues in favor of focusing on the basic ideas
of subjective and objective recording and analysis of behavior
(Textbox 2, #8). Other displays included data overlaid on a
grocery receipt (Figure 2c), overlaid on a medicine cabinet
mirror, and communicated by email or voicemail. These
examples focused the participant on the action of reviewing and
applying data (Textbox 2, #9), rather than on the collection of
data.
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Figure 2a. Scenario displays: (a) journal display
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Figure 2b. (b) health snoop display
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Figure 2c. (c) grocery receipt display

Body-Based Displays Example
The Web-based displays permitted customized interviewing,
where a basic display template could be overlaid with multiple
data examples by checking options on the screen. The body
example (Figure 3) presented tracking data organized according
to associated body regions (Textbox 2, #10). By checking the
options in the bottom right corner and clicking on parts of the
body, the participant could review ideas for tracking skin

changes, history of exercise, activity levels, and aches and pains.
Some displays showed information that would be tracked by
self-report (eg, headaches). The goal with multiple examples
for each display template was to encourage brainstorming,
whereby the participant could feel comfortable giving gut
reactions to specific ideas, while getting acquainted with deeper
tracking concepts (eg, Textbox 2, #11) that they could then
discuss.

J Med Internet Res 2006 | vol. 8 | iss. 4 |e29 | p.38http://www.jmir.org/2006/4/e29/
(page number not for citation purposes)

Beaudin et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Figure 3a. Body-based displays on (a) skin changes
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Figure 3b. and (b) headaches

Time Scale Displays Examples
More traditional graph-style displays were used to depict
monitoring across multiple time scales (days, weeks, months,
or years) (Figure 4). Y-axis units were not labeled to limit
fixation on absolute data values that may not be salient for a
particular participant. For example, time spent watching TV
(Figure 4a) was represented with bars of varying heights, but
there was no label of exact time. Variables of interest could be

explored in isolation (eg, mood over time) or in relationship to
other variables (eg, mood with respect to TV watching) (Textbox
2, #12)—the complexity of analysis depended on how many
variables a participant checked in the screen display. On some
displays, data could be compared with self-estimates (eg, your
estimated TV watching) or group statistics (eg, average TV
watching for your age group) (Textbox 2, #3). The years
example (Figure 4b) was used to ask participants about variables
that may be sensitive to major health changes.
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Figure 4a. Time scale displays on (a) time spent watching TV (orange: TV watching; green: time spent outside; black dots: mood rating)

Figure 4b. and (b) variables that may be sensitive to major health changes
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Interview Procedure with Health Professionals
We interviewed eight health professionals whom we identified
through a working group on patient-centered health care at the
Massachusetts General Hospital and through word-of-mouth.
In contrast to the first set of experts from the preliminary
interviews, many of these professionals treated healthy
individuals and expressed a desire to shift to a coaching style
doctor-patient relationship. They included a personal trainer,
two social workers, three general practitioners, and two general
practitioners who were cardiac specialists.

The interviews were 1-2 hours in duration. For all but one
interview, the paper-based materials were employed; one
participant responded to the electronic-based materials. The
health professionals were shown 5-10 displays, starting with
the weight displays, chosen because they depict a kind of
patient-directed tracking with which health professionals may
already have experience (ie, weight and pedometer steps).

Participants were instructed to imagine that the displayed data
were collected in the patient's home and returned to the patient
for personal reflection and conversations with a doctor or family
member. They were reminded that the data in the displays do
not necessarily reflect the capabilities of current technologies.
For each example, they were asked to comment on how the
information might be interpreted and applied by a patient, what
it would be like to talk with a patient about the information, and
what additional information would be beneficial to provide.
They were encouraged to voice any concerns they might have
about the collection and application of the data from their
perspective as a health care provider.

Interview Procedure with Laypeople
We recruited 21 participants via postering, mailing lists, and
word-of-mouth. All were from the United States. Participants
volunteered their time without compensation for a protocol
approved by our institutional human subjects review board.
Included were 15 women and 6 men, ages 40 to 66 years (mean
= 51; SD = 9). Although our target demographic was people in
middle life, we additionally interviewed five individuals over
age 70 for comparison. Three participants were close affiliates
of one of the authors. Seven participants were from the local
area of Cambridge/Boston, MA. The remaining participants
were interviewed over the phone and represented 10 states.

The interviews were 1 hour in duration. In all interviews, the
Web-based data displays were employed. Participants were
shown 4-11 displays, typically starting with the journal example,
chosen because it depicts a kind of tracking with which
laypeople may already have experience (ie, diary or journal
entries). They were instructed to imagine that the displayed data
were collected in their home and returned to them for personal
reflection. They were reminded that the data in the displays do
not necessarily reflect the capabilities of current technologies.
For each example, they were asked to identify content or
qualities of interest or concern, how they might personally apply
or use the information, and what additional information would
be beneficial to have. The interviews were transcribed (masked

transcripts with research notes are available in Multimedia
Appendix 2).

Sorting Exercises with Laypeople
The displays were used to provoke discussion about health
concerns that people wanted to investigate and the ways they
could imagine conducting such investigations. We also wanted
to quickly elicit specific ideas and rankings for concepts to track.
We developed a list of 60 sample constructs that could be
tracked over time using current or proposed tracking devices.
These constructs represented multiple levels of inference or
granularity and were selected to cover a diverse set of domains,
including social interaction, cognition, physical activity, and
physiology. Examples include “mood self-rating,” “blood
pressure,” “tossing and turning,” and “time spent in the car”
(see Multimedia Appendix 3 for the complete list).

After discussing the displays, the layperson participants in
middle life (n = 21) spent 15 minutes doing the sorting exercises.
The health professionals and five older adults also did a sorting
exercise, but in a more open-ended manner, so for clarity, their
results are not included here.

For interviews conducted face-to-face, participants were given
a set of hand-written index cards to sort. For phone interviews,
participants were directed to a Web page with a list of the
constructs. Participants were asked to talk aloud while they
sorted to indicate their choice (yes, no, or maybe) and comment
about particular reasons for their decisions. Participants were
asked to quickly sort the constructs according to whether they
would personally want to track each over time. A second sorting
exercise, where participants sorted with a particular investigative
goal in mind, gave participants the opportunity to reconsider
their initial gut reactions and express more focused applications
for tracking. Participants were asked to select from a list of
personal health areas that they might want to better understand
and positively affect using tracking. The list included eating
choices, family relationships, mental sharpness, mood, physical
activity, and stress. Participants (n = 20) then sorted the set of
constructs again, according to whether they would personally
want to track each to understand their selected goal. One
participant (under age 70) did not do the investigation sort due
to time restrictions on the interview.

Results

We now review a few specific reactions from participants to
the data displays and summarize the perceived benefits and
limitations of health tracking from the perspective of the
practitioners and laypeople. We also present variables of
particular interest to the interviewees, as well as their specific
ideas for applications of collected data.

Interviews with Health Professionals
In examining the body display (Figure 3), an interviewee who
is a general practitioner first identified a benefit to the patient
in having this type of data; he suggested, “Perhaps it could arm
the patient so they can go in and more effectively communicate
their worry [to a practitioner].”
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Textbox 3. Longitudinal tracking benefits and concerns perceived by health professionals, summarized from the 8 preliminary interviews and the 8
materials-based interviews

Professional Perceived Benefits

Longitudinal data could be used to motivate and reward progress toward long-term goals (eg, exercise, nutrition); shift to life-goal assessments/rec-
ommendations, shift to “contracts” for change. (n = 6)

Longitudinal data can help doctors broach sensitive topics (eg, health of social relationships). (n = 4)

Longitudinal data can help doctors ask interesting questions and initiate a dialogue with the patient (n = 3); data can help patients communicate
concerns. (n = 1)

Data collected outside the clinic is likely to be more representative of the patient's actual health. (n = 2)

Longitudinal data could be used to evaluate the success of interventions. (n = 2)

Longitudinal data may reveal that some constructs are more cyclic and context-based (e.g. mood corresponding to hormone cycles). (n = 1)

Longitudinal data could be used to detect the precursors of problem behaviors, such as eating disorders. (n = 1)

Longitudinal data can help the doctor make the most of a limited clinical visit. (n = 1)

Professional Perceived Limitations

Family physicians will not have the time or willingness to evaluate the data. (n = 4)

Most of what could be monitored either is not useful or is known already by the doctor, home nurse, caregiver, or patient. (n = 3)

Patients lack the ability to be self-aware about cognitive changes. Denial is too strong to overcome and, when serious, the cognitive impairments
themselves make awareness difficult. (n = 3)

Patients may feel like their privacy or self-image is threatened. (n = 3)

Data will not represent more meaningful life pursuits (eg, becoming more self-aware, artistic advancement, enriched mental life). (n = 2)

Current generation of older adults is not interested in taking more responsibility for health. (n = 2)

Patients may become obsessed with data or may take a too narrow view, rather than approaching health holistically. (n = 2)

Data demonstrating decline will be depressing or disempowering. (n = 2)

If viewed over too long a time period, data will encourage a nonadaptive self-image. Instead of recognizing that one's current capacities are suited
for the current context and meet basic life goals, one may focus too much on how one is not the person one used to be. (n = 1)

Patients may make snap judgments about contextual factors associated with health changes (correlation is not causation). (n = 1)

But he then began to imagine a counterproductive result, role
playing the following interaction:

The patient who would bring this in, I would not look
forward to seeing as a doctor…. [This kind of data]
almost lets the patient live and dwell in something
that you would rather have them just say—“I have
these reoccurring headaches”—great, thank you, now
how's the rest of your life going? It obscures rather
than clarifies, in the conversation, they become too
focused on the minute.

Although this health professional strongly supported giving
patients more control over their health through information, he
worried about patients becoming obsessed with data and
ignoring the larger issue of holistic wellness—a trend he has
seen with medical professionals who over-rely on
technology-generated data.

One of the interviewed social workers consults with her patients
to identify resources and opportunities to establish healthy
patterns. Reacting to a display graph depicting “kitchen cabinet
access events” over time, she first noted that it would be useful
in her work with patients with eating disorders. These patients
often display food-search behavior as a precursor to destructive
eating episodes. She envisioned using the data to draw patients

into discussions about this behavior pattern and strategies for
behavioral change. She then noted a second application:
identifying “tea and toast ladies”—older adults who have
over-simplified their diet following cognitive, physical, or
emotional impairment.

The displays shifted interview foci from possible monitoring
applications to personal scenarios, such as “What would it be
like to have a patient bring me this data?” Although many of
the presented ideas represented a departure from clinical metrics,
they evoked a generally positive response and elicited more
detailed feedback on using longitudinal data to develop
individualized treatment plans and support patient-doctor
communication. With the exception of one social worker who
specializes in geriatrics and who was pessimistic that additional
information or greater awareness would be relevant for late-stage
health problems, the interviewed professionals thought that
longitudinal tracking tools targeted to patients would be
beneficial for the type of health practice they would like to have.
However, several noted that the typical medical clinician would
not be receptive. One participant responded, “A presently trained
and configured family…doctor would think it was junk. They
would go, 'Well, that's interesting, I got 9 more minutes.'”

J Med Internet Res 2006 | vol. 8 | iss. 4 |e29 | p.43http://www.jmir.org/2006/4/e29/
(page number not for citation purposes)

Beaudin et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


An additional concern that appeared in multiple interviews was
that the data should be presented in ways that do not force
evaluation by comparison with norms, baselines, or externally
determined goals or by presentation in a “report card” format.
That said, some professionals indicated a desire to use data to
motivate patients, one even arguing that the “report card” format
was desirable.

We have summarized some of the health professional's key
perceived benefits and limitations about longitudinal tracking
in Textbox 3.

Interviews with Laypeople
At the beginning of the interview, participants were asked what
they currently monitor or track. A man, age 40, who was
working in a technology field, was a serious health tracker,
manually recording multiple variables related to exercise, diet,
and mood, including satisfaction ratings for leisure activities.
Another man, age 40, working in a technology field, was a
committed blogger, recording his intellectual process for work
and maintaining a personal “kids” blog for his family. These
participants were unusual in their existing dedication to tracking.
However, all participants engaged in some type of monitoring
(such as for weight, blood pressure, water drinking). Some kept
journals (n = 9), tracked expenses (n = 2), kept annotated
calendars (n = 7), and compiled lists of movies/books they
watched/read/recommended as a backup for memory (n = 5).
Several owned pedometers (n = 7), but no one was using them
to track and review activity over time, citing reasons of
forgetting and reluctance to exert the effort to record values.

We have summarized and categorized some of the laypeople's
key perceived benefits and concerns about longitudinal tracking
in Textbox 4. Here we describe a few specific reactions from
participants to the data displays. For example, a woman, aged
66, who was working in an administrative position, initially
responded to longitudinal tracking with disdain, asserting that
she “already knew” the information it could provide and that
anything she did not know would be better addressed by working
with a professional. “It is interesting to me that you and the
folks you are working with had the idea that people would like
to have this information.” After being introduced to the years
example, as she expressed her reactions out loud, she gradually
shifted perspective to consider the value of passive monitoring
to establish a baseline and identify change. She did not want
tracking as a tool for reflection and behavior change, but decided
that background monitoring would be beneficial as she gets
older. She did not want to use “it as a tool for understanding
[her] life right now, but [to] monitor and anticipate change as
[she is] aging, as an early warning to go to a doctor .... You've
flossed every day for the last 12 years and in the last month,
you've skipped 5 days, so what's going on?”

A 45-year-old man, who was a working professional, had
re-purposed technologies to do some of his own tracking
investigations. Prompted by a personal disagreement, he had
recently reviewed years-old emails to gain perspective on the
evolution of a relationship. He kept a personal calendar on his
cell phone and noted, in reaction to one of the displays, that he
is more conscious of commitments that are hard for him to keep
(addressing finances) because he has a record of postponed

appointments. He was strongly positive about an example that
provided information about daily rhythms, believing that even
without knowing what to look for, he would still find interesting
patterns. “I think I might discover something…maybe correlate
this with the journal to see how sleep patterns affect your overall
mood or…amount of time you spend with other people affects
your outlook.” He worried though that having to describe his
current mood states might amplify negative feelings (eg, saying
you are sad makes you sadder). He was interested in how
tracking could help him find more personal time. As a father,
he could imagine using the group data to ground family
discussions about issues such as bed time and together time,
but was concerned that, in the end, the data might work to
confirm and entrench opposing opinions. “So everyone will
find the facts to support their interpretation of what's happening
and the more facts you gather, the more it tends to just cement
the positions of the people. That's been my experience.”

A woman, aged 58, who was recently retired, wondered whether
she could use longitudinal tracking to determine the amount of
structure in her day that would give her the most satisfaction.
She was interested in carrying out a variety of investigations,
wanting to understand why she made qualitative judgments
about a movie or a meal and what factors contributed to her
mood. “It's like oh, today was really good—well, why was it
good? Was it because of some really trivial compliment that
you were given early in the morning, or is it because you
accomplished something…. Was it just your blood sugar in the
morning?” She identified eating habits as a behavior she would
like to affect and expressed a desire for tools that would let her
evaluate her personal degree of success with recommended
interventions, such as drinking water to curb hunger.
Additionally, she wanted data about her menopausal symptoms
(eg, mood, memory problems) to persuade her reluctant
physician to prescribe hormone therapy.

Overall, seven participants were reluctant to track, often stating
that they “already know” sufficient information about their
health and activities and preferred solutions (such as reminders)
and expert-mediated care. Nevertheless, they each indicated
that some tracking would be useful, either to establish a baseline
and detect troubling changes or to address very directed
investigations related to exercise or diet. Thirteen participants
responded positively to multiple tracking ideas, particularly
those related to behavior change and time management, but
were somewhat conservative in proposing novel tracking
investigations. Six participants were strongly positive,
expressing comfort with exploring patterns and relationships
in data, examining data on multiple time scales, and initiating
involved or novel tracking investigations. Participants often
qualified positive reactions by saying that the tracking idea
would be just “fun” or interesting, but not necessarily valuable.
They often initially focused on isolated and simple investigations
(eg, frequency of headache pain), but with prompting, generated
ideas about possible contributing contextual factors (eg, amount
of sleep, shoes you are wearing) that when tracked could give
them opportunities to problem solve. When participants strongly
connected with a tracking idea, they often cited significant life
events (eg, the 58-year-old's recent retirement and experience
with cancer) as giving them a deeper appreciation for the
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contextual factors related to general wellness. As the interview
progressed, participants frequently identified behaviors or
variables that were difficult to self-monitor (habits, behaviors
done in combination with others, accumulation of subtle

changes, personality variables, too familiar routines or factors)
and were therefore ideal candidates for technology-assisted
tracking.

Textbox 4. Longitudinal tracking benefits and concerns perceived by laypeople, summarized from interview transcripts

Layperson Perceived Benefits

Tracking may be useful for…

Supporting behavior change: Motivating/enabling change (n = 7); understanding cause and effect (n = 5); reinforcement, forcing to face issue (n
= 5); evaluating success of intervention (n = 4); time management (n = 4); inspiring problem solving (n = 3); achieving “optimal state” or “peak
condition” (n = 3); permitting trade-offs (since I've been good all week, it's okay to cheat) (n = 2); giving a sense of accomplishment (n = 2); iden-
tification of need for replacement activity (I was more active when I had kids, I had a more regular routine when I lived by the beach) (n = 1);
measuring progress (n = 1)

Making patterns more evident: Understanding habits, traits, behaviors (n = 6); identifying factors that affect you positively or negatively (n = 5);
identifying sources of distraction (n = 3); rethinking major life patterns (n = 4); identifying valuable improvisations (n = 1); understanding consequences
of life-work balance (n = 2)

Monitoring health: Providing material for conversation with doctors or family (n = 11); determining seriousness of problem (n = 4); identifying
troubling changes (n = 4); in place or available for later problems (n = 3); establishing a baseline for later comparison (n = 2); understanding nature
of change (gradual versus sudden, onset) (n = 2); early detection, chance to cure, make plans for compensation (n = 1)

Challenging or validating beliefs: Getting perspective (n = 6); giving a sense of control (n = 5); promoting a positive self-image (n = 5); validation
of subjective feelings (n = 1); peace of mind (monitoring parents) (n = 1)

Providing a record of events: Jogging/strengthening memory (n = 6); backup for memory (n = 6)

Providing entertainment/Supporting social interaction: Feeding curiosity, fun, interesting (n = 8); serving other or dual goals (reminders, com-
munication) (n = 4); addressing physical appearance (n = 1)

Layperson Perceived Limitations

I wouldn't want to track (a variable or in general) because tracking would…

Not apply to me: (eg, smoking, alcohol drinking, pets) (n = 26)

Not provide new information: (ie, “I already know this”) (n = 22)

Not provide valuable information: Something/someone already takes care of that (n = 6); unimportant or irrelevant (n = 5); just want a solution,
not more information (n = 3); no change needed—functioning okay even though impaired (n = 2)

Provide too much information (information overload): Too focused on minute details, missing the big picture (n = 8)

Threaten self-image: Lead to denial/feeling threatened (n = 9); would feel criticized (n = 5); don't want to think about (eg, hate exercising, don't
want to spend time thinking about exercising) (n = 2); lead to uncomfortable sense of competition (n = 1)

Not provide actionable information: Concerned about becoming discouraged or depressed (n = 7); frustration if don't know what to do or can't
do anything (n = 7)

Lead to social conflict: Forcing involvement between family members (n = 5); fueling conflict and entrenched opinions (n = 3); other household
members would not want to participate (n = 3)

Promote obsessive or unhealthy reactions: Living in the past (n = 3); will make too self-focused (n = 3); becoming obsessed (n = 3); becoming
dependant and not thinking for self (n = 1); may use as an excuse not to change behavior (n = 1); will ignore after a while (n = 1); will amplify
negative feelings (n = 1)

Force too much structure: Approaching life too analytically (n = 6); negative feelings about technology aspect (n = 3); reducing things of personal
importance to a number (n = 1)

Not be suitable for particular activity or behavior: Very little or no change so tracking not needed (n = 2); behavior too erratic to be recognizable
pattern (n = 2); activity is so routine, no need to track (n = 1); aspect of health is already bad (eg, night vision) (n = 1)

Be too complicated, error-prone, or disruptive: Need expert to interpret data (n = 8); data won't be accurate (because, eg, being observed, combined
activity of family, algorithm may be biased) (n = 5); too much effort or time required (n = 6); privacy concerns (n = 2); data collection will be dis-
ruptive (n= 1)

Sorting Exercises with Laypeople
Participants frequently expressed surprise at how many
constructs they selected to track. On average, participants
indicated that they wanted to track more than a third of the

constructs, answering “Yes, I want to track” for an average of
28.6 constructs out of 60 during the general sort.

The constructs selected most frequently for both exercises are
listed in Table 1 (see Multimedia Appendix 4 for the complete
table). While more traditional clinical metrics (blood pressure,
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heart rate, blood sugar, hormone levels) are represented, there
are also many constructs related to the quality of activity
(multitasking, variation from routine), mental states (short-term

memory, ability to concentrate, laughing), and behaviors
(snacking, idle time, bed time).

Table 1. Constructs selected by at least 60% of the layperson participants in the general and investigation sorting exercises

Most Frequently Selected Constructs

Investigation Sort (n = 20)General Sort (n = 21)

PercentageConstructPercentageConstruct

80Time at which you go to sleep81Correspondence with friends and family

75Ability to concentrate76Heart rate

75Idle time76Muscle tone

70Hormone levels/cycles71Short term memory

65Heart rate71Pitch perception (hearing)

60Commitments71Time at which you go to sleep

60Variation from routine71Use of space

67Ability to concentrate

67Hormone levels/cycles

67Laughing

67Multitasking

67Snacking

62Blood pressure

62Blood sugar (glucose)

62Commitments

62Posture

62Variation from routine

While sorting, participants sometimes expressed personal
reasons for selecting a construct. For example, one participant
selected alcohol drinking not out of concern for excess, but
because he was interested in keeping a record of his wine
preferences. Another participant, in selecting alcohol drinking
mentioned the recent purported health benefits of a glass of red
wine per day, perhaps thinking of tracking as a method of
recasting a pleasurable activity (drinking wine) as a
health-directed activity. A third participant chose alcohol
drinking expressing concern that her husband was drinking too
much, perhaps looking to make him more aware of his own
patterns if they tracked consumption as a couple.

The second sorting exercise, the “investigation sort,” offered
participants an opportunity to confirm or modify their tracking
selections according to a more concrete tracking investigation.
Physical activity and stress were the most frequently selected
investigations. On average, participants answered “Yes, I want
to track” on 20.8 constructs out of 60. Although participants
chose fewer constructs on average for an investigation, 18 out
of 20 participants added constructs that they had previously
categorized as “No, I don't want to track” on the general sorting
exercise. On average, participants reassigned 5 constructs from
“No” to “Yes” when asked to think about investigating a
particular area of their lives. Examples of these constructs
include idle time, awareness of time, ability to concentrate, and
impulsiveness.

We now describe an example of how re-sorting using the
investigation sort exercise inspired a participant to express a
desire to track a variable that she would ordinarily avoid.

A semi-retired woman, aged 59, who was working as a part-time
chef, first sorted the constructs according to whether she would
like to track them over time. She put idle time in the “no”
category, explaining that she has a tendency to think that she
has to “stay busy” and would feel uncomfortable examining
times when she is not. After completing the general sort, she
was asked to select an aspect of her life that she wanted to learn
more about or change. She chose stress and sorted again. There
were a few constructs that she selected in the general sort, such
as use of space, that didn't seem to apply for this focused
investigation, so she put them in the “no” category. However,
there were several that she had previously rejected, including
clothing choices, night vision, trips to the grocery, and idle time,
that she chose for this re-sort. She was surprised that the more
focused inquiry altered her choices. She explained why she
changed her mind about tracking idle time: “[When] I'm in a
down mood, idle time really is disturbing to me.” She went on
to explain that her reaction to idle time was therefore a useful
indicator of degree of stress.
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Discussion

Here we summarize some of our impressions, which we believe
would be helpful for designers of health tracking systems. We
qualify this discussion with the caveat that cultural differences
and differences in medical care between countries could lead
to different results in non-US populations using the same data
displays.

Our participants envisioned conducting customized, short-term
health investigations. People in middle life are often trying to
address complex personal health issues, such as regular fitness
routines and complex diets; sometimes these goals seem to
dominate their lives. They are often dealing with radical changes
to their lifestyle, such as divorce and retirement. Most
participants wanted to be able to conduct short investigations,
either to address a desired behavior change or to identify factors
influencing their health and behavior. Typically these
investigations would not start from scratch. The person has a
theory about a factor that may be influencing how she or he
feels and would appreciate tools that help isolate the other
factors that influence the condition. Daily rhythms (including
variation from routine, sleep/wake cycles, and time spent
inside/outside), habitual behaviors (eating, posture), and physical
health and activity were of consistent interest. Many people
were also interested in mood and social interaction.

Participants frequently expressed an interest in monitoring
patterns that would probably not be considered “health”-related
by medical professionals. For example, some expressed a desire
to be able to examine personal living patterns and variables
such as time management, life-work balance, and social
relationships, all variables that change as a result of life stage
and other factors. These may be related to health indirectly, but
they were typically not mentioned by the first set of health
professionals as factors that should be tracked.

In direct contrast with concerns expressed by professionals,
most laypeople wanted data about their health and behavior
even if it invited negative self-evaluation (eg, declines in
short-term memory, excessive time spent watching TV). They
felt this information would motivate them to change a
problematic behavior or help them determine how to get
preventive care and compensate for health and performance
changes. Another concern expressed by health professionals
was evaluation against norms. Most laypeople interviewed were
prepared to evaluate data according to their own expectations
and goals and without a need for norms or expert evaluation
(with some exceptions, such as skin changes).

Concerns about intrusiveness primarily occurred when
examining the communication of data between family members.
Participants were reluctant to “force involvement” by sharing
data about their own activities and health with family members.
Two parents with young children and adolescents suggested
that there were some data they did not need themselves but that
their children would benefit from (eg, time spent on morning
routines). Participants suggested that family members may not
be willing to share in the tracking investigations or might use
data to fuel conflict. It was also evident, however, that
participants were interested in leveraging social relationships

to address health issues. Privacy issues also emerged when
participants considered monitoring their behavior at work.

Constructs that had a duration component (eg, time spent
cooking) were considered stressful or overly structured by many
people. Data on short time scales were often seen as redundant
to memory or provoked feelings of self-consciousness. Some
participants found the concept of tracking over years difficult
to grasp and struggled to identify variables they would want to
track; others expressed that the long time scales might help them
gain perspective on lifestyle and re-assess life goals.

Some participants felt that data collection or intervention tools
that explicitly interrupt the user may be perceived as reinforcing
negative states (eg, having to say you are sad may make you
sadder). An exception to this was a tool that might help the user
identify and get perspective on rising anger.

Finally, there was a tendency to focus on reprimand—data that
tells them what they are doing wrong (eg, “how much time I'm
wasting,” “how I'm not calling my family enough”) rather than
on how data can help them solve a problem or reinforce positive
self-evaluation (eg, “I am spending enough time calling my
family”). This may reflect a bias ingrained by our medical
system. Tests or professional medical advice are most often
either ignorable if the news is positive (eg, no cancer detected)
or they indicate bad news about a condition or a behavior. Put
simply, no news is generally good news. A ubiquitous
computing system that may collect and provide data to
proactively help improve physical, social, and mental well-being
is a concept that most people have not yet considered.

Effectiveness of Methodology
We developed the mock data display interview material as a
response to the challenges of eliciting rich and personal
responses to concepts for health monitoring technologies using
traditional talk interview techniques. They were developed as
a way to help participants respond as though they had
experienced the technologies without being focused on the rough
implementation details of currently available research
prototypes. Because participants were offered concepts to react
to and expand upon, rather than being asked to respond from a
“blank slate,” assumptions held by the researchers about the
range and affordances of health monitoring data were
undoubtedly conveyed and therefore impacted participant
response. Overall, however, we found the use of the data
displays to be helpful for eliciting a variety of health tracking
concerns as well as ideas for potential applications of
longitudinal health data from both practitioners and laypeople.
We did encounter a few challenges. First, drawing out personal
responses sometimes took some effort. Many participants
initially stated reactions in terms of how it could be useful to
people in general rather than to them personally and required
prompting to focus on their own needs. Second, sometimes
participants stated that a factor applied to them but subsequently
expressed indifference about tracking and reflecting upon it. It
was easy for participants to respond “Oh yes, I email” or “I
don't watch much TV” rather than indicating whether they
wanted to track the variable.
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Participants frequently said that they were well aware of their
behavioral, emotional, and performance patterns. We suspect
that they may be overestimating their self-awareness given that
retrospective recall tasks for common events is typically very
poor [26]. A useful line of research would be to determine how
accurately people can retrospectively recall and evaluate some
of the factors they believe they are familiar with. For those
where perception and reality are different, an interesting question
is whether people should be made aware of the discrepancy.

As a group, our participants generated an impressive list of ideas
for directed investigations (eg, “What is the level of tension in
the house?”, “How close am I to needing to consider back
surgery?”). It was therefore notable when participants struggled
with a display, sometimes focusing on isolated variables, rather
than variable relationships, or overlooking examples of
antecedent conditions or contextual factors associated with
behaviors (eg, actions and events leading up to skipping
exercise). With prompting, they often saw the value in widening
a health or behavior-change investigation to consider many
more variables in addition to the obvious ones. Their difficulty
generalizing from the displays to their own situations may be
attributable to limitations in the mock data displays; however,
further research is warranted to discover ways to best uncover
people's mental models and curiosities about their own behavior
that could motivate the design of novel ubiquitous health care
applications.

Recommendations
Ubiquitous computing technology may offer impressive new
capabilities for home monitoring to support traditional clinical
diagnosis and health assessment. However, due to concerns
about cost, privacy invasion, and how end users would react to
such monitoring, our interviews suggest that a fruitful direction
for researchers interested in home health monitoring to pursue

may be to develop technologies that allow for personalized
home tracking investigations. Our interviews clearly show that
while there is great variability in what factors about their life
people would want to track, most people in our interviews did
have concepts they would longitudinally track and self-monitor
given appropriate technology. Our interviews also suggest that
what people wish to track will change over time, based upon
their age, life circumstances, interactions with friends and
family, health status, and general curiosity. Based upon these
interviews, we recommend that ubiquitous “monitoring” systems
may be more readily adopted by end users if they are developed
as tools for personalized, longitudinal self-investigation that
primarily help end users, instead of or in addition to medical
professionals, learn about the conditions and variables that
impact their social, cognitive, and physical health.

We advocate research on ubiquitous computing longitudinal
health monitoring systems that do the following: (1) collect
information with as little interaction required from the end user
as possible; (2) find appropriate times and places for users to
reflect, review, and initiate investigations; (3) help people
conduct short-term investigations about issues they are curious
about, sometimes “channeling” fun or interesting tracking into
deeper, long-term health investigation; (4) build upon the health
investigations that people are already engaged in, supporting
people as they try diets, train for events, or participate in exercise
programs; (5) support nonhealth areas of interest, such as
tracking spending, time management, home design,
communication with friends and family, and memory support,
in order to facilitate collection of health-related data; (6) help
people explore relationships between variables that at first they
might not consider (eg, mood and TV watching) and appreciate
unexpected variability; and (7) help people focus on
accomplishments and positive behaviors.
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Abstract

Background: Many clinicians and researchers are interested in patients of a specific age (childhood, geriatrics, and so on).
Searching for age-specific publications in large bibliographic databases such as Medline is problematic because of inconsistencies
in indexing, overlapping age categories, and the spread of the relevant literature over many journals. To our knowledge, no
empirically tested age-specific search strategies exist for Medline.

Objective: We sought to determine the retrieval characteristics of age-specific terms in Medline for identifying studies relevant
for five clinical specialties: adult medicine, geriatric medicine, pediatric medicine, neonatal medicine, and obstetrics.

Methods: We compared age-specific search terms and phrases for the retrieval of citations in Medline with a manual hand
search of the literature for 161 core health care journals. Six experienced research assistants who were trained and intensively
calibrated read all issues of 161 journals for the publishing year 2000. In addition to classifying all articles for purpose and quality,
study participants' ages were also recorded. Outcome measures were sensitivity, specificity, precision, and accuracy of single
and combination search terms.

Results: When maximizing sensitivity, the best sensitivity and specificity achieved with combination terms were 98% and
81.2%, respectively, for pediatric medicine, 96.4% and 55.9% for geriatric medicine, 95.3% and 83.6% for neonatal medicine,
94.9% and 64.5% for adult medicine, and 82% and 97.1% for obstetrics. When specificity was maximized, all disciplines had an
expected decrease in sensitivity and an increase in precision. Highest values for optimizing best sensitivity and specificity were
achieved in neonatal medicine, 92.5% and 92.6%, respectively.

Conclusion: Selected single terms and combinations of MeSH terms and textwords can reliably retrieve age-specific studies
cited in Medline.

(J Med Internet Res 2006;8(4):e25)   doi:10.2196/jmir.8.4.e25
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Introduction

Clinicians and researchers seeking research reports for specific
age categories, including generalists and those who are engaged
in clinical specialties such as adult medicine, geriatric medicine,
pediatric medicine, neonatal medicine, or obstetrics, need to
target their literature searches so that the information they

retrieve is relevant to their patient population. Difficulty in
finding pertinent evidence contributes to the challenges health
professionals have in keeping up-to-date and practising
evidence-based medicine [1-7].

Finding age-specific evidence in Medline is a difficult task for
several key reasons. In large bibliographic databases such as
Medline, optimal search retrieval for individual topics is
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hampered by the overwhelming amount of available information
that is not pertinent to the question. When users search in
Medline they have the potential to retrieve articles from any of
the approximately 4800 journals that are currently indexed in
the database. The size of this general purpose biomedical
database coupled with imperfections in indexing [1-3] lead to
a high risk of missing articles that are relevant to the topic of
the search while at the same time retrieving many articles that
are off target. Effective ways to refine the search may be helpful
for those wanting to keep up-to-date and for those looking for
an answer to a specific patient care question.

Searching in Medline for a specific patient population by
selecting "age-specific" journals will not help because studies
relevant to any age group are scattered through a wide range of
journals, including general journals that cater to no particular
age group. Moreover, in Medline, the indexing practices used
to identify the ages of those involved in a study are so liberal
that they create a very imprecise representation of the age
categories of the participants within the study. Medline indexers
apply all relevant age-specific index terms to an article
regardless of how many participants fall within that category.
Thus, if just one patient or participant in the study falls into a
particular age category, that age-specific medical subject
heading (MeSH) term will be applied. For example, if a
researcher was interested in intercultural communication in
family medicine around issues of newborn care, the study by
Harmsen and colleagues [8] might be retrieved using the
following index terms: infant, newborn; ethnic groups;
communication; and family practice. However, looking at the
patient population studied, only 0.9% of the participants were
children under the age of 12 years—likely very few of these
were newborns. The study included participants from many age
categories, resulting in eight age-specific index terms being
assigned to this article (infant, newborn; infant; child, preschool;
child; adolescent; adult; middle aged; and aged). For searchers
who are interested in communication around newborn issues,
this article is likely not useful even though the indexing indicates
that it is potentially relevant. These age-classification problems
are compounded by the less than optimal search strategies used
by clinicians, including their lack of knowledge about how to
narrow searches without missing relevant information, and their
uncertainty about when to stop searching [9,10].

To assist clinicians searching for studies on age-specific patient
populations, we have developed and tested Medline search
strategies for detecting studies for specific age categories as
well as tested age-specific search terms pertinent to five
age-related clinical specialties. In this paper, we report on the
evaluation of the retrieval performance of age-specific search
strategies in Medline compared with a manual review (the "gold

standard" search) of each article in every issue of 161 journals
in the year 2000.

Search strategies are useful tools when searching in large
electronic databases. We previously developed search strategies
for use in Medline to detect clinically relevant scientifically
sound articles in the areas of causation, prognosis, treatment,
and diagnosis [11-15]. After publishing our initial work on
search strategy development [15], we were approached by
neonatologists and gerontologists to develop age-specific search
strategies because they expressed frustration with the
inefficiency of the current system for finding content specific
to their patient population. Using only the age-related MeSH
terms when searching can be time-consuming because retrievals
can be very large and imprecise. To our knowledge, no
empirically developed age-specific search strategies have been
previously reported for Medline.

Methods

The study compared the retrieval performance of age-specific
search terms and phrases in Medline (accessed using Ovid) with
a manual review of each article in every issue of 161 journal
titles for the year 2000. The 161 journals were chosen over
several years in an iterative process based on a hand search
review of over 400 journals. The journals were recommended
by clinicians, librarians, editors, and publishers and were chosen
based on Science Citation Index impact factors and ongoing
assessment of their yield of studies and reviews of scientific
merit and clinical relevance [16] in the production of 4
evidence-based medicine secondary journals (ACP Journal
Club, Evidence-Based Medicine, Evidence-Based Nursing, and
Evidence-Based Mental Health). The 161 journals include
content for the disciplines of internal medicine (eg, Annals of
Internal Medicine), general medical practice (eg, BMJ, JAMA,
and Lancet), mental health (eg, Archives of General Psychiatry,
British Journal of Psychiatry), and general nursing practice (eg,
Nursing Research).

Six research assistants hand searched the 161 journals for the
year 2000 and collected data on age of the study participants
according to our hand search categories defined in Table 1. This
data collection was part of a larger study in which the research
assistants applied methodological criteria to each article in each
issue to determine if the article was methodologically sound for
seven purpose categories (eg, treatment and diagnosis). All
purpose category definitions and corresponding methodological
rigor have been outlined in previous papers [4,17]. Research
staff were rigorously calibrated for applying all these criteria,
including the age classification of study participants, and
interrater agreement for application of all criteria exceeded 80%
beyond chance κ = 0.81; 95% CI = 0.79-0.84) [4].
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Table 1. Comparison of hand searching and Medline MeSH classification of age categories

MeSH DefinitionMedline MeSH Term CategoryOur DefinitionHand Search Category

--FetusFetus

Birth to 1 monthInfant, newbornBirth to 1 monthNewborn

1 to 23 monthsInfant> 1 month to < 24 monthsInfant

2 to 5 yearsChild, preschool2 years to < 6 yearsPreschool

6 to 12 yearsChild6 years to < 13 yearsChild

13 to 18 yearsAdolescent13 years to < 19 yearsAdolescent

19 to 44 yearsAdult19 years to < 45 yearsAdult

45 to 64 yearsMiddle aged45 years to < 65 yearsMiddle age

65 to 79 yearsAged65 years to < 80 yearsAged

80 years and overAged, 80 and over≥ 80 yearsAged 80

--NondiscernibleND

MeSH terms and textwords related to age (eg, infant, child,
adult) were downloaded from Medline and were treated as
"diagnostic tests" for detecting studies with an age-specific
population as determined by a hand search of the literature from
161 journals (the gold standard). The hand search data were
obtained by reading each issue completely. The downloaded
Medline data from the 161 journals included the retrieval sets
for each of the individual terms. After these two data sources
were obtained (ie, the Medline downloads and the hand search
review), a database was created that included the matched
merged content from these two sources. These Ovid retrieval
sets were then manipulated by our own set of programs to
calculate our outcome measures—the operating characteristics
of each age-specific searching term (eg, sensitivities,
specificities, and precision) for individual terms and for
combinations of terms. When we merged the two data sets
(Medline and hand search), we determined the match. If Medline
included an item that was not indexed, we went back to the
journal and scored it. If we had scored an item that was not in
Medline, we removed it from the merged database. Therefore,
the final merged database included only items that had hand
search scores and Medline indexing. This merged database was
used to develop the age-specific search strategies [17].

Borrowing from the concepts of diagnostic test evaluation and
library science, we determined the sensitivity, specificity,
precision, and accuracy of single- and multiple-term Medline
searches. We considered these operating characteristics as the
indicators of search term performance. Sensitivity for a given
age-specific topic is defined as the proportion of relevant articles
(ie, articles with the desired age-specific content) that are
retrieved; specificity is the proportion of nonrelevant articles
(ie, articles that are outside the desired age-specific content) not
retrieved; precision is the proportion of retrieved articles that
are relevant (a library science term that is equivalent to "positive
predictive value" in diagnostic test evaluation); and accuracy
is the proportion of all articles that are correctly classified (ie,
overall proportion of relevant articles retrieved and nonrelevant
articles not retrieved). Our hand search of the 161 journals
indexed in Medline led to the classification of all articles in
these journals for age-related content. Search terms were then
tested to determine their performance in retrieving age-relevant
articles while eliminating those that were nonrelevant. An
automated process (which we developed and implemented using
a computer program) was used to calculate the operating
characteristics (performance) for each single and combination
term in Medline. Formulae for calculating the operating
characteristics (ie, sensitivity, specificity, precision, and
accuracy) of searches are shown in Table 2.

Table 2. Formulae for calculating the sensitivity, specificity, precision, and accuracy of searches for detecting age-specific articles*

Hand Search

Does Not Meet CriteriaMeets CriteriaDetection of Search Terms

baDetected

dcNot detected

b+da+c

*Sensitivity = a/(a + c); precision = a/(a + b); specificity = d/(b + d); accuracy = (a + d)/(a +b + c + d). All articles classified during the manual review
of the literature, n = (a + b + c + d).

Individual search terms with sensitivity > 25% and specificity
> 75% for a given age category were incorporated into the
development of search strategies that included two or more
terms. All combinations of terms used the Boolean "OR." For

the development of multiple-term search strategies to either
optimize sensitivity or specificity, we tested all two-term search
strategies with sensitivity of at least 75% and specificity at least
50%.
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To construct a comprehensive set of search terms, a list of MeSH
terms and textwords was initially generated, and input was
sought from clinicians and librarians in the United States and
Canada through interviews with known searchers, requests at
meetings and conferences, and requests to the National Library
of Medicine. These experts were asked which terms or phrases
they used when searching for age-specific studies, as well when
searching for studies in specific purpose categories. Search
terms could be MeSH terms, including publication types and
subheadings, or textwords specific to age in titles and abstracts
of articles. Various truncations were also applied to the
textwords, phrases, and MeSH terms. We compiled a list of 543
age-specific terms (Multimedia Appendix). All terms were
tested in Medline using the Ovid Technologies searching system.

Age categories for the hand search were modeled from the
MeSH terms used to index age content. A comparison of hand
search categories and MeSH term definitions is shown in Table
1. The major difference between the hand search age categories
and the MeSH terms is in how they were applied. During the
hand search, we classified the age of study participants in
primary studies or review articles in the following way: select
one age category, if possible, or up to three to represent where
≥ 50% of participants fell. This procedure is intended to more
accurately represent the focus of age-category research of
clinical relevance than the comprehensive indexing of all
participants' ages provided by the Medline index terms (which
may be more pertinent for nonclinical purposes).

We defined five age-specific specialty areas by collapsing our
hand search age categories (see Table 1) and through discussions
with clinicians from each specialty area about which definition
most appropriately reflected the age of their patients in clinical
practice: geriatric medicine (≥ 65 years of age), adult medicine

(19 to < 65 years of age), pediatric medicine (> 1 month to <
19 years of age), neonatal medicine (birth to 1 month), and
obstetrics (fetus).

Results

Tables 3 to 7 show the operating characteristics of
top-performing combinations of terms with best sensitivity, best
specificity, and best optimization of sensitivity and specificity
while minimizing the difference between the two, for detecting
studies on geriatric medicine, adult medicine, pediatric medicine,
neonatal medicine, and obstetrics in Medline in 2000. Search
strategies are reported using Ovid's search engine syntax for
Medline (mp = multiple posting—term appears in title, abstract,
or subject heading; sh = subject heading [MeSH term]; tw =
textword—word or phrase appears in title or abstract; : =
truncation; pt = publication type; exp = explode—a search term
that automatically includes closely related MeSH terms; tu =
therapeutic use as a subheading; xs = exploded subheading).

Geriatric Medicine
The single term "exp adult" yielded the best sensitivity (96.4%)
with a specificity of 55.9% for retrieving articles about geriatric
medicine. However, by using the next best sensitivity
combination, "aged.sh. OR age:.tw.", a small sacrifice in
sensitivity (1% absolute decrease) resulted in a much better
specificity compared with the most sensitive term (absolute
increase 14.4%) and improved precision (absolute increase
5.2%) and accuracy (absolute increase 13.3%). As expected,
precision improved slightly when specificity was maximized
(absolute increase 8.6%). The term that yielded the best
optimization of sensitivity and specificity, "aged.sh.", resulted
in 93.6% sensitivity and 82.7% specificity.
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Table 3. Combination of terms with the best sensitivity, best specificity, and best optimization of sensitivity and specificity for detecting studies about
geriatric medicine (≥ 65 years) in Medline in 2000

Operating Characteristics†Search Strategy*

Accuracy, % (95% CI)
(n = 49028)

Precision, %‡ (95% CI)Specificity, % (95% CI)
(n = 45719)

Sensitivity, % (95% CI)
(n = 3309)

58.7

(58.2-59.1)

13.7

(13.2-14.1)

55.9

(55.5-56.4)

96.4

(95.8-97.1)

Best sensitivity

(exp adult)

72.0

(71.6-72.3)

18.9

(18.2-19.4)

70.3

(69.8-70.7)

95.4

(94.7-96.1)

Next best sensitivity

(aged.sh. OR age:.tw.)

82.6

(82.3-83.0)

22.3

(21.5-23.1)

84.0

(83.7-84.4)

63.3

(61.7-65.0)

Best specificity

(aged, 80 and over.sh. OR of
age.tw.)

83.5

(83.1-83.8)

28.2

(27.3-29.0)

82.7

(82.4-83.1)

93.6

(92.8-94.5)

Next best specificity

(aged.sh.)

83.5

(83.1-83.8)

28.2

(27.3-29.0)

82.7

(82.4-83.1)

93.6

(92.8-94.5)

Best optimization of sensitivity
and specificity

(aged.sh.)

*Search strategies are reported using Ovid's search engine syntax for Medline (if a single search term is shown, this term outperformed two- and
three-term combinations). Best sensitivity while keeping specificity ≥ 50%; Best specificity while keeping sensitivity ≥ 50%; Best Optimization of
Sensitivity and Specificity is based on lowest possible absolute difference between sensitivity and specificity; exp = explode, a search term that
automatically includes closely related indexing terms; sh = subject heading; : = truncation; tw = textword (word or phrase appears in title or abstract).
†Total database has 49028 articles, of which 3309 articles are relevant to geriatric medicine and 45719 are irrelevant to geriatric medicine.
‡n varies by row.

Adult Medicine
The three-term strategy "adult.mp. OR middle aged.sh. OR
age:.tw." yielded the best sensitivity (94.9%) and had a
specificity of 64.5% for retrieving articles about adult medicine.
When specificity was maximized (85.2%) with the single term

"middle aged.sh.", sensitivity lowered to 72.3%, but precision
improved to 62.1% (absolute increase 14.8%) and accuracy
improved as well (absolute increase 9.8%). The best
optimization of sensitivity and specificity occurred with the
combined terms "middle aged.sh. OR of age.tw.", with values
approaching 79%.

Table 4. Combination of terms with the best sensitivity, best specificity, and best optimization of sensitivity and specificity for detecting studies about
adult medicine (19 to < 65 years) in Medline in 2000

Operating Characteristics †Search Strategy*

Accuracy, % (95% CI)
(n = 49028)

Precision, %‡ (95% CI)Specificity, % (95% CI) (n
= 39721)

Sensitivity, % (95% CI) (n
= 12307)

72.1

(71.7-72.5)

47.3

(46.6-47.8)

64.5

(64.4-64.9)

94.9

(94.5-95.3)

Best sensitivity

(adult.mp. OR middle aged.sh. OR
age:.tw.)

81.9

(81.6-82.3)

80.0

(79.5-80.3)

62.1

(61.3-62.8)

57.6

(56.8-58.4)

85.2

(84.8-85.5)

81.4

(81.0-81.8)

72.3

(71.5-73.1)

75.3

(74.6-76.1)

Best specificity

(middle aged.sh.)

Next best specificity

(adult.sh.)

78.1

(77.7-78.5)

54.4

(53.7-55.1)

77.9

(77.4-78.3)

78.7

(78.0-79.4)

Best optimization of sensitivity
and specificity

(middle aged.sh. OR of age.tw.)

*Search strategies are reported using Ovid's search engine syntax for Medline (if a single search term is shown, this term outperformed two- and
three-term combinations). Best sensitivity while keeping specificity ≥ 50%; Best specificity while keeping sensitivity ≥ 50%; Best Optimization of
Sensitivity and Specificity is based on lowest possible absolute difference between sensitivity and specificity; mp = multiple posting—term appears in
title, abstract, or subject heading; sh = subject heading; : = truncation; tw = textword (word or phrase appears in title or abstract).
†Total database has 49028 articles, of which 12307 articles are relevant to adult medicine and 39721 are irrelevant to adult medicine.
‡n varies by row.
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Pediatric Medicine
The three-term strategy "child:.mp. OR adolescent.mp. OR
infan:.mp." yielded the best sensitivity of 98.0% with a
specificity of 81.2% for retrieving articles about pediatric
medicine. When specificity was maximized (97.1%) with the

single term "children.tw.", a striking trade-off in sensitivity
occurred as it was lowered to 58.2% (absolute decrease 39.8%).
Yet, as expected, precision improved (absolute increase 30.9%).
The three-term strategy "adolescent.tw. OR children.tw. OR
child, preschool.sh." yielded the best optimization of sensitivity
and specificity (89.3% and 87.3%, respectively).

Table 5. Combination of terms with the best sensitivity, best specificity, and best optimization of sensitivity and specificity for detecting studies about
pediatric medicine (> 1 month to < 19 years) in Medline in 2000

Operating Characteristics†Search Strategy*

Accuracy, % (95% CI)
(n = 49028)

Precision, %‡ (95% CI)Specificity, % (95% CI)
(n = 46183)

Sensitivity, % (95% CI)
(n = 2845)

82.4

(82.1-82.8)

24.6

(23.8-25.4)

81.2

(81.1-81.4)

98.0

(97.4-98.5)

Best sensitivity

(child:.mp. OR adolescent.mp.
OR infan:.mp.)

94.9

(94.7-95.1)

55.5

(53.7-57.2)

97.1

(97.0-97.3)

58.2

(56.4-60.0)

Best specificity

(children.tw.)

87.4

(87.1-87.7)

30.3

(29.3-31.3)

87.3

(87.0-87.6)

89.3

(88.1-90.4)

Best optimization of sensitivity
and specificity

(adolescent.tw. OR children.tw.
OR child, preschool.sh.)

*Search strategies are reported using Ovid's search engine syntax for Medline (if a single search term is shown, this term outperformed two- and
three-term combinations). Best sensitivity while keeping specificity ≥ 50%; Best specificity while keeping sensitivity ≥ 50%; Best Optimization of
Sensitivity and Specificity is based on lowest possible absolute difference between sensitivity and specificity; mp = multiple posting—term appears in
title, abstract, or subject heading; : = truncation; tw = textword (word or phrase appears in title or abstract); sh = subject heading.
†Total database has 49028 articles, of which 2845 articles are relevant to pediatric medicine and 46183 are irrelevant to pediatric medicine.
‡n varies by row.

Neonatal Medicine
Best sensitivity (95.3%) was achieved by the three-term strategy
"infan:.mp. OR child:.mp. OR gestation:.tw.", with a specificity
of 83.6% for retrieving articles about neonatal medicine. An
expected trade-off occurred in sensitivity (absolute decrease

41.7%) with the most specific term, "infants.tw." (98.7%).
However, precision increased to 38.2% (absolute increase
30.8%) and accuracy reached 98.2%. The three-term strategy
"infan:.mp. OR gestation:.tw. OR neonatal.tw." yielded the best
optimization of sensitivity and specificity, reaching values of
93% (which were the highest among all five specialties).
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Table 6. Combination of terms with the best sensitivity, best specificity, and best optimization of sensitivity and specificity for detecting studies about
neonatal medicine (birth to 1 month) in Medline in 2000

Operating Characteristics†Search Strategy*

Accuracy, % (95% CI)
(n = 49028)

Precision, %‡ (95% CI)Specificity, % (95% CI)
(n = 48365)

Sensitivity, % (95% CI)
(n = 663)

83.8

(83.4-84.1)

7.4

(6.8-7.9)

83.6

(83.3-83.9)

95.3

(93.7-96.9)

Best sensitivity

(infan:.mp. OR child:.mp. OR
gestation:.tw.)

98.2

(98.0-98.3)

97.8

(97.6-97.9)

38.2

(34.9-41.0)

33.7

(31.0-36.0)

98.7

(98.6-98.8)

98.2

(98.0-98.3)

53.6

(52.6-60.2)

67.7

(64.0-71.1)

Best specificity

(infants.tw.)

Next best specificity

(infants.tw. OR neonatal.tw.)

92.6

(92.4-92.8)

14.7

(13.6-15.7)

92.6

(92.4-92.8)

92.5

(90.5-94.5)

Best optimization of sensitivity
and specificity

(infan:.mp. OR gestation:.tw. OR
neonatal.tw.)

*Search strategies are reported using Ovid's search engine syntax for Medline (if a single search term is shown, this term outperformed two- and
three-term combinations). Best sensitivity while keeping specificity ≥ 50%; Best specificity while keeping sensitivity ≥ 50%; Best Optimization of
Sensitivity and Specificity is based on lowest possible absolute difference between sensitivity and specificity; mp = multiple posting—term appears in
title, abstract, or subject heading; : = truncation; tw = textword (word or phrase appears in title or abstract).
†Total database has 49028 articles, of which 663 articles are relevant to neonatal medicine and 48365 are irrelevant to neonatal medicine.
‡n varies by row.

Obstetrics
The combination of terms "gestation:.tw. OR fetal.tw. OR
pregnancy.tw." produced the best sensitivity of 82.0%, with a
very high specificity of 97.1% for retrieving articles about

obstetrics. The maximization of specificity (reaching almost
99%) with the single term "gestation:.tw." yielded a 1.8%
increase in specificity but with a marked trade-off in sensitivity,
which decreased to 52.0% (absolute decrease 30%).

Table 7. Combination of terms with the best sensitivity, best specificity, and best optimization of sensitivity and specificity for detecting studies about
obstetrics (fetus) in Medline in 2000

Operating Characteristics†Search Strategy*

Accuracy, % (95% CI)
(n = 49028)

Precision, %‡ (95% CI)Specificity, % (95% CI)
(n = 48512)

Sensitivity, % (95% CI)
(n = 516)

97.0

(96.9-97.1)

23.4

(21.4-25.3)

97.1

(97.0-97.3)

82.0

(78.7-85.3)

Best sensitivity

(gestation:.tw. OR fetal.tw. OR
pregnancy.tw.)

98.4

(98.3-98.5)

33.6

(30.2-36.7)

98.9

(98.8-99.0)

52.0

(47.6-56.3)

Best specificity

(gestation:.tw.)

79.3

(79.0-79.7)

4.0

(3.6-4.4)

79.3

(78.9-79.7)

80.7

(77.2-84.0)

Best optimization of sensitivity and
specificity

(pregnancy.tw. OR fetal.tw. OR
age:.tw.)

*Search strategies are reported using Ovid's search engine syntax for Medline (if a single search term is shown, this term outperformed two- and
three-term combinations). Best sensitivity while keeping specificity ≥ 50%; Best specificity while keeping sensitivity ≥ 50%; Best Optimization of
Sensitivity and Specificity is based on lowest possible absolute difference between sensitivity and specificity; : = truncation; tw = textword (word or
phrase appears in title or abstract).
†Total database has 49028 articles, of which 516 articles are relevant to obstetrics and 48512 are irrelevant to obstetrics.
‡n varies by row.

Discussion

Our study shows that selected age-specific search strategies can
achieve high retrieval of studies for age-specific populations.
Our age-specific search strategies performed differently among
the five specialties we investigated. The highest sensitivity and

specificity were achieved for pediatric medicine (98% and
81.2%, respectively) and neonatal medicine (95.3% and 83.6%,
respectively). This finding may be a result of these age groups
being more precisely defined and that studies tend to be
narrowly focused on them. Search strategies within obstetrics
yielded a higher specificity (97.1%) than sensitivity (82%),
indicating that this strategy was better at filtering out nonrelevant
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age-specific articles than retrieving them. The best performing
strategy for optimizing sensitivity and specificity was achieved
within neonatal medicine (92.5% and 92.6%, respectively). In
all cases, precision was low, a consequence of searching in large
multi-purpose databases. Future research is focusing on potential
ways to improve precision without compromising sensitivity,
for example, by searching in journal subsets.

A possible limitation to our study is the generalizability of our
findings to other publication years as our data was collected in
the year 2000. We believe, however, that our search strategies
are robust because no major changes have been made to
age-specific MeSH terms since the year 2000. Moreover, we
have previously shown that search strategies developed in 1990
were robust when searching in 2000 [18]. Another potential
limitation of our study is that our interrater agreement for
classifying age content did not reach 100%. However, exceeding
the level of agreement achieved in our study (> 80% beyond
chance) is rarely done in diagnostic studies. The scope of
journals investigated in our journal subset could be a limitation,
but we have no indication that these search strategies would

perform differently in other journal subsets aside from the
precision values reported. Precision is affected by the prevalence
of on-target articles within the database. Thus, our precision
figures are presented as estimates of search strategy
performance.

The utility of age-specific filters will vary according to the needs
of clinicians and researchers who must weigh the consequences
of using a sensitive or specific search. Although a sensitive
search will not miss many relevant articles, such searches are
less precise and entail time-consuming sorting through irrelevant
articles. The narrower yield of a specific search will capture
many relevant articles and take less weeding, but it has greater
potential for missing key articles.

Search Examples
To illustrate the use of age-specific search strategies, if a
geriatrician was looking for information about current treatment
strategies for Huntington disease, she might begin her search
by entering the content term "Huntington disease" in Medline,
which would yield 5907 articles (Table 8).

Table 8. Example: best sensitivity (keeping specificity ≥ 50%) search strategies for detecting treatment studies in geriatric medicine (patients ≥ 65
years of age) in Medline (1996 to July week 3, 2005)

Search Strategy*

Number of Ar-
ticles

Best Sensitivity Combination
Strategy for Geriatric Medicine

Boolean Opera-
tor

Best Sensitivity Combination
Strategy for Treatment Studies

Boolean Opera-
tor

Content Term

5907----Huntington disease

901--clinical trial.mp. OR clinical trial.pt.
OR random:.mp. OR tu.xs.

ANDHuntington disease

483exp adult†ANDclinical trial.mp. OR clinical trial.pt.
OR random:.mp. OR tu.xs.

ANDHuntington disease

*Search strategies are reported using Ovid's search engine syntax for Medline. mp = multiple posting—term appears in title, abstract, or subject heading;
: = truncation; pt = publication type; tu = therapeutic use as a subheading; xs = exploded subheading; exp = explode—a search term that automatically
includes closely related indexing terms.
†Outperformed two- and three-term combinations.

However, sifting through such a large number of articles would
be time-consuming and many of these articles would not be
relevant to treatment studies in geriatric medicine. By combining
the content term "Huntington disease" with the most sensitive
combination of terms for treatment studies (clinical trial.mp.
OR clinical trial.pt. OR random:.mp. OR tu.xs.), the search can
be narrowed to 901 articles. Further, by adding the most
sensitive strategy for geriatric medicine (exp adult) to this search
string with the Boolean operator AND, the search is refined to
483 articles, which is much more manageable than the original
5907 articles retrieved from searching the content term only. A
sensitive search such as this would be an efficient beginning
for researchers interested in conducting systematic reviews.

A more specific approach may be especially useful for
physicians who do not have time to process an exhaustive
search. In the above example, by combining the content word
"Huntington disease" with the most specific search strategy for
treatment studies [12], "randomized controlled trial.mp. OR
randomized controlled trial.pt.", and the most specific search
strategy for geriatric medicine, "aged, 80 and over.sh. OR
age.tw.", the search yields five articles (Table 9). This is a
dramatic reduction in the number of articles retrieved by
searching the content term alone (5907 articles), but key articles
can be missed.
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Table 9. Example: best specificity (keeping sensitivity ≥ 50%) search strategies for detecting treatment studies in geriatric medicine (patients ≥ 65
years of age) in Medline (1996 to July week 3, 2005)

Search Strategy*

Number of Ar-
ticles

Best Specificity Combination
Strategy for Geriatric Medicine

Boolean Opera-
tor

Best Specificity Combination
Strategy for Treatment Studies

Boolean Opera-
tor

Content Term

5907----Huntington disease

46--Randomized controlled trial.mp.
OR randomized controlled tri-
al.pt.

ANDHuntington disease

5aged, 80 and over.sh. OR of age.tw.ANDRandomized controlled trial.mp.
OR randomized controlled tri-
al.pt.

ANDHuntington disease

*Search strategies are reported using Ovid's search engine syntax for Medline. mp = multiple posting—term appears in title, abstract, or subject heading;
pt = publication type; sh = subject heading; tw = textword (word or phrase appears in title or abstract).

Conclusion
Selected age-specific search strategies can enhance the retrieval
of studies for clinicians and researchers who need information

relevant for a well-defined age-category patient population. The
optimal trade-off between sensitivity and specificity should be
determined according to the needs of the searcher.
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Abstract

Background: Electronic health resources are helpful only when people are able to use them, yet there remain few tools available
to assess consumers’ capacity for engaging in eHealth. Over 40% of US and Canadian adults have low basic literacy levels,
suggesting that eHealth resources are likely to be inaccessible to large segments of the population. Using information technology
for health requires eHealth literacy—the ability to read, use computers, search for information, understand health information,
and put it into context. The eHealth Literacy Scale (eHEALS) was designed (1) to assess consumers’ perceived skills at using
information technology for health and (2) to aid in determining the fit between eHealth programs and consumers.

Objectives: The eHEALS is an 8-item measure of eHealth literacy developed to measure consumers’ combined knowledge,
comfort, and perceived skills at finding, evaluating, and applying electronic health information to health problems. The objective
of the study was to psychometrically evaluate the properties of the eHEALS within a population context. A youth population was
chosen as the focus for the initial development primarily because they have high levels of eHealth use and familiarity with
information technology tools.

Methods: Data were collected at baseline, post-intervention, and 3- and 6-month follow-up using control group data as part of
a single session, randomized intervention trial evaluating Web-based eHealth programs. Scale reliability was tested using item
analysis for internal consistency (coefficient alpha) and test-retest reliability estimates. Principal components factor analysis was
used to determine the theoretical fit of the measures with the data.

Results:  A total of 664 participants (370 boys; 294 girls) aged 13 to 21 (mean = 14.95; SD = 1.24) completed the eHEALS at
four time points over 6 months. Item analysis was performed on the 8-item scale at baseline, producing a tight fitting scale with
α = .88. Item-scale correlations ranged from r = .51 to .76. Test-retest reliability showed modest stability over time from baseline
to 6-month follow-up (r = .68 to .40). Principal components analysis produced a single factor solution (56% of variance). Factor
loadings ranged from .60 to .84 among the 8 items.

Conclusions: The eHEALS reliably and consistently captures the eHealth literacy concept in repeated administrations, showing
promise as tool for assessing consumer comfort and skill in using information technology for health. Within a clinical environment,
the eHEALS has the potential to serve as a means of identifying those who may or may not benefit from referrals to an eHealth
intervention or resource. Further research needs to examine the applicability of the eHEALS to other populations and settings
while exploring the relationship between eHealth literacy and health care outcomes.

(J Med Internet Res 2006;8(4):e27)   doi:10.2196/jmir.8.4.e27
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Introduction

How do we determine whether individuals have the capacity to
engage with eHealth programs and interventions? Health
practitioners, eHealth developers, and researchers alike need to
know if electronic health tools are suitable methods for
effectively promoting population health and aiding health care.
An often unmentioned assumption underlying the deployment
of eHealth resources intended for public consumption is that
consumers have the skills to use such resources to their optimal
level. Yet, with over 40% of US and Canadian adults having
basic (or prose) literacy levels below what is considered
necessary to optimally participate in civil society [1,2], it is
unlikely that eHealth will provide population-level benefits as
it requires much more than just prose literacy.
Consumer-directed eHealth requires the ability to seek out, find,
evaluate and appraise, integrate, and apply what is gained in
electronic environments toward solving a health problem, or
eHealth literacy [3]. This composite skill requires that people
are able to work with technology, critically think about issues
of media and science, and navigate through a vast array of
information tools and sources to acquire the information
necessary to make decisions.

Informed decision making requires that people can adequately
access, understand, and process health information to meet their
needs. Access refers both to the literal ability to access
information resources like health websites, but also the quality
of this access. This includes the quality of the technology (eg,
Internet connection speed, hardware, software) and the
conditions of use, such as whether people have the privacy or
time to properly engage eHealth resources. Access in the Internet
age also requires an ability to derive meaning from text. As
basic literacy skills rise, so does the ability to use computers
effectively to solve problems, regardless of age, income, or
education [4].

Given issues of access and literacy, health practitioners in
clinical and public health settings require an understanding of
what abilities their patients/clients have before recommending
eHealth resources. This article describes the development and
psychometric evaluation of a measure of eHealth literacy
designed for broad use in supporting consumer eHealth in public
health and clinical care.

Health and Literacy in an Electronic Context
Health literacy has been identified as a public health goal for
the 21st century and a significant challenge facing health care
globally [5-7]. The recent Institute of Medicine report [8] on
health literacy highlights the need to look at the different
contexts where health information is obtained and used as part
of a strategy of addressing health literacy. More than ever, this
health information context includes electronic resources such
as the World Wide Web and other technologies that now play
an increasing role in consumer health [9,10]. Electronic health
information introduces challenges pertaining to both the medium
and the message that differ substantially from other media forms.
Issues of access to information, retrieval, evaluation and
appraisal, and other quality markers fundamentally differ in
unregulated environments such as the Web, where new

information is added every minute of every day. Being health
literate in an electronic world requires a different or at least
expanded set of skills to engage in health care and promotion,
or eHealth literacy.

eHealth literacy is comprised of six core skills, or literacies: (1)
traditional literacy, (2) health literacy, (3) information literacy,
(4) scientific literacy, (5) media literacy, and (6) computer
literacy [3]. The foundations of the eHealth literacy concept are
based in part on social cognitive theory and self-efficacy theory
[11], which promote competencies and confidence as precursors
to behavior change and skill development and are described in
detail elsewhere [3]. The challenge is developing the means to
assess this skill in order to provide strategies to assist consumers
in using eHealth to its fullest potential.

The eHealth Literacy Scale (eHEALS) has been developed to
address the need to assess eHealth literacy for a wide range of
populations and contexts. The eHEALS is a self-report tool that
can be administered by a health professional and is based on an
individual’s perception of her or his own skills and knowledge
within each measured domain. The instrument is designed to
provide a general estimate of consumer eHealth-related skills
that can be used to inform clinical decision making and health
promotion planning with individuals or specific populations.

It is not unreasonable to assume a link between eHealth literacy
and technology use in general. The more an individual uses
technology, the more likely they are to develop skills in using
that technology as a tool. For that reason, youth can serve as an
ideal group to test a measure of eHealth literacy given this
population’s high familiarity with technology. In Canada, 99%
of adolescents have access to the Internet, and the majority of
Canadian teens report using the Internet for health in some
capacity [12]. Although questions remain about the quality of
this Internet access [13], this group is most likely to be familiar
with information technology tools and is more likely to use
eHealth than most other populations[13,14]. Despite having
relative familiarity with eHealth, many adolescents are unable
to derive the full benefit from it. Gray and colleagues looked
at the issue of health literacy and technology in adolescents and
found many teens experienced difficulty engaging with eHealth
and understanding or using health information online, despite
frequently using information technologies [15].

Regardless of the population of interest, the need to navigate
the Internet with confidence is particularly important for health
issues in which the consequences for using low quality,
misleading, or false information are great [16]. By providing
tools and resources to evaluate health information online and
critically appraise eHealth resources, we offer an opportunity
to both protect consumers from harm and empower them at the
same time [17,18]. In order to provide relevant tools to aid
consumers in navigating through eHealth, an understanding of
what skills consumers possess at the outset, or their eHealth
literacy, is required. This study’s objective is to develop and
test a functional method of assessing perceived eHealth literacy
skills to aid consumers and health practitioners alike in assessing
a fit with eHealth to support clinical care and promote
population health.
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Scale Development
A review of the literature was undertaken on each of the six key
literacies that comprise Norman and Skinner’s eHealth literacy
model [3] in the Medline, PsycInfo, ERIC, Sociological
Abstracts, and Web of Science databases to identify existing
literacy measures. Although some measures were found, few
had been rigorously psychometrically evaluated, and some were
designed for specific projects that were not relevant to how the
literacy concept was conceived of in relation to the eHealth
literacy model. Given these constraints, it was decided that
creating items from scratch was appropriate. Based on the
theoretical model, an initial item pool was established and an
iterative process of item reduction was used to create an
instrument that could be easily deployed within a variety of
settings and contexts as intended. The initial battery was
circulated by the investigator to colleagues working in the area
of eHealth for comment and review. After this initial review,
the eHEALS was given to youth involved with TeenNet
Research [19] to test general readability, item wording, and
relevance. Youth are a consumer group with developing literacy
skills and thus were expected to reflect the reading needs of a
lower literacy population. These youth ranged in age from 12
to 19, came from many different social, ethnic, and educational
backgrounds, and represented diverse interests among the
adolescent population. Reviews were conducted in small groups
over the course of 3 months. Further readability tests were
conducted during the pilot phase of the project described below.
Revisions were made as necessary before being pilot tested with
a larger number of participants.

Pilot Testing
A total of 89 youth (ages 14-24) completed the initial, larger
version of the eHEALS as part of a pilot test and provided
comments on the readability and item wording in focus groups
immediately following completion of the instrument in paper
form. The eHEALS was subsequently reviewed and modified
to create the final battery of 8 items based on the qualitative
and response feedback from participants, theoretical fit, and
comprehensiveness. This study represents its first full
psychometric assessment.

Methods

Participants
This study was conducted as part of another larger evaluation
project looking at eHealth smoking prevention and behavior
change using a randomized controlled trial. The study described
here involved participants from one arm of this trial given that
the other arm was intended to promote eHealth literacy, thus
potentially confounding the results of the psychometric review.
The study recruited 664 adolescents from 14 secondary schools
in a large Canadian city. Students in grades 9, 10, and 11 were
sampled from a variety of class types encompassing different
subject areas (eg, physical education, computer science) and
formats (eg, single sex and mixed sex classes). An attempt was
made to involve a cross-section of schools in the study through
active recruitment directly with school administrators and
teachers. Schools were offered a modest stipend for their
involvement, but no direct incentives were provided to

individual students as the study was considered a part of
classroom activities due to a fit with the curriculum. Ethical
approval for the study was obtained from the ethical review
boards or committees from the University of Toronto, Toronto
Public Health (a project partner), and both of the participating
school boards.

Sample Characteristics
Age of the participants ranged from 13 to 21 (mean = 14.95;
SD = 1.24), which included recent immigrants who may have
been older than typical students in a particular grade. Sex was
unevenly distributed within the sample due in part to the
involvement of many single-sex classes involved in the study
(boys N = 370; girls N = 294). The sample reflected the
ethno-cultural diversity of the community, with the most
commonly identified ethno-cultural groups being of Eastern
European (N = 107, 16% of sample), East Asian (N = 103, 16%
of sample), and Central Asian origin (N = 78), while 16% (N
= 106) of participants did not identify with a particular cultural
group. Ethno-cultural identity was determined using categories
modified from Statistics Canada [2], which categorize
individuals based on sociocultural and geopolitical differences
in addition to racial ones. Most participants, 39%, were in grade
9 (N = 260), 29% in grade 10 (N = 193), and 32% in grade 11
(N = 211).

Technology Use
Participants reported being regular users of various forms of
information technologies: 71% of participants (N = 468)
reported using email at least once a week, with 37% (N = 544)
using it daily; 79% (N = 522) reported using the Web each week,
with 35% (N = 232) using it daily; and 71% (N = 473) of
participants were regular (weekly) users of text messaging, with
42% (N = 280) reporting using it daily. Most participants
reported that their primary access point for the Internet was at
home (81%, N = 537); school (42%, N = 276) and friends’
homes (34%, N = 227) were identified as the most common
secondary access points for the Internet.

Procedure
The eHEALS was administered within a larger battery of
measures as part of a combined randomized trial evaluation of
an eHealth literacy promotion intervention and a Web-based
smoking cessation program [20]. For the purposes of evaluating
the eHEALS, data from the smoking prevention and cessation
arm of the study (ie, the control condition) were used in the
reliability testing of the eHEALS instrument. The eHEALS was
administered using a pencil and paper survey delivered with
other health measures used as part of a larger study. Participants
completed the eHEALS prior to the intervention being delivered,
immediately after the intervention, and at 3- and 6-month
follow-up. Pre-test and immediate post-intervention data were
collected during a single 75-minute class period.

Data Analyses
Internal consistency reliability was assessed using SPSS version
11.5[21] using the SPSS RELIABILITY command. Reliability
(item) analysis was used to examine differences between boys
and girls. Factors were identified using the simple structure
approach solution based on reported eigenvalues over 1.0 [22]
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using principal components analysis with SPSS FACTOR. This
approach relies on a priori hypotheses to guide the selection of
models, supported by scree tests and interpretability of the factor
based on item/scale correlations. The results were considered
using Comrey and Lee’s (1992) guidelines whereby factor
loadings in excess of .71 (50% overlapping variance) were
considered excellent, .63 (40% overlapping variance) very good,
and .55 (30% overlapping variance) good [23]. Factor loadings
lower than .55 were considered fitting if items or scales
correlated on only a single factor.

Results

Internal Consistency and Factor Analysis
The internal consistency reliability and factor analysis results
are presented in Table 1. Each item in the eHEALS uses a
5-point Likert scale to answer each question with response
options ranging from “strongly agree” to “strongly disagree”
(Multimedia Appendix 1). Item analysis was performed on the
8-items, producing a tight fitting scale with coefficient alpha
(α) of .88. Item-scale correlations between items ranged from
r = .51 to .76. Principal components analysis was performed
and produced a single factor solution as expected (eigenvalue
= 4.479, 56% of the variance explained). Factor loadings ranged
from .60 to .84 among the 8 items.

Table 1. eHEALS scale reliability and factor analysis

Mean Item-Total Correla-
tion

Factor LoadingItem

.68.77Q1: I know how to find helpful health resources on the Internet

.70.79Q2: I know how to use the Internet to answer my health questions

.68.77Q3: I know what health resources are available on the Internet

.76.84Q4: I know where to find helpful health resources on the Internet

.73.81Q5: I know how to use the health information I find on the Internet to help me

.63.72Q6: I have the skills I need to evaluate the health resources I find on the Internet

.55.65Q7: I can tell high quality from low quality health resources on the Internet

.51.60Q8: I feel confident in using information from the Internet to make health decisions

Variance accounted for = 56%

Coefficient alpha = .88

Test-Retest Reliability
eHealth literacy scale scores were calculated and test-retest
reliability was assessed by Pearson product moment correlation
between scores at each interval (time 1 to time 4) using a
standard regression model (SPSS REGRESSION) and using

the intra-class correlation coefficient (SPSS RELIABILITY
ICC MODEL (MIXED)). eHealth literacy scale scores were
modestly correlated between administrations of the eHEALS,
ranging from r = .49 to .68 (Table 2) . The intra-class correlation
between the different scores was .49, suggesting that the
eHEALS had modest stability over time.

Table 2. eHEALS test-retest reliability correlations

eHealth Literacy Score
Time 4

eHealth Literacy Score
Time 3

eHealth Literacy Score
Time 2

eHealth Literacy Score
Time 1

-eHealth Literacy Score Time 1

-.68eHealth Literacy Score Time 2

-.49.46eHealth Literacy Score Time 3

-.52.40.40eHealth Literacy Score Time 4

Relationship Between eHEALS and Other Measured
Variables
Baseline levels of eHealth literacy were higher among males
(t726 = 2.236, P = .026); however, no statistically significant
differences were detected in scores at post-intervention and 3
and 6 month follow-up administrations of the eHEALS. Age
did not predict eHealth literacy scores at any time point. No
significant relationship was found between eHealth literacy and
use of information technology overall or with respect to any

individual forms of technology surveyed (WWW, TV, instant
messaging, email, pager, or mobile phone) (P = .05). eHealth
literacy levels were also not related to overall self-evaluations
of health and were not a significant predictor of perceived health
status over time in this sample.

Discussion

The eHEALS has shown promise as a measure of the concept
of eHealth literacy as defined as a set of skills required to
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effectively engage information technology for health. The
eHEALS’ high levels of internal consistency and modest
test-retest reliability suggests that it has utility in examining
eHealth literacy over time to both assess natural histories and
evaluate eHealth literacy intervention outcomes. While tools
exist that enable consumers to critically evaluate eHealth
resources [24], there remains a dearth of instruments that assess
consumers’ skills at using eHealth in general. Indeed, relatively
few validated measures exist for most of the key literacy
conditions within the eHealth literacy model (eg, science
literacy, information literacy). Thus, it is imperative that future
studies examine the links between perceived skills, eHealth use,
and health behavior and health outcomes. Of those literacy tools
available, most require significant time resources to administer
and analyze. The eHEALS was designed for simple, easy
administration and thus can be used on its own or incorporated
with other measures of health as part of a standard health
assessment battery in primary care or to support health
promotion planning.

eHealth literacy promotion takes place within a larger learning
context, thus it makes sense to develop partnerships with other
groups working within other literacy sectors in validating the
eHEALS in relation to other measures of literacy, social
functioning, health, and well-being. Two examples of such
multi-sectoral partnerships include the National Literacy and
Health Program sponsored by the Canadian Public Health
Association [25] and the Learners Advisory Network of the
Movement for Canadian Literacy [26], which brings literacy
groups together to address systemic literacy issues. Such
partnerships illuminate the shared challenges in creating capacity
for research, development, and policy advocacy around health
and literacy issues.

Limitations and Opportunities for Further Research
Conducting this study as part of a larger trial did pose problems
for test-retest reliability; therefore, these results should be
interpreted with caution. The lower than expected test-retest
correlations between administrations of the eHEALS is
attributed to a rise in eHealth literacy scores from baseline to
post-intervention follow-ups, attributed to the smoking
prevention intervention used in collecting the data [20].

Although unanticipated, one potential explanation for this
increase is that the control intervention was designed based on
the principles advocated by the eHealth literacy intervention
itself (eg, user-friendly and audience-specific language, easy to
read and navigate), which could have influenced participants’
eHealth literacy scores. This may explain the relatively modest
correlations (.68 to .70) compared with what was expected.

Additional studies are required to longitudinally examine the
eHEALS in study conditions that are not susceptible to influence
of the characteristics of a specific intervention. Testing the
eHEALS with a population that has high rates of information
technology presents a limitation; however, it also provides an
opportunity to understand the robustness of the measure within
a specific population. Further research needs to consider the
eHEALS’ application to other populations as well as groups
with highly variable levels of technology familiarity.

The eHEALS measures consumers’perceived skills and comfort
with eHealth, not the skills directly. The eHealth literacy model
includes six types of literacy, and thus each skill would require
independent measurement, such as rigorous usability tests of
standard computer equipment for computer literacy and reading
aloud text passages to assess basic prose literacy. For health
practitioners and consumers alike, such detailed assessment
would be problematic in practice; however, it is worthwhile
considering ways to conduct such measures in the future.

Conclusions
The need for skills in seeking, appraising, and applying lessons
learned through use of eHealth resources is common across
ages, genders, and cultural groups, and thus the potential
applicability of the eHEALS as a standard assessment tool for
gauging eHealth literacy in health care is high. Assessing
consumers’ comfort in using eHealth allows for the
identification of skill gaps and can better assist those with low
comfort levels in taking advantage of the potential benefits that
eHealth can afford. Doing so may foster development of tools
that can meet these needs and aid in creating appropriate
strategies for bridging the digital divide in consumer health care
quality. Only by increasing the understanding of the disparities
between available eHealth tools and consumers’ abilities to use
them can the necessary steps towards eliminating them be taken.
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Abstract

Background: Online Web communication between physician and patient has been proposed by leading primary care organizations
as a way to enhance physician-patient communication, but lack of payment for this service has acted as a significant barrier to
implementation.

Objective: This study evaluates current patient readiness and willingness to pay for online services in a fairly typical urban
family medicine practice.

Methods: All patients that visited the author for medical care during a one-month period in the spring of 2006 were anonymously
surveyed with a one-page survey instrument that inquired about demographics, willingness to pay a small annual fee for online
services, the greatest fee they were willing to pay, and their most desired service.

Results: A total of 346 patients out of 2380 active patients in the study practice (14.5%) were surveyed. The valid survey
response rate was 95.1% (329/346.) Three quarters, or 75.4%, of patients had Internet access. The group with the highest access
were 18- to 29-year-olds (97%), and the group with the least access were those 70 years and up (56%) (P < .001). Categorized
by employment, students and employed patients had the best access at 92% and 87%, respectively, and retirees and disabled
patients had the worst access at 66% and 42%, respectively (P < .001). Of all patients with Internet access, 74.6% (n = 185) were
willing to pay a small annual fee for one or more of the following online services: viewing of parts of their medical record,
messaging with their physician, medication refills, appointment requests, and billing inquiries. Willingness to pay did not vary
significantly by age (P = .06). Of all respondents, regardless of Internet access, 47.1% (n = 155) were willing to pay US $10 or
more per year, with the median amount being US $20. Of those with Internet access (n = 248), 60.1% (n = 149) were willing to
pay US $10 or more per year, and 31% were willing to pay US $50 or more per year. The three most important services to patients
with Internet access (n = 248), in order of importance, were emailing with their physician (34%), Internet viewing of their medical
record (22%), and medication refills (11%) (P < .001).

Conclusions: This study suggests that patients of all ages are currently ready and willing to pay a small annual fee for online
services with their primary care physician’s office. If 47.1% of a practice of 2500 patients each paid US $10 per year for online
services, the annual revenue generated would be US $11775. Not only does this study support the economic feasibility of patient
Web portals, but it suggests that online services could form a new line of revenue for primary care physicians.

(J Med Internet Res 2006;8(4):e26)   doi:10.2196/jmir.8.4.e26
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Introduction

We live in a time when online communication has become
commonplace in numerous service industries, yet to date that
has not been the case in health care – at least as far as
doctor-patient communication goes. Based on a paucity of
research, there is a perception that patients want online
communication with their physicians and their offices, but aren’t
willing to pay for it. A Harris Interactive survey of over 2000
online adults in 2002 showed that almost all (90%) respondents
would like to communicate with their physicians online. This
same survey showed that only 37% were willing to pay for it
[1]. A prior Harris Interactive survey had shown that online
adults are often unhappy with their ability to communicate with
their physician and his/her office, and the majority felt that
online access would improve communication [2]. A randomized
controlled trial by Lin et al showed that patients in an academic
internal medicine practice who used a Web portal had higher
satisfaction with physician-patient communication than those
who did not [3]. The American Academy of Family Physicians,
the American College of Physicians, and the Society of General
Internal Medicine have all proposed online communication as
one tool to help revitalize primary care in the United States and
to help improve doctor-patient communication and patient access
[4-6].

Despite this generally acknowledged desire to implement
widespread physician-patient online communication, a number
of barriers exist, including lack of reimbursement, concerns
about patient privacy and confidentiality, medicolegal concerns,
practical workflow concerns, and physician fears of being
overwhelmed by online messages [7].

Physicians fear that they will be inundated with online patient
messages, and they voice frustration with not being reimbursed
for these services [8]. Yet several studies of early adopters have
not found physicians to be overwhelmed by patient emails
[9-12]. The development of confidential Web portals that are
linked to an electronic health record (EHR) have addressed
many of the privacy, confidentiality, and workflow concerns,
but lack of reimbursement remains a major obstacle. In one
survey of physician users of Web messaging, 80% of physicians
said they would be more willing to engage in online patient
communication if it was reimbursed [12]. A few insurance
companies have started paying physicians for direct online
communication between doctor and patient for care of a clinical
problem (e-consult) at a rate of about US $25 to $30, or half
that of an intermediate office visit, but they remain the exception
[13-15].

Patient Web portals represent a significant advance beyond
traditional physician-patient email. They are online sites that
can be free-standing or integrated with an EHR. Often they are
tied to a personal health record (PHR), or, in the most recent
definition of PHRs, Web portals are actually synonymous with
PHRs as long as they include the ability to record and update
key aspects of a person’s health history, like their medication
list, allergies, and health problem list. These sites allow patients
to securely message their physician and to request medication
refills and/or appointments. In some cases, when linked to an

EHR, they allow patients to view and/or download some
components of their medical record, such as medication and
problem lists [16-18]. They offer convenient asynchronous
communication for patient and physician alike [9,10]. Increased
use of Web portals can reduce physician phone traffic and
increase practice efficiency [19].

Despite all their advantages and the expressed desire of patients
and primary care physician organizations to utilize Web portals,
a number of questions about reimbursement remain. Do patients
want online access to their physician office enough to pay a
small annual fee for it, perhaps in addition to an e-consult
transaction fee? Such a subscription fee might more than defray
the direct and indirect costs of offering these services. It is
axiomatic that a person’s willingness to pay for services
indicates a higher level of true demand than their simply
indicating they would use the service if it were free.

This study was undertaken to determine the true level of demand
for online services in a fairly typical family medicine practice
in Tucson, Arizona and to answer the following related
questions: What are the demographics of the patients most
interested and least interested in these services, and what is their
current Internet connectivity? Are patients willing to pay a
nominal annual fee for these services and, if so, how much?
Which of these services do patients value the most?

Methods

Practice Site
The practice used was the author’s. This practice is part of a
family medicine office that has 3 physicians and a nurse
practitioner. Patients have a clearly identified physician and
rarely, if ever, see one of the physician partners. The nurse
practitioner primarily assists each physician with acute care
patient visits and patient coverage when a physician is out of
the office. In other words, the study practice, although part of
a group practice, functions like a solo practice with a one-third
time nurse practitioner. The office uses an EHR and has offered
free “one-way” email to patients since 2000. If patients sign an
email agreement, they are permitted to email the practice
messages and the practice responds by phone. This service has
never been heavily utilized. Based on EHR data, the practice
size is 2380 active patients, defined as patients seen by the
author in the last 36 months who are still alive. This practice
sees virtually all insurances available in the community,
including self-pay and Medicaid (called AHCCCS in Arizona.)
It includes the full range of socioeconomic groups and ages
(newborn to over 100 years). Being an urban family practice
that does not involve obstetrics, it is likely more heavily
weighted toward geriatric patients than those in a smaller or
rural community. As a mature practice, it is largely closed to
new patients except for family members of current patients.

Survey
The author’s patients were given a one-page survey entitled
“Web Portal Survey” (Multimedia Appendix) when they arrived
for an appointment with the author from April 10, 2006 to May
11, 2006. A receptionist handed out the survey. The survey did
not have any specific patient identifiers other than gender. Age
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and employment were only generally identified by broad
categories. Surveys were collected by reception when the
patients checked out. They were given to the author in a
nonsequential manner at the end of each day. The author did
not discuss the content of the self-explanatory surveys with the
patients other than to occasionally inquire if they had completed
one. Patients were only allowed to complete one survey. If they
returned for a follow-up visit during the study period (as
determined by reviewing the schedule), they did not get another
survey to complete. Parents completed surveys on behalf of
patients younger than 18 years, and caregivers occasionally
completed surveys for elderly or disabled patients who were
unable to complete them themselves.

The one-page survey consisted of strictly check box answers
and was easy to complete. The questions asked about simple
demographics, information on Internet access, and willingness
to pay a “small fee” for any of five different Web portal services.
Quantification of the fee was obtained by inquiring the
maximum annual fee respondents were willing to pay, and this
was followed by asking which of the five services were most
important to the respondent.

Given the manner in which the data were collected, handled,
and entered into the database, the data were, by deliberate
design, de-identified. This was done to honor the statement at
the top of the survey that this was an anonymous survey, thus
encouraging patients to be frank in their responses. The study
was deemed to be exempt by the Human Research Committee
(Institutional Review Board) of Tucson Medical Center.

Analysis
After collecting the surveys, the data were entered
nonsequentially into an Access database (Microsoft, USA) and

analyzed using select queries. When comparing respondent
groups for significant differences, contingency tables were
created and the StatsDirect statistical software v2.5.7 (Chesire,
UK) was used. Analysis was done with the Fisher exact test. P
values less than .05 were considered significant.

Results

Return Rate
During the study period, 346 unique patients were seen. Of
those, 337 completed and returned a survey (return rate of
97.4%). A total of 8 surveys were invalidated due to missing
data (not answering whether they had Internet access and/or not
making any responses to the question on willingness to pay a
small fee for one or more of the five online services listed on
the survey). Thus, the number of valid surveys was 329
(response rate of 95.1%).

Internet Access
In the study practice, 75.4% of patients had Internet access.
Internet access varied significantly by age, gender and
employment (Table 1). Specifically, in terms of age, 18- to
29-year-olds had the highest access (97%), and patients 70 years
and older had the least access (56%) (P < .001; Fisher exact
test, 8x2 contingency table). Of note, 41% of the respondents
were 60 and older.Students and employed patients had the best
access, 92% and 87%, respectively, and retirees and disabled
patients had the worst access, 66% and 42%, respectively (P <
.001; Fisher exact test, 6x2 contingency table). Males were more
likely to have Internet access than females (P = .02; Fisher exact
test, 3x2 contingency table).

J Med Internet Res 2006 | vol. 8 | iss. 4 |e26 | p.70http://www.jmir.org/2006/4/e26/
(page number not for citation purposes)

AdlerJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 1. Demographics and Internet access

Patients With Internet (N = 248)All Patients (N = 329)

n (%)n (%)

Gender

111 (45)135 (41)Male

136 (55)192 (58)Female

1 (0)2 (1)Unknown

Age

12 (5)14 (4)Under 18

28 (11)29 (9)18–29

21 (8)26 (8)30–39

44 (18)50 (15)40–49

47 (19)63 (19)50–59

46 (19)61 (19)60–69

40 (16)72 (22)70 and up

10 (4)14 (4)Unknown

Employment

24 (10)26 (8)Student

123 (50)142 (43)Employed

8 (3)12 (4)Unemployed

10 (4)24 (7)Disabled

81 (33)123 (37)Retired

2 (0)2 (1)Unknown

Internet access

248 (75.4)Yes

81 (24.6)No

Annual Fee
Of all patients with Internet access, 74.6% (n = 185) were
willing to pay a small annual fee for one or more of the
following online services: emailing with their physician,
medication refills, viewing parts of their medical record,
appointment requests, and billing inquiries. On a per service

basis, 67% of patients with Internet access were willing to pay
a “small fee” for “secure email” with their physician, 62% for
online refills, 60% to review their medical record, 57% to
request appointments, and 52% to make billing inquiries (Table
2). The differences in these responses were significant (P = .04;
Fisher exact test, yes vs no vs no response 5x3 contingency
table).

Table 2. Willingness of patients with Internet access to pay a small fee for specific online services (N = 248)

No Response n (%)No n (%)Yes n (%)Service

7 (3)76 (31)165 (67)Email with doctor

16 (6)79 (32)153 (62)Medication refills

11 (4)89 (36)148 (60)Viewing record

14 (6)93 (37)141 (57)Appointment request

19 (8)101 (41)128 (52)Billing inquiry

The majority of patients with Internet access in all age ranges
were willing to pay a small fee for at least one of the five online
or Web portal services (Table 3). Although this willingness to
pay ranged from 60% for those in their 50s to 90% for those in

their 30s, these differences were not statistically significant (P
= 0.06; Fisher exact test, yes vs no response 8x2 contingency
table).
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Table 3. Willingness of patients with Internet access willingness to pay for at least one of the five services, by age (N = 248)

%YesnAge (years)

75912Less than 18

61172818–29

90192130–39

82364440–49

60284750–59

76354660–69

83334070 and older

80810Unknown

75185248All

Of all respondents (N = 329), regardless of Internet access,
47.1% (n = 155) were willing to pay US $10 or more per year,
with a median amount of US $20 (Table 4). Of those with
Internet access (n = 248), 60.1% (n = 149) were willing to pay

US $10 or more per year, and 31% (n = 46) were willing to pay
US $50 or more per year. Of those who were disabled (n = 24),
29% were willing to pay US $10 or more per year.

Table 4. Maximum fee patients were willing to pay for online services (N = 329)

> 100100502010< 100Amount (US $)

11035684134140n

Online Services
As Table 5 shows, the three most important services to patients
with Internet access (n = 248), in order, were emailing with
their physician (34%), viewing their record online (22%), and

medication refills (11%) (P < .001; Fisher exact test, most
important vs not most important 7x2 contingency table). Note
that 12% of those without Internet access (10/81) were still
willing to pay for the service.

Table 5. Most important online service and willingness to pay

Patients With Internet (N = 248)All Patients (N = 329)Most Important Service

n %n %

84 (34)93 (28)Email

55 (22)57 (17)Record viewing

28 (11)31 (9)Medication refills

18 (7)21 (6)Multiple selections

15 (6)15 (5)Appointment requests

0 (0)0 (0)Billing information

48 (19)112 (34)No response

185 (75)195 (59)Willingness to pay for at least one service

Discussion

In the study practice, three quarters of adults are online and
three quarters of those stated they are willing to pay a small
annual fee for at least one of the five listed Web portal services.
Even 12% of non-Internet users are willing to pay (presumably
using the service through a friend or relative’s Internet access
or a public source like the library). Willingness to pay for Web
portal services did not appear to vary significantly by age for
those who already have Internet access. Nearly half of all
patients and 60% of patients with Internet access were willing
to pay at least US $10 per year for one or more of these services.

Over 30% of patients with Internet access were willing to pay
US $50 or more per year.

This study showed that no single online service stood out as the
obvious favorite, but patient-physician email generated the
highest level of interest, followed by online viewing of personal
medical records, and online medication refills. No one chose
billing inquiries as the service they valued the most. These
findings are consistent with a February 2005 Harris Poll in
which 80% of respondents indicated an interest in asking online
questions of their physician, 69% in making online
appointments, 69% in receiving test results online, and 67% in
online medication renewal [20].
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Like the 2002 Harris study that showed only 37% of online
adults would be willing to pay for email with their physician
[1], the February 2005 Harris Poll also reported that only 36%
of online adults were willing to pay to send and receive emails
from their doctor [20]. That stands in marked distinction to the
finding here of 67% of patients being willing to pay for email
with their physician. It is unknown whether the 2638 adults in
the more recent Harris study had regular primary care
physicians. It is conceivable that many did not and that people
who have an established primary care physician relationship
are more willing to pay for these services. Still another estimate
of some patient willingness to pay for online patient-physician
correspondence comes from an academic internal medicine
practice in Colorado. In their study, 48% of all patients (both
Web portal and non-portal users) were willing to pay for
electronic correspondence with their physician. However, the
amount they were willing to pay was small, at a mean of US $4
and median of US $2 per message [3].

A small annual fee could add up quickly if it could be collected.
Ideally, it would be collected electronically at the time a user
signs up and then annually thereafter. Just a US $10 per year
fee for a practice of 2500 patients with 47.1% willingness to
pay would translate into US $11775 per year of additional
revenue for the involved physician. Web portals are relatively
inexpensive and the current cost of one commercial product is
about US $900 per physician per year [21]. A question this
study did not address was whether patients are willing to pay
both a small annual subscription fee and a per-transaction fee
for e-messaging. This issue deserves further study.

A limitation of this study is that even though the top of the
survey form stated “This is a completely confidential study,”
and even though the author avoided discussing the survey with
them, patients may have been more inclined to give answers

they thought he wanted to hear because they were in the office
for care that day. This theoretically could have biased the results
toward more favorable responses regarding payment.

Although the author’s practice is felt to be fairly diverse and to
adequately reflect the demographics of Tucson, no two practices
are alike. If this practice is representative of Tucson, Arizona,
can its findings be generalized to other communities? The author
believes so, but it would be wise to establish this with similar
studies conducted elsewhere. Evidence that the practice is
representative lies in the Internet access statistic of 75.4%, which
is consistent with a 2006 phone poll that reported 77% of US
adults are now online [22]. And even if this study is
representative of family medicine populations, would the
findings for internal medicine practices differ significantly?
Given the results of Table 3, which show 83% of patients over
age 70 willing to pay for at least one of the five online services,
a rate similar to other age groups, it appears likely that these
results can be generalized to internal medicine as well.

A concern raised by this study is that one vulnerable, higher
need population, the disabled, had relatively low Internet access
(42%), and of those who had access, only 29% were willing to
pay US $10 or more for online services. Since it is logical to
think that people with medical disabilities would benefit more
than most others by engaging in online services, the likely
explanation for both the lower access and the lower “interest”
is financial constraint – having to spend limited income on other
needs. It would be useful to learn how interested disabled
patients would be if these services were free for them.

What people say and what they do are not always the same. It
would be most revealing to implement the services mentioned
here with an annual fee of say, perhaps, US $15 and an email
fee US $25 per message used to manage a clinical concern and
see how many patients sign up for each.
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Appendix

Web Portal Survey
This is a completely confidential survey.

Patient’s age: □ under 18 □ 18–29 □ 30–39 □ 40–49 □ 50–59 □ 60–69 □ 70 and older

Patient’s sex: □ male □ female

Patient’s job: □ student □ employed □ unemployed □ disabled □ retired

Do you have Internet access? □ Yes □ No

Would you be willing to pay a small fee for the following services?

• Secure Internet viewing of your medical record □ Yes □ No
(includes: Health summary, medication list, problem list, allergy list, lab results)

• Secure two way email with Dr. Adler □ Yes □ No
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• Secure requests for medication refills (via Internet) □ Yes □ No
• Secure requests for appointments (via Internet) □ Yes □ No
• Secure email for billing questions / issues □ Yes □ No

If you answered yes to any of the above services, what is the MOST that you would be willing to pay per year?

□ less than $10 □ $10 □ $20 □ $50 □ $100 □ more than $100

Please check the one service that would be MOST important to you:

(check only one)

□ Secure Internet viewing of your medical record

□ Secure two way email with Dr. Adler

□ Secure requests for medication refills (via Internet)

□ Secure requests for appointments (via Internet)

□ Secure email for billing questions / issues

COMMENTS:

Multimedia Appendix
Presentation of Study Findings [PPT (MS PowerPoint) file, 72 KB - jmir_v8i4e26_app1.ppt ]
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Abstract

Background: With the growing adoption of electronic medical records, there are increasing demands for the use of this electronic
clinical data in observational research. A frequent ethics board requirement for such secondary use of personal health information
in observational research is that the data be de-identified. De-identification heuristics are provided in the Health Insurance
Portability and Accountability Act Privacy Rule, funding agency and professional association privacy guidelines, and common
practice.

Objective: The aim of the study was to evaluate whether the re-identification risks due to record linkage are sufficiently low
when following common de-identification heuristics and whether the risk is stable across sample sizes and data sets.

Methods: Two methods were followed to construct identification data sets. Re-identification attacks were simulated on these.
For each data set we varied the sample size down to 30 individuals, and for each sample size evaluated the risk of re-identification
for all combinations of quasi-identifiers. The combinations of quasi-identifiers that were low risk more than 50% of the time were
considered stable.

Results: The identification data sets we were able to construct were the list of all physicians and the list of all lawyers registered
in Ontario, using 1% sampling fractions. The quasi-identifiers of region, gender, and year of birth were found to be low risk more
than 50% of the time across both data sets. The combination of gender and region was also found to be low risk more than 50%
of the time. We were not able to create an identification data set for the whole population.

Conclusions: Existing Canadian federal and provincial privacy laws help explain why it is difficult to create an identification
data set for the whole population. That such examples of high re-identification risk exist for mainstream professions makes a
strong case for not disclosing the high-risk variables and their combinations identified here. For professional subpopulations with
published membership lists, many variables often needed by researchers would have to be excluded or generalized to ensure
consistently low re-identification risk. Data custodians and researchers need to consider other statistical disclosure techniques
for protecting privacy.

(J Med Internet Res 2006;8(4):e28)   doi:10.2196/jmir.8.4.e28
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Introduction

The adoption of electronic medical records (EMRs) is growing
[1-5]. Researchers are increasingly turning to EMRs as a source
of clinically relevant patient data. There are calls for EMRs to
support secondary uses of this data for observational studies,
such as epidemiologic and health services research [6]. On the
other hand, a majority of patients, and the public in general, are
concerned about unauthorized disclosure and use of their
personal health information in an era of the EMR [7-11].
Furthermore, rates of medical identity theft have been
increasing, and the risks are exacerbated with the use of EMRs
[12].

Epidemiologic and health services research commonly proceeds
without express consent from subjects. There are good reasons
for this. It has been shown that requiring consent introduces
biases in recruitment because those individuals who do not
consent or who are difficult or impossible to request express
consent from tend to be different on important characteristics
than those who consent and are actually recruited. In some cases,
the express consent requirements also increase the cost and
duration of the research [13-25].

Excessive restrictions on researchers’ access to identifiable
health information is considered detrimental to society at large
because many beneficial studies can not be done [26,27].

To safeguard privacy, often one of the requirements for waiving
express consent is that the data be de-identified at the earliest
opportunity [28]. This is important because there is evidence
that individuals can be re-identified using common variables
(such as zip code, date of birth, and gender) by linking to
publicly available information [29,30]. In addition, identifiability
is a key consideration for institutional research boards in
deciding whether consent is required [31].

There are different methods for de-identification: statistical
disclosure control (SDC) methods [32] and heuristic methods.
In practice, SDC methods are not used that often [28,33];
therefore, we focus on heuristic methods. A heuristic approach
to de-identification consists of rules about which variables to
generalize (also known as aggregation) and which variables to
exclude from a data set when it is disclosed. For example, under
the US Health Insurance Portability and Accountability Act
(HIPAA), two of the three de-identification methods stipulated
in the Privacy Rule require the removal of potential identifying
variables as defined in the Safe Harbor List and the Limited
Data Set [34]. The Canadian Institutes for Health Research
privacy guidelines provide examples of generalizing variables
(eg, generalizing date of birth to age and generalizing geographic
information) as a means to reduce identifiability [35]. Clinical
researchers often follow heuristics to ensure that the data they
collect and disclose are anonymized, for example, some assume
that using initials and date of birth to identify subjects poses
low risk of re-identification by those not involved in their study
[28]. Various de-identification heuristics are used to decide
which variables to exclude when pharmacy prescription records
are released to commercial data aggregators [36].

De-identification by removing or generalizing variables from
a data set necessarily results in loss of information and may
hinder drawing accurate conclusions from that data [37]. The
amount and criticality of that loss will depend on the specifics
of the data set and the questions the data set is intended to
answer. But most researchers would argue that variables, such
as date of birth (or its generalization to age) and gender, are
critical for many analyses, and geographic information (such
as zip/postal codes) may also be necessary [38,39].

Given that there is potentially a high cost to using
de-identification heuristics, it is essential to determine whether
common de-identification heuristics used in practice today do
indeed ensure that the risks of re-identification are low. If they
do ensure low re-identification risk, then a case can be made
for complying with these heuristics. If there is evidence that
they do not ensure low re-identification risk, then the research
community needs to consider alternative SDC methods as a
means to de-identify data sets and reduce the need for excluding
or generalizing important variables.

In this paper we evaluate whether common de-identification
heuristics ensure a low level of re-identification risk across
different data sets and sample sizes (since the risk of
re-identification varies with sample size [32]). The common
heuristics we evaluate are a union of a subset defined in the
HIPAA Privacy Rule, currently practised in clinical research,
and presented in privacy guidelines. If the heuristics ensure a
consistently low level of risk, then one can have confidence in
using them to de-identify any data set.

Categorization of Variables
It is useful to categorize variables in a research data set into the
following set of mutually exclusive categories since each
category is treated differently in the context of de-identification:

• Identifying variables. These are variables that can directly
identify individuals, such as name, email address, telephone
number, home address, social insurance number, and
medical card number. Since these variables are obvious
identifiers, if they are included, the data set is clearly not
de-identified. In some cases, more than one identifying
variable is needed to identify an individual uniquely. For
example, the name “John Smith” appears 298 times in a
search of the public telephone directory in Ontario.
However, combined with a telephone number, the individual
can be more easily identified uniquely.

• Quasi-identifiers. These are variables that do not directly
identify an individual but can play an important role in
indirect re-identification. One way in which quasi-identifiers
can be used for re-identification is by linking to external
databases containing identifying variables (record linkage).
There are some quasi-identifiers that have been studied
more extensively than others, such as gender, date of birth,
and postal/zip code.

• Nonidentifying variables. Such variables may be, for
instance, clinical and lab values. They are generally not
useful for re-identification. For example, an indicator
variable on whether an individual has pollen allergies would
most likely be a nonidentifying variable.

J Med Internet Res 2006 | vol. 8 | iss. 4 |e28 | p.77http://www.jmir.org/2006/4/e28/
(page number not for citation purposes)

El Emam et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


It is common in disclosures of health data sets that the
identifying variables are removed. We will therefore focus on
risks from the quasi-identifiers.

Uniqueness and Re-identification
Uniqueness of individuals in a data set will have an impact on
the risk of re-identification. We assume that a data set is a
sample from some population. If an individual has a unique
combination of values for the quasi-identifiers among other
members of the population, then that person is population
unique. If an individual has a unique combination of values for
the quasi-identifiers among other individuals in the sample, then
the individual is sample unique. If an individual is population
unique, then, by definition, that person is sample unique, but
not vice versa.

Uniqueness makes re-identification more likely through two
common mechanisms: traceability and record linkage, which
are explained below.

If a person is easy to trace in the real world, then that increases
re-identification risk. For example, let’s say that there are two
quasi-identifiers in a data set: city/town and profession. If an
individual has the values “Ottawa” and “Mayor,” then it would
be relatively easy to figure out who that individual is, even if
there is no identifying information in the record.

If a particular set of quasi-identifiers in a record can be linked
with a record in another database to re-identify individuals, then
it can be said that the risk of re-identification is high. This is
illustrated in Figure 1. Let us assume an individual (say, a
researcher) has a de-identified research database containing
some clinical data and that this database also contains
quasi-identifiers such as initials, date of birth, gender, and postal
code. If we could get access to an identification database or
construct one from public data sources, with the same four
variables as the research database as well as identifying variables
such as name, address, and telephone number, then it would be
possible to link the two databases and re-identify the individuals
in the research database.

Figure 1. Illustration of record linkage of a research database and another identification database

This means that if someone has access to a research database
containing these quasi-identifiers, then it would be possible to
re-identify the subjects by performing the record linkage with
an appropriately constructed identification database. In principle,
an identification database can be constructed in a number of
ways:

• publicly available information from government bodies and
professional associations

• data already available to an intruder from other sources, for
example, a researcher with data available from another
project (We will use the term “intruder” here for
convenience, but it is recognized that re-identification may
have legitimate purposes as well.)

• the circle of acquaintances of the intruder, which is the set
of individuals from the population about which the intruder
knows the values of the quasi-identifiers

• commercial organizations that sell databases containing
data on members of the general public

J Med Internet Res 2006 | vol. 8 | iss. 4 |e28 | p.78http://www.jmir.org/2006/4/e28/
(page number not for citation purposes)

El Emam et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


• mining the Internet for information that individuals post
about themselves (eg, resumes or personal Web pages)
[40,41]

• inadvertent access to data, such as the purchase of surplus
or second-hand computer equipment with data remaining
[42]

• illegal activities, such as theft of computers with data or
theft of unencrypted backup tapes during transit

Only the individuals in the identification database can be
re-identified. If the identification database has all of the
population of individuals in it (ie, N = k in Figure 2), then all
members of the population are potentially re-identifiable. The
research database would represent a sample from the
identification database, with n < N in Figure 2. In the scenarios
we are considering, an intruder is attempting to re-identify all
the individuals in the research database.

Figure 2. The relationship between the research database, the identification database, and a hypothetical population database

Traceability and record linkage are two different things, although
the underlying property (uniqueness) is the same, and one does
not imply the other. For example, if we have a physician with
a date of birth 1 January 1950 and that date is unique among
all physicians in a province (ie, it is a population unique value),
then that individual would still be difficult for an intruder to
trace among the population of physicians. However, if an
identification database of all physicians exists and the date of
birth is one of the variables, then that physician would be easy
to re-identify through record linkage.

We are only concerned with re-identification risk due to record
linkage. Therefore, an important requirement is that an intruder
is able to create an identification database. Only the

quasi-identifiers that can exist in an identification database are
relevant.

Commonly Used Quasi-identifiers
In the following paragraphs, we consider some of the commonly
used quasi-identifiers in clinical research and their
generalizations.

The first set of quasi-identifiers is defined in HIPAA. The
HIPAA Privacy Rule defines three methods to de-identify a
data set; two of these provide a very specific set of variables
that should not be included in the data set for it to be considered
de-identified. Both list a number of identifying variables and
quasi-identifiers. We are only concerned with the
quasi-identifiers. In the Safe Harbor method, two types of
quasi-identifiers must be excluded:
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• all geographic subdivisions smaller than a state (except the
initial three digits of a zip code if the population in that zip
code is more than 20000)

• all elements of dates (except year) or dates relating to an
individual, including date of birth

The Limited Data Set method allows dates and excludes only
the street address from the geographic information.

There is evidence that clinical researchers in Canada follow the
HIPAA guidelines since these provide more precise prescriptions
than anything else available locally [28]. Previous studies have
performed successful matching experiments using date of birth,
gender,and zip code as quasi-identifiers [29,30]. A recent
qualitative study found that researchers use a combination of

initials and date of birth to identify subjects [28]. Guidelines
for protecting the privacy of personal information often include
date of birth and geographic information as risky variables
[35,43].

A generalization schedule for the geographic and date of birth
information is as follows [35] (customized to a Canadian
context):

• full postal code >> forward sortation area (first three digits
of the postal code) >> city >> region (first character of the
postal code)

• date of birth >> year and month of birth >> year of birth

A list of the quasi-identifiers extracted from the literature and
evaluated in our study are given in Textbox 1.

Textbox 1. List of nine quasi-identifiers extracted from the literature

forward sortation areadate of dirth (DoB)

cityDoB – month and year

regionyear of birth

initialsgender

postal code

Methods

The objective was to evaluate re-identification risk for common
quasi-identifiers and their combinations. The research method
consisted of two steps:

1. constructing multiple identification databases
2. evaluating re-identification risk and its stability across data

sets and sample sizes

Constructing Identification Databases
While there have been re-identification experiments in other
nations, such as the United States [29,30], the United Kingdom
[44], and Germany [45], there have been no attempts to construct
identification databases in Canada. We therefore first attempted
to construct identification databases using public sources in the
province of Ontario.

Identifying Data Sources
Multiple sources of public data were sought as described below.
Public data are defined as data that are available to the general
public for free or a reasonable fee, with a reasonable amount of
effort to access them, and without a review by the data holding
institution or the need to sign a confidentiality or data sharing
agreement with the data holding institution that restricts what
can be done with the data.

All 29 Ontario government ministries were contacted. We
identified staff in the freedom of information and privacy (FOIP)
office in each ministry, if one existed. In all ministries except
one, the FOIP office was contacted and we conducted a
telephone interview with at least one staff member about the
data that they release and the procedures for us to get that data.

A sample of commercial information brokers in Canada claiming
to sell population databases were contacted to determine the
type of data they hold, the sources of data, how the databases
they sell were constructed from the sources, and conditions of
disclosure. After examination of their websites, we followed
up with phone calls to verify the information and get additional
details. These brokers included Americanada, Prospects
Influential, Nation Reach, and InfoCanada.

Sources of genealogical data were examined as well. These
include data available through the Ottawa Public Library and
the National Archive Centre. These include birth, baptism, death,
marriage, adoption, and divorce data. Both of these locations
were visited and staff on site were interviewed to determine the
types of data available and how those data were released.

Professional societies frequently release comprehensive member
lists. In some instances, work addresses and gender are also
provided. We contacted a sample consisting of the College of
Physicians and Surgeons of Ontario (CPSO), Law Society of
Upper Canada (LSUC), Professional Engineers Ontario, College
of Physiotherapists of Ontario, and the College of Occupational
Therapists of Ontario. For all these professional societies, the
membership lists were available on the Web. Commercial
brokers, such as LexisNexis, WestLists, LawyerLocate, and
Martindale, also provided lists of professionals. For commercial
organizations, the data holdings were advertised on the websites.
We followed up with phone calls to ensure the accuracy of the
information on the Web and to fill in any missing details in our
understanding of their data holdings.

We also contacted Statistics Canada and examined the
information in the various products from the 2001 census data
set. In particular, we focused on tabulations giving gender and
age, and on microdata releases. Additionally, we contacted
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Elections Canada and interviewed volunteers in election
campaigns to understand how voter lists are used.

Creating Identification Databases
An identification database consists of two elements:
quasi-identifiers and identifying information. There are two
general methods that can be used for constructing an
identification database:

• Direct method. A public source will have both elements
needed for an identification database. An example would
be a voters list.

• Indirect method. We first find a source with the identifying
information on individuals, and then these are linked with
another source that contains the quasi-identifiers.

We followed both methods to create an identification database.

Evaluating De-identification Heuristics

Measuring the Risk of Re-identification
The measure of the risk of re-identification we used is grounded
in the matching process that an intruder would likely use in
order to re-identify a de-identified data set. Our measure of
re-identification risk assumes that an intruder is attempting to
re-identify all of the individuals in the research database by

matching the individuals in the research database with records
in an identification database using the quasi-identifiers. We
predict the probability that a randomly selected individual can
be matched successfully. Because only those individuals in the
identification database can be re-identified, we assume that the
identification database represents the population and the research
database is a sample from that population (ie, only a subset of
the individuals would be in the research database).

The estimation method used was data intrusion simulation (DIS)
[46,47]. This predicts the risk of re-identification using this
particular attack scenario (other attack scenarios are discussed
later in the paper). DIS predicts the conditional probability that
a unique match of a record in the identification database with
a record in the research database is a correct match:

P(correct match|unique match) = P(cm|um).

It should be noted that we do not actually need a complete
research database or a complete identification database to
estimate re-identification risk. All that is needed is a sample
identification database, as shown in Figure 3, containing only
the quasi-identifiers and identifying variables for the n
individuals in the research database. No actual clinical or lab
data are required to perform the risk analysis.

Figure 3. A sample identification database (shown shaded) for data intrusion simulation

A Monte Carlo simulation, described in Appendix 1, illustrates
the robust performance of DIS under a range of sampling
fractions. Other measures of re-identification risk that have been
proposed do not produce accurate results for small sampling
fractions and are not specific to a type of attack [48,49].

Although there are no generally accepted re-identification
thresholds, one can easily make the case that any probability of

a successful attack greater than 0.01 would be unacceptable (for
a large database, a probability of successful attack as high as
0.01 would compromise the privacy of a relatively large number
of individuals). We therefore use that as a threshold for
interpreting the risk results.

J Med Internet Res 2006 | vol. 8 | iss. 4 |e28 | p.81http://www.jmir.org/2006/4/e28/
(page number not for citation purposes)

El Emam et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Evaluating the Heuristics
In our evaluation, three parameters were varied: the data set,
the sample size, and the quasi-identifier combinations evaluated.

1. We constructed two identification databases to see whether
the risk findings carried across them.

2. For each combination of quasi-identifiers, we decremented
the sample size by one observation, chosen at random from
n to 30, and determined whether P(cm|um) was below the
threshold at the reduced sample size. This process was
iterated 100 times for each sample size, and the average
number of times that the risk was below the threshold was
taken as the result for that sample size. If the risk was below
the threshold, then we considered the quasi-identifier
combination as “safe” (ie, one that ensures low
re-identification risk quite often). We then looked at the
frequency of quasi-identifiers that were considered “safe”
across all sample sizes. If a quasi-identifier was “safe” more
than 50% of the time, then it ensured that the risk was below
the threshold across sample sizes.

3. We considered all possible individual and 2-, 3-, and 4-fold
combinations of different quasi-identifiers.

Results

Constructing an Identification Database

Direct Method
The privacy offices at government ministries do provide
oversight on the release of data. However, they are unable to
control all possible releases and therefore only intervene when
there is a complaint, an access to information request, or when
they are asked for assistance from one of the departments. None
of the privacy offices were able to produce a basic listing, even
approximate, of all personal data releases from their ministry.

The commercial information brokers we contacted linked
publicly available Statistics Canada census data with telephone
directory data. Because of the aggregations performed on census
data that are released, information such as age is only
approximate. In addition, these would still not be population
databases because not everyone has a telephone registered in
their name. A recent independent study has confirmed that this
is the approach used when commercial brokers utilize public
data [25].

Birth and death notices are available from the General Registrar
of Ontario. However, it is necessary to prove a relationship to
the individual about whom data are being requested in order to
get access to that information. Driver licence information also
requires the name and the driver’s licence number in advance

to be able to make an information search request. Therefore, in
both of these cases, it is not possible to construct a database for
record linkage.

Voter lists are made available to candidates or their party
representatives. These lists include the name, address, and date
of birth of eligible voters. That information is to be used solely
for the purposes of an election, including raising funds. Party
members participating in an election campaign are bound by
the party oath in terms of protecting that information. Volunteers
on election campaigns who are not party members are not bound
by an oath and would not normally sign a confidentiality
agreement. Therefore, there are ways to get the voter list for a
re-identification attack, but that would require deceptive
practices and such use would likely go against the Elections
Act.

Some commercial brokers may collect data sets directly from
the public through surveys or subscription lists, or they may
purchase these from retailers (eg, loyalty card users or warranty
card information). These data sets may contain the
quasi-identifiers we are interested in as well as identifying
information. However, these do not include all members of the
population.

We were therefore unable to construct an identification database
for the whole population using the direct method.

Indirect Method
We were able to construct an identification database using the
indirect method. However, it was not possible to do so for the
whole population, but only for professional subpopulations,
namely physicians and lawyers in Ontario. The list of physicians
is published by the College of Physicians and Surgeons of
Ontario (CPSO), and the list of lawyers is published by the Law
Society of Upper Canada (LSUC).

It is possible to link the information in the list (which includes
name, practice/firm address, and gender) with the Ministry of
Government Services’ Personal Property Security Registration
(PPSR) data and the Canada 411 telephone directory data (both
available on the Internet, the former for a fee) to identify the
home postal code and date of birth (Figure 4).

We created a random sample data set of 236 physicians and 189
lawyers across Ontario with the quasi-identifiers under study.
This represents a 1% sampling fraction of all registered
physicians who are still active and practising in Ontario (23506)
and all practising lawyers in Ontario (18728). The variables in
our identification database were full name, gender, graduation
date (CPSO only), date of birth, address for place of work
(practice/firm), home address, and home telephone number.
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Figure 4. The three main source databases used to construct an identification database for a professional subpopulation

Table 1. Ability to get various data elements on physicians and lawyers, with the source of the data (n = 236 for CPSO; n = 189 for LSUC)

LSUC (%)CPSO (%)Quasi-identifier

4560home postal codes (source: PPSR and telephone directory)

100100practice/firm postal codes (source: CPSO/LSUC)

4540date of birth (source: PPSR)

100100gender (source: CPSO/genderizer for LSUC data)

100100initials (source: CPSO/LSUC)

Table 1 shows the success rates in getting the quasi-identifiers
for an identification database. Name (and initials), practice
postal codes, and gender are available from the CPSO.
Therefore, we can obtain these for all physicians. Name and
firm postal codes are available from LSUC. Since the LSUC
does not publish gender in their public listing, genderizing
software (see the analysis of the accuracy of such tools in
Appendix 2) was used to estimate gender for the lawyers from
their first names. We were able to determine the home postal
code and date of birth from the PPSR for both professions.
Additional verification of identity and home postal code was

performed by checking against the Canada 411 website (online
telephone directory). To verify that matches were correct, we
also consulted the land registry in some instances to confirm
addresses. Records were flagged for additional manual
investigation under two conditions: (1) if the distance between
the work and home postal codes was more than 100 km
(determined by calculating the Euclidean distance), and (2) if,
for physicians, the graduation date and date of birth were less
than 25 years apart.

As evident in Table 1, it was not always possible to get the date
of birth (40% and 45% success rates for physicians and lawyers,
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respectively) and the home postal code (60% and 45% success
rates for physicians and lawyers, respectively). There was also
a gender difference. We were able to get the home postal code
for 49% of all female physicians vs 63% for males, the date of
birth for 29% of all female physicians vs 45% for males, the
home postal code for 40% of all female lawyers vs 48% for
males, and the date of birth for 40% of all female lawyers vs
48% for males.

Stability of Heuristics Across Sample Sizes and Data
Sets
Table 2 provides the results of the stability analysis. The table
shows the percentage of times that a particular combination of
quasi-identifiers was found to be “safe” (ie, below the 0.01 risk
threshold) as we varied the sample sizes across the two data
sets. In total, 143 quasi-identifier combinations were evaluated.

We only show those quasi-identifiers and their combinations
that had percentages higher than 50%. If a quasi-identifier is
not “safe” at least 50% of the time, then we can make the case
that it is not stable. This means that if the quasi-identifier
combination was above the risk threshold more than 50% of
the time, it was therefore sensitive to sample size.

The findings indicate that gender, region, and year of birth are
individually all relatively stable across sample sizes and data
sets, as well as the combination of region and gender. This
means that the inclusion of these quasi-identifiers in a released
data set does not increase the risk of re-identification.

The gender and year of birth combination was low risk 80% of
the time only for the CPSO data set. Consequently, we consider
it unstable across data sets.

Table 2. Percentage of time a quasi-identifier or combination of quasi-identifiers was considered “safe” more than 50% of the time (as sample sizes
were varied from 30 to the maximum)

Percentage of Time Quasi-Identifiers Were
Below the Threshold

Safe Quasi-identifier or Combination

LSUC (%)CPSO (%)

100100gender

6593region

8594DOB – year

8285gender + region

–80gender + DOB – year

Discussion

The Stable De-identification Heuristics
We found that only a small subset of the quasi-identifiers
represented a consistently low risk of re-identification across
both sample size changes and data set changes. Most
quasi-identifiers (including generalizations) were not stable. In
terms of formulating heuristics for the de-identification of data,
the following quasi-identifiers were low risk (out of the set that
we evaluated):

• region alone
• gender alone
• year of birth alone
• combination of gender and region

A corollary of this result is that all other individual
quasi-identifiers and all other combinations are not safe.

Constructing Identification Databases
An important prerequisite for a record linkage attack is the
ability to construct an identification database. It was possible
to do so for professionals whose associations publish their
membership lists. We found that it is more difficult to construct
an identification database for adult females. It would also not
be possible to perform a similar exercise on youth because youth
would not have any loans that are registered, would not have
property registered in their names, and would not have telephone
numbers in their names. Therefore, their names would not appear
in any of the publicly available data sources that we investigated.

Also, it would not be possible to do so for professional
associations that do not publish their membership lists.

We found that it is not possible to construct an identification
database for the whole population of Ontario. We were unable
to do so using public sources, with either the direct or indirect
method. In Canada, the ability of researchers to access and use
information is qualified by legislative restrictions designed to
protect the privacy of individuals. This information may consist
of what otherwise may be considered in other countries as
“public data” (eg, driver’s licence databases or public
information).

In some instances, population databases are available for access
but have certain data elements removed. For example, in
Ontario, personal information is collected by the Ministry of
Transportation under the authority of section 205 of the Highway
Traffic Act. The information forms part of a public record and
is used for the administration of the Ministry’s driver, vehicle,
and carrier programs. However, while residence address
information is collected, it is not considered part of the public
record and is not available to the general public. A further
qualification is that only “authorized” requestors who have been
approved and have entered into a contractual agreement with
the Ministry may obtain residence address information for
certain limited purposes. These purposes do include research
by educational or research organizations. This limited degree
of access is safeguarded by application of public sector privacy
legislation in Ontario—the Freedom of Information and
Protection of Privacy Act. The federal government and each of
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the 13 provincial/territorial jurisdictions in Canada have similar
legislation designed to protect the privacy of individuals and
protect personal information held by government bodies.

Under such laws, “personal information” is broadly defined to
generally mean recorded information about an identifiable
individual, including “any identifying number, symbol or other
particular assigned to the individual.” Once it has been
determined that a record contains personal information, these
types of statutes generally prohibit the disclosure of this
information, except in certain circumstances. One instance where
disclosure may occur is when “personal information [is]
collected and maintained specifically for the purpose of creating
a record available to the general public,” which is the case with
the PPSR database we used.

The preceding discussion was directed to government holdings
of information. The use of publicly available information held
by non–public sector entities is governed by private sector
privacy legislation that exists in Canada. At the federal level
and in those jurisdictions that do not have comprehensive
personal information protection statutes, the legislation in
question is the Personal Information Protection and Electronic
Documents Act. British Columbia, Alberta, and Quebec have
their own statutes that place restrictions on the collection, use,
and disclosure of personal information by non–public sector
entities.

Generally, the provincial statutes governing non–public sector
entities apply to publicly available information, making the use
of such information subject to a consent requirement. Use
without consent is permitted for certain prescribed sources of
information. The federal statute permits the collection, use, and
disclosure of publicly available information but then defines
“publicly available information” by regulation. This include
names, addresses, and telephone numbers in a telephone
directory; name, title, address, and telephone number that appear
in a professional or business directory available to the public;
and personal information that appears in a registry collected
under a statutory authority.

Generalization of Findings
Our data sets were constructed for an Ontario population. We
have investigated the ability to construct similar identification
databases in Canada. The two main data sources were the PPSR
and telephone directory. There is an online telephone directory
for every province. In Appendix 3, we have listed the PPSR
sources for all provinces and territories. These would allow the
construction of similar identification databases holding similar
types of quasi-identifiers.

The risk of re-identification due to record linkage is affected
by population uniqueness. For example, if we considered another
profession that was heavily skewed toward males (say,
underwater welders), then a female underwater welder is likely
to be population unique. In that case, gender would not be a
“safe” quasi-identifier. On the other hand, if there were no
female underwater welders at all, then gender would be “safe.”
Notwithstanding such variations, our results provide concrete
evidence that many common quasi-identifiers are high risk for
some professions. That such examples exist for two mainstream

professions makes a strong case already that the high-risk
quasi-identifiers and combinations should not be disclosed.

As noted above, Canada has relatively strict privacy laws that
restrict the amount of information about individuals that is
disclosed and available for use in the public domain.
Consequently, we expect that, from the perspective of
re-identification risk, other jurisdictions with less restrictive
laws would likely have higher risks of re-identification and
more “unsafe” quasi-identifier combinations. Therefore, our
list of “unsafe” quasi-identifiers is likely smaller than what one
would find in a less restrictive jurisdiction (in terms of
availability of information through public sources).

Given that the risk is affected by the ability to construct an
identification database, this study can serve as a template for
other jurisdictions to perform a risk assessment.

Managing the Risk of Re-identification
There are two ways to manage the risk of re-identification due
to record linkage: exert control on the quasi-identifiers that are
included in a research database, and exert control on the ability
to create an identification database.

The first approach is simple to implement in practice. However,
the quasi-identifiers that were found to be high risk constitute
variables that would be considered important in many
observational studies. These results highlight the unsatisfactory
consequence of basing de-identification practices on such
heuristics. This suggests that data custodians should consider
using more sophisticated statistical disclosure control techniques
[32] rather than basic heuristics about which variables to exclude
and generalize. With such methods, it would be possible to
retain important variables but at the same time reduce the risk
of re-identification. This suggestion is essentially the third
method defined in the HIPAA Privacy Rule for de-identifying
data sets.

Two approaches to reduce the likelihood of being able to create
an identification database are removing membership lists from
the public domain and using financial deterrents.

Professional associations that make their membership lists public
should re-evaluate this practice given the privacy consequences
of doing so. The fact that such lists exist and are so easily
accessible makes it possible to construct identification databases
that can be used for launching re-identification attacks through
record linkage. The most desirable action is to remove these
lists from the public domain. Failing that, one would argue that
at least the affected members should be made aware of the risks
such disclosure entails.

When releasing membership lists it is also important to ensure
that there are no unique values on all combinations of
quasi-identifiers in the data set. The released data set would
match the population, and population unique values represent
a high risk of re-identification. For example, if we wish to
release a list of all underwater welders and there is only one
female, then that particular record should not be released, or
the gender variable should not be released.

Another effective method is to impose fees for access to the
registries that are used to create an identification database. Such
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an access fee would be small enough to be, at most, an
inconvenience to most legitimate users, but would represent a
prohibitive cost for most intruders. There was a financial
deterrent for the registries that were used in this study. At the
time the study was conducted, there were 23506 physicians
registered in Ontario who were still active and practising in the
province. To be able to construct a complete identification
database with records containing names, addresses (including
postal codes), gender, and date of birth for all physicians in
Ontario, it would cost at least Can $188048 because of the PPSR
search fee (which is Can $8 per search). Similarly, there were
18728 registered lawyers, making the minimal cost for
constructing an identification database Can $149824. While we
needed only a 1% sample to estimate risk, an intruder would
require a complete identification database for re-identification.

Limitations
In our study, we used a particular measure of the risk of
re-identification. This measure assumes a particular attack
scenario on the database. Our conclusions are limited to that
attack scenario, but there are other possible scenarios of attack;
for example:

• an intruder may already know that an individual exists in
a research data set and wishes to identify the record
belonging to that individual

• a specific individual or small number of individuals have
unique characteristics in a released data set (eg, a specific
diagnosis) and an intruder wants to identify these specific
individuals in the data set

We did not consider these types of attacks, but they certainly
would be important ones to investigate in the future. We also
made the assumption that all individuals in the research database
have the same probability of re-identification. Future work
should consider re-identification risk at the record level. For
instance, by knowing which specific records are high risk, they
can be targeted for disclosure control actions. This would result
in fewer distortions to a data set.

The threshold for high risk that we chose was arbitrary. There
are no precedents for defining acceptable risk of re-identification
for the release of personal health information; therefore, the risk
threshold will have to evolve as our understanding of acceptable
risk evolves. Furthermore, acceptable risk is not static. Society

may get to accept higher risk in return for specific conveniences
or personal benefits. Conversely, acceptable risk may decrease
if there is a perception of abuse by custodians or there is a sharp
rise in medical identity theft.

There may be a profession whose distribution of quasi-identifiers
has many unique observations (eg, predominantly of a single
sex or very sparsely distributed geographically). In such a case,
the “safe” quasi-identifiers identified here may no longer be
safe. Future research should investigate other public membership
lists to determine the uniqueness of their quasi-identifier values
to test the generalizability of these findings across professions.

Conclusions
One commonly used approach to protect data that may be
disclosed for research purposes is to de-identify it. Specific
heuristics for de-identification are included in, for example, the
HIPAA Privacy Rule and various privacy guidelines. The
heuristics stipulate that variables which present a high risk of
re-identification (quasi-identifiers), for example, because they
can be used in record-linkage attacks, should be removed or
generalized. In this study, we examined such risks by evaluating
the re-identification risk due to record linkage with common
quasi-identifiers across different data sets and sample sizes.

It was not possible to construct an identification database for
the whole population, but it was possible to do so for
professional associations that publish their membership lists
(eg, physicians and lawyers). Our results indicate that few
quasi-identifiers are safe because they maintain the
re-identification risk below a threshold. These are region,
gender, and year of birth. The only combination that was
consistently low risk was region and gender. That such examples
of high re-identification risk exist for two mainstream
professions already makes a strong case that many common
quasi-identifiers should not be disclosed. However, one can
also argue that many potentially important variables for
researchers would be made unavailable.

These findings therefore indicate that the use of heuristics may
be too restrictive and that data custodians should consider more
sophisticated statistical disclosure techniques to ensure that
important variables are retained in a data set while ensuring that
privacy is maintained.
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Appendix 1

Monte Carlo DIS Simulation
In this appendix we report on a Monte Carlo simulation to demonstrate and evaluate the characteristics of data intrusion simulation.
We used data on the 23506 physicians listed by the College of Physicians and Surgeons of Ontario as our population. We created
random samples of various sizes from that population.

For the simulation we drew samples varying in size from 100 to 3000 individuals. A series of three quasi-identifiers were evaluated
individually: gender, work postal code, and the work forward sortation area. Each sample size was drawn 1000 times and, in each
case, the estimate of the probability of successful re-identification was calculated from the sample. Since we have the population
data set as well, it was possible to compute the actual probability using the population data set. The bias of the predicted probability
is computed by comparing it with the actual probability.

Figure 5. The probability of a successful re-identification attack (y-axis) for various sample sizes (x-axis) based on a Monte Carlo simulation

Figure 1 shows the results for the forward sortation area of the work postal code. The graph shows the predicted and actual values
based on the sample and the population, respectively. These are averages across 1000 iterations for each sample size. It can be
seen that the bias is quite small for the full range of sampling fractions studied. The highest sampling fraction was just under
13%, and the smallest sampling fraction was 0.04%. The magnitude of bias ranges from 0.00015 to 0.0016. For our purposes,
this bias is quite small and indicates that the predicted probability is quite robust even for small sampling fractions. Similar results
were obtained for the other quasi-identifiers examined.

It should also be noted that the probability of re-identification increases with sampling fraction. This is consistent with the common
recommendation made in the disclosure control community to minimize the size of the sample that is released because that lowers
the risk of re-identification. Therefore, one approach to reduce the risk of re-identification is to release a smaller data set.
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Appendix 2

Evaluating Genderizing Software
The purpose of the evaluation described here is to find out how accurate current software is for predicting gender from first names.
This capability is important in the construction of identification databases as a name is often available and we wish to obtain the
gender quasi-identifier to match with a research database.

The data set that we tested with was the list of 23506 practising physicians in Ontario, for which we knew the correct gender. A
search for genderizing software was performed on MedLine (no date limit), Journal of Marketing (2002 to present), Marketing
(January 1996 to present), as well as Web searches on Yahoo and Google. The search terms used were “genderizer or genderizing
or genderizing” and “software or tool or API”. Nine products were identified as well as the gender list provided by the US Census
Bureau. Of the products, a number of them used the same underlying API. We contacted the vendors for the remaining products
and were only able to successfully contact and purchase four products. The Census Bureau list is available for free. Each of the
four products as well as the Census Bureau list was used to predict the actual gender for the list of physicians.

The results are shown in Table 1. The overall accuracy shown in the table is the simple proportion of overall predictions that
were accurate. Precision, recall, and the f-measure are standard measures of binary classification accuracy. While the accuracy
measures are quite high overall and tend to be quite close to each other, Personator with Genderbase had the best results for this
data set. This is the tool that we used in our study to predict gender in the lawyer data set (LSUC). Given that this data set consists
of heterogeneous Canadian professionals working in an Anglophone environment, it is reasonable to generalize to other similar
groups. We cannot make broader generalizations to professionals, for example, in Francophone areas (eg, Quebec).

Table 3. Results of evaluating the accuracy of various tools for predicting gender from first names

FemaleMale

ParseRat (overall accuracy = 0.81)

0.9890.988Precision

0.800.818Recall

0.880.89F-measure

Personator (overall accuracy = 0.81)

0.990.98Precision

0.790.82Recall

0.880.89F-measure

Personator with Genderbase (overall accuracy = 0.89)

0.980.98Precision

0.870.9Recall

0.930.94F-measure

MAILERS+4 (overall accuracy = 0.78)

0.9970.988Precision

0.770.78Recall

0.870.87F-measure

US Census Bureau (overall accuracy = 0.77)

0.9960.98Precision

0.780.77Recall

0.880.86F-measure

Appendix 3

Personal Property Security Registries
The following is the list of locations across Canada to obtain PPSR information for the construction of identification databases.
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Table 5.

URLProvince/Territory

https://www.bconline.gov.bc.caBritish Columbia

Available from authorized registry agentsAlberta

http://www.isc.caSaskatchewan

https://direct.gov.mb.ca/ppr/Manitoba

https://www.personalproperty.gov.on.ca/ppsrweb/en/enquiry/cc_enquiry.jspOntario

http://si2.rdprm.gouv.qc.ca/index.aspQuebec

https://www.web11.snb.ca/snb7001/e/2000/2700e_6.aspNew Brunswick

http://www.acol.ca/Services/PPR/NS/menu.htmlNova Scotia

http://www.acol.ca/Services/PPR/PE/menu.htmlPrince Edward Island

http://www.acol.ca/Services/PPR/NF/menu.htmlNewfoundland and Labrador

http://www.acol.ca/Services/PPR/NT/menu.htmlNorthwest Territories

http://www.acol.ca/Services/PPR/NU/menu.htmlNunavut
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