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Abstract

Background: The ethics of research into online communities is a long-debated issue, with many researchers arguing that
open-access discussion groups are publically accessible data and do not require informed consent from participants for their use
for research purposes. However, it has been suggested that there is a discrepancy between the perceived and actual privacy of
user-generated online content by community members.

Objective: There has been very little research regarding how privacy is experienced and enacted online. The objective of this
study is to address this gap by qualitatively exploring the expectations of privacy on Internet forums among individuals with
long-term conditions.

Methods: Semistructured interviews were conducted with 20 participants with myalgic encephalomyelitis/chronic fatigue
syndrome (ME/CFS) and 21 participants with type 1 and 2 diabetes mellitus, and were analyzed using thematic analysis. Participants
were recruited via online and offline routes, namely forums, email lists, newsletters, and face-to-face support groups.

Results: The findings indicate that privacy online is a nebulous concept. Rather than individuals drawing a clear-cut distinction
between what they would and would not be comfortable sharing online, it was evident that these situations were contextually
dependent and related to a number of unique and individual factors.

Conclusions: Interviewees were seen to carefully manage how they presented themselves on forums, filtering and selecting the
information that they shared about themselves in order to develop and maintain a particular online persona, while maintaining
and preserving an acceptable level of privacy.

(J Med Internet Res 2016;18(10):e274) doi: 10.2196/jmir.6019
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Introduction

Rapid advances in technology and Internet use have led to an
increasingly evolving body of research and practice in the area
of eHealth. In particular, there has been a wealth of
patient-centered systems and services, such as the growth of
informal support systems via online patient communities [1,2].

In line with this growth, there has been an equivalent focus on
these online communities by researchers. However, despite the
growing use of user-generated content as data by researchers,
less attention has been paid to the ethical considerations
surrounding this research. This paper aims to contribute to
discussions in this area by exploring the notions of “public” and
“private” spaces among individuals with long-term conditions.
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The ethics surrounding the study of Web-based interactions is
a long-debated issue. For example, King [3] argues that it is
unnecessary to receive permission from a virtual community to
conduct research based on messages generated in publicly
available spaces, as long as certain criteria surrounding privacy
are adhered to, for example, removing all references to the name
and type of the groups. Similarly, Reid [4] mentions that once
participants in a multi-user dungeon (MUD), a type of Internet
forum, learned the nature of her research, they began to
“manufacture quotable quotes” (p 171), leading her to conclude
that nondisclosure of her research was not only justified but
also essential.

In addition, many researchers make distinctions between degrees
of public and private spaces online. Many of the forums used
in health care research do not require any subscription or
registration in order to access the messages; thus, it has been
suggested that members of such forums are not likely to view
the discussion boards as a “private place” online [5]. For
example, Elwell [6], in studying forums used by adolescents
with cancer, justified the lack of informed consent from forum
participants on this basis, saying:

Ethical issues associated with the present project
include the issue of informed consent, as the
adolescents who posted messages to the
computer-mediated support group are not aware that
their messages are being used for research purposes,
so thus have not formally consented. However, in the
present study an online support group was chosen
that did not require subscription or registration in
order to access the messages, thus it is argued that
messages posted to the computer-mediated social
support group are indeed accessible to the public and
thus informed consent from the adolescents in this
instance is not required. [p 239]

Although this argument is frequently made in the study of online
forums [7-9], ethical concerns continue to be extensively
discussed, reflecting a common discomfort with observational
research online [10]. Some early attempts were made to establish
a series of ethical guidelines around the Internet as a source of
data, notably the 2002 recommendations from the Association
of Internet Researchers (AoIR). These guidelines were updated
in 2012 to acknowledge the evolving field of Internet ethics.
As the guidelines themselves acknowledge, rather than
representing a strict code of behavior, they merely serve to
“emphasize processes for decision making and questions that
can be applied to ever-changing technological contexts” [11].
The recommendations cover a number of topics that are beyond
the scope of this paper, but of key relevance to the present
research is that they highlight the nebulous notion of privacy.
In particular, they outline how social, academic, and regulatory
distinctions between public and private are not likely to be
applicable in the context of the Internet and social media.

Public and Private Spaces Online
It is first necessary to consider what current research exists on
these topics. The AoIR recommendations highlight the potential
for discrepancies to exist between the actual privacy and the
perceived privacy of online content. For example, despite forum

content being publically accessible and available to anyone with
a Web connection, it is possible that the creators of the content
may perceive that the information, experiences, and opinions
that they share online are being disseminated in a private space.
This may have particular resonance for health-related forums,
where the topics under discussion may have a particular emotive
significance [12]. As Daker-White et al [12] highlight, the
knowledge that their words and experience could potentially
be shared and disseminated could have an impact on
participants’posting style or even discourage them from posting.

The potential contradictions between notions of public and
private are covered at length by boyd and Marwick [13]. In this
article, they describe a scenario where images from teenagers’
Facebook pages were used in an educational lecture on Internet
safety by educators and law enforcement officials in the United
States. Despite students being aware that the information and
pictures that they shared on Facebook were public or relatively
public, their expectations of privacy included an expectation
that their profiles would not be accessed and shared without
their prior knowledge and consent. Students reacted angrily,
describing the lecture as “a violation of privacy” (p 6).

The authors argue that rather than representing a contradictory
stance, this perception is in line with typical social norms around
public engagement [13]. They suggest that expectations of
privacy online mirror expectations of privacy offline—one
would not expect a conversation held in a public restaurant to
be overheard and broadcast, despite the knowledge that the
conversation can be overheard [14]. Indeed, early research into
computer-mediated communication indicated that individuals
often self-disclose very personal information online that they
would not be willing to reveal offline, known as the “online
disinhibition effect” [15].

Supporting this notion, other researchers have pointed to
apparent discrepancies in Internet users’ perceptions and
expectations of privacy. Bassett and O’Riordan [16] highlight
an example in which lesbian, gay, bisexual, and transgender
forum users’constructions of privacy online, and their expected
levels of confidentiality, safety, and freedom, were sharply
divergent from both the actual levels of privacy and access and
the description of the site and forum provided by the website
owners. This indicates that despite signals to the contrary,
individuals involved in online discussion groups may view the
spaces that they occupy online as safe spaces, unlikely to be
accessed or disseminated by outsiders.

As Hogan [17] indicates, expectations of privacy online do not
necessarily indicate that individuals are sharing information
that they wish to remain hidden. Rather it suggests that, when
information is shared, the people with whom the information
has been explicitly shared (ie, forum users, Facebook friends,
members of an email list) are considered to be contextually
appropriate for the specific information [18]. This notion of
contextual integrity [18,19] holds that conceptions of privacy
are shaped by the norms of the contexts in which the information
is shared. Instead of utilizing a strict public/private dichotomy,
Nissenbaum [18,19] proposes that individuals exist in a plurality
of realms, each with different guidelines outlining how to act
and interact. Privacy is considered to be violated when norms
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specific to a particular context are violated, such as norms about
what information is appropriate to divulge in a given situation
or how it is appropriate for that information to be distributed
[18].

For example, within a health care consultation, it is considered
appropriate for an individual to share information about his or
her physical condition with a doctor. However, if the doctor
were to reciprocate by divulging information about his or her
own physical state, that would not be seen as appropriate.
Similarly, although an individual may expect a doctor to share
information about his or her condition with a practice nurse, if
required, it is likely that distributing that same information to
the doctor’s family and friends would be receive an extremely
negative reaction from the patient [19]. Although the information
being shared in all cases may be virtually identical, the
alterations in context and audience result in privacy norms being
violated.

However, as Marwick and boyd [20] point out, this model
presumes that the individual at the center of the scenario is fully
aware of the social context surrounding their disclosure. In order
to navigate privacy online, individuals must have the
technological expertise to operate their medium of sharing
information, as well as the knowledge and skills to influence
how information flows in an online context and how it is
interpreted within that context. Instead, they propose a model
of networked privacy, which draws on social media research to
argue that information norms are co-constructed by participants
and are constantly shifting due to variations in social norms and
technological skills among individuals. This further highlights
the complexities of privacy online, and suggests that a blanket
approach toward particular media as “public spaces” or “private
spaces” may be problematic.

From a research perspective, Hudson and Bruckman [21]
reported that many of the chat rooms they entered as part of
their study responded negatively to the presence of researchers.
In the majority of cases, the researchers were “kicked out” or
banned from participating in the space. Comments from some
groups indicated that they viewed the publically accessible chat
rooms as private spaces and were unwilling to tolerate the use
of the content for research purposes. Although this is in line
with findings from boyd and Marwick [13] and Bassett and
O’Riordan [16], it does have potential implications for the use
of user-generated content and particularly forum content as data.
Specifically, it contradicts the assumption that publically
accessible spaces online are seen as public spaces by participants
[5,6] and, therefore, do not require informed consent from users.

There has been a growing use of forums in research, particularly
health research and, to a lesser extent, debate and dialog around
the ethical implications of this practice [22-24], but there has
been a dearth of research directly exploring forum participants’
perceptions and expectations of public and private spaces online.
Bond et al [10] interviewed users of online diabetes discussion
boards. Although the participants were generally supportive of
the use of forum data for research purposes, citing the need for

the voices of individuals with diabetes to be heard, there was
less of a consensus about the specifics of using the data.

Despite many participants acknowledging that their posts were
publically available and, therefore, ultimately in the public
domain, a number were uncomfortable with their words being
used without their consent. In particular, the use of direct quotes
was controversial, with interviewees expressing concern that
they may be identifiable from the quotes [10]. Although these
findings provide some insight into the views and perceptions
of forum users, the brief nature of the research offers little clarity
around the topic and indicates the need for further research.

Given this, it seems particularly important to give consideration
to concepts of public and private spaces within Internet forums,
specifically within health-related discussion forums. As the
AoIR guidelines suggest, this will by no means result in a strictly
defined delineation between the two concepts. Factors such as
the level of access available, the number of forum users, and
individual forum guidelines and norms will all likely play a role
in establishing the boundaries between public and private spaces
[5]. Nevertheless, an exploration of these concepts within
specific conditions may provide a useful case study of the
notions of “public” and “private” in practice.

In this paper, perceptions of privacy on Internet forums are
explored by drawing on analysis of qualitative data gathered as
part of a broader study into the use of online discussion boards
by individuals with long-term conditions. To do this,
semistructured qualitative interviews were conducted with
UK-based individuals recruited from two population groups.
One sample consisted of individuals with type 1 and 2 diabetes
mellitus. Diabetes affects more than 5% of the British population
and has been highlighted by the National Health Service as a
key focus of the effort to improve chronic disease management
in the United Kingdom [25]. The other sample consisted of
individuals with myalgic encephalomyelitis/chronic fatigue
syndrome (ME/CFS), which is characterized by fatigue, pain,
and impaired cognitive functioning, and affects up to 100,000
people per year in the United Kingdom [26].

Methods

A qualitative approach was selected as it allowed for an
exploration of the opinions and perspectives of individuals with
long-term conditions. A broad interview schedule was
developed, which explored the role and nature of online support
for those with long-term conditions. Interviewees were given
space to express their own opinions and ideas; in many cases,
their responses shaped the order and structure of the interview
[27]. In addition to the broader health-related questions,
interviewees were asked about their views of online support
groups as public or private spaces and their concepts of audience
when sharing and receiving information and experiences online.
This was also explored via a vignette (seen in Textbox 1), which
was adapted from existing forum data. It was intended that the
use of a vignette would enable participants to consider
themselves in the place of the character [28].
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Textbox 1. Vignette used during the interview process.

Rachel has ME/CFS and regularly posts in a forum used by other people with similar symptoms. She is concerned that the forum can be viewed by
anyone, not just the people who contribute to it. She starts a thread on the forum to discuss this and to see if other people feel the same way.

Rachel:

"Some people are revealing some quite intimate info, and I myself often forget that the forum is open to outsiders to view."

Here are some of the responses that Rachel receives.

Sarah:

"Not too bothered by this as I have never said anything that I would not be prepared to share with the whole world. I tend to think that the more people
that know of the devastation that is caused by this illness, the better. I would like to think that some of the stuff is read by the medical profession—though
I think not!!!"

Jane:

"Hi, I’ve just seen this thread and am rather concerned and wondering whether not to post anymore, to be honest. That’s not just this forum but a lot
of open forums too.

People need to realize that as we all get so very down, we may say things on here that we wouldn’t say to family and friends and maybe it’s rather
personal.

"I shall be having a think as to whether I shall post on here for a while now."

What do you think about what people have said to Rachel?

What would you say to Rachel?

Do you have anything else to add?

Participants
A total of 41 participants completed interviews, 20 with
ME/CFS, 12 with type 1 diabetes, and nine with type 2 diabetes.
Interviewees were drawn from across the United Kingdom and
the majority of the respondents were female (n=28), with a mean
age of 50 (range 18-82) years. To ensure that a range of
perspectives were considered, recruitment took place both online
and offline. Interviewees were recruited through online and
offline sites, such as Internet forums, face-to-face support
groups, email lists, and research networks.

Participants were offered the option of face-to-face or phone
interviews with the researcher; many (n=29) chose to participate
by phone. All interviewees described themselves as white.
Notably, the majority of participants (71%, 29/41) had
completed at least a higher education degree or equivalent. The
latest census data suggested that in 2011, just 27% of the
population of England and Wales had received a degree or
higher [29], indicating that participants in this study were
educated to a higher level than the general British population.

Data Analysis
Interviews were recorded and transcribed verbatim, including
participants’ responses to the vignette. The anonymized
interview transcripts were imported into a qualitative data
analysis computer software package (ATLAS.ti version 7) in
order to carry out the analysis. It should be noted that the use
of a software package merely provided a tool to organize and
review the data during the analysis process, rather than offering
an objective method of analysis [30]. Each transcript was read
through several times and notes were made in order to make
note of preliminary connections between interviewees.

A thematic method of analysis was employed, with a view to
examining comparisons and contrasts across participants and

within cases. Thematic analysis was chosen because it provided
a flexible approach to analyzing qualitative data and involves
identifying themes in a body of data [31]. Themes were
considered to capture something important about the data and
to represent a level of patterned response or meaning within a
dataset. This process allows the development of a conceptual
scheme, which enables further interrogation of the data [32].

The analysis followed an iterative process. A coding frame was
devised comprising the initial themes identified within the data.
Following this, the data were coded according to these themes.
Initially, these codes were broadly descriptive, and related
directly to the content of interviewees’ transcripts, rather than
subtle nuances within the data. For example, references to an
interviewee’s family were coded as “family” and so on. As
coding continued, categories were further refined into
subcategories or aggregated to form higher-level categories
because the initial coding frame did not sufficiently capture the
complexities of the data. The coding frame was continually
revised and transcripts were reviewed on an ongoing basis to
ensure that additional codes were applied.

Ethics
Ethical approval was granted by the University of Manchester
research ethics committee. Any identifying information was
removed from the interview transcripts and all participants were
assigned pseudonyms. Each participant was provided with an
information sheet and encouraged to contact the researcher with
any questions both before and after the interview. Signed
consent was received from all participants; for telephone
interviews, the consent form was mailed in advance along with
a stamped addressed envelope to return the signed form to the
researcher.
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Results

Participants experienced privacy online as a complex and
nuanced process. Interviewees were seen to carefully manage
how they presented themselves on forums, selecting the
information that they shared about themselves and where this
information was shared in order to develop and maintain a
particular online persona, while preserving their privacy. The
context in which information was shared influenced users’
decisions about what to disclose and not to disclose online, with
individuals adapting what they shared online in order to ensure
it was appropriate for the broadest possible audience. In addition,
the value of sharing personal information online for fellow
patients and health care professionals was consistently
highlighted by participants. The process of navigating privacy
online is outlined in the following sections.

Presentation of Self Online
For many participants, maintaining their anonymity online was
a pivotal aspect of their usage of forums. As “Gemma” (type 2
diabetes, 31-35 years) described it, the diabetes forum she used
was “my place and that’s my space to talk about things.”
Although both her parents had been diagnosed with diabetes,
she had not told them about her own diagnosis. In addition, she
had been extremely reluctant to share that information with
family and friends: “The only people that know that I’m diabetic
is my husband and my best friend, I haven’t told my family and
friends, even though my family are, even though my parents
are diabetic, I haven’t told them.” As a result, her diabetes was
an intensely personal experience, shared with the forum and a
select few acquaintances in real life. This meant that anonymity
was a pivotal aspect of her condition (“It would really, really
bother me if people found that information, if by googling my
name, it came up with all this information, I would be devastated
really”) and she was unwilling to disclose information about
her diabetes to her real-life acquaintances (“I would stop using
it”).

This suggests that, for some individuals, online discussion
groups provide them with a “safe space” in which they could
access support away from their real-life support networks
[33,34]. For these interviewees, however, the safety of the space
was tempered by the awareness that their words may be
disseminated among a wider audience than they intended. For
others, having an identifiable online presence was something
that they had consciously chosen, rather than attempting to
remain anonymous online. This was the case for “Louise” (type
1 diabetes, 31-35 years), who regularly blogged about her
experiences with type 1 diabetes. She described how she had
decided to blog as herself rather than an anonymous individual
because she had already been active in the diabetes community
for a number of years and, as a result, had a “good network” of
peers. By naming herself on her blog, she felt that she was able
to “talk freely” about herself, and describe her own situation
and experiences, rather than hiding behind an “anonymous
persona.” However, she acknowledged the impact that this lack
of anonymity had had on her online communications. She
described how having her words linked to her offline identity
made her consider how they were likely to be viewed by an

audience, such as a potential employer: “I always vet things
with the idea of, OK, would I be happy to discuss this in an
interview.”

Despite Louise’s willingness to identify herself online, her
reference to her employer indicates that she was managing her
performance and persona online. As research on social media
suggests [17,35,36], individuals will adapt the information that
they share online in order to cater to the “lowest common
denominator” (ie, cater to the broadest audience possible). As
a result, Louise, Gemma, and many other interviewees took
care to ensure that only certain aspects of themselves were
represented online [36]. This self-censorship extended beyond
forum participants to members of their social networks.
Interviewees spoke about how, while they were happy to share
their own experiences online, they avoided sharing personal
information about their children or other family members.
Participants were conscious that although they could control
the level of information that they provided about themselves
online, others may not be happy to have information shared
about them:

When I mentioned about my son going through a
difficult time...I don’t mean, I don’t mention him, what
I mean is, I don’t mention the difficulties he went
through and what it was to do with or anything.
[Joan, ME/CFS, 56-60 years]

This sentiment was echoed by Louise. Although she frequently
blogged about her experiences with diabetes, she made a
decision not to disclose her experiences with fertility treatments.
She was conscious that sharing information and experiences
regarding in vitro fertilization (IVF) and diabetes could be of
value to others, she felt that the information was “too personal,
too vulnerable” to share, despite the potential benefits.
Interestingly, she later wrote about her experiences with IVF
after she became pregnant, indicating that her desire for privacy
was shaped by the need to control the context in which the
information was shared rather than the information itself
[18-20,35]:

That was quite a tough decision because in a way I
wanted to share what we were going through because
no one writes anything about IVF and diabetes, that’s
such a niche problem. It’s very hard to find good
information about it. But I just didn’t feel I could
expose that kind of thing to the Internet. That was too
personal, too vulnerable, especially when we were in
the middle of it. Now, I have written some stuff about
it looking back, so it’s interesting. I don’t censor much
of what I put online, but there are bits that I do.
[Louise, type 1 diabetes, 31-35 years]

The Value of Sharing Information Online
Despite participants’ perceptions of forums as public spaces,
or perhaps because of these perceptions, many interviewees
reported that they saw a value in sharing their experiences within
a public arena. Although participants acknowledged that their
words could be accessed by those outside of the immediate
audience, this was seen as a pivotal aspect of sharing experiences
online. This was particularly prevalent among those with
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ME/CFS, many of whom felt that the Internet and Internet
forums enabled individuals to describe the daily realities of
living with ME/CFS. “Michelle” (ME/CFS, 41-45 years)
reported that she shared experiences online in order to address
those who may have family or friends with ME/CFS. By sharing
her own experiences online, she attempted to legitimize the
experiences of others by validating their feelings and symptoms:

If you have the partners, or the family watching this
kind of website to understand better, if they can see
that something their daughters, or whoever, told them
about and they can see it said by someone else, maybe
they will understand better. [Michelle, ME/CFS,
41-45 years]

For other participants, the notion that sharing information and
experiences online could be of value to health care professionals
was highlighted. In response to the vignette, “Nicole” (ME/CFS,
26-30 years) suggested that medical professionals accessing
Internet forums could increase their understanding around
ME/CFS, which could translate into improved health care for
patients: “Sometimes I would like some people from the medical
profession to read it and to understand, because the
understanding around chronic fatigue is terrible.” This was of
similar importance to “Mark” (type 1 diabetes, 41-45 years),
who felt that medical professionals accessing Internet forums
for individuals with diabetes would not only lead to increased
understanding around diabetes, but would also illustrate to
professionals the potential benefits to individuals accessing
online support: “I think there needs to be a bit of a sea change
in some minds of health care professionals, that it’s not actually
all bad but that it is a positive experience and it can really help.”
Indeed, this echoes recent trends among clinicians, with
suggestions that the “cloud of patient experience” online may
provide valuable insights into care unfiltered by health care
professionals, researchers, or academics [37,38].

Curating the Information Shared Online
In addition to individuals filtering what information they shared
online in order to manage their online persona [36,39],
interviewees also described how they drew distinctions between
where to share their experiences, advice, and information with
peers and where not to share this information. The “permanent”
nature of Internet forums, some of which did not allow users to
delete their posts after a certain period of time, was discussed
by many participants, with some reporting that this made them
less likely to discuss particular topics in this arena. This led to
forum members utilizing other methods of communication, such
as live chat, instant messaging, emails, or private messages.
Rather than making a blanket distinction about what personal
information or data to share and not share online, participants
instead considered the context in which information was shared
and who was likely to access this information [18-20,35].

For participants, this often meant seeking out spaces online,
which were not fully open or publically accessible in order to
share information that they considered to be very personal. For
example, “Lesley” (type 2 diabetes, 56-60 years) described how
she used the live chat on the diabetes forum that she was a
member of, which enabled her to exchange instant messages
with other forum members. Crucially, using live chat meant

that the conversation was not stored afterward and was not
publically accessible, even by those who were registered forum
members: “If you go on live chat, it’s there, and then when you
go off, it’s gone, if you know what I mean, it’s not stored
anywhere for anyone else to come and read.” She used this
option to talk regularly to other forum members who she
considered to be friends, sharing information about their
day-to-day experiences with diabetes: “You know, ‘oh, my
blood sugar’s up today,’ ‘oh, I’ve had such a thing for my tea
and I shouldn’t have done,’ and you know, things like that, what
we’ve eaten, the nitty-gritty bits, that’s what we tend to do.”
And they also shared more personal information that may not
be appropriate for discussion on the forum: “And then we talk
personally, you know, how’s it going at home, are you OK, you
know, have you been to work today, things like that that you
wouldn’t put on the forum because that’s very personal.”

Despite valuing the privacy that this medium afforded her,
Lesley still used the forum to discuss “major problems” about
her diabetes over the live chat. She recognized the impact that
sharing experiences openly had on other people, and wanted to
be able to offer that support to others: “The point of the forum,
I think, is to help other people who might be like I was doing
and just reading, and don’t want to join, and they want to gain
something from your experience.” This emphasizes the value
of sharing information online, as discussed previously.

It is important to acknowledge the educational backgrounds of
the participants in this study and to consider how this may have
influenced individuals’ perceptions of privacy online. Many
drew explicitly and implicitly on their level of education or
work experience in describing how they navigated Internet
forums. Indeed, Papacharissi and Gibson [35] describe privacy
online as a form of “luxury commodity” (p 85), arguing that
the level of computer literacy required to acquire it is
inaccessible to many. For example, “Karen” (ME/CFS, 41-45
years) had a degree in information technology and she felt that
this background gave her an advantage when it came to deciding
what information to share and what not to share online. Like
many other interviewees, she viewed the Internet and Internet
forums as public spaces, and this influenced how she interacted
with others online: “It’s permanent, it don’t matter what you
do with it, it’s up there. So I wouldn’t put anything up there that
I wouldn’t want a stranger [to read], do you know what I mean?”
She drew a distinction between her experiences and those of
her husband, who did not have the same educational background
and, as a result, struggled to utilize the Internet in the same way:

I’m lucky in the sense that I’ve actually studied the
Internet and I’ve studied computing, so I have a bit
more information than maybe say, like, my husband
doesn’t have that much information or nous about
the Internet, so he’d be likely to worry about things
like that more than me and he’d ask me and I’d say,
well, you’re alright to do that but not that. [Karen,
ME/CFS, 41-45 years]

Online Audiences
Given that the majority of interviewees viewed forums as public
rather than private spaces, it is necessary to examine whom they
felt they were sharing information with online. Nissenbaum
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[18,19] suggests that the context in which information is shared
influences users’ expectations around privacy. In particular, the
people with whom information has been shared have been
considered appropriate recipients for the specific information.
For some of the interviewees recruited via offline sources, the
public nature of forums was a barrier to them utilizing forums
to share personal information online. In line with the expectation
that forums were public spaces, for many individuals, their
concept of audience extended outside the members who were
actively participating in the forum. For example, interviewees
spoke about sharing information online in light of the possibility
that their words could be accessed by family and friends.

Illustrating the concept of the lowest common denominator [17],
Michelle described how she considered the perspectives of her
husband and parents in her interactions online. Although she
did not think it was likely that they would access an Internet
forum, the awareness that they had the ability to read what she
wrote meant that she ensured that she could “justify” what she
said to them:

I don’t think my husband is reading it, but maybe he
is...I think, yeah, he wasn’t supportive, or anything,
I would put it in writing if it were true and if he knows
about it, because I’ve talked about it with him.
[Michelle, ME/CFS, 41-45 years]

For other participants, their concept of audience extended
outside their family and friends to include outside parties. This
was illustrated by “Susan” (ME/CFS, no age given), who
blogged about her experiences with ME/CFS. She was
particularly concerned about protecting her identity online
because she worried that her online activity would be seen as
evidence that she was fit for work by the Department of Work
and Pensions (DWP) and would have an impact on the benefits
and allowances to which she was currently entitled:

I’ve not actually put my name on the blog...that’s
because really of potential criticism from somebody
like the DWP, because, you know, if they see I’ve
written that blog and I’ve got that amount of
information on it. They’ll turn around and say, well,
crikey, you’re fit to work. [Susan, ME/CFS, no age
given]

However, it should be noted that this awareness of external
audiences was not present throughout the entire sample. Some
interviewees held a different perception of forums, viewing
them as a more private and personal space. Like Karen, many
participants expressed concerns that although they were aware
of the public nature of Internet forums, others may not be as
savvy as them and, as a result, may experience difficulties
navigating concerns around privacy and anonymity online. For
example, “Michael” (ME/CFS, 66-70 years) described how he
had encountered a number of people who had shared information
online that he felt was inappropriate:

I’m all for frankness and openness but some of the
things that I had read I was surprised that people
would have put that information in that domain when
you think of who could actually see that and that just
concerned me a bit. [Michael, ME/CFS, 66-70 years]

Illustrating this, “Jennifer” (ME/CFS, 36-40 years) drew a
comparison between sites online where “anyone could read it
and anyone could respond” (eg, comments on the BBC website)
and ME/CFS forums. By contrast, forums were seen as less of
an unknown quantity, with the expectation that there was a
mutual understanding and respect among members: “If it was
an ME forum, then, yeah, I think it’s nice to know that you can
walk into to a space that you’ve chosen to and that you know
what you’re walking into.” Despite the fact that both spaces
were open-access, online public arenas, Jennifer perceived that
discussion boards had a deeper level of privacy.

This suggests support for Nissenbaum’s notion of contextual
integrity [18,19]. Although the majority of interviewees viewed
open forums as public spaces, there were exceptions to this.
Rather than a strict delineation between public and private
spaces online, the context in which the information was
shared—in this case, a health-related Internet forum—influenced
users’expectations of who could access their words. Participants
raised concerns about the supportive nature of online discussion
groups and cognitive impairments associated with ME/CFS that
could encourage forum users to share information that may be
inappropriate or potentially identifying:

People in desperation reach out and other people
who’ve been in this cozy environment, this kind of
warm room full of friends sharing things openly,
forgetting that complete strangers can then just look
and read. [Mark, type 1 diabetes, 41-45 years]

People with ME, because of the tiredness, etc—I do
things now that I wouldn’t dream of doing, just by
mistake, I wouldn’t dream of doing when I was well.
[Nicole, ME/CFS, 26-30 years]

As a result, it is possible that the online context in which
individuals perceive they are interacting may not accurately
reflect the reality of the situation.

Discussion

The findings support the notion that privacy online is a nebulous
concept. For participants, online discussion boards enabled them
to reveal information that was intensely personal and private
and that they did not feel comfortable sharing in an offline
setting, such as with their family and friends. This suggests that,
for some individuals, the forums provided them with a safe
space in which they could access support away from their
real-life support networks [33,34]. However, this does not mean
that the information shared on forums represents an unfiltered
expression of forum members’ thoughts and feelings. In keeping
with Goffman’s [40] dramaturgical work on identity, participants
described a degree of impression management, where they
filtered and adapted the information that they shared online in
order to create a particular identity for themselves. For many
individuals, their adopted online persona was an anonymous
one and they spent time censoring and editing what they shared
to ensure that their online and offline identities remained
separate.

In this way, the findings of this study support previous social
media research on the notion of the lowest common
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denominator, in which individuals adapted what they shared
online to ensure it was appropriate for the broadest possible
audience [17,35,36]. Interviewees described scrutinizing and
modifying their online communications in light of the audiences
that they felt could access their words, such as employers, family
members, journalists, or government agencies.

In order to remain anonymous online, this self-censorship
involved avoiding revealing identifying information such as an
individual’s place of home or work. For the majority of
interviewees, remaining anonymous online was desirable,
supporting previous research that indicated that being able to
contact peers anonymously is an important aspect of individuals
accessing and receiving support online, particularly for
health-related queries [33,41]. Even for individuals who did not
maintain an anonymous persona online, there was still a sense
of managing and monitoring the words and information that
they shared. This suggests that maintaining an identifiable online
persona is not merely a direct replication of one’s offline
identity. Rather, only some aspects of oneself are presented
online. However, as highlighted by Bullingham and Vasconcelos
[36], this can be a two-way process. Although some individuals
may carefully share aspects of themselves online in order to
present a delicately constructed persona, others may in fact offer
their “true selves” online, in cases in which their offline self is
influenced by societal or family pressure. Within this study,
forum users often utilized both aspects of this presentation
simultaneously, describing how they took care to present an
anonymous online persona, while at the same time sharing their
true feelings and experiences with their condition that they
would not feel safe or comfortable sharing with their family
and friends. In this way, forums provided a space for posters to
perform aspects of their identity unconstrained by offline
relationships [34,36].

Despite this, there were concerns from participants that certain
forum members were not engaged in a sufficient level of identity
management online, leading to ineffective attempts at
safeguarding privacy. Although all interviewees felt that they
themselves were in control of the information that they disclosed
and were capable of navigating and negating any privacy
concerns online, some expressed doubts that other Internet users
were as competent at these tasks. Returning to the notion of the
lowest common denominator, participants suggested that for
some forum users, their version of the lowest common
denominator was an unrealistic one that did not account for the
public nature of Internet forums [17]. Suggested reasons for
this included the supportive nature of health discussion groups,
cognitive impairments or “brain fog” associated with ME/CFS,
as well as a lack of experience or education around the Internet
and the nature of social media.

Although the digital divide has been frequently discussed in
relation to health literacy [42,43], this paper also points to its
relevance to online privacy. This has been highlighted within
the literature; Papacharissi and Gibson [35] describe privacy
online as a luxury commodity, arguing that the level of computer
literacy required in order to acquire it is inaccessible to many.
Similarly, Osatuyi [44] highlights the link between confidence
in Internet skills and privacy, where users who are less confident
in their abilities to navigate social media are less likely to engage

with these technologies due to concerns about information
privacy. As a result, it is important to note that discussions
around the use of online health discussion groups by individuals
with long-term conditions may relate to those who have
successfully navigated these complexities, rather than a wider
population.

In addition, the findings illustrate the notion of privacy online
as a nebulous concept. Rather than individuals drawing a
clear-cut distinction between what they would and would not
be comfortable sharing online, it was evident that these
situations were contextually dependent and related to a number
of unique and individual factors [18,19]. For example, forum
users described how they shared certain information using
private messaging or online chat facilities rather than posting
on a public forum, indicating that their desire for privacy was
shaped by the need to control the context in which the
information was shared rather than a need to keep the
information itself private [20,35]. This suggests that navigating
the different spaces and performative “stages” of Internet forums
[17,40] requires an awareness of both the social and technical
aspects of these forms of social networks [20]. In addition, as
Papacharissi and Gibson [35] highlight, there is an inherent
difficulty in negotiating privacy in networked social
environments that were designed for sharing rather than privacy.
Although their argument relates to social media rather than
Internet forums, it is evident that parallels can be drawn between
the two spaces.

The results indicate that concerns around privacy are perceived
as an additional barrier to those with insufficient levels of digital
literacy accessing support online. Nutbeam [45] argues that in
order for health literacy to occur, individuals are required to
have both the confidence and the skills to gather information,
understand it, and actively appraise it. Interviewees suggested
that the utilization of forums was a complex process and
achieving privacy was a difficult yet pivotal aspect of this
utilization. Achieving privacy requires an understanding of
networked privacy [20] and the role of contextual factors, such
as forum norms and the function of the moderators, as well as
the technical aspects of navigating around an Internet forum.
As a result, maintaining an online persona, which for many of
the participants in this study meant remaining anonymous and
carefully considering where to share personal information, is
at risk of becoming the preserve of a select few [35]. This means
that research into the use of health-related forums must consider
the impact of inequalities on forum usage and particularly highly
contextual and nuanced factors such as privacy. In order to
contribute to the body of knowledge in this area, this research
highlights the need to examine how privacy is situated within
online literacy. In addition, this has implications for those
involved in the creation, curation, or moderation of online spaces
because it emphasizes the need to cater for a broad range of
users within health-related forums.

Finally, this research aimed to provide some guidance on the
ethics of conducting research into online spaces. It was
concluded that forums are predominately viewed as public
spaces, and forum members adapt what they share online in
light of this perception. This is similar to research on Facebook,
which indicates that although there are privacy concerns about
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the medium, information posted on Facebook is tailored toward
a broad social audience [46]. This has implications for the use
of forum posts as data because it suggests that in the case of
health discussion boards, participants generally expected that
what they shared online would be accessed by a broader

audience beyond those whom they were directly interacting
with. However, the findings of this study are likely to be highly
context specific and this should not be taken as a blanket
suggestion that will apply to all health discussion boards.
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